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OCT 6 2010 

The Honorable Bennie G. Thompson 
Chainnan 
Committee on Homeland Security 
C.S. House of Representatives 
Wa$hington, DC 205\S .. MRO 

Dear Chainnan Thompson: 

U,S. l.ltpartmrnt <)r HQrurla!ld S~11rlt'y 
1\0\ s,ulh 1~\h ~\((<;\ 
Arll~g~tm, VI' ~05'<~ 

Transportation 
Security 
Administration 

Thank you for your leH~r of August 17,2010, co-signed by Subcommittee 
Chairwoman Sheila Jackson~ Lee, regarding your c1mcerns with the Transportation 
Security Administration's ( TSA) Screening of Passengers by Observation Techniques 
(SPOT) program. 

Let me first state my support tOr the SPOT program. l have been briefed on this 
program's priHc.ipks and methods, v.hkh l bdicve arc sound. Ten-orist attacks have time 
and again exposed a.ud exploited the vulnerabilities of policies, procedures, and 
technology, Ho~ever. terrorists cannot "train" ior a behavior~based screening prolOt1Jl, 
which is what makes SPOT such a critical tool in our continued tight against terrorism. 

TSA deployed the SPOT pro~ram to mitigate the threat of individuals with potentially 
hv;stlle intent from boMding a commercial airplane and causing hann. Congress has 
encouraged the use of behavior recognition to enhance aviation security and has provided 
resources to support its implementation and expansion The SPOT program futnlls the 
mandate of Section 1611 of the Implementing Recommendations of the 9/l I C'ornrnission 
Act of 2007, P.L. II 0-53, that "TSA $hall ptovlde advanced training to the tran~portation 
security oflit'er~ fm the development of specialized securiiy skills. including behavior 
ob:-ervatiun and analysis . ..in order to enhance the effectiveness <Jf layered tramportati(:m 
security mcdsures.)' 

lntelligence continues to show that there is no specifl~ terrorist profile. In a March I 0, 
20 I 0, hearing before the Senate Homeland Security and Government Affair~ Committee, 
then-Acting Admini,trator Gale Rossldes highlighted tho challenge faced by TSA leaders 
in '·balancing the rl.!~uiremcnt to sr.:rt:en all pu:,sengcrs and to aclually focu:; our officers' 
attention on the right pas.~ngers.'' TSA designed SPOT to increase its ability to focus on 
the "right passengers" by identifYing p~tsons exhibiting behaviors and appearances 
indicative of potential hostile it'ttcnt. 

r atn very pleased tu infonn 1hc CommilleC that !'SA is in the ptOt.:CSS of issuing 
Sccret~level ~ct:urity t:l~aram:es to all behavior detectiun ofl:iccrs (BDO) and BDO 
Transportation Security M;magc;:rs. This wil! significantly enhan~e TSA's ability to 
le-verage the best intelligence and elevate our security pra\::tice.s across the board. BDOs 
v.ill ha\'e ac<.:e~s to valuable lnfonnation in order to better combat those who would do us 
harm. 

TSA is ~.:urrcntly \\-Orking with the U.S. Dcparunent of Homeland Secutity ·~ (DHS l 
Science ar1d T cchnology (S&T) Din:ct(lf!ltc on a \'a\idation sfitdy 0f the SPOT program, 
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The series of studies Involved in this research is designed to assess the validity of the 
SPOT storing !!.}'Stem~ including the use of individual behavioral indicat()rS to identify 
high~risk travelers. More specifically. S&T's research plan aims to examine the extent to 
which these behavioral indicators are appropriate fnr screening purposes and lead to 
appropriate and correct security decisions. Results of this work will establish a scientitlc 
bu~is fOr the extent to which 1hc SPOT program, induding its instnunem and method~. 
arc valid. This will indude an assessment by ill1 independent peer reviC";w panel and input 
from other Federal agencies and relevant subject matter experts who haw: expertise in 
behavior detection. 

This cmgoing validation study is the first of it~ kind. No ocher large. scale I l.S. or 
international screening program incorporating behavior~ and appearance~ based indicators 
has evlir been rigorously scientifically validated. l11is rcsean:h is ex:pecteJ to be 
oornpleted in fiscal year 2011, However, preliminary analysis of the data r.>olh:ctcd 
\:approximately 80 percent of total needed sample size) shows that SPOT is an extremely 
0tlCctive measure when compared to a systematic random screening protocol. 

ln additi''" to the validation study bei11g conducted by DHS S&T. the SPOT program 
has also been working with the Fedt'ral Bureau <.'flnvestigation 's (fBI) Behavioral 
Sciences Unit (BSU) on a recent initiative called the Terrorism Res~ard and Analysis 
Project (TRAP), TRAP is u research consortium ofinlcmationa1/domcstic acadcrnics and 
law enforcement ofticers. The g1.1als nf TRAP are the development of practical research 
tOt) Is that provide a better under5tanding of the cause and effects of terrorist activity and 
possible Government rc!'ponse tactics to mitigate the terrorist's actions. A SPOT 
program representative was a presenter al the first TRAP Symposium in August 2009, 
The SPOT program has also been identified by BSU as a subject <>f study for the pr~jcct. 

Your letter ~tated that the Governme-nt Accountability Office has found that TSA hus 
yet to conduct a risk assessment for the SPOT program and that TSA is unable to 
demonstrate wht:thcr SPOT is useful for preventing aviation security brc~lches or 
enhancing security for aviatil'O employee:. or the traveling public. TSJ\ concurred with 
this finding and the associated r(commcndation and has since .;ondu~;ted a risk analy~is 
of the SPOT program to determin~ the impact HDOs have on adversary succ~t:::.5. 'TSA 
u•ed tho Risk Mal\agement Analysi• Ton! (RMA T) to co11duct th< analysi,. RMAT is an 
asertt~based risk simulation modeL The initial results showed that BDOs are 
comparable in risk reduction to many Clf the technologies TSA deploys: BDOs have an 
impal:t across multiple rlsk scenarios, V.'hkh is a capability not seen in most te<.:hnology: 
and BDOs addu layer of SC(Urity that is not t~nsily overcome. Additionally, the risk 
analysis dc1nonstrilted that applying SPOT procedures to all passengers had a significant 
additional impact on risk reduction. 

In your letter, you state that the U.S. Customs and Border Protection (CBP) and Dutch 
approaches to conducting behavtor assessments, which in\·olve dialogues with 
pu:ssengers, can lead to more precise idcntificatk~ns of malicious intentions \h~;tn those 
that rely solely on subjectiv~ judgment~ of passeng~rs' phy~ical appearance. I agree 'vith 
that statement, which is why several such measures are in.;;:orpcrated into the SPOT 
pmgmm. SPOT is based on ohjective, not subjective criteria. As: pan of the SPOT 
prm:edutes, HDOs are trained to '"walk the line'· and engage as many pa~senger~ as 
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I am pleased to comply with your request for infonnation on several topics of interest 
to you. The following answers ar~ provided to the Committee: 

I. The Committee received summaries of SPOT program testing in a few airports. 
Please provide the criteria used for selectlne these site~. 

The concept and procedures for SPOT originated at Boston Logan International Airport 
(BOS), making it the first pilot airport. After that, T.F. Green State Airport (PVD) in 
Providence, RJ, and Portland International Jetport (I'Wfvf) in Portland, ME, were added 
hecausc the pi],)t was still being nm out of HOS. Geographically it made gense for BOS 
to maintain oversight of the piJI)t. Also, PVD is a Category I and PWM is a Category II 
airport. which enabled smaller airports to pilot the concept. 
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2. Additionally, the summaries tbc Committee received reflect what appears to be a 
small sample size oftbe American traveling public. The data accompanying the 
charts appears to be incomplete since It does not note the entire sample d.ze during 
the Passenger Assessment Screening Sylltem test periods. What is tbe unin-r.se of 
tbe sample size for the SPOT program? 

a. What areas wen Behavior Detection Officers (BDOs) asked to cover 
during the program? 

b. Were BJ)Os equally distributed across all gates; at these airports or was 
there a small group of Br>Os v.alking throughout the airport'! 

BOOs were stationed at checkpoints and gates with the emphasis on providing coverage 
at checkpoints. BDOs were 110t equally distributed a~ross all gates at the airports, bu1 
rather, multiple small teams of BOOs would. observe pllssengers throughout the airport. 

3. In addition to tbe aforementioned SPOT program te.llting sites, please provide the 
location and test results gained from any and all other sites at which the SPOT · 
program may have been used. 

After the initial piloting at BOS, PVD, and PWM, SPOT expanded to an additional II 
airports. They are: Minncapolis~St. Paullnternationnl Airport (MSP), Bangor 
International Airport (BGR). Cincinnati International Airport (CVG), Dallas-Fort Worth 
International Airport (DFW ), Detroit Wayne County lntemational Airport (DTW), 
Washington· Dulles International Airport (IAD), Houston lntcrcontincntal Airporl (IAH), 
John F Kennedy International Airport (JFK), Los Angeles International Airport (LA.Xh 
Miami International Airport (MIA), and Chicago-O'Hare International Airport (ORO). 
TSA used the lessons learned from the original 3 pilot airports to develop the training 
curriculum, job kn<:lwhxige test, and certification requirements for SPOT to be an ofticial 
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program. As stated previously in this letter, SPOT is conducting research to further 
validate the program's principles and methods 
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4. In TSA's SPOT Participant Guide, the Department of Homeland Stcurity states 
its policy prohibitine "~consideration of rare or tthnicity in routine law enforcement 
acth·Hici!j suc-h a.s criminal inve-11tigations and traffit cnfon:emtnt." What .step'!t did 
TSA take to ensure that the behavioral and other facton u.st>d in the SPOT program 
did not result in radal profiling? 

Race and ethr1icity ate not factors taken into consideration in the SPOT program. 
Additionally, TSA has taken numerous steps to ensure that the behavioral and other 
factors used in the SPOT program do not result in unlawful racial profiling. They arc a:s 
fbllows: 

a. The initial training curriculum wa~; reviewed by TSA 's Office of Civil Rights 
and Liberties. the DHS Civil Rights and Civil Liberties Office, and TSA 's Otliec 
llfthe ChiefCoun~el to ensure tht- b!i'haviora.l and Other tllctors used in the SPOT 
prograrn do not result in raci.ul profiling, 

b. The SPOT pmgram has undergone a Civil Lib~rtles Impact Assessment and a 
Privacy Impact Assessment to ensure there are proper measures in place to 
mitigate the potential for racial protiling. 

c. DDO;; receive sensitivity and cultural awareness tralning as part of their 
required curriculum, and this training is a prerequisite for attending the DDO 
Basic Training Course. 

d. A "'7.cro~tolcrancc" policy of unlawful racial pratlling is reinfOrced during the 
SPOT Basic Training Course 

c, ilDOs work in pairs to validate each mhcr's obscrvationli. If a BDO n~1ticcs 
that a f~tlow BDO is not pcrfonning SPOT ln accordance with established 
Standard Operating: Procedur~s (SOP~), he or she may address that with the BDO 
Manager on duty. 

f. BDO Managers arc required to spend at kast 24 hours pel' pay period on lhc 
floor working with BDOs" This en~urcs that the BfJOs arc properly supervised 
and perform SPOT in accordance with established SOPs. and also ensures that lhe 
BDO !\·1anagcr maintains proficiency in SPOT to be able to rceogni:t.c when it is 
not being performed properly. 

I would also like to note that racial protilir1g was nolan issiJe raised in the GAO audit of 
the SPOT program, further demonstrating that the appropriate satCguards arc in place. 

S. What are the training parameters for llllOs in the SPOT program? 

a. Provide detailed dcscrilUion of initial SPOT training for BDO~. 
b. How often and what i~ tbe duration ofre(urrent training for BDOs? 
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c. Wbat prerequisites art: BDOs required to meet to qualify for training in 
the SPOT progrartl? 
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d, De~crilw tht selection process for an individual !liPeking to be employed as 
a BOO. 

e. How does TSA ensure that SPOT staff does not confuse cultural behavion 
"'ith b('havior.s of deception? 

The SPOT Basic Training is curtently a 7~day C()urse. The first :3 days of the course arc 
classroom training, and the fins\4 da)'S arc spent conducting on~the~job training (OJT). 
SPOT 1raining is typically conducted with a fOurMtoMone <::tudentfteacher rati0. Durillg the 
classroom phase, students ar¢ instructed in the principles of' behavior theory, the legal 
ba!iis of the program, 1JJ1d the psychology of suicide terrorism. Student:, also partidpate 
in two airport activities dmillg the classroom phase in which th~y experience how SPOT 
is liondu~ted in a live environment. At the conclusion of the dassre>om phase, students 
must pass a written job knowledge test before they are pen:nitted to move on to the 
second phase, OJT 

During the OJT phase, students arc brought to a live airport environment where, under 
dose super;:ision of their instructr>r, they apply the information they learned in rhc 
classronm. Students arc evaluated ea<:h day and at the conclusi('ln of O.JT. After 
successfully completing OJT, a student is then certitied as a BOO and is able to perform 
SPOT. Candidates who fail to successfully complete either the classroom or OJT portion 
of the BDO training ru·e disqua!ilied from being llDOs and mum to their home aii'POrt to 
resume their previous duties. 

TSA is currently de\ eloping a formal recurrent training plan for BDOs. Ho\V{~ver. 

Standardization Teams conduct refresher training at SPOT airpons to reinforce the 
principles learned during SPOT basic {raining. The cmrent schedule provides an airport 
with an assi:;t vis1t approximately every 18 to 20 months. In addition. BDOs can practice 
thl'.dr hchavhJr (.tbs.crvath.m and .analysis skills using written and video scenariot> availablt• 
on TSA's Online Learning Center. BDOs arc also prcvidcd "vith training on how to 
properly v.>rlte incident reports. 

To appl~: for a ROO candidate position, an applicant must be a current TSA employee 
and have a year of experience as a Transportation Security Offi<:er or related security 
experience. Vacam BDO positions are advertised online. Applications for BOO 
positions are evaluated and rated. and a certiticate 1)f eligible ..:andidates is sent. to the 
advertising airport Candidates are interviewed, and the final selection is detennined hy 
the aitport's Federal Security Director {FSD). using The Administrati(Jn Guide for 
Behavior Detet•timJ Officer tBD< )j and TraH.I'f01'talion ,)'ccuriry Manuga BDO (fSM 
BDO) Selection. Ver,·ton 6. 

TSA is currently working with DHS S&T on a BDO selection study to ensure the most 
capable candidates are chosen for the position. A critical comp•ment of the selccti\1n 
study is the recently completed job tasl< anaiys1s. TSA and DHS are currently reviewing 
lhe results. An import~111t (lutcome of the job analy:>is update will be an accurate 
understanding of the current tasks and the knowledge, skills, and abilities (KSAirequired 
for optimal performance of the BOO job. Marc specifically, the job analysis will provide 
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information about which KSAs will be included in the selection system and which KSAs 
need to be taught in training. This cor1tcnt will be used to review training curriculum and 
the objectives of the SPOT training program. It will also be used, if needed, to develop 
new training content or revise existing training content to ensure alignment with the 
current requirements of the job. Lastly. evaluations ofthe training program can be 
developed. to detem1inc if trainees have acquired the ~ritical KSAs 1<1 pert~)ml the job of a 
BDO. The results of the job analysis update can also be used to support other human 
resource management systems (recruitment, selection, perfonnance management, etc.), 
depending on the needs of the Agency. 

Regarding your inquiry of how TSA ensures that SPOT staff does n0t confuse cultural 
behaviors with behaviors of deception, BOOs are given mandatory sensitivity and 
awareness training on several cultures to make them aware of events a!ld m:currences that 
may be unfamiliar to them. 

6. According to the aforementioned (;AO report, TSA developed the list of ''stress 
elevstors" for the program and the point system used to identify passengers for 
referral .screening after consulting with nperts. Please provide the list of (lxperts 
TSA consulted with to develop this list of behaviors and point system and identit)· 
the respective tmploJer of each ex. pert. 

The list of behaviors used in the SPOT program were partially developed from the initial 
working group that culled behaviors from CBP's Rover Program, the FBI Suicide Bomber 
Indicator Guide, and the U.S. Drug Enforceml'nt Administra1ion's JetWay Interdiction 
program. In addition. our program subject matter expert received training matt>rial from 
Israeli instructor Chaim Koppel. Instructor for International Security Defense Systems. 
Also, studies by Dr. Mark Frank of the l!niversity ofBufl:'alo; Dr. Paul Ekman (retired) of 
the University of California, San Francisco; ond Dr. David Matsumoto (founder of 
Humantel) of the University of Calitomia, San Francisco, regarding cross-cultural emotion 
as it relates to deception and evaluating truthfulness were utilized. These scientists were 
rtct:ptive w the SPOT concept. 

During the early stages of piloting, Dr. Mark Frank was given the opportunity to observe 
the SPOT program and to discuss the various aspects of the program. [n an ~xcerpt from 
a December 2005 e-mail to the SPOT subject matter expert, which Dr. Paul Ekman was 
copied on, Dr. Frank stated that "this program is going exactly in the right direction in 
terms of behavioral approaches to detecting people with ho.~tilc Intent ... We are also 
impressed with your willingness to allow scientifically trai11ed people lik~ ourselves to 
get involved, to formally test these ideas, to ultimately make for an cv~n better program. 
In summary, based upon what we know now, we think that the basic approach of the 
SPOT program is THE right way to go in terms of behavioral observation tcchniqtles." 

7. How did TSA determine tlte relatln rank and corresponding point assignment 
for behaviors? 

r?:-~~~~~vah1es were given to behaviors that are basic autonomic reactions to 
(b)(3):49 u.s.c. § 1 such as those pe. ople may show when transiting an njmort cbcckp9int. 
Signs that may indicate fear of discovery were weighted l(b)(3l49 u.s.c. § 114(r) J 
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b 3 :49 u.s.c . 114 r The thresholds were also built in to reflect 
the volume and diversity demographics of our flying public and to take into consideration 
that people are often nervous and anxious when they travel. 

8. lfTSA did not ~onsult with ntcrnal expert~, please provid(' a listing of any and 
all re~carrb TSA consulted in developing the list of behniors and relative point 
values. 

In addition to the external cxpe1ts cited in the response to #6, TSA utilized research on 
emotions and behavior indicators by Dr. Paul Ekman and Dr, Mark Frank, Principles of 
Kinesic JntervieM· and Jnterrogatinn by Stan Walters, the Massachusetts State Police 
Interview Course. and interview techniques learned. from the Israeli interview training 
received by the SPOT program's subject matter expert. In addition, research on 
nonverbal indicators by Dr. David Given~ of the Center for Nonverbal Studies (a frequent 
lecturer to the FBI) was used as support for the choice of several of the behavioral 
indicators. Also, the development of the program was based on related DllS research and 
information hu m the training curricula from other Federal agencies, such as the federal 
Transit /\ssociation and the Bureau of 1\lcohol, Tobacco, Fircanns, and Explosives. 

Jn closing, SPOT is an important program and an integral part ofTSA 's layered 
security approach. To date, more than 13,000 law enforcement officers and more than 20 
countries have been brit•fed on the program due to the high level of interest, and TSA 
continuously receives requests frClm others. More than I ,900 individuals at !51 airports 
have been arrested as a direct result ofSPO'l' screening, and a significant numher of those 
arrested were "insiders," that is, airpl)rt employees who were intentionally trying to 
bypass security measures and introduce prohibited items into a sterile area. I am fully 
confident that the ongoing validation study and other initiatives being undertaken by TSA 
will continue to establish SPOT as the premiere behavior-ba'ied aviation security program 
in the world. 

I appreciate that you took the time to share your concerns with me and look forward to 
working with you on this and other homeland security issues. An identical letter has been 
sent to Chairwoman Jackson-Lee. If I may be of further assistance, pka.'ic contact me 
personally or the Offke of Legislative Affairs at (57!) 227-271 7. 

1\dm i ni strator 
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