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with greater frequency among high-risk travelers.

[n 2007, the U.S. Department of Homeland Security’s Science and Technology Directorate
(DHS S&T) initiated a research program to examine the validity of the SPOT Referral Report in
the context of checkpoint sereening. The research reported herein examined the use of the
instrument in its current form in order to answer the primary research question: To what extent
does the use of the existing SPOT Referral Report lead to valid inferences about the traveling
population, with a focus on high-risk travelers, or persons knowingly and intentionally trying to
defeat the security process? Specifically, the research program was designed to examine the
extent to which using the SPOT Referral Report and its indicators lead to correct screening
decisions at the security checkpoint.

The American Institutes for Research (AIR) was contracted to design and execute this research.
The primary focus of the research that AIR carried out was an examination of criterion-related
validity (defined as the extent to which the use of the instrument results in the correct selection
of high-risk travelers). In addition, as an initial step in the examination of construct-related
validity, an exploratory factor analysis was conducted to examine whether there are any
interpretable constructs that might underlie the items in SPOT Referral Report (presented in an
anpendix to this revort).
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the éccess is generall; controlled by TSA thFough the screening of
persons and property.

Supervisory STSO The individual who directly supervises TSOs and the screening
Transportation process. It may also refer to a Lead Transportation Security
Security Officer Officer (LTSO) who has been designated to perform STSO
functions
Travel Document TDC Specially trained Transportation Security Officers (TSOs) who use
Checker black lights and magnifying loupes to check passengers' boarding
passes and identification at the front of the checkpoint.®
Transportation TSO TSA employee trained to perform the range of pre-board security
Security Officer screening of persons and/or their carry-on and/or checked

baggage and cargo at any airport, or other transportation
terminal, which provides commercial service to the public.*

Walk-Through Metal WTMD A walk-through device used to scan travelers for metallic objects
Detector being carried on their person. Specifically, the WTMD is a
magnetometer, which is an instrument for detecting the presence
of ferrous or magnetic materials, especially those used to detect
concealed weapons at airports.
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with greater frequency among high-risk travelers.

In 2007, the U.S. Department of Homeland Security’s Science and Technology Directorate
(DHS S&T) initiated a research program to examine the validity of the SPOT Referral Report in
the context of checkpoint screening.” The research reported herein examined the use of the
instrument in its current form in order to answer the primary research question: To what extent
does the use of the existing SPOT Referral Report lead to valid inferences about the traveling
population, with a focus on high-risk travelers, or persons knowingly and intentionally trying to
defeat the security process? Specifically, the research program was designed to examine the
extent to which the use of the SPOT Referral Report and its indicators led to correct screening
decisions at the security checkpoint.

The American Institutes for Research (AIR) was contracted to design and execute this research.
The primary focus of the research that AIR carried out was an examination of criterion-related
validity (defined as the extent to which the use of the instrument results in the correct selection
of high-risk travelers). In addition, an exploratory analysis of construct-related validity, focusing
on whether there are some interpretable constructs that might underlie the SPOT Referral Report
items, was completed and is presented in an appendix.
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with respect to persons knowingly and intentionally trying to defeat the security process? The
empbhasis of this research is on instrument construction, with an in-depth examination of validity.
This study is not meant to serve as a comprehensive program evaluation. That is, the study did
not set out to undertake such tasks as a comparison of the SPOT Referral Report instrument to
other related instruments, a comparison of this instrument’s indicators to other possible
indicators, an examination of Behavior Detection Officer (BDO) resource management, a cost-
benefit analysis of SPOT, or other broader program evaluation questions. Moreover,
assessments were not conducted for the SPOT Program’s procedures for employee selection,
training, performance management, policy and procedures, or other such tasks. Finally, this
effort specifically aimed to examine the SPOT Referral Report instrument in its current form,
including its content, scoring and decision-rules, and reporting requirements. The study did not
aim to conduct analyses that would produce specific recommendations for changes to the
instrument or its scoring,

It may be difficult to disentangle instrument validation from a larger examination of the program
as a whole. The types of broader issues noted above are each important to consider when
conducting a comprehensive program evaluation. However, the current charge was to evaluate
the validity of the existing instrument and not to examine how program factors may be affecting
the utility of the SPOT Program. The scope of the current research represents an important first
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challenges with program and instfuln'ent-val}dation, it is still important t(-)-pursue this work.

Despite the lack of evaluation research in the domain of counter-terrorism, the quantitative
evaluation of screening programs and instruments is quite common in several other disciplines,
and the research team was able to draw from best practices in these disciplines to design the
evaluation. Most notable, epidemiology is quite concerned with the accuracy of medical
screening tests for a variety of conditions, including rare diseases. Large-scale screening tests
became fairly common in the late 1960s to early 1970s. At that time, researchers began to ask
questions about screening accuracy and the impacts on medical decision making, including
further evaluation and treatment.” Screening instruments are also frequently used in the practice
of industrial/organizational psychology, particularly in selection and assessment situations (e.g.,
employee selection, school entrance examinations, post-training assessment). The importance of
instrument validity is highlighted by the fact that industrial/organizational psychologists are
governed by legal guidelines and professional standards for evaluating and ensuring the validity
of instruments, particularly those used for employee selection." Many other disciplines,
including education research and clinical psychology, are also concerned with instrument
validity. These various domains influenced the methods described in this report.

In this report, we present results of the comprehensive analysis of instrument validity. The
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D], and construct related va]icl-ity analys}as [Appendix‘ .E]). Volume 3, compriséd of Aiaiaendices
F through H, presents supporting results tables and additional case information. Finally, Volume
4 contains the SPOT. Standard Operating Procedures (SOP) in Appendix .
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Figure 2-1: BDOs Observe Travelers in Checkpoint Queue "°
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and/or the type of indicators displayed. During observation, the BDOs mentally calculate the
point accrual for an individual. For those individuals who are selected for SPOT Referral
Screening, the BDOs typically make notes about the case and formally document the points and
other notes in the SPOT Referral database at the end of their shift. The SPOT Referral Report is
completed only for those individuals who are selected for SPOT Referral Screening.

' United States General Accounting Office. (2010, May). Aviation security: Efforts to validate TSA's passenger
screening behavior detection program underway, but opportunities exist to strengthen validation and address.
aperational challenges (Publication No. GAO-10-763). Washington, DC: U.S. Government Printing Office.
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—Sensitive-Security Information (SSI)

Figure 2-2: Section 2 Screening Thresholds
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As Figure 2-2 shows, there are three possible outcomes for the SPOT process at the checkpoint.
First, if a traveler exhibits no or few indicators, at a level that is below the SPOT threshold, there
is no further screening and the traveler continues on to his or her destination. This outcome
accounts for about 90% of travelers entering checkpoints where SPOT is inaneration Second, if
a traveler exhibits some indicators and reaches a borderline-range score of 83).;32::495 114( | he or
she is selected for SPOT Referral Screening. The BDOs use this secondary screening
opportunity to attempt to resolve the case. If this borderline case cannot be resolved and/or the
traveler’s SPOT score increases|(R)(3)49U.S.C.5114 14 LEO is called to conduct further screening
and resolve the case. Finally, if'a traveler in line 1s observed exhibiting enough indicators to
exceed a certain SPOT threshold score [P)®/49U-S.C.§ | the traveler is subjected to SPOT
Referral Screening and a LEO is automatically called in to conduct further screening to resolve
the case. SPOT Referral Screening includes a non-custodial interview with the referred
individual (often referred to as the Casual Conversation), as well as a j(°)(3):49 US.C. fsearch of

his or her accessible property. At the end of the SPOT Referral Screening, the BDO pair confer
and confirm the details of the case.

A LEO is also brought in to conduct additional screening if prohibited items, fraudulent
documents, or other serious issues are identified during the SPOT Referral Screening. Once
involved, the LEQ is responsible for case resolution. The LEO may determine that the traveler
may proceed through the checkpoint and continue to his or her destination, retain the traveler for
further questioning, and/or arrest the traveler. The final resolution is documented in the SPOT
Referral Report.

Note that although SPOT observations may be conducted throughout the airport, the focus of this
Validation Study is to examine the use of the SPOT Referral Report at the airport checkpoint
only. At the checkpoint, SPOT observations and the corresponding SPOT Referral Report are

Sensitive Security Information (SSI) 12
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2006 through October 2010. These data were used to examine descriptive statistics and elements
of criterion-related and construct-related validity. The Base Rate Study dataset includes data
collected during the field study of randomly selected travelers. These data were used to examine
descriptives, estimate the base rate, and assess instrument- and item-level criterion-related
validity. Finally, the Operational SPOT Comparison dataset is a subset of the complete
Operational SPOT database, but matched to the time period and airports for the Base Rate Study.
This third dataset was used to make direct comparisons to the Base Rate Study. As such, it was
used in examining instrument-level and item-level validity. In addition, we compared the base
rate estimates from the Base Rate Study with the Operational SPOT Comparison dataset for an
assessment of differences between Operational SPOT and random screening.
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bach database record also Includes additional tields that are part ot the case intormation tor all
SPOT referrals; however, this additional information was not relevant to the current analysis.
These fields are described in Appendix B. This additional information includes a field to enter
notes about the particular case.

Note that beginning on 1 March 2009, a new SOP went into effect, resulting in slight changes in
indicators, scoring, and some aspects of the SPOT Referral Report. These changes were
accounted for in the dataset, where necessary. The difference in the SOP did not change the
instrument or items substantially; thus, we did not expect it to have a significant impact on the
primary results of this study. Moreover, annual database analyses (reported elsewhere) show
little change in patterns of referrals or case information occurring prior to versus after the SOP
changes. The current SOP is included in Appendix I.

Finally, the database system changed in March 2010 in which certain fields allowed multiple
response categories, which were not allowed in the previous data entry system. However, the
information on the SPOT Referral Report did not change. Cases with this change were still able
to be included in the analyses because these contained all the necessary information for analyses.
For descriptive analyses that use these fields, results tables include the counts for the option
“Multiple responses chosen,” which reflects this change.
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The analysis of classification matrices is also challenging because of the rare event nature of the
data in the context of the extremely large U.S. traveling population. That is, the SPOT procedure
identifies a very small proportion (< 1%) of the traveling population for further screening. This
represents the positive cases in the classification matrix. The remaining 99+% of the population
not selected represents the negative cases. This results in highly unbalanced classification
matrices in terms of screening positive and negative rates and produces seemingly unexpected
evaluation metrics. Examining raw metrics for the SPOT Referral Report classification matrix in
isolation is incomplete, and certain metrics alone may suggest poor validity. However, this study
was designed to compare the classification matrices of the SPOT Referral Report with the
classification matrices of random screening, a logical alternative if SPOT were not in operation.
By focusing interpretation on the comparison of metrics across the two paradigms—Operational
SPOT and Base Rate Study—rather than on either in isolation, a more complete understanding of
instrument utility is possible. Further technical details regarding the evaluation of classification
matrices and metrics are also described in Chapter 6.

.A second aspect of criterion-related validity is the degree of predictive utility of the individual

instrument items (i.e., Section 2 indicators). We examined this aspect with an analysis of the
aggnciation hetween each indicator and each nnteome: renortine the ndde rating corresnondinge to
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deviation [SD], median mode) for primary variables in the Operational SPOT, Base Rate, and
Operational SPOT Comparison datasets. For Operational SPOT, descriptive analyses were
conducted on the complete dataset as well as for each year. For the Base Rate Study and
Operational SPOT Comparison sets, descriptive analyses were conducted on the full datasets
during the time period of the study.

Given the importance of the outcome variables, we also examined the database notes fields in
order to provide a better description of the cases marked as positive for outcomes. Specifically,
for the Base Rate Study and Operational SPOT Comparison datasets, qualitatively analyses
examined the various reasons for LEQ Arrest, the types of Serious Prohibited/Illegal Items and
Fraudulent Documents, and the relationship between LEO Arrest and Possession of Serious
Prohibited/llliegal Items and Fraudulent Documents.

The first section of results presents basic frequency distributions of cases for each dataset (Data
Source subsection). Then, we present descriptive analyses for the following categories of the
SPOT Referral Report: reasons for referrals, case resolution, and study outcomes. Results of
these descriptive analyses are first presented for the complete Operational SPOT dataset,
followed by results for the Base Rate Study and the Operational SPOT Comparison datasets.

The qualitative analyses are reported for the Base Rate Study and Operational SPOT Comparison
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LCW AITEDL JOo U.27 7o L1417 v.2070 oJv v.0270 24D, V.00 Y0 Lo v.Ou o, 1,704 ./ 170
Serious.

Prohibited/

lllegal Items. 788 | 4.59% | 1,366 | 3.47% | 3,371 | 3.37% 753 | 1.49% 174 | 0.43% | 6,452 | 2.61%
Fraudulent

Documents, 722 4.20%. 1,199 | 3.04% 2,903 2.91% 455 | 0.90% 64 0.16%. 5,343 2.16%
Combined

Outcome 840 | 4.89% 1474 | 3.74% 3851 | 3.85% 984 | 1.95% 396 | 0.98%. 7,545 | 3.05%

As described earlier, the outcome Serious Prohibited/Illegal Items is based on information from
two categories in the SPOT Referral Report: “Reason for Automatic LEO Notification” and

“Prohibited Items Found.” Each of these fields has notations for the general class of TSA

prohibited/illegal items. Note that these two fields are not mutually exclusive; the respective

information overlaps to an extent, but not completely. Also, each of the fields have some
missing data, thus whichever information was present was used to score each case for the

presence or absence of this outcome. The descriptive analyses results presented here are limited
by some degree due to the recording of these data.
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Notitication” 6,079 100.00% 94.22%
Serious Prohibited/lllegal Items

recorded in “Prohibited Items Found,”
not “Automatic LEO Notification” 373 5.78%

Totals Total 6,452 100.00%

Of the total 6,452 cases of Possession of Serious Prohibited/Illegal Items in the Operational
SPOT database, information about the specific items found is available for only 608 of the items.
Given that 373 cases had information in the “Prohibited Items Found” (Table 4-11), this
indicates that many additional cases had information in both this field and the “Automatic LEO
Notification™ ficld (recall that these two database fields are neither mutually exclusive nor
necessarily complete). Note, too, that more than one prohibited item can be found in any given
referral. For Operational SPOT, these 608 serious prohibited/illegal items represent 9.42% of all
cases of serious prohibited/illegal items. Table 4-12 presents the complete list of serious
prohibited items, sorted by frequency (for a complete list of these items and frequencies by year,
see Appendix F-13). The most common category of serious prohibited/illegal items was
narcotics, which represented 39.80% of all serious prohibited/illegal items and 0.10% of the total
database cases. Ammunition was the next most frequent with 19.57% of items, representing
0.05% of total database cases.
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Serious Prohibited/lllegal items

Cases are positive for Possession of Serious. Prohibited/Illegal Items if the traveler is found with
any of the TSA-defined serious prohibited items or if the case is listed as an automatic LEO
notification for any of the following reasons: (1) suspected unlawful drugs or paraphernalia; (2)
firearms, dangerous weapons, hazardous materials, or explosives; (3) or fraudulent travel
documents (see Appendix A for further details and definition). Table 4-21 lists the frequencies
for Serious Prohibited/lllegal Items by categories of Automatic LEO Notification. Of Serious
Prohibited/lliegal Items noted in the “Automatic LEQ Notification” field, the most common type
was Travel Documents for both the Base Rate Study and Operational SPOT Comparison. The
cases of Serious Prohibited/Illegal Items documented in the “Automatic LEO Notification™ field
represent about two-thirds of the cases of Serious Prohibited/lllegal Items, with the additional
one-third of cases that were positive for this outcome noted in the “Prohibited Items Found”
database ficld, with specific serious prohibited/illegal items listed.
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weapon,
Automatic hazardous
LEO material, or
Notification | explosive
Categories discovered 4 6.78% 6 7.23%
Total Serious
Prohibited/
Hlegal Items
recorded in
Automatic LEO 100.00
Notification 59 | 100.00% 65.56% 83 % 61.48%
Serious
Prohibited/
Hegal Items
recorded
elsewhere on
Referral Report 31 34.44% 52 38.52%

Totals Total 90 . 100.00% 135 100.00%

Of the positive cases for Possession of Serious Prohibited/lllegal Items in each database,

infarmatinn wac availahla ahant the cnacific iteme fonnd far 48 and 26 of cacac in the Race Rate
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any statements about whether or not these arrests were due to an individual’s demeanor.

Similarly, in the Operational SPOT Comparison dataset, 2 of the 47 cases of Possession of
Fraudulent Documents were associated with LEO Arrest. The reason for arrest given in one case
was fraudulent documents; no reason for arrest was given for the other case. Documentation in
“LEO Resolution Notes” stated that 1 of these cases included a positive NCIC for fraudulent
documents and 1 cited verification of fraudulent documentation through passenger questioning.
Of the 235 cases of Possession of Serious Prohibited/Illegal Items, 18 involved LEO Arrest.
According to the information provided in “LEO Resolution Notes,” a majority of these arrests
were made for possession of a controlled substance. As in the Base Rate Study, another
frequently cited reason included positive check for warrants in the NCIC. Again, none of the
LEO Arrest cases in the Operational SPOT Comparison dataset documented passenger behavior
or demeanor toward LEOs.

As shown in Tables 4-24 and 4-26, most cases of Possession of Serious Prohibited/Illegal Items
and Possession of Fraudulent Documents in both the Base Rate and SPOT Operational
Comparison dataset did not result in LEO Arrest. In these cases, many of the LEO Resolution
Notes stated that “NCIC ran with negative results.” For the outcome Possession of Fraudulent
Documents, the second most common “LEO Resolution Notes™ text cited LEO confiscation of
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LEU Arrest ] U.UL% 151 U.bS%
Possession of Serious Prohibited/lllegal Items 90 0.13% 135 0.58%
Possession of Fraudulent Documents 35 0.05% 47 0.20%
Combined Outcome 90 0.13% 268 1.15%

Table 5-1 also compares the Base Rate Study results with Operational SPOT Comparison
dataset. During the same time periods and at the same locations, Operational SPOT had
substantially fewer referrals. However, these 23,265 referrals resulted in a substantially higher
percentage of LEO-involved cases and LEO Arrest. Furthermore, the percentage of cases that
had any of the outcomes of interest (Combined Outcome) is substantially higher in the
Operational SPOT Comparison dataset (1.15%) than in the Base Rate Study (0.13%) data.
Although the presence of Possession of Serious Prohibited/lllegal Items and Possession of
Fraudulent Documents is relatively rare in both populations, the severity of their nature makes
the increased presence in Operational SPOT Comparison notable. This presence suggests that
Operational SPOT may be more efficient in finding outcomes than random screening. With
targeted screening based on behavioral criteria, BDOs identified a relatively higher rate of high-
risk travelers. In absolute terms, BDOs using the Operational SPOT Referral Report and
procedures identified 178 more high-risk passengers (Combined Outcome) despite engaging with
nearly 50,000 fewer referrals than through random screening. These findings are discussed in
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Figure 6-1 displays, a sample classification matrix format to aid in the description of matrix
construction. As shown, the rows represent whether or not an individual was selected for
screening (i.c., exceeds a SPOT Referral Report screening threshold or is randomly selected)
with the top row representing the positive screenings (i.e., those who exceeded threshold or were
randomly selected) and the bottom row representing negative screenings (i.c., those who did not
exceed threshold or were not randomly selected). The matrix columns represent the outcome;
that is, whether or not an individual was actually a high-risk traveler as defined by the
measurcable study outcomes and determined by further investigation and screening (here, SPOT
Referral Screening). Thus, the classification for each individual passing through a checkpoint
can theoretically be counted in one of these four cells. . Then, accuracy. metrics could be
calculated from the each matrix.

To construct the classification matrix, information for the top row (i.e., positive cases) was
calculated on the basis of the case information in the Operational SPOT Comparison and Base
Rate Study datasets. Frequency counts for presence and absence of the outcome of interest for
those who were selected for screening were calculated and entered into the matrix. Cell A
represents cases selected for screening that met the criterion for presence of a given outcome
(true positive counts), while Cell B represents cases selected for screening that did not meet the
criterion of a given outcome (false positive counts).
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| Area Under the Curve | A" | 1-'/ *([FPR/TPRI+[(1-TPR)/(1-FPR)]) |
*See Figure 6-1.

Positive Predictive Value and False Positive Index

In the field of polygraph research, a domain that is similar to the evaluation of the SPOT
instrument in that it involves the screening of a large population to identify an extremely. rare
target, two metrics in particular are frequently recommended.”® The first is the positive
predictive value (PPV), defined as the proportion of actual targets among those selected by the
instrument. In this case, it represents the number of true high-risk travelers from the total
travelers selected by the instrument. The second metric is the false positive index (FPI), which is
the proportion of false positives to true positives. This is an extremely practical metric in that it
represents the number of false positives that are erroneously assessed for every true positive.
Thus, it may be useful to decision makers when considering the cost of screening errors in terms
of added resource expenditure. Both of these metrics concern accuracy and errors. in the
screening instrument among those that the instrument selects. Moreover, both metrics use
observed data collected by the screening method, with no regard to the estimated outcomes of the
negative c}a:ses.. PPV and FPI are preferred metrics for screening of low base rate conditions or
outcomes.”

Neoative Predictive Value
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fold or 0.05 (5%). Further, confidence intervals (CIs) around ORs aid in the evaluation of this
metric. If the OR CI does not cross 1.0, it is a statistically significant value, meaning that it is
highly unlikely to have occurred by chance. In addition, the CI provides information about the
precision of the calculated metric, with smaller Cls representing more precise estimates. Finally,
ORs are considered measures of effect size. As a general rule, ORs at or above 3 are considered
large effects.’® OR values, their Cls, and effect sizes were considered in the evaluation of these
results. Calculations of Cls are described below.

Signal Detection Indices

In considering the utility of the SPOT instrument, it may be worthwhile to consider classification
accuracy from a signal detection theory perspective. Whereas the previously described metrics
generally represent the conditional probabilities of identifying targets or non-targets given the
instrument’s selections, signal detection considers the inverse—the conditional probability of a
positive (or negative) screening, given a positive (or negative) condition (i.e., target). These
metrics are represented by sensitivity or true positive rate (TPR), specificity or true negative rate
(TNR), false positive rate (FPR), and false negative rate (FNR). TPR thus represents the ratio of
targets identified by the instrument to the total targets in the population. Similarly, TNR
represents the ratio of non-targets not identified by the instrument from the total population of
non-targets (this value is necessarily estimated in calculating classification accuracy in a
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Narrow intervals are preferred and represent more stable estimates. For example, if the LEO
Arrest OR in Operational SPOT is equal to 10, with a CI from 8 to 12, we can be 95% certain
that the true value for this OR falls within that range.

In this analysis, in which we compared Operational SPOT with Base Rate estimation, CIs also
allow an examination of whether accuracy metrics differed significantly between datasets. That
18, for each outcome, when comparing a given metric across screening methods, non-overlapping
Cls represent significant differences (p<.05) between the methods in terms of that metric.

Notes about the Classification Metrics

With respect to the evaluation of classification metrics, it is important to recall that the
classification matrices were constructed in part with observed data (top row) and. in part with
estimated data (bottom row). Thus, any classification metrics derived from estimated data (i.e.,
involving cells C and/or D of Figure 6-1) arc only as accurate as the information used to derive
these estimated cell values. This caveat applies to all metrics and corresponding Cls, with the

3 Norman, D. A. (1964). A comparison of data obtained under different false-alarm rates. Psychological Science, 1,
125-126.

% Caldeira, J. D. (1980). Parametric assumptions of some “nonparametric” measures of sensory efficiency. Human
Factors. 22(1). 119-120.
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Regarding the random screening classification matrices, the classification metrics TPR and FPR
are both equal to the sampling rate. For example, if the data collection was designed to
randomly select 35% of the travelers passing through checkpoints during data collection periods,
the TPR and FPR will each be equal to 0.35. This is a result of the fact that the probability of a
given randomly selected traveler being a target (true positive) is equal to the probability of that
traveler being a non-target (false positive). Consequently, the TNR also is equal to the FNR in
random selection. Further, metrics derived from TPR and FPR (as well as TNR and FNR) are
also influenced by this sampling rate. In random selection, the ORs are therefore always equal to
1.0 and the A’ is always 50%, representing that TPR and FPR are equal. Thus, we do not report
overall percent correct, TPR, FPR, TNR, or FNR for the Base Rate Study data.. We do include
OR and A' values, which serve as a baseline against which to compare Operational SPOT.
screening accuracy.

A second metric affected by this sampling procedure is PPV. In random selection, the PPV is
equivalent to the population proportion of targets. That is, if the base rate estimate for a given
outcome is 2.0%, the PPV, defined as the probability of selecting a target from the total set of
randomly selected travelers, will also be 2.0%. This is true regardless of how many travelers are
randomly selected.
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rate overestimate of 25% more than the populatlon value (i.c. equwdlent toa mulnpher of .80% ),
overestimate of 100% (i.e., the result of the experiment is double of the actual population value;
multiplier =.50), and an overestimate in which the actual base rate is just | case out of 71,589
(base rate value = 0.001%). In addition, the sensitivity analysis considered the impact of base
rate underestimation. Values included a consideration of a base rate underestimate of 25%
below the actual population value (multiplier=1.25), two-thirds of the actual population value
(multiplier =1.50), and an underestimate that was half of the actual population value
(multiplier=2.00). Of course, it is possible that the actual population base rate value could be
even higher or lower than these end points; however, the results of the sensitivity analysis are
informative in this range and further extremes could be extrapolated from these results.
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Figure 6-2: Classification Matrices for LEO Arrest

Operational SPOT Comparison: Referral Report

LEO Arrest
Exceeds Threshold Yes No Total
Yes 151 23,050 23,201
No 13,208 106,224,457 106,237,665
Total 13,359 106,247,507 106,260,866
Note: Threshold =Selected by SPOT for any reason
Operational SPOT Comparison: Section 2

LEO Arrest
Exceeds Threshold Yes No Total
Yes 104 15,053 15,157
No 13,255 106,232,454 106,245,709
Total 13,359 106,247,507 106,260,866
Note: Threshold =Selected by Section
Base Rate Study

LEO Arrest
Random Pull Yes No Total
Yes 9 71,580 71,589
No 735 5,847,842 5,848,577
Total 744 5,919,422 5,920,166

Table 6-4 shows the classification metrics for the Operational SPOT Comparison dataset and the
Base Rate Study. The PPV, which is the conditional probability of true positives among those

selected by the instrument, for Operational SPOT Referral Report selection is

9 U.S.C.
. In

contrast, only 0.01%, or 9, of the 71,589 travelers randomly screened in the Base Rate Study
were arrested. The difference between these rates is significant, as evidenced by the non-
overlapping 95% Cls. The proportion of non-targets among those not selected by the instrument
(i.e., NPVs) is equal at 99.99% across methods. Given the extremely low base rate along with
the extremely high traveler throughput, it is to be expected that the NPVs are equal across
methods and approach 100%. The FPI for Operational SPOT is i) errors for each target
identified through screening. In contrast, the FPI for the Base Rate screening is 7,953 travelers
who were not positive for LEO Arrest for every 1 that was. Taken together, these metrics
illustrate the utility of the SPOT Referral Report in identifying outcomes. When SPOT
observations are in effect at the checkpoint, the method identifies a substantially greater
proportion of the target travelers, as defined by LEO Arrest.
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Table 6-4: Classification Metrics for LEO Arrest

Selection Method SPOT Referral Report - All Section| " Random Selection
Outcome LEO Arrest LEO Arrest LEO Arrest
Metric Confidence Interval | Metric | Confidence Interval | Metric | Confidence Interval
Positive Predictive Value B3;49 US.C.§ 114(1-) 0.01% 0.01% 0.02%
Negative Predictive Value 99.99% | 99.99% 99.99%
False Positive Index 7,953
0Odds Ratio 1.00 1.00 1.00
Percent Correct N/A
True Positive Rate N/A
True Negative Rate N/A
False Positive Rate N/A
False Negative Rate N/A
Area Under the Curve 50.00%

The OR for the Base Rate Study classification matrix was 1.0, reflecting no change in odds for
identifying high-risk travelers in terms of arrest. As noted earlier, this is the expected OR value
for random selection. In contrast, the Operational SPOT OR for LEO Arrest was approximately
53. This means that the odds of identifying a traveler who should be arrested generally increases
by a factor of 53 when SPOT is in effect, a large effect size associated with use of this
instrument. Because the associated CI does not cover the value 1.0, this finding is statistically
significant (p <.05).

B3; 49 U.S.C. § 114(r)
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Table 6-5: Classification Metrics for Possession of Serious Prohibited/lllegal Items

Selection Method SPOT Referral Report - All Section Random Selection
Possession of Serious Possession of Serious Possession of Serious
Outcome Prohibited/lllegal Items Prohibited/lllegal Iltems Prohibited/lllegal Items

Positive Predictive Value

Negative Predictive Value

False Positive Index

Odds Ratio

Percent Correct

True Positive Rate

True Negative Rate

False Positive Rate

False Negative Rate

Area Under the Curve

Metric Confidence Interval
A0O Q /]

Metric | Confidence Interval

Metric Confidence Interval

0.13% 0.10% 0.16%

99.87% 99.87% | 99.88%

794

1.00 1.00 1.00

N/A

N/A

N/A

N/A

N/A

50.00%

The OR for the Base Rate Study classification matrix was 1.0, reflecting no change in odds for
identifying high-risk travelers, as defined by Possession of Serious Prohibited/Illegal Items. As
noted earlier, this is the expected OR value for random selection. However, the Operational
SPOT OR for Serious Prohibited/Illegal Items was approximately 5. This means that the odds of
identifying a traveler who is in possession of a serious prohibited or illegal item generally
increases by a factor of 5 when SPOT is in effect, another indicator of the value of using this
instrument. Because the associated CI does not cover the value 1.0, this finding is statistically

significant (p <.05).

B3; 49 U.S.C. 8§ 114(r)
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Table 6-6: Classification Metrics for Fraudulent Documents

BG40 USC. § 1140

As was the case with the other outcome measures, the OR for the Base Rate Study classification
matrix for fraudulent documents was 1.0, reflecting no change in odds for identifying high-risk
travelers defined by this outcome. However, the Operational SPOT OR for fraudulent
documents was approximately 4. This means that the odds of identifying a traveler who is in
possession of fraudulent documents generally increases by a factor of 4 when SPOT is in effect,
another indicator of the value of using this instrument. Because the associated C1 does not cover
the value 1.0, this finding 1s statistically significant (p < .05).

(B)(3):49 U.S.C. § 114(1)
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Table 6-7: Classification Metrics for Combined Outcome

Selection Method SPOT Referral Report - All Section (717 Random Selection
Outcome Combined Outcome Combined Outcome Combined Outcome

Metric | Confidence Interval | Metric | Confidence Interval | Metric | Confidence Interval

Positive Predictive Value R - S 0.13% 0.10% 0.16%

Negative Predictive Value 99.87% 99.87% | 99.88%

False Positive Index 794

Odds Ratio 1.00 1.00 1.00

Percent Correct N/A

True Positive Rate N/A

True Negative Rate N/A

False Positive Rate N/A

False Negative Rate N/A

Area Under the Curve 50.00%

As was the case with the individual outcome measures, the OR for the Base Rate Study
classification matrix for the Combined Outcome was 1.0, reflecting no change in odds for
identifying high-risk travelers defined by this outcome. However, the Operational SPOT OR for
the Combined Outcome was approximately 9. This means that the odds of identifying a traveler
with the Combined Outcome generally increases by a factor of 9 when SPOT is in effect, another
indicator of the value of using this instrument. Because the associated CI does not cover the
value 1.0, this finding is statistically significant (p <.05).
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True Negative Rate 99.98% 95.98% 99.98% 99.58% 99.98% 99.98% 99.98%

False Positive Rate 0.02% 0.02% 0.02% 0.02% 0.02% 0.02% 0.02%
False Negative Rate 81.94%. 99.60% 99.75% 99.80% 99.84% 99.87% 99.90%.
Area Under the Curve 79.48% 73.75% 72.90% 72.34% 71.66% 70.97% 69.61%

For the Combined Outcome, the OR value, which is already relatively high at the current base
rate (OR = 9.27), increases substantially if the actual value was less than 0.13%. While a base
rate value of 0.001% (1 case out of 71,589) for the Combined Outcome may be unrealistic and
the extremely high OR should be viewed with caution, at a base rate value of 0.063% (i.e., the
estimated base rate was double the actual population value), the OR would be slightly greater
than twice that of the current estimate (OR = 18.60). Similar results were found for TPR, FPR,
and A'. If the actual population base rate had been overestimated, even with the lower base rate
values, the TPR, FPR, and A' metrics increase, although the change to these classification
metrics is not substantial.

In contrast, if the true population base rate had been underestimated in the Base Rate Study and

the actual population base rate was greater than 0.13%, the classification metrics diminish to an
extent. Fven if the trne nonulation valie was twice the current estimate. the OR and A’ values
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characteristics.

Consistency was examined across the subsets, or levels, of data within each category. Year
included five levels: 2006, 2007, 2008, 2009, and 2010. Time of year examined consistency
across four levels: Quarter 1 [January—March], Quarter 2 [April-June], Quarter 3 [July—
September], and Quarter 4 [October—December]).  The levels of Hub Size included: Large,
Medium, Small, and Non-Hub Primary. Finally, location was examined for those airports with at
least 100 cases reported. To be able to examine any variability in the use of the SPOT indicators,
if a level of a setting category had fewer than 100 cases, it was excluded from the analysis. With
this sample size restriction, the analysis examined 127 of the original 175 total airports included
in the dataset. All other levels within the three other categories of interest contained sample
sizes that exceeded this minimum requirement.

The relative usage analysis examined the frequency of the use of the indicators overall. Then, in
order to assess the consistency of indicators, the overall use was compared to the usage of the
indicators within the specified categories. First, frequencies of indicator use in the full
Operational SPOT dataset were calculated. Next, the indicators were ranked from most frequent
to least 1"rv.eq1.u.3nt51 (i.e., overall rank) and designated into a group (overall group): group 1 (i.e.,
the upper auartile or 25% most freauentlv observed indicators): eroun 2 (i.e.. the interauartile or
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(4/4) * 100 = 100%

Level rank
Q1 =28"
Q2=22"
Q3=18"
Q4=27"

Average rank
(Q1 rank + Q2 rank + Q3 rank + Q4 rank)/Number of Levels

(28 +22 + 18 +27)/4 = 23.75

Average rank deviation
(|Overall Rank-Q1 rank| + |[Overall Rank-Q2 rank| +
|Overall Rank-Q3 rank| + |Overall Rank-Q4 rank|)/Number of Levels

(|-6| + [0] + 4] +]5])/4 =3.75

Percent rank deviation
Average rank deviation/Maximum difference in ranking
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challenging given the low base rate of occurrence of the outcomes of interest. For the SPOT
Referral Report, the target of interest (high-risk traveler) is a rare event, the SPOT indicators
used to identify risk are also rare and highly varied, and the population from which to identify
targets is extremely large (the U.S.-based traveling population). . This challenge is not unique to
the SPOT Program; the issue is relevant to many other screening situations, including other
counter-terrorism and deception screening programs of interest to. U.S. national security. . In fact,
the SPOT Validation Study is the first undertaking of this kind; no other counter-terrorism
program has attempted such a formalized, quantitative evaluation of its validity.

To conduct the evaluation, we designed a research methodology that used best practices from a
variety of disciplines interested in instrument validation. This methodology included approaches
from medicine, epidemiology, psychology, and statistics to produce a comprehensive
examination of instrument validity. To collect the required data, we designed two studies. In the
first study, cases from the Operational SPOT Referrals database (January 2006—October 2010)
were used to systematically examine the SPOT indicators and their relation to outcomes that
indicate a possible threat. The dataset for this study included a total of 247,630 referrals (i.e.,
travelers referred to secondary screening) from 175 airports. In the second, an experimental field
study was conducted in which travelers were randomly selected and subjected to SPOT
screening. This ficld study, referred to as the Base Rate Study, provided data to compare the
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Summary of Findings

Results of the Validation Study find evidence to support the criterion-related validity of the
SPOT Referral Report. Classification accuracy for Operational SPOT was moderate to strong,
based on several indices. Certain metrics showed high levels of classification accuracy that were
significantly better than random selection screening. . Other metrics were weak for classification
accuracy in an absolute sense (i.e., true positive rate [TPR] and positive predictive value [PPV]),
yet still better than random selection accuracy. Given that no other screening program has been
evaluated in this way, it cannot yet be determined whether these lower classification rates for
Operational SPOT are better than, worse than, or equivalent to other screening methods. .

©)(3)49 US.C.§ 1141

(b)(3):49 U.S.C. § [ In this section, we summarize and discuss the results of the Validation Study in
more detail.

Base Rate of Outcomes
The population. base rate for high-risk travelers is extremely low.

The results of the Base Rate Study confirm that the measurable outcomes that represent high-risk
travelers are infrequent to rare events. From these data, we estimated that in the population of
U.S.-based travelers, LEQ Arrest occurs in 1 in 10,000 travelers (0.01%), Possession of Serious
Prohibited/lllegal Items occurs in 1 in 750 travelers (0.13%), and Possession of Fraudulent
Documents occurs in 1 in 2000 travelers (0.05%). In addition, the base rate for the Combined
Outcome, or presence of any. of these three outcomes, is 1 in 750 travelers (0.13%). .

Instrument-Level Criterion-Related Validity

There is strong evidence to support the criterion-related validity of the SPOT
Referral Report. Using the SPOT Referral Report improves efficiency in
identifying high-risk travelers over random selection.

Operational SPOT is significantly and substantially better at identifying high-risk
travelers than is random screening.

However, the SPOT Referral Report’s classification accuracy for selection of true
positive cases is low.

When examining instrument validity through classification accuracy, it is apparent that the SPOT
Referral Report outperforms random screening at the checkpoint. The SPOT Referral Report
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)(3)049 US.C.§ 114(r)

The most important consideration in classification accuracy is how Operational SPOT compares
with random selection screening. Because a TPR could not be calculated for random screening,
we instead examined how many travelers would have to be randomly selected and screened in

order to achicve the same TPRs as Operational SPOT. In such a scenario, for random selection
to achieve the same level of accuracy [EX®48 USC.§ 1140) 1

(0)(3):49 U.S.C. § 114(r)

Base Rate of Indicators

The population base rate for SPOT indicators is low.
Display of SPOT indicators is highly varied in Operational SPOT referred cases.

The difference between display of indicators in the general population and
referred cases suggests good discrimination between targets and non-targets for
instrument items.

Results confirm the low frequency of occurrence of the SPOT indicators and support the notion

that individual expressions ofli.ndjLaMmemmmdmsmmedmhLbﬂL
rats nF i“lf]i!‘ﬂfﬁl‘ﬂ iQ AOrss ]f\\l)’ (b)(3)4g USC § 114(r)

0)(3):49 US.C. § 114(r)

(0)(3):49 These findings illustrate the low base rate of SPOT indicators in the general, non-
target traveling population.
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[0)(3):49 US.C.§ 114(r)

Utility of Individual Indicators
(0)(3)49 US.C.§ 114(1)

SPOT indicators appear to be observed and used consistently across certain

setting chargcteristics (vear. time of vear. hub size) I(0)(3):43 U.S.C. § 114(r)
(6)(3):49 U.S.C. § 114(r)

©)(3)49 US.C.§ 114(1)

An examination of consistency in implementation overall found that indicators were used at

relatively the same rate regardless of Year, Quarter, or Hub Size categories. Of the 41 indicators,
(B)(3)49 US.C.§ 114()
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of the data collection method on the study results.

A third set of limitations was related to data availability. The Operational SPOT dataset collects
a great deal of information about each referred traveler; however, there were limitations to this
dataset, which could not be changed due to the operational nature of the program. For example,
the measureable outcomes selected to represent high-risk travelers—LEQ Arrest, Possession of
Serious Prohibited/Illegal Items, and Possession of Fraudulent Documents—were based on the
best data available in these datasets. AIR chose to use multiple outcomes because each
measurement had its relative advantages and limitations. While no single outcome alone was a
perfect measurement of the high-risk traveler, taken together the goal was to represent this
construct as accurately as possible. Non-perfect measurement suggests some degree of
measurement error included in models; however, this was expected and. is common in behavioral
sciences research. Moreover, multiple outcome measures were used in an effort to increase the
generalizability of the results.

In addition, the Operational SPOT dataset does not record the specific location where each SPOT
indicator was first observed; therefore, the criterion-related validity analyses could not be
definitively isolated to BDO observations of travelers standing in line (as opposed to during the
SPOT Referral Screening). As discussed below, one recommendation for future research is to
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1. Explore alternative scoring strategies, thresholds, and indicator optimization.

B3;49 US.C. § 114(r)

Additionally, different scoring methods were
not a consideration in the Validation Study but should be considered in further research.

Furthermore, results of the item-level predictive utility analysis and the exploratory factor
analysis suggest that certain items or item sets may be
_ Continued exploration of how indicators function individually and as
part of these factors is another step in indicator optimization. These findings may suggest
that certain indicators could be combined while others could be dropped. These types of
studies, including testing alternative scoring strategies, can be accomplished by performing
simulations to examine what would happen if certain indicators were dropped, combined, or
rescored. Another method of gathering this information is to conduct subject matter expert
(SME) interviews to determine what works and what does not work with regard to the
current indicator set and scoring scheme. Any such SPOT Referral Report modification must
be considered carefully with rigorous methodology to examine the impact of such changes.

Explore the predictive utility of indicators based on where each is first observed.
B3; 49 U.S.C. § 114(r)

Moreover, it would be worthwhile to examine criterion-related validity associated with the

SPOT Referral Report based only on indicators observed while travelers are in the queue.
B3; 49 U.S.C. § 114(r)

Thus, a deeper examination of where indicators
are observed and their relation to outcomes is recommended.

Further examine variation in indicator usage and predictive utility across airports and

B3; 49 U.S.C. § 114()

Further study of indicator use,

including a reliability analysis, is recommended.

4. Conduct a reliability analysis. An important aspect of validation, reliability refers to the
extent to which the SPOT Referral Report is implemented consistently across a variety of
setting characteristics and related factors. Reliability is a necessary, but not sufficient
condition to establish validity. If an instrument is valid, this indicates that it has also
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achieved at least a minimum level of reliability. However, validity is potentially limited if
instrument reliability is low. The results of the Validation Study that demonstrate strong
support for SPOT Referral Report validity may actually be an underestimate of true
instrument validity because instrument reliability is not known. Moreover, achieving
increases in reliability would certainly be a worthwhile goal; there is a potential to decrease

Thus, an in-depth reliability
study is warranted.

Although the Validation Study did not conduct a direct assessment of reliability—for
example by examining inter-rater reliability—it did examine consistency in implementation,
which provided an initial assessment of the consistency of use of the SPOT Referral Report.
Further examination of reliability is important for a more comprehensive program evaluation
and validation assessment. Moreover, such an examination would inform BDO training and
program implementation. Note that originally, a reliability study was included as part of the
Validation Study methodology; however, there were several challenges to designing and
implementing such a study,

A reliability study is nonetheless worth
pursuing. A reliability study may be designed to use real Operational SPOT cases or use
simulated data (i.e., actors demonstrating indicators). Relative advantages and limitations are
associated with either design, although both are worth considering.

5. Further examine the construct-related validity of the SPOT Referral Report. The
current report took some initial steps to explore the construct-related validity of the SPOT
Referral Report; however, these analyses were limited by the available data. Thus, further
exploration of construct-related validity is warranted. This includes, for example, how the
SPOT indicators were initially derived, what each is meant to represent (or measure), and
whether additional indicators might be of value in identifying high-risk travelers. To do so,
additional studies are recommended that further address construct-related validity. For
example,

An end goal would be to compare the utility and validity of the
current SPOT Referral Report and observation process with other deception detection and
security techniques and/or other indicators to determine which are more successful in
identifying high-risk travelers. These and other steps will aid in better defining the indicators
and, ultimately, optimizing the indicator set.

6. Explore the role of background characteristics in the observation of indicators and
SPOT screening decisions. To enhance the value and applicability of the SPOT indicators,
it is important that variation in indicator use be explored as a function of race, ethnicity,
culture, and other demographics. SPOT is a behaviorally-based screening program that was
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specifically designed to avoid profiling.

Comparison of SPOT to Other Screening Programs

As noted throughout this report, the SPOT Validation Study was a unique endeavor and the first
of its kind in terms of the comprehensive assessment of criterion-related validity. Certain of the
results that emerged from this study are difficult to interpret without comparison to other
screening programs (e.g., the low TPRs). The following recommendations are to examine other
screening programs and to examine the SPOT Referral Report’s utility in the context of a
broader national security agenda.

1. Compare the classification accuracy of the SPOT Referral Report with that of other
airport screening methods. Results of the Validation Study demonstrate how the SPOT
Referral Report in its current form outperforms random selection in identifying high-risk
travelers. However, this study does not make comparisons between SPOT and other airport
security screening programs. There have been assessments of the effectiveness of other
screening programs (i.e., operations tests); however, there has never been a comprehensive
study to examine the classification accuracy of any other program in the way that SPOT has
been evaluated in this study. Moreover, any assessments conducted to examine other
screening programs cannot be compared with this Validation Study because the methods of
the different assessments produce different types of data and results. It is important to
consider how Operational SPOT functions compared with other screening programs,
especially in terms of identifying true positive cases. Thus, it is recommended that this type
of study paradigm be applied to other Government security screening programs. Moreover,
because SPOT serves as one element in TSA’s layered screening approach to security, it
would additionally be beneficial to consider the effects of additive layers of security on
classification accuracy. That is, an examination of the value added from the SPOT Program
as one layer of TSA security screening and the value added from other screening programs
(e.g., X-ray, magnetometer, advanced imaging technology [AIT]) is recommended.

2. Examine the utility of the SPOT Program approach and the SPOT Referral Report in
settings outside of the checkpoint. It is noteworthy that the Operational SPOT database
sample size has been decreasing yearly. This in part reflects the SPOT Program’s
implementation of observation and related procedures beyond the checkpoint. The utility of
such SPOT operations is unknown and warrants examination to support instrument and
program validity. Further, the use of the SPOT Referral Report and operations at locations
outside of airports (e.g., train stations, U.S. borders, police work) warrants further
examination.

3. Link Operational SPOT Referral information to other databases and/or screening
methods. The Operational SPOT Referral database contains valuable data that may be used
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Implement a full program evaluation that considers implementation of the SPOT
Referral Report as well as implementation of the entire SPOT process. The current
Validation Study focused specifically on assessing the validity of the SPOT Referral Report
in its current form. However, there is value in more widely evaluating SPOT Program
implementation, including focusing on the SPOT Program’s procedures for employee
selection, training, job performance evaluation, policy and procedures, or other such tasks
that might influence the outcomes resulting from the use of SPOT. A comprehensive
program evaluation would include an examination of these types of 1ssues, a consideration of
resource management, a cost-benefit analysis of SPOT, information on where and how SPOT
is implemented, and other broader program evaluation questions.

Conduct a cost-benefit analysis to further understand the value of the SPOT Referral
Report. As noted above, Operational SPOT clearly outperforms random screening in
identifying high-risk travelers. In fact, to identify cases that ultimately end in a LEQ Arrest,
random selection would have to screen 52 times more travelers than Operational SPOT
would. It would be beneficial to use data from the Validation Study to inform a cost-benefit
analysis about the efficiency of the SPOT Program and its impact on aviation security.

Consider how the results of the Validation Studyv fit into a broader TSA/SPOT risk
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