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EXECUTIVE SUMMARY 

In 2006, the Transportation Security Administration (TSA) initiated a new security program that 
focused on evaluating traveler behavior to detect potential security risks. This program, called 
SPOT (Screening Passengers by Observation Techniques), is described by TSA as "an additional 
layer of security, using behavior observation and analysis techniques to identify potentially high 
risk individuals based on deviations from established environmental baselines." TSA employs 
Behavior Detection Officers (BDOs) who are specially trained in using the Operational SPOT 
process to identify and screen travelers of interest. The BDOs conduct SPOT operations at 
security checkpoints, positioned where they can optimally observe travelers throughout the area 
and observe stress points (e.g., near the travel document checker). BDOs use the SPOT Referral 
Report to guide and record their observations. It contains a set of indicators- non-verbal, verbal, 
and physiological- that is thought to be associated with fear of discovery and therefore exhibited 
with greater frequency among high-risk travelers. 

In 2007, the U.S. Depattment of Homeland Security's Science and Technology Directorate 
(DHS S&T) initiated a research program to examine the validity of the SPOT Referral Report in 
the context of checkpoint screening. The research reported herein examined the use of the 
instrument in its current form in order to answer the primary research question: To what extent 
does the use. of the existing SPOT Referral Report lead to valid inferences about the traveling 
population, with a focus on high-risk travelers, or persons knowingly and intentionally trying to 
defeat the security process? Specifically, the research program was designed to examine the 
extent to which using the SPOT Referral Report and its indicators lead to correct screening 
dec isions at the security checkpoint. 

The American Institutes for Research (AIR) was contracted to design and execute this research. 
The primary focus of the research that AIR carried out was an examination of criterion-related 
val idity (defined as the extent to which the use of the instrument results in the correct selection 
of high-risk travelers). In addition, as an initial step in the examination of construct-related 
validity, an exploratory factor analysis was conducted to examine whether there are any 
interpretable constructs that might underlie the items in SPOT Referral Report (presented in an 
appendix to this report). 

This detailed examination of the validity of a national security program screening instrument js 
the first evaluation of its kind. To date, no other counter-terrorism or similar security program is 
known to have been subjected to such a rigorous, systematic evaluation of its screening accuracy. 
The lack of systematic evaluation of screening programs. is. due, in part, to the extreme difficulty 
in examining instrument validity in the context of a low base rate phenomenon (i.e., security 
risks), particularly when the population from which the target must be identified is extremely 
large. Given the sheer volume of counter-terrorism programs and strategies, and their 
importance for addressing critical national security concerns, the limited scientific evidence 
about their efficacy is surprising. Evaluating the effectiveness of such security programs will 
enable policymakers to know what does and does not work in various contexts and to better 
assess the potential return on investment associated with the use of a particular strategy. Thus, 

Sensitive Security Information (SSI) 
RECORD CONTAINS SENSITIVE SECURITY INFORMATION THAT IS CONTROLLED UNDER49 C.F.R. PARTS I 5 AND 1520. NO 

PART OF. THIS. RECORD MAY u~ '00"~'" Win OUT A "NEED TO KNOW," AS. DEFINED. IN 49 C.F.R PARTS I S. AND. 1520. EXCEPT 
WITII TilE WRITTEN PERMISSION OF TilE ADMINISTRATOR OF Ti l E TRAI'~ I'UK , •v . • ' mATNI!'>TRATION OR TilE SECRETARY OF 

TRANSPORTATION. UNAUTHORIZED RELEASE MAY RESULT IN CIVIL PENALTIES OR OTHER ACTION. FOR U.S. GOVE"J"VI"" •v• , 
PUBLIC DISCLOSURE GOVERNED BY 5 U.S.C. 552 AND 49 C.F.R. PARTS 15 AND 1520. 



TSA 15-00014 - 004279

Sens1bve Securit~, Information (SSI) 

this study provides unique evidence on the utility of the SPOT Referral Report instrument and 
also a framework for evaluation of national security screening programs. 

Approach 

AIR designed two studies to examine the validity of the SPOT Referral Report. In the first 
study, cases from the Operational SPOT Referral database (January 2006--0ctober 201 0), 
maintained by TSA, were used to systematically examine the SPOT indicators and their re lation 
to outcomes that indicate a possible threat. The. dataset for this study included a total of 247,630. 
referrals ( i.e., travelers referred to secondary screening) from 175 airports. In the second study, 
travelers were randomly selected and subjected to SPOT screening. This experimental field 
study, referred to as the Base Rate Study, provided data to compare the SPOT Referral Report 
process with a random screening process. 1t also provided estimates of the population base rate. 
of high-risk travelers. The database used for this study included case information from randomly 
selected travelers who were subjected to the SPOT referral process, 01 December 2009 through 
3 1 October 2010, and includes a total of 71 ,589 referrals from 43 airports. To directly compare 
data from the Base Rate Study and the Operational SPOT Referrals database, AIR created a 
dataset that is a subset of the Operational SPOT Referral database and contains 23,265 
Operational SPOT referrals for the same time period and locations covered by the Base Rate 
Study. Together, these two studies allowed an assessment of instrument validity. 

Key Findings 

A number of key findings emerged from the analysis of the SPOT Referral Report: 

o The population base rate for. high-risk travelers is extremely low. Results of the. 
Base Rate Study confinn that the measurable outcomes that represent high-risk 
travelers are infrequent to rare events . From these data, the estimated frequency of 
occurrence in the population is I in 10,000 travelers (0.01%) for Law Enforcement 
Officer (LEO) Arrest, 1. in 750 travelers (0.13%) for Possession of Serious 
Prohibited/Illegal Items, and 1 in 2,000 travelers (0.05%) for Possession of 
Fraudulent Documents. 

o Operational SPOT identifies substantially more high-risk travelers than random 
screening. During the same time period and locations as the Base Rate Study, 
Operational SPOT's selection of high-risk travelers is nearly 9 times higher than 
random selection for identifying any outcome and 52 times higher than the random 
selection for LEO Arrest, specifically. Moreover, to achieve these outcomes, during 
this time period, BDOs engaged in secondary SPOT Referral Screening with 50,000 
fewer travelers using Operational SPOT than they did when using random screening. 

o The population base ratefor SPOT indicators is low. Among those selected for 
random screening in the Base Rate Study, very few travei~~~~~""'.::U'~~...__, 
SPOT indicators. The most fre uentl observed indicate (b)(3):49 u.s .c. § 114(r) 

(b)(3):49 U.S.C. § 114(r) 
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o There is strong evidence to support the criterion-related validity of the SPOT 
Referral Report at the instrument-level. Based on several indices, classification 
accuracy for Operational SPOT was high and, for some metrics, significantly more 
accurate than random screening. For example, odds ratios (ORs) for Operational 
SPOT across the four measureab le outcomes representative of high-risk travelers 
were large, ranging from 4.14 to 52.69, and significantly higher than for the 
corresponding random selection method. ln addition, Operational SPOT made 
substantially fewer fa lse positive. screening errors relative to random selection. For 
example, for the Co~ned Outcome (presence of any outcome) in Operationa l 
SPOT, BDOs made~false alarm screening decisions for each positive r9.!fllrome 
identified, whereas random screening in the Base Rate Study resulted in~ false 
a larm screening decisions for every identified positive outcome .. A sensitivity 
analysis found that classification accuracy results were reasonable estimates and were 
minimally affected by potential over- or under-estimation of the population base rate 
of measureab le outcomes. 

o Classification accuracy for selection of true positive cases is low. While the overall 
instrument accuracy is strong, those metrics that relate specifically to identifying true 
positive cases were quite low in an absolute sense · r Operational 
SPOT, the true positive rates (TPRs) ranged from (b)(

3
):

49 u.s .c . § across the four 
outcomes. and the positive predictive values (PPVs) ranged from (b) o U(b)(3): I 
Note that these PPVs for Operational SPOT, while low, were significantly better than 
for random screening (TPRs could not be computed for random screening) .. Because 
no other security screening program has been evaluated in this way, it is unknown 
whether these Operational SPOT classification rates are significantly lower than, 
about the same as, or s ignificantly higher than those of other programs of this type. 

o Indicator display is relatively infrequent and highly varied for SPOT referred 
travelers . . Overall, the. SPOT indicators were observed rare ly but more frequently in 
Operational SPOT than in the Base Rate Study ' s random screening. SPOT indicators 
observed in referred travelers were also highly varied. The difference in base rates of 
indicator displays under Operational SPOT and the Base Rate Study suggests good 
discrimination between targets and non-targets for the SPOT Referral Report' s items. 

o Analyses of individual indicators reveal differential predictive utility. Results of the 
item-level predictive utility analyses found that 14 of 41 SPOT indicators (34%) were 
independently predic6 ve of one or more of the outcomes, suggesting that these. 
particular items may be critical to the instrument. However, the remaining indicators 
(66%) did not consistently relate to any outcome. Thus,. further exploration of the 
utility of indicators, e ither alone or in combination, is warranted. 
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Conclusions 

Results of the Validation Study find evidence to support the criterion-related validity of the 
SPOT Referral Report, suggesting that it serves to identify high-risk travelers (i.e., persons 
knowingly and intentionally trying to defeat the security process). Classification accuracy for 
Operational SPOT was moderate. to strong, based on several indices. Certain metrics showed 
high levels of classification accuracy that were significantly better than random selection 
screening. Other meh·ics were weak for classification accuracy in an abso lute sense (i.e., true 
positive rate [TPR] and positive predictive value [PPV]), yet still better than random selection 
accuracy. Given that no other screening program has been evaluated in this way, it cannot yet be 
determined whether these lower c lassification rates for Operational SPOT are better than, worse 
than, or equivalent to other screening methods. 

While the fu ll set of SPOT indicators at the instrument level were solid in the prediction of 
outcomes, results for individual indicators were mixed. Only one-third of the indicators were 
indiv idually predictive of outcomes. 

As an initial step in program evaluation, results from this study support the. utility of the SPOT 
Referral Report for use as a screening instrument. However, additional research to further 
explore and validate the SPOT Referral Report is warranted. Future directions include a more 
extensive examination of construct-related validity, a comprehensive reliability study, a study of 
item scoring for instrument optimization, and a comparison of SPOT with other screening 
programs in terms of criterion-related validity. In addition, a comprehensive program evaluation 
that includes an examination of procedures for employee selection, tra ining, and performance 
management; consideration of resource management; cost-benefit analysis; and other such tasks 
that might influence the outcomes that result from the use of SPOT is highly recommended. 

Limitations 

The results of this Validation Study must be considered in the context of certain limitations that 
are described in detail in thi s report. Many of these limitations are common in field research in 
general and in the examination of security programs in particular. For example, the system 
inputs (i .e., SPOT indicators) and outcomes (i.e., metrics to represent high-risk travelers) are rare 
events and as such limited the analyses that could be. conducted to examine validity. In addition,. 
outcomes for screened cases are known and available in the data; however, outcomes associated 
with negative cases, or those not selected by the instrument, are not known and thus had to be. 
estimated. These two issues are common problems for examining screening program instrument 
validity and were considered when designing this study. 

Additional limitations related to study implementation were also anticipated at the time of study 
design. For example, while a random sampling methodology was designed for airport selection 
and AIR provided recommendations to TSA,. inclusion of airports in the Base Rate Study was 
u ltimately determined by local airport management. Moreover, during the course of the study, 
BDOs were aware of whether the traveler they were screening was part of Operational SPOT or 
the Base Rate Study, which had the potential to introduce bias into their assessment. 
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Finally, a third set of limitations related to data availability . . The Operational SPOT dataset 
collects a great deal of information about each referred traveler; however, there were limitations. 
to this dataset, which could not be changed due to the operational nature of the program. For 
example, the measureable outcomes. selected to represent high-risk travelers were based on the 
best available data . . AIR chose to. use multiple. outcomes. because each had its. relative advantages 
and limitations. In addition, the Operational SPOT dataset does not record where. each SPOT 
indicator was first observed; therefore, the criterion-related validity analyses could not be 
defin itively isolated to BDO observations of travelers standing in line. 

These various limitations potentially introduced some degree of error in the validation analysis; 
thus, results should be considered in this context. Nonetheless, sampling and measurement error 
due to these limitations are believed to be relatively minimal, given study design features that 
included a large sample,. multiple outcome measures, and sensitivity analyses around important 
population parameter estimates. Thus, study results are still considered reasonable and reliable. 
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KEY TERMS 

The following tables list key terms that are central to the SPOT Validation Study. Note that 
these are not meant to be comprehensive but include important SPOT-related and statistical 
terms that are. used repeatedly throughout the report. 

SPOTTermsl 

Phrase Acronym Definition 
Behavior Detection BDO TSA employee who has undergone specialized training and 
Officer demonstrated expertise in identifying and screening travelers of 

interest using the Operational SPOT process. 

Behavior Resolution The process of determining the reason for an individual's SPOT-
related behaviors by gathering additional information from the 
individual through verbal exchanges and the examination of the 
individual's documents and property. 

Bomb Appraisal BAO TSA employee with expertise on issues involving explosives; 
Officer improvised explosive devices (IEDs); and Chemical, Biological, 

Radiological, and Nuclear (CBRN) threats. The BAO uses this 
expertise to respond to unresolved checkpoint alarms involving 
possible explosives, lED components, or actuaiiEDs.2 

Casual Conversation Non-custodial, non-threatening discussion between the BDO and 
referred t raveler designed to gain addit ional information in order 
to achieve behavior resolution. 

Environmental Typical behaviors and appearances that would reasonablv be 
Baseline exoected at the time and olace SPOT is being l(b)(3):49 u.s.c. § 114 

(b)(3):49 U.S.C. § 114(r) 

(b)(3):49 U.S.C. § 114(r) I 

Law Enforcement LEO A sworn employee of a government entity (Federal, to include 
Officer U.S. military police, and U.S. Capitol police, State, Territorial, 

Tribal, and local) with full power of arrest, who is trained and 
commissioned to enforce the public criminal laws of the 
jurisdiction(s) in which he or she is commissioned. 

Operational SPOT Repository containing case information for all Operational SPOT 
Referral Database referrals (i.e., for each traveler who was selected for screening by 

SPOT). Includes information on t ravel, case just ification, 
indicators identified, and screening outcome. With respect to this 
study, the database contained information on cases identified 
f rom January 2006 through October 2010. 

1 Transportation Security Administratio11 (2009). Screening of Passengers by Observation Techniques (SPOT) 
Standard Operating Procedure (SOP). Washington, DC: Author. See Appendix I. 
2Retricved from http://www.tsa.gov!ioin/bcncfits/soar/tsa/cxpcrt bao.shtm. 
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Phrase Acronym Definition 
Screening Checkpoint A screening location at the entry to a sterile area. 

Screening Location Each site at which an individual, accessible property, or checked 
baggage is inspected for the presence of explosives, incendiaries, 
weapons, or other prohibited items. 

Spot Indicators Behaviors or behavior-related appearance factors (non-verbal, 
verbal, and physiological) that are thought to be associated with 
fear of discovery and therefore exhibited with greater frequency 
among high-risk travelers. 

Spot Referral A person selected for SPOT Referral Screening by a BOO. 

Spot Referral Report Paper and pencil checklist used by BOOs to record key data and 
observations when conducting SPOT operations in the airport. 

Sterile Area A portion of an airport, defined in the airport security program, 
that provides passengers access to boarding aircraft and to which 
the access is generally controlled by TSA through the screening of 
persons and property. 

Supervisory STSO The individual who directly supervises TSOs and the screening 
Transportation process. It may also refer to a Lead Transportation Security 
Security Officer Officer (LTSO) who has been designated to perform STSO 

functions 

Travel Document TDC Specially trained Transportation Security Officers (TSOs) who use 

Checker black lights and magnifying loupes to check passengers' board ing 
passes and identification at the front of the checkpoint.3 

Transportation TSO TSA employee trained to perform the range of pre-board secur ity 
Security Officer screening of persons and/or their carry-on and/or checked 

baggage and cargo at any airport, or other transportation 
terminal, which provides commercial service to the public.4 

Walk-Through Metal WTMD A walk-through device used to scan travelers for metallic objects 
Detector being carried on their person. Specifically, the WTMD is a 

magnetometer, which is an instrument for detecting the presence 
of ferrous or magnetic materials, especially those used to detect 
concealed weapons at airports. 

3 Retrieved from http://www.tsa.gov/what we do/layers/tdclindex.shtm. 
4 Retrieved from http://www.tsa.gov/join/bencfits/soar/tsa/tso fu ll.shtm. 
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Statistical Terms 

Phrase Acronym Definition 
Area Under the Curve A' Instrument sensitivity that takes into account True Positive Rate 

and False Positive Rate. 

Confidence Interval Cl An interval estimate of a population parameter, used to indicate 
the reliability of an estimate. 

False Negative Rate FNR Metric describing, of the targets in the population, how many 
were incorrectly not selected. 

False Positive Index FPI The proportion of false positives to true positives. This metric 
describes,. for every correct selection, how many over selection 
errors. 

False Positive Rate FPR Metric describing, of the non-targets in the population, how many 
were incorrectly selected. 

Negative Predictive NPV The proportion of non-targets among those not selected by the 
Va lue instrument. This metric describes, of those not selected by 

instrument, how many are not targets. 

Odds Ratio OR The ratio of odds of target among those selected compared to 
those not-selected. Metric describes the change in odds of 
selecting a target. 

Percent Correct PC Ratio. of the number of correct "hits" to the. total. 
Positive Predictive PPV The proportion of actual targets among those. selected by the 
Va lue instrument. Metric describes, of those selected by instrument, 

how many are targets. 

True. Negative Rate TNR Metric describing, of the non-targets in the population, how many 
were correctly not selected. 

True Positive Rate TPR Metric describing, of the targets in the population, how many 
were correctly selected. 
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CHAPTER 1. INTRODUCTION 

In 2006, the Transportation Security Administration (TSA) ini tiated a new security program that 
focused on evaluating traveler behavior to detect potential security risks. This program, called 
SPOT (Screening Passengers by Observation Techniques), is described by TSA as "an additional 
layer of security, using behavior observation and analysis techniques to identify potentially high 
risk individuals based on deviations from established environmental baselines." TSA employs 
Behavior Detection Officers (BDOs) who are specially trained in using the Operational SPOT 
process to identify and screen travelers of interest. The BDOs conduct SPOT operations at 
security checkpoints, positioned where they can optimally observe travelers throughout the area 
and observe stress points (e.g., near the travel document checker). BDOs use the SPOT Referral 
Report to guide and record their observations. It contains a set of indicators- non-verbal, verbal, 
and physiological-that is thought to be associated with fear of discovery and therefore exhibited 
with greater frequency among high-risk travelers. 

In 2007, the U.S. Department of Homeland Security's Science and Technology Directorate 
(DHS S&T) initiated a research program to examine the validity of the SPOT Referral Report in 
the context of checkpoint screening.5 The research reported herein examined the use of the 
instrument in its current form in order to answer the primary research question: To what extent 
does the use of the existing SPOT Referral Report lead to valid inferences about the traveling 
population, with a focus on high-risk travelers, or persons knowingly and intentionally trying to 
defeat the security process? Specifically, the research program was designed to examine the 
extent to which the use of the SPOT Referral Report and its indicators led to correct screening 
decisions at the security checkpoint. 

The American Institutes for Research (AIR) was contracted to design and execute this research. 
The primary focus of the. research that AIR carried out was an examination of criterion-related 
validity (defined as the extent to which the use of the instrument results in the correct selection 
of high-risk travelers). In addition, an exploratory analysis of construct-related validity, focusing 
on whether there are some interpretable constructs that might underlie the SPOT Referral Report 
items, was completed and is presented in an appendix. 

AIR designed two studies to examine the validity of the SPOT Referral Report. In the first 
study, cases from the Operational SPOT Referral database (January 2006-0ctober 201 0) were 
used to. systematically examine. the SPOT indicators and their relation to outcomes. that indicate a 
possible threat. The dataset for this study included a total of 24 7,630 referrals (i.e., travelers 
referred to secondary screening) from 175 airports. In the second, an experimental field study 
was conducted in which travelers were randomly selected and s ubjected to SPOT screening. 

5 The SPOT Referral Report was the original instrument and core element in the SPOT Program when launched in 
2006. S ince then the program has expanded to include SPOT screening operations at other locations throughout the 
airport, as well as other SPOT playbook operations. However, the Referral Report instrument has remained largely 
unchanged since program inception and is central to the program's effort to identify high-risk travelers at checkpoint 
screening. 
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This field study, referred to as the Base Rate Study, provided data to compare the SPOT Referral 
Report process with a random screening process. It also provided infonnation about the 
population base rate of high-risk travelers. The database used for this study included case 
information from randomly selected travelers who were subjected to the SPOT referral process 
during the Base Rate Study, 0 l December 2009 through 31 October 2010, and includes a tota l of 
71 ,589 refenals from 43 airports. To make direct comparisons between the Base Rate Study and 
the Operational SPOT Referral database, AIR created a dataset that is a subset of the Operational 
SPOT Referral database and contains 23,265 Operational SPOT referrals for the same time 
period and locations covered by the Base Rate Study. Together, these two studies allowed for an 
assessment of instrument validity. 

Note that the focus of this effort is to examine the va lidity of decisions based on the SPOT 
Refenal Report instrument. The primary research question examined is to what extent does. use 
of.the existing SPOT instrument lead to valid inferences about air travelers throughout the U.S. , 
with respect to persons knowingly and intentionally trying to defeat the security process? The 
emphasis of this research is on instrument construction, with an in-depth examination of val idity. 
This study is not meant to serve as a comprehensive program evaluation. That is, the study did 
not set out to undertake such tasks as a comparison of the SPOT Referral Report instrument to 
other related instruments, a comparison of this instrument's indicators to other possible 
indicators, an examination of Behavior Detection Officer (BOO) resource management, a cost­
benefit analysis of SPOT, or other broader program evaluation questions. Moreover, 
assessments were not conducted for the SPOT Program's procedures for employee selection, 
training, performance management, policy and procedures, or other such tasks. Finally, this 
effort specifically aimed to examine the SPOT Referral Report instrument in its current form, 
including its content, scoring and decision-rules, and reporting requirements. The study did not 
aim to conduct analyses that would produce specific recommendations for changes to the 
instrument or its scoring. 

It may be difficult to disentangle instrument validation from a larger examination of the program 
as a whole. The types of broader issues noted above are each important to consider when 
conducting a comprehensive program evaluation. However, the current charge was to evaluate 
the validity of the existing instrument and not to examine how program factors may be affecting 
the utility of the SPOT Program. The scope of the current research represents an important first 
step in the examination of instrument validity. An examination of the SPOT instrument in its 
existing form and function will address some fundamental questions about the validity of its use 
and therefore the validity of core aspects of the SPOT Program. Future efforts should include a 
more comprehensive evaluation of the SPOT Program as a whole to address broader program 
functioning. 

Examination of a screening instrument' s validity is extremely difficult in the case of a low base 
rate phenomenon, particularly when the population from which the target must be identified is 
extremely large (i.e. , the population of travelers throughout the U.S.). This challenge is not 
unique to the SPOT Program. The issue is relevant to many other screening situations, including 
other counter-terrori sm and deception detection screening programs of interest to U.S. national 
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security. Yet, counter-terrorism programs and screening instruments have not been subjected to 
this type of systematic evaluation. For example, in a comprehensive review, Lum, Kennedy, and 
Sherley concluded that there is virtually no evaluation research on counter-terrorism strategies. 
Although they identified approximately 20,000 studies on terrorism, only 7 of these studies 
contained moderately rigorous evaluations of counter-terrorism strategies. The authors further 
concluded that the small proportion of government counter-terrorism spending related to 
research has generally not been directed toward program evaluation efforts.6 Given the sheer 
volume of counter-terrorism programs and strategies, and their importance fo r addressing a 
critical national security concern, the limited focus and resources for gathering scientific 
evidence about the value and efficacy of these programs is surprising. At the most basic level, 
evaluating counter-terrorism tools and strategies provides a mechanism for accumulating 
evidence to support and promote best practices in the fie ld. Moreover, it will enable end users to 
know what works and what does not work in various contexts and to evaluate the potential return 
on investment associated with employing a particular approach or strategy. Thus, despite the 
challenges with program and instrument validation, it is still important to pursue this work. 

Despite the lack of evaluation research in the domain of counter-terrorism, the. quantitative 
evaluation of screening programs and instruments is quite common in several other disciplines, 
and the research team was able to draw from best practices in these disc iplines to design the 
evaluation. Most notable, ep idemiology is qu ite concerned with the accuracy of medical 
screening tests for a variety of conditions, including rare diseases. Large-scale screening tests 
became fairly common in the late 1960s to early 1970s. At that time, researchers began to ask 
questions about screening accuracy and the impacts on medical decision making, including 
further evaluation and treatment.7 Screening instruments are also frequently used in the practice 
of industriaUorganizational psychology, particularly in selection and assessment situations (e.g., 
employee selection, school entrance examinations, post-training assessment). The importance of 
instrument validity is highlighted by the fact that industrial/organizational psychologists are 
governed by legal guidelines and professional standards for evaluating and ensuring the validity 
of instruments, particularly those used for employee selection.8 Many other disciplines, 
including education research and clinical psychology, are also concerned with instrument 
validity. These various domains influenced the methods described in this report. 

In this report, we present results of the comprehensive analysis of instrument validity. The 
primary focus of the analyses was an examination of criterion-related validity (defined as the 
extent to which the use of the instrument results in the correct identification of high-risk 
tTa velers ). In addition, an exploratory analysis of the meaning and function of indicators, as a 
first examination of construct-related validity (defined as the extent to which the instrument 

6 Lum, C., Kennedy, L. W., & Sherley, A.J. (2006). The effectiveness of counter-terrorism strategies. (Campbell 
Systematic Reviews 2006:2. DOl: I 0.4073/csr.2006.2). Oslo, Norway: The Campbell Collaboration. 
7 See, for example, Grant, J. A. (1974). Quantitative evaluation of a screening program. American Journal of Public 
Health, 64( I), 66-71; Cochrane, A. L. ( 1967). A medical scientist's view of screening. Public Health, 8 1, 207- 213. 
8 Section 60-3, Uniform Guidelines on Employee Selection Procedure ( 1978); 43 FR 38295(August 25, 1978). 
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adequately measures the underlying construct that it purports to measme) was completed and is 
presented in an appendix. 

The report is organized into four volumes. Volume I contains the eight chapters that comprise 
the main content of the technical report. Following the. introduction in this chapter, Chapter 2. 
provides background information on the SPOT Program, observations, and referral process, 
inc luding key tenninology, to serve as context for the reader. Chapter 3 offers an overview to 
the ana lysis plan, including a desc ription of datasets and outcome variables, and a discussion of 
analysis cha llenges. Chapters 4 through 7 present the methodology and results for each type of 
analysis implemented in this study. In Chapter 8, we present a summary and discussion of the 
findings, as well as note limitations and future research directions. Volume 2 includes 
appendices that cover the Operational SPOT and Base Rate Study methodologies (Appendices B 
and C,. respectively), and provides supporting documentation (i.e., the SPOT Referral Report and 
a li.st of serious prohibited/illegal items [Appendix A], Base Rate Site Visit Report [Appendix 
D], and construct related validity analyses [Appendix E]). Volume 3, comprised of Appendices 
F through H, presents supporting results tables and add itional case information. Finally, Volume 
4 contains the SPOT Standard Operating Procedures (SOP) in Appendix I. 
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CHAPTER2.BACKGROUND 

In this chapter, we provide background information to set the context for the analysis. This 
includes an overview of the SPOT Program's checkpoint observation process and its key 
terminology. 

SPOT Process and Terminology 

TSA describes the SPOT Program as "an additional layer of security, using behavior observation 
and analysis techniques to identify potentially high risk individuals based on deviations from 
established environmental baselines." In this section, we provide an overview ofthe SPOT 
process at the checkpoint and the terminology associated with the program. ft is worthwhile to 
consider some key terminology and definitions as a context for the rest of the report. For a more 
comprehensive list of key terms and acronyms associated with the SPOT Program, please refer 
to the beginning of this report. Tn addition, Appendix T contains the current SPOT SOP, with 
further details about the SPOT process. 

Behavior Detection Officer (BOO) 

TSA employs Behavior Detection Officers (BDOs) to conduct the behavioral observations that 
are central to the SPOT Program. BDOs are specially trained in using the SPOT operational 
procedures to identify and screen travelers of interest. The BDOs conduct SPOT operations at 
security checkpoints, positioned where they can optimally observe. travelers throughout the area 
and at particular stress points (e.g., near the travel document checker). 

Law Enforcement Officer (LEO) 

In the context of SPOT operations, one or more Law Enforcement Officers (LEOs) are. 
designated as the official point of contact for BDOs whenever law enforcement involvement or 
intervention becomes necessary. A BDO is required to contact the appropriate LEO in certain 
situations. These include situations. in which an individual becomes disorderly, makes a 
comment about the presence of an explosive device, possesses illegal items or undeclared 
currency over $10,000, or refuses to complete the screening process once it has begun. 
Additionally, the LEO is notified if a traveler either exhibits Section 2 SPOT indicators that 
collectively represent a point value that exceeds. a given threshold (as described below) or 
exhibits certain indicators indicative of a suicide bomber or suggestive of surveillance activity. 
Once the LEO responds, the BDO is expected to brief the LEO about the specific detai Is of the 
referral, including the indicators observed to that point. 

SPOT Referral Report 

The SPOT Referral Report, which is the instrument under investigation in this Validation Study, 
is the paper-and-pencil checklist used by BDOs to record key data and observations when 
conducting SPOT operations in the airport. As shown in Appendix A, the SPOT Referra l Report 
consists of three parts: Part !-Behavioral Observation, Part II-SPOT Resolution, and Part 
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111- Data Collection.9 These three parts are further divided into a total of nine sections. The 
following list contains a brief description of the information collected within each of the nine 
SPOT Refen·al Report sections. 

• Part 1- Behavioral Observation 
o Section 1: Environmental Baseline. This is an open text field for providing a brief 

narrative ofthe environmental baseline. at the time of the referral. Environmental 
baseline refers to the typical behaviors and appearances that would reasonablv be 
exoected at the time and olace SPOT is bein~Z conducted. l(b)(3):49 u.s.c. § 114(r) 
(b)(3):49 U.S.C. § 114(r) 

o Section 2: Observation and Behavior Analysis. This section conta ins the checklist 
of behavioral and appearance factors used for documenting results of a BDO's 
visual assessment of individuals, their accessible personal property, and their 
interaction with others. The visual assessment focuses on identifying factors 
associated with stress, fear, and deception and assigns points to. individuals whose 
behavior or appearance related to these factors deviates from the establi shed 
baseline. 

• Part II- SPOT Resolution 
o~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~u_, 

0 

o Section 5: Automatic LEO Notification. This section is a checklist of reasons for 
an automatic LEO notification such as discovenr of fjrea•ms danaeroi!S 

h d 
. I ' I . l(b)(3):49U.S.C. §114(r) 

wea ons azar ous matena s, or exp ostves; L."::""""--~':""""--:--::--:--:--~ 
(b)(3):49 u.s.c. § 114(r) and discovery of suspected unlawful drugs .. 

9 As of March I, 2009, as part of the change in SPOT's SOP, the SPOT Score Sheet was revised and renamed, the 
SPOT Referral Report. Along with the name change, the sections were reordered to accommodate the inc lusion of 
additional sections. Throughout this report, we use terminology associated with this new SOP. 
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• Part Ill- Data Collection 
o Section 6: Passenger Data. This is the location for documenting the passenger 's 

air carrier,. flight number, origination. airport, next destination airport, and final 
destination airport. Note that no personally identifiable information (PII) is 
included in this. section or any section of the. SPOT Referral Report. 

o. Section 7:. Prohibited Items. This. is. the location fo r documenting prohibited 
items. uncovered dluring the SPOT Refen al Screening as. well as. where these were 
found (i.e., x-ray, bag search,. surrendered before. checkpoint). 

o Section 8: Resolution Statement. In this section, the BDO enters a statement that 
documents the nature of the reso lution (e.g., reso lved by TSA during screening, 
denied boarding by carrier,. questioned and arrested by LEO) ... This section also 
includes a text box for providing notes on. the resolution of identified behaviors . 

o. Section 9:. LEO Resolution . . This. is. the. location fo r documenting the pri mary 
LEO's. affiliation (e.g., Federa l Bureau oflnvestigation [FBI], Drug Enforcement 
Administration [DEA], local) and, if appropriate , the reason for an anest. This 
section also includes a text box for providing notes on LEO resolution .. 

The SPOT Process 

The SPOT process involves the use of behavior observation and analysis teclmiques by a pair of 
BDOs. to. identify potentially high-risk indiv iduals. among the. traveling population ... BOOs 
conduct SPOT operations. at security checkpoints and other designated areas at those. airports that 
have. ex ist ing SPOT programs . . The. BOO teams use. the. SPOT Referral Report to. identify and. 
screen suspicious travelers. 

~~~~I;Q.f~~~a.s.s~Wl.l!ll.LJlllll.l~lll.lmii..WJ;:JlLaLJ~sel ine and 
that characterize 
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Figure 2-1 : BOOs Observe Travelers in Checkpoint Queue 10 

1, BOOo...., lho po....,... 
n lnoOI>d ~ n­
cMUa.I~G"' 

2.11001_y.,.....•)who 
ctlllbl cLsan clouopc;rauo-.... ,_.""'"" ..... - 1. BOO. rdcrnllly Pill-" ...t.btng 

belww ... tllll...-.1 SfOT ........,ocol 
u .... hcld 1or rc~ .... o1...-""""'D 

Typically, one BDO moves along the checkpoint queue engaging as many individuals as possible 
in a brief verbal exchange while watching for reactions to the presence and engagement of 
security personnel. The. BOO partner. observes reactions to the. presence of security personnel, 
while continuing to observe the entire. area for the. display of behavioral indicators. (i .e., SPOT 
Referral Report Section 2 indicators). BOOs assign points to individuals whose behavior or 
appearance deviates from the established baseline. As shown in Figure 2-2, to be sele t for a 
SPOT referral based on Section 2, an individual must meet a pre-defined tl f (b)(3):49 

points that are accumulated during the observation. A second threshold of (b)(
3

):
49 om s I S 

used to determine whether or not to involve a LEO and is based on the number of points accrued 
and/or the type of indicators displayed. During observation, the BOOs mentally ca lculate the 
point accrual for an individual. For those individuals who are selected for SPOT Referral 
Screening, the BOOs typically make notes about the case and formally document the points and 
other notes in the SPOT Referral database at the end of their shift. The SPOT Referral Report is 
completed only for those individuals who are selected for SPOT Referral Screening. 

10 United States General Accounting Office .. (20 I 0, May). A viarion security.: Efforrs to validare. TSA 's passenger 
screening behavior detection. program undenvay, but opportunities exist to. strengthen. validation and address 
operational challenges (Publication No. GAO- l 0-763) .. Washington, DC: U.S. Govcmment Printing. Office. 
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Figure 2-2: Section 2. Screening Thresholds 

Y•,ftiCIIdethMitlold 

As Figure 2-2 shows, there are three possible outcomes for the SPOT process at the checkpoint. 
F irst, if a traveler exhibits no or few indicators, at a level that is below the SPOT threshold, there 
is no fUither screening and the traveler continues on to his or her destination. This outcome 

accounts for ~b~ut 90% ~f t~·avelers entering checkpoint~ where SPOT is it1!3X~i:: r cond, if 
a traveler exhtbtts some md1cators and reaches a border! me-range score of L )( ) 4 1r he or 
she is selected for SPOT Referral Screening. The BDOs use this secondary screening 
opp01t unity to attempt to resolve the case. If this borderline case cannot be resolved and/or the 
traveler's SPOT score increases (b)(3):49 u.s.c . § 114 a LEO is. ca lled to conduct further screening 
and resolve the case. Finally, if a trave er m me ts observed exhibiting enough indicators to 
exceed a certain SPOT threshold score ~~~)~7!;49 u.s .c . § l the traveler is subjected to SPOT 
Referral Screening and a LEO is automatica lly called in to cond uct further screening to. resolve 
the case. SPOT Referral Screening includes a non-custodial interview with the referred 
individual (often referred to as the Casual Conversation), as well as a ~~b~(n,4.9 u.s .c . l~earch of 
his or her accessible property. At the end of the SPOT Referral Screening, the BDO pair confer 
and confirm the details of the case. 

A LEO is also brought in to conduct additional screening if prohibited items, fraudulent 
documents, or other serious issues are identified during the SPOT Referral Screening. Once 
involved,. the LEO is responsible for. case resolution . . The LEO may determine. that the traveler 
may proceed through the checkpoint and continue to his or her destination, retain the traveler for 
further questioning, and/or arrest the traveler. The final resolution is documented in the SPOT 
Referral Report. 

Note that although SPOT observations may be conducted throughout the airport, the focus of this 
Validation Study is to examine the use of the SPOT Referral Report at the airport checkpoint 
only. At the checkpoint, SPOT o bservations and the corresponding SPOT Referral Report are 
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used from the time a traveler enters the checkpoint line and proceeds through the. magnetometer, 
picks up any belongings or bags, and is subjected to any additional screening, as required. The 
use of the SPOT Referral Report by the BOO ends for this traveler when he or she has completed 
screening and is permitted to leave the sterile area. Recently, the SPOT Program expanded its 
observation area to include. locations beyond the. checkpoint area .. At the time. this study was. 
designed and first implemented, the SPOT Referral Report was used at the checkpoint only. 
Thus, the focus of this analysis was confined to this portion of the SPOT screening process. 

SPOT Indicators 

The Section 2 SPOT indicators are behaviors or behaviorally related appearance factors that have 
been conceptualized as indicators associated with fear of discovery. Because these are 
behaviora lly based, the indicators must be identifiable through observation. Each SPOT 
indicator is listed on the SPOT Referra l Report using a brief descriptive phrase. Although this 
phrase conveys descriptive information about the indicator, it is not intended to convey its full 
operational definition. Instead, just as would be the case with any behavioral rating instrument, 
the label functions as a quick reference cue. for the. BDO. Each indicator on the. POT Referra l 
Re ort is assi ned a value with most values ranging from (b)(3):49 u.s.c. § 114(r) 
(b)(3):49 u.s.c. § 114(r) See. Appendix A for a comp ete set o . m 

BDOs are provided with full definitions of each indicator in SPOT training, and they continue to 
discuss these definitions along with the associated inclusion and exclusion criteria for each 
indicator in ongoing discussions with their supervisors. However, the SPOT Referral Report 
does not contain the full definitions because to include such a volume. of information would 
compromise the utility of the SPOT Referral Report as a checklist/scoring instrument. 
Moreover, formal tra ining on the. current operational definitions of each SPOT indicator includes 
information about the threshold required to assess the presence of that indicator iJ1 a given 
traveler and about how that threshold information is considered in the context of the assessed 
environmental baseline. 

Consider for exam le the indicatod (b)(3):49 u.s.c. § 114(r) I 
1 While. this label, in its descriptive language,. serves as a useful cue 

~=e:-r::nnT"1r.a~n~c:-:::o':':'nv~e~y':':':s"T.:":':e~y aspects of the meaning of the indicator, the label alone would not 
provide suffic ient information to the untrained observer about the indicator's definition and 
application. Rather, an untrained indivjdli!IJ gJi!Z:b1 ask, "How l(b)(3):49 u.s .c . § 114(r) l 
would be required?" or "What kind oAftJJ4f ::;J or "Don 't many travelers exhibit this 
indicator, and if so, how then could it be useful?" Moreover, the label alone seems to describe 
the average " innocuous" traveler rushing through the security process. However, the fu ll 
operational definition provides the complete inc lusion and exclusion criteria necessary for this 
indicator to be marked on the SPOT Referral Report. Thus, an examin ation of the SPOT 
Referral Report labels as a means of attempting to understand the full operational definition and 

11 The BEH designation is a reference to Section 2 indicators on the SPOT Referral Report. 
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application of each indicator is insufficient to understanding indicator meanings. It is important 
to consider this point when reviewing the results section of this report, which includes indicator 
labels only. 
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CHAPTER 3. STUDY OVERVIEW 

This chapter presents an overview of the two studies and their associated datasets, as well as 
definitions of the key outcome variables used in both. We then describe the general approach to 
the statistical analyses, including a discussion of design challenges involved in the quantitative 
evaluation of screening instruments. These design challenges are noted here to provide context 
to the design plan. In Chapters 4 through 7, we provide a more comprehensive description of the 
statistical analysis involved in each of the elements of the study. 

Data Collection Overview 

The three datasets used for this analysis are described in Figure 3- 1. The Operational SPOT 
Referral database includes case infonnation fTom all Operational SPOT referrals during January 
2006 through October 2010. These data were used to examine descriptive statistics and elements 
of criterion-related and construct-related validity. The Base Rate Study dataset includes data 
collected during the field study of randomly selected travelers. These data were used to examine 
descriptives, estimate the base rate, and assess instrument- and item-level criterion-related 
validity. Finally, the Operational SPOT Comparison dataset is a subset of the complete 
Operational SPOT database, but matched to the. time period and airports for the Base Rate Study. 
This third dataset was used to make direct comparisons to the Base Rate Study. As such, it was 
used in examining instrument-level and item-level validity. In addition, we compared the base 
rate estimates from the Base Rate Study with the Operational SPOT Comparison dataset for an 
assessment of differences between Operational SPOT and random screening. 
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Figure 3-1 : Overview of Content and Use of Datasets 

Dataset Name 

Operational SPOT 
Content of Datasets Operational SPOT Base Rate Study Comparison 

OlJanuary 2006--, 01 December 2009- 01 December 2009 -
Dates Covered 31 October 2010 31 October 2010 31 October 2010 

Nlumber of Valid Cases 247,630 71,589 23,265 

Nlumber of Airports 17512 43 43 

Use of Datasets 

Descriptives X X X 

Base Rate Estimation X 

Criterion-Related Validity 

Instrument Level. X X 

Item Level X X X 

Consistency X 

Construct-Related Validity 

Factor Analysis X 

Operational SPOT 

TSA provided the research team with yearly databases of Operational SPOT refenal records 
from all airp01ts where SPOT is in operation. Data since 2006 (when the program was pi loted) 
were made ava ilable for this study. The number of cases per year varied from 25,000 to 99,000 
as a result of program expansion and varying air travel patterns. 13 

The Operational SPOT Referral database contains information for each traveler who was 
selected for screening by SPOT. A traveler might be stopped for a variety of reasons, with the 
most common reason being that the individual's behaviors. produced an observation score oEJ 
l(b)(3):49 land thus exceeded the threshold. As ·· · · · · 
llS C § 

1141• ( (3 · 9 USC § ( so 111 travelers inc lude but are not limited to b) ).4 · · · 114 r) 

Travel 
• SPOT refenal date and time 
• Traveler flight itinerary, refenallocation 

12 Earlier analyses reported a total of 177 airports; however, 2 locations were mislabeled in two cases resulting in 
duplicate listings. Therefore, 175 airports are included in the Operational SPOT database (2006-20 I 0). 
13 For example, the FAA estimated a 7.8% decrease in air travel from 2008 to 2009, and then 2% yearly increases in 
air travel beginning in 20 I 0. Federa l Aviation Administration. (2008). FAA aerospace forecast fiscal years 2008-
2025. Washington, DC: Author. 

Sensitive Security Information (SSI) 16 
W ARNING: THIS RECORD CONTAINS SE ,, · rNFORMATION THAT IS CONTROLLED UNDER 49 C.F.R. I'ARTS 15 AND 1520. NO 

PART OF TillS RECORD MAY BE DISCLOSED TO .PERSONS WITHOUT A " ' '"'" " AS DEFINED IN 49 C.F.R PARTS 15 AND 1520. EXCEPT 
WITH TilE WRITTEN PERMISSION OF TilE ADMINISTRATOR OF THE TRANSPORTATION SECURI ' T JON OR TilE SECRETARY OF 

TRANSPORTATION .. UNAUni ORIZED RELEASE MAY RESULT IN CIVIL PENALTIES OR OniER ACTION .. FOR U.S. GOVER!' ,v,c• '< 
PUBLIC DISCLOSURE GOVERNED BY 5 U.S.C. 552 AND 49 C.F.R. PARTS 15 AND 1520. 



TSA 15-00014 - 004304

Case justification 
• Reason for referral 
• BDOs involved 

Indicators identified 

Sensitive Security Information (SSI) 

• Section 2 (Observation and Behavior Analysis) 
• Section 4 (Signs of Deception) 

Outcomes 
• Section subtotals and total score 
• Prohibited items found, including fraudulent documents 
• Case resolution 
• LEO refenal reason 
• LEO arrest reason 

Each database record a lso includes additional fields that are part of the case information for aU 
SPOT refenals; however, this additional information was not relevant to the cunent analysis. 
These fields are described in Appendix B. This additional information includes a field to enter 
notes about the particular case. 

Note that beginning on 1 March 2009, a new SOP went into effect, resulting in slight changes in 
indicators, scoring, and some. aspects of the SPOT Referral Report. These changes were 
accounted for in the dataset, where necessary. The difference in the SOP did not change the 
instrument or items substantially; thus, we did not expect it to have a significant impact on the 
primary results of this study. Moreover, annual database analyses (reported elsewhere) show 
little change in patterns of referrals or case information occurring prior to versus after the SOP 
changes. The current SOP is included in Appendix I. 

Finally, the database system changed in March 2010 in which certain fields allowed multiple 
response categories, which were not allowed in the previous data entry system. However, the 
information on the SPOT Referral Report did not change. Cases with this change were still able 
to be included in the analyses because these contained all the necessary infonnation for analyses. 
For descriptive analyses that use these fields, results tables include the counts for the option 
"Multiple responses chosen," which reflects this change .. 

Base Rate Study 

The primary goal of the. Base. Rate. Study is to establ ish the base rate of high-risk travelers. in the 
U.S. traveling population . . A precise estimation of the population base rate, with calculations of 
true and false positives and true and false negatives, is integral to establishing the validity of the 
SPOT Referral Report instrument. In addition, data from this study in conjunction with data 
from Operational SPOT datasets allowed an ana lysis of SPOT Referral. Report classification 
accuracy. 

The Base Rate Study design involved BOOs conducting SPOT Program observations using the 
SOP, with one. primary exception. For this study, the. travelers subjected to observation were 
randomly selected from the population, rather than selected on the basis ofBDO observations of 
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SPOT indicators. A full description of the Base Rate Study's design and procedures is presented 
in Appendix C. 

A total of 43 airports participated in the Base Rate Study. Data collection began witll 24 airpo1ts 
in September 2009; 14 one airport was added on 01 March 20 I 0 and an additionall8 were added 
on 16 July 2010. Appendix C lists these airports, with their start dates. 

The database for the Base Rate Study was designed to capture the same information as the 
Operational SPOT database, thereby a llowing direct comparisons between Base Rate Study data 
and Operational SPOT data. That is, the Base Rate Study database is virtually identical to the 
Operational SPOT database, and all fields listed in the section above are also found in the Base 
Rate Study database. One important difference is that the Base Rate Study database contains 
addjtjona! fields that document where jn the cbecknoint Section 2 indicators were obseryed· 

Operational SPOT Comparison Set 

The full Operational SPOT Referral database covers the period January 2006 tlu·ough October 
20 I 0 and includes data from all SPOT Program airports. In contrast, the Base Rate Study covers 
the period December 2009 through October 20 I 0 and includes data from 43 airports. To make 
direct comparisons between Operational SPOT Referral database cases and the Base Rate Study 
cases, we created a third dataset, the Operational SPOT Comparison dataset (see Figure 3-1 ). 
This dataset is a subset of the Operational SPOT Referral dataset with records from the same 
time period and airports that were included in the Base Rate Study. ln this way, differences 
between the Base Rate Study and Operational SPOT Comparison set could be attributed to 
differences in the screening method (i.e., random versus SPOT) and not to different t ime periods 
and locations. 

Outcome Variables. 

The SPOT Referral Report aims to identify high-risk travelers. As defined for this study, a high­
risk traveler is an individual who is knowingly and intentionally attempting to defeat the airport 
security process. 15 Given the data available in the datasets described above, four outcome 
variables were used to represent high-risk travelers: ( I) LEO Arrest; (2) Possession of Serious 
Prohibited/Illegal Items; (3) Possession of Fraudulent Documents (a subset of [2]); and (4) 
Combined Outcome (presence of [1] or [2] or [3]). These are described in detai l in this section 
along with their relative advantages and limitations. 

14 A pilot study was conducted from September through November 2009 usi ng these airports. The primary study 
was conducted from 0 I December 2009 through 31 October 20 I 0. 
15 This operational definition was developed by the external review panel that met in July 20 I 0 to review the study 
design and analysis plan. The definition was then shared with TSA/SPOT management, who confirmed that it 
accurately represented the SPOT Program's goals. 
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LEO Arrest 

The first outcome variable used in this study was LEO Arrest. As the phrase suggests, this 
variable refers to a law enforcement arrest of a traveler made following the referral of that 
individual to a LEO by a BDO. In all datasets, the LEO Arrest variable is an outcome category 
found in the database field labeled "Resolution." Any cases marked as "LEO Arrest" were 
counted as such. 

LEO Arrest is a useful metric because it suggests the seriousness of the referral. However, the 
limitation to this metric is that the outcome of the LEO's involvement is not always immediately 
known. That is, many cases of LEO involvement may not result in immediate arrest, although 
the case may still have been quite serious. For example, the LEO may collect information but let 
the traveler proceed although an arrest occurs later (and is therefore not reported to SPOT); or 
the LEO may not infonn the BDO of the outcome of the case. In addition, the LEO may decide 
to let the traveler proceed to his or her flight even though the individual was in possession of a 
serious prohibited or illegal item, which was confiscated. Finally, in some cases, although a 
LEO is called, he or she may not show up and therefore the traveler is not arrested by default. A 
description of LEO Arrest cases including reasons for. arrest is provided in Chapter 4, where 
descriptive results are presented. 

Possession of Serious Proh ibited/lllegal Items 

The second outcome variable used was Possession of Serious Prohibited/Illegal Items. 
According to the SPOT SOP, prohibited items are defined as " items that cannot be transported in 
accessible property, on an individual's person ... " and include fraudulent documents, weapons, or 
other items that could be used to facilitate or execute a crime or terrorist act. 16

. TSA-prohibited 
items also include a variety of items that may or may not be inadvertently carried by travelers 
(e.g., liquids, gels, and aerosols; smal l knives) and require TSA personnel to make a 
determination about the seriousness of the threat. Illegal items include, for example, drugs and 
weapons that are illegal in the U.S. 

Rather than include all prohibited items, many of which are not particularly serious and, more 
often than not, do not represent a ttue threat, the outcome variable of Possession of Serious 
Prohibited/1/Legal /tems was based on a TSA-provided list of items that are considered serious 
and require additional action during a referral. 17 The items included in this outcome are based on 
TSA 's list of Serious Prohibited Items- that is, items for which the Transportation Security 

16 TSA (2009). See Appendix I. 
17 Tn the interim analyses (AfR, 201 0), the possession of prohibited or illegal items included all documented 
prohibited items, regardless of the seriousness of the transgression. Results of the interim analysis revealed some 
limitations with this outcome in that some of the cases marked as possession of prohibited or illegal items were 
examples of travelers who had prohibited items they did not intend to conceal or use to do harm. For example, a 
traveler may have been found with a pocket knife that he claimed he had forgotten about (i.e., no intention to 
commit hann). This would count as possession of a prohibited/illegal item i.n the SPOT Referral database and 
consequently in the interim analysis. These types of cases likely added error to the measurement of 
prohibited/illegal items as a metric to represent high-risk travelers. 
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Officer (TSO) must notify a Supervisory Transportation Security Officer (STSO), who will then 
notify a Bomb Appraisal Officer (BAO) for explosives or a LEO for all other items or if the 
BAO is not available. See Appendix A for a complete list of the Serious Prohibited!lllega! ltems 
included in thi s outcome, as well as rules for including or excluding certa in cases. 

Possession of Serious Prohibited/Illegal Items was based on two database fields: "Reason for 
Automatic LEO Notification" and "Prohibited Items Found." 18 Reasons for an automatic LEO 
notification that were counted for this outcome were ( l) suspected unlawful drugs or 
paraphernalia; (2) fu·earms, dangerous weapons, hazardous materials, or explosives; (3) 
fraudulent travel documents; (4) purposeful concealment of any prohibited item; and (5) 
prohibited item sun·endered before checkpoint, found during X-ray, or found during bag search. 
In addition, in "Prohibited Items Found," BOOs list a ll prohibited items found during the 
referral, whether surrendered by the traveler or found by a BOO, a TSO, or other TSA security 
personnel. ltems in these database fields that are on the TSA list of Serious Prohibited Items 
(Appendix A) were counted as positive for this outcome. Note that these two fields, "Automatic 
LEO Notification" and "Prohibited Jtems Found," are not mutually exclusive; the respective 
information overlaps to an extent, but not completely. Both fields provided useful information; 
therefore if documentation of serious prohibited/illegal items was recorded in either field, the 
case was determined to be positive fo r this outcome. 

The relative advantage of this outcome metric is that it includes only prohibited and illegal items 
that are serious as defrned by TSA. However, the limitation to this outcome is that some of the 
TSA-defined serious prohibited and illegal items still may not represent a true threat or hostile 
intention. Moreover, not all travelers who were positive for Possession of Serious 
Prohibited/Illegal Items were arrested by a LEO, even though the defmition would suggest that 
an arrest was required. As part of the analysis, the research team did not make judgments about 
the seriousness of any specific case because this would ne ither be possible or appropriate to do 
with retrospective data. Also, the notes associated with each case are non-standardized and 
therefore not usable for systematically determining seriousness. In Chapter 4 of this report, we 
describe the categories of items and information included in this outcome to provide context for 
the validation analyses. 

Fraudulent Documents 

The third outcome variable was Possession of Fraudulent Documents, which is a subset of 
Possession of Serious Prohibited/Illegal Items. The category of fraudulent documents is the 
largest class of prohibited or illegal items found in the SPOT database and thus it is worthwhile 
to study as an independent outcome. In addition, it is unlikely that any traveler would be 
inadvertently carrying such an item. An examination of the databases showed that cases of 
fraudulent documents generally represented cases of false identification, multiple identification 
cards with different names, or one or more credit/bank cards with names that did not match the 
traveler's identification. It does not appear that fraudulent documents included cases of expired 

18 Prior to the 2009 SOP change, 6 database fields were allocated to list the "Prohibited ftems Found." Following the 
2009 SOP change, this was reduced to 4 database fields. 
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identification about which a h·aveler was not aware. Thus, one could expect such travelers to 
have a fear of discovery. Possession of Fraudulent Documents was again based on infonnation 
from the two database fields " Reason for Automatic LEO Notification" and "Prohibited Items 
Found." If fraudulent documents were documented in either fie ld, the cases would be counted as 
pos itive for the outcome. 

The re lative strength of this outcome is that, unlike Possession of Serious Prohibited/Illegal 
Items, Possession of Fraudulent Documents appears to include o nly serious infractions or 
prohibited items. that it is. reasonable to assume were not inadvertently carried by the traveler. In 
addition, it is the largest single category of serious prohibited or illegal items; thus other 
categories that were serious iJ1fractioos could not have been investigated independently because 
the sample size would have been too smal l. It is important to note, however, that this outcome is 
limited by the fact that it is a subset of Possession of Serious Prohibited/Illegal Items and 
therefore caution must be taken to not consider analyses of each outcome as completely 
independent. A more detailed description of the types of documents included in Possession of 
Fraudulent Documents is included in the results in Chapter 4. 

Combined Outcome 

Finally, for the examination of classification accuracy, an additional outcome. of Combined 
Outcome was used. This Combined Outcome variable counted any individual record as a 
positive on this outcome if the record was positive for LEO Arrest, Possession of Serious 
Prohibited/Illegal Items, or Possession of Fraudulent Documents. Thus, this outcome variable is 
the union of the other three outcomes and is coded as a binary outcome (presence or absence) 
just like the other three outcomes. 

Analysis Overview 

As stated earlier, the primary goal of the Validation Study was to examine criterion-related 
validity, including an assessment of the classification accuracy of the SPOT Refenal Report and 
the predictive utility of its individual indicators. We developed a series of analyses, using the 
data from the Base Rate Study and Operational SPOT datasets (see Figure 3-1) to achieve these 
goals. In this section, we briefly review the various analyses conducted for the Validation Study .. 
In Chapters 4 through 7, we present a more detailed methodology of each analysis, in addition to 
the results of the analyses. 

Descriptives 

Chapter 4 reports on descriptive analyses that were conducted for all datasets. These included 
producing frequencies and descriptive statist ics (i.e. , mean/standard deviation [SO], median 
mode) for primary variables in the Operational SPOT, Base Rate, and Operational SPOT 
Comparison datasets. For Operational SPOT, descriptive analyses were conducted on the 
complete dataset ( i.e., cases from January 2006 through October 20 I 0), as well as for each year 
individua lly. For the Base Rate Study and Operational SPOT Comparison sets, descriptive 
analyses were conducted on the full datasets during the time period of the study (December 2009 

Sensitive Security Information (SSI) 21 
ONTAINS SENSITIVE SECURITY INFORMATION THAT IS CONTROLLED UNDER 49 C.F.R. PARTS 15 AND 1520. NO 

PART OF TillS RECORD MAY BE DISCLOSED TO Pt:K~UI'<<> w •v · .. ~ ~ 11££lliED IN 49 C.F.R PARTS 15 AND 1520. EXCEPT 
WITH THE WRITIEN PERMISSION OF TilE ADMINISTRATOR OF THE TRANSPORTATION SECURITY ADMINISTRATION OK l t "'""" " " " 

TRANSPORTATION. UNAUniORIZED RELEASE MAY RESULT IN CIVI L PENALTIES OR OnlER ACTION. FOR U.S. GOVERNMENT AGENCIES, 
PUBLIC DISCLOSURE GOVERNED BY 5 U.S.C. 552AND 49 C.F.R. PARTS 15.AND. 1520. 



TSA 15-00014 - 004309

Sensitive Secw·hy h afol'mation (SSI) 

through October 201 0). The goal of the descriptive analyses was to characterize the data 
avai lable for the Validation Study. 

Given the importance of the outcome variables, we additionally examined the database notes 
fie lds in order to provide a better description of the cases marked as positive for outcomes. 
Specifically, for the Base Rate Study and Operational SPOT Comparison datasets, qualitative 
analyses examined the various reasons for LEO Arrest, the types of Serious Prohibited/Illegal 
Items and Fraudulent Documents, and the relationship between LEO Arrest and Possession of 
Serious Prohibited/lllegal ltems and Fraudulent Documents. 

Establishing the Base Rate 

Chapter 5 reports on population parameters for each of the four outcomes, using the Base Rate 
Study dataset. These four percentages are considered the population base rate, or prevalence, for 
high-risk travelers. Calculation of base rate values for each outcome was required in order to 
construct classification matrices, which are described in Chapter 6. We also examined the 
population base rate of indicator use and the locations where indicators were generally first 
observed. 

Criterion-Related Validity 

The central focus of the Validation Study was to examine the criterion-related validity of the 
SPOT Referral Report. Criterion-related validity refers to the extent to which item and 
instrument scores predict expected outcomes. For this study, analyses that examined criterion­
related validity focused on the ability of SPOT indicator items and selection decisions to 
correctly classify travelers as high risk or not, as defined by the four outcomes. 

At the instrument level, which is reported in Chapter 6, classification mah·ices were constructed 
for the random selections in the Base Rate Study and for the SPOT selection methods in the 
Operational SPOT Compari son dataset. Classification matrices were then evaluated using several 
accuracy metrics, including positive predictive value (PPV), negative predictive value (NPV), 
false positive index (FPI), odds ratio (OR), percent correct (PC), true positive rate (Sensitivity; 
TPR), true negative rate (Specificity; TNR), False Positive Rate (FPR), false negative rate 
(FN R), and area under the curve (A'). These metrics are defined in the Key Terms section above 
as well as in Chapter 6. We included this range ofmetrics to allow a full examination of 
classification accuracy. In addition, a sensitivity analysis was conducted to examine the effects 
of possible over- or under-estimation of base rate values on Operational SPOT classification 
accuracy. 

At the item level, described in Chapter 7, the association between the presence/absence of each 
indicator and the presence/absence of each of the three outcomes (LEO Arrest, Possession of 
Prohibited/Illegal Items, and Possession of Fraudulent Documents) was examined. Significance 
tests were computed for each 2x2 table, or each indicator x outcome pair. Odds ratios were also 
produced for each pair in order to describe the ratio of the odds of a positive outcome among 
those exhibiting a given indicator to the odds of a positive outcome among those not exhibiting a 
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given indicator. These analyses were conducted for the fu ll Operational SPOT dataset, as well as 
for the Base Rate Study and Operational SPOT Comparison datasets. 

Also at the item level, we conducted a set of subgroup analyses to examine the consistency in 
imp lementation of the SPOT Referral Report. Specifically, using the Operational SPOT dataset, 
we examined the extent to which indicators were observed and were related to outcomes across 
various stable setting characteristics (i.e., year, time of year, hub size, airport). While not a 
requirement for criterion-related validity, it is import ant to examine the consistency of 
instrument use, as a measure of generalizabi lity and reliabi lity; both of which are important 
elements to instrument validity. 

Exploratory Factor Analysis 

Construct-related validity refers to the extent to which the instrument adequately measures the 
underlying construct that it purports to measure. G iven limitations ofthe ava ilable data, a 
comprehensive examination of tills aspect of validity was not possible . Nonetheless it was 
worthwhile to begin the examination of the meaning and function of indicators on the SPOT 
RefeJTal Report using the Operational SPOT dataset, with an examination of whether there may 
be some interpretable constructs that might underlie the items in Section 2 of the SPOT Referra l 
Report. These analyses, included as explorat01y and supplemental, are described in detail along 
with the associated resul ts in Appendix E. 

Design Challenges 

Several important challenges were considered in design ing the Validation Study. A lthough these. 
are discussed in detail elsewhere,19 we briefly mention them here because these issues influenced 
the analysis approach. 

F irst, the central analysis in this study is an examination of the SPOT Referral Report's criterion­
related validity. This type of validity refers to the extent to which scores on an instrument 
predict outcomes. In other words, the primary goal of this study is to examine the degree of 
accuracy in the SPOT Referral Report's selection of high-risk travelers. Criterion-related 
validity analyses primarily involved an examination of instrument-level classification accuracy, 
computed from classification matrices. As shown in Figure 3-2, classification matrices are 2x2 
tables that display the relationship between the instrument scores (i.e., above/below threshold) 
and outcomes ( i.e. , high-risk traveler or not). Typically, such matrices are easily calculated 
because all required information is known. However, for many screening instruments, the 
outcomes associated with negative cases, or those not selected by the instrument, are not known 
and must be estimated? 0 This is the primary challenge in validation and is acknowledged to be a 
cha llenge of other screening programs.21 Thus, innovative methods were required for a precise 
calculation of true and false negative rates. The methodology was designed to characterize the 

19 American Institutes for Research. (20 I 0). SPOT validation research overview. Washington, DC: Author. 
20 G rant ( 1974). 
21 National Research Council. (2003). The polygraph and lie detection. Washington, DC: Nationa l Academies Press. 
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negative cases, or those not chosen by the instrument, as accurately as possible. The technical 
details of how we estimated the negative cases with precision are described in Chapter 6. 

Figure 3-2: Classification Matrix 

Outcome: High-Risk Traveler? 

YES NO 

Screening YES 
(A) (B) 

True Positive Count False Positive Count 
Method: 

Exceeds 

Threshold? NO 
(C) (D) 

False Negative Count True Negative Count 

The analysis of classification matrices is also challenging because of the rare event nature of the 
data in the context of the extremely large U.S. traveling population. That is, the SPOT procedure 
identifies a very small proportion ( < 1%) of the traveling population for further screening. This 
represents the positive cases in the classification matrix. The remaining 99+% of the population 
not selected represents the negative cases. This results in highly unbalanced classification 
matrices in terms of screening positive and negative rates and produces seemingly unexpected 
evaluation metrics. Examining raw metrics for the SPOT Referral Report classification matrix in 
isolation is incomplete, and certain metrics alone may suggest poor validity. However, this study 
was designed to compare the classification matrices of the SPOT Referral Report with the 
classification matrices of random screening, a logical alternative if SPOT were not in operation. 
By focusing interpretation on the comparison of metrics across the two paradigms- Operational 
SPOT and Base Rate Study- rather than on either in isolation, a more complete understanding of 
instrument uti lity is possible. Fut1her technical deta ils regarding the evaluation of classification 
matrices and metrics are also described in Chapter 6. 

A second aspect of criterion-related validity is the degree of predictive utility of the individual 
instrument items (i.e., Section 2 indicators). We examined this aspect with an analysis of the 
association between each indicator and each outcome; reporting the odds ratios corresponding to 
each 2x2 matrix described above. Such an analysis describes the extent to which individual 
SPOT indicators predict outcomes. Although this analysis seems straightforward, the low 
frequency of occurrence of the predictors (i.e., indicators), in conjunction with the rare events 
nature of the outcomes, resulted in some limitations in these cakulations. The reason for the low 
base rate of indicators is that the SPOT Referral Report includes a set of 41 indicators in Section 
2. Only a small number of these indicators are needed for an individual to reach the borderline 
threshold that leads to SPOT Referral Screening and many possible combinations of indicators 
could be observed in an individual to lead to Referral Screening. As a result, the absolute 
frequency of occurrence of each indicator in the Operational SPOT database, as well as in the 
Base Rate Study dataset, is generally quite low, primarily below ~fthe positive cases. 
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In the. context of these issues, the Validation Study analyses were designed to address instrument 
validity. Again, it is important to note that these issues are not unique to the SPOT RefetTal 
Report and represent challenges for the quantitative evaluation of many screening programs. 
The analyses designed for this study follow best practice standards fo r examining instrument 
validity for screening programs. 
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CHAPTER 4. DESCRIPTIVE ANALYSES 

This chapter describes the methodology and results for descriptive analyses. We examined the 
full Operational SPOT database, as well as the Base Rate Study and Operational SPOT 
Comparison datasets, in terms of number of referrals, reasons for referrals, case resolution, and 
outcomes. In addition, this chapter reports a qualitative analysis of explanations related to the 
primary outcomes of interest and the associations between arrests and serious prohibited/i llegal 
items, including the subset of fraudulent documents. 

Method 

Descriptive analyses were conducted in order to characterize the data available for the Validation 
Study. Analyses included producing frequencies and descriptive statistics (i.e., mean/standard 
deviation [SD], median mode) for primary variables in the Operational SPOT, Base Rate, and 
Operational SPOT Comparison datasets. For Operational SPOT,. descriptive analyses were 
conducted on the complete dataset as well as for each year. For the Base Rate Study and 
Operational SPOT Comparison sets, descriptive analyses were conducted on the full datasets 
during the time period of the study. 

Given the importance of the outcome variables, we also examined the database notes fields in 
order to provide a better description of the cases marked as positive for outcomes. Specifically, 
for the Base Rate Study and Operational SPOT Comparison datasets, qualitatively analyses 
examined the various reasons for LEO Arrest, the types of Serious Prohibited/Illegal Items and 
Fraudulent Documents, and the relationship between LEO Arrest and Possession of Serious 
Prohibited/Illegal Items and Fraudulent Documents. 

The first section of results presents basic frequency distributions of cases for each dataset (Data 
Source subsection). Then, we present descriptive analyses for the fo llowing categories of the 
SPOT Referral Report: reasons for referrals, case resolution, and study outcomes. Results of 
these descriptive analyses are first presented for the complete Operational SPOT dataset, 
fo llowed by results for the Base Rate Study and the Operational SPOT Comparison datasets. 
The qualitative analyses are reported for the Base Rate Study and Operational SPOT Comparison 
datasets only. As noted throughout the chapter, additional supporting data tables are included in 
Appendix F. 
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Operational SPOT 
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The data used for the Operational. SPOT analysis include 247,630 referrals. that were collected 
from 01 January 2006 through 31 October 2010.22 Table 4-1 provides the number and 
percentage of total. Operational SPOT referrals by year. Appendix Table F-1 provides the same 
information disaggregated by mo·nth and by year. An examination of the data by month reveals 
that Operational SPOT referrals tend to be fair ly consistent across the spring and summer 
months. There is a relative decline in SPOT referrals in the fall and winter months. For 
example, in November through February across all. years,. the percentage of a ll referra ls stays 
below 6.00%. fn March through August across all years, the percentage of referra ls is c lose to or 
above 10.00%. This pattern is not as prominent within each year, but the data trend is in that 
direction. 

Table 4-1: Number of Referrals by Year 

All Years 

Year Referrals Percent 

2006 17,178 6.90% 

2007 39,419 15.90% 

2008 99,912 40.30% 

2009 50,587 20.40% 

2010 40,534 16.40% 

Afl Years 247,630 100.00% 

A total of 175 airports are inc luded in the Operational SPOT data. Appendix Table F-2 presents 
the number of referrals within airports for each year. As these tables show with few exce tions, 

(b)(3):49 As such, the results should be interpreted as descriptive only. 

Base Rate Study 

(b)(3):49 U.S.C. § 114 

The data used fo r the Base Rate Study analysis include 7 1,589 referrals collected across 43 
airports from 0 I December 2009 through 3 1 October 2010. In comparison, the Operational 
SPOT Comparison dataset during the same time period and in the same airports contains 23,265 
referrals. This represents the total sample size for the Operational SPOT Comparison set. 

22 Notes on data: Data from 2006 represent the pilot testing of the program using a limited number of BDOs and 
locations. January and February 2009 data were omitted from this analysis due to the change in SOP beginning on I 
March 2009. It was unclear in the data received from TSA whether database cases in these two months followed the 
old or new SOP requirements. 
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As is evident in Table 4-2, the Base Rate Study data collection was fairly consistent across 
months, unti l July 20 I 0, at which point the number of random referrals increased dramatica lly. 
The July through September increase is due to the addition of ai rports to the study as well as an 
increased data collection effort. Conversely, Operational SPOT Comparison referra ls were much 
more consistent across months, although a smaller scale increase occurred in SPOT referrals 
beginning in July 2010. Otherwise, SPOT referrals in the Operational SPOT Comparison dataset 
were fairly consistent throughout the II months. 

Table 4-2: Number of Referrals by Month 

Base Rate Operational SPOT 

Month of Data Study Comparison 

Collection Frequency Percent Frequency Percent 

December 2009 2,767 3.87% 1,919 8.25% 

January 2010 2,614 3.65% 1,621 6.97% 

February 2010 2,605 3.64% 1,307 5.62% 

March 2010 2,735 3.82% 2,084 8.96% 

April2010 2,516. 3.51% 2,184 9.39% 

May 2010 1,996 2.79% 1,904 8.18% 

June 2010 2,459 3.43% 1,734 7.45% 

July 2010 7,639 10.67% 2,208 9.49% 

August 2010 20,561 28.72% 2,818 12.11% 

September 2010 15,768 22.03% 2,661 11.44% 

October 2010 9,929 13.87% 2,825 12.14% 

Total 71,589 100.00% 23,265 100.00% 

Table 4-3 presents the a irports with the greatest number of referrals in the Base Rate Study. 
Each airport reported at least 2,000 random referrals during the data collection period. A 

I I' f I 43 . d h . [! I . d . A d' T bl F 3 (Iill como ete 1st o t 1e a1morts an t e1r re erra count 1s oresente m .ooen IX a e -
(b)(3):49 U.S.C. § 114(r) I 
(b)(3):49 u.s.c. § 114(r) 1 Not surprisingly, the. a irports with the most referralsgenera lly 
started data coJ iectlOn eat'lter tl1an those airn~rts with the fewest referrals. j(b)(3):49 u.s.c. § 114(r) 

r }(3):49 U.S.C. § 114(r) 

(b)(3):49 U.S.C. § 114(r) 1; see. A~pena 1x. 1 ~O le t -J). A. 

complete hstmg of the 43 an-ports and referrals by month 1s presented m Append1x Tables F-4 
and F-5. 
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Table 4-3: Airports Reporting the Most Referrals 

(b)(3):49 U.S.C. § 114(r) 

Descriptives 

Operational SPOT 

-

Airport 

Base Rate Operational SPOT 
Study Comparison 

Frequency I Percent Frequency I Percent 

(b)(3):49 U.S.C. § 114(r) 

Sensitive Security Information (SSI) 29 
WARNING: HilS RECORD CONTAINS SENS ' INFORMATION THAT IS CONTROLLED UNDER 49 C.F.R. I'ARTS 15 AND 1520. NO 

PART OF TillS RECORD MAY BE DISCLOSED TO .PERSONS WITHOUI ,.. Jl( i OW,"AS. DEFINED IN 49C.F.R PARTS 15 AND 1520, EXCEPT 
WITH THE. WRITIEN PERMISSION OF TilE ADMINISTRATOR OF THE. TRANSPORTATION Stol-UI<l STRATION OR H IE. SECRETARY OF 

TRANSPORTATION. UNAUHIORIZED RELEASE MAY RESULT IN CIVI L PENALTIES. OR OniER ACTION .. FOR U.S. vv ''-'T AGENCIES. 
PUBLIC DISCLOSUR E. GOVERNED. BY5 U.S.C. 552AND.49.C.F.R. PARTS. I 5.AND. 1520. -



TSA 15-00014 - 004317

Seasitiv4l Security Info rma t ion (SSI) 

Table 4-4: Reasons for Referral 

I I All Years I 
R..,.Cftft fl'llf Rafarr.:al I J Darrant J 

(b)(3):49 U.S.C. § 114(r) 

To be subject to a SPOT referral based on indicators, the travele~ ~rt exhibit jndjr tors from 
Section. 2 of the SPOT Referral Report with a cumulative value f b}ry\49 u.s.c. § _. AtH~lJ3l4; .I 
the. traveler is. automatically referred to. a LEO ... Observation of additiona l Section 2 indicators. 
during Casual Conversation can add to. the. traveler's. points, which may also. lead to a LEO 
referraL 

Descriptive statistics for the. Operational SPOT dataset SPOT Referral Report scores. overall. are. 
presented in Table 4-5 .. Descriptive statistics by year are. found in Appendix Table F-7. In 
addition, frequency tables for subtotals and totals. are iJJcluded in Appendix Tables F-8. and F-9, 
respectively ... Subtotal scores. are. computed on the. basis. of the. number of indicators. observed in 
Section 2 . . For b totals across years Appendix Table F-7), scores ranged from 4\~/ · a I 

( ) b sis of number of 
Although the. 

L..to-:t-a 1:-. s-c-o-re-. :-b-ef<::-o-re-. -:-th-e-:. 2::-:0::-:0:":':9-:S~O~--::-P-s-co-r-:-i n- g- ch:-a-n-g-e""". i-nc-:1:-u-:-d-ed":"""":d-ec_e_p-:ti,...o_n_p_o..,..i n-:t-s.-:-(S~e-c .... ti on 4), 23 the. 
average score did not fluctuate very much across years, indicating that the change in SOP did not 
substantively affec t the threshold for referral due to traveler behavior. As shown in Appendix 
Table. F-7 ,. the. average. total scores. ranged from l(~li32:4; . h cross years. and the. median was. 
IE!'or each year. 

As. presented in Appendix Tables. F-8. and F-9 approximately~of initial referrals 
accumulated enough point (b)(3):49 u.s .c . § 114 eferral based on this. 
criterion. Operational SPOT referrals with (b)(3):49 u.s.c. § 114(r) possi,~l ~- :"":'!:~~~~ 
Cha ter 2 travelers. can be referred for reasons other than accumulatin 

23 According to the sop ar the tjme a rr-ferral receive~(b)(3):49 U.S.C. § 114(r) 
l(b)(3):49 U.S.C. § 114(r) . '-------------------' 
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l(b)(3)49 U.S.C. § 114(<) 

Table. 4-5 ~ Descriptive Statistics. for Subtotal. and Total Score. 

All 

Statistic Subtotal I Total 

Mean (b)(3):49 U.S.C. § 114(r) 

Median 

Standard Deviation 

Variance. 

Range 

Minimum 

M aximum 

(b)(3):49 U.S.C. § 114(r) 

Table 4-6: Most Common SPOT Indicators in Operational SPOT 
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(b)(3):49 U.S.C. § 114(r) 

(b)(3):49 U.S.C. § 114(r) The frequency counts of indicators observed by year are found in 
Appendix Table F- 1 0. 

Table 4-7:. Least Common. SPOT Indicators. in. Operational SPOT 

I I I I I I I 
(b)(3 ):49 U.S.C. § 114(r) 

Note: A "yes" in. the column "All. Years" means. that the indicator was. among the least. common when. the. entire dataset was. 
considered. 

Case Resolution 
Automatic LEO Not~fzcation. Table 4-8 presents the relative frequencies of the reasons for 
automatic LEO notification. Results are presented by year in Appendix Table F -11. Across 
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Table 4-8 ~ Reasons. for Automatic LEO. Notification 

All Years 
A, -~•· . LEO ·~ ~: .............. ~ I Percent 

(b)(3):49 U.S.C. § 114(r) 

24 The small discrepancy between percentage of cases that required LEO involvement and percentage of cases tbat 
required an automatic LEO notification is due to reporting inconsistencies. 

r )(3) 49 u.s.c. § 114(') 
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I . .. l!:n 

I All Years I 
I !:ra•uoanr~ I Darran• I 

(b)(3) :49 U.S.C. § 114(r) 

The frequencies for each type. of SPOT Referral Screen in resolution 
. . ~) 

(b)(3):49 U.S.C. § 114(r) 

most common type. of resolution;. overall, over 90% of all referrals were. resolved by TSA ... Given 
the implications of identifying potential threats, the SPOT Program applies a conservative 
approach in which it is more acceptable to err on the side of referring people who are not high­
risk travelers (false positives) than to. err on the. side. of missing travelers. who may have. been. 
high risk (false negatives). Thus,. the. SPOT Program, as a. screening program, expects to select 
far more travelers for further screening than are actual aviation risks .. 

Table 4-9: Referral Resolution 

All Years 

Resolution Frequency Percent 

TSA Resolved. 226,280 91.38% 

LEO Involved 21,123 8.53% 

Denied Boarding by Carrier. 219. 0.09% 

Missing 8. 0.00% 

Total Cases. Screened 247,630 100.00% 

LEO referrals represent approximately 7% to I 0% of the total referrals across all years 
(Appendix Table F - 12). When a LEO call is made, the outcome is noted on the SPOT Referral 
Report. . Possible. outcomes. include. ( 1) LEO responded but did not question (the traveler), (2) 
LEO questioned and released (the traveler), (3} LEO questioned and arrested (the traveler), (4) 
LEO referred (the traveler) for investigation, and (5) LEO did not respond. The least frequent 
resolution category for a referred traveler was. "denied boarding by carrier." In these. cases,. the. 
traveler. was. cleared by the. BDO and/or. LEO; however,. an airline. representative. present at the. 
checkpoint used his or her discretion to refuse boarding due to information obtained at the. 
screening (e.g., traveler is intoxicated). Across a ll years, this category was documented in less 
than 0.1% of the. referrals ... 
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Outcomes 
Regarding outcomes centra l to the Validation Study, only 3.05% of cases were identified as 
meeting criteria for at least one. outcome. of interest (Combined Outcome). A total. of 2.61% cases. 
were identified in Possession of Serious Prohibited/Illegal Items, 2.16% in Possession of 
Fraudulent Documents, and only 0.71% of cases resulted in LEO Arrest. Frequency of outcomes 
by year is shown in Table 4- 10. 

Table 4-10: Frequencies of Validity Study SPOT Outcomes 

2006. 2007 2008 2009 2010 All Years 

Freq- Freq- Freq- Freq- Freq- Freq-

Outcome uency " uency " uency " uency " uency " uency 

LEO. Arrest 98. 0.57% 219. 0.56% 850 0.85% 343 0.68% 244 0.60% 1,754 
Serious. 
Prohibited/ 
Illegal Items 788. 4.59% 1,366. 3.47% 3,371 3.37% 753 1.49% 174 0.43% 6,452. 

Fraudulent 
Documents_ 722 4.20% 1,199. 3.04% 2,903 2.91% 455. 0.90% 64 0.16% 5,343 

Combined 
Outcome 840 4.89% 1474 3.74% 3851 3.85% 984 1.95% 396. 0.98% 7,545. 

As described earlier, the outcome Serious Prohibited/Illegal Items is based on information from 
two categories in the. SPOT Referral Report: .. "Reason for Automatic. LEO Notification" and 
"Prohibited Items Found." Each of these fields has notations for the general class ofTSA 
prohibited/illegal items. Note that these two fie lds are not mutually exclusive; the respective 
information overlaps to an extent, but not completely. Also, each of the fields have some 
missing data, thus whichever information was. present was used to score each case for the. 
presence or absence of this outcome. The descriptive analyses results presented here are limited 
by some degree due to the recording of these data. 

To. calculate the outcome of Serious Prohibited/Illegal Items, we established certain rules,. based 
on TSA's list of serious prohibited and illegal items (see Appendix A) in order to exclude 
prohibited items. that were not listed as serious . . Table. 4-11 lists the frequencies for Serious 
Prohibited/Illegal Items by categories of Automatic. LEO Notification . . Of Serious 
Prohibited/Illegal Items noted in the "Automatic LEO Notification" field, the most common type. 
in Operational SPOT was Travel Documents (58.33%). While the cases of Serious 
Prohibited/lllegal l tems documented in the "Automatic LEO Notification" field represent nea rly 
all. the positive cases for this outcome (94.22%), an additional 373 cases (5. 78%) that were 
positive for this outcome were noted in the "Prohibited Items Found" database fie ld, with 
specific serious prohibited/illegal items listed. 
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Table 4-11 : Summary of Sources for Serious Prohibited/Illegal Items 

All Years 
Percent of 

Serious 
Percent of Prohibited/ 
Auto LEO Illegal 

Frequency Total Items 

Travel documents 5,316 58.33% 

Automatic Suspected unlawfu l drugs discovered 550 33.33% 

LEO Firearm, dangerous weapon, 
Notification hazardous material, or explosive 
Categories discovered 213 6.67% 

Tot al Serious Prohibited/Illegal items 
recorded in "Automatic LEO 
Notification" 6,079 100.00% 94.22% 
Serious Prohibited/Ill egal Items 
recorded in "Prohibited Items Found," 
not "Aut omatic LEO Notification" 373 5.78% 

Totals Total 6,452 100.00% 

Of the total 6,452 cases of Possession of Serious Prohibited/Illegal Items in the Operational 
SPOT database,. infonnation about the specific items found is available for only 608 of the. items. 
Given that 373 cases had information in the "Prohibited Items Found" (Table 4-11), this 
indicates that many additional cases had information in both this field and the "Automatic LEO 
Notification" fie ld (recall that these two database fields are neither mutually exclusive nor 
necessarily complete). Note, too, that more than one prohibited item can be found in any given 
referral. For Operational SPOT, these 608 serious prohibited/illegal items represent 9.42% of all 
cases of serious prohibited/illegal items. Table 4-12 presents the complete list of serious 
prohibited items, sorted by frequency (for a complete list of these items and frequencies by year, 
see Appendix F-1 3). The most common category of serious prohibited/illegal items was 
narcotics, which represented 39.80% of all serious prohibited/illegal items and 0.10% of the total 
database. cases. Ammunition was the next most frequent with 19.57% of items, representing 
0.05% of total database cases. 
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Table 4-12: Serious Prohibited/Illegal Items 

(b)(3):49 U .S.C. § 114(r) 

l(b)(3):49 u.s.c. § 114 I With these limitations, Table 4-13 presents the most commonly found 
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prohibited items (i.e., representing 1% or more of all the prohibited items in the dataset). A 
complete list of prohibited items by year is presented in Appendix Table F-14. The most 
common category of prohibited items was liquids, gels, or aerosols ( 4.61% of database. cases, 
52.2 1% of the prohibited items). Next most frequently noted were knives of any length (2.36% 
cases, 26.70% of prohibited items). The third most frequently noted prohibited item was lighters 
(0. 90% of cases, I 0.19% of prohibited items). These were the three most frequently noted 
prohibited items throughout the years. 

Table 4-13: Most Common Prohibited Items Listed in Operational SPOT Dataset 

All Years 

Percent of Items Percent of 
From Total 

"Prohibited Database 
Items Frequency Items Found" cases 

Liquids/Gels/ Aerosols 11,422 52.21% 4.61% 

Knives of any length 5,842 26.70% 2.36% 

Lighter 2,230 10.19% 0.90% 

Razor-type blades such as box cutter 468 2.14% 0.19% 

Pepper spray 280 1.28% 0.11% 

Tools, including wrenches and pliers 256 1.17% 0.10% 

Narcotics 242 1.11% 0.10% 

Base Rate Study 

SPOT Referral Screening 

Table 4-14 shows the reasons for referral for cases in the Base Rate Study and the Operational 
SPOT Comparison set. Because. individua ls in the Base Rate Study were randomly selected, on 
the SPO . " . . 
Stud ." (b)(3):49 U.S.C. § 114(r) 

reasons. 

Of pa1ticular interest are the frequencies of reasons for referra l for the Operational SPOT 
Comparison set. The percentage of cases referred for each category is similar to that in the 
overall Operational SPOT dataset, indicating consistency between this subset and the full dataset 
There were slightly more cases reported to have surrendered prohibited items (before 
checkpoint) in the Operational SPOT Comparison set (5. 1 0%) than in the Operational SPOT 
dataset as a whole (2.86%; see Table 4-4). 
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Table 4-14: Reasons for Referral 

Base Rate Operational SPOT 
Study Comparison 

Reason for Referral Frequency I Percent Frequency I Percent 
(b)(3) :49 U.S.C. § 114(r) 

Descriptive statistics for the SPOT referral scores from the Base Rate Study and the Operational 
SPOT Comparison dataset are presented in Table 4-15?6 Frequencies are included in Appendix 
Tables F-15 and F-16. Scores for the Base Rate Study are relatively low, as expected because 
the travelers were referred at random rather than on the basis of observed ind icators. -~· 
(b)(3):49 U.S.C. § 114(r) 

Table 4-15: Descriptive Statistics for Subtotal and Total Scores 

Base Rate Operational SPOT 
Study Comparison 

Statistic Subtotal I Total Subtotal I Total 

Mean 
(b)(3):49 U.S.C. § 114(r) 

Median 

Standard Deviation 

Variance 

Range 

Minimum 

Maximum 

26 Subtotal and total scores can be negative values because there arc certain Section 2 indicators that have negative 
point values. 
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(b)(3}:49 U.S.C. § 114(r) 

Table 4-16: Most Common SPOT Indicators in Base Rate Study and Operational SPOT 
Comparison Dataset 

Operational 
Base Rate SPOT 

u ...... .... c ... .t .. 
(b)(3):49 U.S.C. § 114(r) 
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(b)(3):49 U.S.C. § 114(r) 

'::(b:=)=:=(
3
=:=):"'!

49
::::=u==.==s !=.c=. §= 11=

4
=(r)===l The frequency counts of indicators observed are found in Appendix 

Table F-17. 

Table 4-17: Least Common SPOT Indicators in Base Rate Study and Operational SPOT 
Comparison Dataset 

I I Operational SPOT I 
(b)(3):49 U.S.C. § 114(r) 
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.... ct I I Operational SPOT I 
R2c• R2t• C:toutu 

(b)(3):49 U.S.C. § 114(r) 

Case Resolution 

Automatic LEO Notijl.cation. tr+:'+.!:':'~~~~~~ ...... '"'""' .............. ""'""' ............................................................ ~ 

Table 4-18: Reasons for Automatic LEO Notification 

A, :LEO 
(b)(3):49 U.S.C. § 114(r) 

Base Rate 
Study 

I Pll!rtll!nt 

Operational SPOT 
Comparison 

I Pll!rtll!nt 
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Base Rate Operational SPOT 
Study Comparison 

Automatic LEO Notification Freauencv I Percent Freauencv I Percent 
(b)(3):49 U.S.C. § 114(r) 

SPOT Referral Resolution. The frequencies for each type of SPOT Referral Screening resolution 
are presented in Table 4-19. Recall that TSA resolution indicates that the BOO made a 
determination through casual conversation that the traveler was clear to enter the steri le area (i.e., 
proceed to his or her destination).. Nearly I 00% of the Base Rate referra ls fal l into this category. 
This is also the most conunon type of resolution in the Operational SPOT Comparison dataset, 
with over 92% of referrals resolved by TSA ... Again, the Operational SPOT Comparison dataset 
closely matches the full Operational SPOT dataset results. 

Table 4-19: Referral Resolution 

Base Rate Operational SPOT 
Study Comparison 

Resolution Frequency Percent Frequency Percent 

TSA Resolved 71,296 99.59% 21,485 92.35% 

LEO Involved 293 0.41% 1,761 7.57% 

Denied Boarding by Carrier 0 0.00% 16 0.07% 

Valid Total 71,589 100.00% 23,262 99.99% 

M issing 0 0.00% 3 0.01% 

Dataset Total 71,589 100.00% 23,265 100.00% 

Outcomes 
Cases involving any of the three primary outcomes for this study, LEO Arrest, Serious 
Prohibited/Illegal items, and Fraudulent Documents, are rare. As shown in Table 4-20, only 90 
cases (0.13%) in the Base Rate Study contain any of the primary outcomes of interest. LEO 
Arrest occurs in just 0.01% of all Base Rate Study cases, Possession of Serious 
Prohibited/lllegal ltems occurs in 0.13%, and Possession of Fraudulent Documents in 0.05% of 
all Base Rate Study cases. While these outcomes occur relatively more frequently in the 
Operational SPOT Comparison dataset, as would be expected, still only 1.15% of all cases 
inc lude any of the three outcomes of interest (i.e., Combined Outcome). LEO Arrest occurs in 
0.65% of all Operational SPOT Comparison cases. Only 0.5 8% of all cases include the 
Possession of Serious Prohibited/Illegal items, and even fewer referral cases involved the 
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Possession of Fraudulent Docurrr.ents (0.20%). In the next sections, we discuss the outcomes in 
greater detail and include descriptions of the types of arrests and serious prohibited/illegal items 
found, including fraudulent documents. 

Table 4-20: Validation Study Outcomes 

Base Rate Operat ional SPOT 

Study Comparison 

Outcome Frequency Percent Frequency Percent 

LEO Arrest 9 0.01% 151 0.65% 

Possession of Serious Prohibited/Illegal Items 90 0.13% 135 0.58% 

Possession of Fraudulent Documents 35 0.05% 47 0.20% 

Combined Outcome 90 0.13% 268 1.15% 

Serious Prohibited/ Illegal Items 
Cases are positive for Possession of Serious Prohibited/lllegalltems if the traveler is found with 
any of the TSA-defined serious prohibited items or if the case is listed as an automatic LEO 
notification for any of the following reasons: ( I) suspected unlawful drugs or paraphernalia; (2) 
firearms, dangerous weapons, hazardous materials, or explosives; (3) or fraudulent travel 
documents (see Appendix A for further details and definition). Table 4-2 1 lists the frequencies 
for Serious Prohibited/Illegal i tems by categories of Automatic LEO Notification. Of Serious 
Prohibited/Illegal Items noted in the "Automatic LEO Notification" field, the most common type 
was Travel Documents for both the Base Rate Study and Operational SPOT Comparison. The 
cases of Serious Prohibited/Illegal items documented in the "Automatic LEO Notification" field 
represent about two-thirds of the cases of Serious Prohibited/Illegal items, with the additional 
one-third of cases that were positive for this outcome noted in the "Prohibited Items Found" 
database field, with specific serious prohibited/illegal items listed. 
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Table 4-21: Summary of Sources for Serious Prohibited/Illegal Items 

Base Rate Study Operational SPOT Comparison 
Percent of Percent of 

Total Total 
Percent Serious Percent Serious 
of Auto. Prohibited of Auto Prohibited 

LEO / Illegal LEO /Illegal 
Frequency Total Items Frequency Total Items 

Travel 

documents 35 59.32% 47 56.63% 

Suspected 
unlawful drugs 
discovered 20 33.90% 30 36.14% 
Firearm, 
dangerous 

weapon, 
Automatic hazardous 
LEO material, or 
Notification explosive 
Categories discovered 4 6.78% 6 7.23% 

Total Serious 

Prohibited/ 

Illegal Items 

recorded in 

Automatic LEO 100.00 
Notification 59. 100.00% 65.56% 83 % 61.48% 

Serious 

Prohibited/ 

Illegal Items 

recorded 
elsewhere on 

Referral Report 31 34.44% 52 38.52% 

Totals Toto/ 90 100.00%. 135 100.00% 

Of the positive cases for Possession of Serious Prohibited/Illegal Items in each database, 
information was available about the specific items found for 48 and 26 of cases in the Base Rate 
Study and Operational SPOT, respectively. Table 4-22 presents a list of all the serious 
prohibited/illegal items found in the. Base Rate. Study and the Operational SPOT Comparison 
dataset sorted in descending order by frequency of item. The most common category of serious 
prohibited/ illegal items in the Base Rate Study was ammunition with 37.50% of items. Narcotics 
was the next most frequent with 1.6.67% of the items. These were the two most frequently used 
categories in the Operational SPOT Comparison dataset as well, although the category of 
narcotics (46. 15%) was more frequent than ammunition (15.38%). The results closely resemble 
the Operational SPOT results. 
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Table 4-22: Serious Prohibited Items for Base Rate Study and Operational SPOT 
Comparison Dataset 

(b)(3)49 USC. § 11 4(r) 
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As noted above, Possession of Serious Prohibited/illegal i tems represents a subset of the cases 
found in possession of the larger class ofTSA-prohibited items. A total of 1,532 prohibited 
items were identified among the 71 ,589 travelers screened in the. Base Rate Study, and 572 
prohibited items were found among the 23,265 travelers screened in the Operational SPOT 
Comparison set.27 Table 4-23 presents a list of the most commonly found items, as defined by 
those categories that represent 1% or more of all the prohibited items, for the Base Rate Study 
and the Operational SPOT Comparison dataset. A complete list of all noted prohibited items is 
found in Appendix Table F-18. The most common category of prohibited items in the Base Rate 
data was liquids, gels, or aerosols, with knives being the next most frequent category. These 
were the two most frequent categories in the Operational SPOT Comparison dataset as well, 
although knives were found more frequently than were liquids, gels, or aerosols. The results 
closely resemble the Operational SPOT Comparison dataset. As shown below, of the five most 
common prohibited items listed in the Base Rate Study and Operational SPOT Comparison, only 
one category, ammunition, is a serious prohibited/illegal item. 

Table 4-23: Most Common Prohibited Items Listed in Base Rate Study and Operational 
SPOT Comparison Dataset 

Base Rate Study Operational SPOT Comparison 
Percent of Percent of Percent of Percent of 
Items From Total Items From Total 
"Prohibited Dat abase "Prohibited Database 

Prohibited Items Frequency It ems Found" Cases Fr equency Items Found" Cases 

Liquids/ gels/aerosols 1,185 77.35% 1.66% 228 39.86% 0.98% 

Knives of any length 196 12.79% 0.27% 265 46.33% 1.14% 

Razor-type blades such 
as box cutter 22 1.44% 0.03% 16 2.80% 0 . .07% 

Pepper spray 21 1.37% 0.03% 13 2.27% 0.06% 

Ammunition 18 1.17% 0.03% 4 0.70% 0.02% 

Table 4-24 displays the association between Possession of Serious Prohibited/1/lega/ l tems and 
LEO Arrest. ln the Base Rate Study, of the 90 positive cases for Possession of Serious 
Prohibited/lllegal ltems, 9 (10.00%) were cases of LEO Arrest. This finding also indicates that 
all cases of LEO Arrest in the Base Rate Study were associated with Possession of Serious 
Prohibited/lllegal l tems. In contrast, for the Operational SPOT Comparison datasetset, of the 
135 cases of Serious Prohibited/Illegal i tems, 18 (13.33%) were cases of LEO Arrest; thus, a 
majority of cases of Possession of Serious Prohibited/illegal i tems did not occur in conjunction 
with LEO Arrest. 

27 Again, note that more than one prohibited item may. be. found and recorded for. any given case. 
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Table 4-24: Serious Prohibited/Illegal Items by LEO Arrest 

Base Rate Study Operational SPOT Comparison 

Arrest Arrest 

Serious No Yes No Yes 

Prohibited/ Freq- Freq- Freq- Freq-
lllesalltems uency Percent uency Percent Total uency Percent uency Percent 

No 71,499 100.00% 0 0.00% 71,499 22,997 99.42% 133 0.58% 

Yes 81 90.00% 9 10.00% 90 117 86.67% 18 13.33% 

Total 71,580 99.99% 9 0.01% 71,589 23,114 99.35% 151 

Fraudulent Documents 

As described in Chapter 3, Possession of Fraudulent Documents is a subset of the outcome 
Possession. of Serious Prohibited/Illegal Items. Fraudulent documents warrant an automatic 
LEO notification and are noted in either "Prohibited Items Found" or in "Automatic LEO 
Notification." 

0.65% 

We conducted a qualitative ana lysis of the database notes to examine the types of fraudulent 
documents found in the Base Rate Study and the Operational SPOT Comparison dataset. . Resu lts. 
are shown in Table 4-25. The most common category of fraudulent documents found in both the 
Base Rate Study and the Operationa l SPOT Comparison was fraudulent lD (e.g., fraudulent 
dri ver's license), representing 48.57% and 44.68% of fraudulent documents, respectively. 
Possessing a credit card not in the passenger' s name was the second most frequent,. with 11.43% 
of fraudulent documents in the Base Rate Study and 2.13% in the Operational SPOT Comparison 
dataset. lt is important to note tha t these frequenc ies are based on notes available in each 
database; there is a great dea l of missing information in both the Base Rate Study and 
Operational SPOT datasets. 

Table 4-25: Most Common Fraudulent Documents Listed in Base Rate and Operational 
SIPOT Comparison Dataset 

Base Rate Study Operational SPOT Comparison 

Percent Percent Percent Percent 
Fraudulent Documents Frequency of Items of Cases Frequency of Items of cases 

Fraudulent ID 17 48.57% 0.02% 21 44.68% 0.09% 

Credit card not in passenger's name 4 11.43% 0.01% 1 2.13% 0.00% 

Expired ID 1 2.86% 0.00% 1 2.13% 0.00% 

Possession of unauthorized personal 
inf ormat ion not belonging to passenger 1 2.86% 0.00% 0 0.00% 0.00% 

No information 12 34.29% 0.02% 24 51.06% 0.10% 

Total 35 100.00% 0.05% 47 100.00% 0.20% 
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Table 4-26 presents the association between Possession of Fraudulent Documents and LEO 
Arrest. In the Base Rate Study, of the 35 cases that included Possession of Fraudulent 
Documents, 11.43% included the outcome LEO Arrest. In the Operational SPOT Comparison 
dataset, of the 47 cases of Possession of Fraudulent Documents, 4.26% included LEO Arrest. 
This indicates that for both datasets, the majority of cases with Possession of Fraudulent 
Documents were not associated with LEO Arrest. 

Table 4-26: Fraudulent Documents by LEO Arrest 

Base Rate Study Operational SPOT Comparison 

Arrest Arrest 

No Yes No Yes 

Fraudulent Freq- Freq- Freq- Freq-
Documents uency Percent uency Percent Total uency Percent uency Percent 

No 71,549 99.99% 5 0.01% 71,554 23,069 99.36% 149 0.64% 

Yes 31 88.57% 4 11.43% 35 45 95.74% 2 4.26% 

Total 71,580 99.99% 9 0.01% 71,589 23,114 99.35% 151 0.65% 

LEO Arrests 

As described above, LEO Arrests are rare, occurring in only 0.01% of Base Rate Study and 
0.65% of Operational SPOT Comparison cases. As noted in the sections above, only 10% of all 
cases of Possession of Serious Prohibited/Illegal Items in the Base Rate Study and 13.33% in the 
Operational SPOT Comparison dataset result in LEO Arrest (see Tables 4-24 and 4-26). 
Similarly, only 11.43% of the Base Rate cases of Possession of Fraudulent Documents and 
4.26% of the Operational SPOT Comparison dataset resulted in LEO Arrest. We were interested 
in examining the databases to gain a better understand ing of why all cases of Possession of 
Serious Prohibitedlll/egalltems and Possession of Fraudulent Documents were not associated 
with LEO Arrest. That is, given the serious nature of these two outcomes, one might expect all 
to result in an arrest. 

Therefore, we conducted a qualitative analysis of the databases to better understand the 
association between cases of fraudulent documents and other serious prohibited/illegal items and 
LEO arrest. Specifically, the text fields "Reason for Anest" and "LEO Resolution Notes" were 
examined. It is important to note that while these fields provide additional information about the 
referral and its. resolution, "LEO Resolution Notes" is a non-standardized, open-ended text field. 
In accordance with the SPOT Program's SOP, it is left up to the discretion of the BOO entering 
case data what, if any, information is provided in either the "Reason for Arrest" or the "LEO 
Resolution Notes" field. Great variability was found in terms of both content and inclusiveness 
of the information in the Base Rate Study and SPOT Operational Comparison datasets. 
Specifically, ofthe 90 cases of Possession of Serious Prohibited/Illegal Items in the Base Rate 
Study, an outcome that warrants an automatic LEO notification, 31.1 1% of the fields were 
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missing LEO resolution information. In the Operational SPOT Comparison dataset, of the 135 
cases of Possession ofSerious Prohibited/Illegal Items, 20.74% were missing infotmation. Thus 
while the following analysis is informative in understanding why cases may or may not have led 
to an arrest, the completeness of information is limited across datasets. 

In the Base Rate Study, of the 35 cases of Possession of Fraudulent Documents, 4 included LEO 
Arrest (see Table 4-26). All 4 cases stated the reason for anest was "fraudulent documents." 
Accord ing to the "LEO Resolution Notes," ha lf of these cases involved checking the National. 
Cr1me Information Center (NCJC) and verifying that warrants were out for the passengers' 
a nests. Of the 90 cases of Possession of Serious Prohibited/Illegal Items, 9 included LEO Arrest 
(see Table 4-24). l n these cases, " LEO Resolution Notes" indicated that a majority of these were 
arrested due to the possession of a controlled substance. Other commonly cited reasons included 
positive check for wanants in the NCIC. None of the LEO Arrest. cases in the Base Rate Study 
documented descriptions of passenger behavior or demeanor towards LEO; thus we cannot make 
any statements about whether or not these arrests were due to an individual's demeanor. 

Similarly, in the Operational SPOT Comparison dataset, 2 of the 47 cases of Possession of 
Fraudulent Documents were associated with LEO Arrest. The reason for arrest given in one case 
was fraudulent documents; no reason for arrest was given for the other case. Documentation in 
"LEO Resolution Notes" stated that I of these cases included a positive NCIC for fraudulent 
documents and 1 cited verification of fraudulent documentation through passenger questioning. 
Of the 235 cases of Possession of Serious Prohibited/Illegal Items, 18 involved LEO Arrest. 
According to the infonnation provided in "LEO Resolution Notes," a majority of these arrests 
were made for possession of a controlled substance. As in the Base Rate Study, another 
frequently cited reason included positive check for wanants in the NCIC. Again, none of the 
LEO Arrest cases in the Operational SPOT Comparison dataset documented passenger behavior 
or demeanor toward LEOs. 

As shown in Tables 4-24 and 4-26, most cases of Possession of Serious Prohibited/Illegal i tems 
and Possession of Fraudulent Documents in both the Base Rate and SPOT Operational 
Comparison dataset did not result in LEO Arrest. In these cases, many of the LEO Resolution 
Notes stated that "NCIC ran with negative results." For the outcome Possession of Fraudulent 
Documents, the second most common "LEO Resolution Notes" text cited LEO confiscation of 
fraudulent identification and subsequent release. With regard to Possession of Serious 
Prohibited/Illegal Items, another common description in the Base Rate and SPOT Operational 
Comparison dataset field "LEO Resolution Notes" was LEO notification due to suspected 
unlawfu l drugs/paraphernalia but the referral outcome was documented as (1) making the 
determination that the substance was not an illegal narcotic, (2) confiscation of the substance, (3) 
ticketing of passenger for carrying a small amount of an illegal substance, or (4) making the 
determination that the substance was for valid medical use. Table 4-27 summarizes the most 
common categories of explanations for cases with Possession of Prohibited/Illegal Items and 
Possession of Fraudulent Documents in relation to the outcome of LEO Arrest. 
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Table 4-27: Most Commonly Noted Descriptions in Relation to Outcome LEO Arrest 

Possession of Serious Possession of Fraudulent 
Outcome Prohiblted/ lllesalltems. Documents 

Possession of controlled substance, 
Positive. NCIC for outstanding Positive. NCIC for 

LEO Arrest warrants outstanding warrants 

Confiscation of controlled 
substance, Possession of small 

amount of controlled substance, Negative. NCIC for. 
Negative NCIC for outstanding outstanding warrants, 

Base Rate Study No LEO Arrest warrants Confiscation and release 

Positive NCIC for 
Possession of controlled substance, outstanding warrants, 
Positive NCIC for outstanding Questioned passenger and 

LEO Arrest warrants verified 

Confiscation of controlled 

substance, Possession of small 
amount of controlled substance, Negative NCIC for 

Operational SPOT Negative NCIC for outstanding outstanding warrants, 
Comparison No LEO Arrest warrants Confiscation and release 

These qualitative resu lts should be interpreted with caution because, as noted above, the "LEO 
Resolution Notes" is not standardized nor required for referrals. Particularly in the case of 
Possession of Serious Prohibitedllllegalltems, many cases did not contain any resolution 
infonnation. Thus, the data cannot explain the difference between cases where the possession of 
a controlled substance resulted in LEO Arrest as opposed to cases where it did not. Moreover, 
the data provide no information about the role that passenger demeanor played in whether any 
case resulted in arrest. In subsequent analyses, no detenninations were made regarding the 
"seriousness" of a positive outcome. If a TSA-defined serious prohibited/illegal item was in the 
Base Rate Study or SPOT Operational data, the case was included whether or not the case 
included LEO Arrest. 

Summary 

This chapter presented an overview of the datasets used in the Validation Study. We conducted 
descriptives analyses of the Operational SPOT, Base Rate Study, and Operational SPOT 
Comparison datasets to provide a1 comprehensive picture of each. In addition, we reported on a 
qualitative analysis of the case notes associated with the outcomes of LEO Arrest, Possession of 
Prohibited//llegal ltems, and Possession of Fraudulent Documents, given the importance of the 
outcome variables to the validity analyses. 

This chapter provided detailed findings regarding database descriptives and some particularly 
noteworthy points are worth reiterating. First, as would be expected, the average scores for 
referrals in the Operational SPOT database full dataset and comparison) tends to be in the range 
for a referral to SPOT Referra l Screening (b)(3):49 , while th v r . r sf, r r n mly 
selected cases in the Base Rate Study are substantially lower. (b)(3):49 u.s.c. § 114(r) 
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(b)(3):49 U.S.C. § 114(r) 

Regarding case reso lution, approximately 11% of the Operationa l SPOT Comparison cases. 
involved automatic LEO notifications, whereas less than 1% of the Base Rate cases resulted in 
automatic LEO notifications. In both cases, the primary reason for automatic LEO notification 
was due to false travel documents . 

(b)(3):49 U.S.C. § 114(r) 

(b)(3):49 u.s.c. § 114(r) In the complete Operational SPOT dataset, 
3.05% of cases were positive for this outcome. In all datasets,. LEO Arrest was the least frequent 
outcome. Interestingly, not all cases of Possession of Prohibited/Illegal Items or Possession of 
Fraudulent resulted in LEO Arrest, as one might expect. The frequencies of outcomes in the 
Base Rate Study and Operational SPOT Comparison datasets are described in greater detail in 
the next chapter. 

The qualitative analysis revealed a variety of reasons for LEO Arrest occurring or not in the 
presence of the other two outcomes, as documented in the "Reason for Arrest" and "LEO 
Resolution Notes" text fields. Most commonly, a discriminating factor for whether or not an 
arrest occurred was. the. outcome. of an NCIC check on the individual traveler. Another common 
reason for arrest was possession of a controlled substance; however, in many cases the 
contraband was confiscated and the traveler was not arrested. There was no indication in the 
database notes about travelers ' attitudes and interactions with BDOs or LEOs; thus, the analysis 
did not reveal whether. or. not any of the cases of LEO Arrest were due. to demeanor. 
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CHAPTER 5. ESTABLISHING THE BASE RATE 

This chapter describes the methodology and results for establishing the population base rate of 
indicators and outcomes. Using the Base Rate Study dataset, we examine the frequencies of 
each of the four outcomes of LEO Arrest, Possession of Serious Prohibitedllllegalltems, 
Possession of Fraudulent Documents, and the Combined Outcome, as well as the frequencies of 
SPOT referral resolution. Calculation of base rate va lues for each outcome was required in order 
to construct classification matrices, which are described in Chapter 6. We also examine the 
population base rate of indicator use and the locations where indicators were generally first 
observed. 

Method 

Base Rate of Outcomes 

Data from the Base Rate Study were used to calculate the frequencies and percentage of total 
cases that were positive for the four measureable outcomes that represent high-risk travelers: 
LEO Arrest, Possession of Serious Prohibited/lllegalltems, Possession of Fraudulent 
Documents,. and the Combined Outcome. These four percentages are considered the population 
base rate, or prevalence, for high-risk travelers. Given that these data have been collected from a 
random sample of travelers in the set of 43 airports that are representative of SPOT Program 
airports,28 the Base Rate Study results are generally representative of travelers in the SPOT 
airports. Moreover, it has been reported that the set of airports where the SPOT Program is in 
effect covers 96% of the total U.S. traveling population.29 

For comparison purposes, we also calculated the percentage oftotal cases that were positive for 
each of the four measureable outcomes in the Operational SPOT Comparison dataset. 

Base Rate of Indicators 

We examined the base rate of the SPOT Section 2 indicators by looking at frequency of indicator 
endorsement in the Base Rate Study's random screening. This exploratory analysis was 
important in furthering our understanding of the extent to which the SPOT indicators are 
observed in the general population of non-target (i.e., not high-risk) travelers. These values were 
compared with the same frequencies in the Operational SPOT Comparison dataset. Finally, we 
also calculated the frequency and percentage of total indicators observed at various locations 
within the security checkpoint: 

• Travel Document Checker (TDC) Queue - This term refers to the security line prior to· 
reaching the TDC. 

28 Please see Appendix. C for details on the Base Rate Study methodology. 
29 Unpublished data (TSA, 20 I 0). 
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• Divest Area - This tenn refers to the area where travelers divest of property in 
preparation for property to go through the X-ray machine and the person to go through 
magnetometer. 

• Walk-through Metal Detector (WTMD) to SPOT Referral Screening Area - As implied 
by its label, this refers to the section of the checkpoint between the WTMD and the area 
where SPOT Referral Screening occurs, which is also at the checkpoint. This includes 
the area where Transportation Security Officer (TSO) pat downs occur and where the 
more recently added Advanced Imaging Teclmology (AIT) screeners are placed. 

• SPOT Referral Screening Area- This term refers to the area where (and the time period 
when) the SPOT Referral occurs. If indicators are first observed at this time, then 
indicators are noted to have first been observed after the traveler had already been 
selected for Referral Screening. 

This last analysis of where indicators are observed could not be computed for the Operational 
SPOT Comparison dataset because information about location of indicator observation was not 
recorded in Operational SPOT. 

Results 

Outcomes 

A total of71,589 h·avelers were randomly selected for observation and screening in the Base 
Rate Study. Of this total, nearly a ll the random selections were resolved by TSA during Referral 
Screening (99.59%), while 0.41% resulted in LEO involvement (Table 5- l ). Following SPOT 
Referral Screening, 9 travelers were ultimately arrested (0.01 %), 90 travelers were found with at 
least one serious prohibited or illegal item (0.13%), and 35 were found in the possession of 
fraudulent documents (0.05%). A total of 90 travelers met criteria for the Combined Outcome; 
all of these individuals were in possession of a prohibited or illegal item and may have also been 
positive for one of the other outcomes. These percentages are the base rate estimates, or 
population prevalence, for the three primary outcomes that define high-risk travelers for the U.S. 
traveling population. 
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Table 5-1: Base Rate of Referral Resolution and Study Outcomes 

Operational SPOT 
Base. Rate Study Comparison 

Frequency Percent Frequency Percent 

Time Frame 01 December 2009 - 31 October 2010 

A;rports 43 

Total Cases Screened 71,589 100.00% 23,265 100.00% 

TSA Resolved 71,296 99.59% 21,485 92.35% 

LEO Involved 293 0.41% 1,761 7.57% 

Denied Boarding by Carrier 0 0.00% 16 0.00% 

LEO Arrest 9 0.01% 151 0.65% 

Possession of Serious Prohibited/Illegal Items 90 0.13% 135 0.58% 

Possession of Fraudulent Documents 35 0.05% 47 0.20% 

Combined Outcome 90 0.13% 268 1.15% 

Table 5-l a lso compares the Base Rate Study results with Operational SPOT Comparison 
dataset. During the same time periods and at the same locations, Operational SPOT had 
substantially fewer referrals. However, these 23,265 refenals resulted in a substantially higher 
percentage of LEO-involved cases and LEO Arrest. Furthermore, the percentage of cases that 
had any ofthe outcomes of interest (Combined Outcome) is substantia lly higher in the 
Operational SPOT Comparison dataset (1.15%) than in the Base Rate Study (0. 13%) data. 
Although the. presence of Possession of Serious Prohibited/Illegal Items and Possession of 
Fraudulent Documents is relatively rare in both populations, the severity of their nature makes 
the increased presence in Operational SPOT Comparison notable. This presence suggests that 
Operational SPOT may be more effic ient in finding outcomes than random screening. With 
targeted screening based on behavioral criteria,. BOOs identified a relatively higher rate of high­
risk travelers. In absolute terms, BOOs using the Operational SPOT Referral Report and 
procedures identified 178 more high-risk passengers (Combined Outcome) despite engaging with 
nearly 50,000 fewer referrals than through random screening. These findings are discussed in 
more detail in the classification accuracy results, presented in Chapter 6. 

Indicators 

As noted in Chapter 4, the indicators observed in the Base Rate Study met the criterion to be 
defined as common, that is, present in I% or more of cases, in only four instances. The low rate 
of indicators endorsed in the Base Rate Study demonstrates that the population base rate of these 
SPOT indicators is low and more likely to be associated with high-risk travelers than with the 
general traveling population. 

Table 5-2 lists the most frequent indicators idefttified in the Base Rate St11d" u rhjch are those 

tha t were endorsed more than 1% of the time. 1(b)(
3

):
49 u.s.c. § 

114
(r) 

~----------------------------------~ 
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(b)(3):49 U.S.C. § 114(r) 

(b)(3):49 U.S.C. § 114(r) 
. A comp ete tst o requency counts or 

~----~--~--~~~--~~~~~~~ observation of each indicator in the Base. Rate. Study and the Operational SPOT Comparison is 
found in Appendix Table F-17. 

Table 5-2: Most Frequent Indicators Observed in Base Rate Study 

Base Rate Operational SPOT 
Study Comparison 

.... I Pe:~ent of 
r . 

I Pe:~entof 
(b)(3):49 U.S.C. § 114(r) 

(b)(3):49 U.S.C. § 114(r) 

Table 5-3: Location of Initial Indicator Observation (Base Rate Study Only) 

I Location I Frequency I Percent I 
(b)(3):49 U.S.C. § 114(r) 

Summary 

This chapter presented information on the base rate for the four primary outcomes used to defme 
hig h-risk travelers. Of the 71 ,589 travelers randomly selected for observation and screening in 
the Base Rate Study, nearly a ll the random selections were resolved by TSA during Refen·al 
Screening, while 0.41% resulted in LEO involvement. Following SPOT Referral Screening, 9 
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travelers were ultimately arrested (0.0 1 %), 90 travelers were found with at least one serious 
prohibited or illegal item (0.13%), and 35 were in possession of fraudulent documents (0.05%). 
In addition, a total of90 cases (0.13%) met criteria for the. Combined Outcome (i.e., presence of 
one or more of the primary outcomes). During the. same time periods and at the same locations,. 
Operational SPOT had substantially fewer referrals .. However, these referrals resulted in a 
substantially higher percentage of LEO-involved cases, LEO Arrest, and cases that had any of 
the outcomes of interest than the Base Rate Study. Although the presence of Possession of 
Serious Prohibited/Illegal Items and Possession of Fraudulent Documents is relatively rare in 
both populations, the. severity of their nature. makes. the. increased presence in the. Operational 
SPOT Comparison dataset notab]e. 

(b)(3):49 U.S.C. § 114(r) 
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CHAPTER 6. INSTRUMENT-LEVEL CRITERION-RELATED 

VALIDITY 

This chapter explores the criterion-related validity of the SPOT Referral Report by assessing its 
classification accuracy;. defined as the extent to which this instrument accurately selects high-risk 
travelers at the airport checkpoint. The chapter begins with a description of the methods and 
metrics used to examine criterion-related val idity, followed by presentation of the results. of these 
analyses . . The classification accuracy of the SPOT Referral Report is calculated for standard 
refenal practices in Operational SPOT and for random selection in the Base Rate Study. 

Method 

To examine instrument level criterion-re lated validity, we. constructed classification matrices,. 
which required an estimation of traveler throughput during times when Operational SPOT and 
the Base Rate Study were in operation. Then, to evaluate classification, we computed several 
metrics and made comparisons between the Operational SPOT Comparison dataset and the Base 
Rate Study. Finally, a sensitivity analysis was conducted to examine the extent to which 
classification accuracy was affected by potential over- or underestimates of the population base 
rate of outcomes. The methods for these analyses are described in this section. 

Classification Matrices 

To address the question of the accuracy of the SPOT Referral Report as a whole, we constructed 
classification matrices. to. examine the relationship between type of screening selection and 
outcomes associated with high-risk travelers. The screening methods and outcomes. are 
summarized in Table 6-l. For the Operational SPOT Referral Report, two different SPOT 
screening criteria are important in the consideration of the instrument utility. The first criterion 
is "Exceeds Some Instrument Threshold." That is, because. the overarching goal of this study is 
to examine the extent to which the instrument correctly identifies high-risk travelers, it is 
important to consider classification accuracy in terms of all reasons for refenal. Specifically, 
travelers may be selected for screening, on the. basis of the SPOT Referral Report, for a variety 
of reasons and all these reasons should be consi~n examination of the instrument. The 
second criteria is selection due to exceeding the ~hreshold using Section 2 indicators; thi s 
is a primary reason for SPOT Referra l Screening, and the utility of these indicators in the SPOT 
Program was of interest for the Validation Study. Both selection criteria were examined in the 
classification accuracy analysis. Regarding the Base Rate Study, the only way travelers were 
selected for screening was the random selection method. Each of these three selection methods 
was tested against four outcomes: LEO Arrest,. Possession of Serious Prohibited/Illegal Items, 
Possession of Fraudulent. Documents, and the Combined Outcome. Thus, we produced eight 
classification matrices for Operational SPOT and four: classification matrices for: the Base Rate 
Study. 
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Table 6-1: Screening Methods and Outcomes of Classification Matrices 

Screening Methods Data Source 

Exceeds Some Instrument Threshold Operational SPOT Comparison 

Section 2 Score i~(b)(3):49 u.s.c. § 114(r) I 
Operational SPOT Comparison 

points (i.e., referred on score) 

Random Pull Base Rate Study 

Outcome: High-Risk Traveler Metrics Data Source 

LEO Arrest All datasets 

Possession of Serious Prohibited/Illegal Items All datasets 

Possession of Fraudulent Documents All datasets 

Combined Outcome All datasets 

Figure 6-1 disp lays, a sample classification matrix fo rmat to aid in the description of matrix 
construction. As shown, the rows represent whether or not an individual was selected for 
screening (i.e., exceeds a SPOT Referral Report screening threshold or is randomly selected) 
with the top row representing the positive screenings ( i.e., those who exceeded threshold or were 
randomly selected) and the bottom row representing negative screenings (i.e., those who did not 
exceed threshold or were not randomly selected) .. The matrix columns represent the outcome; 
that is, whether or not an individual was actually a high-risk traveler as defined by the 
measureable study outcomes and determined by further investigation and screening (here, SPOT 
Referral Screening). Thus, the c lassification for each individual passing through a checkpoint 
can theoretically be counted in one of these four cells. Then, accuracy metrics could be 
calculated from the each matrix. 

To construct the classification matrix, information for the top row (i.e., positive cases) was 
calculated on the basis of the case information in the Operational SPOT Comparison and Base 
Rate Study datasets. Frequency counts for presence and absence of the outcome of interest for 
those who were selected for screening were calculated and entered into the matrix. Cell A 
represents cases selected for screening that met the criterion for presence of a given outcome 
(true positive counts), while Cell B represents cases selected for screening that did not meet the 
criterion of a given outcome (false positive counts). 
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Figure 6-1: Classification Matrix 

Outcome: High-Risk Traveler? 
VB NO 

Screening YES 
(A) (B) 

True Positive Count False Positive Count 
Method: 
Exceeds 

Threshold? NO 
(C) (D) 

False Negative Count True Negative Count 

Information for the bottom row of the classification matrix, which represents all travelers who 
passed through the checkpoint but were not selected for screening, is not contained in any 
database record. This information was estimated from base rates of each outcome and 
throughput totals for each screening method. Cell C, the. false negative cases, represents 
travelers who were positive for a given outcome but were not selected for screening by a given 
method and therefore were missed by the screening. This cell was ca lculated by multiplying the 
estimated population base rate for a given outcome with the total throughput for a given 
screening method (see calculation of throughput, below) and then subtracting the true positive 
cases (Cell A) from this tota l. For example, if the base rate of LEO Arrest is estimated at 0.04% 
and the total throughput for random selection periods was I ,000,000 travelers, then it would be 
expected that a total of 400 travelers during the time period would meet criteria for LEO Arrest. 
If 7 travelers were selected for screening and arrested, the tota l number of false negatives ( 400 
minus 7) is 393. Finally, Ce ll D, the true negative cases, represents travelers who were not 
selected for screening, but had they been, they would have been negative for the given outcome. 
Thls cell was also estimated. As the final cell in the classification matrix, this cell value was 
calculated by subtracting marginal tota ls;. that is,. the tota l number. of cases from Cells A, B, and 
C were subtracted from the total throughput represented in the matrix to provide the total count 
for Cell 0.30 

Throughput 

As noted above, in order to construct the classification matrices, traveler throughput was 
required to estimate the total number of travelers not selected for Refenal Screening. For this 
study, throughput was defined as the tota l number of persons passing into airport checkpoints. 
This total value represents travelers making their initial entry into the aviation system, as well as 
any airport, airline, security, or other personnel who must enter the system. TSA throughput data 
are collected electronically at each checkpoint within each airport in the U.S. and account for 

(b)(3):49 U.S.C. § 114(r) 
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entries and departures. That is, when an individual crosses through the walk-through metal 
detector (WTMD) and into the sterile part of the checkpoint area, that individual count is added 
to the total throughput. When an individual crosses through the WTMD and out of the sterile 
area, that individual count is subtracted from the total throughput.31 

TSA provided AIR with these data, summarized on an hourly basis for each checkpoint locati·on. 
AlR used these data, along with the Base Rate Study collection period start and stop times at 
each collection checkpoint (documented on the Base Rate Study Data Collection Summary 
forms; see Appendix C), to estimate total passenger throughput for each of those checkpoints. 
For cases in which a data collection period did not start or end precisely on the hour, the 
throughput for any fractions of an hour at the beginning or end of the period was imputed from 
the TSA hourly throughput data. For example, if a data collection period ran from 8:35 a.m. to 
12:12 p.m. at a given location, we multiplied the location's 8:00a.m. hour tlu-oughput number by 
0.42 (the fraction of the hour represented by 25 minutes, the amount of time elapsed between 
8:35a.m. and 9:00a.m.) and the 12:00 p.m. hom throughput total by 0.20 (the fraction of the 
hour represented by 12 minutes). These counts were then added to the hourly throughput counts 
for the rest of the period from the 9:00a.m. hour through the 11:00 a.m. hour (from 9:00a.m. to 
11 :59 a.m.). Although this calculation is slightly imperfect because it assumes a steady flow of 
travelers through a checkpoint within each hour, it is the most precise estimate of actual 
throughput that can be reasonably obtained for a study ofthis nature and given the size of the 
traveling population of approximately 59,000,000 per month.32 The total number of travelers 
sununed across these data collection periods served as the total throughput for the Base Rate 
Study. Using this method, the total throughput estimate for the Base Rate Study was 5,920,166 
travelers. 

(b)(3):49 U.S.C. § 114(r) 

31 Note that when travelers arrive at their destination, they leave tbe system through an exit that is separate. from the 
sterile checkpoint area and that does not involve a WTMD. Therefore, arrival at a destination does not result in 
subtraction from the throughput total. Rather, those exiting through the WTMD are, for example, travelers who 
have to go through it a second lime because of detected metal or securi ty personnel who cross in and out of the 
sterile area throughout the day. 
32 FAA (2008). 
33 Unpublished data (TSA, 20 I 0). 
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res ulting total throughout estimate for the Operational SPOT Comparison dataset was 
106,260,866 travelers. 

The difference between the two tlhroughput values is realistic and expected. The lower Base 
Rate Study throughput value simply reflects the high sampling rate of the data collection. That 
is, in the Base Rate Study, BOOs were directed to randomly sample travelers at the highest rate 
possible. As described in detail in Appendix C, during the Base Rate Study, the BOOs selected a 
traveler upon entry into the securi ty queue, observed the traveler through the security line and 
then pulled that traveler for SPOT Referral Screening. As. soon. as the referral was resolved, the 
BDOs completed their paperwork, returned to their initial data collection positions and selected 
the next h·aveler who crossed the selection marker. This method resulted in random selection of 

20 minutes. (b)(3):49 u.s.c. § 114(r) 

(b)(3):49 u.s.c . § 114(r) Thus, a higher total number of 
h·avelers pass through a checkpoint and were observed during Operational SPOT Comparison 
than was the case for the Base Rate Study. This high sampling rate for the Base Rate Study, of 
approximately 3 travelers per hour, was necessary in order to complete the study in a reasonable 
time period. If the sampling rate had been only 2 or 3 travelers referred per 8 hours, then data 
collection would have taken 8 times as long to reach the required sample size for analyses, which 
was not realistic or possible for completion of this study. 

Because the Base Rate Study used a random selection method and the data collection periods 
covered a variety oftimes and locations, the likelihood of selecting high-risk travelers was 
unaffected by the sampling rate. That is, with a random selection, the probabi lity of identifying a 
high-risk traveler does not vaty, whether the sampling rate is 3 times per how· or 3 times per 8 
hours. Thus, the difference in throughput values is true and does not affect classification results. 

Evaluation of Classification Matrices 

Classification matrices were evaluated by making comparisons across several metrics of 
criterion-related validity (see Table 6-2). Each of these metrics is useful in assessing various 
aspects of an instrument's ability to correctly identify targets. In literature. examjning metrics to 
quantitatively evaluate screening programs, various researchers recommend using different 
metrics depending on scientific discipline, goal of analysis, instrument functions, and population 
characteristics (including low base rates). 
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Table 6-2: Classification Metrics 

Metric Abbr. Calculation• 

Positive Predictive Value PPV A I [A+B) 

Negative Predictive Value NPV 0 I [O+C] 

False Positive Index FPI BIA 

Odds Ratio OR AOIBC 

Percent Correct PC [A+O) I [A+B+C+O) 

True Positive Rate (Sensitivity) TPR A I [A+C] 

True Negative Rate (Specificity) TNR 0 I [O+B) 

False Positive Rate FPR B I [O+B) 

False Negative Rate FNR c I [A+C] 

Area Under the Curve A' 1- 114 *([FPRITPR]+[(1- TPR)I(1- FPR)]) 
*See F1gure 6-1. 

Positive Predictive Value and False Positive Index 

In the field of polygraph research, a domain that is similar to the evaluation of the SPOT 
instrument in that it involves the screening of a large population to identify an extremely rare 
target, two metrics in particular are frequently recommended.34 The fi rst is the positive 
predictive value. (PPV), defined as the. proportion of actual targets among those. selected by the. 
instrument. In this case, it represents the number of true high-risk travelers from the total 
travelers selected by the instrument. The second metric is the false positive index (FPI), which is 
the proportion of false positives to true positives. This is an extremely practical metric in that it 
represents the number of false po·sitives that are erroneously assessed for every true. positive. 
Thus, it may be useful to decision makers when considering the cost of screening errors in terms 
of added resource expenditure. Both of these metrics concern accuracy and errors in the 
screening instrument among those that the instrument selects. Moreover, both metrics use 
observed data collected by the screening method, with no regard to the estimated outcomes of the 
negative cases. PPV and FPI are preferred metrics for screening of low base rate conditions or 
outcomes. 35 

Negative Predictive Value 

As a complement to. PPV, negative predictive value. (NPV) is defined as the. proportion of non­
targets among those not selected by the. instrument. In this. study, this. represents the ratio of 
travelers who were not high risk relative to the total number of travelers passing through the 
checkpoint and not selected by the instrument. This is an estimated value based on total traveler 
throughput and the estimated population base rate of high-risk travelers. Many researchers who. 
focus on PPV and FPI do not necessarily consider this a useful metric, especially in low base rate 

34 National Research Council. (2003); Sackett, P. R., & Decker, P. J. (1979). Detection of deception in the 
emp loyment context: A review and critical analysis. Personnel Psychology, 32, 487- 506. 
35 Nationa l Research Council (2003); Sackett, P. R., & Decker, P.l ( 1979). 
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phenomena. In contrast, however, it is a metric used frequently in epidemiology and selection, 
along with PPV. Despite the mixed recommendations, we calculated NPV for completeness in 
the analysis. Moreover, there is some merit in using this metric because it estimates the accuracy 
of instrument selection among non-targets. 

Odds Ratio 

Another useful metric is the odds ratio (OR). This is the ratio of the odds of a positive outcome 
among those selected by the instrument to the odds of a positive outcome among those not 
selected by the instrument. The OR can a lso be thought of as the ratio of the odds of an event 
occurring to the odds of that event not occurring. An OR greate r than 1.0 represents an increased 
likelihood of the event. For this study, the event or outcome was the identification of a high-risk 
traveler, using the study outcome metrics. So, for example, if the OR for LEO Arrest using 
Operational SPOT was I 0 and the odds of identifying a LEO Arrest in the general population 
was 0.005 (0.5%), this would mean that using Operational SPOT would increase the odds 10-
fold or 0.05 (5%). Further, confidence intervals. (Cis) around ORs. aid in the evaluation of this 
metric. If the OR CI does not cross 1.0, it is a statistically signi ficant value, meaning that it is 
hig hly unlike ly to have occurred by chance. In addition, the CI provides infonnation about the 
precision of the calculated metric, with smaller Cis representing more precise estimates. Finally, 
ORs are considered measures of effect size. As a general rule, ORs at or above 3 are considered 
large effects.36 OR values, their Cis, and effect sizes were considered in the evaluation of these 
results. Calculations of Cis are described below. 

Signal Detection Indices 

In considering the utility of the SPOT instrument, it may be worthwhile to consider classification 
accuracy from a signal detection theory perspective. Whereas the previously described metrics 
generally represent the conditional probabi lities of identifying targets or non-targets given the 
instrument's selections, signal detection considers the inverse-the conditional probability of a 
positive (or negative) screening, given a positive (or negative) condition (i.e., target). These 
metrics are represented by sensitivity or true positive rate (TPR), specificity or true negative rate 
(TNR), false positive rate (FPR), and false negative rate (FNR). TPR thus represents the ratio of 
targets identified by the instrument to the total targets in the population. Similarly, TNR 
represents the. ratio. of non-targets not identified by the. instrument from the. total population of 
non-targets (this value is necessarily est imated in calculating classification accuracy in a 
screening method like this one). While these metrics are not always recommended in the 
screening of a low base rate phenomenon,37 the goal of these various calculations is to provide 
complete information to program reviewers and decision makers from a variety of perspectives. 

In signal detection theory, an instrument's receiver operating characteristic (ROC) curve is a plot 
of the instrument's TPR versus FPR, for various settings of the instrument. An instrument that 
can achieve a high TPR while maintaining a low FPR will have a curve that gets close to the 

36
. Kraemer, H.. C. ( 1992). Evaluating medical tests. Newbury Park, CA: Sage. 

37 Sackett & Decker ( 1979). 
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upper left corner of the l.O x l.O bounds of the plot. The area under the ROC curve (A'i8 is a 
way of measuring how close the instrument comes to these bounds. This signal detection 
summary measure of sensitivity is the non-parametric equivalent to d', another measure of 
sensitivity. 1t is preferred to d' because it does not require a normal distribution and equal 
var iances of targets and fa lse a larms. 39 This metric is used by many in the field of selection 
research to examine instmment accuracy, and it is often used to compare across studies, 
instruments, and paradigms. For example, this metric was the primatla one used in the analysis 
of polygraph accuracy in a review by the National Research Council. 0 

Confidence Intervals (Cis) 

Finally, 95% Cis were calculated for classification matrix metrics, where possible, including for 
PPV, NPV, OR, TPR, and TNR.411 Cis are informative about the precision of estimates by 
providing the interval around each point estimate. That is, given the data, one can be 95% 
certain that the true population parameter (or value) for the metric falls within the 95% Cl range. 
Narrow intervals are preferred and represent more stable estimates. For example, if the LEO 
Arrest OR in Operational SPOT is equal to 10, with a CI from 8 to 12, we can be 95% certain 
that the true value for this OR falls within that range. 

In this analysis, in which we compared Operational SPOT with Base Rate estimation, Cis also 
allow an examination of whether accuracy metrics differed significantly between datasets. That 
is, for each outcome, when comparing a given metric across screening methods, non-overlapping 
Cis represent sign ificant differences (p<.05) between the methods in terms of that metric. 

Notes about the Classification Metrics 

With respect to the evaluation of classification metrics, it is important to recall that the 
classification matrices were constructed in part with observed data (top row) and in part with 
estimated data (bottom row). Thus, any classification metrics derived from estimated data (i.e., 
involving cells C and/or D of Figure 6-1) are only as accurate as the infonnation used to derive 
these estimated cell values. This caveat applies to a ll metrics and corresponding Cis, with the 

38 Norman, D. A. ( 1964). A comparison of data obtained under different false-alarm rates. Psychological Science, 1,. 
125- 126. 
39 Caldeira,. J. D. ( 1980) .. Parametric assumptions of some "nonparametric" measures of sensory efficiency .. Human 
Factors, 22( I), 119- 120. 
40 National Research Council (2003). 
41 Using an online application by Lowry that implements these computations, Cis for the proportion metrics (PPV, 
NPY, TPR, and TNR) were calculated using the approach presented in Newcombe, which is based on Wilson's 
"efficient score" method for constructing a confidence interval around the estimate of a proportion or rate, with a 
corntinuity correction or adjustment as presented in Blyth and Still. The continuity correction accounts for the fact 
that the actual data are discrete counts, while the normal approximation is continuous. The OR Cls were calculated, 
also using Lowry's online application, in the common manner that relies on the fact that the log of the. OR is 
approximately a normal distribution. Lowry, R. (20 I 0). YassarStats: Website for Statistical Compwation [Onlirre 
Application]. Available from http://faculty.vassar.edu/lowryNassarStats.html; Newcombe, R. G. (1998). Two-sided 
cornfidence intervals for the single proportion: comparison of seven methods. Statistics in Medicine, 17 857- 872; 
Wi !son, E. B. ( 1927). Probable inference, the law of succession, and statistical inference. Journal of the American 
Statistical Association, 22, 109- 2 12; Blyth, C. R., & Still. H. A. (1983). Binomial Confidence Intervals. Journal of 
the American Statistical Association,. 78, I 08- 116. 
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exception of PPV and FPI. Moreover, the metrics for the Base Rate Study and the Operational 
SPOT Comparison dataset were generally based on the same es timated data; thus, any error in 
estimation will not be a concern when comparing results across paradigms. 

A second important note concerns the classification matrices. for the Base Rate Study .. By 
definition, random screening uses no information or a priori knowledge to guide the selection 
and therefore it does not make sense to "score" such a selection method according to how well it 
succeeded in selecting any particular characteristic. It is expected that such a selection method 
would result in random classification. That is, in the long run, the accuracy of random selection 
will equal that of the actual base rate occurrence of the outcome in the population. Therefore, 
the metrics associated with random selection classification do not provide infonnation about the 
"accuracy" or utility of random se lection per se, but rather serve as a baseline against which to 
compare Operational SPOT classification matrices. 

Regarding the random screening classification matrices, the classification metrics TPR and FPR 
are both equal to the. sampl ing rate . . For example, if the data collection was. designed to 
randomly select 35% of the travelers passing through checkpoints during data collection periods, 
the TPR and FPR will each be equal to 0.35. This is a result of the fact that the probability of a 
given randomly selected traveler be ing a target (true posit ive) is equal to the probabi lity of that 
traveler being a non-target (fa lse positive). Consequently, the TNR also is equal to the FNR in 
random selection. Further, metrics derived from TPR and FPR (as well as TNR and FNR) are 
also influenced by this sampling rate. In random selection, the ORs are therefore always equal to 
1.0 and the A' is always 50%, representing that TPR and FPR are equal. Thus, we do not report 
overall percent correct, TPR, FPR, TNR, or FNR for the Base Rate Study data. We do include 
OR and A' values, which serve as a baseline against which to compare Operational SPOT 
screening accuracy. 

A second metric affected by this sampling procedure is PPV. In random selection, the PPV is 
equivalent to the population proportion of targets. That is, if the base rate estimate for a given 
outcome is 2.0%, the PPV, defined as the probability of selecting a target from the total set of 
randomly se lected travelers, will a lso be 2.0%. This is true regardless of how many travelers are 
randomly selected. 

Although the metrics associated with the Base Rate Study classification mattices do not reflect 
the "accuracy" of random selection, we nonetheless constructed these classification matrices to 
serve as a neutral baseline against which to compare Operational SPOT classification accuracy. 
This comparison provides information about the extent to which Operational SPOT does or does 
not perform better than random selection and classification. To further address this issue, we 
additionally constructed a hypothetical classification matrix that demonstrates the number of 
randomly selected travelers that would be required to find the same number of targets that 
Operational SPOT identifies, given the same TPR as. Operational SPOT .. Specifically, for each 
outcome, this hypothetical classification matrix sets the TP count (i.e., number of hits), TPR, and 
total throughput to the same values found in Operational SPOT. Then the remaining cell s of the 
matrix are calculated. This "scaled-up" version of the classification matrix allows for a more 
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direct comparison of Operational SPOT to random screening in tem1s ofTPR and PPV. Details 
of these analyses are described below with the actual data in the Results section. 

Sensitivity Analysis 

When conducting a base rate estimation study, there is concern that the base rate value will be 
overestimated through an experiment such as this type.42 lt is thus important to consider 
potential variation in the base rate values derived from the Base Rate Study. For each outcome, 
a sensitivity analysis was conducted to examine the impact of varying base rates on metrics in 
Operational SPOT classification accuracy. Varying base rates have the greatest effect on signal 
detection metrics (i.e., TPR, TNR, A') and ORs .. As such, the analysis focused on how these 
metrics changed when the base rate was higher or lower than the value estimated from the Base 
Rate Study. We investigated how results were affected when base rates varied from 0.00 l% 
(lower bound) to 0.251% (upper bound). This range was examined to consider several 
scenarios. As shown in Table. 6-3, the specific values selected within this range included a base. 
rate overestimate of 25% more than the population value (i.e., equivalent to a multiplier of .8043

), 

overestimate of 100% (i.e., the result of the experiment is double of the actual population value; 
multiplier = .50), and an overestimate in which the actual base rate is just I case out of 71 ,589 
(base rate value = 0.001 %). In addition, the sensitivity analysis considered the impact of base 
rate underestimation. Values included a consideration of a base rate underestimate of 25% 
below the actual population value (multiplier= l.25), two-thirds of the actual population value 
(multiplier = 1.50), and an underestimate that was half of the actual population value 
(multiplier=2.00). Of course, it is possible that the actual population base rate value could be 
even higher or lower than these end points; however, the results of the sensitivity analysis are 
informative in this range and further extremes could be extrapolated from these results. 

42 SPOT Validation Independent Review Panel, personal communication, July 29, 2010. 

43
. That is, if the base rate estimate were 25% larger than the true population parameter, then it would contain 5 parts. 

for every 4 of the. true population rate . . To bring values. based on this overestimate in line with the true population 
rate, we would need to reduce the. overestimates by 1/5 of their values, or 20%. Thus the multiplier of .80 
corresponds to an overestimate of25% .. 
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Table 6-3: Sensit ivity Analysis Ranges 

Possession of Possession 
Serious of 

Combined Prohibited/Illegal Fraudulent 
Multiplier Outcome LEO Arrest Items Documents 

N/A 0.001% 0.001% 0.001% 0.001% 

0.50 0.063% 0.006% 0.063% 0.024% 

0.80 0.101% 0.010% 0.101% 0.039% 

1.00 0.126% 0.013% 0.126% 0.049% 

1.25 0.157% 0.016% 0.157% 0.061% 

1.50 0.189% 0.019% 0.189% 0.073% 

2.00 0.251% 0.025% 0.251% 0.098% 

Note: Balded row represents actual base rate value for each outcome. 

Results 

As noted above, two Operational SPOT classification matrices were generated for each outcome. 
In addition, a comparison classification matrix was generated for the random selection paradigm 
of the Base Rate Study. Raw results of the classification matrices and associated metrics are 
presented for each outcome. Finally, results of the sensitivity analysis are presented and 
discussed. 

Classification Accuracy 

LEO Arrest 

An examination of all SPOT referrals shows that 151 of 23,201 travelers were arrested.44 Of the 
23 20 I travelers selected b the SPOT Referral Report, 15,157 (65%) reached a Section 2 score 
(b)(3):49 u.s.c. § 114(r) (see Figure 6-2). Of these, 104 were arrested .. Despite the 
difference in selection criteria, the metrics for these two thresholds are nearly identical. 
Therefore, for the remainder of this section, metrics related to SPOT Referral for any reason will 
be discussed because the goal ofthis study is to examinJ jnstmment ya ljdjty jn geyral. The 
specific metrics associated with using "Section 2 scores .(b)(

3
):

49 u.s.c. § 114
(r) • are found in 

Table 6-4 for comparison. 

44 The total number of cases included in these analyses of LEO Arrest is 23,20 I whereas for other outcomes the Iota! 
is 23,265. There are fewer cases in this ana lysis because of missing data in the database field "LEO Arrest." 
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Figure 6-2: Classification Matrices for LEO Arrest  

Table 6-4 shows the classification metrics for the Operational SPOT Comparison dataset and the 
Base Rate Study.  The PPV, which is the conditional probability of true positives among those 
selected by the instrument, for Operational SPOT Referral Report selection is .  In 
contrast, only 0.01%, or 9, of the 71,589 travelers randomly screened in the Base Rate Study 
were arrested.  The difference between these rates is significant, as evidenced by the non-
overlapping 95% CIs.  The proportion of non-targets among those not selected by the instrument 
(i.e., NPVs) is equal at 99.99% across methods.  Given the extremely low base rate along with 
the extremely high traveler throughput, it is to be expected that the NPVs are equal across 
methods and approach 100%.  The FPI for Operational SPOT is  errors for each target 
identified through screening.  In contrast, the FPI for the Base Rate screening is 7,953 travelers 
who were not positive for LEO Arrest for every 1 that was.  Taken together, these metrics 
illustrate the utility of the SPOT Referral Report in identifying outcomes.  When SPOT 
observations are in effect at the checkpoint, the method identifies a substantially greater 
proportion of the target travelers, as defined by LEO Arrest. 

Exceeds Threshold Yes No Total
Yes 151 23,050 23,201
No 13,208 106,224,457 106,237,665
Total 13,359 106,247,507 106,260,866
Note:  Threshold = Selected by SPOT for any reason

Exceeds Threshold Yes No Total
Yes 104 15,053 15,157
No 13,255 106,232,454 106,245,709
Total 13,359 106,247,507 106,260,866
Note:  Threshold = Selected by Section 

Random Pull Yes No Total
Yes 9 71,580 71,589
No 735 5,847,842 5,848,577
Total 744 5,919,422 5,920,166

LEO Arrest

Operational SPOT Comparison: Referral Report
LEO Arrest

Operational SPOT Comparison: Section 2
LEO Arrest

Base Rate Study

B3; 49 U.S.C. 
§ 114(r)

B3; 49 
U.S.C. 
§ 114(r)

B3; 49 U.S.C. § 
114(r)
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Table 6-4: Classification Metrics for LEO Arrest 

Operational SPOT Comparison  Base Rate Study 

Selection Method  SPOT Referral Report ‐ All  Section  Random Selection 

Outcome  LEO Arrest  LEO Arrest  LEO Arrest 

Metric  Confidence Interval  Metric  Confidence Interval  Metric  Confidence Interval 

Positive Predictive Value  0.01%  0.01%  0.02% 

Negative Predictive Value  99.99%  99.99%  99.99% 

False Positive Index  7,953 

Odds Ratio  1.00  1.00  1.00 

Percent Correct  N/A 

True Positive Rate   N/A 

True Negative Rate  N/A 

False Positive Rate  N/A 

False Negative Rate  N/A 

Area Under the Curve  50.00% 

The OR for the Base Rate Study classification matrix was 1.0, reflecting no change in odds for 
identifying high-risk travelers in terms of arrest.  As noted earlier, this is the expected OR value 
for random selection.  In contrast, the Operational SPOT OR for LEO Arrest was approximately 
53. This means that the odds of identifying a traveler who should be arrested generally increases
by a factor of 53 when SPOT is in effect, a large effect size associated with use of this 
instrument.  Because the associated CI does not cover the value 1.0, this finding is statistically 
significant (p < .05).   

B3; 49 U.S.C. § 114(r)
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(b)(3):49 U.S.C. § 114(r) 
SPOT. Thus, while Operational SPOT's TPR rat this result fmds that 
it is more efficient in detecting high-risk travelers t 1an ran om screenmg, y nearly a factor of 
52. Another important consideration regarding Operational SPOT's TPR is how this value 
compares to other screening programs with the same goal of identifying high-risk travelers. 
Unfortunately, no comparison data is available, so we cannot interpret this result as better than, 
worse than, or the same as other screening programs. 

Figure 6-3: Base Rate Study Scaled-up Classification Matrix (LEO Arrest) 

Base Rate Study - Scaled 
LEO Arrest 

Random Pull Yes No Total 

Ye s 151 1,200,953 1,201,104 

No 13,208 105,046,554 105,059,762 
Total 13,359 106,247,507 106,260,866 

Serious Prohibitedffilegal Items 

Of the 23,265 travelers selected by the SPOT Referral Report, 13 5 were in Possession of Serious 
Prohibited/1/le~atltems fFjgme 6-4) Further 15,202 (65%) of these 23,265. travelers reached a 
S . 2 (b)(3):49 U.S.C. § 114(r) Of h 8? 1 · p · if ectwn score t ese, trave ers were m ossesswn o 
Serious Prohibited/Illegal Items. Despite the. difference in selectio11 criteria, the metrics. for these 
two thresholds are nearly identical. Therefore, for the remainder of this section, metrics related 
to SPOT Referral for an reason will be discussed. The specific metrics associated with using 
"Section 2 scores (b)(3):49 u.s.c. § 114(r) refound in Table 6-5 for comparison. 
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Figure 6-4: Classification Matrices for Serious Prohibited/Illegal Items 

Operational SPOT Comparison: Referral. Report 
Serious Prohibited/Illegal Items 

Exceeds Threshold Yes No Total 

Yes 135 23,130 23,265 

No 133,454 106,104,147 106,237,601 

Total 133,589 106,127,277 106,260,866 

Note: Threshold = Selected by SPOT for any reason 

Operational SPOT Comparison: Section 2 
Serious Prohibited/Illegal Items 

Exceeds Threshold Yes No Total 

Yes 87 15,115 15,202 

No 133,502 106,112,162 106,245,664 

Total 133,589 106,127,277 106,260,866 

Note: llb\l3\:49 U . . C ~ 114lr\ I 

Base Rate Study 
Serious Prohibi ted/Illegal Items 

Random Pull Yes No Total 

Yes 90 71,499 71,589 

No 7,353 5,841,224 5,848,577 

Total 7,443 5,912,723 5,920,166 

Table 6-5 presents the classification metrics for the Operational SPOT Comparison dataset and 
the Base Rate Study as they relate to the Possession o 'Prohibited/Illegal items. The PPV for 
Operational SPOT Referral Report selection is (b) In contrast, 0.13%, or 90, of the 71,589 
travelers randomly screened in the Base Rate Study were in possession of serious prohibited 
and/or illegal items. The difference between these rates is significant, as demonstrated by the 
non-overlapping 95% Cis. The proportion of non-targets among those not selected by the 
instrument (i.e., NPVs) is about equal at 99.87% across selection methods. Again, the equivalent 
NPVs approaching magnitudes of I 00% are to be expected given the low base rate and high 
traveler throughput. The FPI for Operational SPOT isiDrrors for each target identified 
through screening, whereas for the Base Rate Study it is 794. Taken together, these metrics 
illustrate the value of the SPOT Referral Report in identifying outcomes. When SPOT 
observations are in effect (b)(3):49 u.s .c . § the method identifies a substantially greater 
proportion of the target trave ers, as e mea by Possession. of Serious Prohibited/Illegal i tems. 
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Table 6-5: Classification Metrics for Possession of Serious Prohibited/Illegal Items 

   Operational SPOT Comparison  Base Rate Study 

Selection Method  SPOT Referral Report ‐ All  Section    Random Selection 

Outcome 
Possession of Serious 
Prohibited/Illegal Items 

Possession of Serious 
Prohibited/Illegal Items 

Possession of Serious 
Prohibited/Illegal Items 

   Metric  Confidence Interval  Metric  Confidence Interval  Metric  Confidence Interval 

Positive Predictive Value  0.13%  0.10%  0.16% 

Negative Predictive Value  99.87%  99.87%  99.88% 

False Positive Index  794    

Odds Ratio  1.00  1.00  1.00 

Percent Correct  N/A    

True Positive Rate   N/A  

True Negative Rate  N/A  

False Positive Rate  N/A    

False Negative Rate  N/A    

Area Under the Curve  50.00%    

 

The OR for the Base Rate Study classification matrix was 1.0, reflecting no change in odds for 
identifying high-risk travelers, as defined by Possession of Serious Prohibited/Illegal Items.  As 
noted earlier, this is the expected OR value for random selection.  However, the Operational 
SPOT OR for Serious Prohibited/Illegal Items was approximately 5.  This means that the odds of 
identifying a traveler who is in possession of a serious prohibited or illegal item generally 
increases by a factor of 5 when SPOT is in effect, another indicator of the value of using this 
instrument.  Because the associated CI does not cover the value 1.0, this finding is statistically 
significant (p < .05).   
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number of identified targets ( 135) as Operational SPOT. As seen in this figure, the random 
selection method would require screening of I 07,384 travelers to achieve the same TPR and 
target hit rate. Therefore, although the. TPR rate appears to be limited in utility, this calculation 
demonstrates the efficiency of Operational SPOT relative to random screening, by a factor of 
nearly 5. Again, another important consideration regarding Operational SPOT's TPR is how this 
value compares to other screening programs with the same goal of identifying high-risk travelers. 
Unfortunately, no comparison data is available, so we cannot interpret this result as better than, 
worse than, or the same as other screening programs. 

Figure 6-5: Base Rate Study Scaled-up Classification Matrix (Serious Prohibited/111egal 
Items) 

Base Rate Study - Scaled 
Serious Prohibited/Il legal Items 

Random Pull Yes No Total 

Yes 135 107,249 107,384 

No . 133.454 .106,020,029 . 106,153,483 

Total 133,589 106,127,277 106,260,866 

Fraudulent Documents 

As in the previous sections, the two Operational SPOT classification matrices were produced fo r 
the Possession of Fraudulent Documents outcome along with a comparison classification matrix 
for the random selection paradigm of the Base Rate Study. Figure 6-6 presents the raw results of 
the classification matrices and Table 6-6 provides associated statistics. 

An examination of al l SPOT refeTrals shows that 47 of 23,265 travelers selected were in 
Possession of Fraudulent Documents. Of the 23 265 trayelers selected by the SPOT Referral 
Report, 15,176 (65%) had a Section 2 score J(b)(3):49 u.s.c . § 114(r) I Ofthese, 26 were 
in possession of fraudulent documents. Despite the difference in selection criteria, the metrics 
for these two thresholds are nearl.y identical, as was the case with the other two outcome 
measures. Therefore, for the remainder of this section, metrics related to SPOT referral for an 
reason will be discussed. Specific metrics associated with using "Section 2 scores (b)(3):49 u.s.c . 
~~~l!3r4; . . ~re found in Table 6-6 for comparison. 

-
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Figure 6-6: Classification Matrices for Fraudulent Documents 

Operational SPOT Comparison: Referral Report 
Fraudulent Documents 

Exceeds Threshold Yes No Total 

Yes 47 23,218 23,265 

No 51,904 106,185,697 106,237,601 

Total 51,951 106,208,915 106,260,866 

Note: Threshold = Selected by SPOT for any reason 

Operational SPOT Comparison: Section 2 
Fraudulent Documents 

Exceeds Threshold Yes No Total 

Yes 26 15,150 15,176 

No 51,925 106,193,765 106,245,690 

Total 51,951 106,208,915 106,260,866 

Note: l(b)(3):49 U.S.C. § 114(r) I 

Base Rate Study 
Fraudulent Documents 

Random Pull Yes No Total 

Yes 35 71,554 71,589 

No 2,859 5,845,718 5,848,577 

Total 2,894 5,917,272 5,920,166 

Table 6-6 presents the classification metrics for Operati~OT and the Base Rate Study. The 
PPV for Operational SPOT Referral Report selection is Ll In contrast, 0.05%, or 35, of the 
7 1,589 travelers. randomly screened in the Base Rate Study were in possession of fraudulent 
documents. The non-overlapping 95% C l.s provide evidence that the difference between these 
rates is significant. The proportion of non-targets among those not selected by the instrument 
(i.e., NPVs) is about equal at 99.95% across methods. As was the case with the other outcomes, 
the equivalent NPYs approaching magnitudes of I 00% are to bH exf<ected given the low base rate 
and high traveler throughput. The FPI for Operational SPOT is (b) errors for each target 
identified through screening. In contrast, the FPT for the Base Rate screening is 2,044 travelers 
who were not identified as possessing fraudulent documents for every one that was. Wben 
SPOT observations are in l(b)(3):49 u.s.c. § 114(r) I the method identifies a substantially greate r 
proportion of the target travelers ( i.e., those in possession of fraudulent documents). Thus, these 
metrics illustrate the utility of the SPOT Referral Report in identifying outcomes. 
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Table 6-6: Classification Metrics for Fraudulent Documents 

I I I - ... -- r ... 

(b)(3):49 U.S.C. § 114(r) 

As was the case with the other outcome measures, the OR for the Base Rate Study classification 
matrix for fraudulent documents was 1.0, reflecting no change in odds for identifying high-risk 
travelers defined by this outcome. However, the Operational SPOT OR for fraudulent 
documents was. approximate ly 4. This means that the odds of identifying a traveler who is in 
possession of fraudulent documents generally increases by a factor of 4 when SPOT is in effect, 
another indicator of the value of using this instrument. Because the associated Cl does not cover 
the value 1.0, this finding is statistically significant (p < .05). 

(b)(3):49 U.S.C. § 114(r) 
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would require screening 96,134 travelers. to achieve the same TPR and tar et hit rate that is 
achieved from screening 23,265 travelers via SPOT. Therefore, (b)(3):49 u.s.c. § 114 

Operational SPOT is still more efficient than the Base Rate, by a more than a factor of 4, in 
identifying those in Possession of Fraudulent Documents. 

Figure 6-7: Base Rate Study Scaled-up Classification Matrix (Fraudulent Documents) 

Base Rate Study - Scaled 
Fraudulent Documents 

Random Pull Yes No Total 

Yes 47 96,087 96,134 

No 51,904 106,112,828 106,164,732 

Total 51,951 106,208,915 106,260,866 

Combined Outcome 

The previous sections presented results for each outcome of interest. ln this section, we present 
findings that reflect the combination of these three outcomes. As in the previous sections, the 
two Operational SPOT classification matrices were. produced for the Combined Outcome along 
with a comparison classification matrix for the random selection paradigm of the Base Rate 
Study. Figure 6-8 presents the raw results of the classification matrices and Table 6-7 provides 
associated statistics. 

An examination of all SPOT referrals shows that 268 of23,265 travelers selected had one or 
more of the outcomes. Of the 23 265 travelers selected b the SPOT Referral Report, 15,202 
( 65%) had a Section 2 score (b)(3):49 u.s.c. § 114(r) Of these, 178 met criteria for the 
Combined Outcome. Despite t e 1 · erence m se ect10n cnteria, the metrics for these two 
thresholds are nearly identical, as was the case with the individual outcome measures. 
Therefore, for the remainder of this section, metrics re lated to SPOT Refenal for an reason will 
be discussed. Specific metrics associated with using "Section 2 scores (b)(3):49 u.s.c. § 114(r) 

are found in Table 6-7 for comparison. 
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Figure 6-8: Classification Matrices for Combined Outcome 

Operational SPOT Comparison: Referral Report 
Combined Outcome 

Exceeds Threshold Yes No Total 
Ye s 268 22,997 23,265 
No 133,321 106,104,280 106,237,601 
Total 133,589 106,127,277 106,260,866 

Note : Thre shold = Selected by SPOT for any reason 

Operational SPOT Comparison: Section 2 
Combined Outcome 

Exceeds Threshold Yes No Total 
Yes 178 15,024 15,202 
No 133,411 106,112,253 106,245,664 
Total 133,589 106,127,277 106,260,866 

Note : ](b)(3):49 U.S.C. § 114(r) I 

Base Rate Study 
Combined Outcome 

Random Pull Yes No Total 
Yes 90 71,499 71,589 
No 7,353 5,841,224 5,848,577 
Total 7,443 5,912,723 5,920,166 

Table 6-7 presents the classification metrics for Operati~OT and the Base Rate Study. The 
PPV for Operational SPOT Referral Report se lection is (~)49 In contrast, O. l %, or 90, of the 
7 1,589 travelers randomly screened in the Base Rate Stu y were associated with the Combined 
Outcome. The non-overlapping 95% Ci s provide evidence that the difference between these 
rates is significant. The proportion of non-targets among those not selected by the instrument 
(i .e ., NPVs) is about equal at 99.87% across methods. As was the case with the individual 
outcomes, the equiva lent NPVs approaching magnitudes of 100% are to be e~cted given the 
low base rate and high traveler throughput. The FPI for Operational SPOT i (b) errors for each 
target identified through screening. In contrast, the FPI for the Base Rate screening is 794 
travelers who were not identified as ba · · . d Outcome for every one that was. 
When SPOT observations are in effect (b)(3):49 u.s.c. § the method identifies a substantia lly 

114 r 
greater proportion of the target travelers. us, ese metrics illu strate the utility of the SPOT 
Refe1Tal Report in identify ing outcomes. 
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Table 6-7: Classification Metrics for Combined Outcome 

   Operational SPOT Comparison   Base Rate Study 

Selection Method  SPOT Referral Report ‐ All  Section    Random Selection 

Outcome  Combined Outcome  Combined Outcome  Combined Outcome 

   Metric  Confidence Interval  Metric  Confidence Interval  Metric  Confidence Interval 

Positive Predictive Value  0.13%  0.10%  0.16% 

Negative Predictive Value  99.87%  99.87%  99.88% 

False Positive Index  794    

Odds Ratio  1.00  1.00  1.00 

Percent Correct  N/A    

True Positive Rate   N/A   

True Negative Rate  N/A   

False Positive Rate  N/A    

False Negative Rate  N/A    

Area Under the Curve  50.00%    

 
As was the case with the individual outcome measures, the OR for the Base Rate Study 
classification matrix for the Combined Outcome was 1.0, reflecting no change in odds for 
identifying high-risk travelers defined by this outcome.  However, the Operational SPOT OR for 
the Combined Outcome was approximately 9.  This means that the odds of identifying a traveler 
with the Combined Outcome generally increases by a factor of 9 when SPOT is in effect, another 
indicator of the value of using this instrument.  Because the associated CI does not cover the 
value 1.0, this finding is statistically significant (p < .05).   

B3; 49 U.S.C. § 114(r)

B3; 49 U.S.C. § 114(r)

B3; 49 
U.S.C. 
§ 114(r)
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Therefore, (b)(
3

):
49 u.s.c. § 114

(r) Operational SPOT is still more efficient than the Base Rate, by a 
factor of9, m 1 entt ymg t ose positive for the Combined Outcome. Moreover, as noted earlier, 
another important consideration regarding Operational SPOT's TPR is how this value compares 
to o ther screening programs with the same goal of identifyi ng high-risk travelers. Unfortunately, 
no comparison data is available, so we cannot interpret this result as better, worse or the same as 
other screening programs. 

Figure 6-9: Base Rate Study Scaled-up Classification Matrix (Combined Outcome) 

Base Rate Study - Scaled 
Combined Outcome 

Random Pull Yes No Total 

Yes 268 .212,908 213,176 

No 133,321 105,914,369 106,047,690 

Total 133,589 .. 106,127,277 106,260,866 

Sensitivity Analysis 

As described in the Method section above, the sensitivity analysis aimed to investigate how 
classification metrics would vary as a function of a varying population base rate. Results of the 
sensitivity analysis found that if the population base rate of the Combined Outcome had been 
overestimated (that is, the actual population base rate was less tl1an the 0.13% estimated by the 
Base Rate Study), the classificatio n metrics affected by this value would improve (see Table 6-
8). Moreover,. if the population base rate. fo r the Combined Outc01ne had been underestimated, 
with the actual base rate being some value greater than 0.13%, the classification accuracy would 
decrease. Sensitivity analysis results for the other three outcomes- LEO Arrest, Possession of 
Serious Prohibited/Illegal Items, and Possession of Fraudulent Documents-f;an be found in 
Appendix Tables F-19 through F-21. Naturally, the same pattern of results is fotmd for each of 
these outcomes. 
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Table 6-8: Sensitivity Analysis for Combined Outcome 

Population Base Rate for Combined Outcome 

0.001% 0.063% 0.101% 0. 126% 0.157% 0.189% 0 .251% 

Classification Metrics 

Positive Predictive Value 1.15% 1.15% 1.15% 1.15% 1.15% 1.15% 1.15% 

Negative Predictive Value 100.00% 99.94% 99.90% 99.87% 99.84% 99.81% 99.75% 

False Positive Index 85.81 85.81 85.81 85.81 85.81 85.81 85.81 

Odds Ratio 1,017.86 18.60 11.60 9.27 7.41 6.18 4.63 

Percent Correct 99.98% 99.92% 99.88% 99.85% 99.82% 99.79% 99.73% 

True Positive Rate 18.06% 0.40% 0.25% 0.20% 0.16% 0.13% 0.10% 

True Negative Rate 99.98% 99.98% 99.98% 99.98% 99.98% 99.98% 99.98% 

False Positive Rate 0.02% 0.02% 0.02% 0.02% 0.02% 0.02% 0.02% 

False Negative Rate 81.94% 99.60% 99.75% 99.80% 99.84% 99.87% 99.90% 

Area Under the Curve 79.48% 73.75% 72.90% 72.34% 71.66% 70.97% 69.61% 

For the Combined Outcome, the OR value, which is already relatively high at the current base 
rate (OR = 9 .27), increases substantially if the actual value was less than 0.13%. While a base 
rate value of 0.001% ( 1 case out of 71 ,589) for the Combined Outcome may be unrealistic and 
the extremely high OR should be viewed with caution, at a base rate value of0.063% (i.e., the 
estimated base rate was double the actual population value), the OR would be slightly greater 
than twice that of the current estimate (OR = 18.60). Simi lar results were found for TPR, FPR, 
and A'. If the actual population base rate had been overestimated, even with the lower base rate 
values, the TPR, FPR, and A' metrics increase, although the change to these classification 
metrics is not substantial. 

In contrast, if the true population base rate had been underestimated in the Base Rate Study and 
the actual population base rate was greater than 0.13%, the classification metrics diminish to an 
extent. Even if the true population value was twice the current estimate, the OR and A' values 
would remain high and demonstrate moderate to large effect sizes. For example, if the 
population base rate was underestimated by a factor of 2, with the actual base rate equal to 
0.251%, the resulting OR of 4.63 would still be a large effect. Additionally, A' does not change 
substantially if the base rate was twice that which was derived from this study. This metric 
decreases less than 3% fi·om the current estimate of 72.34% to a value of 69.61% for the higher 
base rate value. This change in A' values is illustrated in Table 6-8. 

Note that the other metrics ofPPV, NPV, FPI, PC, TNR, and FNR were not affected by changes 
to the base rate. They are included in the table for a full comparison to the earlier tables. 
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Results of the sensitivity analysis for the three outcomes of LEO Arrest, Possession of Serious 
Prohibited/Illegal Items, and Possession of Fraudulent Documents, which are shown in 
Appendix Tables F-19 through F-21, found similar trends. For LEO Arrest, the OR for the 
current base rate is approximately 53. This varies from 26. 19 to 106.60 as the base rate varies 
from an overestimate to an underestimate, discounting the extremely low base rate of 0.001%. In 
the same range, the A' value varies only from 74.18% to 75.32% across the sensitivity analysis. 
Results of the sensitivity analysis for Possession. of Serious Prohibited/Illegal Items shows 
slightly more variable results, with ORs ranging from 2.32 to 9.30 and A' ranging from 64.21 % 
to 72.35% . . Finally, Possession of Fraudulent Documents also shows somewhat variable results 
with ORs ranging from 2.07 to 8.29 and A' ranging from 62.92% to 72.02%. Despite some 
variability in classification metrics as a ftmction of over or underestimating the base rate, overall 
this variability is low to moderate in magnitude .. Therefore, error in the current base rate 
estimate does not appear to have a major impact on classification accuracy. 

Summary 

This chapter explored the criterion-related validity of the SPOT Referral Report through an 
assessment of its classification accuracy; in other words! the extent to which this instrument 
accurately selected high-risk travelers at the airpord~~lJ3L4; . I Overall, the results reveal 
support for the. criterion-related validity of the SPOT Referral Report. 

Classification accuracy for Operational SPOT was moderate to strong, based on several indices. 
Certain metrics showed high levels of c lassification accuracy that were significantly better than 
random selection screening. For example, across all outcomes, the. odds of selecting a high-risk 
traveler were significantly greater with the SPOT Referral Report than random screening; it 
produced many fewer false positive screening errors and it resulted in significantly more true 
positive screening identifications. 

In contrast, other metrics were weak for classification accuracy in an absolute sense, yet still 
better than random srection acC!lracv First for fperational SPOT, PPVs ranged fro (b)(3):49 

l (b) I These PPYs (b)(3).4
9 u.s.c. § 114(r) were significant! better re lative to. ran om 

screening . . Second,. the Operational SPOT TPRs ranged from (b)(3J:49 u.s.c. § across the four 
outcomes. While a direct comparison of this metric to the Base Rate Study was not possible, as 
described in detail in the Method section, a comparison of screening requirements (i.e., how 
many travelers would have to be screened in each method to achieve equivalent TPRs), found 
Operational SPOT to be more efficient than the Base Rate Study . . Depending on the. outcome, 
Operational SPOT would need to screen substantially fewer travelers, than the random screening 
to identify the same number of positive targets from the population of high-risk travelers. This 
difference in screening requirements ranged from 4 to. 52 times more. referrals necessary in 
random selection to achieve Operational SPOT classification accuracy. 

Finally, the sensitivity analysis explored how classification metrics would vary as a function of a 
varying population base rate. Results revealed that if the population base rate of any outcome 
had been overestimated (that is, the actual population base rate was less than the percentage 
estimated by the Base Rate Study), the classification metrics affected by this va lue would 
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improve. Moreover, if the population base rate for any of the outcomes had been 
underestimated, with the actual base rate being some value greater than the estimated percentage 
for that outcome, the. classification accuracy would decrease .. Regardless, variations in 
classification within the range of these analysis parameters found little impact on classification 
as a function of an over- or under-estimated base rate; thus, classification metrics are considered 
fairly stable. 

In summary, while. there is evidence to support the criterion-related valid ity of the. SPOT 
Referral Report, for the Validation Study, the. relative. strength of the instrument was only 
compared to a random screening paradigm. While results reveal support for SPOT instnunent 
validity, in order to fu lly understand the impact of the method. and whether these classification 
metrics are better than, worse than. or the same as other current screening methods,. one would 
need to conduct a similar examination of other programs. 
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CHAPTER 7. ITEM-LEVEL CRITERION-RELATED 

VALIDITY 

Criterion-related validity refers to the extent to which item and instrument scores relate to, or 
predict, expected outcomes. This chapter reports on the results of analyses examining the utility 
of individual indicators in predicting study outcomes, using the fu ll Operational SPOT dataset, as 
well as in the Base Rate Study and Operational SPOT Comparison datasets. This chapter also 
describes results of subgroup analyses that examine consistency in implementation of the SPOT 
Referral Report using the Operational SPOT dataset. While not a requirement for criterion­
related validity, it is. important to examine intemal consistency (a fonn of reliability) as an 
element of instrument val idity. 

The chapter is divided into two sections. First we present the methodology and results that 
examine the primary analysis of item level criterion-related validity, the predictive. uti lity 
analysis. This is fo llowed by the methodology and results that examine the subgroup differences 
in indicator usage and predictive util ity. 

Item Level Predictive Utility 

Method 

The predictive util ity of individual items was examined to detennine the extent to which 
indicators were linked to outcomes . . To do so, we examined the association between the 
presence/absence of each indicator and the presence/absence of each of the three outcomes (LEO 
Arrest, Possession of Prohibited/Illegal Items, and Possession. of Fraudulent. Docum.en.ts). 
Significance tests that assessed the associations between indicators and outcomes were computed 
for each 2x2 table, or each indicator x outcome pair, using PASW Statistics v 17.0.2 (SPSS, 
2009). Corresponding Pearson 's x 2 values and significance were computed; in instances when 
the Pearson's x2 assumption of minimum expected cell counts are greater than 5 was not met, 
Fisher's exact test statistics and significance levels were reported instead.45 

Odds ratio (OR) statistics were also produced for each pair in order to describe the ratio of the 
odds of a positive outcome among those exhibiting a given indicator to the odds of a positive 
outcome among those not exhibiting a given indicator. Confidence Intervals (Cis) associated 
with each O R were a lso produced. O Rs and Cfs are reported for a ll indicator x outcome pairs in 
which indicators were observed and indicators occurred with the outcome. That is, ORs were 
not computed when an indicator was constant (i.e., no cases in the set were endorsed for the 
indicator). Additionally, ORs were not computed when there were no cases of the indicator 
occurring with the. outcome. 

45 Fisher, R. A. ( 1922). On the interpretation of x2 from contingency tables, and the calculation of P. Journal of rhe 
Royal Statistical Sociery, 85, 87- 94. 
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(b)(3):49 U.S.C. § 114(r) 

Results 

Predictive utility was examined by calculating associations between each Section 2 indicator and 
each outcome: LEO Arrest, Possession of Serious Prohibitedllilegalltems, and Possession of 
Fraudulent Documents. Associations, with significance levels, ORs. and Cis, were calculated in 
the Operational SPOT dataset using a random split subset method (stratified by year) to evaluate 
the stability in ORs for Section 2 indicators. For the Base Rate Study and Operational SPOT 
Comparison datasets, associations were also conducted for each of the three outcomes. 

Operational SPOT 
(b)(3):49 U.S.C. § 114(r) 
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Table 7-2: Indicator-Outcome Stability 

Number of Indicators That Increase Odds of Outcome 

Outcome In ZSubsets I In 1 Subset I In 0 Subsets 

LEO Arrest (b)(3):49 u.s.c. § 114(r) 

Serious Prohibited/Illegal Items 

Fraudulent Documents 

Tables 7-3, 7-4, and 7-5 display results for those indicators that were found to be significant 
predictors of LEO Arrest, Possession of Serious Prohibited!lllegal ltems, and Possession of 
Fraudulent Documents, respectively. Complete results, including ORs, Cis, and significance 
levels for each indicator, are found in Appendix Tables F-27 for LEO Arrest, F-28 for Possession 
of Serious Prohibited/Illegal Items and F-29. for Possession of Fraudulent Documents. As. noted 
above, the Operational SPOT dataset was divided into two random subsets, stratified by year, to 
examine indicator stability in these analyses.47 Statistics for both subsets are included in these 
tables. Of particular interest are · · · · · 
dd f OR > I O (b)(3):49 U.S.C. § 114(r) o s o an outcome. . . . 

(b)(3) 49 U.S.C. § 114(r) 

47 Sec Appendix F, Tables 22- 26 for c·haracteristics of split Subsets I and 2. 
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Table 7-3: Associations Between Indicators and LEO Arrest 
(b)(3) 419 USC § 11 4(r) 
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Table 7-5: Associations Between Indicators and Possession of Fraudulent Documents 
(b)(3):49 U.S.C. § 114(r) 
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Table 7-6: Stable and Significant Indicators Across Outcomes 
(b)(3):49 U.S.C. § 11 4(r) 
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Base Rate Study 

The same predictive utility analyses were conducted for the Base Rate Study and the Operational 
SPOT Comparison dataset. Table 7-7 displays analysis results for LEO Arrest for both the Base 
Rate Study and the Operational SPOT Comnarison ri::Jtl'l<:t>t Comnlete results for a ll indicators 
are included in Aooendix Table F-30. l (b)(3):49 u.s .c . § 114(r) 

(b)(3):49 U.S.C. § 114(r) 

48 Odds ratios were not computed when an indicator was not observed or the re were no cases of the indicator 
occurring with the outcome. 
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Table. 7-8 displays. predictive utility analysis results for the outcome Possession of Serious 
Prohibited/Jllegal l tems from both the Base Rate Study and the Operational SPOT Com arison 

· · · · · (b)(3):49 U.S.C. § 
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Tab le 7-9 displays analysis results. for the outcome Possession of Fraudulent Documents from 
both the Base Rate Study and the Operational SPOT Com arison dataset. Com tete results for 

(b)(3):49 U.S.C. § 114(r) 
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Summary of Predictive Utility Analyses 
(b)(3):49 u.s.c. § 114(r) 

Subgroup Analyses 

Method 

This section reports on the analyses a imed at providing preliminary insight into consistency in 
the implementation of the SPOT Referral Report's Section 2 indicators. The consistency with 
which indicators are used provides some measure of the reliability of the instrument, an 
additional. important factor when considering the. predictive value (criterion-related validity) of 
the SPOT Referral Report.49 

The consistency in implementation, or subgroup analyses, of the SPOT Referral Report were 
examined in two ways. First, the. relat ive usage of indicators was examined by comparing the. 
frequency with which the indicators were used overall to usage within and across a subset of 
stable characteristics, such as time of year and hub size. Second, consistency in item-level 
predictive util ity investigated by using the same subgroups (e.g., time of year, hub size, etc.) and 
analyzing their relation to the three outcome measures used in this study (i.e., LEO Arrest, 

49 (b)(3):49 U.S .C. § 114(r) 
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Possession of Serious Prohibited i tems,. and Possession of Fraudulent Documents). These 
analyses used only data fi·om the Operational SPOT dataset and were not conducted for the Base 
Rate Study data. As described in earlier chapters, the Base Rate Study data are limited in tenns 
of the frequencies of indictors and outcomes; as such those were not suffic ient to yield rel iable 
results when investigating across the various subsets by setting characteristics. 

Subgroup Analyses 

Relative Usage 
The degree of variation in the use of indicators in the Operational SPOT dataset was examined 
across a set of stable setting characteristics. The characteristics, or categories, investigated 
included Year, Quarter (i.e., time of year), Hub Size, and Airport (i.e., location). 5° It was 
expected that some variation inS POT indicator use would occur as a function of seasonal travel 
variations and location population characteristics. However, it a lso was expected that the 
relative frequency of use of SPOT indicators should be fairly stable across these setting 
characteristics. 

Consistency was examined across the subsets, or levels, of data with in each category. Year 
included five levels: 2006, 2007, 2008, 2009, and 2010. Time of year examined consistency 
across four levels: Quarter 1 [January- March], Quarter 2 [April- June], Quarter 3 [July­
September], and Quarter 4 [October- December]). The levels of Hub Size included: Large, 
Medium, Small, and Non-Hub Primary. Finally, location was examined for those airports with at 
least 100 cases reported. To be able to examine any variability in the use of the SPOT indicators, 
if a level of a setting category had fewer than 100 cases, it was excluded from the analysis. With 
th is sample size restriction, the analysis examined 127 of the original 175 total airports included 
in the dataset. All other levels with in the three other categories of interest contained sample 
sizes that exceeded this min imum requirement. 

The re lative usage analysis examined the frequency of the use of the indicators overall. Then, in 
order to assess the consistency of indicators, the overall use was compared to the usage of the 
indicators. within the specified categories. First, frequencies of indicator use in the full 
Operational SPOT dataset were calculated. Next, the indicators were ranked from most frequent 
to least frequent51 (i.e., overall rank) and designated into a group (overall group): group I (i.e ., 
the upper quarti le. or 25% most frequently observed indicators); group 2. ( i.e., the. interquartile or 
middle 50% of the indicators); and group 3 (i.e.,. the bottom quartile or 25% least frequently 

50 ln the original analysis plan, the. research team proposed examining implementation consistency across BDOs or 
BDO teams. However, this analysis cannot be completed at this time due to limitations in the database fields that 
document BDOs involved in cases. To some extent,. airport may serve as a proxy to BDO teams because BDOs in 
the same airport are likely to use indicators in a similar manner. Moreover, because BDOs within an airp01t work 
closely together, it is expected that any variations in implementation that may occur would be seen at the level of 
airport. 

r )(3)49 U.S.C. § 114(<) 
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occurring indicators). Finally, the rank and the group of the indicator also were computed for 
each level of the respective categories (i .e., level rank and level group). 

Using these calculations (overall rank, overa ll group, level rank, and level group), additional 
statistics were computed to compare the consistency of indicator use. The percent of group 
agreement was calculated by identifying the number of levels for which the indicator's level 
group matched the overall group. The average difference between the rank of the indicator in the 
full dataset (overa ll rank) and its rank in each of the category levels (level rank) was computed 
(i.e., the average rank deviation) . . The. average rank deviation also was converted to a percent 
(percent rank deviation) in order to provide a more easily understandable metric, where a smaller 
percent (less difference) indicates greater consistency in iJ1dicator use across the category levels. 

Fina lly, the variabi lity, or lack of consistency, in the ranking of each indicator across levels was 
examined by computing the standard deviation ofrcmks. Standard deviation is. a measurement of 
variability that shows how much dispersion there is from the mean; in these calculations, the 
mean is the average rank across the category levels. Thus, the standard deviation of ranks 
provides a metric of the degree of difference (i.e., inconsistency) · · 
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Figure 7-1 : Example of Computations of Relative Usage Summary Statistics 

Relative Usaste Analysis of Wearinst improper attire for location (BEH20) 
Category = Quarter 
Levels of Category = QI Q2, Q3, Q4 
Overall group = group 2 
Level group 

Ql = group 2 
Q2 = group 2 
Q3 = group 2 
Q4 = group 2 

Overall rank = 22"ct 
Percent of group agreement 

(Number of level groups matching overa ll group/Number of levels) * 
100 

(4/4) * 100 = 100% 
Level rank 

Ql = 28th 
Q2 = 2211

d 

Q3 = 18th 
Q4 = 2ih 

Average rank 
(Q1 rank + Q2 rank + Q3 rank+ Q4 rank)!Number of Levels 

(28 + 22 + 18 +27)/4 = 23.75 
Average rank deviation 

(!Overall Rank-Q1 rankl +!Overall Rank-Q2 rankl + 
!Overall Rank-QJ rankl + !Overall Rank-Q4 ranki)!Number of Levels 

(1-61 + 101 + 141 + 151)/4 = 3.75 
Percent rank deviation 

Average rank deviation/Maximum difference in ranking 

3.75/40 = 9.38% 
Standard deviation of ranks 

Square root of the. quotient of the sum of the squared deviations of each 
level' s rank from the average rank across levels divided by the. number 
of levels 

.Y[(Q1 rank- Average ranki + (Q2 rank- Average ranki + 
(Q3 rank - Average rank/+ (Q4 rank - Average rank)2]/Number of 
levels- I 

.Y[(l 8.06 + 3.06 + 33.06 + 10.56)131 = 4.65 
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All three summary statistics (percent of group agreement, percent rank deviation, and standard 
deviation of ranks) were used to understand the consistency of implementation of the relative 
usage of indicators. Furthermore, a threshold was established in order to identify indicators, 
within a given category, that were used relatively inconsistently. G iven the total number of 41 
indicators, with a maximum poss ible rank difference of 40, any indicator with a standard 
deviation of rank greater than three (i.e., a di spersion of more than three rank positions or 5%) 
was considered inconsistent and warranted additional examination. 

Item-level Predictive Utility 
Item-level predictive utility analyses were conducted for the same four setting categories as used 
for the relative usage analyses: Year, Quarter, Hub Size, and Airport. Once again, a minimum 
sample size of l 00 cases was required for a level of a category to be included, resulting in the 
reduction of the 175 airports included in the Operational SPOT dataset to 127 airports retained 
for these analyses. The analyses of item- level predictive utility used a simi lar approach as the 
relative usage analyses in that overall statistics were calculated and then compared to the 
statistics computed for each level of the focal categories. 

For each indicator and for each of the three outcomes (i.e., LEO Arrest, Possession of Serious 
Prohibited/Illegal Items, and Possession a./" Fraudulent Documents), OR values were computed 
to generate a comparison of the likelihood of the respective outcome occuning when the 
indicator was present versus when the indicator was absent across the enti re dataset (i.e., overall 
OR). Thus, ORs larger than one indicate the greater odds of the outcome occuning when an 
indicator was present than when the indicator was absent. In addition, the corresponding 
significance levels (overall p) and Cis (overall Cl) were also computed. Then, these same 
statistics were computed for each level of the setting categories: level OR, level p, and level CI. 
For these analyses, consistency was defined as overlapping Cis between the overall C/ and the 
level C/. Overlapping Cis represent no - · · · · · · 
com ared and thus su Yest consistenc . (b)(3):49 u.s.c. § 114(r) 

(b)(3):49 U.S.C. § 114(r) 

Results 

Relative Usage 

Within the Operational SPOT data, the SPOT Referral indicators were used ~)~3b49 1 ·mes across 
the 247,630 cases. The breakdown of this usage is described by category below, a long with the 
more detailed results of the relative usage analyses. Tables reporting the relative usage statistics 
are reported in Appendix F. 

Usage by Year 
Table 7-10 shows the number of indicators and refenals within each Year. (b)(3):49 u.s.c. § 114(r) 
(b)(3):49 u.s.c. § 114(r) 
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Table F-34 .. 

Table. 7-10:. Total. Frequency of. Indicators. and. Referrals by Year 

Year I Total Indicators I Total of Referrals I 
(b)(3):49 U.S.C. § 114(r) 

(b)(3):49 U.S.C. § 114(r) 

52 TSA, personal communication, October 26, 2010. 
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r b)(3), .. u.s.c. § 114(C) 

Table 7-11: Rank Deviation and Group Agreement Across Indicators by Year 

Number of Indicators With Level Number of 
Total. Average. Rank Deviation Group Matching Overall Group Referrals 

Year. Averaae I Percent Number. I Percent Freauencv 
(b)(3):49 U.S.C. § 114(r) 

Usage by Quarter 
Table 7-12. shows the. number of indicators and referr-als. within each Quarter. Overall rank, 
overall group, level rank, and level group for each indicator are presented by Quarter in 
Appendix Table F-35. The summary statistics are presented by Quarter in Appendix Table F-36. 

Table. 7-12:. Total. Indicators. and Referrals by Quarter 
(b)(3):49 U.S.C. § 114(r) 
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Table 7-13: Rank Deviation and Group Agreement Across Indicators by Quarter 

Number of Indicators with Level Number of 
Total Avera1e Rank Deviation Group Matchln1 Overall Group Referrals 

Year Average I Percent Number I Percent Frequency 
(b)(3):49 U.S.C. § 114(r) 

Usage by Hub Size 
Tab le 7-14 shows the number of indicators and referrals within each Hub Size. Overall rank, 
overall group, level rank, and level group for each indicator are presented by Hub Size in 
Appendix Table F-37. The summary statistics are presented by Hub Size in Appendix Table F-
38. 

Table 7-14:. Total Indicators. and Referrals by Hub Size 

[ Hub Size J Total Indicators J Total of Referrals J 

(b)(3 ):49 U.S.C. § 114(r) 

-
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Table 7-15: Rank Deviation and Group Agreement Across Indicators by Hub Size 

Total Average Rank Number of Indicators With Level Number of 
Deviation Group Matching Overall Group Referrals 

Hub Sl:re Avera11e Percent Percent "' 
(b)(3 ):49 U.S.C. § 114(r) 

Usage by Airport 
Overall rank, overall group, level rank, and level group fo r each indicator are presented by 
Airport in Appendix Table F-39, with summary statistics provided in Appendix Table F-40. 

(b)(3):49 U.S.C. § 114(r) 

Sensitive Security Information (SSI) 1 07 
WARNING: TI·IIS RECORD CONTAINS SENSITIVE SECURITY INFORMATION THAT IS CONTROLLED UNDER49 C.F.R. PARTS 15 AND 1520. NO 

. PART OF Ti llS. RECORD MAY BE DISCLOSED TO PERSONS. WITHOUT A " NEED. TO KNOW," AS. DEFINED. IN 49. C.F.R PARTS 15 AND. I 520, EXCEPT 
WITH THE WRITIEN PERMI~~•ur ur , nc ~u<>umo "'~ • I T ilT '<"rt JRITY 1nMINISTRATION OR THE SECRETARY OF 

TRANSPORTATION .. UNAUTHORIZED RELEASE MAY RESULT IN. CIVIL PENALTIES OR OHlER ACTION .. FOR U.S. GOVEI<.NMEN I t>uwuc~ •. 
PUBLIC DISCLOSURE GOVERNED BY 5 U.S.C. 552 AND 49 C.F.R. PARTS 15 AND 1520. 



TSA 15-00014 - 004395

Sensitive Secm•lty hafoa tuati9A (SSI) 
(b)(3):49 u.s.c. § 114(r) 

Summary of Results 

Table 7-16: Inconsistent Indicators Across Categories 

BEH# I Indicator I 
(b)(3):49 U.S.C. § 114(r) 

- -- -----
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Table 7-17: Operational SPOT Rank Standard Deviations by Category and Indicator 

I I I SO Aaoss I I SO Aaoss I SO Aa oss Hub I 
(b)(3)49 U S C. § 114(r) 
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Relative Predictive Utility Analyses 

Predictive Utility by Year 
The majority of indicators were able to be included in the consistency analyses. That is, the 
indicators were observed and there were instances of the outcome occutTing with the indicators 
for each of the five Years and for each of the three outcomes examined. Table 7-1 8 summarizes 
the relative predictive utility analyses for Year, in terms of (a) number of indicators (out of 41) 
for which analyses could be run within Year-level and outcomes (Indicators in Analysis) and (b) 
the number of indicators whose results within Year and outcomes were HJ,~-¥FJ+L:~~~....,.....---, 

Table 7-18: Number of Indicators Consistent With Overall Results by Year 

I Year I 
I 2M& I 2007 I 2MR I 2009 I 2010 I 

(b)(3):49 U.S.C . § 114(r) 

LEO Arrest 

Possession of Serious 
Prohibited/Illegal 
Items 

Possession of 
Fraudulent 
Documents 

The complete item-level predictive utility analysis results for each Year and outcome, by 
indicators, are reported in Appendix Tables F-41 through F-43. As. noted, the majority of 
indicators were found to be consistent in their relationships to each of the outcomes regardless 
of year. l(b)(3):49 u.s.c. § 114(r) 1i 

(b)(3):49 U.S.C. § 114(r) 
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(b)(3):49 U .S.C. § 114(r) 

Table 7-19: Indicator. Inconsistencies-Year. 

Inconsistencies. Within Year 
Possession of Possession 

Serious. of 
LEO. Prohlblted/llle1al Fraudulent 

BEH# Label Arrest Items .. 
(b)(3):49 U.S.C. § 114(r) 
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able 7-20 summarizes the relative predictive utility analyses for Quarter, in 
terms. o a . num er of indicators (out of 41) for which analyses could be run within Quarter­
level and outcomes (Indicators in Analysis) and (b) the. number of indicators whose results 
within Quarter and outcomes were C~'i+.!:'~~';!:'-';:~":'7~= ........ ...., ...... """"'...._.....,.........,."""""'w.:.~. ....... """'----, 

Table 7-20: Number of Indicators Consistent With Overall Results by Quarter 

I Quarter I 
I ,.. I ,. .. I "" I I\ A I 

(b)(3):49 U.S.C. § 114(r) 

LEO Arrest 

Possession. of Serious 

Prohibited/llle1al 
Items 

Possession of 
Fraudulent 
Documents 

Th l ' [ 1 d' ' '1' 1 ) C. ' onnJ.. {"\, '"' o n A ~· •+n~ oa ~ . ~· comp ete 1tem- ev~ pre Jctt':e uti tty ana yses resu ts 101 el(b)(3):49 u.s.c. § 114(r) 
mdtcator are. reported tn Aooendtx Tables F-44 through F-46 . . 1 . . I 
(b)(3):49 U.S.C. § 114(r) 
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Table 7-21: Indicator Inconsistencies- Quarter 

Inconsistencies Within Quarter 
Possession of Serious Possession of 

LEO Prohibited/Illegal Fraudulent .. 
(b)(3):49 U.S.C. § 114(r) 

(b)(3):49 U.S.C. § 114(r) 

Table. 7-22: Number of Indicators Consistent With Overall Results by Hub Size. 

Hub Size 

I ........ I I Non-Hub 
r . ·" ... 

(b)(3):49 U.S.C. § 114(r) 

LEO Arrest 

Possession of Serious 
Prohibited/Illegal 
Items 

Possession of 
Fraudulent Documents 

The complete item-level predictive utility analyses. results. for each Hub Size and outcome . b 
indicators, are reported in Appendix Tables F-47 through F-49. (b)(3):49 u.s .c . § 114(r) 
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(b)(3) :49 U.S.C. § 114(r) 

(b)(3) :49 u.s.c. § 114(r) u 1 able t-LJ prov1aes. me. complete 
list of inconsistent indicators.. by Hub Size for each of the. three outcomes .. 

Table 7-23: Indicator Inconsistencies- Hub Size 

Inconsistencies. Within Hub Size 
Possession of 

LEO Possession of Serious Fraudulent 
RII:Uff ... h .. l & ....... A . •L• 1/111 ...... 11+ ........ n.,.,.,, ......... ., 

(b)(3) :49 U.S.C. § 114(r) 
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(b)(3):49 U.S.C. § 114(r) 

The complete item-level predictive utility analyses results for each Aimort and outcome bv 
indicators are. reoorted in Aooendix Tables F -50 throu!!h F-52. l (b)(3):49 u.s.c. § 114(r) I 

(b)(3):49 U.S.C. § 114(r) 

Table 7-24: Consistent Indicators-Airports 

(b)(3):49 U.S.C. § 114(r) 

LEO. 
4 rrAd 

Consistencies Within Airport 
Possession of. 

Serious 
Prohibited/llle1al . ...... ., Possession of Fraudulent 

n ........... n • ., 
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Consistencies Within Airport 
Possession of 

Serious 
LEO. Prohibited/Ill ega I Possession of Fraudulent 

BEH# Label Arrest Items Documents 
(b)(3) :49 U.S.C. § 114(r) 

Summary of Results 

Overall the analyses. suggest some. consistency in item-level predictive utili tv consistency. ~~~~3b4~ l 
(b)(3):49 U.S.C. § 114(r) 

Sensitive Security Information (SSI) 116 
IVA~: , .,..., - • 1 • ,c RITY INFORMATION THAT IS CONTROLLED UNDER 49 C.F.R. I' ARTS 15 AND 1520. NO 

PARTOFTBIS RECORD MAY BE DISCLOSED TO .PERSONS WII HUU " ' " ' 0. "~r.>N~n IN 49C.F.R PARTS 15 AND 1520, EXCEPT 
WITH THE WRITIEN PERMISSION OF TilE ADMINISTRATOR OF THE TRANSPORTATION SECURITY ADMINISTRATION UK ·, c """"' ' 

TRANSPORTATION. UNAUniORIZED RELEASE MAY RESULT IN CIVIL PENALTIES OR OniERACTION. FOR U.S. GOVERNMENT AGENCIES. 
PUBLIC DISCLOSURE. GOVERNED. BY5 U.S.C. 552.AND.49.C.F.R. PARTS. I 5.AND. 1520. 



TSA 15-00014 - 004404

Sensitive Seem ity htfoa nuttien (SSI) 

Chapter Summary 

(b)(3):49 U.S.C. § 114(r) 
While these results are infom1ative in 

~--~~----~--~--~~~~~~~~~ terms of the meaning and function of individual indicators, further research is warranted to fully 
understand the influence of each on the SPOT Referral Report. 
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CHAPTER 8. DISCUSSION 

This report presented the results of the SPOT Validation Study. The goal of this study was to 
examine instrument validity and address the fo llowing research question: To what extent does 
the use of the existing SPOT Referral Report lead to valid inferences about the traveling 
population, with afocus on high-risk travelers, or persons knowingly and intentionally trying to 
defeat the security process? We examined criterion-related validity of the SPOT Referral Report 
instrument and its Section 2 indicator items. Specifically, we examined instrument-level 
classification accuracy, computed from classification matrices . . We also examined the utility of 
individual indicators in predicting outcomes and explored subgroup variation in the indicator 
usage. 

Examination of classification accuracy for a screening paradigm of tlus type. is extremely 
challenging given the low base rate of occurrence of the outcomes of interest. For the SPOT 
Referral, Report,. the. target of interest (high-risk traveler) is. a rare. event,. the. SPOT indicators. 
used to identify risk are also rare and highly varied, and the population from which to identify 
targets is extremely large (the U.S.-based traveling population). This challenge is not unique to 
the SPOT Program; the issue is re levant to many other screening situations, including other 
counter-terrorism and deception screening programs of interest to U.S. national security. In fact, 
the SPOT Validation Study is the first undertaking of this kind; no other counter-terrorism 
program has attempted such a formalized, quantitative. evaluation of its validity. 

To conduct the evaluation, we designed a research methodology that used best practices from a 
var iety of disciplines interested in instrument validation. This methodology included approaches 
from medicine,. epidemiology, psychology, and statistics to produce a comprehensive. 
examination of instrument validity. To collect the required data, we designed two studies. In the 
first study, cases from the Operational SPOT Referrals database. (January 2006-0ctober 201 0) 
were used to systematically examine the SPOT indicators and their relation to outcomes that 
indicate a possible threat... The. dataset for this study included a total of247,630 referrals (i.e., 
travelers referred to secondary screening) from 175 airports. In the second, an experimental field 
study was conducted in which travelers were randomly selected and subjected to SPOT 
screening. This field study, referred to as the Base Rate Study, provided data to compare the 
SPOT Referral Report process with a random screening process. It also provided information 
about the population base rate of high-risk travelers. The database used for this study included 
case. information from randomly selected travelers who. were. subjected to the. SPOT referral 
process during the Base Rate Study from 01 December 2009 through 31 October 2010, and it 
includes a total of 71,589 referrals from 43 airports. To make direct comparisons between the 
Base Rate Study and the Operational SPOT Referral database,. AIR created a dataset that is a 
subset of the. Operational SPOT Referral. database. and contains. 23,265. Operational SPOT 
referrals for the same time period and locations covered by the Base Rate Study. Together, these 
two studies allowed an assessment of instrument validity. 
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Summary of Findings 

Results of the Validation Study find evidence to support the criterion-related validity of the 
SPOT Referral Report. Classification accuracy for Operational SPOT was moderate to strong, 
based on several indices. Certain metrics showed high levels of classification accuracy that were. 
significantly better than random selection screening . . Other metrics. were weak for classification 
accuracy in an absolute sense (i.e., true positive rate [TPR] and positive predictive value [PPV]), 
yet still better than random selection accuracy. Given that no other screening program has been 
evaluated in this way,. it cannot yet be determined whether these lower classification rates for 
Operational SPOT are better than, worse than, or equivalent to other screening methods. 

(b)(3):49 U.S.C. § 114(r) 

(b)(3):49 u.s .c . § l in this section, we summarize and discuss the results of the Validation Study in 
more detai I. 

Base Rate of Outcomes 

The population base rate for high-risk travelers is extremely low. 

The results of the. Base. Rate. Study confirm that the measurable outcomes that represent high-risk 
travelers are infrequent to rare events. From these data, we estimated that in the population of 
U.S.-based travelers, LEO Arrest occurs inl in I 0,000 travelers (0.0 I%), Possession of Serious 
Prohibited/Illegal Items occurs in 1 in 750 travelers (0.13%), and Possession of Fraudulent 
Documents occurs in I in 2000 travelers (0.05%). In addition, the base rate for the Combined 
Outcome, or presence of any of these three outcomes, is 1 in 750 travelers (0.13%). 

Instrument-Level Criterion-Related Validity 

There is strong evidence to support the criterion-related validity of the SPOT 
ReferraL Report. Using the SPOT Referral Report improves efftciency in 
ident!fying high-risk travelers over random selection. 

Operational SPOT is significantly and substantially better at identifying high-risk 
travelers than is random screening. 

However, the SPOT Referral Report's classification accuracy for selection of true 
positive cases is low. 

When examining instrument validity through classification accuracy, it is apparent that the SPOT 
Referral Report outperforms random screening at the checkpoint. The SPOT Referral Report 
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showed better accuracy for detection of all four outcomes. on several classification metrics, 
including the positive. predictive value (PPV), false. positive indicator (FPI), odds. ratio (OR), and 
area under the curve sensitivity (A'). For these and other metrics, the difference between usin 2: 
the SPOT Referral Reoort and random screening were statistically significant. l(b)(3):49 u.s.c. I 
(b)(3):49 U.S.C. § 114(r) 

53 As described in Chapter 6, these values are for the Operational SPOT Comparison set, which is based on the time 
period and airports included in the Base Rate Study. Nonetheless, this time period and airpo1t set is meant to be 
representative of all U.S. airports where SPOT is in operation. 
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(b)(3):49 U.S.C. § 114(r) 

The most important consideration in classification accuracy is how Operational SPOT compares 
with random selection screening. Because. a TPR could not be calculated for random screening, 
we instead examined how many travelers would have to be randomly selected and screened in 
order to achieve the same TPRs as Operational SPOT. ln such a scenario for random selection 
to .ach ieve the same level of accuracv_l(b)(3):49 U.S.C. § 114(r) H 

(b)(3):49 U.S.C. § 114(r) 

Base Rate of Indicators 

The population base rate for SPOT indicators is low. 

Display of SPOT indicators is highly varied in Operational SPOT referred cases. 

The difference between display of indicators in the general population and 
referred cases suggests good discrimination between targets and non-targets for 
instrument items. 

Results. confirm the low frequency of occurrence. of the. SPOT indicators and support the notion 
that individual expressions of~· ~~~~~~AJ.;l~ill.l;;.u....l.lwU<.J~LSaJW.!l.U!J.l.lj;I,JJj.W.....lJ.l!~~'----. 

(b)(3):49 U.S.C. § 114(r) 

L;...j:==:::J These findings illustrate the low base rate of SPOT indicators in the general, non­
target traveling population. 
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(b)(3):49 U.S .C. § 114(r) 

Utility of Individual Indicators 
(b)(3):49 U.S.C. § 114(r) 

(b)(3):49 U.S.C. § 114(r) 

An examination of consistency in implementation overall found that indicators were used at 
relatively the same rate regardless of Year, Quarter, or Hub Size categories. Of the 41 indicators, 

(b)(3):49 U.S.C. § 114(r) 
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(b)(3):49 U.S.C. § 114(r) 

Exploratory Factor Analysis 

Finally, we conducted an exploratory factor analysis (EF A) of the SPOT Referral Report Section 
2 indicators as an initial step in the. examination of construct-re lated validity . . Despite limitations. 
associated with these analyses- particularly limited data for comprehensive construct-related 
validity analyses and data sparseness. (i.e. ,. low frequency of occurrences of indicators)-some 
interesting findings emerged that are worth considering and investigating further in future 
research. 

(b)(3):49 IU.S.C. § 114(r) 
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Limitations 

The results of this Validation Study must be. considered in the. context of certain limitations. 
Many of these limitations are common in field research in general and in the examination of 
security programs in particular. These limitations were known at the time of designing the study, 
and thus the. methodology was. developed with these. issues taken into consideration to make. the. 
best use of the data. 

F irst there were analysis limitationsl(b)(3):49 u.s.c. § 114(r) 
(b)(3):49 U.S.C. § 114(r) 

Second, there were limitations related to study implementation,. which were also anticipated at 
the time. of study design. For example, while a random sampling methodology was designed for 
airport selection and AIR provided recommendations to TSA about such selections, inclusion of 
airports in the Base Rate Study was u ltimately determined by local airport management. This 
issue is not uncommon in field research, where the investigators have limited control over 
locations and times. fo r data collection;. however, it presented a concern about the. 
representativeness of the Base Rate Study sample and the degree to which sampling error may 
have been introduced into this. study . . Following data. collection, we. investigated this issue by 
conducting a brief examination of the. proportion of collections across checkpoints within the 
airports, compared with the traveler throughput data by airport checkpoint. . This examination 
revealed that the p roportions appeared to match reasonably well. Thus, it appears that the 
collections within the airports did approximate simple random samples and that although there 
was some degree of sampling error, it was. not likely to. be. substantial. Moreover,. it is AIR's. 
assessment as. well as that of the external review panel (conducted in February 2011 ) that if 
sampling weights were app lied to the data to adjust for sampling error, the primary findings of 
this study would remain unchanged. 

Another issue related to study implementation is that BDOs were aware of whether each traveler 
they screened was part of Operational SPOT or the Base Rate Study, which had the potential to 
introduce bias into their assessment. Unfortunately, because BOOs needed to conduct the SPOT 
protocol, this could not be controlled for in a way that would have maintained ecological validity 
and been manageable to the study. We tried to mitigate potentia l effects of this by discussing 
th is issue in data collection tra ining; however we could not otherwise control for this issue. In 
addition, we monitored data collection by conducting 17 site visits (as reported in Appendix D). 
While. it would have. been ideal to conduct multiple. data collection monitoring visits. at each 
location in tbe. study, this. was. not possible due to logistical issues and study constra ints .. During 
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the site visits that were conducted there were no salient issues to suggest that the design was. not 
being implemented correctly. 

Fina lly, data collection in the Base Rate Study was uneven throughout the period of the study, 
with a substantial increase in number of cases (i.e., random selections) in the later months of the 
study. This increase in data collection was due to the additional airports that were added to the 
study in July 201 I and an overall surge in data collection to get to the required sample size by 
the end of the study period. While, not ideal, this unevenness in Base Rate Study data collection 
is not of great concern to the results of the study because these cases were of randomly selected 
travelers. Moreover, although there were more data collection periods, these still covered the 
full range of time periods and checkpoint locations. Given that in random selection, the 
probability of identifying a high-ri sk traveler does not vary as a function of sampling rate, an 
increase in sampling rate will not have a great affect on analyses or results. Therefore, while a 
more even data collection would have been preferred,. there is not great concern about the impact 
of the data collection method on the study results. 

A third set of limitations was related to data availability. The Operational SPOT dataset collects 
a great deal of information about each referred traveler; however, there were limitations to this 
dataset, which could not be changed due to the operational nature of the program. For example, 
the measureable outcomes selected to represent high-risk travelers- LEO Arrest, Possession of 
Serious Prohibited/Illegal Items, and Possession of Fraudulent Documents- were based on the 
best data available in these datasets. AIR chose to use multiple outcomes because each 
measurement had its relative advantages and limitations. While no single outcome alone was a 
perfect measurement of the high-risk traveler, taken together the goal was to represent this 
construct as accurately as possible. Non-perfect measurement suggests some degree of 
measurement error included in models; however, this was expected and is common in behavioral 
sciences research. Moreover, multiple outcome measures were used in an effort to increase the 
generalizability of the results. 

In addition,. the Operational. SPOT dataset does not record the specific location where each SPOT 
indicator was first observed; therefore, the criterion-related val idity analyses could not be 
definitively isolated to BDO observations of travelers standing in line (as opposed to during the 
SPOT Referra l Screening). As discussed below, one recommendation for future research is to 
consider where indicators are observed in assessing validity . . 

Finally, because the Section 2 indicators are the unique element of the SPOT Referral Report that 
makes this screening system behaviorallv focused there is a l!reat deal of interest in isolatinl! the 
effects of these indicators on outcomesJI(b)(3):49 u.s.c. § 114(r) 1 
(b)(3):49 U.S.C. § 114(r) 
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(b)(3):49 U.S.C. § 114(r) 

In summary, there. were. several limitations to the Validation Study, many of which were to be. 
expected in field research. These various issues potentially introduced some degree of error in 
the va lidation analysis; thus, results should be considered in this context. Nonetheless, sampling 
and measurement error due to these limitations are believed to be relatively minimal, given study 
design features that included a large sample, multiple outcome measures, and sensitivity analyses 
around important population parameter estimates. Thus, study results are still considered 
reasonable and reliable. 

Recommendations for Future Research Directions 

Given this support for fundamental elements of instrument validity, additional research to further 
validate the SPOT instrument and evaluate the program is warranted. Moreover, further 
exploration of the SPOT indicators is recommended to develop a deeper understanding of their 
meaning and utility for screening purposes . . This section describes a number of 
recommendations for examining instmment and program validity. These recommendations 
emerged from AIR's analysis of the Validation Study findings, as well as suggestions from 
various independent reviews 55 of this work and are organized into three broad categories: further 
val.idation research, comparison of SPOT accuracy to other screening program accuracy, and 
broader program evaluation. While these recommendations are specific to the SPOT Program, 
having been developed as a fo llow-up to the results of this study, many of these 
recommendations could readily be used in evaluation of other Government-sponsored screening 
programs as they design and execute studies to examine. program validity . . 

Further Validation Research 

While this. study was a large-scale and comprehensive validation study, it did not, and could not, 
cover a ll elements of validity examination. Given the results of the study, which support 
criterion-related validity- specifically classification accuracy and predictive utility in identifying 
high-risk travelers- further research to explore other elements of reliability and validity is 
recommended. 

54 Note that recently (March 201 0), the database was changed to allow multiple reasons for referral. Thus, future 
studies could examine cases by separating out reasons for referral. 
55 Three independent reviews of the Validation Study were held. The first, in July 2010, included Government and 
university-based scientists, as well as Government stakeholders. The second, in October 20 I 0, included scientists 
from private research institutions. The focus of these two review panels was to examine the study methodology, 
provide a c1itical review, and make recommendations about additional analyses and future research directions. A 
third panel review was conducted in February 2011 and included participants !Tom these first two reviews. The 
focus of this third review was on Validation Study results and, again, recommendations for further analyses and 
fut1.1rc research directions. More information about these reviews is available from DHS. 
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1. Explore alternative scoring strategies, thresholds, and indicator optimization.

  Additionally, different scoring methods were 
not a consideration in the Validation Study but should be considered in further research.  
Furthermore, results of the item-level predictive utility analysis and the exploratory factor 
analysis suggest that certain items or item sets may be 

  Continued exploration of how indicators function individually and as 
part of these factors is another step in indicator optimization.  These findings may suggest 
that certain indicators could be combined while others could be dropped.  These types of 
studies, including testing alternative scoring strategies, can be accomplished by performing 
simulations to examine what would happen if certain indicators were dropped, combined, or 
rescored.  Another method of gathering this information is to conduct subject matter expert 
(SME) interviews to determine what works and what does not work with regard to the 
current indicator set and scoring scheme.  Any such SPOT Referral Report modification must 
be considered carefully with rigorous methodology to examine the impact of such changes. 

2. Explore the predictive utility of indicators based on where each is first observed.

Moreover, it would be worthwhile to examine criterion-related validity associated with the 
SPOT Referral Report based only on indicators observed while travelers are in the queue.  

  Thus, a deeper examination of where indicators 
are observed and their relation to outcomes is recommended.   

3. Further examine variation in indicator usage and predictive utility across airports and
BDOs.  

 Further study of indicator use, 
including a reliability analysis, is recommended. 

4. Conduct a reliability analysis.  An important aspect of validation, reliability refers to the
extent to which the SPOT Referral Report is implemented consistently across a variety of
setting characteristics and related factors.  Reliability is a necessary, but not sufficient
condition to establish validity.  If an instrument is valid, this indicates that it has also
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achieved at least a minimum level of reliability.  However, validity is potentially limited if 
instrument reliability is low.  The results of the Validation Study that demonstrate strong 
support for SPOT Referral Report validity may actually be an underestimate of true 
instrument validity because instrument reliability is not known.  Moreover, achieving 
increases in reliability would certainly be a worthwhile goal; there is a potential to decrease 

  Thus, an in-depth reliability 
study is warranted.   

 
Although the Validation Study did not conduct a direct assessment of reliability—for 
example by examining inter-rater reliability—it did examine consistency in implementation, 
which provided an initial assessment of the consistency of use of the SPOT Referral Report.  
Further examination of reliability is important for a more comprehensive program evaluation 
and validation assessment.  Moreover, such an examination would inform BDO training and 
program implementation.  Note that originally, a reliability study was included as part of the 
Validation Study methodology; however, there were several challenges to designing and 
implementing such a study,  

A reliability study is nonetheless worth 
pursuing.  A reliability study may be designed to use real Operational SPOT cases or use 
simulated data (i.e., actors demonstrating indicators).  Relative advantages and limitations are 
associated with either design, although both are worth considering.  
 

5. Further examine the construct-related validity of the SPOT Referral Report.  The 
current report took some initial steps to explore the construct-related validity of the SPOT 
Referral Report; however, these analyses were limited by the available data.  Thus, further 
exploration of construct-related validity is warranted.  This includes, for example, how the 
SPOT indicators were initially derived, what each is meant to represent (or measure), and 
whether additional indicators might be of value in identifying high-risk travelers.  To do so, 
additional studies are recommended that further address construct-related validity.  For 
example,  

 
 

 
 

 
  An end goal would be to compare the utility and validity of the 

current SPOT Referral Report and observation process with other deception detection and 
security techniques and/or other indicators to determine which are more successful in 
identifying high-risk travelers.  These and other steps will aid in better defining the indicators 
and, ultimately, optimizing the indicator set.  
 

6. Explore the role of background characteristics in the observation of indicators and 
SPOT screening decisions.  To enhance the value and applicability of the SPOT indicators, 
it is important that variation in indicator use be explored as a function of race, ethnicity, 
culture, and other demographics.  SPOT is a behaviorally-based screening program that was 
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specifically designed to avoid profiling.  

 
 

 

Comparison of SPOT to Other Screening Programs  
As noted throughout this report, the SPOT Validation Study was a unique endeavor and the first 
of its kind in terms of the comprehensive assessment of criterion-related validity.  Certain of the 
results that emerged from this study are difficult to interpret without comparison to other 
screening programs (e.g., the low TPRs).  The following recommendations are to examine other 
screening programs and to examine the SPOT Referral Report’s utility in the context of a 
broader national security agenda. 
 
1. Compare the classification accuracy of the SPOT Referral Report with that of other 

airport screening methods.  Results of the Validation Study demonstrate how the SPOT 
Referral Report in its current form outperforms random selection in identifying high-risk 
travelers.  However, this study does not make comparisons between SPOT and other airport 
security screening programs.  There have been assessments of the effectiveness of other 
screening programs (i.e., operations tests); however, there has never been a comprehensive 
study to examine the classification accuracy of any other program in the way that SPOT has 
been evaluated in this study.  Moreover, any assessments conducted to examine other 
screening programs cannot be compared with this Validation Study because the methods of 
the different assessments produce different types of data and results.  It is important to 
consider how Operational SPOT functions compared with other screening programs, 
especially in terms of identifying true positive cases.  Thus, it is recommended that this type 
of study paradigm be applied to other Government security screening programs.  Moreover, 
because SPOT serves as one element in TSA’s layered screening approach to security, it 
would additionally be beneficial to consider the effects of additive layers of security on 
classification accuracy.  That is, an examination of the value added from the SPOT Program 
as one layer of TSA security screening and the value added from other screening programs 
(e.g., X-ray, magnetometer, advanced imaging technology [AIT]) is recommended.  
 

2. Examine the utility of the SPOT Program approach and the SPOT Referral Report in 
settings outside of the checkpoint.  It is noteworthy that the Operational SPOT database 
sample size has been decreasing yearly.  This in part reflects the SPOT Program’s 
implementation of observation and related procedures beyond the checkpoint. The utility of 
such SPOT operations is unknown and warrants examination to support instrument and 
program validity.  Further, the use of the SPOT Referral Report and operations at locations 
outside of airports (e.g., train stations, U.S. borders, police work) warrants further 
examination. 

 
3. Link Operational SPOT Referral information to other databases and/or screening 

methods.  The Operational SPOT Referral database contains valuable data that may be used 
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to more fully understand re lationships between referral information and outcomes. Linking 
the Operational SPOT Referral database to other databases would allow further analyses that 
compare screening methods, demonstrate the use of screening layers additively, and 
document how various methods complement one another, thereby a llowing an initial 
comparison of SPOT with other screening programs. One avenue for future research is to 
link the SPOT operational data to actual LEO databases to obtain infonnation about longer 
tenn LEO outcomes (e.g., post-arrest outcomes including convictions). Another potential 
area fo r future research involves linking Operational SPOT with the TSO database to 
compare what TSOs find with what BDOs find in terms. of high-risk travelers. 

Broader Program Evaluation 

The final set of recommendations re late to ways in which results of this Validation Study can be 
incorporated into a broader examination of the SPOT Program. 

I . Implement a full program evaluation that considers implementation of the SPOT 
Referral Report as well as implementation of the entire SPOT process. The current 
Validation Study focused specifically on assessing the validity of the SPOT Referral Report 
in its current form. However, there is value in more widely evaluating SPOT Program 
implementation, including focusing on the SPOT Program's procedures for employee 
selection, training, job performance evaluation, policy and procedures, or other such tasks 
that might influence the outcomes resulting from the use of SPOT. A comprehensive 
program evaluation would include an examination of these types of issues, a consideration of 
resource management, a cost-benefit analysis of SPOT, information on where and how SPOT 
is implemented, and other broader program evaluation questions. 

2. Conduct a cost-benefit analysis to further understand the value of the SPOT Referral 
Report. As. noted above, Operational SPOT clearly outperforms random screening in 
identifying high-risk h·avelers . In fact, to identify cases that ultimately end in a LEO Arrest, 
random selection would have to screen 52 times more travelers than Operational SPOT 
would. It would be benefic ial to use data from the Validation Study to inform a cost-benefit 
analysis about the efficiency of the SPOT Program and its. impact on aviation security. 

::l. Consider how the results of' the Validation Study fit into a broader TSA/SPOT risk 
assessment. In the context of national security, a full risk assessment considers ( I) the 
probability that a threat exists,. (2) the. potential. impact to a system if the. threat is. carried to 
fruition, and (3) the probability that vulnerabilities exist. Throughout this report, we refer to 
the goal of the SPOT Referral Report as identify ing high-risk travelers. This term was 
selected by the study team on the recommendation ofTSA/SPOT to represent the outcome 
and provide a shared understanding of it. However, in the context of a more formal. and 
broader risk assessment, the outcome of"high-risk traveler" really represents the system 
threat. Terminology aside, it is recommended that the results of the Validation Study be 
added into a broader, formalized ri sk assessment; that is, an overall assessment of risk at the 
system level. 
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4. Continue the Base Rate Study as an ongoing benchmark and training opportunity. 
Given the results of the Validation Study, it is recommended that the Base Rate Study 
methodology become a regular SPOT procedure, including in their playbook. This would 
a llow a continual comparison of the SPOT Referral Report against random screening and 
will support ongoing program validation. Additionally, BDOs have anecdotally reported that 
the random selection in the Base Rate Study produces more screening oppottunities, thereby 
allowing continual practice of SPOT observation and the use of Casual Conversation, which 
is helpful as a method of ongoing training. Thus, a continuation of the Base Rate Study 
would be beneficial in at least these two important ways. 
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