DEPARTMENT OF THE ARMY
UNITED STATES ARMY INTELLIGENCE AND SECURITY COMMAND
FREEDOM OF INFORMATION/PRIVACY OFFICE
FORT GEQRGE G. MEADE, MARYLAND 20755-5995

REPLY TO
ATTENTION OF:

Freedom of Information/

Privacy Office 12 JUN 2013

Mr. Alexander Abdo

Staff Attorney

National Security Project
American Civil Liberties Union
125 Broad Street, 18" Floor
New York, New York 10004-2400

Dear Mr. Abdo:

This responds to your Freedom of Information Act (FOIA) request dated May 13, 2013 to The
Department of the Army, Freedom of Information Act/Privacy Act Office (DA, FOIA/PA Office)
for access to documents relating to Executive Order (EO) 12333; specifically, the following
documents:

Any records construing or interpreting the authority of the United States Army (“Army”) under
EO 12333 or any regulations issued thereunder;

Any records describing the minimization procedures used by the Army with regard to both
intelligence collection and intelligence interception conducted pursuant to the Army’s authority
under EO 12333 or any regulations issued thereunder; and '

Any records describing the standards that must be satisfied for the “collection,” “acquisition,” or
“interception” of communications, as the Army defines these terms, pursuant to the Army’s
authority under EO12333 or any regulations issued thereunder.

On May 29, 2013, the DA, FOIA/PA Office forwarded your request, and the responsive record to
this office for final disposition and direct reply to you. Your request, the referred responsive record

were received in this office on June 4, 2013.

We have completed a review of the referred responsive document and as a result of our review;
the document is releasable and enclosed for your use.

There are no assessable FOIA fees for the processing of this request.



If you have any questions regarding this action, contact this office at 1-866-548-5651 or email the
INSCOM FOIA office at: usarmy.meade.902-mi-grp.mbx.inscom-foia-service-center@mail.mil
and refer to case #2983F-13.

Brad S. Dorris

Director

Freedom of Information/Privacy Office
Investigative Records Repository

Enclosure
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Exacutive Order 1238%-United States intelligence activities

Source: The provisions of Executive Crder 12333 of Dec. 4, 1981, appear af 48 FR 59941, 3 CFR,
1981 Comp., p. 200, unless ctherwise noted,

Tabte of Conterls
Fraarnble

Pari 1.Goals, Direction, Dulies, and Respansibilities With Respect to the National Inteffigence Effort
1.1 Goals
1.2 The National Sacurity Council
1.3 National Forelgn Intelligence Advisory Groups
1.4 The intglligence Commuriity
1.5 Director of Cendraf Intslligence
1.8 Dutles and Responsibilities of the Heads of Exerutive Branch Dapartments and Agencies
1.7 Senlor Officials of the Inteligence Community
1.8 The Ceniral Intelligance Agency
1.8 The Departrment of State
1.10 The Department of the Treasury
1.11 The Departrent of Defense
1.42 Intelligance Companents Utilized by the Secratary of Defense
1.3 The Depariment of Energy
1.14 The Faderal Bureau of investigation
Part 2.Conduet of nteligenoce Activitias
2.1 Need
2.2 Purpose
2.3 Collection of Information
2.4 Collection Techniques
2.6 Aftorney Seneral Approval
2.6 Agsistance to Law Enforcement Authorities
2.7 Contracling
2.8 Consistency With Cther Laws
2.9 Undistiasad Paricipation in Organizations Within the United States
2.10 Human Experimentation
2.11 Prohibition on Assassination
2.12 Indirect Participation
Part 3.Genaral Frovisions
3.1 Congressional Oversight
3.2 Implemantation
3.3 Procedures
3.4 Definitiona
3.5 Purpose and Effect
3.6 Ravocation

Timely and agcurate information about the activities, capablities, plans, and intentions. of forsign
powers, organizations, and persons and their agents; is sssantial to the national securify of the United
States. All reasonahle and lawiul mesns must be used to ensure that the Uniled Siates will receive the
bhast Intelligence available. For that purpose, by virug of the authority vested in me by the Gonstitution
and statuies of the United Statas of America, inchading the National Security Act of 1947, as amendad,
and as Prasident of the Unita¢ States of America, in order to provide for the affective conduct of
United States intelligence activities and the profection of constitutional rights, it is hereby ordared as
follows:

Pat 1
Goals, Direction, Duties and Responsibilities With Respeot to the Naliona! intslifgence Effori

1.1Goals, The United Statas inteligance effort shall provide the Prasident and the National Security
Council with the nesessary information 'on which to base decisions concerning the conduct and
developmant of foreign, defense and sconomic policy, and the protection of United States national
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interasts from foreign security threats, All departmenis and agencies shal) sooperata fully to fulflll this
goal.

{a)Maximum emphasls should be given to fostering analyfical competiion amang approptiale
elements of the Inlsligence Cemmunily.

{b) Al means, consisient with applicable United Statas law and this Order, and with full consideration
of the rights of Uniled States persons, shail be used to develop intsliigence nformation for the
Bresidant and the National Security Goungil, /& balanced approash between tachnical collection efforts
and other mesans should be maintainad and ehcouragsd.

{0} Special emphasis shoult be given to detecting and courtering esplonage and othar threats and
activitles directed by forsign intelligence sesvices apainst the Unled States Govermment, or United
States corporations, establishments, or persons.

(d) To the greatest extent possible consisient wih spplicable Urited States jaw and this Order, and
 with fult censidetafion of the flghts of Untied States parsans, all agencles and departments shoutld
sesk to ensure full and free exchange of Information in arder to derive maximum benefit from the
Uinlted States inteligence efforl. '

1,9 The Naifiohal Securly Coundil,

{a} Punose. The Natioha! Seourlly Councll {NB0) was established by the National Security Act of
1947 to advise the President with raspeet o (e Iniegration of dormestic, foreipn and military policies
tedating Lo the nationsl security, The NEG shall att as the highsst Exeative Branch entity that
provides review of, guitiance for and dirsction to the conduct of ail national forgign intslligence,
counterintelligence, and gpacial dotivitles, and atiendant policias and prograrme.

{b) Committens. The NSC shali establish such sommittess as may be neqessary ta cany out its
functions and responsisiiiies undar this Order. The NSC, or a comimittes established by it shall
considar and submit ko the President & nofiey renammendation, including all dissents, oh each spacial
aclivity and shall revisw proposals for othar sensitive intelligence operations.

1.3MNational Forelgn lntelfigence Advsory Groups.
(a) Estetaishment and Dities. The Diracior of Gentral intefligence shal esfablish such beards,
councils, or groLps ais reqired for the purpese of oiiaining advice from within the [nfeliigence
Community conceming:

{1} Prodiiction, neview and coordination of national foreign inteliigence;

{2) Priotifies for $1a National Forelgn Inteiligenes Program budgst;

(3) Interagency exchangss of foreign intefigenice infarmation;

(4) Arrangarnents with foraign govemments on intalfigence matters;

(6) Protaction of Inigligense sources and mathods; :

(8} Activitles of commen soncem; and

(7} Buch other matiers as may be raferred by the Diracter of Cantral infelligence.,
{h) Merpharship, Advisory groups establlshed pursuant to this section shall be chaired by the Director
of Central Intelligenca or his designated ropresantative and shall conglst of senior raprasentatives from
argarkzations within the irteligerice Community and from departments or agencies containing suoh
organtzations, as designated by the Dirsctor of Centrat intefigence. Groups for consideration of
substantive intaligencs matters will Inciuds represeniatives of organizalions involved in the collection,
pocesaing and analysis of intelligence. A setior raprasentative of the Secretary of Commerte, the
Aftormey Genergl, the Assistant 1o the President for National Security Affairs, and the Office of the
Secreiary of Defense shall be invitad to participate in any group which desls with other than
subgtantive intefigence matters, )

1.4The inteligenes Communify. The agencies within the Intelllgence Communily shall, In acsordance
with appiiceble United Stetes law and with e other provisicns of this Order, conduct intadligence
activities neswssany for the conduct of forsigh relations and the protegtion of the national seeurity of
the United States, Including,
{2} Colfection of Infermation needed by the President, the Naticnal Becurity Coungll, the Sacretarles of
State and Defense, and other Exeutive Branch officials for the pedormancs of their duties and
responsibiities;
(b} Production and dissemination of infalligence;
{¢) Cofleciion of informalion cencerning, and the condyst of activilies 1 protect against, inteligence
activities diractad against the Unlted States, infemaiional terrorisl and intarmational narcotics activies,
and othar hostlle aotivities dirested against the Unitad States by foreigh powats, organizations,

_ parsons, and thal: ageris:
{ch) Special activities:
() Administrative and support sotivities within the United Blates and abread necessary {or the
pariormancs of authotized aeivities; and
{f) Such ather imelligenca activities as the President may direct from time to tima.



Executive Orders _ Page 3 0f 10

1.5Diractor of Cenitral Infefigence. tn ardar to discharge the duties and respuniibilities prescriped by

jzw, the Dirsctor of Gentral Intelligence shall be rasponsibie diractly to the President and the MEC and

shall.

(8) Act as the primary advigsr to the Prasident and he NSC on national forslgn inteligence antt

provide the President and other officlals In e Exacutive Branch with national foveign inteliigencs;

{0} Devatop such ohjediives and guldance for the Intellgence Cormmunity as wilf enhancs capabliities

for responding fo expested future needs for naﬁmml foreigh irteffigence;

(c) Promote the development and maintenanss of sarvicas of common congem by destunated

Inetligense oiganizations on behalt of the Inteligense Community;

(d) Ensure implamentation of gpecial activitias; :

{e} Furmulate polisies congeming forelgn inteliigenae and counterinteligence arrangemants with

foreign govemmaltts, caurdingte forsign intsliigence and counterinteligence ratationships between

agencies of the Intelligencs Community and the irteliigence or nterneal securlty servicas of forelgn

governments, and establish procedurss geverning the cendust of fialsan by any depariment or agency

with such services on narcotics activitias; '

{6} Partichyate in the davelopment of procedures approvesd by tha Attorney Gensral governing criminat

narcotics inteligence aclivities abroad fo ensure thatthese activities ars conslstent with forelgn

intetiigence programs,

(¢7) Bnayre the establlshment by the Intellgents Communily of corpmaen sacunty and acress

standards for managing and handiing foreign intelligenss systams, information, and products;

th} Ensure that prograns are daveloped which protact intelligance sourvss, methods, and angiylical .

orogedurss,

{I} Establish unifarm critarlz for the determination of reletive priorities for the transmigsion of crifical

naticnal farelgn infeligence, and advise the Beoretary of Defense coneerning the communications

requiramenis of he intelligencs Community for the transmission of such intelligence;

(i) Establish appropriate staifs, committees, ar cther advisary qroups to assist In the execution of the

Director's responsilities; )

{k} Have full responsibility for production and dissemination of nafional {oreign inteliigence, arx

authority to levy snalytic tesks on deparfmental intaliigence production srgenizations, in consultation

with those organizations, enauring that appropriate machanlsine for cornpetitive analyeie are

developed 90 that divarss polrts of view are considersd fully aind diferances of judgimant within the

Iritelligence Commbnity are broughl 1o the attention of national poficymakers;

{f Ensure the firnely exploitation and dissemination of data gathered by nafional foreign Inteligence

salloction means, and engurs that the rasulting inteliigence is diseeminatad immediately to appropriste

govarnment entifles and milltary commands; '

{rm) Bstabiish smechanlsms which fransiate natlonal forelgn intelfigence objectives rnd priofities

appraved by the NSG into specific guidance for the intsliiganca Comminity, rasclve conflicts in tasking

priarfty, provide to depariments and agancies having information collection capabilities that are not

pairl of the National Foreign intslligance Pragram advisory tasking con sarning colfaction of nationat

foreign intellipancs, and provide for the developmant of plans and arvangemants for transfer of

requiret callestion tasking authorlty to the Secrstary of Defenass when directed hy the Prasidant;

{n} Davelop, with the atdvice of tha program fnanagers and departmesnts shd agencies concerned, tha
- ongolidated Natlonal Forelgn intsligenca Prograrn budget, and brasent it o the President and the

Cangress; :

{0) Review and approve alf requssts for reprogeamming Nations! Foteldn intalitgence Program funds,

In acaordance with guidalines establisher by the Office of Management and Budgey;

{p} Monitor National Foreign Tniziigence Program implemaritation, and, as Necessary, Condus

program and performance audiis and evaluations)

{q) Together with the Becretary of Defensa, ansure thai thers is no unnecessary overlap betwaen

nations] foreign intelligence pragrans and Depariment of Defende Inailigance plograms consisient

with the recuiremant to develop competitive anatysis, end provide to 2nd obtain from the Sacretary of
' Defense all information necessary for this purpeses; ) :

(r] In acoordances with law and relevant procecures approved by the Attemay General under this

Order, give the heads of the departmenis and sgencies sccass 10 &l infaliigence, developsd by the

Gl orihe staff elements of the Director of Geniral Intelligence, relevent to the national intelligence

needs of the depariments and agencies; and .

{s) Faciffate the uee of nafional forzign inieligence products by Conhgrass i 8 secure manner.

1.80utias and Rasponsibilifies of the Heacls of Exectitive Branch Dapariments and Agancias.

{2} The heads of afl Executive Branch departments and agencies shall, in accordancs with law and
retevant procedurss approvad by the Atterhey General under this Cirder, give the Director of Central
Inteligence actess to all inforsation relevant to the national intelfigenie naads of the United States,
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znd-shall give dus considaration to the requests from the Ditsctor of Cantral intelligence for
appropriate support for Intelligence Community aclividles.

{b} The hards uf depariments snd agencles inveived in the National Forelgn imeliigence Program
shall eneure tirmely development and submissfon t the Dirsctor of Central Infalligencs by the program
mznagers and heads of component activities of proposed national programs and budgets in the format
designater by the Director of Sentral Imelligense, and shall also snsure that tha Director of Cefsiral
Inteligence is pravided, in 2 imely and responsive manner, al information nacessary to parform the
Director's prograrn and budgat rasponsibliiies,

ic) The heads of depariments Bnd agencies Involvad In the National Foreign Intelligence Progmm may
appaal fo the Prasldent decisions by the Birectar of Central Infalligence onh budgst or repregramiming
matters of tha National Forelgn Intsiligencs Program.

1.78sniar Officlals of the Intsliigence Gommurity. The heats of departmants and agencies with
organizations in the {meliigence Gammunity or the heads of such arganizations, as eppropriate, shall:
{a) Raport ko the Attornay General possible violatlons of faderal criminal taws by employess and of
specified fedseral eriminal laws &y any other person as provided in procedures sgresd upon by the
Attorney General and the head of the departrnsnt or agency congerned, in & manner conststent with
1the protaction of inlelligence sources and methods, as spaciiied in those procedires;

(b I any case Invelving garious or continuing breaghses of securlly, recommend to the Atlerney
Genoral that the case be seferrad to the FBI for further investigation;

() Fumigh the Directer of Contral Intelligence and the NSC, In ascordance with applicable law and
pracedwtes approved by the Attomey Seneral under this Ordar, frw information requited for the
performance of their respaciive duties;

{d) Report to the Iiteligence Oversight Board, and keep the Director of Central Intelligence
appropriztely Informed, conceming any imslligence activitios of thelr organizations that they have
reason to believe may be unlawiul or contrary o Executive order or Presidendlal direative;

(@) Protect Inteligente and Inteligence sourcss pnd methods from unauthorlzed disslosura songistent
with guidanae from e Director of Cantral Intellgense;

{f} Disseminate intelfigence to choparating forefgn govemments under arrangemanis established or
agresd to by the Diregtor of Central Intefigetice;

(g) Participate it e davelopmant of procadures anproved by the Attormney General peverning
production and disssmination of ntelligence resuliing from crimbnal nerectics Intalligence aciivities
wbroad if heir departments, agensies, or organizations hava inleligence responatbilities Tor foreign or
domestic narcotics producion and trafficking;

(h) Tnstruict their emplayess o coopaerate fully with the intalligence Oversight Boatd, and

() Engure fiat the nspectors General and Genaral Gounaels for their organizalions have acoess ko
aty informatfon necassary o parform thedl duties assigned by thls Ordar,

1.8The Certral infalligence Agahoy. All dutles and responsibiiliies of the ClA shail be related to the
intelligencs funclions sel aut batow, Ae authorized by this Order; the Natienal Security Act of 1947, as
amendet]; the GIA Act of 1849, as emerad, aprrapriste directives or other spplicable law, the ClA
shall: )

{a) Colect, produce and disssminate foralgn intsliigonce and counterimelligence, moluding informafion
not otherwise obtainable, Tha acllection of forsign inteligsnce or cotnterinteliigense within the United
Siatas shall be naordinated with the FBI as required by procedures sursed upon by the Dirsctor of
Central Inpliipencs and the Altorney General;

{by Coliect, produce and disseminate intelligence on foreign aspecis of narcofics production and
trafficking;

(&) Concust countarintelligence activitles outside the United Blates and, without assuming or
parforming any intemal securily functions, conduct counterintelligense activities within the United
Biatas in soordination with the FBI as reguired by procedures agread upan by the Direcior of Cantral
Inteligence and the Aliormey Ganeral;

(¢} Coordinate counterinteliigence activiies and the cuilgation of information not otherwise obtainable
wheh conducied outside the United Stales by other depariments and agencies;

{0} Conduct special activiiies appraved by the President. No agency éxcent tire CiA (or the Armed
Farces of the Unlted States In time of wer dedlarsd by Congress or during sny pariod covered by a
report from e Presidant to tha Congress undsr the YWer Powers Resolution (87 Stat. 856)") may
conduct any specia! activity nlsss the President delermmines that another agancy is morg likely 1o
achievs a paiciiar objactive;

(f} Conduct setvices of comirion congern for the intelligence Gommunrty as directed by the NGG;

(g} Carry out or contract for research, development and procurement of tschnical systems and devices
ralating fo authorized funsiions;
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{h) Potect the securfly of its ingieliations, activities, information, proparty, and employess by
appropricte means, (nclding such investigations of appilcants, employess, santractors, and other
persons with skoilar associations with the GIA as e nacessary; and

{1} Condust such administrative and technical support activities within and outskde the Unlied Biates as
are necessary to parfam the funclions desoribad In sections (8) thraugh (h) above, incuding
pracurement and essenliel cover and proprietary arrangements,

18Tha Depertmant of State, The Becretary of Stete shall;

(a) Overtly coliect information relavant to United Biates furesgn pelicy goncems;

(b} Produce ani dissemingte forelgh nteliigencs relsting 1o United States forelgn policy as ranuired for
the execution of the Secratary's responsibiiities,

{c) Digseminate, a8 spprapriate, reports recalved fror United States diplomatic and consular posts,
(d} Transmit reporting requirements of the Intelligence Community to the Chiafs of United States
Missions abroad; and

(¢} Support Chiafs of Missions In discharging their statutory responsibllities for direction and
coordination of misston activities,

1.40The Department of the Treasury, The Secretary of the Tremsury shall:

{a) Overlly collact forelgn financial and monatary Information;

{bY Patticipate with the Depariment of State in the overt collection of genaral {orsign sconomic
information;

{c) Produce and disseminate foreign infelligente relating 16 United Staies economic policy as requirad
for the execution of the Secratary’s responsibilittes; and

{d) Conduct, through tha Uniled Siaies Secret Bervice, acthities to dateming the axlslence and
capability of surveillancs equipment belng used agains! ihe Presidert of the United States, the
Executive Office of the Fresident, and, as authorized by the Searetary of the Treasury of the
President, other Secrel Sefvice protectess and United States officlals. No infortmation shall be

© acquired intentionadly throughy such activitles excapt 1o protect against such survellinnee, and those

acfivities shall be conducted pursnant o procedures agraed upen by the Secratary of the Treasury
and the Attorney Generat,

1.11The Departmend of Defanss, The Secratary of Defense shall;

{a) Collest rational forsign inteligence and be respansive to collection fasking by the Dirsctor of
Central Intellgsnce;

{1y Gollect, producs and disseminate mititary and milkary-related forelgn nielligence and
counterinelligence as reguired for execution of the Sacratary's rasponsibiities,

{c) Conduct wrograms and mizslons necessary to Tulfili national, departmental and tactica’ foreign
Intsifigance requirements;

() Conduct counterinteiigense sckivities In support of Deparimett of Dafense companents putside the
United States v coordination with the ClA, end within the Uinlted Sates in coordingtion with the FBI
prirsuant i progadures agreed upoh by the Secretary of Defenses snd the Attorney Gereral;

() Conduet, as the exacutive gyent of the United States Goverrmment, signals Inteligenss snd
commurications sepurtly acivities, except as olhewlse dlrected by the NS,

{1} Provide for the timely fransmission of critieal Intelligence, as defined by the Director of Contral
Intatlgence, within the Unitsd States Government;

{g) Carry out or contract for research, development snd procurement of technlcat systems and devices
relatfing fo authorized intsligence functions;

{h) Protact tha security of Departmeant of Dafanss installations, activities, property, infommation, ang
smpfoyees by appropriate roeans, incuding such invastigations of applicants, employess, contraciars,
and other persens with slmilar assoclatichs with the Bepariment of Defense as are necessary;

{i} Establish and maintain mititary intelligence reletionships and military intaliigence axchange
programs with selected vooperstiva foreign defense establistiments and intemational ergenizations,
and ensure thet such relatishships and programs are ik accordance with polisies formulated by the
Dirgster of Confral Intelligence;

{} Diract, operale, contral and provids fisaal managarient for the National Securily Agency and for
defense and military Idelilgencs and ratisnal racontalssance sntities; and

(k} Conduet sueh administrative and fachaleal support dctivities within end cutside the Unfied Siates
a3 gre nevessary {o perfarms the funciions desoribed in sactions {a) through () ahove.

1.12infeligence Components Uillized by the Searstery of Defense. In carrylng out the responsibilities
azsignad in section 1.11, the Ssomstary of Defense s authorized o wilize the following:

{a) Defense intalfigence Agsncy, whose responsiblifties shall includs;

o
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(1) Collection, production, or, through fesking and soordination, prevision of miliary and mifitary-
related intellgancs for the Sacretary of Defanse, tha Joind Chiefs of 8{aff, other Defense
componsnis, and, as appropriate, non-Defense agendies;
(2) Collsction 2nd provision of military intelligence for national foreign intelligancs and
countetintelligence produgts;
{3} Coordination of all Deparimient of Defense inteligence collacfion reguiremants;
{4) Managemant of the Defense Atlacha syslem; ana
{5) Pravigion of foreign Intsligante and counterintelligence staff support as directed by the Joint
Chigfs of Staff .
(P} National Secunty Agency, whose respensibllities shall include:
(1) Establishrent and operation of an sfisciive unffled organizatlon for signals intelligence
acilvilles, except for the delegation of operstional control over certain dperations thet are
conductad through sthar slements of the Intelligancs Commualty. No other department or
agency may engage [n signals inteliigence activitias except pursusnt to & delegation by the
Secratary of Defense;
(2) Cantrol of signals intefligance colleclion and processing activities, including assigrmant of
fesources o ar appropriste agent for such periods and tasks as required for the direct support of
willitary commandars;
{#) Collection of signals inteligence irformation for national foreign intsligance purposes in
arcordance with guldance from the Rirector of Central intstligence,
(4) Processing of signals imelligence date for national forelgn intelligencs purposes in
avcordance with guidansa from the Rirector of Central Intslligence;
{5) Disseminstion of sighais Intelligance informaticn for nafional forsign intelligence purposes to
authorized aelements of the Government, including the military saivices, in accordance with
guldancs from the Director of Ceniral Inteliigencs;
{6} Coldlection, processing and dissernination of signals intalligence information for
noupnterinteligeanse purhosss;
(7Y Pravision of signals Intelligence support for the conduct of militaty oparations in accordance
with tasking, priories, ehd standards of timeliness assighed by the Secretary of Defense. if
provislon of such support reguires wge of netional collection systems, these gystams will be
tasked within existing guidance from the Direcler of Geriral intelligence:
(8) Executing the responsitilitias of the Sseretary of Defense as executive agent for the
somvstications sacurity of the United Sistes Goverament;
{2 Condudt of rasaarch and development to mest the needs of the United States for signale
inteligence and communications security;
{10} Protection of the security of its installations, activities, proparty, Information, and enployeses
by appropriate means, Including sush investizations of applicanis, emplovess, contractors, end
offwer parsons with similar assoclations with {ha NSA as are nscessary;
{11) Prescribing, within ifs fisld of authorized operations, secUrity regulations covering operatfing
practices, neluding the transmission, handlng and distribution of signals ntefllgence and
rommunieations security material within and ainong the siemants under contiol of the Director of
tha NSA, and exerising the neceseary supsivisory sohtrol i ensurs complance with the
rexcaiiations;
(12) Gondust of foreign crvprologic Halson sefatlonships, with aison for intalligenca purposes
sorduicted in avcordance wih policies formutated by the Dirsdor of Central Inteligence; and
(13 Gonduct of such adminkstrative and technical suppert astivities within and butside the United
States as arer necesssry 1 perform the fusstions described in sactions {1} through (12) above,
Inciuding proguremant,
(¢} Orffens For the coflection of speciailzed! intaillganas through reconnalssance programs, whose
responsibilities shall clude:
(1) Carylng out consolidated reconnaissance programs for shagialized inteligence;
(2) Rasponding to tasking In sceordancs with procedures established by the Divector of Cerrfral
Intaliigancs; and :
{3) Delegafing authority to the verlous deparimants and agenclas for resaarch, developrmeant,
procurement, ave operation of designated means of collection.
() The foreign Intefligance and countarinfeligancs olements of the Ay, Nawy, Alr Force, and
Maring Corpa, whoss tespensibilittes shall inchide:
{1) Collection, production and disseminalion of miliary and militervretated foreign intsiigance
and counterinisiiigence, and information on the foreign aspacts of narcofics production and
trafficking. When cotlection is conducied In responge fo national foreign inteliigence
raguirements, it will be conducted In acterdance with guidanse fromm the Diresior of Ceniral
intetigence. Gollsction of national foreign Imelligenss, niot othenwlse obtainabie, owtside the
United States shall be coordinated with the OIA, and sugh colection within the United States
shail be coordinated with the FBI
(%} Conduct of counterinteiligence aclivitles cutside the Unlied States in coordination with the
CHA, and within the Unitad States in coordination with the FBIL and
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{3) Monitoring of fhe davelopihent, procurement and mahagament of tactical inteligance
systems znd-equipment and sonducting relsted research, developmant, and test and svalustion
- getivites.,
(&) Other offices wifhin the Department of Defense apprapriate for conduct of the infelligence missions
and responsibiiifes assignad fo the Seoratary of Defensa. If such other offlcss are usad for intelligence
purposas, the provisions of Part 2 of this Order shalt apply to those ofices when used for those
pULPOBES.

+.13The Deperiment of Enorgy. The Secretary of Fnargy shall:

{&) Participate with the Department of State In overtly collecting information with respect to foreign
enefgy matters,

{b) Produce and diseminats forelgn inetigence necessary for the Becretary's responsibilities;

(c) Partivipate in formulating inteligence collsction and analysis requlrements where the special expert
vapabliity of the Dapariment can contribute; and

{eh) Provide expert techrical, analylicsl 2nd research capabiliy to other agencles within the intstigenca
Commuriity,

1,14 The' Federal Bureau of invastigation. Under the supatvision of the Altorney Genarsl and pursUznt
to such regulations as the Attorney Ganeral mey esteblish, e Dirsctor of tha FBI shal:

{a) Within the United Siates conduct counterinteiiigence and coardinate counterintelligance activites of
other agencies within the Inteligence Communily, When a counterinieligenoe activity of the FBI
Irvolves military of eivilian personnel of the Deparimeni of Defense, iha FBl shali eoordinate with the
Dapartment of Defenss;

(b} Conduxt counterntaligance activities sutsids the United States in coordination with e ClA ge
tetjuired by pracaduras sgrsed upsn by the Direstor of Central Intelligence and the Attornay General;
{c) Conduct within the Linitod States, whien requseten: by ofiicials of the Inteligence Community
deslghated by the Prasigent, activitins undertaken to collact foreign ntelligence or support foreign
inteligencs collaction requitamants of other sgencles within the Intelligence Community, or, when
racquested by the Director of the National Sacurity Agency, 1o support the communications sacurity
salivities of the United States Govermment;

{2 Produes and disseminate foreign inteligence and counterinteligence; and

{8) Carry out or confract for issesich, development and proGuramsnt of fachnical systemis and devices
Tafeting to the functions avthorized above. .

Part 2
Conduct af Inteliigence Aclivities

2 1Nged. Atcurats and timely information about the capabilithes, intantions and activities of forelgn
powery, orgamizations, or persons and their agents is essentlal ta informed dedistonmaking in the
areas of national defense and forsign relstions. Goliectlon of such Information is a priority objective
and witl be pursued in & vigorows, irmovative ang regponsible mannet that is consistent with the
Conatution and applivabls law and respectful of the prnsiples upon which e Uniled States wag
foundad,

2 2Purpose. This Order fs intended 10 enhance human and wechiical collzction techniques, especially
those undartaked abroad, and the acquisition of significant forelgr Infalligence, as well as the
detection and countering of internationst erorist activilas and espionage sonducted by forelgn
powers. Set forth below are certaln ganscal principles that, In addition 1o and consistent wiih apricabie
laws, are intended in achieve the propsr balance betwsen the acguisition of sssentlal information and
pratection of individual interasts, Nothing in this Order ghall be construed to apply to or Interfere with
any authurized chvil or criming! law enforcement responsiblilly of any depariment or agency.

8,3Cofleation of infonmetion. Agencies within the Inteliigance Cornmunity sre authorized fo sollacd,
retain or dissaminate information concarning United States persons oniy in accordance with
procacuies sstabiished by {ve fead of the agenoy coneerned and gppraved by the Atiemey Genersl,
consistent with the althorlies provided by Part 1 of this Ordsr. Those procadures shall parmk
collection, ratention and dissemination of the following types of inforrnation;

{a) Information that is publicly avallable or collectedt with e sonsent of the pevson concarned;

(b) Information constituting foreign infelligence or counterirtelligance, incltding sueh information
conceming comoratiohs or othar commarsial proanizetions. Collection within the United States of
foreign inteligence not otherwise cbtainable shalf be undartaken by the FBE o, when significart
foreign intelligence is sought, by other authorized agericiss of ihe int@lligence Community, providad
that no foreign inkeligence collection by such agencles may he undaraken tor the plirpose of
acquiring iformaticn concering the domestic activitles of Unlted Siates persons,
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() Information obtained In the course of a lawful foreign intaliigance, counterintalligence, international
" parcotics or intermnations! temodsm investigation;

{ Information naeded (o protest the safety of any patsons or otganizations, including those who are

targets, viclimne or hostagsa of Intamational tatrorst organizations;

(&) Information needed to protact foreign intelligance of counfstiniigence sources or methads from

unauthetized disclosure, Coliaction within the Unitett Stetes shall be undartaken by the FBI except thei

other agencies of the Intelligence Community inay also collect such information concarning present or

former employees, prasent or former intelligence agency contractors ot thair present o formar

emptayess, or applisants for any such employment o confracting:

{f) Infarmation conceming paraons who are reasonably beiisvad to be putentisd Bources or sonacts for

the purposs of detarfining their sultability or cradibiity;

() Information arising out of a lawful personnai, phyeical or communications secuiity investigation;

(h) Informatlon acquired by overhesd raconnaissance not dirsciod at specific Unlted States persons;

1) Ineidertally obtained infermetion that may indieste involvemant in aciivitles that may violate federal,

state, focat or forsign lawe; and

{j) Informatlon necesaaty for administrative purposes,

In addition, agencies within the intelligance Cammunity may disseminate information, cther than

intermation derived from signals intelligence, to each appropriate agenoy within the Intelligence

Community for puposes of allowing the reciplent agency o determing whether the informaion is

relevant to its raspoisibillies and can be relainaz by i

2.aColleclion Techniguea, Agensies within the Inteligance Community shall usé the jeast Intrusive

collaction tzchniques foasitle within the United Gtales or dirested against United States persons

ahroad. Agencies are not suthorized to yse such techinigues as slectronic suveillance, wiconsenied
physical search, mall survaillanse, physicsl surveliiance, or menttoring devices unless they are in
aecordance with procadurss sstablished by the head of the agency concerned and approved by the

Astorniey General. Such prosoduras shall protact sonstitutionat and other legst ights and fimit use of

such infarmaton o lawill governmental purposas. These procedures shali not suthorize:

(ay Tha CIA to engage in slectronic survelliance withln the United States except for the purpose of

tradning, testing, or conduciing countermaasires (o hostlie electronic surveillance;

(b} Unconsented physical saarches in the United States by agencizs other than the FBI except for:
(1) Searches by counterinteligenss elameants of the millary servizes directed agalnst military
personnel within the Unhed Steles or abroad for intelligerce purpeses, when authorzed by =
milikary commander smpowerad to approve physical searches for law enforcament purposes,
basad upon & finding of probable causs 1 balisve that such persons #re acting as agents of
foralgn powers; and
{21 Searches by ClA of personal prapery of non-Uniled Siales persons lawfully in fts possession.

(e} Phiysical surveillance of a Unifed Sistes person in the United States by agencies other than the

FBI, except for
{11 Physical survaiiiance of present or farmer employees, present or former Intelligence agency
contractors or heir present of former smployses, or applicatts For any sush employmant o
confracting, and
(2) Phyeieal sunvelilance of & milltary persen emplayed by a nonintetiigence alement of a military
yefvica,

(¢l Physical surveiltence of & United States person abroad to colleat foreign intaliigence, except to

obtain slgnificant information that cannat reasanably be acgulred by other means.

2 Sdftormey General Approval, The Attamey Genaral hereby is delegated the power to approve the
use for intelligence purposes, within the United Siates or against 2 Uniter! States pereon abroad| of
any techivigus for which a warrantwould be required If underiaken for law enforcement purpogas,
provided that such fechnigues shall not be underizken unless fhe Atiorney General has detarminad in
each cagse that there {5 probabla cauae to belizve thal the technique s ditetied against & foreign

- power or an adent of & foreign power, Elacironic survelianes, as defined Ih the Foraign Ineligence
Survilliance Act of 1878, shall be conducted In accardance with that Act, as well as tils Order.

2 BAssistance to Law Enforcernent Authortias. Aganties within the Inteligence Gommunity are
authorized to! ’ .
{a) Couperate with approprizte law enforcemant agencies for the purposa of protecting the emplayess,
infarmation, propesty and facllities of any agenay within the Intelligence Community;

() Urlsss otherwise precludad by law oF this Order, particlpate in law enforcement agtivities to
investigate or pravent slandesting imalligence activities by foreign pewers, or international terrorist or
narcoilcs ackivities; :

{c) Provide spectalizad equlpment, echnlcal knowlsdge, or assistance of axpert persannst for use by
any deparimant or agency, or, when fives are endangered, to supportlocal law enfortement agencies.
Provision of agsistance by expert persommel shill be approved In each czse by the Gereral Counsed of
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the providing agency; ard
{t3) Render any other assistance and cooperation to lew enforcement autharittes not precluded by
applicable law,

2.7Contracting. Agenciss within the Intelligence Community are authorzed to enter Into contracts or
atrangetmants for the provision of goods of zervicas with privete companise or institutions fn the United
Stedes and nead not reveal the sporsarahip of such conltracts or arrangemants for authorized
intelligence purpases. Contracts of arangsmants with academic institutions niay be undertaken only
with the consent of appropriafe officials of the Mstitution.

2 BConsistancy With Other Laws. Nothing i this Order shall be consirued to authorize any aciivity In
vielation of the Consifution or statites of the United States.

2. BUndisclosed Parlicipation in Orgarizations Within the United Siales. ko one acting on bebalf of
agentiss within the nteligence Community may Join or otherwise participate n any organization In the
Unlied States on bahalf of any apetiey within the Intsliigence Community without disclasing hls
intefligence affillation te appropriate officials of the organization, except In accerdance with proceduses
gstabiished by fhe heag of the agenoy coneermed and mpproved by the Altorney General. Such
participation shall be authorzed only f & [s sssential 16 achiaving jawful purposes as determingsd by
the sgency head or designee. Ne such participation mey be undertaken for the purpose of influencing
thes actlvity of the orgenization or i membaers except in cesas whare!

{8) The participation is undertaken on behe!f of the FBI in the course of a lawful invesiigation; or

{b} The organization concermed s composed prmstlly of individuals who arz not United States
persons and s reasonably believed 1o he acting on behalf of a forgign power.

2.10Muman Expermentation. Mo ageney within the Intslligence Community shall sponsor, contragt for
or eonduct research an human sublecls except In accordance whh guidslines isausd by the
Depariment of Health and Human Services. The sublect’s informed consent shall be dosumented as
required by thoss guidelines,

2,11 Prohibition on Assassination. No person employed by or acting on behalf of the Linited States
Govamnment shall engage in, or sonspire 0 sngages in, assassination.

2.42Indirect Parficipation. Mo agenoy of the intefligence Communily shalt participate In or request any
parson o underiake activitiss farbidden by this Order,

Part 3
Genaral Provisions

3. ACongressional Ovarsight. The dulies and responsiifitiss of the Diredior of Central Intelligence end
the heeds of other departinents, egencies, and endiies engaged in intefiigance activities o cooperate
with the Congress in the conduct of lte responsibilities for oversight of intelilgence activittes shall be as
provided in fitie B0, United Statas Code, saction 413, Tha regulrements of seotion 862 of ihe Foreign
Agsistance Act of 1967, es amantad (22 L.8.C. 2422), and saction 501 of the National Security Act of
1947, as amended (50 U.5.C. 413}, shall apply 1o all spedal aciivities as defined in this Order,

3.2implementafion. The NSC, the Beoretary of Defense, the Atfomay Genaral, and the Director of
Central Intsligence shall iseus such appropriate directivas ahd procedures 248 4re nacassary to
impslement this Ordar. Haads of agancles within the Intsliigence Conmutilty shall issue appropriate
suppiementary directives and procadures consistent with this Onder. The Aftornay General shall
provide & statement of raasons for not approving any procedurss astablizhed by tha head of an
agancy In the Inteligence Community otter than the FBL The Mationat Security Councll may establieh
erocadures in instances where fie agency head and the Attorney Ganersl are unable to reseh
agreemant an biher thar: constiutional or ether lagal grounds,

5.5Procedwies. Undil the procedures required by thls Order have been established, the setivities harein
authorized which reguire procadures shall be conguster! in accordance with existing procedures or
requirements eslablished under Executive Order Mo, 12036, Procedures required] by this Order shall
be establiched as expeditiousty as possils. All procadures promutigated pursuant to this Order shall
ba made available to the congressional intelligence commitiees,

3.4Dsafinifions. For the purpesss of this Order, the fellowing isrms shall have these meanings:

{a) Counterinteligence means information gathered and activiliss conducted to protect against
esplomage, ofher Intelligence activities, sabotage, or sssassinations canducted for or on behalf of
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foreign powers, organizations or persens, or international terruriat activities, but not including
petsonnel, physical, documant or comrminications security pfogtarms.
{b) Electronic survelflance means acquisition of a nonpublic communitation by elecronic means
wittiowt the consen of 2 barear who ie 8 party to an electronic communication o, n the case ofa
nonalectronio communication, withouf tha consent of a parsonwho i visibly present ai the place of
cotnrticaton, but not incluging the usa of radlo diraction-finding squipment sclely to detarmine the
losation of 2 tariemitter.
{c) Employee means @ porsen employsd by, assigned to or acting for an agensy within the intelligence
Community. '
{d) Foreign intsllipence means informatian ralating to tha capablitias, ntentlens and activities of
foraign powers, organizetions or persons, but ot inchuding countsrntelligence except far ifformagon
on {ernational terrorist activities,
(e} Inteligence acliviles means sl acliviles thal agencies within the Inaligence Gommunity e
authorized to conduct pursuant to this Order,
{f} tnistigence Commanity and ayencies wilhin the intaligence Commurily refer o the foliowing
agencias or orgapizations: ' ’
{1) The Caniral Infaliigence Agenty (CIA);
{2) The National Securily Agenuy (NSA);
{3) The Defense Intaliigence Agenay (DIA)
{4) The offices wihin the Dapariment of Defense for the collestion of speciallzedd national foreign
intslligenca through reconnaissance programs,
{B) The Bureau of Intelligencs and Hesagrch of the Deparimant of State;
16} The intelligence doments of the Army, Navy, Alr Forga, and Marine Corps, the Faderal
Buteau of Inveatigation (FRI), the Departmeni of the Tressury, and the Depactmant of Energy;
and
{7) The staff elaments of the Direcior of Contraf intel ligence.
{4} The National Forsign infedllgence Prograim thcludes the progranma fisted bufow, birt iis cornposition
shatl ba subject ta review by-the National Seeurity Counal! antd modification by tha Presldent:
(1) The programs af the GiA; )
{2) The Gopsolidated Cryptologic Program, the General Dafonss inteligence Program, and the
progresns of dho offices within the Depariment of Deferee for the collection af sprtialzed
national oraigr intefligence through reccringlseance, except stuch slements as the Diregtor of
Central tntelligence and the Secratary of Defanse agree should ba exciuded,
(8% Other programs of sgencies within the intelligence Gammunity designated jointly by the
Direstor of Centrad insliigence and the head of the dapariment of by the President as nafional
foreign Intelligerce or countednteiligence activilles:
(4} Activitias of the staff elements of the Directar of Central Intefligence;
{5} Activiles o acquine e intalligence required for the planning and conduat of tactical
operations by the Urited Statss military forces ara not included in the National Forelan
Intaligance Program,
(Ry Speofaf activities means activities conducted in support of natlonal forelgn policy chjectives abroad
which are plarmed and executed 66 that the rols of the United Stetes Government & not apparsnt or
acknowledged publicly, and funclions ir sipport of such acihvities, but whish are not intended to
influence Unifed States politicai provaases, public opinion, policies. or media and do not include
diplomatic activities or the solisation and production of intelligence or ralated support funcions.
{i} United States person mesns @ United Statse citizen, an aiien known by the intelligance agenty
concarnad to be & permanant resident alien, an snincorporated assoclation substanifally composed of
United States cifizens of penmanen resident alisns, or a corporetion incorporated in the United States,
wxcapt for & comperation directed and controlied by & foreign govermment or governmsts,

3 5Purpose and Effect. This Order it intended & contrs] ahd provide directioh and guidance to the
Intelligenns Gommimity. Nothing sontained hersin of In any procadiures promuigsied hereunder is
intandad to confer any substantive or procedural right or privilags on any pareon of orgénizetion.

3.6Revocation. Executive Order No, 12036 of January 24, 1978, a5 amended, sntited "United States
Intafligence Adivities,” is revoked.

t Editorial note: Tha correct citafion is (87 Szl 655),
Contaet Uk Aessiiiy Privecy Policy Freedom of Informidion ACh Tics FEAR At USAQOV
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