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FORWARD

Video games are a media platform that has become part of daily activity for many
around the world. Whether it is casual gaming on a cell phone or PC, or a virtual world
where individuals are connected via the Internet, interaction in and around games is
increasing. Games entertain, encourage interaction, enable financial gain, and teach
lessons. While many of these activities are meant to be harmless, they also have the
potential to be exploited for malicious activities.

Over the course of a year, extensive study was done on the common use of games and
their applicability to terrorist activities. Academic journals and papers, newspaper and
magazine articles, textbooks, non-fiction works, in-game exploration and personal
interviews on games, psychology and sociology, as well as attendance at seminars on
these issues (for example the Serious Games conference or SAIC’s Cyber-Influence
Conference series) represent the main sources for this report.

The report was written in five stand-alone papers that are compiled here as a
comprehensive primer for the current and potential future of game usage. A majority of
the information contained in this report identifies facts and trends and applies them to the
realm of IC concern (Chapters 1, 2, and 4). In addition, the paper contains examples of
fictitious scenarios that terrorists or extremists might employ (Chapter 3), technology
advancements and trends that might enable those scenarios (Chapter 4), and recommend
steps to ensure that those hypotheses are not realized (Chapter 5).

FOUO - Not for Public Distribution
Page 4






Games: A Look at Emerging Trends, Uses, Threats and Opportunities in Influence Activities

Gaming Markets: Why We Care

Demographics

The gaming population crosses age, gender and cultural boundaries, making
inroads into previously untapped markets and providing terrorist organizations with a
powerful platform to reach core target audiences.

* The core demographic for gaming is 18 — 35 year-old males. However, the
average age of the typical “gamer” increases by one year each year and women
now comprise nearly one-third of all adult gamers.'

* The online gaming population is expected to grow rapidly in the near term,
resulting in an estimated 10 million online game players in the U.S. (i.e. the
equivalent of the entire population of New York City) and 30 million online game
players worldwide (i.e. the equivalent of the entire population of Shanghai,
Bombay and Karachi combined)."

*  While the majority of online gamers originate from U.S. and Asian markets, the
rapid expansion of Internet cafes and broadband technologies will enable the
growth of online gaming populations in other regions. For example, the fastest
growing gaming markets are occurring in Europe, the Middle East and Africa.™

* Gaming sales continue to increase by a compound annual rate of 19.1%. Sales
surpassed 23 billion USD in 2003 and are estimated to reach 56 billion USD by
2008. In turn, revenues reached approximately $6 billion in 2004 and are
projected to reach $14.3 billion by 2009."

Popularity

Gaming has emerged as the preeminent form of entertainment among 18 — 35 year-
old males. Consequently, the gaming industry now rivals traditional entertainment
industries, including the film and music industries in terms of growth, revenue, and,
consumption.”

* For example, the gaming industry is growing by 20% compared to 7.5%, 7.1%
and 2% growth rates in the film, television, and music industries during the same
period. Furthermore, AC Nielson predicts that within four years, the film industry
will be just one-third the size of the computer game market."

* Game users typically spend 20-30 hours per week on online games and more than
20% of online gamers identify themselves as residents of virtual worlds.”™

* The stereotype of the lonely gamer spending long hours in social isolation is no
longer tenable. While some games are played by singular or a group of isolated
players, computer gaming now is increasingly social with the growth of Local
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Functionality of Online Games

Games are platforms on which participants may communicate, coordinate,
socialize, train, learn, simulate, experiment, build, proselytize and even barter virtual
goods. Such functions indicate that the line between the “virtual’ world and the ‘real’
world is blurring, and to some users may be non-existent.

* That virtual worlds are becoming synonymous with the real world, provides and
interesting opportunity for terrorists to conduct a range of activities with
anonymity.

As virtual worlds become more popular, pervasive, and sophisticated, so too will
terrorist opportunities to exploit them.

* For example, as gaming becomes increasingly popular across multiple
demographics and access to various gaming platforms increases (i.e. access to
personal computers, Internet cafes, and mobile platforms), it will become easier
for terrorist groups to reach core target audiences. For these reasons, many expect
that terrorist groups will increasingly leverage online and computer based games
to support their activities in the future.

Propaganda and Influence

Terrorist groups and sympathizers could use games to twist historical context,
demonize enemies, disrupt the social moral compass, and desensitize users to
violence.™

* Games designed to appeal to terrorist sympathizers leverage salient political
themes and typically exploit “pro-Arab” and “anti-Israel” sentiment. Such games
attract players because they provide them with a consonant message and an
opportunity to take part ‘virtually’ in “resistance movements.”™

» Special Force, developed by Hezbollah, plays on the common themes of “Israeli
occupation” and “Palestinian victimization,” and offers players the opportunity to
‘fight back’ by “digitally’ reenacting various elements of the Intifada. For
instance, the introductory level of Special Force involves target practice and
shooting exercises, using images of Israeli Generals as the mark. Later levels
involve the ‘digital’ reenactment of battles that have occurred between the IDF
and Palestinians during the Israeli occupation.™

» Special Force was intentionally designed by Hezbollah to reinforce and
disseminate the group’s values, concepts, and ideas among supporters and
sympathizers, while giving passive supporters the opportunity to experience the
viscera of the front lines.™ Special Force is available in Arabic, French, English,
and Farsi, and thus is widely available to traditional Hezbollah audiences and
others.™
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Under Ash and its sequel Under Siege were published by the Syrian company Dar
al-Fikr. The player takes the role of a Palestinian national opposing the occupiers
from Israel. Under Siege, in particular, is based on actual events, but is presented
from the Syrian perspective. The game employs visceral imagery and sound,
including scenes of Palestinian children being murdered, summary executions
being held in public streets, high-speed chase scenes and sounds of gunfire and
heart pumping music. The scenes too are designed to evoke outrage and to play
on common themes, including “Israeli occupation,” “Injustice,” and “Revenge”.

The Iranian Islamic Students Association has also developed an online game,
Commander Bahman, in which users play the role of a special-forces unit tasked
with protecting Iranian nuclear capabilities from American aggression. This
game was developed in direct response to a Kuma Reality Games release, Assault
on Iran. Kuma has subsequently developed another installment, Assault on Iran,
Pt.3, in the hopes that this international dialogue, sparked by the depiction of
global affairs in the game space, will continue. Assault on Iran, Pt. 3 is planned
be released in Arabic, English, and Farsi.™"

Video games make particular assumptions within their environment that can
transcend a specific message to users.

For example, the games Ummah Defense and Ummah Defense I (free for
download on the Internet), are set in the future, based on the premise that at some
point in history Muslims will have conquered the world and killed or converted
all non-Muslims. Users act as a member of the Intergalactic Muslim Council,
working to protect Earth from the sole disbeliever and in his army of robots sent
to destroy the Earth — it was necessary to construct robots as all other humans
believe in Islam. The overarching message is that establishment of the caliphate
is possible.™ Playing games within this context allows users to experience this
reality in a sensory way that makes the message “real.”

Video games are an ideal influence platform because they incorporate imagery,
narrative, camaraderie, and action.

This combination works because advanced imagery and graphics can be used to
engage the senses, storylines can be used to provide a context and group goals,
camaraderie in the form of multiple players facilitates higher levels of
engagement, and action in the form of participation is required.™

Radical groups are using gaming platforms to propagate religious ideology. This
can take place in a number of different ways. For example, a FPS game can help
demonize a declared enemy, while educational games can offer manipulated religious
doctrine as scripture.
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* For example, Innovative Minds, Inc. has developed a series of six ‘multi-level’
downloadable games, entitled “Islamic Fun” which are aimed at “teaching
children between the ages of 5 and 11 years of age about Islam.” “Islamic Fun” is
marketed as a “faith-based” alternative to “secular” games and includes many age
appropriate game titles, including Fishing Bear, Tree Hop, and Two Bunny Race.
However, embedded in this game package is another game, entitled 7#e
Resistance, in which users assume the role of farmers in Southern Lebanon who
join the Islamic Resistance against invading Israelis.”™™" Many believe that these
types of games encourage anti-Semitism and promote terrorism. ™"

Communications

Games provide attractive communications channels for terrorist groups and sympathizers
because in-game conversations often are difficult or impossible to monitor.

* Many games contain capabilities like VOIP, chat, and file transfers that allow real-time
communications to take place, and few sites monitor such traffics or keep log files as
would traditional Internet service providers (ISPs).

*  Massively Multiplayer Online Games (MMOG) are ideal locations to support secure
terrorist communications because of the enormous scale on which they are played. Ata
given time thousands of subscribers can be connected to a virtual world on various game
servers. Potentially complicating matters are that some games can be hosted by gamers
on their own dedicated server or PC.

* In-game communication channels would be difficult to collect by current Internet
control methods, because speech and text mingles with data from the game. This
increases the chances that authorities will overlook communications they would
normally prohibit.

Recruitment

Online gaming can serve as a recruiting tool. This has already proven true in the
US, as the US Army found that 28% of players logging on to play its, “America’s Army”
online game also visited the corresponding recruitment site.

* Monitoring strategy games like Counterstrike can be an effective way to track
individual skill levels in firearms, tactical operations, group cohesion, leadership,
etc. This information can then be used by interested parties to evaluate
qualifications for military or insurgent recruitment.

* Participation in virtual communities can facilitate off-line activity. Members of
terrorist groups could enter or monitor online game environments with the intent
of translating ‘virtual® skills and actions into real world commitments and
activities.

FOUO - Not for Public Distribution
Page 10





















Games: A Look at Emerging Trends, Uses, Threats and Opportunities in Influence Activities

Active Learning

Games can serve as a place to learn, imparting knowledge and teaching skills. The
structure of games promotes learning through a rewards system.

* Often, games require action without expertise, forcing players to experiment and
learn.

* (Games also can reinforce previous learning experiences by allowing players to
interact with issues, ideologies, products and events in active and passive ways.

Knowledge and Skills

Games can serve as a place to learn, imparting knowledge and teaching skills.

* During prehistoric times, hunting games were used to teach young people how to
handle dangerous situations in the wild.

* Today, games are often more complex, involving dynamic platforms,
sophisticated storylines, and diverse goals.

* Individuals progress through an entire learning cycle when playing a game,
beginning with openness to new situations and rules, then taking certain actions
and reflecting on them, and finally “learning” how to operate successfully in the
game (see Figure 1).

* Often the learning process continues outside the game in such ways as
conversations with friends, participation on fan websites, reading about the
games, and player meet-ups online. ™"

FOUO - Not for Public Distribution
Page 17









Games: A Look at Emerging Trends, Uses, Threats and Opportunities in Influence Activities

Games often require action without expertise, forcing players to experiment and
learn ™™™ Such learning experiences often involve role exploration, project execution,
and operating within a game producer’s version of facts and history.

* Role exploration — or choosing a virtual persona and acting out this role in the
game — teaches players the challenges and limits of that role. ™

* Multi-player games which require numerous individuals to carry out a mission
teach players how to become leaders and execute a collaborative project in its
entirety ¥

* Immersion in a game producer’s version of facts or history teaches players how to
operate in the defined socio-political environment. This can result in player
empathy toward a particular cause.™"

Applied Teaching Tool

Games can reinforce previous learning experiences by allowing players to interact
with issues, ideologies, products and events in active and passive ways.

* Studies have shown that players who interact with messages, products and the like
have higher recollection levels of those messages.

* Active participation elicits emotional responses, helping the message to resonate
more strongly with the player.

* Often used following other types of learning about a specific environment,
simulations teach users how to operate in environments via virtual participation in
them. Effective simulation experiences result in particular responses when
players are faced with similar situations in the physical world.

Schools, private businesses and governments are investing in simulations,
advergames and in-game promotions to reach and teach their respective target
3 o
audiences.™

* Schools are increasingly using games in their curricula. Students report feeling
like learning is not “work” with games, and spend more time with the subject
matter than if they were reading a book about the topic. Some studies indicate
that students retain information from games more effectively than from books
because of the “immersion” factor of games.

* Many companies believe advergaming is an effective way to market and “brand”
their product. Advergames target younger, tech-savvy consumers.™ Yankee

* For example, in World of Warcrafi players learn how to plan and execute missions. Players meet prior to
amission to develop a strategy, determine what roles they will play and how they will execute them. Often
leaders keep statistics on their players. Following the mission, individuals will review the mission’s
success and player performance.
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Group estimates the in-game advertising market will reach $732 million annually
by 2010 Already, the names or products of multinational companies such as
Coca-Cola, Pepsi, Panasonic, Viewsonic, Motorola, Castrol, Nokia, McDonalds,
Sprite, LG and HP have appeared in international game titles in an effort to
promote their brands and products.™”

* Governments are using games for military training. Games such as Delta Force
2, Steel Beasts and Falcon 4.0 have been adapted by various armed forces to
enhance their relevance to military training. Singapore Armed Forces’ Defense
Science and Technology Agency has been adapting the games Chain of Command,
and Operation Flashpoint to suit its needs. The Singapore School of Combat
Engineers and School of Armor have modified Operation Flashpoint to their
specific missions, including the use of booby traps, wire and mines.*""!

Passive Messaging and Conditioning

The structure of games promotes winning through a set values system. The strong
emotions that games can elicit deepen these learning experiences.

* (Games that elicit strong emotions can predispose a player toward a particular
viewpoint or cause, or provoke specific reactions on the part of the player.

Value Systems

The structure of games promotes winning through a set values system.

* Players often must adopt a specific set of values in order to achieve a “win” or
positive outcome in the game. Sometimes, these values form the context of the
game.

» Lthnic Cleansing, which was released in 2002 by Resistance Records, is an
example of a game in which a particular set of “values” form the context of the
game and players are rewarded for adhering to this value system. Players choose
the role of a Skinhead or KKK member, and “take out” as many black, Latino and
Jewish avatars as possible. Racial slurs are made throughout the game, which
also portrays negative stereotypes.™™"

* Teams or “clans” in massive multiplayer online role-playing games (MMORPGs)
which are formed at advanced levels of games to allow players to achieve greater
status, ranking and advancement , adopt their own value systems, rules and
cultures. ™ At this level, players can only be successful by adopting the clan’s
modus operandi.

Emotions
The strong emotions that games can elicit deepen learning experiences. ™
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The “Return for More” Factor

Games are effective influence platforms because they can captivate and engage
target audiences, and encourage “return” learning and conditioning.

* (Games can provide significant social interaction, as well as the opportunity to live
alternative virtual lives.

* Games can be additive and lead to dependencies by players.

Engagement

Games can engage and captivate players by providing the opportunity to live
alternative virtual lives.

* Players can live a virtual existence as someone of a different race, religion, sex or
socio-economic status.

* The limitations and challenges in players’ real lives can be erased.

. Studiesl_show that 20 percent of virtual game players feel like they live in virtual
worlds.™

Games provide significant social interaction easily and enjoyably.

* Many of today’s entertainment games allow players to go beyond shooting and
“lone soldiering” to developing relationships with other players.

* In fact, games nurture social networks similar to those in the physical world.

* Games also fulfill a need for “third places” — a place that is neither home nor
work" — to meet and interact with others.

* Games can be more effective social connectors than other media because they
provide significant breath and depth of experience, combining the visceral and the
social while encouraging exploration and discovery.™

* Games can result in social networking outside of games: serious game players
often are part of a game “fan club” or trade tips with other players on websites or
in person.
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Addiction

Games can be additive and nurture dependencies among players.

* Emotional, social and technical rewards from play sometimes result in an
addiction to a particular game.

*  Many MMORPG players spend over 20 hours per week in-game. For some
players, participation in MMORPGs becomes an obligation, with MMORPGs
representing a “society” with a unique culture and rules. Interactions and
obligations online often mirror those in real life, blurring the line between the
virtual and real world.""

* Addiction recovery programs have been established to help wean people off of
video game dependencies.™

Chapter Addendum

As a result of the research material acquired and reviewed for this report, SAIC is
well-positioned to assist the client populate its games database with articles and other
literature on:

- why games represent good influence platforms, including sociology and
psychology literature

- existing and soon-to-be-released games on the market internationally and
for specific target audiences
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Chapter Introduction

Emerging trends in the gaming space will have profound effects on the industry,
fueling its expansion into previously untapped markets and affording terrorist
organizations greater opportunities to reach and target core audiences.

Emerging trends in the gaming industry will be used to the advantage of groups
committed to terrorizing societies to achieve their goals. ** Terrorist
organizations have already demonstrated the capability to utilize technological
advances to enhance their operations as demonstrated with their extensive use of
the Internet™". As emerging trends come to fruition in burgeoning markets, it is
only a matter of time before terrorist organizations further exploit these trends in
the gaming space for similar purposes.

The multiple uses of an expanded game space will be numerous, and from the
terrorists' perspective, invaluable™". Terrorist will be able use the enhanced
game space to conduct a range of operations, from supporting strategic
propaganda and influence activities, to more highly instrumental uses such as
communication, fundraising and recruitment. %

Emerging trends in the gaming industry will continue to drive culture, technology
and creativity in both mature and previously untapped markets. They are expected to
serve as a catalyst for the gaming industry’s rapid growth across age, gender and
cultural boundaries.

Many emerging gaming trends are enabled by the spread of existing
technologies and the advent of new ones. Three major technological drivers
propelling the gaming industry into untapped markets will be the diffusion of
broadband Internet access, the maturation of the mobile platform, and the fruition
of reliable wireless communication networks such as Third Generation (3G) and
Fourth Generation (4G) networks. Collectively, these trends will improve access
and make online gaming in nascent markets a reality.

Emerging trends will continue to spur the gaming space ensuring its growth
continues at near exponential rates.””” Evidence of trends spurring the gaming
industry can be seen in the growth of virtual worlds like Lineage, Everquest,
World of Warcraft (WOW) and Second Life. Hugely popular, these virtual worlds
have evolved due to technological advances such as the evolution in Computing
Processing Units (CPUs) and Graphics Processing Units (GPUs), peak throughput

# Gabriel Weimann makes this point regarding the Internet but his argument can be extended to the game
space due to many similarities between the two mediums. For more information, see Weimann, Gabriel.
"www terror.net: How Modern Terrorism Uses the Internet” United States Institute of Peace, Special
Report 116.

™ Online gaming has been growing at rapid rates in both mature and nascent markets, in particular within
Virtual Worlds. Evidence can be seen in both the revenue generated by the gaming industry and the sheer
number of gamers which cross cultural, gender and age boundaries.
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power, the spread of broadband Internet access, and the integration of
communication technologies. Newer technologies and emerging consumer usage
patterns are expected to continue to spur growth in the future within the gaming
sector.

* Changes have occurred at a rapid pace within the gaming space and emerging
trends indicate more changes are forthcoming™™. Many trends will change how
players interact with games and with each other through games as trends come to
fruition. As interactive gaming changed how an entire generation saw itself in
relation to the world in mature markets, it will also likely change how generations

see themselves in nascent markets. T’

» The overall impact of emerging trends in burgeoning markets is expected to
mirror the experience of more mature markets, though marked differences will
exist. Gaming will become a powerful medium, playing an important host to a
range of ordinary human affairs, particularly in the online space. *** Like the
United States and Asian experience, the line between the virtual and real world
will blur for some and become non-existent for others™™. However, noticeable
differences will emerge, particularly in consumer usage patterns such as gaming
platforms (i.e. personal computers, consoles, and handheld devices) and access
methods (i.e. Internet Cafes and wireless networks) due to the limitations
associated with existing infrastructures and costs of deploying new ones.***

" The impact of interactive gaming has profound effects beyond the game space. Evidence can be seen in
how gamers learn, problem solve and relate to the real world. For more information on this trend see Will
Wright's piece "Dream Machines." Wired Magazine, Issue 14.04 April 2006 and the following Cyber-
Influence Conference Series Proceedings - Perspectives from the Entertainment Industry, SAIC, May 2005;
Insights from Silicon Valley: Enabling Technologies. SAIC, March 2006; and Insights from Entertainment
and Gaming: The Convergence of Narrative, Imagery, and Cyber Media, SAIC, September 2006.

¥ For an excellent analysis on the range of activities that are occurring in online gaming, particularly
virtual worlds, see Castronova, Edward. Synthetic Worlds: The Business and Culture of Online Games.

% Market analysts predict strong growth in new regions on different gaming platforms and access methods
in new markets due to existing infrastructures. For more information see, “Global Entertainment and Media
Outlook: 2006-2010. Price Water House Coopers and The 2006 Middle East Telecoms, Mobile and
Broadband Report.
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Emerging Trends

The following trends are expected to significantly extend the gaming space in
mature and nascent markets, creating a powerful medium analogous to the internet for
terrorist organizations to reach and target core audiences.

*  While forthcoming trends in the gaming space have been separated into various
sections for analysis, there is considerable overlap between them in that one trend
often enables the other or is dependent on the other to come to fruition.

Broadband. Diffusion

The spread of broadband internet access will be a major enabler for online gaming
and its expansion into previously untapped markets.

* One of the most reliable historical indicators for the growth of online gaming is
high speed Internet access.™ Broadband growth rates in the United States and
Asia have paralleled similar growth rates in online gaming, making the experience
in mature gaming markets informative of what can be expected in growing
markets.

* European, Middle Eastern, and African (EMEA) markets are expected to see the
biggest growth in online gaming with the increased penetration of high speed
Internet access.™ Market analysts expect the number of online game participants
in the EMEA market to more than quadruple from 4 million in 2005 to 18 million
in 2010 growing at a compound rate of 35.1%."" The projection of broadband
access is a major reason industry analysts see the EMEA as the fastest growing
market in the gaming industry increasing by a compound annual rate of 13 %
surpassing US$7.6 billion in 2005 and reaching US$13.9 billion by 2010,

* EMEA markets will mirror the expansion of broadband Internet access and online
gaming in more mature markets, however, its adoption will have some marked
differences. Industry analysts expect the growth of high speed Internet to initially
be more limited to Internet Cafes in the Middle East and Africa as opposed to
individual households due to the expense associated with deploying fixed-line or
‘wired’ infrastructures. Consequently, industry analysts expect broadband
wireless solutions to play a larger role in driving gaming in these markets,
particularly with the launch of Third Generation (3G) wireless services.
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developing and rolling out a common
standard with a goal of deploying a 4G
network by 2010, ™

Wireless gaming will be more predominant than ‘wired’ gaming in some markets
where existing cellular infrastructures are more prevalent.

Wireless networks are faster and cheaper in Europe and Asia where cellular
networks are more abundant than fixed line infrastructures, leading many
industry experts to project significant growth in the wireless gaming industry.
As such many countries will build upon existing cellular networks taking market
share from declining fixed-line markets. This trend can already be seen in parts
of the Middle East, especially in Saudi Arabia, Oman and Qatar where they are
testing1 3G services following its successful introduction in Bahrain and

Israel. ™™

The emergence of Wi-Fi hot spots are also an important development for
gaming. In many parts of the world, cities are deploying Wi-Fi hot spots to
increase network connectivity and in some instances gaming companies are
partnering with telecommunications firms. For instance, Nintendo recently
partnereld with BT Openzone to establish hot spots in the UK to enable mobile
gaming,

The Maturation of the Mobile Platform

Rapid growth of the mobile market in mature and emerging regions will expand the
reach of the mobile gaming space exponentially.

Strong growth is expected in the mobile sector with expansion rates ranging
from 30% to 35% a year, bringing the industry’s value to an estimated worth of
US$6 billion by 2010."* Rapid growth in the mobile industry will continue to
be spurred by the explosion of ‘data’ applications (i.e. text, ring tones, streaming
video) to include gaming and the further convergence of these applications,
transforming the cellular phone into an integrated mobile platform moving well
beyond voice. ™™ Such growth will expand both the mobile market and in turn
the mobile gaming space.

Gaming has already become a major player in the mobile space competing with

other popular data applications. Last year marked the first time consumers spent
more downloading games than ringtones, a significant milestone considering the
popularity of ringtones worldwide ™

The expansion of the gaming industry in emerging and new regions is also

expected to drive the growth of the mobile gaming sector.™™
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The availability and range of mobile gaming content will increase in the coming
years.

* The industry is now moving away from preloaded games to models where games
are required to be downloaded over the Internet from carriers and third party
providers. Such a move should enable more third party mobile game providers
and distributors to enter the market space, increasing both the availability and
range of mobile gaming content. Moreover, it will allow organizations to directly
market mobile games to end users.

* An examination of more mature markets suggests that gaming will move beyond
casual gaming leading to further growth in the industry. Japan represents the
current benchmark where many users are playing more than just casual games on
their mobile devices. ™" An exceptionally large number of games are aimed at
what would be considered console and hard core gamers, making the mobile
phone in Japan as much a games platform as any console.™"

* Some gaming experts suggest that multiplayer games are the next big thing in
mobile gaming as they attempt to recreate virtual worlds for mobile devices,
while other analysts suggest that the next big breakout game would be a mobile
game that leverages the power of mobile networks and devices integrating
features like voice and GPS into the game. ™" While industry leaders have
different views, all are searching for the mobile game that will drive the mobile
platform similar to how the Halo, Madden Football and Zelda franchises drove
sales of the Xbox, Play Station 2 and Nintendo gaming consoles respectively. ™"
Such a game would prove invaluable to expanding the mobile gaming market.

* The skills required for a successful mobile game programmer are not
insurmountable and include knowledge of Java and J2ME, BREW, Symbian OS,
OpenGL ES, and/or Mophun. While a skilled programmer would currently be
required to develop a mobile game using one of the aforementioned programs, the
introduction of middleware or game modification software in the coming years
should enable a broader group to create compelling content for mobile games.

The Rise of Virtual Worlds

Virtual worlds will provide the greatest opportunities to support terrorist operations,
particularly in the areas of communication, coordination, recruitment and fundraising
activities.™ As virtual worlds expand, terrorist opportunities to exploit them will also
increase.

¥%% For a more in depth look at the various ways terrorist organizations can exploit the game space see an
earlier paper produced in this series "Exploitation and Function of Games: An Interactive Influence
Medium." SAIC. September, 2006.
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* Virtual worlds will become a powerful medium in nascent markets mirroring
adoption and consumption patterns in more mature markets. As virtual worlds
expand, they will increasingly play an important host to a range of ordinary
human affairs in which participants may communicate, coordinate, socialize,
train, learn, simulate, experiment, build, proselytize and even barter virtual
gOOdS,XCVH

The emergence of virtual worlds has significant consequences because events
within the virtual space at times cannot be isolated from the real world, leading some to
suggest that the line between the “virtual” and “real” world is blurring, even becoming
non-existent. This phenomenon can best be seen in a virtual world’s social interactions,
experimental learning and value of virtual goods and services.

* Social interactions occurring in virtual worlds are not simulations of human
interactions, rather they are human interactions merely extended in a new
forum.” ™" Virtual worlds are places people identify with and where real and
lasting bonds form, for many becoming an important source of material and
emotional well being. Avatars become a representation of ones identify and
immersion into the virtual world increases the identity that one feels to the virtual
self. This connection with the virtual world invokes many of the same
psychological triggers as in the real world™"™. For instance, reciprocity and liking
extensively come into play in relationship formation™" and the process of
developing ones avatar seems to invoke exactly the same risk and reward
structures in the brain that are invoked by personal development in the real
world.® As virtual worlds become more immersive and expand into newer
markets, the number of gamers who identify with and form relationships within
these spaces will expand.

* The expansion of virtual worlds will provide a space for experimental learning to
develop knowledge or hone a particular skill set with practical applicability in the
real world. For instance, becoming an effective leader of a guild amounts to a
“total-immersion” course in leadership — guild leaders are required to be adept at
many skills to include “attracting, evaluating and recruiting new members;
creating apprenticeship programs; orchestrating group strategy; and adjudicating
disputes.” Absent the virtual surroundings, these skills are prerequisites to
managing and leading any organization.™

* Virtual goods, services and currencies have real world value exceeding US$100
million globally. Trades occur in games among players, between players and the
preset game vendors, and on third party sites like E-Bay, IGE and numerous other
sites. Current estimates indicate that a large demand for intangible goods exists
within the digital world valued in the range of US$1 - $2 billion making the value
of virtual goods quite real. For instance, a World of Warcraft (WOW) gold piece is

ke ke e e ke

Edward Castronova originally makes this point in regards to communication occurring the virtual
space, however, it is appropriate to extend his argument to all forms of social interaction that occur within
virtual worlds.
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Moore’s law with many worlds exceeding 100,000 subscribers and some even one
million. ™"

The diffusion of newer CPUs and GPUs coupled with the expansion of broadband
Internet access in emerging markets will fuel continued growth, particularly in
virtual worlds. Projections indicate rapid growth in virtual worlds during the
coming years with more than 10 million online game players in the U.S.
(approximately the size of New York City) and 30 million gamers worldwide
(approximately the size of Shanghai, Bombay and Karachi combined).”” The
biggest market for virtual worlds remains Asia closely followed by the United
States; however, it is only a matter of time before other markets become more
active in online gaming.

The expansion of virtual worlds and the growth rate of its populations lead some
to suggest that virtual worlds may soon become the primary venue for all online
activity.*" The immersive, persistent and interactive characteristics of virtual
worlds would enable communication, socialization, and coordination in more
effective ways then other mediums.

The Explosion of User Generated Content

User generated content will emerge as a driving force in the gaming space. It will
be enabled by the increased availability of software products and programming
features, lowering the barrier of entry for users to alter, modify and create games.

The growing availability of middleware or modification programs enable
individuals to modify content (partial conversion) or create an entirely new game
(a total conversion). Popular middleware products include 3D world building
packages such as Genesis 3D, Quake, Unreal, and Half-Life; multiplayer
adventure games like Aurora Toolkit; and systems for handling massively
multiplayer games like BigWorld, Butterfly.net, and Terazona. These middleware
products have been used to create successful games like Counterstrike (Half-Life)
and America’s Army (Unreal); more dubious games have also been created such
as Ethnic Cleansing (Genesis 3D), Under Ash and Under Siege (Genesis 3D) and
Special Force (Genesis 3D).

Third party software products are available and can be purchased for a marginal
cost, allowing users to create a fully-customizable and easy to design game.
Preloaded design packages allow a user to click and select from a multitude of
gaming scenarios to design their own game. Many of these types of packages are
simulation packages designed to train users on given subjects. One such package
offered by Mosbe enables a user to create a simulation to provide a platform
strategy development, experimentation, and rehearsal. The package includes
preloaded military, civilian, and environmental settings in Iraq, Syria, and the
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Korean Peninsula, as well as hundreds of vehicles (air and ground combat, as well
as civilian) and weapons for even more accurate and realistic simulations. 53

* An emerging trend within content generation is using 3D video game graphics
technology to create animated films known as Machinima. Combining aspects of
film making, animation and game design, Machinima allows users to create their
own film complete with sets, props, special effects, plots and virtual actors at a
minimal cost. Software products also allow users to capture game video to
produce and edit in game events. One of the more popular political Machinima
pieces is French Democracy, a depiction of the 2005 French riots from the
Muslim perspective.

* High costs associated with developing games ($20-30 million per major title)
have led many smaller publishers on a path to leverage user generated content,
harnessing the users’ creativity as a resource to ‘populate’ the virtual space.
Opening scripting options allows users to script events ranging from object
control, to avatar behavior, to mini-games and other complex programs making
imagination the only limitation of what a resident can create in the virtual space.
This provides a unique opportunity for organizations to promote given agendas.

$9%8 For more information on MOSBE, see TSJOnline “A Toolkit for the People”
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Chapter Addendum

Emerging trends in the gaming space will be used to the advantage of groups
committed to terrorizing societies to achieve their goals. They will be an enabler of a
more mature and expanded gaming space, creating a powerful medium analogous to
the internet for terrorist organizations to reach and target core audiences.

*  Emerging trends will drive growth in the gaming space across age, gender and
cultural boundaries. Spread of existing technologies like broadband Internet
access and the advent of new technologies like next generation wireless networks
and mobile devices will mean greater access to individuals residing in burgeoning
markets.

* Changes within the gaming space will continue at a rapid pace. While marked
differences will exist particularly with access methods, newer markets are
expected to mirror the experience of more mature markets in terms of growth and
usage patterns. Gaming will become a powerful medium playing an increasingly
important role in a range of ordinary human affairs, particularly in virtual worlds,
providing an extension and a virtual component to supplement their operations.
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2. Organizing a Gaming Advisory Board

Through the Cyber-Influence Conference Series, SAIC has expanded the IC’s network of
gaming experts with varied academic and technical backgrounds. SAIC might help
leverage this network to develop a Gaming Advisory Board.

3. Assist in the development of an 10C institutional knowledge gaming database
Having conducted extensive research on terrorist gaming efforts, SAIC analysts might
help facilitate IOC’s development of an institutional knowledge gaming database to
support operations and analysis.

4. Organize efforts to construct a game

SAIC might also help organize a game construction effort out-of-house. This effort could
leverage the network of gaming professionals established via the Cyber-Influence
Conference Series as well as SAIC’s experience in game development.
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