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bias and disparity study data collection processes. In addition, TSA has conducted several
meetings with multicultural, privacy, civil rights and civil liberties stakeholders to solicit their
feedback on the study’s design and methodology and continues to seek feedback and provide
updates on the study’s progress.

Discussion

To maintain as much transparency as possible during the Benchmark Study, TSA will establish a
CAP comprised of representatives of TSA's Multicultural Coalition in March 2014, These
organizations are nonprofit advocacy groups devoted in part to air travel and transportation
related concerns. The CAP will provide feedback to OSC, OSO and CRL/OTE on the study’s
methodology, results and implications. However, to accomplish the goal of promoting an
effective and efficient Behavior Detection Program that is free from bias, OSC, OSO and
CRL/OTE believes that they must provide the CAP enough information for them to provide
meaningfully assistance to TSA. In sum, by providing enough information for the organizations
to meaningfully participate, TSA is being fully transparent and will be better prepared to defend
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2 smaprason

This memorandum, issued in accordance with 49 CFR Part 1520.15(e), memorializes the
Transportation Security Administration’s (TSA) determination that the limited disclosure of
Sensitive Security Information (SSI) about the Bias Design “Benchmark™ Study and the
Behavior Detection Program to the TSA Coalition Advisory Panel (CAP), named below, from
March 2014 until the study’s completion (approximately 15 months) and subject to the
conditions and restrictions listed below, is not detrimental to transportation security. The Office
of Security Capabilities (OSC) and Office Security Operations (OSO) Behavior Detection and
Analysis (BDA) program offices and the Office of Civil Rights & Liberties, Ombudsman and
Traveler Engagement (CRL/OTE), Disability and Multicultural Division (DMD), collectively
referred hereafter as “the Offices,” are authorized to disclose limited SSI, as described below.

Background

There has been awareness and public scrutiny around TSA’s Behavior Detection program,
stemming from allegations of racial, ethnic and religious profiling.

In conjunction with the Offices’ review of policy, training, existing data and data collection,
TS A leadership has heeded community stakeholder calls to collect statistics on possible use of
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Arab-American Institute

Dr. Jim Zogby
Yasmine Taeb

American Arab Anti-Discrimination
Committee (ADC)

Warren David, President

Abed Ayoub, Legal Director

SALDEF (Sikh-American Legal Defense &
Education Fund)

Amrita Singh, Legal and Legislative Affairs
Associate
Jasjit Singh, Executive Director

Muslim Public Affairs Council

Haris Tarin and Salam Al-Marayati

Sikh Coalition

Amardeep Singh
Program Director/Co-Founder

Islamic Society of North American (ISNA)

Mohamed Elsanousi

United Sikhs

Manmeet Singh & Anisha Singh

National Congress of the American Indian

Robert Holden, Deputy Director

Native American Rights Fund

Brett Lee Shelton, Staff Attorney

Hindu American Foundation

Harsh Voruganti,
Associate Director of Public Policy

Mufelhun

Humera Khan, Executive Director

The SSI Federal Regulation requires that determinations to conditionally disclose SSI with
persons, pursuant to 49 CFR 1520.15(e) be made by the TSA Administrator (or his or her
designee, including the SSI Program Chief) in writing. In this case, owing to the number of
Offices concerned with the proposed disclosure, the TSA Deputy Administrator’s authorization

is requested.

The SSI Federal Regulation. at 49 CFR Part 1520.5(b)(5). desionates as SSI “anv vulnerahilitv
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v. Behavior Detection Concepts of Operations.

e) Information pertaining to the outcome based elements of test planning and test results
as it relates to the relationship between disparity demographics and outcomes.
Information relating to security effectiveness will not be shared.

Conditions for Safeguarding SSI Against Unauthorized disclosure

e All CAP members must submit to vetting by TSA OI&A to ensure that they do not
present a risk to transportation security (unfavorable findings will result in exclusion
from participation);

e No electronic versions

e All CAP members will execute a non-disclosure agreement with TSA prior to their
reviewing of SSI materials and/or engaging in discussions with the offices,
acknowledging the ramifications of publicly disclosing information deemed SSI,

e All SSI distributed by TSA to members of the CAP will be properly marked and also
sequentially numbered; all SSI must be returned to TSA and accounted for prior to
participants’ dismissal at the conclusion of any meeting;

e No SSI materials distributed during said meetings will be allowed outside of the
designated meeting room(s); and,

e CAP participants must receive and review a copy of the SS7 Best Practices Guide for
Non-DHS Employees and Contractors prior to the receipt of the SSL

Continuing Obligations and Restrictions Under the SSI Federal Regulation

e Upon execution of this memorandum, the CAP meeting attendees are designated as
covered persons under 49 CFR Part 1520.7(m) and are subject to consequences of
unauthorized disclosure of SSI detailed at Part 1520.17; and

o The meeting attendees’ responsibilities to safeguard all disclosed SSI continue after the
completion of the meeting and will not expire.

Determination
In accordance with 49 CFR Part 1520.15(e), TSA has determined that the limited disclosure of
SSI pertaining to the Behavior Detection Program and the Bias Design “Benchmark™ Study to

TSA CAP members, named herein, or their designee, in furtherance of the goals of the offices
subject to the conditions and restrictions listed above, is not detrimental to transportation
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The Office of Security Operations (OSO) concurs with the subject action and associated documents as it
is the TSA’s chosen course of action. With that said, OSO notes the following for the record:

» Releasing this Sensitive Security Information (SSI) to the Coalition Advisory Panel (CAP) must
be done very carefully, as many on the CAP are not familiar with SSI handling and an SSI leak’s
potential impact to security operations. All SSI disclosure requirements, to include the appropriate
documentation, must be strictly followed.

e While sharing this information with the CAP may address some dissenting opinions, it may also
have the opposite effect when taken out of context. OSO reiterates the need for caution and
restraint when presenting information to the CAP.
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