w R SEUNE SECURER I ORMAT S

PLAYBOOK TRAINING REQUIREMENTS INSTRUCTIONS

The completion of the attached Playbook training requirements checklist is mandatory for Transportation Security Officers
(1S0s}) and Behavioral Detection Officers (B0s) who will be performing Playbook operations. 'Lhis instruction sheet
provides additional guidance information that wilt assist in the completion and recording of initial and annual playbook
qualification for TSOs and BDCOs per Playbook SOP Revision 2, Seclion 2.5,

Ceneral Instrucfions:

All items of the Pla.ybuuk iraining requirements checklist must be completed. For items that arc not applicable, place VA in
© the “Reviewing Officials™ line. Ttems 1, 22, 23 and 23 require Transportation Seeurity Managers (TSM) or BDO/TSM
signature. Retura signed and copipleted checklist to your Training Manager/Specialist.

Initial Playhook Qualification Instructions;
; 1. TS0s/BDOs imust contplete Playbook web-based training {(WBT) lessons prior to starting the hauds on portion of
Playbook fraining.

2. TS0s participating in Playbook optrations must imaintain their TSA certification as described in D 1900.8.

3. Upon completion of the WBT portion of the tiaining, TSOs and BDOs requiring Playbook qualifieation will have to
compleie hands on Playbook Play activities and demonsirate proficiency in their Playbosk duty aress. The Playbook
Iraining requirements checkiist is used to record training preficiency.

4, The Playbook training requirements checklist is no longer in the Playbook SOP. The Training Manager/Specialist will
have to provide the Playbook training requirements checklist to the TSO/BDO for completion. The checklist can be
aceessed front the Online Learning Center (OLC) using the [ollowing Item 1D: SCR-ALL-PLAYBOCK -
CHECKLIST,

5. The Training Managers/Specialist shouid coordinate this portion of the training with the Playbook Coordinator or
designee, TSOs/BDOs requiring Pi'tybwk qualification shonld treat this portion of the training as On the Job training
{QIT), Schedule sufficient training time for TSOs/BDOs te demonstrate proficiency in the required aceas on the
Playbook training requirements checklist,

6. The Playbuok Coordinator or designee will ensure individuals arc given irmmng on applicable arcas of the Playbook
training requirements cheoklist before assignment of iterm 24, a 2-hour observation periad. This item is used as the
final performance demonstration inwhich TSOs/BDOs should demonstrate proficiency in Playbook operations.

7. Once all applicable arcas of the Playbook requirements checklist are comaleted by the TSM or BDO/TSM, {he
Playbook Coordinator or designee should sulsnit completed checklist to TSM for final review and signature.

8. Training Manager/Specialist records credit in the OLC using the following Ttem 1D: SCR-ALL-PLAYBOOK-OJT.

. Onan annual basis TSOs and BDOs must re-quialify in accordance with Playbook SOT Revision 2,

2. TSOs/BDOs perforniing Playbook operations witl have the following CLC Item in their teaming plas; SCR-ALL-
PLAYBOOK-ANNUAL-RECERT. This item will become available 90 days priar to the one year anniversary of
initial gualification Item IN: SCR-ALL-PLAYBOOK-GIT sign-off.

3. Tosompleie the anuual re-gqualification oredit requiraments o SCR-ALL-PLAYBOOK-ANNUAL-RECERT, T50s
and BDOs must:

a.  Review the Playbook training requirements checklist with a Playbook team membear

b. Atain Playbook knowledge confirmation (sign-oft) of the Playbook prograns applicable areas for hisfher
assipned duties

¢. Playbnok training requirements items marked with an * requires a mangexs signature, For TSOs Items 1, 22
and 25 will require completion with a TSV sigoature, For BDOs Ttems §; 22, 23 and 25 will require
compietion with a BDO/TSM signature. The re-qualification sign-off precess must be coordinated with the
Playbnok Coordinator or designee.

4. Onee a¥l applicable areas of the Playbook training requirements checklist are compleied, returin the completed
checklist to a Traintng Manager/Specialist for review. Successtul completion credit of annual re-qualification is
entered using OLC {tem ID: SCR-ALL-PLAYBOOK-ANNUAL-RECERT.

WARNING: THIS REGORD CONTAINS SENS|TRSEETURITY INFORMATION THA ON"I'R(]LLEDUNDER 4% G.F.R. PARTS 16 AND 1670. NO PART
CF THI3 RECORD MAY BE HICLOSED IRMPHEUNS WITHOUT A “NEED TO KNOW," A DEFIWEEIN 49': F.R. PARTS 168 AND 1820, EXCEPT WITH THE WRITTEN

FOR U8 GOVERNMENT AGENCIES, S}UQ; (o CSURE GOVERNED B‘!’S U.8.C. 552 AND 48

C.F.R. PARTS 15 AND 1520,

Lf of é Bifa)

CIVIL PENALTIES OR OTHER ACTION.

RELEASE MAY RES
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PLAYBOOK TRAINING REQUIREMENTS
Playbook SOE Revision 2, September 30, 2012

Name: Date:

1. *Demonstrates the kmwledge of all Playbhaok scrccnmg loeations, to include the knowledge of the each Play intent
and purpose. (TSO/BDO)

Dale: ' Reviewing Official:

2. Demonstrate the knowledge of appropriate signage placement.

Pk, o Reviewing Official:

W e i |
Date: Reviewing Officiak: _ ‘

4. I:t:}u.;;-«‘a'.-} J5C § 114 |
Date: | d Reviewing Official:

5. Demonsirates knowledge of procedures when an individual refuses Playbeok scicening in a non-public area.

Date: Reviewing Official:
6 W48 U 5C. 8 1140
Date: - Reviewing Official:
. ENardE U S L § 110y
Date: Revicwing Official:
g N3G USC § 114
Date:- Reviewing Official:
9 I.—-a'.-):'_'.:'. A9UEC sT1Hdn
Date: - Reviewing Official:
DNDAG0SC § 114
10.
Date: Reviewing Official:
N AG U S0 & 11410
il
Date: Reviewing Official: —
12. Demonsiraies knowledge of procedures e conduct boarding gate screening.
Date: Reviewing Ofticial;
=SEUSLTUE SO e AT G e

3 620, EXCEN' \"MH THE WBITTEN

NCI\I‘IL PENAL‘I’IES OROTHERAC'I’IGN FGR 1.8, ﬁO\l’EH!\IMENT AGENGIES, PUBLIC D}SGLOSUHE GCNE RNED B'I' 5U.5.C. 852 ANIHS
C.F.R. PARTS 15 AND 1620,

o
of
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VSR T i
13,
Date: Reviewing Official: E
1 DRI U S C §174(
Date: Reviewing Official: .
15 s U S C 8114N
Date: _ Reviewing Official:
16 b3 48U SE 51140
Date: Reviewing Otlieial:
17.1'5-113]'1‘..4 USG §114(rn) I
Date: L : Reviewing Offtcial:
{bHITEF U SC § Ty
i8 I I
Date: Reviewing Official;

19 (bHILAOUES €5 1141)

Date: Reviewing Official:

{bH34S U SE 8114 I
20.

Date: Reviewing Official: -

21. Demonsirates knowledge of STSO andfor Play Lead notilication procedures,

G Reviewine Official:
(t S C %114
22,
Date: Reviewing Ofticial:
2 (bH31E8 USC §51714(r)
Dale: - Reviewing Official:
24, Complete one 2-hour Playbook screening familiatization period under the direct observation of a Playbook certified
TSM, STSO or LTSO.
Date: Reviewing Ofticial:

25, *¥erification of training completion by the appiicabie Transpottation Sccurity vianager for position.(BDO/TSO)

Date: s Signature:

26. OLC credit entered and verified by the Training ManageifSpecialist.

Date: Signature: -

— B R A L S

WARNING: THEIS RECORD CONTAINSG SENTITN EMATION THAT IB GCINTF!OLLEDUN DER 49
OF THIS RECORD MAY BE OISCLOSED TS PERSONS 'i'ﬂ'EHOUT #“NEE Y Sk PR, FAR 5 MD 1520 EXCEP‘ M‘H THE WR}TT&N
PI!RMMIGNGF ‘l'Hl! ACNIRIS RS FQRTJ\TlQN UNNJTHQW!ED

NDL'ITES OR OTHER.&G'I‘ION FOR U5, GOVERNMENT ﬂGENG!ES, PI.IBI..IG DIS{:LQEU GOVERR
C.F.R. PARTS 15 AND 1620, 3

o or
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SENSITIVESECERIFY-INFORMATION™

£

r:,’“‘“'}'f‘g\ Transportation
; Security
Yee% Administration

Non-Disclosure Agreement

A representative from the Office of Inspection has briefed me relative to an internal
investigation.

| will not disclose or release any information provided to me, pursuant to the interview,
without proper authority or authorization. Should situations arise that warrant the
disclosure or release of such information, | will do so only under approved
circumstances and in accordance with the laws, regulations, or directives applicable io
the specific categories of information. | will honor and comply with any and all
disseminalion restrictions cited or verbally relayed lo me by the proper authority.

| further understand that unauthorized release may result in civil penalty or other
disciplinary aclion.

[EE
Print name:
Signature: Date: 05”’ }%;&,’3
lssued by: Date:
Witnessed by: Date.

TSA Special-Agent/Inspector

“as defimed in 49 CPR pants

15 and 1520, except with the wrill ission of fhe Administrator of fie

; ctowy ol Transponation
r action

e muay resnlt in m;:il pend
meal ageneies, poblic disclosuee is povs
5 US.C 552 and 49 CFR parts 15 and 1620
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Attachment #9
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SENSHMVE-SECURMPHINFORMATION

MEMORANDUM OF INTERVIEW

OR ACTIVITY
| Type of Activity: S ' Date and Time:
X1 Personal Interview June 14, 2013
(] Telephone Interview 4:30 p.m.
D Recards Review
I ] other
Activity or Interview o Conducted by:

STEME R° SA Mary Drury

Location of Interview/Activity:
TSA ORD Manager's Office

Subject Maller/Remarks

00! interviewed STSM[____ |regarding the allegations of racial profiling by BDOs at ORD.
The fO"OWing is a summary of his verbal statements:

e | experience at TSA Includes: employment since August of 2002, as a BDO,
promoted as a LTSO, July 2005. In April 2007, assigned to the ORD SPOT program, and in
May of 2011, promoted to STSM.

¢ He described the deployment of BDOs at ORD as intelligence driven assignments. “Secure
Flight” conducts uniform prescreening of passenger information against federal watch lists for
domestic and international flights.

Case Number. Case Title:

113-0243 ORD - Raclal Profilsng by BDOs

WARNING: T'H SEORILCONTA INS SENSITIVE SECURITY INFORMATION THAT IS CONTROLLED UNDER 49

1520. NO PART OF TI1S RECORD MAY EBSGLASED IOE'I:,RSO\'S WITHOUIA"N [LTOLeME8T™ AS DEFINED IN49CFR
PARTS 15 AND 1520, EXCEPT WITH THE WRITTEN PERM Ol HRTTS IS TRATOR OF THE TRANSPORTATION
SECURITY ADMINISTRATION OR TthEC AR ARSPORTATION, UNAUTIIORRGRRELEASE MAY RESULY IN
CIVIL PENALTY OR O R A R U.8. COVEI\N\IENTAGEP\CIES, PUBLIC DISCLOSURE 1S GOVERMER-RAVLLICS C,
552 ANDU-EFRITAR IS AND 1520,

{Revised 12.15-08)
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SENSITIVE SECURITY INFORMATION

MEMORANDUM OF INTERVIEW OR ACTIVITY (continuation sheet)

Etihad and Royal Jordanian service Abu-Dhabi, United Arab Emirates and Amman, Jordan.

STSM™™_ believes for someone to make ihe allegation of racial profiling, they must have
taken the intelligence briefing out of context. He also believes that person may not understand
the actual process and the safeguards Implemented into the system to prevent racial profiling.

STS@E; emphatic in stating that he has never racially profiled nor was he ever
instructed by anyone to perform the practice of profiling. He has never instructed anyone at
any time to racially profile. He has never wilnessed the practice and no one has ever brought
it to his attention.

In August of 2012, news stories surfaced regarding the allegation of racial profiling of BDOs at
Boston’s Logan Airport (BOS). As a resuit FSD Kathleen Petrowsky sent an email, addressed
{o all the BDOs, which was read at shift in-briefings regarding the program'’s expeclations and
that it is solely based on training In personai observation and individual assessment withou!
regard to a person’s race, ethnicity, or nationality.

In December of 2011, all ORD BDOs were required to complete a briefing on the OLC titled
"Preventing Racial, Ethnic, and Religious Profiling Training Brief™.

In February of 2013, the ORD BDOs attended a “SPOT refresher course” as part of the three
day class; it provided the topic of preventing racial profiling and also provided a video from
Administrator John Pistole regarding the subject ”

Further STSN{-?E" has no infermaticn regarding the author of the anonymous lelter alleging
racial profiling, |

Attachment:
(b)(6) sworn affidavit, dated Junc 14, 2014.
Case Numbe:. Case Title:
1132-0243 ORD - Raciat Profiling by BDOs
yARNIRCTTRISRECARLLONTAINS SENSITIVE SECURITY INFORMATION THAT IS CONTROLLEDUNBERWITTR PART
1520, NO PART OF THIS RECORD MAYVBED O PERS Nb“l’lHU PLASWErrTU TN OW?, AS DEFINED IN 49 CFR |
PARTS 15 AND 1520, EXCEPT WITH THE WRIT IE.N PLIt ODGTTT QN O) 'THE TRANSPORTATIO‘! |
SECURITY ABMINISTRATION OR THESK [ rRAnsPannm\ lmmummnnm AST™

Cl\f’]b PENALTY OR QSR ON, FOR TS, GO\’ERNMFNT AGENCITS, PUBLIC DISCLOSURE IS GOVERhi 11} li\ 3US.C,

PARTS 18 AND 1520,

(Revised 12-15.08)
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Non-Disclosure Agreement

A representative from the Office of Inspection has briefed me relative to an internal
investigation. '

| understand that this information is Sensifive Security Information, that is controlled
under Title 49, CFR, Part 1520. | also understand that this information may not be
released to persons without a peed to know, as defined by Title 49, CFR, Part 1520,
except with the written permission of the Administrator, Transportation Security
Administration, Arlington, Virginia. '

| further understand that unauthorized release may result in civil penalty or other
disciplinary action. -

Print hame:

Signature:

Date; pél 13.t30L3

Witnessed by WW C_, )L/-/M

TSA@peciﬂ snt/inspecior

L [5 record contains Sensitive Canne:
contrulicd under o L m?ﬂ'-?;;{i}v«;f;ccnm

It?isl:l-:)scd o persons withouy 5
.TS and 1520, except with the wrigts
Famsportation Security Adm
Haauthorized re

SPination that is

Fihis recard may bo
< @< defined in 49 C1R PAres
“ the Administratar of the
sSiration or the Seerd fpavsportation
et Wy Tesult in oy penally or ather g I
SNt agencics, public disclosuze iy 4
SUSC 852 ang 49 CFR parls 15 and mggglcnmd %
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My name Isalso known as, (akaj, | was hired in August of 2002 by the

Transportation Security Administration, (TSA), as a Transportation Security Officer, (TSO) and promoted in
Juby of 2005 to Lead Transportation Security Officer, (LTSO). | have been part of the Screening Passengers by
Observation Technique {SPOT), program since April of 2007, where | have held the uniformed positions of
Master Behavior Detection Officer, {BDO} and Expert Behavior Detection Officer, {BDO). In May of 2011, [ was
promoted to my current position, SPOT Transportation Security Manager, (STS

| have beendiracted to provide a statement as part of an investigation to the allega ions that have been
nrofilive inthe SPOT program by BDOs and STSMs at Chicago’s O'Hare

Secure Flight conducts uniform prescreening of passe nger information against federal watch lists for
dumestxc and International fhghls| JUSC § 14 |

4B ST, § V140

made on the subject of racia
international Airport, (ORD)

Etihad and Royal Jordanian are two international air carriers that sewfce Abq~Dhabi, United Arab Emirates

and Amman Jordan both destinations located in the Middle East ") U5.C 51140 |

b3 &

.m

| have never racially profiled, nor was ! ever instructed by anyone to peﬁorm the practice of profiiing. | have
g anyone racially profiling nor

never instructed snyone at any time (o racially profile. | have ngueca
have | ever heard of racial profiling occurring by anyone at ORD

The only time the subject has ever been mentioned by BDOs at ORD was n August of 2012, when news
storfes surfaced that BDOS at Boston’s Logan Airport were allegedly engaged in raclal profiling by targeting
minorities for questioning based on their race ot ethnicity during a pilot program named “assessor.” ORD's
Federal Security Director, (FSD), Kathleen Petrowsky sent an email addressed to the BDOs which was
subsequently read at shift in-hriefings regarding the programs expectations and that it is solely based on
training in ation and individual assessment without regard to a person’s race, ethnicity, or

nationalit

Qur SPOT Standard Ope réting Procedure, (SOP), dictates that SPOT must be conducted without regard to
race, color, religion, national origin, ethnicity, sexual orientation or disahility. In December of 2013, all BDO
personnel were required to complete a briefing on the Onilne Learning Center, {OLC), titled "Praventing
Racial, Ethnic, and Religious Profiling Training Brief.” It provided BDOs a working knowledge of how to
prevent profiling during the screening process and to ensure effective and appropriate appiication of SPOT. it
reminded all BDOs of their role in ensuring that behavior analysis security measures were apprapriately and
Tawfully applied. In February of 2013, BDOs attended a “SPOT refresher” course at the TSA training offices in
Rosemont, lllinois. As part of the 3 day class, itinclug of preventing raclal profiling and featured a

video by Administrator John Pistole on the subjec
LARNING: This record contains Sensitive Seeurity [llfonnal.lm
conire CFR pmts |5 and 15200 No pact of i may hs
disclosed to persons wi ned in 49 CFR patts

15 and 1520, except with the writl . ¢ Administrator of the T
Transportution Seenrity stration or tiue Seerel zporlation. ! £
Ulnauthgg cise may resullin civil penalty or other agtion, f&z ﬁ/& O‘F
*S. povernnent agenciss, publis disctosare is governed by l |
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Transportation
Security

SWORN STATEMENT Administration

e ———— e e

I',Tm _ , having been duly sworn, hereby make the following

statement to MQIYV Drdr-~/ , Who has been identified 1o me as a federal
law enforcement offiéer and special aéent with the Transportation Security Administration, Office of
nspection. Tam making this statement of my own free will, without any duress or coercion.

¥ %% SEE ATTACHED STATEMEN[‘T

1 have rcad this cntire statement consisting of & pages. I have been given the opportunity to make
any corrections necessary to make the statement accurate, All of the information contained in this
statement is true and accurate to the best of my knowledge and belicf. | understand that I may be
prosceuted for perjury or making false statements if 1 have intentionally mistepresented anything
contained in this statement. 1 have not intentionaily omitted any information or knowledge I have that
relates to the matters under investigation or revieWi! L

v STEmaTare
I’.‘-—'
Signed and sworn to before me, this /g day of_\_jgﬂ_g‘_._ R 3

Witness
Transportation Security/Administration
Department of Homeland Security
Authority to administer caths: 5 U.S.C. § 303
WARNINGT ¥ Information that is
confrolled under 49 T part of this record may be N E SRR
disclosed to persons withoul WG o, as defined i 49 CER parts
15 mnd 1526, except wilh the Wil iission af the Administeator ol the
'Page 1 Gf'_é_: Transperiation Secusity Adpg Secretary of Transportation

jent agencies, public disclosure 15

Form INVD-S3 (Rev. 4/1/2007) A ¢ 552 and 40 CFR parts 15and 1520
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SENSITIVE SECURITY INFORMATION™

S MEMORANDUM OF INTERVIEW
(&\g}, OR ACTIVITY
Type of Activity: Date and Time:
Personal Interview June 18, 2013
[] Telephone Interview 10:00 a.m.
[:] Records Review
] other
Aclivity ar Interview of. Conducted by:
sTsM[™ L ORD SA Mary Drury

Location of Interview/Activity:
TSA ORD Manager's Office

Subject Matter/Remarks

OO0l interviewed STSM[ l Irelative to the allegation of the practice of racial profiling by
the BDO program at ORD. The following is a summary of both his verbal and sworn written
statement:

o [ has been employed by TSA since September 6, 2002. On May 24, 2009,
he was promoted to STSM.

* During his SPOT training he was “taught to protect the civil liberties of the flying public, when
conducting SPOT" meaning refrain from any racial profiling of any kind.

¢ In addition, if a person did not exhibit behaviors we were trained to observe, then we cannot
allow any personal assumptions based on gender, age, ethnicity, religion or color.

« The only time a situation might allow targeting a particular description of a person was if
directed by the FSD and that should be based on specific intelligence threat information. This
is clearly stated in the SPOT SOP.

Case Number, Case Title:

113-0243 ORD - Racial Profiling by BDOs
e e e Ly e e

PIRNINGLELIS RECORD CONTA INS SENSITIVE SECURITY INFORMATION THAT IS CONTROLLED UNDER.JS RT

1520, NO PART OF THIS RECURE BE-RISCLOSED TO PERSONS WITHOUT A “NEEREG-RNTTT™ AS DEFINED IN 49 CFR

PARTS 15 AND 152, E‘(CEPTWH‘HTHEWRHTENPE% SIS DRI IS TR A 'I‘OROI"I'I[ETRANSPOR'!A’I ION

SECURITY ADMINISTRATION OR THESEGREPRTTUT TRANSPORTATION. UNAUTIIORTZEDT 3 T IN

CIVIL PENALLY.OR-OF51e" N FOR 11,5, COVERNMENT AGENG LS, PUBLIC DISCLOSURE IS COVERNED BY S U

749 CFR PARTS 15 M\D 1520,

(Revised 12-15-08)
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—SENSITIVE SECURITY INEORMATION

MEMORANDUM OF INTERVIEW OR ACTIVITY (continuation sheet)

Four months ago STSMEW‘ lattended a SPOT refresher course which was requ'ired of
all of the BDQs at ORD. During that time racial profiling was specifically addressed.

In addition, the SOP clearly states that no personal information (P1) should be obtained during
the SPOT process and it should not be recorded in their reports or data base,

Alt SPOT referrals are reviewed by STSMs to ensure compliance.

STSM has never been directed to racially profile and-was never advised of anyone
that practiced racial profiling. He has never witnessed anyone racial profile,

Further, he is shocked by the accusations regarding racial profiling at ORD and at BOS.

There has been a heightened awareness of the issue and he has been instructed to brief
BDOs on the subject.

He realizes racial profiling is absolutely wrong and takes the allegation very seriously.

. STSMas no knowledge of who might be the author of the anonymous letter.
Attachment;
STSM[T | sworn affidavit dated June 18, 2013.
"Oaae Number: Case Tiile;
1113-0243 ORD - Racial Profiling by BDOs

SENSITIVE SECUBLEN-SMEGRIATTON TUR OFFICIAL USE ONLY

WARNING TI-[lS R]‘(.ORI} CONTA INS SENSITIVE SECURITY INFORMATION THAT IS CONTRO BENTER 49 CFR PART
1529, NUT? RECDRD MAY BE DISCLOSED TO PERSONS WITHY ED TO KNOW”, AS DEFINED IN 49 CFR
PARTS IS AND 152!} EXCEPT WI['I[ THE WK PR T | DMIVISIRATUROI’THE TRANSPO[LTAT[ON

SECURT]

'Y ADMINISTRATION OR TILE SELREFATY I‘TR:\‘Wb]‘Oi{IA rON, UNA el i SULT IN

CIVIL PENALTY OR_ OLIER UN. FOR 1.8, GOVERMNMENT AGENCIES, PUBLIC DISCL ()‘.IIRL IS GOVERNED BY 5

{Revised

*ARTS 15 AND 1520,

42-15.08}
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Transportation

Security
SWORN STATEMENT Administration
e
having been duly sworn, hereby make the folfowing statement to
Mﬂ,l"\\ =, Df'* = N/ who has been identified fo e as a federal law enforcement officer and special

agent with the Transportation Security Administeation, Office 01‘1nsped.ion. I am making this slatement of my own free will,

s . UGS
wilhout any duress or coercion,

* ¥4 SBE ATTACHED STATEMENT * % #

Ihave read this entire statement cansisting of _&_ pages, |have been given Ihe opportunity to make any comrections
neccssary to moke (he statement accurate. All of the infonnation contained in this statement is true and accurate to the best of

my knowledge and belief, 1 undersiand that I may be protecuted for perjury or making false statements il | have intentionatly
misrepresented anything contained in this statement. [ haye not intentionally omitted any information or knowledge I have P,
SE

that relales 1o the mafters under investigation or rc\ne\ r€‘

Signature

Signed and sworn to before me, this / 3 day of \—jﬁ/‘/'ef .20/ 3

Witness

conlro!lcd under 49 115 11 and fSZU Nopa
disclosed to persons withant a
Liand 1520, exeepm with the written
Transportation Security Adu e
Unauthorized s¢ pay resultin civit pcnally oratir ac
For 115, nment agencies, public diselosure is governed by
SUSC 552 and 49 CFR padls 15 and 1520.

Page | 01‘___&,

Farint INVI-83 (Rey, 4/1/2007) Altachment 321-5, paga §
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7] ;
LIIW*'?" have been employed with the Transportation Security Administration (TSA}

since September b, 2002 to present. | was promoted to manager in the Screening Passengers by
Observation Technique {SPOT) program on May 24, 2009. During SPOT training | was taught to protect
the civil liberties of the flving public when conducting SPOT by not racial profiling. | was taught that if a
person did not exhibit behaviors we were trained to observe then we cannot sllow any personal
preferences to make assumption on any person based on gender, age, ethnicity, religion or color. The
Gily time | would be allowed to profile an indivicual is if it is directed by the Federal Security Director
(FSD) and provided such direction is based on specific intelligence threat informatien. Thisis also written
inthe SPOT Standard Operating Procedures (SOP). it was also a highlighted feature in the SPOT refresher
course 4 months ago. The SPOT SOP also requires that no Personal Identifiable Information {PH) about
SPOT- designated individuals is recorded in reports or databases. AlFSPOT referrals are reviewed by
SPOT managers te ensure compliance. In my 4 years as a SPOT manager | have never been directed to
racially profile. | have never been informed by anyone that other SPOT managers practice racial
profiling. | have never witnessed racial profiting or directed a BDO to racial profile. | was shocked by the
accusations that Boston Logan Airport was racial profiting and since then there has been at heightened
awareness of the subject. Since that time | was instrizcted to hrief BDO's on the subject of racial profiling

and take a mandatory OLCclass. L

i

contaime Seqsie Scearity Information it is
520 Mo part of {his record may bo
disclosed 1o perons withouy " as defined j:} {9 CFR parts
15 and 1529, cxcepl wigfthe written permission iministeator of the
Transporiaiion Se€lnty Administration or ngc Secrgtary © .

i zed refease may resalt in civil penalty or ether action.
FL1S, government apencies, public disclosure is governed hy

S11.5C. 552 mid 49 CFR parts 15 and 1520,

WARNING:
controiled under 49 CFR p

18

;710'@9\
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e Transportation
el Security
s Administration

Non-Disclosure Agreement

A representative from the Office of Inspeclicn has briefed me relative fo an internai
investigation. :

I will not disclose or release any information provided to me, pursuant to the interview,
without proper authority or authorization, Should situations arise that warrant the
disclosure of release of such information, | will do so only under approved
clreumstances and in accordance with the laws, regulations, or directives applicable to
the specific categories of information. | will honor and comply with any and all
dissemination restrictions cited or verbally relayed to me by the proper authority.

I further understand that unauthorized release may resull in civil penalty or other
disciplinary action.

BRG]

Print name:

Signature: Date: /NG

lssued by:

Date: (Q_*/kfz / {_3

{ 2 Date: | =

Witnessed by:
TSA Special Agent/inspector

WARNING: ThisTeagrd contains Seasitive 5 ; Information thal is

controlled under 49 CF #Flo part ofthis lccnf\"i may be
disclnsed to persons without a oy, a3 defined ) 49 CER patts
15 and 1320, except with . ission of the Adminisirator of e
Transporalion Segust® Administration ot
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SENSHHVE-SECURITFY-INFORMATION™

R MEMORANDUM OF INTERVIEW
%@ OR ACTIVITY
Type of Activity. T Date and Time:
[ personai Interview June 18, 2013
{ ] Telephone interview 11:45 a.m.
D Records Review
] other
Activity or Interview of: Conducted by:

sToM[™ | ORD SA Mary Drury

Location of Interview/Activity:
TSA ORD Manager's Office

Subject Matter/Remarks

OO! interviewed STSM| relative to the anonymous letter alleging raciat profiling and
various other complaints. The following is a summary of her verbal and sworn written statements:

. STSMhas been employed by the TSA since August 18, 2002. She began as a TS0,
became a MBDO in March 2007, promoted fo EBDO in late 2007, and was promoted to STSM

in June of 2008,
o SPOT certification training prohibits racial profiling. SPOT profiles behavior not individgals.
« All ingtruction from headquarters, the OLC, and the SOP prohibits racial profiling. [t is
unlawful. The ORD BDO management supports and abides by the rules and regulations.

They instruct and enforce these same rules and regulations.

« BDOs profile SPOT recognized behaviors which are stress, fear, deception cuss, and
appearance factors,

Case Number. Case Title:

113-0243 ORD - Racial Prof:ling by BDOs

WARNING: THIS RECORD CONTAINS SENSITIVE™SE el A [UN THAT I"? {ONTRGLLI 1 UNDER 49 CFR PART
1520, NO PART OF THIS RECORD MAY BE DISCLOSKS . ASDEFINED IN 49 CVR
PARTS 15 AND 1520, EXCEPT WITH T l A 5 E AD\']]N]STRATOR OF THE '] RANSPORTATION
SECURITY ADMINISTRATICW NAUTHORIZED RELEASE MAY RESULT IN
CIVIL PENALT B SCLOSURE IS GOVERNED BY 5 US.C
552 AND R PARTS 15 AND lSZl'!.

{Revised 12-15-08}

TSA 15-00014 - 011995




SENSHVE-SECURIPHNFORMATHON—
MEMORANDUM OF INTERVIEW OR ACTIVITY (continuation sheet)

« There are safeguards implemented into the system. These safeguards include STSMs
roulinely monitoring and evaluating BDO personnel. STSMs review all SPOT referral reports,
and track BDOs personnel referrals each pay period.

o STSM["™ | has never instructed BDOs to target a specific airline. It is not ethical. If she
learned of any BDO targeting airlines, she would report it up the chain of command. No one
has ever voiced any concern to her regarding racial profiling. She has never observed anyone
that practiced racial profiling. If there was such a case, she would put the BDO on notice and
report it up the chain of her command. She attests she has never racially profiled.

e As far as the allegation of falsifying Flaybook hours, STSMezpiained that the BDO
managers do not input PMIS numbers into the system. “BDO managers input audible
Playbook hours only which are derived from a random structured schedule for personnel
conducting SPOT at the checkpoints.”

® STSMF"‘" |is saddened and upset by these random allegations, She mainiains
that she cares about the BDOs she manages and works hard to provide equal opportunity for
assignments to all. She firmly believes in the SPOT program and its purpose. She has no
information regarding the possible source of the anonymous leiter.

+ Further she offered to take a polygraph to verify her statement and clear her reputation.

Attachment:
STSNP“" |sworn affidavit dated June 19, 2013
Case Number. Case Title:
113-0243 ORD - Racial Profiling by BDOS

ENSITIVE SECURITY INFORMATION/FOR OFFICIATL USE. ONLY
WARNNG RECORD CONTAINS SENSITIVE SECURITY INFORMATION THAT IS CONTROLLEDLNSPRITTIR PART
1520. NO PART OF THIS RECORBALLY. BE DISCLOSED TO PERSONS WITHOUT A SNEBBTURNOW”, AS DEFINED IN 49 CFR
PARTS 15 AND 1520, EXCEPT WITH THE WRITTERTRRMISSION QUHEXTN INISTRATOR OF THE TRANSPORTATION
SECURITY ADMINISTRATION OR THE SECRELMROT TRANSPOR TR TTONY: QRIZED RELEASE MAY RESULT IN
CIVIL PENALTY OR OTHERACTHONTTOR U.5. GOVERNMENT AGENCIES, PUBLIC DISCT.OSUREH-GQUERNED BY 5 US.C.
552 AND 40 CER-PRTCTS 15 AND 1520,

{Revised 12-15.08)
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Transportation

LTI LD hETAR ToF " ol

. : Security

WO SEATEMENE Administration
E , having been duly sworn, hereby make the following
statement 1 > 27 MArY bi"«.} ~ t../ , who has been identified to me as a federal

law enforcement officer and Jpcc:al agent with the | 1ansp011:at:c-n Sceurity Administration, Office of
Tngpection, Tam making this statement of dy own free will, without any duress or coercior

| * ** SEE ATTACHED STATEMENT * * *

T have read this entire statement consisting of 5 pages. 1have been given the opportunity to make
any correclions necessary fo rmake the stalement accurate. All of the information containcd in this
statement is true and accurate ta the best of my knowledge and belief. I understand that T may be
prosecuted for perjury or making false statements if I have intentionally misrepresented anything
contained in this statement. 1 have not intentionally omitted any information or knowledge I have that
relates to the matters under investigation oy review.

Signalure
o
Signed and sworn to before me, this _/ 2 day of \_/ u’l\/ -2 , 20/ 3
w—/\
Witness Spccza Agent
Tran: nrtatmn Security Adnfipistration

Department of Homeland Sechrily
Authority to administer oaths; 5 U.S.C. § 303

!nﬁxma[icn I'Flat is

rd conlains Sensilive Sm.

’_4, WARNING: T
f gontrolled undes 49 CF

disclosed to persons without a Y

. 15 and 1520, except with the wril
Page 1of 73 ) Tramsportation Sgeurity Adim £7 |>pnrla11.:a|
Unautherized rel iy cesult in cvil penaliy or otiver ach
For 115, govggaficnt agencics, public disclosure is governed by

Form INVD-S3 (Rev. 4/1/2007) 7S C 352 and 46 CFR parts 15 and 1520,
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disclosed 10 persons WITTO

3.

B.)Class Room training local and conducted by HQ (l.e.: secret security briefings, BDO refresher
training, Advance Behavior Detection Training and AIM’s training, etc ) Individuals receiving
training sign inon a training Iog

—
2.) Racial Proﬁﬁn

During SPOT certification training driven by HQ, put simply ..prohibits racial profiling... period!

- i
We profile SPOT recognized behaviors... periodl

All instruction from HQ, the OLC, and the SOP prohibits such actions and it is unlawful. Qur BDO
management staff supports and abide these rules and regulations. We supportand instruct
these same rules and regulations to our subordinates. We profile SPOT recognized behaviors
which are stress, fear and deception cues and appearance factors... perlod “

Safe guards to ensure these ru{esl i

Managers routinely are out working side by side with, or conducting evaluations of BDO
personnel at their work iocatio

Managers review all SPOT Referral reports, track BDO personnel’s referrals each pay periodm

Routinely OLC courses are assigned to all BDO’s which stresses - prohibits racial pmﬁﬁng,m

Have you ever been instructed to; or directed to; or taught to Racial Profile? '

T have never insteveted Bl0's fo mrj'e'f' Jp< &rfc df'effnfcvs'.

It is not ethical, nor would I; ! would report such instances up the chain of commandl ) |

—

NO.

Has anyone ever told you they were concerned about racial proﬁling*' :

i
vo[ ] .
Have you ever chserved anyone racial profite{'

Naf'

Individual would be put on notice and immediately reported up the chain of commancl' '

4.) Falsifying Playbook PMIS hourSI _

We (BDO Managers) do not input PAMIS numbers for the Playbook team also known as Fiex
team.|

We {BDO Managers) supply the Flex team with the required number BDO personnel as directed. E

8D0 Managers input audible playbook hours only which are derived from a random structure —
schedule for personnel conducting SPOT at the checkpoint :

. SRS

{},T?-J%W@wamffm

Tdm w;ﬂﬁﬂj’ +o Take ,00/79/1?0}) test- 7o vers
3.0 3
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) i FORMATION
6/19/2013

To whom it may concern;

| arn writing this statement in response to erroneous allegations made in & letter which was signed by an
unknown person(s} regarding the ORD BDO management team. Some allegations were personally

directed toward my colworker,aﬂd me which | found very hurtful and most definitely
untrue

I do not know who may be reviewing this so | am prefacing with a little bit of back ground on myself.
First of all on a personal level, | am a white female cver 40 years of age. | have and currently am co-
parenting an adult-child who was born with cognitive learning disabilities, physical motor skills
disabilities and experiences frequent seizers, | was actively involved with lllinois Special Qlympics for
many years as a spectator, mentor, chaperone and coach. Cury @ Joint guardianship of this
young adult who will always require assistance throughout life

LAY | NA

t have worked since | was nine years old; | have worked at a full time job since | graduated high school.
Pretty much my entire adult life. Many times | have held down 2 or 3 jobs at the same time and/or had
full time job plus go to college with full credit schedule. Needless to say | developed a strong work ethic
very early in life. | havne held many jobs where women were not readily accepted and were discriminated

against in many ways

§ became employed by the United States government, Transportation Security Administration {TSA} on
After 911 | was ready to serve my country again; § served in the lllinois Air National
Guard shortly after high school; and TSA was an avenue | decided on. | was initially hired inas a
screener, after a few years | started looking for new chalienges within the organization ta continue to
make a difference and help the organization grow. | always seek to do better and help others attain the
same. | was interested in, balieved in and applied for the position of Master Behavior Detection Officer
which was a new” official “program, layer of security within TSA. During this period in 2007 O'Hare
{ORD] had just officfally rolled the BBO Program. | was promoted to Master Behavior Officer in March of
2007; | wasone of 12 individuals on the Behavior Detection team. During the growth process of the
program | was instrumental in the development of the ORD BDO program, [i.e. mentoring, team
building, operational fundamenials, etc.) After a little over 6 monihs | became eligible and earned the
premotion to Expert BDO, The BDO program continued to grow and the opportunity came for me to
apply, interview and successfully be prom tﬂgl} ta SPOT Transportation Security Manager (STSM) in June
of 2008. | am stiit currentlya STSM at ORD.|

e

Allegations to address

o
1.} Falsifying Tralning L034 :
Falsifying training logs is pretty much impossi bie

A.JMost training Is done on the OLC website where each individual independently log into
the compuier with user name and password. It is data based at H

enntro SFR parls 15 and 1520. No part of

disclosed Lo persons w1 to ki Thed in 49 CFR parts :
15 and 1520, excapt with [ : i Administrator of fiic
Transporlatiop S dministration or the Secrety ation. ao-c

FFor LS. government agencies, public disclosors is governed by
-t anen mea ode N

P e e 4 F e A EARA
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“SENSITFIVE SECURITYINFORMATION

AN MEMORANDUM OF INTERVIEW
S = ¥ j OR ACTIVITY
Type of Activity: Date and Time:
Personal Intervisw June 20 and 24, 2013
[ ] Telephone Interview 9:30a.m.
Records Review
[ ] other

Activity i . Conducted by:
STSMI - ORD SAs William Kalbfleisch and Mary Drury

Location of Interview/Activily:
OO0l ORD Office :

Subject Matter/Remarks

QOl interviewed STSMF“B" lrelative to the allegations of racial profiling as outlined in an
anonymous letter. The foilowing is a summary of both his verbal and sworn written statements:

. r’m Ibegan his employment with TSA onl | Since then, he has
received the following promotions: LTSO in May 2004, EBDO in March 2007, and STSM in

May 2011.

¢ He received SPOT training at BOS for a week long class room and OJT. He received "learmned
behavior recagnition training,” which explained the points associated to specific behaviors.
The points are calculated to determine if the SPOT met a certain threshold for a referral. The
SPOT program was developed and implemented exclusively on behavior pattern recognition
techniques; it is supported by scientific research and is used by many other government
agencies.

» Required OLC training constantly reminds the BDOs that racial profiling is against the law.
There is also required Fourth amendment training.

‘Gase Number: Case Titie: i iy
113-0243 ORD - Racial Profilrng by BDOs
’ SENSLLYE SECURITY INFORMATION/F IFICIAL USE ONLY

CINFORMATION TIHAT IS CONTROLLED UNDER 49 CFR PARY
SONS WITHOUT A “NEED TO KNOW™, AS DEFINED IN 49 CFR
EADMINISTRATOR OF THE TRANSPORTATION
UNAUTHORIZED RELEASE MAY RESULT [N
[SCLOSURE 15 GOVERNED BY 5 US.C.

WARNING: THIS RECORD CONTAINS SENSITIVEPSKEL
1520, NG PART OF THIS RECORD MAY BE
PARTS 15 AND 1520, EXCEPT WITILS 'RITTEN PERMISSIO.
SECURITY ADMINIST THE SECRETARY OF TRANSPORTA
CIVIL PENALT ER ACTION, FOR U.5. GOYERNMENT AGENCIES, 1
852 AN PANTS 15 AND 1520,

{Revised 12-15.08}
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MEMORANDUM OF INTERVIEW OR ACTIVITY (continuation sheet)
s SPOT SOP clearly states that "SPOT must be conducted without regard to race, color, religion,
national origin, ethnicity, sexual orientation, or disabtlity except as directed by the FSD and
provided such direction is based on specific intelligence threat information.”

e The ORD FSD also sends regular emails reminding the zero lolerance for any racial profiling,
most recently January 2, 2013.

+ He vehemently maintains that he has never witnessed any raciai profiling. Nor has he ever
heard of any complaints of racial profiling. Further, he has never instructed anyone to racial
profile.

« He describes the program’s philosophy is o make sure everyone understands that racial
profiling will never be tolerated.

« Regarding playbook operations: The only time there was instruction to target a particular
group or individual; it came from the FSD and was based strictly on intelligence threat
information.

. STSMis upset and saddened by the allegations of racial profiling; because it is
against everything the program signifies.

e The BDO program has been riddied with rumors and misconceptions. Most of the TSOs and
management do not understand the program because of its protected information and
practices.

* STSM believes that the allegations of racial profiling are rumors that could be
corrected; if they were able to brief other TSOs and managers of their purpose. He also
believes that senior leadership at ORD should utilize the BDO program for effectively.

e« STSM Erecalis‘ years ago they provided a power point presentation to TSOs, LTSOs
and STSOs which fostered a better working relationship and provided them with a better
understanding of the BDO program.

« STSM beheves that thereis a posslblhly that EBDOI ]may have written the Ietter
[ Case Number: | case Title:

113-0243 ! QRD Racial Profiling by BDOs

SENSITIVE SECURTTY INFORMATION/FOR OFFICIAT, USE ONLY

WARNING: THIS RECORD CON Ll NTROLLED UNDER 49 CFR PART
[520. NO PART OF THIS RF(.(JR[) MAY BE DISCL {JSF } --uul_ TA “NEED TO I(YOW ?, AS DEFINED IN 49 CFR
PARTS 15 AND 1520, EXCEPT WITH THE WRITTEN PERMH#S ANSPORTATION

SECURITY ADMINISTRATION UR THE §E
CIVIL PENALTY OR OTHER N. FOR U.5. GOYERNMEN' F‘AGBNCIES, I’URLIC DISCLOSURE IS GOVERNED BY 5 U ‘5 C,

552 AND 49 CER.E RIS AND ]"i‘Z{}

{Revised 12-15-08)
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ESENSHIVE-SECURITYINFORVWATION
MEMORANDUM OF INTERVIEW OR ACTIVITY (continuation sheet)

sworn affidavit dated June 24, 2013.

Casge Number: Case Titte:

[13-0243 ORD Racial Profiling by BDOs

WARNING: THIS RECORD CONT CPART
1520. NO PART OF THIS RECORD MAY BE D ", AS DEFINED IN 49 CFR
PARTS 15 AND 1520, EXCEPT WITH THE WRITTEN PERMISSIONTIE

SECURITY ADMINISTRATION OR TIE SECRI] kL, FASE MAY RESULT IN
CIVIL PENALTY OR OTHE D BY 5 US,C.

852 AND 4 : TAND 1520,

{Revised 12-15-08)
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BHEY

My experience at TSA is as fallows to the best of my knowledge: EOD date SG

L
Promoted: Lead TSO on May 2004 |

Promoted: EBDO on March 200

BDO PILOT PROGRAM DECEMBER 2005

t was asked at the time by TSM Glasure who now works with TSA K9, if | was interested in a Pilot
program referred to @s SPOT. | agreed and was interviewed | think from a couple of pegple from
BOSTON Airport. One week after the interview | was called while on vacation 1o see if | wanted to be in
~ the program. This was in Dec. of 2005. [ was one of only 32 officers from four different airports, 8 each
from {MIA, LAX, BOS, and ORD) to be part of this pilot program{ "

This training included a 1 week long class room and on the job training at BOSTON Airport. We weére
learned behavior recognition and hew the points assoriated for the behaviers were calculated and how
to conduct 3 referral based on the SPOT threshold. The SPOT program was developed and implemented
based on behavior paileg ognition techniques used by various government agencies and supported
by scientific researchl

——

ding safeguards for racial profiling in the progran'l

We are constantly reminded by OLC courses taken regarding racial profiling. We have all gone through
the Fourth Amendment class given by our local iegal department. Aiso itis clearly written in qur SFOT
SOP in Section 2.1. Spot must be conducted without regard to race, col . gion, national origin;
ethnicity, sexual orientation, or disability except as directed by the Fﬁg 0 provided such direction is
based on specific intelligence threat information. Gender and age may only be considered as specified
in Section 3.4.in table 4 and may not be the sole basis for referral. We also receive emails from our FSD

regarding zero tolerance with regard from racial profiling mast recent on January 2, 2013,

e

I have never witnessed racial profiling

| have never heard of anyone complaining about racial prm‘iiing.

2 " (BI6}
I have never instructed anyone to racial prcﬁle[-

The program’s philoscphy is to make sure everyone understands that racial profiling is not tolerated and
will not be tolerated. That anyone who has this mind set.and follows through will be dismissed from

vG e This wecord cantains Sensitive SCoUrily ination that is
catitrolled u R parts 15 and 1520 N of this record may be
disclosed to persons wil 3 ", as defingd in 45 CFR parts
R d \_‘P 15 ang 152G, except with the wij b ‘e Administrator of 1he
Fransportation: Security histation or the Secretaty el ortating.
Unauthori ase may resuld in cvil penalty or other achion:
Far cvernticnt ageneias, public disclasiree is govemad by
3US.C 552 and 49 CFR paris 15 and | 520.

TSA 15-00014 - 012004
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BOO’s were capable of doing|

ﬁ

lso there was a time when we as BDO’s with the help of STSMP® — lwvhowasa tramg
with the BDO program at the time would sit in on screening floor team training and give a power poinl
prasentation to T5Q, LTSO and STSO. This would help foster a good working refationship and give them a
better understanding of the program. It also helped them understand what and how they helped us in
our process, The power point was a brief display of what we do as B0OO's without giving any of our
behaviors and or point values associated with them. After severai weeks it stopped. We also at one time
were able 1o be part of the orfentation were we would take 45 minutes in theprocass to educate th

new TSOs about the BDO pragram for their awareness prior to their 0JT e

.

under AFSD of LEO which at theﬁ?e was Tom Herion. He understood the program and what we as

F‘%{
e e e a0 X

| fake great pride in the work [ do, and the opportunity to work for the government. | am also very proud
of where | come from and the hard work my parents did as ycung adults from Mexico te give me and my
brothers and sisters an opportunity at a better life. Through them is where | get my waork ethic and
morals and will forever be grateful for the lessons learned, | also want to say how very hurt and satiten |
am regarding these allegations of racial profiling. This goes against everything that | have been taught
and the way that | have been brought up. Furthermore it alse goes everything that the BDO program
does not condene. A?Awhb

s R | .

ity Inforamtion that is
@ puart oF Whis record may be
A", 46 deFned in 49 CFR pans
Inimvistrator of fhe

disctosed to persons without o “nee
15 and 1520, except with the wri
Tronsportation Security Adipies

fnent agencies, puhhc dhelasun. is gmmncd h\
w3 352 and 4% GFR parts 15and 1520,
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v

__enters the hours for the BDO's assigned to playbook team for the day only

“SENSPFV RS ECURITYT INFORMATION

Following the BOSTON Incident regarding racial profiling it was constantly briefed to ou
and out briefs and email such as the ones from our FSD that it would never be tolerate

i Managers are able to enter the PMIS numbers for the BDO Program. it depends who is on duty and
who gets to it first. As far as the Playbook team PMIS numbers they are entered by.the Playbook
Supervisor which is total separate from the daily BDO PMIS numbers entcrﬁ:lavbook SURETVISOE

e —

A4 far as assignments to playbook, BDO’s are rotated into this assignment. This js normally assigned by
tha BDO manager who puts the assignments together for the next working day|

; BHEY
I have never been told to target any group or individual{

The only time we weuld target any group or individual is if directed by the FSD and provided that such
direction is based on specific ntelligence ieat information which [ beliave would come from our
Intelligence Officer Ross Preston orHO)

p—
The onlytime we ohserve a specificfiighti ot o - & 110 ]

This request is from HQ and our Senior Lea der’sl"?p to best of my understandrngm

Ifﬁ {i
s T ——
e ——e i e Tk S ——

controfted wisder 49 CFR p
disclosed to persons withowt a “nee
I3 and 1520, except with the wriiten pe;
I'ransportation Security Adm
Unnthorized 1
Porl}

Training docurnents can they be faisified? As far as | know | am not aware of any being falsified or how
they could be. Most of all of our training is done via OLC courses. On rare occasions we will be brief
some impartant information that would need to be recorded via an in brief sign off sheet. Such as the
new Screening Checkpoint Prohibited ltams List (PIL} Update that was done on OLC and a tra:m g packet
that was read and needed to have a sign off sheet attached to it for credit of completion, it

umars leading to misperceptions: | believe this is because perception of the BD0's and program is that
we just stand around and do nothing. People do not understand the program because we are not
allowed to give up any informatien regarding how we lock for behaviars and point values that are
assigned ta them, Senior leadership has never bought into the program since it started as a pilot
program in Dec. of 2005.1t was never well received and still is not in my opinion. They in my opinion
have never taken the time to understand what we do and therefore do not utilize us properly. It is very
difficult to do a job when you feel that you are not supparted, They are more in tune to the screening

. ' (DNE
process and less to us. The only time | believe we were understood and respected was when we were
comiding b(‘ﬂ‘lll\'t Security hatormation that is

I ord may be
ied i 49 CFR parts 5 -F
Adiminisieator of the

nay rcsu't it clwl pe nall:, or othiee action,
ment ageneies, public disclosurs is govened by

5 .54 552 and 49 CFR parts 15 ang 1520,
TSA 15-00014 - 012006



Trangportation

' 1@ Security
s Admmlstratwn

o s e

of

Non-Disciosure Agreement

A representative from the Office of Inspection has brisfed me relative to an internal
investigation. :

| wilt not disclose or release any information provided to me, pursuant 1o the inferview,
without proper authority or authorization, Should situations arise that warrant the
distlosure of release of such information, | will. do so only under approved
cireumstances and in accordance with the laws, regulations, or directives applicable to
1the specific categories of Information. 1 will honor and comply with any and all
dissemination restrictions cited or verbally relayed to me by the proper authority.

| further understand that vnau(horized release may result in civil penally or other
disciplinary action.

Print nam

Date: ( J-'/ JU{ {-g

Signature:

f L

Issued by W Date: 0 \fj
Witnessed by: Dafe: . (o ,R}ﬁ/ [2

T8A Specia] Agentiinspector

ned an 49 (‘FR ]‘s"lﬂ\
irtinsstralor 0!‘ the

Irai:sporimon %mlrlt} Admaijhe T

Unauthorized eclcys ¥y nesull in civil pcrﬂl[} ar gtlwr 'mhon

: hent agencies, public disclosure is governed by
.80 852 and A8 CFR paris 15 and 1520

TSA 15-00014 -
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SENSITIVE SECURITY INFORMATHON

” i MEMORANDUM OF INTERVIEW
e \,5 OR ACTIVITY
Type of Activity; Date and Time:
Personal Interview June 20, 2013
] Telephone Interview 12:15 p.m.
7] Records Review June 26, 2013
[l other 11:30 p.m.
Activity terview af = Conducted by:
STSM|" - ORD SAs William Kalbfleisch and Mary Drury

Location of InterviewlActivily:
00! ORD Office

Subject Matter/Remarks

BIEY

OO0l interviewed STSM felative to the allegation of racial profiling and other
complaints contained an anonymous fetter. The following is a summary of both her verbal and sworn
written statements:

e STSM| | has been employed with TSA since August 11, 2002. She began as
a TS8O, She became part of the BDO pilot program in December 2005, which was initiated in
BOS. She became a national SPOT trainer in October 2006, She was promoted to STSM on
May 9, 2009,

e She has never been informed that racial profiling was practiced at ORD, She does not believe
racial profiling is practiced at ORD and has no knowledge that it has ever been practiced at
QORD.

» As a trainer in the pilot program, she suspected one of the BDO pilot officers profiled, but it
was never confirmed. She recommended that the officer not be admitted to the program and
the officer was not.

Case Numbsr: Casa Titla:

[13-0242 ORD - Racial Profiling by BDOs
& NSITIVE SECURITY INFORMATION/FOR OFFICIAL USE ONLY

LCURITY INFORMATION A ' NTROLLED IINDER 49 CER PART
: UUT A “NEED TO KNOW”, AS DEFINED IN 49 CFR
HE ADMINISTRATOR OF THE TRANSPORTATION
B UNAUTHORIZED RELEASE MAY RESULT IN
QISCLOSURE IS GOVERNED BY 5 US.C,

WARNING: TS RECORD CONTAINS SENS
1520. NO PART OF THIS RECORD MAY BE DISCLOSED
PARTS 15 AND 1520, EXCEPT WITH THE WRITTENEE
SECURITY ADMINISTRA Il(lh OR THLE R

CIVIL PENALTY OR Q FCTION. F OI{'IJ S. GOVERN’\-IF\IT AGENCIES, PUE
552 AND die 3 H‘HSAND]SZ&

{Revised 12.16-08)
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SENSITVE-SECURIIPHNFORMATON

MEMORANDUM OF INTERVIEW OR ACTIVITY (continuation sheet)

o STSM |maintains that she has never directed anyone to racial profile. She quotes the
SPOT National Training Guide: “SPOT BDOs should not consider race or ethnicity as a factor,
unless there is specific threat information issued by the FSD authorizing the consideration of
race or ethnicity as one factor in the svaluation process, and the threat information is based on
current intelligence.”

« [n herrole as a national SPOT trainer she failed students when she believed they profiled. It
has never been accepted in the program.

+ Safe guards in the SPOT program: The OLC courses assigned to BDOs every year include
Guidance Regarding the Use of Race for Law Enforcement, and Introduction to Civil Rights.
Also the SPOT SOP clearly states racial profiling is prehibited.

. STShas never targeted or advised any of the BDOs to target Royal Jordanian
Airlines or Etihad Airways.

never has been assigned to Playbook; but as a STSM she needs to supply = .
ity to work on Playhook.

. F:I book is directed by the daily CDM. E£ach Playbook team is supervised by a STSO. STSM
ek ¥
Sai

* “SPOT referrals are conducted when an individual reaches the SPQOT threshold (a cluster of
behaviors that reaches a required point level).”

« Somefimes there are BOLOs that are sent from the ORD CDM. These may include Amber

alerts, missing person efc.

Al finds the complaint letter upsetting. She has a hard time believing that

someone in the ORD BDO program would advise anyone to ramally profile. The letter almost
sounded like someone had some personal issues and was using it as a vehicle for revenge. |t
also sounds like a BDO who possibly does not have all the knowledge of what takes place
when there are intelligence notifications.

i’cas Numier. Gase Title:

113-0243 ' ORD Racial Profiling by BDOs

G v T | N T

T lsAND 1520\ I

{Revised 12-15.08)
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'MEMORANDUM OF INTERVIEW OR ACTIVITY (continuation sheet)

. STSM after reviewing the envelope of the letter, observed the handwriting to be
familiar. She recommended interviewing EBDO[“""'-" Jas a possible source.

« It should be noted that STS smaried o BDO[ |

Atlachmgm:

STSMFM’ sworn affidavit dated June 26, 2013.
(e RaR: T Gase Tite: —=——s —— —

113-0243 ORD Racial Profiling by BDOs

SENSITIVE SECURITY INFORMATION/FO FICIAL USE ONLY

NEORMAFION FITAT IS CONTROLLED UNDER 49 CHR PART

WARNING: TINS RECORD CONTAINS SENSITI
JHOUT A "NEED TO KNOW™ AS DEFINED IN 49 CFR

1520, NO PART OT THIS RECORD MAY BE DIS&ERTISED TO PERY
PARTS 15 AND 1520, EXCEPT WIT ATTEN PERMISSION OF THE A OR OF THE TRANSPORTATION
SECURITY ADMINISTRAT THE SECRETARY OF TRANSPORTATION, UNAUTHURIZE® RELEASE MAY RESULT IN
ER ACTION, FOR 0.5, GOVERNMENT AGENCIES, PUBLIC DISCLOSURE IS GOVERNED BY 5 US.C.

FARTS 15 AND 1520,

{Revised 12-15-08)
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PRI

/"\g 5 Transportation

w Security

f
Y

SWORN STATEMENT N Administration
i rﬁ _ 5 having been duly swern, hereby make the following statement to =
SA /Wﬁ [alV4 f\ Uire ‘-/ > who has been identitied to me as a tederal law enforcement officer and special

agent with the Tl/ansportaﬂml Se)ﬁgily Administration, Officc of Tnspection. T an making this statcment of my nwn free

will, without any duress or coercion. w

**++ SEE ATTACHED STATEMEtﬁ- 77

I have read this entire statement consisting of A; pages. I have been given the opportunity to make any corrections
necessary to make the stateinent accurate. All of the information contarned i this statement is true and accunate to the best
of my knowledge and belief [ undersiand that [ may be prosecuted for perjury or making false statements if 1 have
intentionally misrepresented anything contained in this statement. 1 have not mtenmnal}y oiitted any information or
knowledge 1 bave that relates to the matters under investigalion or reviey

B

S'.tgna!’ul‘s\,‘_ _}

Signed and swort: 10 hefore me, this 24 dayof \j:;‘n' < ;207 3 i

_ 5% N J
Wiliess Spfeial Aéem or Investigating Officer
Tansportation Sceurity Administration
Department of Homeland Security

Authority to administer oaths: 5 U.S.CT5 303

Page | o4l i

Form INVT)-83 (Rev. 5/30/2013)

B..-IR.FU;\-(‘ ThismcordcnnlnmsScmlh\eMu.ri R s £l 04 3 ] art of this race e TEEE T prrsons withouta

nf"l'rsnspcrmﬂnn. Uoavthorized release ma z Ot er action, i'or LS poverdment aggnﬂe:, run d:srbomw:s gm-qrnui tn- S US.C, 552 and 49 Em
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i@if

| joined the Transportation Security Administration (TSA} onfﬁ%ﬂ' |

: i '
| was hired as a SCi’EEI'IEI{

in earty December 2005 | was asked to interview for a pilot program. | interviewed with two officers
from Boston Logan-International Airport. 12 of ORD TS0’s, LTSOs went to BOS to learn this program. All
12 of us worked with officers from BOS, MIA & LAX. We alt became a BDO Officer for the BDO Holiday
roll aut at the CAD-X Airports. During the pilot our score sheets contained: Race, ethnicity, gender..The
reason for this information was to confirm we did not profile. Tha SPOT program became official in June

Pilct BDO December 2005

| was hirad as a Mational SPOT Trainer in October 2006' i

T FD R
I was hired as a SPOT Transportation Security Manager (STSM} on May ah 20{]9—Curren{'

Question: Have you sver bean informed that Profiling was being practiced?

Answer: No | was never informed that Ractal Profiling was hap uenini’xﬁ’

Question: Do you believe that Racial Profiiing is practiced at ORD?

Answer; | Do Not believe or have any knowledge that racial profiling is being practiced at ORsI' o
Question: Have you ever withessed racial profiling within the ORD BDC Program?

Answer; Inthe pilot pr'ogram In ORD | anly suspec'ted ona of the BDO pilot officers profiled, but was
never able 1o confirm. That pilot officer did not become a member of the ORD BEO program during the

official mll-m:t.ﬁf“’

Question: Have you ever directed anyone to Racial Profile?

Answer: No | have never directed anyone to racial profile. The only time that racial profiling may take
place: is in the answer balow|

Question: Training: Racial profiling-policy.

SPOT BDQ’s should not consider race or ethnicity as a factor, unless there is specific threat information issued by
the FSD authorizing the consideration of race or ethnicity as one factor in the evaluation process, and the threat
information is based on cerrent intelligence A

rity Information that is
2T No part of tivs record may be
s defined in 48 CFR pans

WARNING: TTis rec?
controiled under 49 CFR parts
disclosed to persons withouta "y
1S and 3524, except with
Transportatinn Secugd
4_' Unieutlwogdee® relcase may result in sivil peralty or ather action,
2_. O i: S, pavemment agencics, public disclosuce 1S govened by
51180552 and 49 CFR parts 15 and 1520.
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SIDSINE-SPCTURITY INFORMATION

| as a National SPOT Trainer failed students when they profiled. Itis not and has never heen an accepted

part of our pmgram.ﬁf;

What was the response te Boston at ORD-BDQ's?

Answer: The response that was stated by the ORD BDO's during in briefs was “Really Boston, this
program started there”, “What would make them do something like that”? The ORD BDO's wh
surprised that racial profiling took place at any of our airports but more shocked that it happened in

lE’:()stt)m]z‘TBQ

stion: rd rogram?

Answer: Yes, There is an OLC course assigned to the BDO's every year

Introduction to Civil Rights, |

SPOT SOP: Chapter 2 Certification, Staffing, Duties & Deployment 2.1 general Section D.: SPOT must he
conducted without regard to race, coler, religion, national origin; ethnicity, sexual orientation or
disability except as directed by the FSD and provided such direction is based on specific intelligence
threat information. Gender and age may only be considered as specified in section 2.4 in Table 4 and

may not be the sole basis for referral{™™

Question: Ever target airlines, Etiad or Royal lordanian?

3.1 Kok

Question: Have you ever failed anvone in the program? And Why?

Answer: Yas, | have failed students during the process of the BDO classroorn /0JT. The failures have been
for a few different reasons; Cne of the reasons they m%mble to access the exhibited behaviors,
they would make up behaviors on passengers just for me to believe they understeod the job, the last
would be students profiling; using race or ethnicity when describing an individual in the gueus {I would
advise the student we can not use race or ethnkity to describe a passenger} but vet the student would

T . filrag
continue to describe passenger using racel_

Playbook-is directed by who-how does that wark-intelligence based? assigned by who?

_b_desspnated tear‘n To the best of my undersi‘a ndnlg cfthe Plavj)ook teamn they do random Plagbaok

WARNING: Thisrecord contains Seusitive Security Information that is e ]
vosagled under -%QLH{ parts iS and 1520 ]\o parl of this record may hc

|5 and 1320, exeept w | wor of the
Tramsportation Security Adminisl Seliclary of Tr?mpurl aticn.
Ull.:lnthn]'!?td el i ! or olher felion. 3 OSF Af

mment agencics, publie diselosure's

5 US.C, 852 ancd 40 CFR parts 15 and 1520,
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SPNSFRE-SECLRITY INFORMATION

plays P98 US.C.4 11810 I have never heen part of a playbook team | am only

advised that we need to supply” | BDO's daily to work on plavbook and to ask the STSO for their

assipnmeants. On the first shift we assisn BDO's on a weekly basic. We rotate them, 1 weelk it will b

TEIAE

[PErEUSTETHG e do rotate who is deployed) ™

Question;: Referrals?-Bola's How does that work?

Answer: Referrals are conducted when an individual reaches the SPOT threshold {a cluster of behaviors-

that reaches a required point Ievelﬁ?f ]

Bolo's: When ORD has a BOLO the ORD Coordination Center send out an alert. Boio's are Amber,

missing person, theft, other agency looking for someone/ "~/ =" L~ = & 140 LB
WA USC § 1140

What do you th the letter laint? Gen eakin ould someone send this

letter with these accusations?

Answer: | find this letter upsetting and | can't believe that someone in cur program would advise
someone to profile. When | read this letter, as ! said it was upsetting, but the way the letter was written

a lot of it felt like it was personal. The BDO's don't have all the knowledge of what takes place when it

comes to notifications, Intel, Bolo's, In te!.FIfT-’ |

o This record contains Sensitive Security Infoy

: el wtion fhialis
1 R parts 15 and | 520, No par, srecord may e

- disclosed 10 peesons wi o2 1o kiove W hined in 49 CpR m;ts
: 1iand qu. exeept with the wer #Stom of the Administrator o tlhc
Transportation Security Admini i ]

Unauthorized releas Crestlt in civel pet
ForiS go nt ageneres, public disclnsui:e 1

5.C 552 and 49 CFR parts 16 and 1590,

other agtion,

cretary of Transpodalion.

/{"—/'__/_\“‘ Lol s ai® et
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Transportation
Security
Administration

Non-Disclosure Agreement

A representative from the Office of Inspection has brisfed me raiative to an internal
Investigation.

I will not disclose or rejease any information provided to me, pursuant {o the interview,
without proper authority or authorization. Should situations arise that warrant the
disclosure or release of such information, | will do o only under approved
circumstances and in accordance with the faws, regulations, or directives applicable to
the specific categories of information. | will honor and comply with any and all
dissemination restrictions cited or varbally relayed io me by the proper authority.

| further understand that unauthorized release may resuit in civil penally or other
disciplinary action.

0]

Print hame!

Signature: Date: (o 1 20 [2()13

Wilnessed by: !.61' / Q Date:

TSA Spe‘r?%l Alenvlnspeciar

lssued'by /f f(%@ ( 4/) Date:

RNING: This record containg Sensilive Security Inf I
conuaTTd r»!QCFR parts 15 and 1520, No pagtes®thns record iy be
disclosed to persoiis 2 "need 10 knps dotined in 49 TR pars
|5 and 1520, except witl rhcv. Pt s sion of the Administrater of the
Transpostation Seourity Agussfiration or (hv"Svesalgry o!Tr-mpnrtatmn
Unmnhanzc se iy tesull in civil penally of OTFers

Fovernment ageneies, public disclosure 18 goveried M
5154 552 and 48 CFR parls 15 and 1520,
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SENSITIVE-SECURIF-INFORMATION —

MEMORANDUM OF INTERVIEW
OR ACTIVITY
Type of Activity: Date and Time:
Personal Interview June 21, 2013
[ 1 relephone Interviow 9:32am.
D Records Review
] other
Activity o Interview of. . Conducted by:
MBDO | -ORD SAs William Kalbfleisch and Mary Drury
Locafion of Interview/Activity:
0Ol ORD Office
- -2 Subject Matter/Remarks
0O interviewed MBDO| regarding the anonymous letter containing allegations against

the BDO managers including racial profiling. He was provided an opportunity to review a copy of the
letter: The following is a summary of both his verbal and sworn written statements;

"7 Thas been employed with TSA since August 2002. He has held a variety of
positions to include: TS0, LTSO, STSO, EBDQO, and MBDO. He has also served on the
Employee Advisory Council (EAC) from 2009 through 2012.

¢ In the spring of 2011, he was involved in helping identify several distractions throughout the
airport and to provide some possible remedies. (He provided OOl with a copy of his document
citing the issues and possible remedies which he provided FSD Kathlecen Petrowsky.)

s MBDOadmits that his handwriting appears somewhat similar to the letter's envelope.
He maintains that he did not write the letter. If he had, he would have signed it and would not
have remained anonymous. He also was quick to point out same of the grammatical errors
and misspellings found in its context.

Case Number: Case Title: - N
113-0243 ORD - Racial mellmg by 8D0s

SENSITIVE SECURITY INFORMATION/FOR OFFICIAL USE ONLY
WA RNINGS QAULLKSIENSUTIVE SECURITY INFORMATION TIAT 1S CONTROLLL TETL 49 CFR PART
1520. NO PART OF TII1S RECORD MAY BE DISCTOST BT TO KNOW?, AS DEFINED IN 49 CER
PARTS 15 AND 1520, EXCEPT WITH THE WRITTEN PER\-I[SS QM QEPHTADMIN A TURTOTE RANSPORTATION
SECURITY ADMINISTRATION OR THE SECREIABM-@TTRANSPORTATION. UNAUTHORIZED RELEASE MAY RESOLTT:
CIVIL PENALTY OR OTHER ACKI®M~TOR U.S. GOYERNMENT AGENCIES, PUBLIC DISCLOSURE 1S GOVERNED BY 5 US.C,
552 AND 49 CER B ND 1520,
{Revised 12-16.08)
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MEMORANDUM OF INTERVIEW OR ACTIVITY {continuation sheet)
» MBDO| ;recalls some of the complamts alleged in the letter with the exception of racial
profiling.

« He attests he has never been instructed to single out any group based on race or nationality.
He has been instructed to SPOT train which prohibits racial profiling of any kind. He has heard
of no rumors suggesting there is any profiling. He has never witnessed any racial profiling.

® [Some of the othti;r Gonmlalnt< he has heard in conversations and suggests interviewing BDOs
jand

MBD believes that the author of the letter may be confused regarding intelligence
driven targeting, and maybe using it to highlight some of the poor management practices at

ORD.
Attachment
MBDO! worn affidavit dated June 21, 2013.
Case Number. Case Tite
113-0243 ORD - Racial Profiling by BDOs

SENSITIVE SECURITY INFORMATION/TOE

Y INFORMATION THA'T IS CONTROLLED UNDER 49 CFRPART

WARNING: THIS RECORD CONTAINS SENS
ALK (JNS Wl THIOUT A “NEED TO KNOW™”, AS [)F! INED IN 49 CFR

1520, NO PART OF TIIS RECORD MAY BE

552 AND 49 CFR PARTS ISAND 1526.

{Revised 12.15.08)
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I-‘ - S Tl
- SWORN STATEMENT o

Transportation
Security
Administration

B, ..

law enforcement offic

. L
¥ ¥ £ QR ATTACHED STATEMENT * ~|

prosecuted for

. having been duly sworn, hereby make the following
statement t05' 2 ld e Lvdry §58 Ke Hn‘?r- ah

and spedial agent with the Tranaporlalmn Security Administration, O%hg* of
Inspection. Tam making this statement of my own free will, without any duress or cocrcior

, who has been identified to me as a federal

I have read this entire statement consistingof 3 pages. | have been given the opportunity to make
any corrections necessary to make the statement accurate. All of the information contained in this
statement is true and accurate to the best of my knowledge and belief. Tunderstand that I may be
perjury or making false statements if [ have intentionally misrepresented anything
contained in this statement. T have not 1nlcntmnd]] omilted any information or knowledge I have that

relates to the matters under investigation or rewe

Signed and swom to before me, this A [ dayofy ,r’ LK f\/ Q

Signature

2
L0 l3

Witness

R
Page 1 of IS I

Forn INVD-S3 (Rev. 4/1/2007)

i:ampunalwu Secunly Mmm istralio

Nl agensics, public disclesure is govemed by
5118 552 and 48 CFR parts 156 and 1520,

/4%@%/{ %( )M

cial Ag it %
sportation Security Adroinjstfation
Dcpartment of Ilomeland Securily
Authorily to administer caths: 5 U S.C. § 303

sirator of the
. rtation.
t i eivil penai(y nr other action
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Experience;

Expert Behavior Detection Officer {EBDO) 02/2009 - Present

I served as the only active BDO member of the Employee Advisory Council from 2009-2012,
where 1 eventually was nominated to Secretary of the council. I have served as the Cha:r of
the IT committee, where we train new hires on the various systems utilized by TSA]"”

———— e e —— o i——
Input daily duty logs into our localized database.

Perform all the duties of the MBDO, sge—t_;lg

Master Behavior Detection Officer (MBDO) 09/2007 - 02/2009

Mentored several new BDO's in daily operationsg including but not limited to: Daily hour Icgs
IVCC worksheets, BDO Incident reports and Spotscore shests. Evaluated their ——

performances to Fa(:liltate the future development of their skills and job performance.

Tt

ok

Participated in cross Agency exercises mcluding Federal Air Marshal training and Periods:2%:
Heighted Awareness visual deterrence’ :1 [

—

M
Identify potential threats siation safety and prevent those threats from entering the

sterile area of the Alrporty "

Prepared repcrl'fﬁrings and maintained documentatioh necessary &s a Behavior

Detection Office| I i e S

My prior TSA experience includes:

Supervisory Transportation Security Officer 07/2007 - 0972007
Lead Transportation Security Officer (LTSO) 05/2004 - 07/2007
Temporary LTSO 12/2003-05/2004
Acting LTSO 8/2002-12/2003

In the spring of 2011 as part of the EAC, I was involved in helping identify several
“distractions” throughout the airport and some possible remedies 1o fix these ongoing

issues. After several months of work a rl 14 page n %ort wa erd d and provided
to the FSD and her staff. I have.i ’33&-{ gocument w»za—my-ské ere are

several points I also had to discuss with various members of the BDO program to generate

the report. I have had numerous conversationcwith several members to help identify the
issues and help facilitate possible salutiong | —— —
PR =

1 understand I was interviewed by OOI, in regards to an anonymous letter written to DHS
1G. The document contained allegations in O0I’s opinion the most serious was around racial 777

profiing-— o )

I did not write the ietter in questlon, however some of the details are familiar to me. With

the exception of Racial profiling./~'© TNG: ‘This record contains Sensilive Seeurity Information tha is
G CFR pans 15 and 1520, No pa serord may he
a need 1o know efined in 49 CFR parts
Sion of the Administrator of the
sceretary of Transpor tation.
ether ackion.

cnmmlk

disclosed o persans

15 and 1520, except with the v

Transportation Security Adijge
f Unanthorized Ty resull in eivil pei®

= 2 < 3 For L5 Tament ageneics, public disclosure is g

' S 0.8 €. 552 audd 4% CFR parts 15and 1520,
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conduct SPOT as trained. 1 ha
have I witnessed any profiling

I hay

In

and

e heard conversations of some of these complaints and recommend you talk td

bpa)

WABNING: This record contains Sonsitive Security lnigs
EES naris |5 and 1329, No partePfilis record may be

l:onlrold under

disclosed 0 persons withuu d ILerT
15 ang 1520, except with the wrilten prgp B
Transportation Security Adminisigadn o the Seeretary of Transpo

Tion that is

il fined in 49 CFR parts
100 0 sdiiszeator of the

agencics, public diselosure is govered by

L 552 and 49 CFR parts 15and 152C.

2oy

I have never been instructed to single out any group based on Race or Nationality, only to
ard no local rumors regarding any type of profiling, nor

e
DR}

i A i e T
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=SENSEER AR -INTFORMATION

Transportation
$). Security
' Administration

Non-Disclosure Agreement

A representative from the Office of Inspection has briefed me relattve o an internal
invastigation.

| wiil pot disclose or release any information provided to me, pursuant to the interview,
without proper authority or authorization. Should situations arise that wairant the
disclosure or release of such infarmation, | will do so only under approved
circumstances and in accordance with the laws, regulations, or directives applicable to
the epecific categories of information. | will honor and comply with any and all
dissemination restrictions cited or verbally relayed to me by the proper authority.

| further understand that unauthorized release may result in civil penaity or other
disciplinary actior.

Piint name:

Signature: Date: cff/?'f//ii

Issued by: ) 74/_0%

_ o
Date: 4‘:"//;2/,;/ (3

Withessed by: Date: . &/=1/ 1

TSA SpelTal Agent/inspactor

ord conlains Sensitive Se€lrily Taformation 1hal is

: '(. part of this record may be

diselosed 0 persons withoul o h it faed in 49 CFR parts

15and 1520, except wilh the v [ p\.mm.;:on of the of e

Transporfation Security mistration or the Seeretary of Transportat
Unathorized godffisc may resulf in civil perally orother action.
For U5, rament agcncics, public disclosurs s governed by

US.C. 552 and 49 CFR parts 15 and 1620,

WARNTNT ™ Ris
controlicd under 43 C
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SENSHNE-SEGURIPHNFORMATON

@ ' MEMORANDUM OF INTERVIEW
i@ OR ACTIVITY
| Type of Activity: | Dateand Time:
[X] personal Interview June 21, 2013
[] Telephone Interview 2:00 p.m.
[ ] Records Review
D Other
Activity or In? Conducted by:
BDO[__ SAs William Kalbfleisch and Mary Drury
Location of Interview/Activity;
ORD 0Ol Office
Subjact Matter/Remarks
0Ol interviewed BDO|_ lregarding the aliegations against the BDO managers

contained in the anonymous letter, specifically racial profiling. He was given an opportunity to review
the letter. The following is a stimmary both his oral and written statements:

. BDOI i Iwas hired by TSA on June 24, 2007, as a TSO. He became a BDO in
December of 2009. He has spent his entire iime at ORD.

« BDO| maintains he did not write the letter nor does he know who wrote the letter.

e He attests he never witnessed racial profiling practiced by any of his assighed BDO pariners.
He has never racial profiled. He was never instructed by managers to racial profile or target
any particular airline.

. BDO|-'~' %) [explains that as a BDO, they are taught to profile behaviors and not at any time to
single out race, gender, origin or refigion.

Gase Number. GCase Title:
113-0243 ORD — Ragcial Profiling by BDOs

SENSEMV R AR R INPOR M P ON PO RS PIC AR Mt
WARNINGTTH GORLCONTAINS SENSITIVE SECURITY INFORMATION THAT 18 CONTROLLED UNDER 49 CFR PAR
1520. NO PART OF THIS RECORD MAY BE DTSCHOSHRLALERSONS WITHOUT A “NEED TO KNOW” ASDESHEETTN 40 CFR
PARTS 5 AND 1520, EXCEPT WITH THEAWYRITTEN I’LR'\IISSI(JN Qr’l sYian e R e ] Ol HE I‘RA\S!’O]{IA l[ON
SECURITY ADMINISTRATION OR THE SECRET RYQETRAMNSFORTATION. UNAUTHORIZED RECEXST T X
CIVIL PENALTY OR OTHER @NrOTCTS. GOVERNMENT AGENCIES, PUBLIC DISCLOSURE IS GOVERNED BY § US.C.
652 ANDASEPRPENTS 15 AND 1520,

{Revised 12-15.08)
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MEMORANDUM OF INTERVIEW OR ACTIVITY (continuation sheet)

e There aie safeguards that are designed to prevent racial profiling from occurring. At ORD the
BDOs never work alone, only with partners. BDOs must articulate the behaviors to their
partner, before any referral begins.

s He does not believe there is racial profiling occurring at ORD. If he did, he would have
reported it and would have used email, which is not anonymous. Racial profiling is unlawful
and a serious accusation that should not be sent anonymously.

+ BDO does remember a previous manager, Patrick Mitchell, counseling the BDOs
because their referrals were low. That is not racial profiling; but maybe someone who does not
understand the program may have misinterpreted him.

Alttachm

BDO" sworn affidavit dated June 21, 2013.

Case Number: | Case Tille:
113-0243 | ORD ~ Racial Profiling by BDOs

SERSTTIVE SECURIT T TN FORMA M ONTOR OPMC AR ToR Oy —
WARNING=FHSRECORD CONTAINS SENS]TIVESECURI’[‘& INFORMATION THAT lsC{)NTRGLLEDUNDEMQCFRPA 5
1520. NO PART OF THIS RECTRn DISCLOSED TO PERSONS WITHOUT A “NEED TO [ 2 AE-BRFTRED TN 49 CFR
PARTS 15 AND 1520, EXCEPT WITH TIIE WRTTTENTRRMS O LUEABMHASTRRTOR OF THF TRANSPFORTATION
SECURITY ADMINISTRATION OR THES‘ RETARA-OF =MULTHORIZED RELEASE MAY RESULT IN
CIVIL PENALTY QR OEbibHes FOR L., mvmmimTACENrim PUBLIC DISCTUSTRENS-GQVERNED BY § US.C.
S6AANTTTCIR PARTS 15 AND 1520. —

{Revised 12-15-08)
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Jyanspartation
| Securit

SWORN STATEMENT | Himthiuration

, haviug been duly swom, hereby make the following statement to

5\& Df" U‘ N S 8 'q'/ (a,{ féﬂ&ﬁm becn identificd to me as a federal taw enforcement officer and special

agent with the Imnspor&afmn Security Adminisiration, Office of Inspection. Tam making this statement of my own free will,

without any duress or cotreion.

% SEE ATTACHED STATEMENT * ¥ *

[ have read this entire statement consisting of _ & pages. [ have been given the opportunity to meke any corrections
necessery to make the statement accurate, Al of the information contained in this statemient is true and acetrrate fo the best of
iy knowledge and belief. 1 understand that I may be prosecuted for perjury or making false statements if 1 have inteationally
misrepresented anything contained in this staternent. T have nof intentionally omitied any information or knowledge 1 have
that relates Lo the mallers under investigation or review.

Sipgnatireg

Witness ©

Trengportation Séeirity Administratio
et of Homeland Securlty
ority to admirister caths: 5 US. 303

disclosed (o persons will 3
15 and 1820, except with the wil Trssion of the .-\dmmisuamr ofthe
Transportation Sccum) A

SUS.C 552 md 49 CFR pans 19 and 1520.

Paga | of _9_'\-

Form INVD-83 (Rev. #/1/2007) Altachmenl 321-5, page 8
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#* My name is [ { }and | have been with TSA since June 24, 2007. Since | have been
at TSA, since June 2007, | was a TSO till | was selected for the BDO program in November- December of
2009, As a BDO | have had my initial training for the certification for a BDO and the BDO refresher
course in February 2013. The whole time | was with TSA [ have only been at O'Hare Airport.

| was given the opportunity to review a letter that was written anonymously about the BDO
program. Inside this letter that was sent ta the Office of Inspector General, | have realized the reason
why | have been questioned. The claim, specifically that | was asked, about was racial profiling. 1 don’t
have either knowledge of who sent this letter or the author of the Ietteri

| do not know who wrote this letter but| do know for a fact that the author of the letter WAS
NOT . [am aware of many in the 8D0 program that have knowledge of the Issues that were in the
letter as we discuss them amongst ourselves constantly at O’Hare" 4

| have never witnessed racial profiling being done by myseif or any partners that | have worked
with. | have never been told to racially profile anyone in the program during my duties as a BDO. Asa
BDO we are taught to profile behaviors but not on any one type of race/gender/origin/religion. From
our training, | can tell you first hand that we have some safeguards in place to stop this from happening.
Some of the safeguards are that we are never working alone. We must always articulate the behaviors
to our partners before a BDO referral begins. That same safeguard might be a hindrance as our program
states we cannot dispel any behaviors another certified BDO hands off or tells us they have seen. | only
know that Iwas not part of [f ffiia’ profiling nor do | have any information about the BDOs at 0'Hare
being told to racially profil i

If | had thought that the program had a problem with racial profiling, | would have said
something and done it by email to the Office of Inspector General, John Pistole and to the Department
of Homeland Security Committee. | would have not written an anonymous letter and mailed it not
knowing if it was going to be read. | would heve attached a delivery report and a read receipt to my
email regarding t, if | was to write something that was illegal and happening at 0’ Hare within

the BDO program “

| do believe there are maryy management problems listed in this letter and would agree that
they are happening every day at O’Hare. Low morale, poor leadership and falsification of duty and |
hours allocation are present at O'Hare to name a few, but not what was alleged as racially profiling,

; imuofdnsmi:wdmybe

disclosed to persans without 4* e w53 definad in 49 CFR pans

15 and 1520, except with the 1 frater
perutission o ftiS
/J//' Trnsporiation Securiry: tistration or the Sccrelary of rl e
I_Jnutthun asc may result in civil peoaliy or other action
runent agenacies, public dﬁtfosure is governed by
3 U.S.C. 552 and 49 CFR parts 16 and 1!%?,‘ :
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Transportation  —SENSIFFHFrOREURERDHORMATION—

Security
Administration

Non-Disclosure Agreement

A representative from the Office of Inspection has briefed me relative o an internal
investigation. '

| understand that this information is Sensitive Security Information, that is controlled
under Title 49, CFR, Part 1520. | also understand that this information may not be
released to persons without a need to know, as defined by Title 48, CFR, Part 1520,
except with the written permission of the Administrator, Transportation Security
Administration, Arlington, Virginia.

| further understand that unauthorized release may result in civil penalty or other
disciplinary action.

Print name: | |

Signature:

Date: /21200 V- s

Witnessed by: “)’77/43/1/\ M C%——-"“? o =

TSA Spécial Age?ﬂlnspector

i may be
disciosed 10 persons m!lluut 4" m, m 48 CFR pans
15 and 1520, cuoept with the wriften per

"I‘rampnnal:m S“t urity Adminis

Cit agﬁwics, public disclosure is gove
8.0 5852nd 49 CFR parfs 15 and 1520,
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—SENSHHHVESEGURIYANFORMATHON

MEMORANDUM OF INTERVIEW

OR ACTIVITY
Type of Activity: Date and Time:
Personal Interview June 21, 2013
[ Telephone Interview 10:55 a.m.
[:] Records Review
[ ] othar
Activily or Inlerview of: Conducted by:

MBDO ORD SAs William Kalbfleisch and Mary Drury

Location of Interview/Activity:
ORD QOI Office

Subject Matter/Remarks

QOl interviewed MBDO|':" |regarding the allegations against the BDO managers contained
in the anonymous letter, specifically racial profiling. She was given an opportunity to review the letter.
The following is a summary of both her oral and wrilten statements:

g as hired by TSA on November 3, 2002, as a TSO. She became a
BDO in December of 2008. She has spent her entire time at ORD. She is also involved in
the Integrated Conflict Management System (ICMS), as well as a Model Workplace Conflict
Facilitator since 2005.

. MBDO{: httests that she did not write the letter and does not know who wrote the
letter. She described the tone of the letter suggests it was most likely a group rather than
one person.

« She has heard some of the complaints contained in the letter; however she has never
heard any information to suggest there is racial profiling at ORD. She takes her wark
setiously and it angers her that someone would propagate that kind of lie.

Case Number: Gase Tille:
[13-0243 ORD - Racial Profiling by BDOs
SERSI R GURI RO R O QR AN U )t L LG B D Y

WARNING? SRECORD CONTAINS SENSITIVE SECURITY INFORMATION THAT IS CONTROLLEDBNPER 49 CFR PART
1520, NO PART OF THIS RECORD FETRSELASED TO PERSONS WITHQ - PEDTO KNOW"”, AS DEFINED IN 49 CFR
PARRTS 15 AND 1520, EXCEPT WITH THE WRITTEN PERMLSSLESES F=ADMINISERATOR OF THE TRANSPORTATION
SKCURITY ADMINISTRATION {‘JRT [ SECREPFRTY OF TRANSPORTATION, UNA DRTZHBRALASE MAY RESULT IN
CIVIL PENALTY OR_CELPH ON. FOR U.S, GOYERNMENT AGENCIES, PUBLIC DISCLOSURE IS GOVERNED BT Sl

PARTS 15 AND 1520,

{Revised 12-16-08)
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.

MEMORANDUM OF INTERVIEW OR ACTIVITY (continuation sheet)

« MBDO| = has never withessed racial profiling; and has never been directed to racial
profile. Further, she has never been instructed to target any particular carrier. On the
contrary, she has been told that non U.S. citizens have the same legal and civil rights as
U.S. citizens while traveling in the U.S.

. MBDO[:Iexpiained that they are taught never to racial profile. They work in partners
at ORD; and have been directed to communicate to their partner, the observed behaviors
which meet the threshold, prior to making any referral.

» She does not believe there is racial profiling occurring at ORD. If she did, she would have
reported it up the chain of command. During SPOT re-training in February 2013, it was
stressed that it was their duty to report any such practice. She believes that racial profiling
is unlawful and a serious accusation which diminishes their program,

Attachments:
MBDO!" " lsworn affidavil dated June 21, 2013.

Case Numbar. Case Title:

113-0243 : ORD - Racial Profiling by 8DOs

WARN

15240, N(l PART OF THIS RECORD M2 DEFINED IN 49CFR
PARTS 15 AND 1520, EXCEPT WITH THE WRITTEN PFI{'\IIRSIO AL

SECURITY ADMINISTRATION OR THE SECRETS s SN

CIVIL PENALTY OR QTHES *—FOR 1.5. GOVERNMENT AGENCIES, PUDLIC DISCLOSURE IS GOVERNED B § US.C.
S PARTS 15 AND 1520,

(Revised 12-15-08)
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Aﬁmﬁgtmﬁeﬁ

SWORN STATEMENT

IJI @ | , having been duly swom, hereby make the following statement to

5“} () ot P'{QLG P&l d CH , who has been identificd to me as a federal law enforcoment officer and special

agent with the Transportation Security Adminigiration, Office of Inspection, T am making this statement of my own free will

without! any duress or caercion.

# ¥ # QEE ATTACIED STATEMENT * *

I have read this cntire statement consistingof '@ pages. 1 have been given the opportunity to make any cotrections
necessary to make the etatement accurate. All of the information contained in this staterment is true and accurate to the best of
my knowledge and belief. 1 understand that 1 may be prosecuted for periury or making faise statements if ] have intentionally
misrcpresented anything confained in this statement. T have not intentionally omitied any information or knowledge 1have

that relates to the matlers under investigation or review,

g Signed and swom to before me, this g / day of \.}_Q& € ,2/3,
W;tnes Special Ageht
Trensportation Security Administration

Department of Homeland Secu;ity
Authorily fo administer paths: § US.C, § 303

control CFR pars 13 und I S"U \Iu part a' ecord may be

disclosed to pcrmnsn TErstad ‘
13 and 1524, c‘mptmthtl:e-.vntlcl v lufthcr\dmnuslratom{'thc

Transportation Security Adminisigs '-

nt agencies, ;rubllcdmlnsunc s goveﬂlrd Iu\
5.0 552 and 49 CFR pars 15 and 1520,

Page | of 3

Form INVD-83 (Rev, 4/1/2007) Altachment 321-5, page §
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June 21,2013

I! e [ TSA Master Behavior Detection Officer at Chicago O’Hare International Airport
understand that on June 21, 2013 10:45 a.m., am being questioned because of an anonymous letter
Alleging Racial Profiling by SPOT Behavior Detection Officers. | was swoin in as a U.S. Government
Employee for TSA on November 3, 2002. f became a certified Master Behavior Detection Officer
December 2008 after receiving my SPQT training at Chicago, O'Hare International Airport in November
2008 and passing my written SPOT knowledge test with my on the job training. At this time the
Instructors were very clear that, “The SPOT PROGRAM and TSA DO NOT CONDUCT RACIAL
PROFILLING! THAT ANYONE CAUGHT WOULD BE KICKED OQUT OF THE PROGRAIM AND POSSIBLLY
RECEIVE DISAPLAINT UP TO REMOVAL FROM TSA! " The way it would be determined if someone was
conducting Raclal Profiling by referring passengers for SPOT Screening based on their ethnicity and not
the behaviors observed is The SPOT Referral Report go into a national data base and are read by not
only TSA H.Q but other government agency and these who would read the reports would be able to tell
if it was racial profiling by reading the resolution for the behaviors that are observed. Because there
woutd be patterns and they would be able to track the Hights. We were also instructed that passengers =
travel in U.S. and it's territories that are not U.S. citizens have the same Legal Civil Rights as those who '
are. TSA as a whole have also received this training were ever we are conducting screening, In the
SPOT program one way to prevent raclai profiling is that we always work with a partner and must always
commutate with that partner, what behaviors we have observed in order to meet our thresh hold
before the passenger is referred for SPOT screening. EVERY TSA EMPLOYEE KNOWS OUR PLEAGE TQ
PASSENGERS. After what happened with the 8DO program Bosten alf BDO's at Chicago O'Hare except
those who joined the program after September 2012. | received refresher in February 2013 for three
days to our training facility at Higgins, Rosemont iL. My training accrued on February 14, 15, and 16,
2013. The training was to make sure that we were all on the same page; changed in our SOP, report
writing, how we asses behaviars and most importantly “The §POT PROGRAM and TSA DO NOT
CONDUCT RACIAL PROFILLING! THAT ANYONE CAUGHT WOULD BE KICKED QUT OF THE PROGRAM
AND POSSIBLLY RECEIVE DISAPLAINT UP TO REMOVAL FROM TSA! ” We were also told that if we
thought someone was conducting racial profiling that we could notify; our Managers, Senior leadership,
H.Q or cail the TSA HOT Line which was all in our OLC. And again that it is why we must work with a
partner and communiecate with them, as a way to keep us honest. | was angerad and upset to read in
the anonymous letter ALLEGING RACIAL PROFILING by any BDQ’s at CHICAGOQ, O'HARE INTERNATIONAL
AIRPORT. | work very hard every day; ! take my job very serious and have been with TSA for 10 and haif
years. This makes all of TSA look bad. | know that not only my hard work but every BDO and TS50 that
works at ORD has made Chicago a HARD TARGET FOR TERROIST! For someone to question not only my !
INTERRITY BUT MY PARTNERS IS A LIE! | have never witnessed or heard of anyone conducting RACIAL
Profiling at O'Hare. Although | agree with and | am familiar with some of the other allegation in the
letter | did not write it, nor do | know who did. | am well respected by my peers in the BDO progreg "*"

laadarship, management including all other level of screening at ORD due to being an ICMS/Mod
WARNE Wiz record enntams Sensitive Security atlon i

fa" 5}*9 ?r_3 gautrellcd vnder 49 "W ihis record may be

disclaged to pesons wilhouta e " s defined in 49 CFR parts
~ 14 and 1520, exeept with the wri S ministrator of the
Transportation Security siration or the Secretary sgoriation
1inauthorizg) a5 may reswdl i civil penaity or other action. ;
e Eovemment agencies, public disclosnre is gavemed by '
5 LS.C, 352 and 49 CFR paris 15 and 1520.
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NEORMATION

Workplace Conflict Facilitator since 2005 to present and | have trained them in how to raise a concern
and who to bring it to. TSA Officers seek me qut looking for advice when they have a concern [ have
never heard any rumors what so ever of any RACIAL PROFILING AT O’'HARE. IF | DID | WOULD REPORT
IT AMEADITLY BECAUSE IT IS AGAINST THE LAW. | WAS NEVER INSTURCTED OR DIRECTED IN ANYWAY
TO RACIAL PROFILE, In my opinion the letter appears to be writing by a group of people.

cpulml]cdtm R ports 13 and 1520, No part of this s ;
disclosed to persons .need (o know™, aI; el 1 49 CFR:?n:cs
l?and 1320, cxeept with the wri et ot the Administrator of the
T rmlgimrtnﬁonlgocurity Admini cary of Trasportation
l:inautliurr?.cd rel Y resEl i civil penalfy ¢ action.
For LS nient sgiencies, pubhie disclosure is gove
SULS.C. 552 and 48 CFR pants 1% and 1520,

L/:?;f/7e_ 3 of-3
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Transportation
Security
Administration’

Non-Disclosure Agreement

A representative from the Office of Inspection has brisfed me relatlve to an internal
investigation.

| understand that this information is Sensitive Security Information, that is controlled
under Titie 48, CFR, Part 1520. | aiso understand that this information may not be
released to persons without a need to know, as defined by Title 49, CFR, Part 1520,
except with the written permission of the Admtmstmtor Tranbpoﬁatmn Security
Administration, Arlington, Virginia.

| further understand that unautharized release may result in civil penalty or other
disciplinary action. -

Print namef{
Signature: : 5
Date: C’Véﬁé / f/.'i? YD,
7
Withessed by

Tmatien that 18
‘ ufthls record may b
defined in 49 CTR parts
Sion of lie Adnimistralor of the
of Transporiation.

15 and 1520, cxcepl with the written
Tmnspnrtaﬁnn Sicmrity Adeninig

For LLS. gmcm agencies, public disclosure is goverus
L 547552 and 49 CFR parts 15 and 1520.
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“SENSITIVE-SECURITFY-INFORMATION-

e MEMORANDUM OF INTERVIEW
X OR ACTIVITY
Type of Activity: ) o Date and Time:
[X] Personat interview June 24, 2013
[ ] Telephone Interview 2:00 p.m.
[ ] Recards Review
] other
Actvrty o lntesr\.rlew of: s N Conducted by;

TSS8 Kevin Nolan and SA Mary Drury

Lecation of InterviewfActivity:
ORD OO1 Office

Subject Matter/Remarks

0 L 0 0 W 3 W
OO0l interviewed EBDO! regarding the allegations against the BDO managers contained in
the anonymous letter, specifically racial profiling. He was given an opportunity to review the letter.
The following is a summary both his oral and written statements:

« EBDO| " was hired by TSA on February 24, 2003, as a TSO baggage screener.
In June of 2004, he became an STSO. He became a BDO in September of 2007. He has
spent his entire time at ORD.

« EBDO denies writing the anonymous letter. He has no problem speaking out and
addressing the problems at ORD. Once at a town hall meeting, he presented Administrator
Pistole with a booklet of problems at ORD. If he wrote a letter, he would signit. He has no
knowledge of the author’s identity.

« He attests he never withessed racial profiling by any member of the BDO program at ORD.
He has never racial profiled. He was never instructed to target any particular air carrier.

+ He does not believe racial profiling is occurring at ORD. If he did, he would have reported it

Gase Number: Case Tille:

113-0243 ORD - Racial Profiling by BDOs

WARNING: LTI LINTAINS SENSITIVE SECURITY INFORMA'TION TIIAT IS CONTROLLED DER-FCI K PART
1520, NO PART OFTHIS RECORD MAY RED HHER-EARBERSONS WI FI!()UTA“ {EERFE-IERNUNW", AS DEFINED IN 49 CI'IR
PARTS 15 AND 1520, EXCEPT WITH THE WRITTEN PER\IISS]ON FIONEAS T Tl 3 ]RANSPORIA I'oN
SECURITY ADMINISTRATION OR THB SECR WA \ PORTATION UNAUTHORIZED RELE! ¥

CIVIL PENALTY ORR OTHER 4 P N FOVERN\-[E\ETAGFNCIFG PUBLIC DISCLOSURE IS COVERNED [1\’ ﬁ U 9.(‘
552 AND 490 = 15 AND 1524,

(Revised 12-15-08)
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=SEMELENE-SEGHRITANEORIMATFON-

MEMORANDUM OF INTERVIEW OR ACTIVITY (continuation sheet)

« EBDO does not respect the managers in the BDO program. He believes they are
incompetent. Further, he believes that TSA leadership at ORD is broken and requires

major personnel change.

Attachments:
EBDO|"! isworn affidavit dated June 24, 2013.

{ Case Number [ Case Tiile:

| 113-0243 | ORD - Racial Profiling by BDOs
WARNING: THISREGQRD CONTAINS SENSITIVE SECURITY INFORMATION THAT 1S CONTROLLED UNDERAEFRPART
1520, NO PART OF THIS RECORD ¥ Bty sED TO PERSONS WITHOUT A ¢ B=FERUNW ", AS DEFINED IN 49 CFR
PARTS 15 AND 1520, EXCEPT WITH THE WRITTEN PER? R G IRTINISTRATOR OF THE TRANSPORTATION
SECHURITY ADMINISTRATION OR THE SECRETA * RANSPORTATION, TIN] RLLLE ELEASE MAY RESULT IN
CIVIL PENALTY OR OTHER @i=TUR U.S. GOVERNMENT AGENCIES, PUBLIC DISCLOSURE 15 GUTTSNGERRY 5 U.S,.C,
552 AND 49 CER=PARTS 15 AND 1520,

{Revised 12-15-08)
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SWORN STATEMENT

Transportation
security
Administration

}nvmg bean duly swam, hereby make the following statement 1n

\\)dMM\I f\)r’b’

agent with the éan;porlntio

2 Jﬂ]\\\ M who lﬂs been identified to me as a federal law enforcement officer and special
[ 8

nistration, Office of Ingpection. 1 am making this statement of my own free will,

without any duress or caercio

"t SEEATVACHED STATEMENT * * *

Thave read this entive statement consisting of ‘Eg’ pages. 1have beeu glvcn the opporiunity to make any corrections

ny knowledge and belicf. I understand that 1 may be proscented for
misrepresented anytking confained in this statement. 1have not intel
that reaies o the matters under investigation or seview,

necessary to make (he statement accurate. All of the information cof

disclosed to posons without a ™%
15und 1521} c\ceptwml the we ]

Form INVIY-S3 (Rev. 4/1/2007)

o
Signed and swom to before mo, this é 'E,f day of JO i {—/

ceord containg Sensitive Secur

i, 85 ch11Cd in 4% CFR pars

Spucial A gent
Transposiation
Department of Homeland Security

Authority 1o adminisier oaths: S US.C. § 103

éeﬁ{ ity Administration /)

/]

U

Grmation hal is
rt of this record may be

1c Administeator of the

SULSC. 552 and 49 CFR pars 15 and 1520,

Page 1of ﬁ_

Allachmeant 321-6, page 8
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SENSITIVE SECURITY INFORMATION

My name sl 7" land I have been asked to provide the following information.

t have been with TSA sinc

From 2/23/2033 till 6/10/2004 1 was a baggage TSO at ORD

From 6/10/2004 till 3/11/2007 I was a checkpoint STSO here at ORD.3% £2.7_and CP-9,

From 9/11/2007 till the present | have been an Expert BDO at ORI

As part of an ongoing investigation | have been asked to respond to the follhwing al:leg‘at

1. Havelever witnessed overt racial proﬁlmg in the ORD BDO prograﬁ]'P No

2. Havel ever bean told to racially |7/ nd give s ecuflcs’-‘ Noj

3.  Haveleverracially profiled? No s

4. Haveleverbeen instructed to racranyrofile? N L ‘

5. Havet everinstructed anyone to racially profile? No

6. Do tknow of anyone falsifying training records2.Lhaue no difct knowledge. | have asked to
see certain training records and been refused. s i

7. Are there safeguards in the system to prevent racialb profiling? No.

8. Dol have any suggestions for improvement? Leadership at TSA, ORD is hroken apd untilauch

time as leadership changes are made the situation at ORD will remain dangerous.

7 P (AT ‘?A’é“’”/ / A ;'Lmarwr)w?@’ Mfz /;:5
7/ e .

WARNING: This record
controlled vnder 49 CFR pam
discloscd to persons without a *
lS and HZ{) except with the
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SENSHIE-SECURITYINFORMATION

“u" MEMORANDUNM OF INTERVIEW
g{ 73 OR ACTIVITY
Type of Activity, T Date and Time:
DX Personal Interview June 28, 2013
[] Tetephone Interview 9:30 a.m.
D Records Review
[] other
Activity or Interview of Conducted by:
MBDO| " - ORD TSS Kevin Nolan and SA Mary Drury
Location of Interview/Activity:
ORD QO Office
Subject Matier/Remarks &
00! interviewed MBDO | | regarding the allegations against the BDO managers

contained in the anonymous letter, specifically racial profiling. She was given an opportunity to
review the letter. The following is a summary of both her oral and written statements:

o MBDO[""  helieves the issues and complaints contained in the letter are a result of
discussions from the BDO refresher training course, in February of 2013, and the
expectations meeting.

« The ORD expectation meeting/training was in-house to address the low number of SPOT
referrals. Manager{-f’f’- | who has since left to work at Customs, conducted the
training with Managerd ™ | It also addressed the expectations of how

BDOs should behave and act.

« Further, at that meeting, BDOs were told they were expected to get a referrai at a “regular
interval”. They were told that they would be observed to determine if they were using the
correct techniques to produce referrals. If they were not they would be facing a
Performance Improvement Plan (PIP), which if further improvement did not result it might

Casa Mymber Case Title:

113-0243 ORD - Racial Profiling by BDOs

WARNTS IR CONTAINS SE\S]T!\’F SECURITY INFORMATHON THAT 1S CONTROLILE 5 A9 FR PART
1520. NO P\RT OFTIIIS RECORD RTRY=HrE=B QSED TO PERSONS WiTlIOUT SMEERPTRNOW?, AS I)FI*!!'\F‘D IN 49 CER
PARTS 1S AND 1520, EXCEPT WITH THE WRITTEN PERMISSIUCEEprmsSlALINISTRATOR OF THE TRANSPGRTATION
SECURITY APMINISTRATION OR THE SECREES & NSPORI‘AT]ON UNAUTHORTZH abin g AX R SULT N
CIVIL PENALTY OR OTHER . 2 1.8, GOVERNMENT AGENCIES, PUBLIC DISCLOSURE IS GOVERNED B F-w o
552 AND 40 CRR=-PTTS |5 AND 1520,

{Revised 12-15-08)
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SENSITIVE SECURITY INFORMATION

MEMORAN_DUM OF INTE RVEEW OR ACTIVITY {conttnuatlon sheet)
lead to removal from the program or poss;b‘e {ermination. She believes that possibly “a
concerned BDO" may have misinterpreted this message to mean racial profiling.

° MBDOi“ e |attesis that she did not author the letter and dcés not know who authored
the letter.

« MBDO["™ Inever witnessed racial profiling and never was instructed to racial profile.
* Further, she has never been instructed to target any particular carrier, unless there was
- specific intelligence. She believes that racial profiling or any rumos of racial profiling
defracts from the intention of the SPOT program. They are taught never to racial profile.

¢ She does not believe there is racial profiling occurring at ORD. She believes the BDO
program is good at ORD but it needs further direction and participation from the STSMs.

Attachments:
MBDO | sworn affidavit dated June 28, 2013,

Case Numbar. CaseTltle S E
i 113-0243 RD - Racial Proﬁfmg by BDOs

——

WARNING: THIS RECORD CONTAIN PRSI O ER-EMTIIR 49 CFR PART
1520, NO PART OF THIS RECORD MAY BE DI!:CI Obl D TO PEF 0 I(NOW” AS DEFINEDR IN 49 CFR
PARTS 5 AND 1520, EXCEPT WITH THE WR]'I'TEN PERN B i ANSPORTATION
SECURITY ADMINISTRATION (}R THE SE U TRANST’OI{TATION UNAUTHORIZED I{ELEASE MAT REGEELLD

CIUIL PEI\ALTY OR OTH CUN. FOR U. S GOVERNMENT AGENCIES, PUBLIC DISCLOSURE IS GOVERNED BY 5 US.C.
HeETR LTS 15 AND 1520,

{Ravisad 12-15-08)
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Transportation
Securit
Administration

SWORN STATEMENT

I, _, having been duly sworn, hereby make the following statement to
\Eﬁ- Mavy Dror N , who hias been ideniified so me as a federal law enforcement officer and special
agent with the ‘léanspoﬁanon Secujty Admmzstsatmn Office of Inspection. 1 am making this statement of my own free

will, without any duress or coercion,

#4% SEE ATTACHED STATEMENT*

I have read this entire statement consisting of 5 pages. I have been given the apportunity to make any correcfions
necessary (0 inake the statement accurate. All of the information contained in (his statement s frue and accurate Lo the best
ol my knowicdge and belief. T understand that T may be prosecuted for perjury or making false statements il T have
itentionally misrepresented anything contained in this statement. T have not intentionally omitted any information or
knowledge [ have that relates to the matters under investigation or review,

Sig

Signed and sworn to before me, this f;)qi dayof Ui , 20___!_3_1?_.

ol

A o M g (

Witness Spefial Aggnt or Investigating Officer =
Trabsportation Secusity Adminisiratio
Drepartment of Homeland Securify
Authority to administer ozths: 5U.5.C. § 302

Tage | ofd V)0

Form INVD-§3 (Rev. 5/30/2013)

der 40 CFR parts 18 lnd 1510, No parh:l'rhh Fecaril plasde

x\ d'cﬁnadln 4! (‘FR uam 5 and ISIU esteu' mih lhenrnlfen nem sijon ol [he 4ieuEl 5
tin 3 TFFor LLs. goverameat agenc le!, public disclosure § is gowmcﬂ b} S L ‘iC 551 n:ul 49 LFR

ANV M
“need Lo knew™,
of T:-:nsportsmn Unauthorized release may vesult

parts 18 4nd 1510
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| realize | am being Interviewg a letter containing allegations of Racial Profiling that | was
allowed to review. In my opinion, i believe the issues and complaints in the letter are a result of
discussions and complaints from the BDO refresher training and the O’Hare BDO expectations meeting.
The O’Hare Expectations training was an in-house training to address the low number of referrals at
O'Hare. Managerf®™ | who has since left for customs, conducted the training along with
Managers f% |1n the training, the managers discussed how they expected
BDO’s to act and behave. The managers went over how it was expected for a BDO to get a referral at
regular intervals. It was also discussed that if a BDO didn’t get a referral at a regular interval, they would
he observed to see if they fulfilled a manager’s expectation. If the BDO did not fulfill manager’s
expectations, they would discipline with consequences being a PIP, removal from the Program, or
Termination. This wasn't the first time that BDO's were asked to step outside of the SOP when O'Hare
was notified that the referral numbers were down, Managerstated in briefings that the
qualifiers such as exaggerated or repetitive were to be overlocked because referrals are down, To my
knowledge, in each instance referrals didn’t increase but decreased even more. In the refresher
training, the O'Hare BDO's would complain as how the BDO program was being run and the trainers
would comment on how this was a clean slate and it should be conducted this way. When the BDOs
asked how address the differences between how they were being trained and how Chicage conducts

Spot since they had taken there complai wp-the O’Hare chain of command, trainers instructed them to
contact higher authorities. 1 believe the racial profiling aspect could have come from a concernﬁw
that a BDO was using his ethnicity to obtain behaviors that would lead to a referral. | believe that the
BDO was usingghic language skills and knowledge of the Middle Fastern Cuiture to aid the BDO
program. | ha syet used racial profiling or E’&fxﬁ%s’tfcrr‘c:gd to uﬁﬁ‘fﬁac%al proﬂle"fb conduct SPOT. |
believe that racial profile detracts from the actual intention of the SPOT program. The snly times | have
been asked focus my skills to a specific race or ethnicity was during intelligence based operations. 1
belleve there are safeguards in the BDQ Program to stop any instance of racial profiling. The BDO
program is a good program but needs mare direction and participation from the Managers at Q'Hare,
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Non-Disclosure Agreement

A representative from the Office of Inspection has briefed me relahve fo an internal
investigation.

I will not disclose or release any information provided fo me, pursuant to the interview,
without proper authority or authorization. Should situations arise that wairant the
disclosure or release of such information, | will do so only under approved
circumstances end in accordance with the laws, regulations, or directives applicable to
.the specific categories of infarmation. | will honor and comply with any and all
diseemination restrictions cited or verbally relayed to me by the proper authority.

| further understand that unauthorized release may result in civil penalty or other
disciplinary actlon.

Print name: I:

Signature: Date: @/ﬂ FS) 1%
Issued by: de/mﬂ Date: (O / 9‘5/ /3
Witnessed by Date: & / 1

TSA Special Agent/inspactor
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SENSITIVE SECURITY INFORMATION

\g}? MEMORANDUM OF INTERVIEW
X7 OR ACTIVITY
Type of Activity: Date and Time;
{71 Personal Interview July 5, 2013
[_] Tetephone Interview 2:00 p.m.
Records Review
L] other
Activity or Interview of: Conducted by:

Review of ORD Referrals from October 1, 2012 | SA Mary Drury
through May 31, 2013

Location of Interview/Activity:

ORD QO Office

Subject Matter/Remarks
00l conducted an inquiry with TSA Behavior Detection and Analysis Program to obtain ORD's

referral statistics, in an effort to determine if the data indicates targeting of Middie Eastern carriers.
The following statistics were provided by Tayla Balkovic:

e ORD referrals were queried from October 1, 2012 through May 31, 2013

» ORD's total number of BDO referrals| |

referrals generated,[__passengers were scheduled to fly Royal Jordanian
passengers were scheduled fo fly Etihad Airways.

e Ofthetotal’ . |
Airlines and e

Attachments:
Copies of Tayla Balkovic’s emails providing ORD referral statistics dated July 2, 2013.

"CaseNumber: Cass Title: St ot : Sl SR
[13-0243 ORD - Racial Profiling by BDOs

WARNING: THISRECOREBLCONTAINS SENSITIVE SECURITY INFORMATION THAT 18 CONTROLLED UNDER 49 CERBART
1520, NO PART OF THIS RECORD MAY BEDTSSROSELLO PERSONS WITHOUT A “NEED TQ KNQua=rsTTTTRED IN 49 CFR
PARTS 15 AND 1520, EXCEPT WITH THE WRITTEN PERNMISSION UL T I i BSTRATOR O THE TRANSFORTATION
SECURITY ADMINISTRATION OR THE SECRET A RY_OLL ST UTATION. LINAUTHORIZET i s BIAY RESTILT IN
CIVIL PENALTY OR OTIHER AGTI&Ns LS. GOVERNMENT AGENCIES, PUBLIC DISCLOSURE IS GOVERNED BY 5 USSR
552 AND J9.CER-PH AND 1520,
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Drury, Mary <TSA-13>

From; Porte, Larry <TSA-13>

Sent: Tuesday, July 02, 2013 10:33 AM
To: Prury, Mary <TSA-13>

Subject: FW: ORD Inquity

From: Warfield, Lon <TSA-13>

Sent: Tuesday, July 02, 2013 11:32 AM
To: Porte, Larry <TSA-13>

Subject: FW: ORD Inquiry

Additional info.

Lon A ‘Warfileld
Deputy Director
U.S. Department of Homeland Security
TSA - Office of Inspection

Internal Affairs Division

Office; (571) 227477 |

(;Q{E (B34 USC 81 14(F)

From: Balkovic, Tayla

Sent: Tuesday, July 02, 2013 11:14 AM

To: Cooper, Kanika <TSA-13>

Cc: Tauber, Sarah; Warfield, Lon <TSA-13>
Subject: RE: ORD Inquiry

Etihad Airways:B

Tayla Balkovic

Hehavior Detectinn and Analysis Program
Fransportation Secarity Administration
Office of Seowdty Opetations

G S 12¢h 8¢, Addington, VA 22202 4221
Desk; 571 227" 1

Celt 210 |

Faw: 8712271941
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Cc: Tauber, Sarah; Warfield, Lon <TSA-13>  SERSTTIVESTOURIREINPORMEIGMN

Subject: RE: ORD Inquiry

Hey Tayla,
With the sarme timeling, can | get the total referrals/reports for Etihad Air as well.
If you have any questions, please let me know.

Thanks

From: Balkovic, Tayla

Sent: Tuesday, July 02, 2613 9:33 AM
TFo: Cooper, Kanika <TSA-13>

Cc: Tauber, Sarah

Subject: ORD Inquiry

Kanika,

Here are the below requested stats for 10/1/2012 to 5/31/2013:

Total Referrals:
Royal Jordanian Alr
Please fet me know if you need any furtherinformation.

Thank you,

Tayvla Balkovic

Behavior Detection and Analysis Program
Transpatiation Security Administration
(Offiee of Sec uii".! Operations

601 % 12th St, m inyton, VA 22202-4220

Fax: 571-227-1941
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