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I . (U) GENERAL PROVISIONS 

A. (U) In accordancowith 50 U.S.C. §§ 180l(h), 1821(4), aud 188la(y)(l)(A)> these 

Federal Bureau of lnvestigntion (FBI) minimization procedures govem the acquisition, retention, 

and dissemination of nonpublicly avaHable infonnation concerning unconseuting United States 

persons that i s acquired by targeting non-United States persons reasonably believed to be located 

outside the United States pursuant to section 702 of the Foreign Intclligc.nce Surveillance Act of 

1978, as amended (FISA or "the Act''), 50 U.S.C. § 188l a. The.Attorney General, in 

consultation with the Director of National Intelligence (DNI), has adopted these procedures after 

concluding that they meet the definition of minimization procedures under 50 U.S.C. §§ 1801(h) 

and l 821 ( 4) because they are specific procedw-es th.at are reasonably designed in light of the 

purpose and technique of the particular surveillance or physical search to miniJ.nize the 

acquisition and retentio~ and prohibit the dissemi.natio~ of nonpublicly available information 

concerning un.consenting United States persons consistent with the need of the United States to 

obtain, produce, and disseminate foreign intelligence in.formation and otherwise comport with 

the statutory defurition of minimization procedures. In accordance with 50 U.S.C. § 403-l(f)(6) 

the DNI has providled assistance to the A ttomey General with respect to the dissemination 

procedures set forth herein so that PISA-acquire<? information may be iised e:ffici~11tly and 

· cffoctive1y for fo~gn intelligence pmposes. 

B. (3111 U ) For the purpose of these procedures: 

1. the tenn "applicable FISA authoritY' refers to section 702 of the Act; 

2. references to "in.formation acquired pursuant to FISA" and "FISA-acquired 

information" will be understood to mean communications and info1ma~ acquired pursuant to 

section 702 of the Act; and 

81YM•·11n.fl .FllllFJO fliltU 18 n 

f 
i 
l 
I 
l 

I 
t 

i • I 

r 
i 

I 
~ 

t 

i 
i 
~ 

I 
j 
j 

i 
! 
; 

1 
i 
i 

I . 
i 
I 
t 
,j 

~ 
4 
~ ' . 



Approved for public release as redacted by the ODNI 20160811

6 beJtfl lJI. f 8 f 8 M f:'/10 tJlJisY 18 rn 

3. Rcfere1Jces to ''target" will be understood to refer to the mcr(s) of a taskoo facility. 

C. ("/J!Ul' Pursuant to 50 U.S.C. §§ 1806(a), no information acquired pursunnl to FISA 

may be used or disclosed by Federal officers or employees except for lawful purposes. 

Information acquired pursuant to section 702 concerning United States persons may be used and 

disclosed by Federal officers and employees without the consent of the United States persons 

only in accordance with these miu.imi7.ation procedures. These procedures do not apply to 

publicly available mformation concerning United States persons, nor do they apply to 

information that is acquired, retained, or disseminated with a United States person's consent. In 

ad<lition, except for the provisions set fo1ih below regarding the handling of inf01mation that is 

acquired in a manner inconsistent with certafr1 of the limitations set forth in section 702(b ), the 

use or disclosure of information as described in Section .III.F.1 . of these procedures, attomcy-

client commwiieations, the use of FISA-acquired infonna.tion in criminal proceedin~ in the 

United States and foreign countries, and the dissemination of raw FISA-acquired information to 

other agencies, these procedures do not apply to information concerning non-United States 

persons. 

D. tS/71~ These procedures adopt the definitions set forth in 50 U.S.C. § 1801, including· 

those for the terms ''foreign intelligence infonnation" and "Unit..ed States person." For purposes 

of these procedures, if an individual is known to be located in the United StateS, he or she should 

be pr~ed to be a United States person unless the individual is identified as an alien who has 

not been admitted for permanent residence or cir~umstances give rise to the reasonable belief 

that lhe individual is not a United States person. If an individual is known to be located outside 

the United States, he or she should be presumed to be a non-United States person unless the 

inclividual is identified as a United States person or circumstances give rise to the reasonab1e 
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belief that the individual is n United States person. If it is not known whether an individual is 

located ju or outside of the United. States, be or she should he presumed to be a non-United 

States person unless the individual is identified as a United States J?Crson or circumstances give 

rise to the reasonable belief that the individual is-a United States person. 

E. (U) If FBI personnei which, for the purposes of thcs~ procedures, includes all 

contractors and others authurizc:<l to work Ullder the direction and control of the FB1 on FISA-

related matters, encounter a situation that ~ey believe requires them to act inconsistently with 

these procedures in ~rder to protect the national security of the United States, enforce the 

criminal Jaw, or protect life or property from serious hann, those personnel immediately should 

contact FBI Headquarters and the Office of Intelligence of the National Security Division of the 

Department of Justice (NSD) to request that these procedures be moctified. Any modification to 

these procedures must be made in accordance with 50 U.S.C. § 1881a(i)(l)(C). 

}~. (U) I~ in order· to protect against an immediate threat to human life, the FBI determines 

that it must take action in apparent departure from these procedures and that It is not feasible to 

obtain a timely modi fication ofth.ese procedures in accordance with 50 U.S.C. § 1881 a(i)(l )(C), 

the FBI shall rep0rt that activity promptly to the NSD, which shall notify the Foreign Intelligence 

Surveillance Court (FISC) promptly of such activity. 

G. · (S;\Hf' Nothing in these procedures shall restrict the FBI' s performance oflawful 

oversight functions of its p_ersonnel or systems, or lawful oversight functions of the NSD, Office 

of the Director of National Intelligence (ODNI)) or the applicable Offices of the Inspectors 

General. Additionally, nothing in these procedures shall prohibit the retentio~ processing, or 
. . 

dissemination of information reasonably necessary to comply with specific constitutional, 

judicial, or legislative mandates. Similarly, and notwithstanding any other section in these 
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procedures, the FDI may use information acquired pwwant to section 702 of the Act to conduct 

security assessments of 1t<> systems in order to ensure that FBI systems have not been 

compromised. These security assessments may include, but will oot be limited to, the temporary 

st.orage of section 702-acqi.:iired infonnation in a separate system for a period not to exceed one 

year. While retained in such a. storage system for security assessments, such section 702-

acquired information may not be accessi::d for any other purpose. Any infunnation rotaincd for 

this -purpose may be disseminated only in accordance with the applicable provisions of these 

procedures. 

II. (U) ACQUISITCON 

A. (8/J1 if) Acquisition o 

1. (OfJlff) The FBI may acquire ursuant to section 702 of 

the Act only in accordance with FBI targeting procedures that have been adoptecl by the Attorney 

General, in consultation with the UNI, pursuant to section 702( d) of the Act. 

2. (8/1~W, f""s soon as FBI personnel recognize that an acquisition of a 

c.ommunication under section 702 of this Act is inconsistent with any of the limitations set fotth 

in section 702(b ), 1 the FBI will purge the communication and destroy aJl other copies of that 

1 (U) Subsection 702(b) provides that u{aJn authorization authorized under subsection (a) -

(I) may not intentionally tar~l any person known at the time of the acquisition to b e located in the United 
States; 
(2) may not intentionally target a pc.rson reilSOnabJy believed to be located outside the Uniled Stat.es if the 
pmpose of such acquisition i.~ to target a particular, known person rea.."Onably bcliowd to be located in the 
United States; 
(3) may not intentionally target a United Stal.cs pmwn reasonably believed to b~ located outside the United 
States; 
(4) may not intentionally acqnite any communication as to which the sender and all intended recipients aro 
known at tho lime of the acquisition lo be located in the Uniled Slates; 2lLl•d 
(5) i.ball be conducted in a mannor consistent wi(h the fourth umeodment to 1he Constitution of the United 
States." 
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communication that ar~ accessible to any end user clectroujcally or in hard copy. Any electronic 

copies of th~ communication that arc not available to any end user but are available to a systems 

administrator as an archival back-up will be restricted and destroyed in accordance with normal 

business practices and will not be made available to any other person. In the event FBI archival 

back-np data is used to restore an ele<..1:ronic and data storage system, the FBI will ensure that the 

previousl y deleted co.aummication will not be accessible to any user and will be deleted from 

any storage system. 

Ill. (U) RETENTION 

A. (U) Retention - Storage of FISA·acquired Information. 

(U) The FBI must retain all PISA-acquired information under appropriately secure 

~nditions that limit access to suc!h information only to authorized users in aceordance with ~ese 

and other applicable FBI procedmes. These retention procedw-es apply to FISA-acquired 

infonnationretained in any form. FBT electronic and data storage systems maypcnnitm~tiple 

authorized us~ to access the infonnati.on simllltaneously or sequentially and to share PISA-

acquired information between systems. 

tS//fW) "Raw FISA-acquired information» is PISA-acquired information that (a) is in 

the same or substantially same fonnat as when the FBI acquired it, or (b) bas been processed 

only as necoosary to render it into a form in which it can be evaluated to determine whether it 

reasonably appears to be foreign .iintelligence infom1ation, lo be necessary to understand foreign 

intelligence information or to assess its importance, or to be evidence of a crime. Illustrative 

examples of raw FISA-acquired infopnation include audio recordings of intercepted 

communications (including copies thereof); soft or hard copies of e-mails 
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digital images obtainc;<l 

electronic storage media; verbatim translations of documents or 

communications; and intercepted commwrication.s that have been processed into the form of 

"tech cuts" but have not been evaluated to determine whether the tech cu.ts reasonably appear to 

be foreign intelligence information, to be necessary to understand foreign intelligence 

information or to assess its importance, or to be evidence of a crime. 

(61'1 W) 'Any communication acquired through the targeting.of a person who at the time 

of targeting was reasonably believed lO be a non-United States person located outside the Uni led 

States but is in fact located inside the United States at the time such communication is acquire.d 

or is subsequently determin~d to be a United States person wil1 be removed from FBI syst.ems 

upon recognition, unless the Director or Deputy Director of the; FBI specifically determines in 

vn:iting on a communication-by-communication basis that such communication is reasonably 

believed to contain significant foreign intelligence infonna.tion, evidence of a crime that has been, 

is being, or is ~ut to be committed, or information retained for cryptanalytic, traffic analytic, or 

signal exploitation purposes. Notwithstanding the above, if any such communications indicate 

that a person targeted under section 702 has entered the United States, nothing in these 

procedures shall prevent the FBI from retaining and providing to the National Security Agency 

(NSA) and Central. Intelligence Agency (CIA) technical information derived from such 

connnunic~~;>n for collection avoidance purposes. 

B. (U) Retention - Access to FISA-acquired Information. 

(SNNP} The FBI may grant access to FlSA-acquired information to all authorized 

personnel in accordance with policies established by the Director, FBI, jn consultation with the 

Attomey General or a desigoee. The FBT's policies regarding access will vary according to 
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whether a particular storage system contains raw FISA-acquired jnformation, will be consistent 

with. the FBI's foreign intelligence information-gathering and information-sharing 

responsibilities, and shall include provisions: 

1. Permitting access to PISA-acquired iofonnation only by individuals who require 

.access in order to pcrf0rm their job duties or assist in a lawful and authorized governmental 

fllllction; 

2. Requiring lhe FBI to nutlntain accurate records of all persons to whom it has 

granted a~; 

3. Requiring the FBI to maintain accurate records of all persons who have accessed 

raw PISA-acquired information, and to audit its access records regularly to ensure that raw 

FISA-acqufred information is only accessed by authorized individuals, including FBI personnel 

and the individuals referenced in Sections III.F and VJ.A of these procedures; 

4. Requiring training on these procedures and the FBI's policies regarding access to 

raw PISA-acquired information; and 

5. Requiring the primary case agent(s) and his/her/their designees (hereinafter "case 

coordinator(s)") to oontro1 lhe marking of information in a· particular case in accordance wilh 

FBI policy. A marlcing, for example, would include an indication that the information is or is not 

foreign intelligence. 

(8NfW) 'The FBI shall provide such policies to the Court when these procedures go into 

effect. Thereafter, the FBI shall provide any new policies or maierialJy modified policies to the 

Court on a semiannual basis. · 

(Sitfffi; The FBI may make raw PISA-acquired information available t.o authorized 

personnel on a continuing b~'is for review, translation, analysis, and use in accordance with 

£FGRFT'009FOPN"19 nu y 3919 ' 
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the.se pr~CS- Authorized personnel may continue to access raw FISA-acqu ired information 

to detennine whether it reasonably appears to be foreign intelligence information, to be 

necessary co understand foreign in1elligence infonnation or to assess its importance, or to be 

evidence of a crime notwithstanding the met that other FBI personnel previously may have · 

reviewed such information and 9etcrmined that it did not reasonably appear to be foreign 

intelligence infonnation, to be necessary to uaderstand foreign n1telligence information o! to 

as~ess its importance, or to be evidence of a crime at the time of such review. 

6. e@J)1 W'j 'f!/ith respect to informatioo acquired pursuant to section 702 9f the Act, 

only those FBI personnel who have received training on the application of these "Minimization 

ProcedU.rcs Used by the Federal Bureau oflnvestigation in Connection wilh Acquisitions of 

'Foreign lntelligenpe Information Pursuant to Section 702 of the Foreign Intelligence 

Surveillance Act of 1978, as Amended" may be designated as case coordinators. All FBI 

personnel having access to information acquired pursuant to section 702 of the Act will be 

infonned of and pr-0vided access to these minimization procedures. 

C. (U) Retention - Review and Use of Fl SA-acquired Information. 

1. (U) General Provisions. 

(SfftW? FBI personnel with authorized access to raw PISA-acquired information may 

review, translate, analyze, and use all such information only in accordance with these procedures 

and FISA and only for the purpose of determining whether it .reasonably appears to be foreign 

intelligence information, to be necessary to understand foreign intelligence information or to 

assess its importance, or to be evidence of a crime. Such personnel shall exercise reasonable 

judgi:nent in makin.g such determinations. 
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(~li'Mt'' FBI personnel with authorized accoss may copy, transcribe, summarize, review, 

or analyze taw FISA-acquired information ocly as nece.ssary to evalualc whether it reasonably 

appears to be foreign intelligence information, to be necessary to understand fo1·eign intelligence 

information or assess jts importance, O! to be evidence of a crime. Once FBI personnel have 

assessed tl1at raw FJSA-acquired information meets one of these criteria, the FBI 11i:ay retain that 

information for ftuther investigation and analysis and may disseminate it in accordance with 

these procedures. Pursuant to 50 U.S.C. §§ 180l{b)(3) and 1821(4)(C), however, information 

that -is assessed to be evidence of a crime but not to be foreign intelbgcnce or necessary tO 

understand foreign intelligence may only be retained and disseminated for law enforcement 

puxposes. The FBI shall identify PISA-acquired information in its storage systems, other than 

those used soleJy for link analysis ofmetadata, that has been reviewed and meets these 

standards. 2 If the FBI proposes to use any storage system that is incapable of meeting these · 

requirements, the FBI sh.all follow the procedures set forth in Section I.E. 

(U) Before using FISA-acquired infonna.tion for further investigation, analysis, or 

dissemination, the FBI shall strike, or 5Ubstitute a characterization for, information of or 

concerning a United States person, including that person's identity, if it does not reasonably 

appear to be foreign intelligence infom1ation, to be necessary to understand or assess the 

importance of foreign intelligence infomiati.on, or to be evidence of a crime. 

(U) The FBI may disseminate copies, transcriptions, summaries, and other documents 

contaiuiog FISA~acquired information only in accordance with the dissemination procedures set · 

forth in Section V below. 

2 (i 'QliP) Alchoogh the FBI need not mark mctadata as meeting the retention standards or as having been 
dissemirulted, th&FBI mnst still assess whether the metadata meets the requirements for dis.<ieminationpursuant to 
Section V prior to actually d.i.3seminating the information. 
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(5i71~) TI1e FBI shall reta:in PISA-acquired information that is not foreign intelligence 

information that has been reviewed and reasonably appears to be exculpatory or impeachment 

material for a criminal proceedin& or reasonably appears to be discoverable.in a ctiminal 

proceeding, and shall treat that infonnation as if it were evideuce of a crime. 

2. (U) Sensitive Information. 

~B#Nf? Particular care should be taken wbcn reviewing information that is sensitive . 

information, as defined below. No sensitive information may be used in an analysis or report 

(such as an Electronic Communication (EC)) unless it is first detennined that such infonnatiou 

reasonably appears to be foreign intelligence information, necessary to understand foreign 

intelligence infonnation or assess its importance, or evidence of a crime. Information that 

reasonably appears to be foreign intelligence information, necessary to understand foreign 

intelligence information, or necessary to assess the importance of foreign intelligence 

information may be retained, processed, and disscmiI1ated in accordance with these procedures 

even if it is sensitive infonnation. Information that reaso11ably appears to be evidence of a crime 

may be retained, processed., and disseminated for law enforcement purposes in accordance with 

these procedures, even if it is sensitive infom1ation. Sensitive information consists of: 

(a) Religious activities of United States persons, including co.osultations with clergy; 

(b) Educational and academic activities ofUuitcd States persons, including 
consultations among professors or other teachers and their students; 

(c) Political activities of United States persons, iucJuding discussions "With Members 
of Congress and their staff, and other elected offici8.Is; 

(d) Activities of United States persons involving the press and other media; 

(e) Sexual and other highly personal. activities of United States persons; 

(f) Wiedical, psychiatric, or psychotherapeutic activities of United States persons; and 
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(g) Matters pertaining to United States minor children, including student request.s for 
information to aid in academic endeavors. 

· D. (8//Hr) Retention - Queries of Electronic and Data Storage Systems Contalltlng 
Raw FJSA-acquired lllformatio.n. 

.(Shl41') Users who are authorized to have access to raw FISA-acquired information may 

query FBI electronic and data storage systems that contain raw PISA-acquired information to 

find, extract, review, translate, and assess whether such infonnation reasonably appears to be 

. forelgn inteUigence information, to be necessary to understand foreign intelligence information 

or assess its impo1tance, or 1'? be evidence of a ciime. 

To the extent reasonably fea.Sible, authorized users with access to raw FISA-acquired 

information must design such queries to find and. extract forei~ intelligence information or 

evidence of a crim.e.3 Authorized users with access to raw FISA-acquired information may 

process the results of an appropriate query in accordance with Section III.C above. The FBI 

shall maintain records of all searches, including search Letms, 11scd by those with access to raw 

PISA-acquired infonnation to query such systems. For purposes of this section, the term query 

does not include a user's search or query of an FBI electronic and data storage systen:1 that 

contains raw FISA~acquired information, where the user does not receive the raw PISA-acquired 

infonnation in r~onse to the search or query either because the user has not been granted 

1 
(31\l't~' It is a. routine aod encouraged practice for the PBI to query databases containing lawfully acquired 

information, including PISA-acquired information, in furtherance of the FBfs authorized intelligence and law 
enforoement activities. such as assessments, investigations and intelligence collection. Section III.D governs the 
conduct of such queries. Examples of Sllch queries inclnd.c, but are no1 lin:Uted to, queries reasonably designed to 
identify foreign intelligence infoan.ation or evidence of a crime related to aru ongoing authorized lirvestigation. or 
reasonably designed queries conducted by FBI personnel iu making an initial decision to open an assessment 
concerning a threat to tbe national security, the prevention. of or protection against a Federal crime, or tlie collection 
of foreign i.rrtolligcnce, a.-i authorized by the Anoroey General Guidelines. These example." are illustrative and 
neither ex.pand nor restrict the scope oithe queries nl'.ltborized in the language abov~. 
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access to the raw PISA-acquired info1mation, 4 OT because a user who has been granted such 

access has limited 1he query such that it cannot return raw PISA-acquired information. 

(~i!Nt') Users authorized to access FBI electronic and data storage systems that contain 

"metadata" may query such systems to find, extract, and, analyze ''meta.data" pertaining to 

communications. The FBI may also use such meta data to analyze communications and may 

upload or transfer s:omc or all such.. metada.ta to other FBI electronic and data storage systems for 

authorized foreign intelligence or law enforcement purposes. For· purposes of these _ptocedures, 

'ntetadata" is dialing, routing., addressing, or signaling infonnation associated with a 

communication, but does not include infon:iiation concerning the substance, purport, or meaning 

of the communication. 

.E. (~/tt~ ltetentiou of Attorney-Client Communications. 

(SH I H) This section gov ems the retention of attorney-client communications. T'ne 

subparagraphs relating to attorney-client cominunications apply'regard1ess of whether such 

communications are of or concerning U.S. persons. FBI personnel shall consult as appropriate 

with FBI Division Counsel, the FBI Office of General Counsel, or the NSD to deteimine whether 

a comm.Uni.cation is privileged. 
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1. e'S/J! U'' Target charged with a crime pursuant to the United States Code. 

As soon as the FBI knows that a target is charged with a crime pursuant to the United 

States Code, the FBI shall implement procedures that ensure that the target's attorney-client 

privilege is protected. These procedures sha11 include the follov.ring, wuess oilierwise authorized 

bytheNSD: 

a. Establishment of a revi ew tel:l.lll of one or more monitors and/or reviewers, 

who have no role in the prosecution of the charged ctiminal matter, to initia1ly access and review 

µllomiation or communications acqllired fa target who is charged 

with a crime pursuant to the Unitec1 States Code; 

e FBI shall seal the original record or portion thereof containing that privileged 

communication, label it as containing privileged communications, forward the original record 

containing the privileged communication to the NSD·for sequestratipn with the FISC, and 

destroy all other copies of t:he privileged communication that are accessible in bard copy or 

i1iQiAi'T'N°ronavoo i m v ?940 
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electronically to anyone otl1er than. system administrators or similar technical personnel. 

As soon as FBI personnel recognize that commuoication.s 

person under criminal charges and his attorney have been acquir 

the FBI shall ensure that whenever any U!Se:r reviews infomJ.ati.on or 

connnunicationsacquired hich arc in an FBI electronic and 

data storage system containing raw PISA-acquired info1mation, that user receives electronic 

notification that attorney-client communications have been acquired 
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The purpose of the notification is to alert others who may review this information 

that they may encounter privileged communications. 
6 

2. (SM ~F') 'i'arget ch.aJged with a non.-Federal crime in the United States and 
persons ot!ier than a target charged with a crime in the United States. 

(8/11 ff) FBI monitors and other personnel with acoe.~s to PISA-acquired information 

shall be alert for communications that may be (i) between a target who is charged with a non­

Federal crime in the United States and the attorney representing the individual in the criminal 

matter, or (ii) between a person other than a target charged with a crime in the United States and 

the attorney representing the individual in the criminal matter. As soon as FBl personnel know 

that a target is charged with a non-Federal crime :in the U~ted States 9r someone other than the 

target who appears to regularly use the targeted facility, place, premises or property is charged 

with a crime in the United States, they will notify the Chief Division Counsel, FBI Offie<;;: of 

General Counsel, and the NSD to determine whe:ther supplemental procedures or a separate 

monitoring team are required. Jn the absence of such supplemental procedures or a separate 

monitoring team, as soon as FBI personnel recognize that they have acquired a oommunl.caii.on 

between (l) a target who is charged with a non-Federal crime in the United States and the 

attorney representing the ind.iv] dual in the criminal matter, or (ii!) a person other than a target 

charged with a crime in tlfe United States and the attomey representing the individual in the 

cr.i.minal matter, the FBI sh.all implement procedmes that include the following: 
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.e FBI will seal the original record or portion thereof containing that 

privileged communication, label it as containing privileged e-0uununications1 forward the original 

recording contai.tµo.g the privileged communication to the NSD for sequestration with the FISC, 

and destroy all other copies of the privileged communication that are accessible in hard copy or 

electronically to anyone other than system administrators or similar technical personnel. 

d. (S/INF) As soon as FBI personnel recognize that communications 

between· the person under criminal charges and his attorney have been acquired 
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e FBI shall ensure that whenever any user reviews 

iilformation or comm.uni.cations acquired which are in an FBI 

electronic and data storage· system containing raw FISA-acquired i.nfom1ation, that user receives 

electronic notification that attorney-client communications have been acquired during the search 

or surveillance. 7 The purpose of the notification is to· alert others who may review this 

information that they may encounter privileged oommtmications:. 

3. (B/Jl t.!1' Privileged communications involviug targets and other persons not 
charged with a crime in the U!lited States. 

Such communicatio.ns shall not be 

disseminated to any other agency within the Intelligence Connnunity ·"vithout the approval of the 

FBI Office of the General Counsel or FBI Division Counsel. Before any such disseminarl?n, 1he 

Office of the General Counsel or FBI Division Counsel and FBli personnel shall make reasonable 

effcnts to (1) 1.lSe other non-privileged sources, including communications previously reviewed 

by the FBI personnel, for any information in the privileged communicatio~ if available, and (2) 

tailor the dissemination to minimize or eliminate the disclosure of an attorney-client privileged 
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communication, consistent with the need to disseminate foreign :intelligence info1mati.on or 

evidence of a crime. 

. (Bh1 fYS Before disseminating any attorney-client privileged communication that 

othern'ise meets the standards for disseo:rination outside the United States Intelligence 

. Community, the FBI must obtain the approval of the Attomey General or the Assistant Attorney 

~eral for Nationul. Security. 

~8i;'Nl") Ail disseminations of privileged communications shall include language 

advising recipients that ( 1) the report contains information that is s:ubject to tbe attorney-client 

privilege, (2) the information is provided solely for intelligence or lead purposes, and (3) the 

infonnati.on may not be disseminated .fi.uther or used in any trial, hearing, or other proceeding 

without ex.Press approval by the FBI. The FBI may only grant such approval if authorized by the 

Attorney General or the Assistant Attorney General for National Security. 
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F. (U) Additional Procedures for Retention, Use and Disclosure of F1S.A Information. 

l. (~/1141' Io the event that the FBI seeks to use any infom1ation acquire~ pursuant 

to section 702 dming a time period when there is un.c~rtainty about the location of the target of 

the ac-quisition because the - post-tasking checks described in NSA 's section 702 

targc~g procedures were not .ftmctioning properly, the FBI will follow its internal procedures 

for deternrining whether such information maybe used (inclucling, but not limited to, in FISA 

applications, section 702 targeting, and disseminations). Except as necessary to as.sess location 

under this provision, the FBI may not use or disclose any infonnation acquired _pursuant to 

section 7()2 during such time period unless the FBI determines, based on the totality of the 

circumstances, that the target is reasonably believed to have been located outside the United 

States at the time the information was acquired. If the FBI determines that the target is 

reasonably believed to have been located inside the United States at the time fue info11nation was 

acquired, such infonnation will not be used and will be promptly destroyed. 

2. (B/:1W9 Pursuant to 50 U.S.C. §§ 1806(b), no information acqu ired pursuant to 

section 702 shall be discl?sed for law enforcement purposes unless such disclosure is 

accompanied by a statement that such infonnation, or any infonnntion deliv.ed therefrom, may 

only be used in a criminal proceeding with the advance authorization of the Attorney General. 

When Attorney General aulborization is acquired, FISA-.a.cquired information, including raw 

FISA~acquired infonnation, may be disclosed for law enforcement purposes in criminal 

· pro1.:eedings. 

3. (~)]QJI' The FBI shall ensure that identities of any persons, including United 

States persons, that reasonably appear to ·be foreign intelligence infonnation, to be 11ecessary to 
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understand foreign intelligence information or assess its importance, or to he evidence of a _crime, 

arc accessible when. a search or query is conducted or made of FIS A-acquired i11fom1ati.on. 

4. (U) Prosecutors. 

a. ~8/fNf) :rhe FBI may disclose FISA-acqu.ired information,. inclttding raw 

FISA-acquired information, and infonnation derived therefrom, to federal prosecutors and others 

working at their direction, for all lawful foreign. intelligence and law enforcement purposes, 

including in order to enabJe the prosecutors to determine whether the information: (1) is evidence 

of a crime, (2) contains exculpatory or impeachment information; or (3) is otherwise 

discoverable llllder the Constitution or applicable federal law. \Vben federal prosecutors and 

others working at their direction are provided access to raw FlSA-ac.q:uired information, they 

sh all be trained on and comply with these and ail other applicable minimization procedures. 

b. (!MHf') In accordance with applicable Attorney General-approved 

policies and procedures, federal prosecutors may also disclose PISA-acquired information, when 

ne~ for the prosecutors to carry out their responsibilities, including to witnesses, targets or 

subjects of an investigation, or their respective ~unseJ, when the PISA-acquired infOTill.ation 

could be foreign intelligence information or is evidence of a crime. This provision does not 

restrict a federal prosecutor's ability, in a criminal proceeding, to disclose FJSA-acquired 

info1mation that contains exculpatory or impeachment information or is otheJwise discoverable 

under the Constitution or applicable federal law. 

c. ts/1'h::P) ::rbe FBI may not provide federal prosecutors and others working 

at lheir direction wif:h access to FBI electronic and data storage systems containing raw FISA­

acquired infonnation un1~s such access is: (a) for foreign intelligence or law enforcement 

purposes; (b) consistent with thcirrespensibililies as federal prosecutors; and (c) pursuant to 
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procedures establish&I by the Attorney General and provided to the FISC. The procedure.<! 

established by the Attorney General and provided to the FISC shall include the following: 

1. Access to the .FBI elcctrooic and data and storage systems 

containing raw FISA-acquh-ed information must ibe limited to tha~ 

which is consistent with their responsibilities as federal prosecutors 

and necessary to carry out their responsibilities efficiently during a 

specific investigation or prosecution; 

ii. Access must be requested from and approved by an executive at 

FBI Headquarters in a position no lower than Assistant Director 

(AD) and in coordination with the Deputy General"Co1msel oft11e 

FBI National Security Law Branch or a Senior Executive Service 

attorney in the National Security Law Branch, and will be 

considered on a case-by-case basis; 

iii. A request for access must spedfy to which .FBI electronic and data 

and storage systems, FISC docket numbers and/or identifier of a 

certification executed by the DNI and Attorney Oener'al pursuant 

to section 702 of the Act (e.g., ' 'DNI/AG 702(g) Certification 

- and targeted facilities the proSCClitor needs access, why 

such access is necessary, and the duration of such access; 

iv. AH individuals receiving authorization to have direct access must 

receive user train:iug on the system(s) to which they seek access, 

and training o.n the standard minimization procedures and any 
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relevant supplement.al minimization procedures applicable to ~he 

information to which they have access; 

v. Access shall be terminated no later than the conclusion of the 

relevant investigation or prosecution; and 

vi. Federal prosecutors may immedi.ately be ~ven access to FBl 

electronic and data and st.ona.ge systems contai:nin.g raw FIS.A-

acquired infurmation if FBI personnel detennine that an unmediate . 

threat to life or of serious clam.age to property necessitates 

immediate access, and if such immediate access is given to federal 

prosecutors, .notification shall be made to FBI Headquarters, ~T's 

Office of General Counsel, and the NSD. 

G. (U) Time Limits for Retention. 

(eJ/;ltf) In general, the FBI may retain FISA-acquire<l infoi:mation that reasonably 

appears to be foreign intelligence information, to be necessary to understand foreign intelJigcnce 

infonnation or assess its llriportance, or to be evidence of a crime. 

1. (7 '1 Pij The FBI is authorized to retain data in electronic and data storage 

systems other than tJ1ose solely used for link analysis of metadata, in accordance with the 

following: 

a. (B/Jl J~ PISA~acquired information that has been retained but not 
reviewe<i 

tB/1 W) FISA~acquired information tl1at has been retained but never reviewed shall be 

destroyed five years from the expiration date of the certification authorizing the collection unless 

an AD, or one of his or her superiors, detennincs that an extension is necessary because the 

communications are. reasonably believed to coctain significant foreign intelligence information, 

6£entf!)'.PJY'ffeP81lff//10 ;JUtu;Y 10 tO 
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or evidence of a crime lhat bas been, is being, or is about to be committed. An extension Wlder 

this paragraph may apply to a specific category of communications, and must be do~ented in 

writing, renewed on an annual basis, and promptly reported to the NSD and ODNI. 

b. (SllNJI) FISA-acauired information that has been reviewed but not 
identified 8.s meeting the applicable standard. 

~/Jltt~) FISA-acquired information that has been retained and reviewed, but not 

identified as information that reasonably appears to be foreign intelUgence, to be necessary to 

understand foreign intelligence information or assess its importance, or to be evidence of a crime, 

may be retained and be fully accessible by authorized personnel for further review and analysis 

for- from the expiration date of the certification authorizing the collection. 

from the expiration date of the certification authorizing the c.ollection, acceS$ to sucl,l information 

con.laincd in electronic and data storage systems will be limited to search capabilities that would 

produce notice to ~authorized user that information responsive to a query exists. Approval 

fr-0m an AD, or AD's designee, is required to gain full access to this information. 

(!'.!/;!ft') flSA-acquired infoanation that has been retained and reviewed, but not 

identified as information that reasonably appears to be foreign intelligence, to be necessary to 

understand foreign intelligence infonnation or assess its importance, or to be evidence of a crime, 

shall be destroyed - from the expiration date of the certification authorizing the collection 

unless specific authority is obtained from an AD and the NSD to retain the material, and the 

FISC approves a new retention period upon a finding that such modification is consistent with 

the applicable statutory definition of "minimization procedures. n 
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3. (SHIQflj Backup and evidence copies in FBI systems. 111e FBI may retain on a 

system emergency backup or origina1 evidence copies ofinformation provided that only system 

administrators or other technical personnel have access to sucb information. N-0 intelligence 

analysis may be performed in such systems, nor may the data be accessed within such systems 

for the purpose of performing jntelligence analysis. In the event that such information must be 

used to restore lost, destroyed, or inaccessible data, or to provide an original evidence copy, the 

FBI shall a:pply these procedures, including any applicable retention time limits, to the · 

transferred data. 

- 4. (SJ£ a) Information i·etained in connection wi!th litigation matters. The FBI 

tnayte~porarilyretain specific FISA-acqurred information tbat would otherwise have to be 
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5. (l!IHH!') Em:rypted inform.ation. Raw FISA-acqui:rt::d informa,tion that reasonably 

appears to be encrypted or to contain secret meaning may be maintained for any period of time 

during which su~h material fs subject to, or of use in, ctyptanalysis or otherwise deciphering 

secret meaning. Access to such :information shall be restricted to those FBI personnel engaged in 

cryptanalysis or deciphering secret meaning. Nonpublicly available information concerning 

unconsenting U.S. persons retained under this subsection may only be used for cryptanalysis, and 

· not for any other purpose, unlc.ss the FBI detennines that it may also be retained under a separate 

provision of these Procedures. 

IV. (U) AD HOC DATABASES 

(U) Retention of Raw FJSAwAcquired Information Outside of the Systems Described bl 

Section ID. 

(8ffUf) If FBI personnel who are engaged in a particular investigation are unable to fully 

and completely review or analyze raw FISA-acquired information in an electronic and data 

storage system described in Se.ction ill of these procedures, the FBI may utilize electronic 
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reposit01ies other than the electronic and dat.n storage systems described in Section DI ("ad hoc 

databases") to review or analyze Sllcb information, provided that FBl's retel1Jio:n of raw PISA.:. 

acquired information in ad hoc databases occurs under appropriately secure conditions th.al limit 

access to such information to authorized personnel in accordance with the conditions·set forth 

below. AU PISA-acquired information maintained in ad hoc databases is subject to the 

~ssemination and Disclosure provisions in Seclfoo V and the Oversight provisions in Section 

VI. The subparagraphs relating to attorney-client privileged communications apply regardless of 

whether such conununication.s are of or concerning U.S. persons. Except as otherwise provided 

below, all destruction requirements set forth in other sections of these procedures apply to any 

information maintained in an ad hoc database. 

A. . (~fl~"' Restrictions Concerning Access to and ldentificatiou of FISA-Acqnircd 
Information bl an Ad Hoc Database 

1. (i!J 11 ft') Access to raw FIS A-acquired information contained in an ad hoc 

database shall be limited to those individuals who are engaged in the particular inv~1igation and 

those individuals who are conducting or aiding in the assessment or analysis of that information, 

· as described in Section IV.B.1, C., or D. "below. 'The FBI shall maintain a written or electronic 

record of employees who are granted access to the infonnati.on while it is stored in an ad hoc 

database. 

2. ~//~Hf~ :rhe FBI will identify PISA-acquired information in ad hoc databases in a 

manner that is sufficien1 to alert those who .have access lo the ad hoc database that it includes 

PISA-acquire.cl iofonnation. 
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B. (8/ltffl' Restrictions Concerning Retention of FISA-Acquired Infor mation in an Ad 
Hoc Database 

1. (SHUP) Raw FISA-ncqufred information concerning unconsenting U.S. persous 

may be placed in an ad h,oc database in order to determine whether the information reasonably 

appears to be foreign intelligence infonnation, to be necessary to understand foreign intelligen~ 

.information or assess its importance, or to be evidence of a crime: In addition, any FISA-

acquired U.S. Person infonnation that reasonably appears to be foreign.intelligence information, 

to be necessary to understand foreign intelligence infotmation or assess its importance, or to be 

evidence of a crime may be re~ed in an ad hoc databa5e. FlSA-acquired U.S. Person 

infunnation in an ad hoc database that has been retained but not determined to be foreign 

intelligence infonnation, necessa.--y to understand foreign intelligence information or assess its 

importance, or evidence of a crime, shall be destroyed no later than five years ftom the 

expiration of the Certification authorizing the collection, unless an AD, or one of his superiors, 

determines that an extension is necessary to further analyze the :inf01mation pursuant to this 

subparagraph. An extension under lhis subparagraph may apply to a specific category of 

comm.unfoations, and must be documented in writing, renewed on an annual basis, and promptly 

reported to the NSD and ODNI. 

2. (S/fl~) 'The FBI will implement prqcedures regarding storage of PISA-acquired 

infoonation in an ad hoc database, which will require the FBI to (I) maintain adequate records of 

all pe.rsons who have been granted access to FISA-acquired information in an ad hoc database, 

(2) track the FISA-acquired information in an ad hoc database that has been determined to be 

foreign intelligence information, necessary Lo understand foreign intelligence information or 

assess its importance. or evidence of a crime, and (3) maintain adequate records to ensure FBI 

can comply with the destruction requfrement discussed in subparagraph B.1. of this section. 
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C. (1'fi1.,) Retention of FISA-Acquired Information that is.Encrypted. in an Ad Hoc 
Database 

(~n!f P) Raw PISA-acquired information that reasonably appears to be encrypted or to 

contain secret me.aoing may be maintained for any period of time during which sucb material i s 

· subject to, or of use in, cryptanalysis or otherwise deciphering secret meaning. Nonpublicly 

available information concemfugllllconsentiug U.S. persons retained under this subsection may 

only be used for cryptanalysis, and not for any other purpose, unless the FBI determines that j t 

may also be retained under a separate provision of these Procedures. 

D. · (Sm tr} Analysis and Queries of Raw FISA-Acqnired Information in an Ad Hoc 
Database 

(!IJ!ft') Users who are authorized to have access to raw PISA-acquired infoimation :iJ1 an 

ad hoc database may analyze the data to find. e>..'tract, review, translate, and assess whether such 

information reasonably appears to be foreign intelligence information, to be XJecessary to 

understand foreign intelligence information or a8sess its importance> or to be evidence· of a 

crime. 8 The FBJ>s analytical techniques may jnclude, but are not limited to, the use of 

determined necessary by the FBI for the analysis of the data. FBI personnel must document the 

analytical and technical processes or techniques used to analyze data in an ad hoc database. 

Such documentation should reasonably identify the general nature of the manner in which the 

analysis of the information was oonducted and tools emplqyed during the analysis. lf keyword 

searches are used to query data in an ad hoc database, such queries must be designed to find and 

' (BA1 ~ &araples of such queries include, but are not limited to, queries reasonably designed tu identify foreign 
intelligence informalion or evidence of a crime related to an ongoing author.ized investigation or reasonably 
designed queries conducted by FBl personnel in.making an :initial decision to open an assessment concerning a 
threat to the national security, the p.revenrion of or proteclion against a Federal crime, or tho collection of foreign 
intelligence, a.'l authorized by the Allom ey General Ouidolin~. These exnmplei; are illustrative and ncitber expand 
nor restrict the scope of the queries authorized in the language above. 
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. extract foreign intelligence information or evidence of a crime. The FBI shall maintain either a 

written or electronic record of such keyword searches. 

E. (31/!f!'' Procedures for Retention of Attorney~Client Comniunicati.ons in an Ad Hoc 

Database 

I. ~i/tfP} IfFBI personnel discover attorney-client privileged communications in 

an ad hoc database all such ati.-omey-client privileged 

communications from the relevant Section 702 targeted facility must inunediatcly be removed 

from the ad hoc database. To the ex.tent that the ad hoc database is necessary to assess the 

remaining information acquired from the relevant Section 702 targeted facility to determine 

whether any of the information is attorney-client privileg 

the FBI may retain the information in the ad hoc database for assessment by a review team until 

such determination has been made. Any attorney-client privileged communications -

hat are identified by the review team during tl1is assessment will 

be removed from the ad hoc database. 

- · The review team will also notify anyone with access to the communications from 

the relevant 702 targeted facility that attomey-dien~ privileged communications have been 

acquired and removed. To the eJi:.tent that the attorney-client privileged comuxunications from 

the relevant Section 702 targeted facility are accessible in an electronic and data storage system 
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that b.as th~ marking, auditing and notification capabilities described in Section ill, the FBJ ~hall 

ensure it follows the provisions i 

3. (U) FBI personnel shall consult as appropriate with FBI Division Counsel, the 

FBI Office of the General ·Counsel, or NSD to determine whether a communi.catiol1 is privtleged 

V. (U) DISSEMINATION AND DISCLOSURE 

A. ( U) Dissemination of Foreign Intelligence Information to Federal, State, Local and 
Tribal Officials and Ag~ncies. 

~:\'it'i':) The FBI may disseminate PISA-acquired information that reasonably appears to 

be foreign intelligence information. or· is necessary to understand foreigu intelligence information 

or assess its importance in accordance with Sections V.A. l and V.A.2 to federal, state, local and 

tribal officials and agencies with responsibilities relating to national security that require access 
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to fureign intelligence infonnatio.n. Such information may be disseminated only consistent with 

the need of the United States to obtain, produce, and disseminate foreign intelligence info1mation. 

1. (U) Foreign Tntelligeuceinfurmation as defined in 50 U.S.C. § 180l(e)(l}. 

(Of/fiff) The FBI may disseminate to federal, state, local and tribal officials and agencies 

PISA-acquired information concerning Unite<;} States persons that reasonably appears to be 

necessary t~ the ability of the United States to protect against: (i) actual or potential. attack or 

other grave hostile acts of a foreign power or an agent of a foreign power,. (ii) sabotage, 

international terrorism, or the i.u.temational proliferation of weapons of mass destruciiop. by a 

foreign power or an agent of a foreign power; or (iii) clandestine intelligence activities by an 

intelligence service .or network of a foreign power or by an agent of a foreign power. 

2. · (U) Foreign Intelligence Information as defined in 50 U.S.C. § 1801(e}(2). 

(BJ 11 W) The FBI may disseminate to federal, ~tate, local and tribal officials and agencies 

PISA-acquired information concerning United States persons th.at reasonably appears to be 

necessary: (i) to the national defense or the s~curity of the united States; or (ii) the conduct of 

the foreign affairs of the United States. Such information shall not be disseminate.d, however, in 

a manner that identifies a United States person, unJcss such person's identity' is necessary tu 

understand foreign intelligence infomurtion or to assess its importance. 

B. (U) Dissemination of Evidence of a Crime to Federal, State, Local and T1ibal 
Officials, and the National Center for Missing and E xploited Children. 

(fM! W) The FBI may disseminate, for a law enforcement purpose, FISA-acquir.ed 

information concerning a United States person that reasonably appears to be evidence of a c1ime 

but not foreign intelligence information to federal, state, local, and tribal law tmforcement 

officials and agencies. The FBI may also disseminate, for law enforcement purposes, FISA-

acquired information that reasonably appears to be evidence of a crime related to child 
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exploitation mate:dal, jnclud:ing child pornography, to the National Center for Missing and 

Exploited Children (NCMEC). The FBI shall disseminate such FISA-acquired information in a 

manner consistent with the requirements of Section III.F. 

C. (U) Dissemination to Foreign Governments. 

tl'1'1'!"' The FBI may disseminate PISA-acquired information concerning United States 

pers:ons, which reasonably appears to be foreigu intelligence information, is necessary to 

understand foreign intelligence information or assess its importance, or is evidence of a crime 

being disseminated for a law enfmcement purpose, to officials of foreign governments, as 

follows: 
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3. (31/Nfl) fhe Attomey General, in consultation with the DN! or a designee, may 

authorize the use of information acquired or deiived from an authorization under section 702 in a 

criminal pl'oceeding conducted by a foreign government Prior to granting such autho~ati.oll!, 

those officials shall consider, among other things: ( l ) whether such use is consistent with the 

national security jnterests of the United States, and (2) the effect of such use on any identifiable 

United States person. 

4. (8/RW~ rJ11e FBI will make a wlitteo record of each dissemination approved 

pursuant to this section. and infonnation regarding such disseminations and approv.als shall be 

reported to the Attorney General, or· a designee, on a quarterly basis. 

D. ~Slflff) Disclosure of Raw FISA-acquired Information fo1· Technical or Linguistic 
Assistance. 

(!Ml W) The FBI may obtain informa·tion ·or comnninica.tions that, because of their 

technical or linguistic content, may require further analysis by other federal agencies 

(collectively, "assisting federal agencies") to assist the FBI in detennining their meaning or 

significance. Consistent with the other provisions of these procedures, the FBI is authorized to 

disclose PISA-acquired information to assisting federal agencies for further processing and 
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analysis. The FDI may also disclose, for the purpose of obtaining technical or linguistic 

assistance, PISA-acquired information that reasonably appears to be evidence of a crime related 

to child exploitation material, including child pornography, to NCMEC for further processing 

and analysis. The following restrictions apply with respect to any materials so disclosed:9 

1. eB/J'tW, Disclosure to assisting federal agencies and NCMEC will be solely for 

trai:lslation or analysis of such information or communications. Assisting federnl agencies and 

NCMEC will make no use of any information or any co~unication of or concerning any 

pernon except to provide technical or Linguistic assistance to the PBf. 

2. (8/;t .ffi!) Disclosme will be on!y to those personnel within assisting federal 

agencies and NCMEC involved in the translation or analysis of such information or 

communications. The number of sucb personnel shall be restricted to the extent reasonably 

feasible. There shall be no further disclosure of this raw data within assisting federal age11cies or 

NCMEC. 

3. (8;\Sf Jill:) Assisting federal agencies and NCMEC shall make no perm.anent agency 

record of infonnation or communications of or concerning any person referred to in FISA-

acquired information, provided that assisting federal agencies or NCMEC may maintain such 

temporary rerords as are necessary to enable them to ~ist the FBI with the translation or 

analysis of such information. Records maintained by assisting federal agencies or NCMEC for 

this- purpose may not be disclosed within the assisting federal agency or NCMEC, C?'cept to 

personnel involved in providing technical assistance to the FBL 

4. (~/>~'<"¥'} Upon the conclusion of such technical assistance to the FBl, the FISA-

acquired information or information disclosed to assisting federal agern:.ies and NCMEC will 

9 (U) The FBI will ad~ise NCMEC of the need to comply with the restrictions descn"hed.in ~ction IV.D wjth 
respect to information disclosed to NCMEC pursuant to this section. 
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either be returned to the FBI or be destroyed, with an.accolmting of such destruction made to the 

FBI. 

5. e@;)l tr) Any information that assisting federal agenci~ and NCMEC provide to 

the FBI as a resuJt of such technical assistance may be disseminated by the FBI in accordance 

with th.e applicable tn.i.Ilimization procedures. 

E. (8;';'t Jf) D.isclosw·e to the NSA and CIA. 

(8//f W, With respect to any oommunications that the FBI acquires from an electronic 

communication service provider pursuant to section 702 of the Act, the FBI may convey such 

communications to the NSA and CIA in unminimized fonn. The NSA and CIA shall handle any 

received from the FBI pursuant to these procedures in accordance with 

the NSA and CIA minimization procedures, respectively, adopted by the Attorney General, in 

consultation with the DNI, pursuant to section 702(e) of the Act. 

F. (8/Jlff) Dissemination of Foreign Intelligence Information for Terro1-ist Screening. 

(EWtW) In addition to dissemination authqrized under other provisions herein, foreign 

intelligence information, as defined in section 180l(e), may be disseminated to fedem.4 state, 

local, territorial, .and tribal authorities, foreign officials and entities, and private sector entities 

that have a substantial. bearing on homeland security for the purposes of and in accord~ce with 

Homeland Security Presidential Directive 6 and the Memorandum ofUnderstanding on the 

Integration and Use of Scret.'1.ling Information t.o Protect Against Terrorism and the addenda 

thereto. 

G. (i#llf) BiscJosure to the National O;mnterterrorisnt" Center (NCTC) of Information 
Acquired in Cases Related to Terrorism or Connterterrorism. 

(1/:11"' In addition to oilier disclosures pennitted in these procedures, the FBI may 

provide to NCTC information in FBI general indices, including the Automaled Case Support 
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(ACS) system, Sentinel, or any successor system, provided that such acce.ss is limited to case 

cJassifications that are likely to contain information related to terrorism or counterten-orism. 

NCTC's receipt of information described in this section is contingent upon NCTC's application 

.of the NCTC section 702 mlnimization procedures approved by the FISC with respect to such 

information. Nothing in this Section shall prohibit or otherwise limit FBI's authority under other 

provisions of these procedures lo disseminate to NCTC information acquired Pl.m?UBnt to the Act 

and to which governing minimization procedures have been applied. 

H. (8:':'?~ Dissemination t() Private Entities and Individuals of Foreign Intelligence 
Information or Evidence of a Crime ln-vulving Computer Intrusion Events. 

(R;';Cf IF) The FBI may ~sseminate PISA-acquired informatio11. that reasonably appears to 

be foreign intelligence information, is necessary to understand foreign intelligence information 

or assess its importance, or is evidence of a crime and that it reasonably believeS may assist 1n 

the mitigation or prevention of computer intrusions or attacks to private entities or individuals 

that have been or arc at risk of being victimized by such intrusions or attacks, or to private 

entities or individuals (such as Intemet security companies and Internet Service Providers) 

capable of providing assistance in mitigating or preventing such. intrusions or attacks. Wherever 

reasonably practicable, such dissemination should not include United States person identifying 

information unless lhe FBI reasonably believes it is necessary to enable the recipjent to assist in 

the m itigation orprevention of compuler intrusions or attacks. 

1. (~l>ltft') Dissemination to Private Entities and Individuals of Fol"eign Intelligence 
I.nformation or Evidence of a Crime Involving a Matter of Serious Harm. 

(B/;~41' 'fhe FBI may disseminate PISA-acquired in.formation that reason.ably appears to 

be foreign intelligence infonnation, is necessary to understand foreign inteUigence information 

or assess its importance, or is evidence of a crime to a private individual or entity in situations 
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where the FBI determines that said private individual or. entity is capable of providing assistance 

in mitigating serious economic h.ann or serious physical harm to life or p~. Wherever 

reasonably practicable, such dissemination should not include United States person i~etitifyi11g 

information unless the FBI reasonably believes it is necessary to enable the recipient to assist in 

the mitigation or prevention of the hanu. The FBI wiU report to NSD all disseminations made 

~ursuant to fujs para.graph within ton business days of such dissemination. NSD will 

subsequently report to the FISC any disseminations made pursuant to tbis paragraph. 

VI. (U) COMPLIANCE 

· A. (U) Oversight. 

(8;';1 W) To ensure compliance with these procedures, the Attorney General, through the 

Assistant Attorney General for National Security or other designee, shall implement policies and 

procedures that ensure the good fuith compliance with all of the requirements set forth herein,. 

and shalt conduct periodic minimization reviews, including reviews at FBI Headquarters, field 

offices, and U.S. Attorney's Office~ that receive raw FISA-acqcired information pursuant to 

Section IlI.F of these procedures. The Attorney General and the NSD or other designee of the 

Attorney General sh.all have access to all FISA-acquired information to facilitate minimization 

reviews and for all other lawful purposes. 

!B//'l'W) To assess compliance with these procedures, m.i.ohni7.ation reviews shall cons1st 

of reviews of documents, communications, audit trails, or other information. They shall include, 

as appropriate, but are not limited to: 
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1. (8//~ lF) Reviews of electronic communications or other documents containing 

FISA-ac<J.uired infonnation that have been retained for further investigation and analysis or 

disseminated in accordance with these procedures. 

2. ("111~} Reviews of FISA"acquired information in FBI electronic and data 

storage systems that contain raw PISA-acquired infonnation to assess comphance with these 

procedures, including whether raw FISA-acquired communications or property have been 

properly marked as information that reasonably appears to be foreign intelligence infonnation., to 

be necessary to understand foreign intelligence information or to assess its importance, or to be 

evidence of a crime. FIS A-acquired communications and property in FBI electronic and data 

storage systems that contain raw FISA-acquired illfonnationinay also be reviewed to determine 

whether they wer 

3. (Sllih j Audits of querie~ in FBI electronic and. data storage systems containing · 

raw FI.SA-acquired infonnation to assess the.FBI' s compliance 'With the retention. procedures for 

FI SA-acquired information as detailed in Section ill of these procedures. The audits may also 

include reviewing a sampling Qfl.ogs or other records that list FBI analysts and agents and their 

queries and accesses in FBI electronic and data storage systems containing raw PISA-acquired 

infounation. These audits may assist in determining the PISA-acquired information that was 

acces~ed in these FBI electronic and data storage systems and t1!1e individuals who accessed the 

information. In tum~ the minimization reviews may include verifying that the individuals who 

accessed the FISA~acqµired information in these FBI systems were individuals who had properly 

been given access 11llder FBI guidelines. 
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B. (U) Training. 

(U) The Attorney General, or a dcsignee~ sh.all ensure that adequate training on these 

procedures be provided to appropriate personnel. 

VIL (U) INTERPRETA'CTO~ 

(U) The FBI shall refer all significant questions relating to the :interpretation of these 

proced11res to the NSD. 

JUL 1 O 2015 
Date. 

~LoL~ 
retta E. Lynch a 

Attomey General of the Uni too States 
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