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. Authorities: 

6.1. (U) Title 50 United States Code (U.S.C.) Section(§) 1861 

6.2. (U) Attorney General's Guidelines for Domestic FBI Operations (AGG-Dom) 

. Purpose: 

(U) The purpose of this notice is to establish policies and procedures regarding the proper control, 
retention, and dissemination of unconsenting United States person (U.S. person, USPER) business 
record information by the Federal Bureau of Investigation (FBI) and to ensure compliance with the 
Business Record Standard Minimization Procedures (BR SMP) . 

. Policy Statement: 

8.1. (U) Scope and Purpose 

8.1 .1. ( U) Pursuant to Title V of the Foreign Intelligence Surveillance Act of 1978 ( Fl SA), the FBI can 
acquire access to certain business records for foreign intelligence purposes (50 U.S.C. § 1861). Under § 
1861, the FBI can require the third party production of any tangible things (including books, records, 
papers, documents, and other items) for an investigation to obtain foreign intelligence information not 

ncerning a U.S. person or to protect against international terrorism or clandestine intelligence 
activities, provided that an underlying investigation of a U.S. person is not conducted solely upon the 
basis of activities protected by the First Amendment to the Constitution. The FBI may acquire tangible 
hings only if the things would be available through a grand jury subpoena or an order issued by a 

eral court for the production of records or tangible things. In accordance with the AGG-Dom, use of 
pulsory process pursuant to 50 U.S.C. §§ 1861-63 is an investigative method that may be used in 

Preliminary and Full Investigations. It is not an approved investigative method in Assessments. 
erefore, tangible things sought out must be relevant to an open, predicated, national security 

investigation. 

8.1 .2. ( U) In accordance with 50 U.S.C. § 1861 (g), on March 7, 2013, the Attorney General adopted 
new BR SMP to govern the retention and dissemination of information acquired pursuant to a§ 1861 
Foreign Intelligence Surveillance Court (FISC) order (hereafter referred to as BR information). The 
implementation date of the BR SMP is July 1, 2013. 

8.1 .3. This Business Record Standard Minimization Procedures entation Guide 
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establishes policies and procedures regarding the proper control, retention, and dissemination of 
unconsenting U.S. person BR information by the FBI to ensure compliance with BR SMP. A U.S. person, 
as the term relates to BR information, is defined in the statute as a citizen of the United States, an alien 
lawfully admitted for permanent residence ... an unincorporated association a substantial number of 
members of which are citizens of the United States or aliens lawfully admitted for permanent residence, 
or a corporation which is incorporated in the United States, but does not include a corporation or an 
association which is a foreign power, as defined in subsection (a) (1 ), (2), or (3) of this section. (50 
U.S.C. § 1801 (i)) 

8.1.4. (U) This policy implementation guide (PG) does not control granting access to information (i.e., 
who is authorized to approve access and the procedures for gaining access to systems in which the 
information is contained). Certain requirements within the PG are mandated by the BR SMP, and thus 
cannot be changed without a revision of the BR SMP by the Attorney General and require approval of 
the FISC. Although the BR SMP are similar in many ways to the Standard Minimization Procedures for 
FBI Electronic Surveillance and Physical Search Conducted Under the Foreign Intelligence Surveillance 
Act (ELSUR SMP), the BR SMP have important distinctions in their scope and application. 

8.1.6. (U) For further details, see the Business Record Standard Minimization Procedures Policy 
Implementation Guide. 

9.Scope: 

9.2. (U) This policy applies to information obtained pursuant to a FI::>A business record order, not to 
other types of orders. 

1 0. Proponent: 

(U) Office of the General Counsel 

11. Roles and Responsibilities: 

11.1. (U) Applications made pursuant to 50 U.S.C. § 1861 (BR applications) must be narrowly tailored to 
obtain only that information that is relevant to an authorized investigation, consistent with the FBI's 
obligation to use the least intrusive means to achieve its investigative goals. Access to the information 
obtained from the entity upon which a§ 1861 order (BR order) is served is limited to authorized users, 
as defined below, until such time as the inform at ion has been deemed to meet the minimization 
standards set forth in the BR SMP and has been disseminated. 
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11.3. (U) For further details, see the Business Record Standard Minimization Procedures Policy 
Implementation Guide. 

1 2. Exempt ions: 

(U) None 

13. Supersession: 

(U) None 

14. Justification for exigent or special policy consideration: 

15. References, Key Words, and Links: 

15.1. (U) 50 U.S.C. § 1861 

15.2. (U) FBI Standard Minimization Procedures for Tangible Things Obtained Pursuant to Title V of the 
Foreign Intelligence Surveillance Act 

15.3. (U) Standard Minimization Procedures for FBI Electronic Surveillance and Physical Search 
Conducted Under the Foreign Intelligence Surveillance Act 

15.4. (U) Standard f\Ainimization Procedures Po!icv implementation Guidelines 

15.5. (U) FBI Domestic Investigations and Operations Guide (DIOG) Section 18.6.7, "FISA Order for 
Business Records" 

16. Definitions: 

(U) See Appendix B of the Business Record Standard Minimization Procedures Policy Implementation 
Guide. 

17. Appendices, Attachments, and Forms: 

1 7 . 1 . ( U) f.RJ ... S.t.?...O.Qf\LO ... Mi.o.Lm.i.;::;.?...t.i.QD. . .P.r.o.Q.~.d.~.L~.~-.f.QL.T?...o.Q.LR.lQ . .I.b.i.nn~ .. Qt.i.t.?...i.n.~.d .. .P.l-!.1:!-?.~.f\.IJ.Lt.Q .. .IltJ.~ .. .V. .. Qf ... t.tJ.Q 
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(U) General Information 

(U) Questions or comments pertaining to this policy implementation guide can be 
directed to: 

(U) Federal Bureau of Investigation Headquarters, Office of the General Counsel 

(U) National Security Law Branch 

(U) Division point of contact: National Security Law Policy and Legislative Review Unit 

(U) This document is a new publication; no previous versions are available. 

(U) This document and its contents are the property of the FBI. If the document or its 
contents are provided to an outside agency, it and its contents are not to be distributed 

outside of that agency without the written permission of the unit or individual(s) listed in 
the contact section of this policy implementation guide. 
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1. (U) Scope and Purpose 
(U) Pursuant to Title V of the Foreign Intelligence Surveillance Act of 1978 (FISA), the 
Federal Bureau of Investigation (FBI) can acquire access to certain business records for 
foreign intelligence purposes (Title 50 United States Code [U.S.C.] Section [§] 1861). 
Under§ 1861, the FBI can require the third party production of "any tangible things 
(including books, records, papers, documents, and other items) for an investigation ... "to 
obtain foreign intelligence information not concerning a United States (U.S.) person 
(USPER) or to protect against international terrorism or clandestine intelligence 
activities, provided that an underlying investigation of an USPER is not conducted solely 
upon the basis of activities protected by the First Amendment to the Constitution. The 
FBI may acquire tangible things only if the "things" would be available through a grand 
jury subpoena or an order issued by a federal court for the production of records or 
tangible things. In accordance with the Attorney General's Guidelines {or Dmnestic FBI 
Ooerotions (AGG-Dom), use of compulsory process pursuant to 50 U.S.C. §§ 1861-63 is 
an investigative method that may be used in Preliminary and Full Investigations. It is not 
an approved investigative method in Assessments. Therefore, tangible things sought must 
be relevant to an open, predicated national security investigation. 

(U) In accordance with 50 U.S.C. § 186l(g), on March 7, 2013, the Attorney General 
adopted new Standard Minimization Procedures for Business Records (BR SMP) to 
govern the retention and dissemination of information acquired pursuant to a § 1861 
Foreign Intelligence Surveillance Court (FISC) order (hereafter referred to as "BR 
information"). The implementation date of the BR SMP is July 1, 2013. 

(U) This Business Record Standard Minimization Procedures Policy Implementation 
Guide establishes policies and procedures regarding the proper control, retention, and 
dissemination of unconsenting USPER 1 BR information by the FBI to ensure compliance 
wjtb BR SMP TISPFR BR jnformation mav reside jn svstems such asl I 

collected in FBI national security cases. This policy implementation guide (PG) does not 
control granting access to such systems (i.e., who is authorized to approve access and the 
procedures for gaining access to systems in which the information is contained). Certain 
requirements within the PG are mandated by the BR SMP, and thus cannot be changed 
without a revision of the BR SMP by the Attorney General and without approval of the 
FISC. Although the BR SMP are similar in many ways to the Standard Minimization 
Procedures for FBI Electronic Surveillance and Physical Search Conducted Under the 

1 (U) USPER, as it relates to BR information, is defined in the statute as "a citizen of the United States, an 
alien lawfully admitted for permanent residence ... , an unincorporated association a substantial number of 
members of which are citizens of the United States or aliens lawfully admitted for permanent residence, or 
a corporation which is incorporated in the United States, but does not include a corporation or an 
association which is a foreign power, as defined in subsection (a) (l), (2), or (3) of this section." (50 U.S.C. 
§ 180l(i)) 
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Foreign Intelligence Surveillance Act (ELSUR SMP), the BR SMP have important 
distinctions in their scope and application. 
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2. (U) Roles and Functional Responsibilities 
(U) Applications made pursuant to 50 U.S.C. § 1861 (BR applications) must be narrowly 
tailored to obtain only that information which is relevant to an authorized investigation, 
consistent with the FBI's obligation to use the least intrusive means to achieve its 
investigative goals. Access to the information obtained from the entity upon which a§ 
1861 order (BR order) is served is limited to authorized users, as defined below, until 
such time as the information has been deemed to meet the minimization standards set 
forth in the BR SMP and has been disseminated. 

2.1. (U) Authorized User 

2.1.1 (JT)RoiP 
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2.1.2. (U) Responsibilities 

1. (U) Receive legal training on the BR SMP. 

2. (U) Abide by the BR SMP, with respect to BR information. 

3. (U) Abide by all policies and procedures within this PG. 

2.2. (U) Primary Case Coordinator 

2.2.1. (U) Role 

2.2.2. (U) Responsibilities 

1. (U) Receive legal training on the BR SMP I I ~--------------~ 

3. (U) Fulfill all of the responsibilities of an ACC, as set forth in ~-~!P.~~~-~-;Jigg..;?_,}., of this 
PG. 

4. (U) Designate an ACC if needed. 

5. (U)! 

I 

(U) In order to maintain an appropriate level of control I I 

I 
6 . (U21 I 

7. (U) Advise all designees that they must read this PG, and they must obtain legal 
training on the BR SMPI.__ _____________________ ___, 

4 

bl 
b3 

b3 
b7E 

b3 
b7E 

b3 
b7E 

b3 
b7E 

b3 
b7E 

b3 
b7E 

b3 
b7E 

b3 
b7E 



S£CRE: I,/! 4"8F01tN 
(U) Business Record Standard Minimization Procedures Policy Implementation Guide 

a.....,...-....,........,...--!1 Enlist the assistance of chief division counsel (CDC) or the National 
Security Law Branch (NSLB) for designees to obtain legal training on the BR SMP 
I I 

9. (u)l 

I 
10. (U) Fulfill all of the responsibilities of handling information outside the primary 

systems pursuant to these procedures. See ~J!.P..~~~q-~wLJ.:.J.,:f.: of this PG. 

2.3. (U) Additional Case Coordinator 

2.3.1. (U) Role 

(U) The ACC is an authorized user designated by the PCQ 

2.3.2. (U) Responsibilities 

1. (U) Receive legal training on the BR SMP I 
2. 

3.
1
....._ (-U)-~ _______________ ___.r 

4. (U) For dissemination of BR information that resides in a orimarv svstemJ I 

5. (U) For dissemination of BR information that does not reside in a primary system, 

6. (Uj I 
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7. (U) If the case coordinators are on notice of the disseminated or uploaded product, 

8 

9. (U) Fulfill all of the responsibilities of handling information outside the primary 
systems pursuant to these procedures. See ~-~!P.~~:.f;.t~9!.d.:.J.:~:. of this PG. 

2.4. (U) Office of the General Counsel (OGC), National Security Law Branch 

2.4.1. (U) Role 

(U) The NSLB provides legal support and training regarding the handling of BR 
information pursuant to this PG and the BR SMP. 

2.4.2. (U) Responsibilities 

1. (U) Ensure all authorized users have access to required legal training on the BR SMP, 
and review and update such training, as necessary.! I 

L----------__.1 training conducted by an NSLB attorney in Virtual Academy. 

2. (U) Provide legal assistance regarding matters related to criminal discovery 
requirements and other prosecutorial-related matters and matters relating to attorney
client privilege material. 

3. (U) Coordinate with the FBI National Security Branch (NSB) and the Department of 

D Justice (DOJ), National Security Division (NSD), Office of Intelligence (NSD OI) 

4. (Uj 

5. (U) Maintain the Business Record Standard Minimization Procedures Policy 
Implementation Guide, in consultation with NSB and CyD, to ensure that it is 
consistent with the BR SMP as well as FBI operational needs. Make needed changes 
and updates, as necessary, to comply with changes in the law and the BR SMP. 

6. (U) Ensure that all necessary policies required by the BR SMP are adopted and/or 
maintained as required, in coordination with NSB and CyD. 

7. (U) Advise FBI Divisions that are responsible for I I 
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2.5. (U) Chief Division Counsel or Associate Division Counsel (ADC) 

2.5.1. (U) Role 

(U) The role of the CDC or ADC is to provide legal support and training regarding the 
handling of BR information pursuant to this PG and the BR SMP. 

2.5.2. (U) Responsibilities 

1. U) Ensure all authorized users have access to re 

2. (U) Provide legal assistance regarding matters related to criminal discovery 
requirements and other prosecutorial-related matters. 

2.6. (U) Systems Administrators 

2.6.1. (U) Role 

(U) FBI personnel who are subject to, and abide by, the FBI's privileged user policies 
(CPDs 0571D and 058lD) and who have signed an agreement to comply with the "FBI 
Information Technology and Information Systems Rules of Behavior for Privileged Users 
Agreement Form," (FD· 889a). 

(U) FBI personnel who, in compliance with the FBI's privileged user policies and 
privileged user rules of behavior, are authorized to modify and maintain the primary 
systems in accordance with BR SMP requirements identified by OGC. 

2.6.2. (U) Responsibilities 

l._illl] 

2. (U) Ensure that access to the BR information in the primary systems is limited to 
authorized usersl I 

I I 
3. (U) Ensure thad I 

I I 

5. (U) Maintain a record of those I 
I I 

6. (U~ I 
~------------------------------------------------~ 
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7. (U) Work with OGC to ensure that any primary systems adequately comply with the 
requirements of the SMP. 

2.7. (U) Security Division (SeeD) 

2.7.1. (U) Role 

(U) The role of SeeD is to implement policies delineating the minimum security 
requirements for FBI information technology and information systems, including 
minimum standards for governing privileged users and nonprivileged users, 
systems administrators, and data owners (e.g., National Security Branch, Cyber 
Division), who, based on their risk assessments, may implement more restrictive policies 
than those promulgated by SeeD. 

2.7.2. 

1. 

2. 

(U) Responsibilities 
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3. (U) Policies 
3.1. (U) Review 

3.1.1. (U) Initial Review for Overproduction 

(U//reU9o) If the case coordinator determines that there has been an overproduction of 
information, he or she should promptly notify, by e-mail or telephone, all of the 
following: (1) the SSA who approved the BR application at FBI Headquarters (FBIHQ); 
(2) the OI attorney who drafted the BR application; (3) I r; ( 4) the fielL:-d-o~ff'=""ic-e-:-, s--:C~D~C~; a-n--:d--:(":'5):-t-:-h-e -:-N~S:-:"L"":':B~ 
attorney assigned to the BR. Within 14 days of the initial notification, the PCC must draft 
an EC which will be u loaded to the case file ancil I 

FISA overcollectwns pursuant to the 
~~~~~--~~--~----~----~~~~ FBI s FI A aut onty a so must e reporte to NSLB under CPD 01880 (Guidance on 

[??,(_flligf~!?{f __ Q_r!~.r,~·igl?!..fJJ?.!!:r.d.iYl!!:t!.!~.rs) and QJ.~~.P.Q (Qyid!!:!!_(_f_.Q.??,_l!?.f.flligf~!?{f __ Q_r!~.r,~·igl?! 
Board (JOB) JV!atters Policv implementation Guide (PG)), subsection 3.1.3. For more 
information on overcollections, see the Foreign Intelligence S'urveillrtnce Act 
Qy_ft(;r!ll!~J,"!i!?.!1 __ pg_{jr;:y_bi:!J?.lq?X!~.??,(HflQ!? .. Gvir.h~.-
(VIIf"'V~As indicated above, lr-----------------------, 

9 

bl 
b3 

b3 
b7E 

b3 
b7E 



~Ck~!f?;';'~{QJtARM:_ 
(U) Business Record Standard Minimization Procedures Policy Implementation Guide 

I 

(U/It<~PCCs must obtain the written permission of their immediate supervisors or of 
FBI officials in their field offices 

3.1.2. (U) Maintenance of Records Prior to Minimization 

(U) After the initial review for responsiveness the BR information should be maintained 
in working files, I ,I 
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(U) In some instances BR information mav bel I 

(U) Authorized users to the primary systems will have access to BR information in those 
systems! I 

I I 
(U~ 

3.1.3. (U) Review and Minimization of Responsive Information 

(U) Case coordinatod L 
I 

(U) Once a determination has been made thatl I 
I Ill 

meets the Standard. BR information meets the Standard if it reasonably appears to be: (1) 
foreign intelligence information; (2) necessary to understand foreign intelligence 
information or to assess its importance; or (3) evidence of a crime (tangible things that 
are or contain information that reasonably appears to be exculpatory, impeachment, or 
otherwise discoverable material for a criminal proceeding shall be treated as evidence of 
a crime). 

(U) In order to determine whether the BR information meets the Standard, the authorized 
user may query repository databases (i.e., the primary systems).! 
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(U) FBI 11 f 1 t s fBR. f f t pnmary sys ems a ow or e ec rome mar mgo m orma wn. ee su Jsect10n --------------------------· 
3A., "Markim::s in the Primarv Svstems."l I 

3.2. (JJ) Metadata 
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~.:l (JT) nissPmination Policv 

(U~ 

I where doing so is reasonably believed to assist in the 
. . .. , .. , . -~ ~ . " .• mitigatiOn or preventiOn of such attacks. The Altornev c,eneral (yuzaelmes [or \lzcmn ana 

VVitness Assistance (May 2012) provide guidance on how the FBI and other DOJ 
components should comply with their statutory obligations to crime victims. Specifically, 
the Victims' Rights and Restitution Act (VRRA), 42 U.S.C. ~10607 requires the FBI to 
notifv victims of national security computer intrusions, I I 

(U) In order to identify BR information, the following caveat should be on all domestic 
disseminations, other than disseminations to private entities in the cyber context, as 
discussed in subsection 3.3.3. 10

: 
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3.3.1. (U) Disseminations of BR Information Taken Directly from Primary 
Systems 
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3.3.2. 

3.3.3. 

(U) Disseminations of BR Information Stored Outside the Primary 
Svstems 

(U) Disseminations in Cyber Cases 

1. (U) The BR SMP provide for the dissemination of BR information that meets the 
SMP Standard to private entities or individuals when necessary to assist the FBI in its 
investigative duties or to notify someone that they may be affected by (i.e. a victim 
of) computer intrusions or attacks.! I 

2.1 (Ull 

I 
3.4. (U) Markings in the Primary Systems 

(U) For more information, see the appendix to the N.SKQ. 
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3.4.3. (U) Types of Markings 
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3.4.4. (U) Marking Policy for Information in the Primary Systems 

(U//I~'D~QlMO 0 0 k" 0 d do f BR Immizatwn mar mgs are reqmre pnor to 1ssemmatwn o any 
information stored in a primary systemol 

(U)I 
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(U) Specific information on several of the minimization markings is listed below. 

3.4.4.1. I Markin!! 

3.4.4.2. I IMarkin2: 

1. (U/l"r'~tl'~' The case coordinator~ 

I 
2. 

3. 

4. (U//FOU~j A record suggests something exculpatory (e.g., indicates a target's 
actions are not illegal or fall within the government's Brady obligation). 

21 

"SECRE I m~Ol1 UlllSJO. 

I 

I• 

bl 
b3 

bl 
b3 

bl 
b3 

bl 
b3 

b3 
b7E 

b3 
b7E 

b3 
b7E 



SJ'I k~JY~l"8JlAftt1 
(U) Business Record Standard Minimization Procedures Policy Implementation Guide 

3.4.4.3. I !Standard Marking 

22 

\ 

bl 
b3 

b3 
b7E 

D.J. 

b3 



(U) Business Record Standard Minimization Procedures Policy Implementation Guide 

4. (U) Procedures and Processes 

4.1. (U) Internal Handling of BR information Outside the Primary Systems 

4.1.2. (U) BR Information in ECs, IIRs, LHMs, or Other Documents Uploaded 
into Svstems that Provide Widesoread A vailabilitv to FBI Personnel 
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4.1.3. (U) BR Information in Official FBI Case Files 
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5. (U) Summary of Legal Authorities 
(U) Legal authorities related to this PG include: 

• 

• (U) Standard Minimization Procedures for FBI Electronic Surveillance and 
PhY.~ci~~f~Li~~I~r~~lr.Cgn~h!~~t~~-~-uJnfk.LO.w.r~,~g~i,gn.Jnh~})jg_~~D,~-;~~-.Sgry_~~nl.?.n~~~~-A~~t 
(FISA) (document is classifiecf"S~CRE'B-

• (U) Sf!:!!.?.d!m!JY.!itJhnizgJiQ!:?.Pr.r!r:f.dWf,~~PQll~J! .. hm!lf.nEm!!!:tiQtJ .. Ci.Hiddtn_f,~~ 
(0137PG) (document is classifie~ 
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6. (U) Recordkeeping Requirements 
(U) Records created by the recordkeeping requirements herein will be maintained in case 
files for the time periods required under NARA schedules. 

I lUll 
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Appendix A: (U) Contact Information 

Office of the General Counsel 

National Security Law Branch 

Policy and Legislative Review Unit 

FBI Headquarters, rooml 

A-1 

J. Edgar Hoover Building 

935 Pennsylvania A venue, NW 

Washington, DC 20535 
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Appendix B: (U) Key Words and Acronyms 

(U) Key Words 

(U)I 

I 
(U) I !responsive buslness records that a business generated and 
maintained in the ordinary course of business 

I 

I 

(U) FISA BR information: business records information that is acquired by the FBI pursuant to 
50 U.S.C. § 1861 of the Foreign Intelligence Surveillance Act. Under §1861, such information 
includes "any tangible things (including books, records, papers, documents, and other items) for 
an investigation ... " to obtain foreign intelligence information not concerning an US PER or to 
protect against international terrorism or clandestine intelligence activities, provided that an 
underlying investigation of an USPER is not conducted solely upon the basis of activities 
protected by the First Amendment to the Constitution. 
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(U) Metadata: refers to "Dialing, routing, addressing or signaling information associated with a 
communication, but does not include information concerning the substance, purport or meaning 

" 
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(U) USPER: as it relates to BR information, is "a citizen of the United States, an alien lawfully 
admitted for permanent residence ... , an unincorporated association a substantial number of 
members of which are citizens of the United States or aliens lawfully admitted for permanent 
residence, or a corporation which is incorporated in the United States, but does not include a 
corporation or an association which is a foreign power, as defined in subsection (a)(l), (2), or 
(3)." (50 U.S.C. § 180l(i)). 

(U) Acronyms 

ACC additional case coordinator 

ADC associate division counsel 

AGG-DOM Attorney General's Guidelines For Domestic FBI Operations 

BR business records (e.g., BR information, BR order) 

BRSMP business records standard minimization procedures 

CDC chief division counsel 

I 
I I 

I I 
EC electronic communication 

ELSURSMP Electronic Surveillance and Physical Search Conducted Under 
the Foreign Intelligence Surveillance Act 

FBI Federal Bureau of Investigation 

FBIHQ Federal Bureau of Investigation Headquarters 

FISA Foreign Intelligence Surveillance Act 

I I I 
LHM letterhead memorandum 

NARA National Archives and Records Administration 

NSB National Security Branch 

NSDOI National Security Division, Office of Intelligence (DOJ) 
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NSLB 

OGC 

PCC 

I 
I 

SMP 

US PER 

National Security Law Branch 

Office of General the Counsel 

primary case coordinator 

I 
standard minimization procedures 

United States person; U.S. person; US person 
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