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Source, Reference, and Dissemination Information 

Source Summary 
Statement 

(U//FOUO)  This IIF is based on government press releases and press reporting. We have 
high confidence in the information obtained from government press releases as it 
derives from law enforcement investigations and court proceedings. We have high 
confidence in the information obtained from press reporting as it consists information 
provided by law enforcement regarding arrested individuals. 

(U//FOUO)  We have medium confidence in our assessment that domestic terrorists 
probably will pose an increased threat to government facilities and personnel in 2021. 
New reporting of ongoing threats, attempts, or intent to target government facilities 
and personnel would increase our confidence in this assessment. 

Definitions (U//FOUO)  Anarchist Extremist: Any groups or individuals who facilitate or engage in 
acts of unlawful violence as a means of changing the government and society in 
support of the belief that all forms of capitalism and corporate globalization should be 
opposed, and that governing institutions are unnecessary and harmful to society.

(U//FOUO)  Anti-Government Extremist: Groups or individuals who facilitate or engage 
in unlawful acts of violence directed at federal, state, or local law enforcement, other 
government officials, critical infrastructure or government facilities in order to affect 
the conduct of a government or influence the policy of a government by intimidation or 
coercion, in response to their belief that their liberties are being taken away by the 
perceived unconstitutional or otherwise illegitimate actions of government officials or 
law enforcement. Some form of this belief is common to several violent extremist 
ideologies, including sovereign citizen extremism and militia extremism; 
anti-government extremists differ from these other categories in that they do not 
subscribe to these violent extremist ideologies in total, but often adopt elements of 
these ideologies, including the use of violence in furtherance of their ideology.

(U//FOUO)  Domestic Terrorism: Any act of unlawful violence that is dangerous to 
human life or potentially destructive of critical infrastructure or key resources 
committed by a group or individual based and operating entirely within the United 
States or its territories without direction or inspiration from a foreign terrorist group. 
This act is a violation of the criminal laws of the United States or of any state or other 
subdivision of the United States and appears to be intended to intimidate or coerce a 
civilian population, to influence the policy of a government by intimidation or coercion, 
or to affect the conduct of a government by mass destruction, assassination, or 
kidnapping. A domestic terrorist differs from a homegrown violent extremist in that 
the former is not inspired by and does not take direction from a foreign terrorist group 
or other foreign power. 

(U//FOUO)  Militia Extremists: Groups or individuals who facilitate or engage in acts of 
unlawful violence directed at federal, state, or local government officials or 
infrastructure in response to their belief that the government deliberately is stripping 
Americans of their freedoms and is attempting to establish a totalitarian regime. These 
individuals consequently oppose many federal and state authorities’ laws and 
regulations (particularly those related to firearms ownership) and often belong to 
armed paramilitary groups. They often conduct paramilitary training designed to 
violently resist perceived government oppression or to violently overthrow the 
US Government. 

(U//FOUO)  Radicalization: The process through which an individual changes from a 
non-violent belief system to a belief system that includes the willingness to actively 
advocate, facilitate, or use unlawful violence as a method to effect societal or political 
change. 
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(U//FOUO)  White supremacist extremists: Groups or individuals who facilitate or 
engage in acts of unlawful violence directed at the federal government, ethnic 
minorities, or Jewish persons in support of their belief that Caucasians are intellectually 
and morally superior to other races and their perception that the government is 
controlled by Jewish persons. 

Reporting Suspicious 
Activity 

(U)  To report suspicious activity, law enforcement, Fire-EMS, private security 
personnel, and emergency managers should follow established protocols; all other 
personnel should call 911 or contact local law enforcement. Suspicious activity reports 
(SARs) will be forwarded to the appropriate fusion center and FBI Joint Terrorism Task 
Force for further action.  For more information on the Nationwide SAR Initiative, visit 
http://nsi.ncirc.gov/resources.aspx. 

Dissemination (U//FOUO)  Federal, state, local, tribal, and territorial law enforcement and homeland 
security partners.  

Warning Notices & 
Handling Caveats 

(U)  LAW ENFORCEMENT SENSITIVE: The information marked (U//LES) in this 
document is the property of DHS and may be distributed within the Federal 
Government (and its contractors), US intelligence, law enforcement, public safety or 
protection officials, and individuals with a need to know. Distribution beyond these 
entities without DHS authorization is prohibited.  Precautions should be taken to 
ensure this information is stored and/or destroyed in a manner that precludes 
unauthorized access.  Information bearing the LES caveat may not be used in legal 
proceedings without first receiving authorization from the originating agency. 
Recipients are prohibited from subsequently posting the information marked LES on a 
website on an unclassified network. 

(U)  Warning: This document contains UNCLASSIFIED//FOR OFFICIAL USE ONLY 
(U//FOUO) information that may be exempt from public release under the Freedom of 
Information Act (5 U.S.C. 552). It is to be controlled, stored, handled, transmitted, 
distributed, and disposed of in accordance with DHS policy relating to FOUO 
information and is not to be released to the public, the media, or other personnel who 
do not have a valid need to know without prior approval of an authorized DHS official. 
State and local homeland security officials may not share this document with critical 
infrastructure and key resource personnel or private sector security officials without 
further approval from DHS. 

(U)  All US person information has been minimized.  Should you require US person 
information on weekends or after normal weekday hours during exigent and time 
sensitive circumstances, contact the Current and Emerging Threat Watch Office at

@HQ.DHS.GOV. For all other inquiries, please contact the 
Homeland Security Single Point of Service, Request for Information Office at 

@hq.dhs.gov, @dhs.sgov.gov, @dhs.ic.gov. 

1 (U); NBC Washington; “Pro-Trump Mob Storms US Capitol; 4 Dead”; 6 JAN 2021; 
https://www.nbcwashington.com/news/local/president-trumps-supporters-to-protest-in-dc-as-
congress-certifies-electoral-college-vote/2530914/; accessed on 7 JAN 2021; (U); Online News Source. 

2 (U); Associated Press; “The Latest: Trump promises ‘orderly transition’ on Jan. 20”; 7 JAN 2021; 
https://apnews.com/article/ap-electoral-college-congress-7af85d3c702e070464d7713c42cf254a; 
accessed on 7 JAN 2021; (U); Online News Source. 

3 (U); Multiple Authors; Washington Post; “Pro-Trump forums erupt with violent threats ahead of 
Wednesday’s rally against the 2020 election”; 5 JAN 2021; 

(b)(6),
(b)(7)(E)

(b)(6),(b)(7)(E)

(b)(6),(b)(7)(E) (b)(6),(b)(7)(E)
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https://www.washingtonpost.com/technology/2021/01/05/parler-telegram-violence-dc-protests/; 
accessed on 7 JAN 2021; (U); Online News Source. 

4 (U); Katie Shepard; Washington Post; “An officer was gunned down. The killer was a ‘boogaloo boy’ 
using nearby peaceful protests as cover, feds say.”; 17 JUN 2020; 
https://www.washingtonpost.com/nation/2020/06/17/boogaloo-steven-carrillo/; accessed on 1 DEC 
2020; (U); Online News Source. 

5 (U//FOUO); DHS I&A Background and Analysis 
6 (U); DOJ; “Ohio Man Sentenced to Life in Prison for Federal Hate Crimes Related to August 2017 Car 

Attack at Rally in Charlottesville, Virginia”; 28 JUN 2019; https://www.justice.gov/opa/pr/ohio-
man-sentenced-life-prison-federal-hate-crimes-related-august-2017-car-attack-rally; accessed on 1 DEC 
2020; (U); Government Press Release. 

7 (U); Mike Baker and Hallie Golden; New York Times; “Portland Protesters Smash Windows of Local 
Democratic Party Headquarters”; 20 JAN 2020; https://www.nytimes.com/2021/01/20/us/portland-
protest.html; accessed on 29 JAN 2021; (U); Online News Source. 

8 (U//LES); DHS; FIR-0020-21; 20 JAN 2021; DOI 18-20 JAN 2021; (U//LES) Individuals Using Hand 
Held Tools and Organized Tactics to Breach Department of Homeland Security Building in San 
Francisco, California, January 2021; Extracted information is U//LES; Overall document classification 
is U//LES. 

9 (U); Brian Contreras and Paige Cornwell; The Seattle Times; 14 JUL 2019; “Armed man attacking 
Tacoma’s ICE detention center killed in officer-involved shooting”; 
https://www.seattletimes.com/seattle-news/crime/tacoma-police-armed-man-throwing-incendiary-
devices-shot-outside-ice-detention-center/; (U); Online News Source. 

10 (U) Department of Justice Criminal Complaint US versus Adam Fox, Barry Croft, Ty Garbin, Kaleb 
Franks, Daniel Harns, and Brandon Caserta. 

11 (U) Kyle Cheney and Nick Niedzwiadek; Politico; “FBI reveals elaborate plot by Michigan militia 
members to kidnap Whitmer  8 October 2020; 
https://www.politico.com/news/2020/10/08/gretchen-whitmer-kidnapping-plot-michigan-427953; 
Extracted information is (U); overall classification is (U); 

12 (U) Department of Justice, 28 January 2020, Federal Indictments Returned In Delaware And Maryland 
Charging Three Alleged Members Of The Violent Extremist Group "The Base" With Federal Firearms 
And Alien-Related Charges | USAO-DE | Department of Justice 

13 (U) Neil MacFarquhar and Adam Goldman; New York Times; 22 January 2020; “A New Face of White 
Supremacy: Plots Expose Danger of the ‘Base’; Extracted information is (U); Overall classification is 
(U).  

14 (U) Department of Justice; 8 December 2020; Member of the Violent Extremist Group “The Base” Pleads 
Guilty in Maryland to Federal Charges for Transporting an Illegal Alien-a Fellow Base Member Whom 
He Knew Was Planning to Engage in Subversive and/or Criminal Activity in the United States; 
Extracted information is (U); Overall classification is (U). 

15 (U//FOUO); DHS OSCO; DHS-OSIR-04001-0072-21; 15 NOV 2020; DOI 14 NOV 2020; (U//FOUO) 
Social media user attempts to incite violence during an event in Washington, DC; Extracted 
information is U//FOUO; Overall document classification is U//FOUO. 

16 (U//FOUO); DHS OSCO; DHS-OSIR-04001-0072-21; 15 NOV 2020; DOI 14 NOV 2020; (U//FOUO) 
Social media user attempts to incite violence during an event in Washington, DC; Extracted 
information is U//FOUO; Overall document classification is U//FOUO. 

17 (U); Dan Lamothe; Washington Post; “Police: Air Force pilot beaten by masked ‘anarchists’ after 
displaying Confederate flags”; 9 SEP 2015; 
https://www.washingtonpost.com/news/checkpoint/wp/2015/09/09/police-air-force-pilot-beaten-
by-masked-anarchists-after-displaying-confederate-flag-on-motorcycle/; accessed on 8 DEC 2020; (U); 
Online News Source. 
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18 (U); DOJ; “Keebler Pleads Guilty To Attempted Destruction Of Federal Property By Use Of An 
Explosive”; 26 APR 2018; https://www.justice.gov/usao-ut/pr/keebler-pleads-guilty-attempted-
destruction-federal-property-use-explosive; accessed on 8 DEC 2020; (U); Government Press Release. 

19 (U); Robert Gavin; Times Union; “Feds: militia member spoke of attacking Albany buildings”; 26 OCT 
2016; https://www.timesunion.com/local/article/Feds-Milita-member-spoke-of-attacking-Albany-
10416261.php; accessed on 8 DEC 2020; (U); Online News Source. 

20 (U); Deb Hipp; Courthouse News Service; “Plot to Kill President Obama Foiled in Missouri”; 18 MAR 
2015; https://www.courthousenews.com/plot-to-kill-president-obama-foiled-in-missouri/; accessed 
on 8 DEC 2020; (U); Online News Source; (U); Online News Source. 

21 (U); The Parkersburg News and Sentinel; “Deegan sentenced over threats”; 15 APR 2016; 
https://www.newsandsentinel.com/news/local-news/2016/04/deegan-sentenced-over-threats/; 
accessed on 8 DEC 2020; (U); Online News Source. 

22 (U); DOJ; “Staten Island Man Arrested in Connection with Threats to Kill Protesters, Politicians and 
Members of Law Enforcement”; 10 NOV 2020; https://www.justice.gov/usao-edny/pr/staten-island-
man-arrested-connection-threats-kill-protesters-politicians-and-members; accessed on 30 NOV 2020; 
(U); Government Press Release. 

23 (U); CBS SF Bay Area; “COVID: Math Teacher Linked To ‘Boogaloo’ Movement Ordered To Trial For 
Threatening Santa Clara County Health’s Dr. Sara Cody”; 7 NOV 2020; 
https://sanfrancisco.cbslocal.com/2020/11/07/covid-math-teacher-linked-to-boogaloo-movement-
ordered-to-trial-for-threatening-santa-clara-county-healths-dr-sara-cody/; accessed on 30 NOV 2020; 
(U); Online News Source. 

24 (U); DOJ; “Federal Grand Jury Indicts Three Men For Seeking To Exploit Protests In Las Vegas And 
Incite Violence”; 17 JUN 2020; https://www.justice.gov/usao-nv/pr/federal-grand-jury-indicts-three-
men-seeking-exploit-protests-las-vegas-and-incite; accessed on 30 NOV 2020; (U); Government Press 
Release. 

25 (U); Multiple Authors; Los Angeles Times; “Far-right ‘boogaloo boys’ linked to killing of California law 
officers and other violence”; 17 JUN 2020; https://www.latimes.com/california/story/2020-06-17/far-
right-boogaloo-boys-linked-to-killing-of-california-lawmen-other-violence; accessed on 20 NOV 2020; 
(U); Online News Source. 

26 (U); DOJ; “Self-Described Member Of “Boogaloo Bois” Charged With Riot”; 23 OCT 2020; 
https://www.justice.gov/usao-mn/pr/self-described-member-boogaloo-bois-charged-riot; accessed 
on 1 DEC 2020; (U); Government Press Release. 

27 (U); Timothy Bella: Washington Post; “A 19-year-old with a van full of guns and explosives plotted to 
assassinate Biden, federal officials say”; 23 OCT 2020; 
https://www.washingtonpost.com/nation/2020/10/23/biden-treisman-assassination-plot/; accessed 
on 30 NOV 2020; (U); Online News Source. 

28 (U); Myah Ward; Politico; “Florida man who struck Republican voter tent motivated by Trump 
opposition”; 11 FEB 2020; https://www.politico.com/news/2020/02/11/gregory-timm-florida-
trump-114089; accessed on 20 NOV 2020; (U); Online News Source. 

29 (U); Brian Contreras and Paige Cornwell; The Seattle Times; 14 JUL 2019; “Armed man attacking 
Tacoma’s ICE detention center killed in officer-involved shooting”; 
https://www.seattletimes.com/seattle-news/crime/tacoma-police-armed-man-throwing-incendiary-
devices-shot-outside-ice-detention-center/; (U); Online News Source. 

30 (U); Multiple Authors; NBC News; “Gunman dead after shootout with police outside Dallas court 
building”; 17 JUN 2019; https://www.nbcnews.com/news/us-news/suspected-gunman-shot-after-
opening-fire-outside-dallas-court-building-n1018251; accessed on 20 NOV 2020; (U); Online News 
Source. 


