@ha.dne.gov; NN <-<.<.c-;
@hq.dhs.gov]; _@hq.dhs.gov]; -
r

ent. ue 021 2:48:32 PM (UTC-05:00)
Subject: RE: Some Possible Assistance with Your Data Challenge

-’

Unfortunately, | do not think this data set will be useful to you regarding your current needs.

Regarding your questions below, | am afraid | do not have the answers. In my role as the middleman here, | must confess an
ignorance to the exact nature and extent of our collection process.

What | might suggest as a next step - especially since you noted that awareness of possible data sets would be helpful to your team -
is that | can set up a meeting between your team, our collections team, and our privacy office. | think this will allow you to have a

more fruitful discussion and see where there might be the possibility for collaboration.

Does that sound like a good next step? Please let me know what you would like to do!

Best,

, Program Manager

National Threat Evaluation & Reporting (NTER) Program
Partner Engagement | Field Operations Division

Office of Intelligence & Analysis

U.S. Department of Homeland Security

@hqg.dhs.gov
Cell

Sent: Monday, April 19, 2021 10:52 AM

e@hq.dhs.gov>

@HQ.DHS.GOV>

Subject: RE: Some Possible Assistance with Your Data Challenge

]

Thanks for following up. This product line sounds interesting and we have briefly discussed the possibilities of potentially using
existing datasets as opposed to collecting our own. | am not sure if the dataset I&A has curated will align with our needs, but | am
definitely interested in learning more about it and discussing internally.

For our current needs, we are hoping to collect thematic data from a message board called Incels.co . Obviously, extremism is
increasingly spreading through social media and other online platforms, so we would like to be able to collect scientific data for
research purposes from platforms such as Twitter or other message boards in the future. We are not, however, necessarily
requesting access to intelligence products. It's important for us to be able to disseminate our work to the public, academia, and
NGOs for both general awareness and scientific transparency. We are also not necessarily interested in collecting data on
individuals; rather we are more interested in group-level data and themes. Even if we cannot use the data, | think it may be
important for our own awareness and capacity building to understand how the data is collected, analyzed, and disseminated.
Understanding how your group does it may help us better define our own needs and articulate how we intend to use the data.

In response to your questions:

* What is the lawful Mission S&T is seeking to accomplish?
o All of our work in terrorism and targeted violence prevention is routed in the DHS Countering Terrorism and
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Targeted Violence Implementation Plan (attached) and aligns specifically to Goals 1 (to understand the evolving
terrorism and targeted violence threat environment) and 3 (prevent terrorism and targeted violence).

* If S&T is functioning as a technology partner (via social science research), who is their customer and what is their lawful

mission?
o The Social Science Tech Center is in the Enduring Science Branch of the Office of Science and Engineering. Part of our
mission it to provide foundational research on topics that are of interest to the public and the scientific research
communities. In other words, we do not necessarily always have a customer to whom we are delivering a knowledge
product or recommendation. In many instances we are funding research in order to bring greater awareness or
resources to a topic or topic area, with the intent of disseminating the research back to the public and academia. In
other instances, we also provide SME support to another S&T group the Office of Mission & Capability Support (MCS)
who do support other DHS programs, but the current research goals involving social media data collection are limited
to the Enduring Science Branch, and do not have a customer per say. Having said that, we do often solicit the input of
other components and offices in DHS and the government on things such as inclusion criteria, variables, formatting of
outputs because we want our research to be beneficial to their missions as well. Law enforcement and intelligence are

not the primary or intended end user, but they are a stakeholder. Academia, NGOs, and public interests are our
“customers.”

General questions | would have about the data for your team:

1. Isit a continual drip of information over time, or does it have a definitive beginning and end?
2. What are the data sources?

3. How is the data stored and accessed — are there clearance considerations?
4. What are the inclusion criteria for the database?

CC’'ing our newest member to the SSTC team_

Thanks again,

Sent: Friday, April 16, 2021 9:52 AM
@hq.dhs.gov>; @hq.dhs.gov>
@hqg.dhs.gov>; @hq.dhs.gov>;_
@HQ.DHS.GOV>

Subject: Some Possible Assistance with Your Data Challenge

B -

Good morning! | hope you have had a good week.

When we spoke, you mentioned that you had some difficulty in identifying data sets of social media-related threat information
(Forgive me if I’'m misremembering the exact phrasing of the issue). We have a product line at I&A that may include data you could
use. | spoke with our Intelligence Oversight folks and based on my recounting of the general facts of your team and the ask, they
said that sharing the data we have might be possible but they will need more information to make an actual determination.

To that end, are you still interested in this type of data? If so, -and | can facilitate a meeting between you and our
Intelligence Oversight/Collections folks so that they can explain the dataset in question, you can explain your product lines, how

you intend to use the data, and answer any questions they have. They identified several questions/clarifications related to the use
of this dataset:

¢ What is the lawful mission S&T is seeking to accomplish?

¢ If S&T is functioning as a technology partner (via social science research), who is their customer and what is their lawful
mission?
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Please let us know your thoughts on this and how you would like to proceed!
Best,

, Program Manager
National Threat Evaluation & Reporting (NTER) Program
Partner Engagement | Field Operations Division
Office of Intelligence & Analysis
U.S. Department of Homeland Security

@hg.dhs.gov
—Cell
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@ha.cns.gov; N =« <= oo I

2021 7 49: 38 AM (UTC-05:00)
Subject RE: Some Possible Assistance with Your Data Challenge

-I

Good morning!

How would March 7 (Friday) at either 10am or 11am work for your team?

Best,

, Program Manager

National Threat Evaluation & Reporting (NTER) Program
Partner Engagement | Field Operations Division

Office of Intelligence & Analysis

U.S. Department of Homeland Security

@hg.dhs.gov
—Cell

Sent: Wednesday, April 21, 2021 10:13 AM

@hq.dhs.gov>

@HQ.DHS.GOV>

Subject: RE: Some Possible Assistance with Your Data Challenge

il

Thanks again for following up.

We are very interested in meeting with your collections team and privacy office to learn more about how you collect, store,
analyze, and disseminate data collected from social media. Can we possibly look to scheduling something for the week of May 3¢?
Please include myself— on the invite from our group. Our calendars are up to date.

Let us know if we need to prepare anything or send anything in advance.

rror [ ENEHENNRICN < s ¢ov>
Sent: Tuesday, April 20, 2021 3:54 PM

@hq.dhs.gov>
@hq.dhs.gov>;_TP@hq.dhs.gov>;_
r@HQ.DHS.GOV>
Subject: RE: Some Possible Assistance with Your Data Challenge
|
Unfortunately, | do not think this data set will be useful to you regarding your current needs.

Regarding your questions below, | am afraid | do not have the answers. In my role as the middleman here, | must confess an
ignorance to the exact nature and extent of our collection process.
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What | might suggest as a next step - especially since you noted that awareness of possible data sets would be helpful to your team -
is that | set up a meeting between your team, our collections team, and our privacy office. | think this will allow you to have a more
fruitful discussion and see where there might be the possibility for collaboration. It would also give those teams a better idea of
your program and allow them to clarify any questions they have.

Does that sound like a good next step? Please let me know what you would like to do!

Best,

, Program Manager

National Threat Evaluation & Reporting (NTER) Program
Partner Engagement | Field Operations Division

Office of Intelligence & Analysis

U.S. Department of Homeland Security

@hg.dhs.gov

—Cell

Sent: Monday, April 19, 2021 10:52 AM

@hq.dhs.gov>

@HQ.DHS.GOV>

Subject: RE: Some Possible Assistance with Your Data Challenge

ol

Thanks for following up. This product line sounds interesting and we have briefly discussed the possibilities of potentially using
existing datasets as opposed to collecting our own. | am not sure if the dataset I&A has curated will align with our needs, but | am
definitely interested in learning more about it and discussing internally.

For our current needs, we are hoping to collect thematic data from a message board called Incels.co . Obviously, extremism is
increasingly spreading through social media and other online platforms, so we would like to be able to collect scientific data for
research purposes from platforms such as Twitter or other message boards in the future. We are not, however, necessarily
requesting access to intelligence products. It's important for us to be able to disseminate our work to the public, academia, and
NGOs for both general awareness and scientific transparency. We are also not necessarily interested in collecting data on
individuals; rather we are more interested in group-level data and themes. Even if we cannot use the data, | think it may be
important for our own awareness and capacity building to understand how the data is collected, analyzed, and disseminated.
Understanding how your group does it may help us better define our own needs and articulate how we intend to use the data.

In response to your questions:

® What is the lawful Mission S&T is seeking to accomplish?
o All of our work in terrorism and targeted violence prevention is routed in the DHS Countering Terrorism and
Targeted Violence Implementation Plan (attached) and aligns specifically to Goals 1 (to understand the evolving
terrorism and targeted violence threat environment) and 3 (prevent terrorism and targeted violence).

» If S&T is functioning as a technology partner (via social science research), who is their customer and what is their lawful
mission?
o The Social Science Tech Center is in the Enduring Science Branch of the Office of Science and Engineering. Part of our
mission it to provide foundational research on topics that are of interest to the public and the scientific research
communities. In other words, we do not necessarily always have a customer to whom we are delivering a knowledge
product or recommendation. In many instances we are funding research in order to bring greater awareness or
resources to a topic or topic area, with the intent of disseminating the research back to the public and academia. In

REL0000002283



other instances, we also provide SME support to another S&T group the Office of Mission & Capability Support (MCS)
who do support other DHS programs, but the current research goals involving social media data collection are limited
to the Enduring Science Branch, and do not have a customer per say. Having said that, we do often solicit the input of
other components and offices in DHS and the government on things such as inclusion criteria, variables, formatting of
outputs because we want our research to be beneficial to their missions as well. Law enforcement and intelligence are
not the primary or intended end user, but they are a stakeholder. Academia, NGOs, and public interests are our
“customers.”

General questions | would have about the data for your team:

. Is it a continual drip of information over time, or does it have a definitive beginning and end?
. What are the data sources?

. How is the data stored and accessed — are there clearance considerations?

. What are the inclusion criteria for the database?

AW N

CC'ing our newest member to the SSTC team_.

Thanks again,

Sent: Friday, April 16, 2021 9:52 AM
@hq.dhs.gov>; @hq.dhs.gov>
r@HQ.DHS.GOV>

To
Subject: Some Possible Assistance with Your Data Challenge

I -

Good morning! | hope you have had a good week.

When we spoke, you mentioned that you had some difficulty in identifying data sets of social media-related threat information
(Forgive me if I’'m misremembering the exact phrasing of the issue). We have a product line at I&A that may include data you could
use. | spoke with our Intelligence Oversight folks and based on my recounting of the general facts of your team and the ask, they
said that sharing the data we have might be possible but they will need more information to make an actual determination.

To that end, are you still interested in this type of data? If so,- and | can facilitate a meeting between you and our
Intelligence Oversight/Collections folks so that they can explain the dataset in question, you can explain your product lines, how

you intend to use the data, and answer any questions they have. They identified several questions/clarifications related to the use
of this dataset:

¢ What is the lawful mission S&T is seeking to accomplish?

¢ If S&T is functioning as a technology partner (via social science research), who is their customer and what is their lawful
mission?

Please let us know your thoughts on this and how you would like to proceed!
Best,

, Program Manager
National Threat Evaluation & Reporting (NTER) Program
Partner Engagement | Field Operations Division
Office of Intelligence & Analysis
U.S. Department of Homeland Security
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@hg.dhs.gov
—Cell
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To: @hg.dhs.gov]
Sent: ri :09: -05:00)

Subject: CONOPS edits
NTER MTP CONOPS ES v2.docx

-I

Please see the attached. | tried to reorganize the sections to fit the new format of our BTAI structure.

Let me know if you have any questions!

Best,

, Program Manager

National Threat Evaluation & Reporting (NTER) Program
Partner Engagement | Field Operations Division

Office of Intelligence & Analysis

U.S. Department of Homeland Security

@hg.dhs.gov
—Cell
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