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(U) OFFICE OF THE INSPECTOR GENERAL

(L) Chartered by the NSA Director and by statute. the Office of the Inspector General conducts
audits, investigations, inspections. and special studies. Its mission is to ensure the integrity.
efficiency. and effectiveness of NSA operations. provide intelligence oversight. protect against
fraud. waste. and mismanagement of resources by the Agency and its affiliates. and ensure that
NSA activities comply with the faw. The OIG also serves as an ombudsman, assisting NSA/CSS
employees. civilian and military.

(U) AUDITS

(1) The audit function provides independent assessments of programs and organizations.
Performance audits evaluate the effectiveness and efficiency of entities and programs and their
internal controls. Financial audits determine the accuracy of the Agency’s financial statements.
All audits are conducted in accordance with standards established by the Comptroller General of
the United States

(U) INVESTIGATIONS

(L) The OIG administers a system for receiving complaints (including anonymous tips) about
fraud. waste, and mismanagement. [nvestigations may be undertaken in response to those
complaints, at the request of management. as the result of irregularities that surface during
inspections and audits. or at the initiative of'the Inspector General.

(U) INTELLIGENCE OVERSIGHT

(U) Intelligence oversight is designed to insure that Agency intelligence functions comply with
federal faw. executive orders. and DoD) and NSA policies. The IO mission is grounded in
bl

Executive Order 12333, which establishes broad principles under which 1C components must
accomplish their missions.

(U) FIELD INSPECTI ONS

(U) Inspections are organizational reviews that assess the effectiveness and efficiency of Agency
components. The Field Inspections Division also partners with Inspectors General of the Service
Cryptologic Elements and other 1C entities to jointly inspect consclidated cryptologic facilities,
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TO: DISTRIBUTION

SUBJECT: (U) Revised Report on the Special Study: Assessment of Management
Controls Over FAA §702 (8T-11-0009}—ACTION MEMORANDUM

1. (U/ /46861 This revised report summarizes the results of our special study
of management controls that ensure compliance with Section 702 of the Foreign
Intelligence Surveillance Act {FISA) Amendments Act of 2008 (FAA §702) and the
Targeting and Minimization Procedures associated with the 2011 Certifications. It
reflects changes made based upon additional information provided subsequent to the
release of the original report on 8 November 2012, The report documents our
analysis, findings, and recommendations for improvement. I also notes other areas
that merit attention.

2. (U HFEYB}In accordance with NSA/CSS Policy 1-60, NSA/ CSS Office of the
Inspector General, and 1G-11358-12, Follow-up Procedures for QIG Report
Recommendations, actions on OIG recommendations are subject to monitoring and
follow-up until completion. Consequently, we ask that you provide a written report
concerning each OPEN recommendation in the following circumstances: when your
action plan has been fully implemented or has changed or if the recommendation is no
longer valid. The report should provide sufficient information to show that corrective
actions have been completed. If a planned action will not be completed by the target
date, please state the reason for the delay and give a revised completion date. Reports
should be sent t0| | Follow-Up Program Manager, at e-mail DL
D1_Followup (ALIAS) D1,

3. {u/ /’Fﬁﬁ'@j-We appreciate the courtesy and cooperation extended to our
staff throughout the special study. For additional information, please contact
| ' jon 963-1422(s) or via e-mail at|

/% iy £

(b)(6) -~ Aﬂ‘@% %/QQW

(b)}{3)-P.L. 36-36 DR. GEOR ELLARD
Inspector General




DOCID: 4273133

=t5++F DISTRIBUTION:
DIRNSA

SID (T. Shea)

NTOC (R. Ledgett)

TD (L. Anderson)

DOC (J. DeLong)

OGC (R. De}

ADET (J. Majoros)

cc: Exec DIR (I, Fleisch)
CoS {E. Brooks}
SID DDIR (R. Moultrie)

DDCR
DDAP
DDDA

SID Co8s

Chief, SV

D1, SIDIGLIAISON
DL ntocreg

DL d_comply_tasker
DL TD_REGISTRY
DL d_gc_tasker

“(b)(3)-P.L. 86-36
(b)(6)

IG
D/IG

D1 |
DIT

D12

D13

D14




DOCID: 4273133

(U) TABLE OF CONTENTS

(U) EXECUTIVE SUMMARY ..overeorvcoreereeeeseseesesass srenseesassssensesssseesessoesesenessasessesesesmaseesseasssassenees i
I. {U) INTRODUCTION ............. e et et ettt seeeetnr e 1
ll. (U/HFOHO) FINDINGS RESOLVED DURING THE REVIEW ..ovvvvvvreeeeereremmsnsens s sssssenens 11
Il (UIHFQUOFFINDINGS AND RECOMMENDATIONS .ovivvveeicsesisersessserssssncnsessmsesssssnsasmsosssae 13

(U/H=2do) FINDING ONE: PERFORMANCE STANDARDS, PERFORMANCE METRICS, AND
COMPLIANCE ENFORCEMENT MEASURES FOR TARGETING AND MINIMIZATION

PROCEDURES ARE INCOMPLETE .oiititiieiiieieret e is s et ot een it ean e e e r et is 2eetanannsc e rrrnas 13
(bY(1) | —{SHNFYFINDING TWO: CERTAIN FAA §702 -SELECTORS | |
(b)(3)-P.L. 86-36 et el 19
(b}(3)-50 USC 30244ll=atsery FINDING THREE: OVERSIGHT REQUIREMENTS OF FAA §702 TARGETING

PROCEDURES AND NSA POLICY ARE NOT FULLY ADDRESSED ......oooiviiiiiiiiiiiiiiee e 21

(U/FeE) FINDING FOUR: SOME DOCUMENTATION SUPPORTING FAA §702
RESPONSIBILITIES HAS NOT BEEN KEPT UP-T0-DATE AND REQUIRES REORGANIZATION

ACROSE NOA WWEB PAGES e e 25
(/S FINDING FIVE: INCREASED AUTOMATION OF PROCESSES SUPPORTING
FAA §702 Is NEEDED TO ENSURE COMPLIANCE AND REDUCE ERRORS .......oooocoiiviniinnnnenn, 29
(U6 FINDING SiX: THe FAA §702 CURRICULUM NEEDS TO BE UPDATED AND THE
TRAINING REQUIREMENT ENFORCED .....vviivviiieeiii e e et e e 35
IV, (L) OBSERVATIONS L vcciiririctns e irerrrcers s rrsssiss s rees sarraesannssasssnsnte s rasnssmnrs snenensers 39
V. (U/FOHE) SUMMARY OF RECOMMENDATIO NS ... e e e cnncnsene s 41
Vi. (U) ABBREVIATIONS AND ORGANIZATIONS ..ot i reen s smresnas 45

APPENDIX A: (U) About the Study
APPENDIX B: (U) Control Requirements and Management Controls
APPENDIX C: (U) Full Text of Management Response



DOCID: 4273133

(U) This page intentionally left blank,

H



DOCID: 4273133

(U) EXECUTIVE SUMMARY

(U) Overview

—{ PRS- The National Security Agency/Central Security Service
(NSA/CSS} conducts activities under the authority of Section 702 of the
Foreign Intelligence Surveillance Act of 1978 Amendments Act of 2008
(FAA §702), a key source of information on foreign targets. Since FAA's
inception, reporting based on FAA §702 collection has grown from an
average of reports per month to more t:hanl FAA B702 reports are
sourced from collection obtained with the assistance of
U.8. communications service providers. The majority of the callection

:is from Internet Service Providers {PRISM traffic), and the
remainder (telephony and upstream Internet traffie} is obtained from b))
I |the Internet hackbone. (b)(3)-P.L. 86-36

(U/ HEOHER For the Agency to retain this important tool in support of its
mission, it must ensure compliance with FAA §702. NSA/CSS has
implemented policies and control procedures, including training, access
control, multiple levels of review, and oversight, This system of controls is
designed to provide reasonable assurance of compliance with the statute
and FAA §702 targeting and minimization procedures that form the basis for
the affidavits made by the NSA Director concerning the Agency’s use of the
authority.

(U/ /Roo+The {indings represent improvements needed to the overall
control environment in which the FAA §702 authority is used. In a later
review, the Office of the Inspector General will conduct compliance and
substantive testing to draw conclusions on the efficacy of the management
conitrols.

~ta

(b)(1)
(b){3)-P.L. 86-36
{b){3)-50 USC 3024(i)

(U) Highlights

(U/ FRetet Although the OIG did not identify areas of non-compliance with the
targeting and minimization procedures, we identified six areas in which contrels
over compliance withh FAA §702 should be improved:

- (UIFEH6T Assessment of performance against compliance standards
Establishing accountability for compliance requires clear performance
standards, measurement of actual performance against those standards,
reporting results, and implementation of corrective action. These
processes are not fully developed,

! . :‘l..'

i
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(b){1)
(b}(3)-P.L. 86-36
(b}(3)-50 USC 3024(i)

(b}(3)-P.L. 86-36

o —LFSHEHHNE |

—F5H5HA Dissemination process

A review of FAA §702 -sourced serialized dissemination does not include
steps to verify that, when MCTs were used to support what is being
disseminated, the multiple communications transaction {(MCT)
documentation required was prepared in accordanc e with the
minimization procedures.

(/IS Documentation deficiencies

Some internal Standard Operating Procedures and other internal
FAA §702 guidance have not been kept up to date and require
reorganization by subject across internal NSA web pages.

(U]
would improve purge execution, training

compliance, and production of compliance alerts.

(U//=oH83 Training update and enforcement

Adjudicators (personnel responsible for approving targeting requests) do
not have a documented, standardized version of their training for
reference. In addition to the initial FAA §702 training required before
accessing FAA data, analysts are now required to take a new FAA §702
applications course on compliant targefing requests and targefing
maintenance. However, the requirement for the applications course is
not yet enforced.

(U) Management Action

(U/ FPE96eF Signals Intelligence Directorate personnel agreed with the Inspector
General recommendations, and the planned actions meet the intent of the
recommendations.
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(U) INTRODUCTION

(U) Background

(U) Sources of Section 702 Foreign Intelligence Surveillance Act (FISA)
Amendments Act of 2008 (FAA §702) collection (b)(3)-P.L. 86-36

—FSAFS- FAA §702 data is composed of Digital Network Intelligence

{b)(1)
(b)(3)-P.L. 86-36

(DNE) and Dialed Number Recognition (DNR) data. DNI is Signals

Intelligence (SIGINT} received from Internet Service Providers (I8Ps) with the

assistance of the Federal Bureau of Investigation {(FBI) (the PRISM program)

and from |fupstream collection). Analysts submitting

FAA §702 tasking can| |
DNR data is SIGINT obtained via mtercept of the telephone

network. NSA has the authority fo acquire communications to, from, or, in

the case of DNI collection froml |about tasked selectors.

(U) Requirements of FAA §702

S The target of collection must be a non-U.S. person (USP} who is

reasonably believed to be located outside the United States and possesses, is
expected to receive, and/or is likely to communicate fereign intelligence

|FAA §702 Certifications:

{b)(1)
(b)(3)-P.L. 86-36
{b)(3)-50 USC 2024(i)

=5 FAA 8702 requires the Attorney General to adopt targeting and
minimization procedures in support of the statute. The targeting and
minimization procedures are documented in each Certification. DIRNSA's
affidavit for each certification provides information regarding how the
Government will implement those procedures and states that:

e

p)(1)

b)(3)-P.L. 86-36
5)(3)-50 USC 302
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« Reasonable procedures are in place to ensure that acquisition under
the Certification is limited to targeting non-USPs reasonably helieved
to be located outside the United States.

« Targeting procedures are reasonably designed to prevent the
intentional acquisition of domestic communications.?

= Acquisition is for the purpose of obtaining foreign intelligence
information within the scope of each Certification,

*  NSA will follow specific minimization procedures.

> NSA may provide the Central Intelligence Agency (CIA) and the FBI
unminimized communications acquired through this autherity.

(U) Independent measure of compliance performance

—3++H The Agency's compliance with FAA §702 is subject to bi-monthly

review by the Department of Justice (DOJ) and the Office of the Director of
National Intelligence {ODNI}, who review disseminations, queries of U.S.
person identifiers, compliance incidents, and the targeting requests for all
new and retasked selectors for the period as well as the supporting
information for a sample of the selectors. These entities have reported a
very small number of errors,

(U) Objective and Scope of Review

(U/ /PO The objective of the OIG review was to assess the adequacy of
management controls to ensure reasonable compliance with FAA §702. This
analysis was based on review of published and draft guidance and certain
controls in systems supporting application of the authority. We also
interview ed managers and analysts responsible for targeting, approval, and
oversight subject to FAA §702 requirements. Testing of the controls
identified will be the subject of a later review.

{U) Standards of internal Control

(U} We assessed management controls against the Government
Accountability Office’s Standards for Internal Control in the Federal
Governunent, November 1999, which presents the five standards that define
the minimum level of quality acceptable for management control in
government: Control Environment, Risk Assessment, Control Activities,
Infermation and Communications, and Monitoring.

(U} Internal control, or management control, comprises the plans, methods,
and procedures used to meet missions, goals, and objectives. It provides

‘-3 Domestic communications. according 16 Scetion 2 of the FAA §702 Minimization Procedures. are all

communications other than forgign communicalions. inctuding shose in which the sender and all intended recipients
are reasonably believed to be located in the Uniled States at (he time of sequisition, Foreign communicalions must

have al {east one communicant ouiside the United States,
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reasonahle assurance that an entity is effective and efficient in its
operations, reliable in its reporting, and compliant with laws and
regulations. NSA/CS8S Policy 7-3, Managers® Internal Control Program,

14 February 2012, advises that evaluations of internal control consider the
requirements outlined by the GAQ standards. The Office of the Inspector
General (QIG) evaluate s management control against the standards.

(U) Targeting and Minimization Procedures: Basis for Compliance

(o)1)
{b)(3)-P.L. 86-36

{b)(1)

(b){3)-P.L. 86-36
(b}{3)-50 USC 3024(i

(b)}1)

(Uy Targeting

wlferd-Eder- N The targeting procedures specify that NSA will make a
determination about “whether a person is a non-United States person
reasonably believed to be outside the United States in light of the totality of
the circumstances based on the information availahle with respect to that
person,| |

| With respect to the foreign intelligence

purpose lor the targeung, the procedures require N5A to assess “whether the
target possesses and/or is likely to communicate foreign intelligence
infermation concerning a foreign power or foreign territory....” With respect
to documentation, “analysts who request tasking will document in the
tasking database a citation or citations to the information that led them to
reasonahly believe that a targeted person is located outside the United
States” as well as “identify the foreign power| |about which
they expect to obtain foreign intelligence information pursuant to the
proposed targeting.”

—t&77¥Fr The submitted targeting request, is then subject to an adjudication

review by specialiy trained personnel]

— 575t Obligation to review target status Once collection begins,

analysts are responsible for conducting “post-targeting analysis to detect
those occasions when a person who when targeted was reasonably believed
to be located outside the United States has since entered the Umted States,
and...enable NSA to take steps to prevent the intentional acquisition of any
communication as to which the sender and all intended recipients are
known at the time of acquisition to be located in the United States, or the
intentional targeting of a person who is instde the United States,” per the
targeting procedures. NSA’s Guidance to Analysts on Obligation fo Reviety
Data Under...the FISA Amendments Act (OTR Guidance), states that, after
tasking, “analysts are required to verify the foreignness and nature of the
target | The OTR Guidance
states that the targeting analyst must perform initial target verification
within five business days of first receipt of data, verifying that the:

« User of the selector is the intended foreign intelligence target,

(b)(3)-P.L. 86-36 CRET ,-
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s Target remains appropriate under the Certilication cited in fasking,
ard

»  Target remains outside the United States and/or there is no
information to indicate that the target is inside the United States.

kS The On-Going Target Review section of the OTR Guidance states
that analysts must| |to uphold
that there has been no change in the target’s status that would require
adjustment to maintain NSA’s compliance. At least every 30 days...the {b)(1)
review should confirm that the: {P)(3)-P.L. 86-36

= Selector remains associated with the intended target,
+  Target remains appropriate to the Certification cited,

= Target remains outside the United States and/or there is no
information to indicate that the target is inside the United States, and

= Type of data being obtained is not routinely of a type that is subject to
immediate destruction reguirements [i.e., domestic communications).

—t37A - nlormation that demonstrates a change in any of these factors
might require detasking the selector, destroying or otherwise handling
collected traffic in accordance with the minimization procedures, and notice
to the Agency’s overseers

(U} Oversight and reporting

(U/ [Foe+ The Agency must:

+  Train those targeting and those approving targeting or accessing
FAA §702 information ;

«  Ensure that FAA §702 raw traffic is stored only in authorized
repositories and is accessible only to these whe have had the proper
training ; and

«  Conduct spot-checks of targeting decisions, intelligence
disseminations, and queries of data repositories for compliance.

() Minimization

{U/ /FEHE) The minimization procedures are designed to protect USP
information during acquisition, processing, retention, and dissemination of
information ohtained by targeting non-USPs reasonahly believed to be
focated outside the United States. They require that the Agency ensure that:

« Acquisition is conducted in a manner designed, to the greatest extent
feasible, fo minimize the acquisition of information not relevant to the
authorized purpose of the acquisition,

= Personnel...exercise reasonahle judgment in determining whether
information acguired must e minimized and...destroy inadvertently
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acquired communications of or concerning a USP at the carliest
practicable point in the processing cycle [unless the data can be
retained under exception provisions detailed in the minimization
procedures]; and

= Report(s) based on communications of or concerning a USP may be
disseminated...if the identity of the USP is deleted and a generic term
or symbol is substituted so that the information cannot reasonably be
connected with an identifiable USP. Otherwise, dissemination of
intelligence reports based on communication of or concerning a USP
may be made te a recipient requiring the identity of such person only
for the performance of official duties but only if meeting [certain]
criteria.

{U) Control Environment

(L) Reliance on manual controls

(U/ /[FE56) A significant number of the procedures and controls established
to ensure compliance with FAA §702 and NSA’s court-approved targeting
and minimization procedures are manual. Thus, training, supervisory
reviews, and oversight are critical elements of the control structure.
Modifications to the systems relied on for targeting, collection, and
processing continue to:

» Improve the ability to purge information when required,
« ldentify and prevent instances of over-collection, and

»  Improve efficacy and efficiency of processing and oversight,
. o ] o)

(U/AEEE) Realignment of responsibility

(U) SID has restructured operations to better manage FAA §702 processing
and compliance.

* '{'SHWI |assumed
responsibility for adjudicating FAA §702]

(by(1)
(b)(3)-P.L. 86-36

. R |

- (U/ FFEEOF 82 Mission and Compliance performs lanctions
supporting use of the authority, as well as additional oversight of
FAA §702 processing and compliance {8V continues to perforin much
of the direct oversight of targeting. | I |
assumed responsibility from SV for:

(B){3)-P.L. 86-36

bl
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0 Execution of purges related to FAA §702 incidents {removal
from data repositories of records ineligible for retention under
the authority}.

0 Implementation of a purge adjudication process to better
ensure completeness of purges.

0 Development of processes and tools to enhance compliance
while reducing the burden on analysts,

0 Training and oversight of targeting adjudicators , and

0 Preparation of additiona | management measures, including
metrics, to improve accountahility.

(U) Continued precess improvement

—BSF5HAYE The Agency has undertaken several reviews of NSA systems
and processes, as well as the data acquired from communications providers
and other Agency sources under FAA §702 authority, in response to
compliance incidents and questions raised by the Foreign Intelligence
Surveillance Court {FISC). These reviews and other efforts to improve
compliance and efficiency of operations have resulted in several changes to
the processes and controls supporting the Agency’s use of the authority.

—{8NP SID continues to take steps to improve FAA §702 compliance.
* In addition to FAA §702 training that focuses on legal requirements

for use of the authority, a new course, “FAA702 Practical
Applications,” was released]

{b)(3)-P.L. 86-36

«  SID continues to make changes to the targeting tool to support
b)) compliance and increase efficiency (see Findings Resolved During the
(b){3)-P.L..86-36 Review, p. 9). (b)3)-P.L. 86-36
- SID completed thel |pr0ject
~1p reduce errors in targeting requests, the most significant gaps

identified included a lack of standardized feedback to targeting
analysts for the reasons targeting requests failed approval

insufficlent management reporting of denied targeting
requests, and the need to increase accountability and compliance for
targeting. Corrective actions, including standardized denial reasons,
management reporting of denial metrics,| |
iwere implemented. These actions reduced average
weekly demials of targeting requests by 24 percent. | !

[ tmproved
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L0
k>l

compliance with required internal procedures for selector
management, and reduced the risk of incidents,

(U) Definitions

{U) Annual Centribution Evaluation {ACE): The Agency’s performance
management system based on established individual performance
objectives and performance elements.

Adjudicators: Personnel| | (b)(3)-P.L. 86-36
with responsibility for reviewing and approving FAA §702
targeting requests.

(U/ [ Feue | |

which provides authorization atiributes and access control services to
enterprise programs and projects.

PS5 Digital Network Intelligence (DNI): SIGINT derived from
_________ communications involving Internet-based selectorsl |
(b){(3)-P.L. 86-36 | | . o
(b)(3)-50 USC 3024(i) —S/7SH/MF Dialed Number Recognition {DNR): Colléction processD
{ ]from telephony systems.

{U) Foreignness: Asscssment and documentation supporting the
determinationn of reasonable beliel that a target is not a United States
person and is outside the United States.

U/ JRedei| | A corporate compliance tool that serves asa
streamline d access control mechanism, | | checks that
individuals meet the necessary mission, framing and clearance required
for initial account access to SIGINT tools and databases.

{U/ Arereren] i

{b)3)-P.L. 86-36

(U//Eo6) Master Purge List (MPL): NSA's central record of SIGINT
collection, including records derived from that collection, which NSA has
purged. The list includes| |that have been
marked for purge or have been purged fromL__ |
systems that are used in sourcing fraffic for SIGINT reporting.
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o)1)
{b)(3)-P.L. 86-36

(b)(3)-50 USC 3024(i) .

ib)(3)-P.L. 86-36

fﬁi(s,}.-P.L. 86-36

LB R Multiple Communications Transaction (MCT): Traffic

containing more than one discrete communication. This traffic might
contain discrete communications that are not to, from, or about tasked
selectors. Upstream collection might contain both discrete and MCT
traffic and could inciude MCTs of non-targeted individuals that contain a
tasked selector.

{U//F@-H-G—)l |_A database repository that provides storage and

retrieval nﬁ content, Itis a raw SIGINT storage

. gystem.

W NSA's primary storage, search, and retrieval
mechanism for SIGINT l It is a raw
SIGINT storage system.

FPS7FSHHF PRISM: PRISM refers to the portion of'the FAA 702 collection

architecture wherein individual electronic communication service providers
provide Internel communications|
| | that, in general. are hosted by the provider. |

(U/ /POB6+ Product Lines (PLs): | lalso known as
production centers. They have authority for tasking and reporting on
SIGINT tarcets. | i

[U) Purge: The on-demand removal of data items, rendering them
unreco verable through standard mission data access mechanisms.

(U/ /FEHEH

(U//Foe4-Raw SIGINT: Any SIGINT acquired either as a result of
search and development or as targeted collection operations against a
foreign intelligence target before the information has been evaluated for
foreign inteiligence and minimized in accordance with the applicable set
of minimization procedures. .

U/ et i | A controlled information
management system which is the authoritative data source for a given

configuration managed data element and is governed in accordance with
NSA/CSS Policy] |

(U//Foter E_A SID organization that
leads planning and acquisition efforts forf |
ljcollection of intelligence,

(U/ Fetor| | Asip

initiative whose objective was to reduce targeting errors, thereby
improving processing efficiency and compliance for FAA §702
transactions. '
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) ; -

-—-FP&H‘-S—I#N'F“} Upstream Collection: NSA's interception of Internet

[located on the United

o) - communications acquired from|

(b}(3)-P.L. 86-36 States’ Internet “hackbone” conducted with the assistance of electrome
{b)(3)-56 LlfSC 3024(i) communications service pmviders who are located inside the United
States and have been served with FAA §702 directives. This collection

method

FAA §702 DNI collection (PRISM).

18 distinguished from other

_ -!(-S#S-I-#NF')I I The targeting tool for
(b)(3)-P.L. 86-36 submitting DNI and DNR targeting compliant with FAA and other SIGINT
autherities,
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1. (U/AFFSY0F FINDINGS RESOLVED DURING THE REVIEW

(UIIFBYe} Incompatibility between Assigned Authorities

l land Compliance Controls for FAA §702

&N+ One of the primary NSA internal control mechanisms that ensure
compliance with FAA §702 Targeting Procedures is the adjudication of
targeting requests before tasking., This review confirms that the target and
associated selector are tasked under the proper FAA §702 Certification, the
target is not a USP, the target is outside the United States (foreign}, and the
determination of reasonable beliel of foreignness is properly supported. An

(b){3)-P.L. 86-36

(U/ /EGE6 SV was aware of this gap between the NSA-required internal
{B)3)-P.L. 86-36. control and implementation of the internal control within the tool, and it
o was resolved| |

I |
—{5#NF}) Increased Risk of FAA §702 Non-Compliance for

| |Tasked Selectors

—t5++F To support compliance with FAA §702, automated OTR notices that
a required review of target communications is due are generated
and sent to analysts. | |

(b)(3)-P L. 86-36

s

11
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Hl. (U/FBYOY FINDINGS AND RECOMMENDATIONS

(U/FOUS) FINDING ONE: Performance Standards,
Performance Metrics, and Compliance Enforcement
Measures for Targeting and Minimization Procedures

Are Incomplete

(U/F6H6} Establishing accountability for compliance requires clear performance
standards, measurement of actual performance against those standards,
reporting results, and implementation of corrective action. These processes are
not fully developed.

(U) Elements of an Effective Compliance Oversight Program

84NN S A has established a pre-tasking process that includes reviews of

targeting requests for compliance with the targeting procedures. The

targeting request must be approved hefore the selectors are released for
(b)(3)-P.L. 86-36 ~ ~ tasking and collection. | ]

i |

U/ a0 Effective compliance oversight requires the development of
measurable standards against which actual performance can be assessed.
Comparison of performance against these standards must be reported
regularly to management for timely review and follow-up action. Together,
these elements provide the means to establish accountability and initiate
action to improve compliance.

{U) Shared Responsibility for Oversight

TIS7T7NET Monitoring compliance with FAA §702 targeting and mimimization
procedures hHas become a shared responsibility within the Agency. Before
2010, SID SV had primary responsibility for monitoring the Agency’s
application of FAA §702 autharity. |

(b)(1)
{b)(3)-P.L. 86-36

—fS3HH As personnel outside SV assumed more of the responsibility for
adjudicating FAA §702 targeting 1'equests,[::: trained new adjudicators

—TOPSECRETSTNOFORN— (b)(3)-P.L. 86-36
13
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and assumed oversight of the targeting queue. Statistics on the targeting
gqueue provide an assessment of the timeliness of the adjudication process
and the means to evaluate the adeguacy of the number of adjudicators given
the volume of targeting requests. | 1

(b)1)
{b)(3)-P.L. 86-36

[ [Although these
statistics inform management of the overall processing of targeting requests,
they do not provide qualitative information regarding the accuracy of target
requests submitted and approved and compliance with the targeting
procedures.

(h)(3)-P.L. 86-38
(U/ e+ SV's continuing oversight of analyst and adjudicator
performance is effected through reviews of targeting requests (see Finding
Three}, participation in bi-monthly overseer reviews, and management of
FAA §702 mncident reporting. Errors identified in targeting requests are
communicated to the analyst, adjudicator, and After overseer 60-
day reviews, SV prepares feedback briefings to inform adjudicators of
overseer findings. The briefings also provide metrics on the reasons for
denial of targeting requests, trends identified in SV's review, and guidance
onn FAA §702 targeting procedures. Incident reports are also analyzed to
identify trends that might require action. SV's oversight provides a critical
assessment of compliance with FAA §702 independent of those requesting
targeting, This feedback, however, ig not provided to the managers
responsible for the targeting analysts and adjudicators.

(U) Development of FAA §702 Compliance Metrics - (P)3)-P.L.86-36

(U/ AEE6Y 82 Compliance & FISA Staff:] provides some metrics for
FAA 8702 processing and compliance, including weekly reports on the
targeting request queue|
| } The process to establish complete standards and
measures {or assessment of compliance continues.

(U/ /#0864 To support effective monitoring of the Agency's use of FAA §702
authority, metrics must be:

» Based on clear and consistent expectations of performance for all
targeting analysts and adjudicators within the Agency and

(b}(3)-P.L. 86-36
LU Reven] ' |
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= (Generate sufficient detail to facilitate action by the adjudicator or
targeting analyst. (b){(3)-P.L. 86-36

(U /40y The development of these metrics by|:|is not asseciated
with the Comprehensive Mission Compliance Program, a group of NSA
initiatives to achieve reasonable assurance that the SIGINT and Information
Assurance missions are conducted in accordance with the laws and policies
that protect USP privacy. The program includes monitoring and
assessments, including trend analysis.

(U} Incomplete Implementation of Processes to Ensure Targeting
Proficiency and Compliance Accountability

(U/ /FEEe3 In 2010, SID completed tht.‘l:lproject, a Lean Six Sigma

project to reduce targeting errors and improve processing efficiency and

compliance for FAA transactions. The project team comprised personnel

: from| |

{D)3)P.L86-36 | [Although several of the

recommendation§ ffoiﬂ' |h-ave been fmplemented, recommendations

that focused on accountability for targeting accuracy have not. The

study recommended for FAA analysts:

+ Employee performance review objectives for compliance with targeting
requirements;

+ Periodic metrics to leaders in organizations responsible for targeting
(original focus was on denial metrics for FAA §702 targeting requests);
and

= Progressive measures o improve compliance with targeting
standards, including removal of FAA §702 targeting authority.
' (b)}{(3)-P.L. 86-36
(U/ Fe6+ Although not addressed by thel study, similar actions are
neecded to assess, monitor, and remediate the quality of targeting reviews
conducted by adjudicators.

(U /20884 To measure and increase targeting proficiency of the work force,
including targeting under FAA §702 authority, SID has developed
the Targeting Workforce Readiness Standard {(WRS), a lunctional Job
Qualification Standard (JQS) for all Agency personnel involved with
targeting. [ts purpose is to establish the standard targeting tasks along with
the knowledge, skills, and abilities necessary to complete the tasks at a
defined proficiency level.? The standard is supperted by training and
assessment plans (standard tests and on-the-job training evaluations). The
WRS is under review and not fully implemented. Associated development

(U EQBG+A functional JOS defines the standard of performance for a broad SIGINT function. such as targeling
or repoting . and crosses skill communities. work roles, and personnel types. It applies (o civilians (and conlractors)
as well as military personnel, The functional JQS. once completed ot the specified proficiency fevel. accompanics
the individuat across PLs and SID.
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plans and a means to track progress are being created within the Associate
Directorate for Education and Training’s (ADET] Enterprise Learning
Management (ELM) architecture and include much of the required training
(classroom and on-the-job) for FAA §702 targeting analysts to achieve full
proficiency. Implementation of the WRS and associated training and
assessments will provide a means to achieve accountability for compliance
with targeting requirements and ensure training standardization and
enforcement. Development of FAA §702 metrics based on the WRS
proficiency standards would support the performance measurement
commponent of the WRS,

{U//FeUe) Establish for FAA §702 targeting analysts and adjudicators ACE
performance objectives based on completion of a specified proficiency level
of the Targeting Workforce Readiness Standard and ELM training plan.

wwes#NE)-ACTION:I I
() Management Response _ (b)(3)-P
U/ /#0468 AGREE SID| |are preparing an ELM plan for

target analysts and adjudicators. The ELM plan will be broken dewn into
proficiency levels, thereby allowing the analvst to register for the correct
fraining as stated in the ACE objective. The ELM plan for the Targeting
Worlfforce Readiness Standard for FAA §702 will be campleted

for all National Cryptolegic School (NCS) courses. Enforced

registration in the ELM program and targeting proficiency statistics to the
individual level as well as completion rate of anv required FAA §702

training (NCS courses) will be Compietedl | Structured on-
the -job training will be phased in.
(U) Status: OPEN )
{U) Target Completionr Date: l | ~ {b}{3)-P.L. 88-36

(U) OIG Comment

{U//#646+ Planned action satisfies the intent of the recommendation.

16
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(UIFSH6 Develop metrics and management reporting to:

« {UHFOUEY Measure targeting analyst and adjudicator compliance
with FAA §702 targeting and minimization procedures and

« (LAY Support analysis of trends indicative of changes needed in

training or guidance.

(UIIFOHS) Coordinate this process with the Comprehensive Mission
Compliance Program.

—SHNEY ACTION: |

L

(U) Management Response
-5 AGREE | |as part of the

SID Lean Six Sigma Team. Participants will assess the feasibility of
developing metrics to evaluate de-targeting trends and process
deficiencies. Final implementation will depend on technical capabilities
and deployment schedules.
{U) Status: OPEN

(U} Target Completion Date: I I

(U) OIG Comment
(U/ /#e6+ Planned action satisfies the intent of the recommendation,

{3)-P.L. 86-36

(3)-P.L. 86-36
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ibich) —SHNFY FINDING TWO: Certain FAA §702 Selectors

(b}(3)-P.L. 86-36
(b}(3)-50 USC 3024(i)

YTSHSHN |

~+&HMET Verification that Authorized Selectors Are on Cellection

(b)(1)
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)

—SHOHNFY] |
P33 The Q1G%s Report on the Assessment of Management Controls
to Implement the Protect America Act (PAA) of 2007 (3T-08-0001), 7 April

2008,
(b))
{b){3}-P.L. 86-36
(b)({3)-50 USC 3024(i)

P S
(b)(1)

(b}3)-A.L. 86-36

{b}(3)-90 USC 3024(i)

19
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(b}1)
{b){3)-P.L. 86-36
(b)(3)-50 USC 3024(i)

(b)1) -
(b}(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)
(U/IFOH6F ACTION:
(U) Management Response {b}(3)}-P.L. 86-36
~{FE3+~N AGREE | |

(b)(1) U7 Status. OPEN
b)(3)-P.L. 86-36 o .

{b;{3;~50 USC 3024(i) {U} Target Completion Date: I f
{U) 0iG Comment

(U/ /#eH4 Planned action satisfies the intent of the recommendation.

(b}3)-P.L. 86-36
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(UIF646) FINDING THREE: Oversight Requirements of

FAA §702 Targeting Procedures and NSA Policy Are Not

Fully Addressed

“TTSHSHNF-SV oversight of FAA §702-sourced dissemination has not been
modified to address requirements for multiple communication transactions. SV
is implementing a new process for oversight of audits of FAA §702 database

gueries.

(UIFOUBS Oversight of FAA §702 Dissemination

(b)(3)-P.L. 86-36

—t-NEL The FAA §702 targeting procedures associated with the 2011
certifications require that SV perform “periodic spot checks...of intelligence
disseminations to ensure compliance with established procedures....” SV
performs spot checks of both serialized dissemination and dissemination of
evaluated minimized traffic,

Sy SH N FAA §702 minimization procedures establish unique
requirements that analysts must implement. This includes the requirement
that analysts document steps talken to verify that discrete communications
within collection containing MCTs are eligible for dissemination. SV’s spot-
checlk of serialized dissemination dees not include steps to verify that, when
MCTs were used to support what is being disseminated, the MCT
documentation required was prepared in accordance with the minimization
procedures,

(U] fEO5e
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{b)(3)-P.L. 86-36

-FFSHEHAEY Although not required by the minimization procedures, SV
should include in the spot-check of serialized disseminations of FAA §702-
sourced material procedures to evaluate analysts’ compliance with the
documentation requirements pertaining to dissemination based on discrete
communications within MCTs. The spot-check should also evaluate proper
use of| loer NSA policy.

(UIfFBYSY ACTION: SV

() Management Response

147N+ AGREE | _ R R )6
i to modify the methodelogy and process
for spot-checking disseminations of FAA §702-sourced material.

{U) Status: OPEN

(U} Target Completion Date:

(U) O1G Comment

{U/ /#6064 Closure of this recommendation will be evaluated upon receipt
of documentation supporting the action taken,

{U) Oversight of Targeting Decisions

(B)(3)-P.L. 86-36

(b)(1)
(b)(3)-P.L. 86-36

(b){3)-50 USC 3024(i)

{(b)(3)-P.L. 86-36

5 FAA §702 targeting procedures requirve that SV “conduct ongeing

oversight activities and make any necessary reports, including those relating
to incidents of noncompliance [with the FAA 8702 targeting
procedures]...and ensure that necessary corrective actions are taken to
address any identified deficiencies.” SV achieves oversight of targeting
decisions through several means:

- Adjudicators| |
| |review FAA §702 targeting requests for
compliance with the FAA 8702 targeting procedures and NSA's
implementation guidance. | !

i | SV's review includes analysis of the adequacy of
the foreignness support for these targeting requests. |

= SV adjudicates selectors nominated by the CIA, after review hy NSA

personnel |

| Ithe FBI

[
L)

P.L. 86-36
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ok WA

implemented its own process for nominating selectors. These are also
adjudicated hy SV}

= BV reviews | ]s-eiectars before (0){3)-P.L. 86-26
sending them to the overseers hi-weekly. | | ]

|

SV evaluates the targeting request for inconsistencies or inaccuracies
and might review the sources cited to support foreignness if 3V
question s information | |

1 i

» A full review, including sources supporting foreignness, is conducted
for all targeting requests selected for review by DOJ/OD NI

Supporting decumentation was reviewed for:I of the (P}3)-P.L. 86-36

targeting requests submitted for a recent review period.

—t37MFt Together, these processes give 5V a perspective on the guality of the
FAA §702 targeting and adjudication processesi |

{ '(b)(sj-P.L. 86-36

(U/ /o864 An assessment of compliance with the targeting procedures,
based on SV's reviews of targeting requests, is not reported to management.
Such reporting would aid in identification of trends, analysts and
adjudicators whose performance demonstrates a need for additional
training, and autheritative guidance in need of improvement,

(U/tkQUD Periodically provide management an assessment of targeting
analyst and adjudicator performance against the legal and policy
requirements for FAA §702 targeting based on SV reviews of targeting
requests. Coordinate with FAA §702 metrics reporting (see
Recommendation 2).

(U/ESUEY ACTION: SV

{U) Management Response

U AGREE Per the requirements of Recommendation 2,

will incorporate metrics for management's assessment.
{U} Status: OPEN
(U} Target Completion Date: | [

(U) OIG Comment

(U/ /456t Planned action satisfies the infent of the recommendation.

(b)(3)-P.L. 86-36




DOCID: 4273133

{U) Oversight of FAA §702 Raw Traffic Repositories

{U/ FROEE6+ The FAA §702 targeting procedures for the 2011 certifications
require that SV conduct periodic spot-checks of queries against repositories
containing unevaluated and unminimized FAA §702 traffic. All queries of
databases containing raw SIGINT content are subject to daily review by
auditors assigned to each targeting analyst. Under U.S. Signals Intelligence
Directive (USSID) CR 15610, Section A2.9, auditors must be trained in
accordance with SV standards or meet with SV for a brieling on auditer
responsibilities before conducting audits. USSID CR 1610 also requires that
SV conduct “super audits” of ali interactive raw SIGINT database systems.

(U/ [t Daily audits of queries assess compliance with FAA §8702 query
requirements., QOversight of the audits is necessary to ensure that they are
properly and consistently executed. However, such reviews are not
performed with regularity. SV has piloted and will soon fully implement a
new super audit process that will examine the justifications for queries and
evaluate guery terms for foreignness using various Agency databases.

(U/HEOLG} Implement the super audit process and provide periodic feedback
to FAA §702 auditors and their management on the quality of audit
performance.

(UIIFOYGY ACTION: SV

(U} Management Response

(U/ o0y AGREE SID/SV has fully implemented the super audit
process for FAA 702, SID requests closure of the recommendation,
(U Status: OPEN

(U) OIG Comment

{Uj+FeHo4 Closure of this recommendation will be evaluated upon receipt
of documentation supporting the action taken.




DOCID: 4273133

(UIFSH0) FINDING FOUR: Some Documentation Supporting
Use of FAA §702 Authority Has Not Been Kept Up-to-Date
and Requires Reorganization Across NSA Web Pages

(UW/AOH6} Guidance supporting compliant use of FAA §702 authority is
maintained in several locations and is not fully organized by subject. Some of the
guidance is outdated., Two Standard Operating Procedures (SOPs) provide
differing guidance on the adjudication process. SOPs for some oversight
functions have not been developed.

{U) Maintenance of FAA §702 Guidance

(U/ 63 Part of the function of NSA’s SOPs and other forms of guidance
on FAA 702 is to instruct analysts and adjudicators in the proper use of
FAA §702 authority. Included in the guidance are such topics as targeting,
| | dissemination, incident reporting, and the requirements
for approval of FAA §702 targeting requests.

(b)(3)-P.L. 86-36
(U/ /[Fede These instructions are found in several places, including the
FAA, SV, and:h\reb pages, the 5V SharePoint site, and web pages
maintained by individual S2 preduct lines. It is unclear whether some of
the guidance is current because it refers only to PAA, the predecessor to
FAA. In addition, much of the information on the FAA web page is
presented as tips or appears in memorandum form, making it unclear
whether it cairies the same degree of authority as the SOPs.

~SASHHS Some of the links from the FAA web page to the guidance ‘
documents do not work such as the|  {b}3)-P.L. ¢
Material

1s not Tully organized by topic. Thus, to access complete miormation on a
topic, a user might have to search through working aids, frequently asked
questions, and other references.

(U /) [ Thie FAA web page, which should be the 1)111nd1Y source of
{b)(3)-P.L. 86-36  authoritative guidance, is owned by the| |
51D's FAA §702 Implementation Tead has been ptanning to
update the guidance on this site, but other priorities, such as support for
the 2011 FAA 8702 Certification renewals, required attention.

(U} Targeting Review: Two SOPs

B LS LLNESTwo SOPs that provide gu'id.ance for adjudication of FAA §702
targeting requests have been issued. SV prepared thej |
o | |
(b}{3)-B.L. 86-36 *and thel tweb page carries thel |

The former, written primarily for
adjudicators, provides detailed descriptions of the review process, inciuding

23
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{b)(3)-P.L. 86-36

examples Dfl |and common errors. 1t IJ
In

contrast, the SOP published by} jlists the roles and responsibilities
for targeting analysts, releasers, and adjudicators reviewing FAA §702
targeting activities but does not provide a detailed description of the review
requirements. Responsibility for training adjudicators now resides in
I:] which should establish the authoritative guidance to support that
training.

{U) SOPs for Oversight Activities

(b)(1)
(b)(3)-P.L. 86-36
{b}{3)-50 USC 3024(i)

{U/ Ao SOPs are key elements of a system of management controls.
They establish performance expectations necessary to achieve corporate
objectives, mcluding compliance with established authorities,

(U/ PO The Agency’s use of FAA §702 authority is subject te monitoring
by SV, 82 Mission Support Staff, and Agency personnel who oversee
targeting analysts {including adjudicators). As noted already, guidance for
targeting analysts and adjudicators has been developed by SV and 82
Mission Support Staff. Itis important for the oversight functions to have
documented procedures to ensure consistent execution of these functions
despite stafl turnover,

et Bl LMEY Responsihilities for FAA §702 oversight have changed significantly

in the past year. SV performs reviews that support assessment of
compliance with the authority by analysts and adjudicators,]
| ]supports 60-day reviews of targeting and
dissemination by DOJ/ODNI, and manages incident report investigation and
follow -up. As personnel outside SV have accepted responsibility for review
and appreval of a significant portion of the targeting requests (including
adjudicators across the Agency), the FAA Implementation Team has
assumed responsibility for training and oversight of adjudicators and
meonitoring the targeting process. has implemented the purge
adjudication process to improve the completeness and accuracy of purges of
FAA §702 data. SOPs for these oversight functions have not been fully
developed.

(b)(3)-P.L. 86-36

{(U) Role of the Rules Management Process

(b)(3)-P.L. 86-36

{U/ A0 As part of NSA’s Comprehensive Mission Compliance Program,
the role of the ODOC] lis to gather, organize,
maintain, and provide access to the information contained in external
authorities, NSA/CSS policy, and compliance standards which govern NSA
mission activities . The FAA §702 guidance should be maintained within this
frameworl.
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{(U//BGUEY In accord with the Rules Management framework, establish a
process to maintain authoritative guidance supporting compliant execution
of FAA §702 authority:
- {U/F2H6} Organize the information to facilitate research by topic,
- {U/FedBy Coordinate changes in guidance with required training,
and {b)(3)-H
- {U/HEQHE) Establish a single SOP as the guidance for adjudication of
all FAA §702 targeting requests.

(U/FEHE} ACTION:

(UJ) Management Response
(U//#56) AGREE The following activities are in progress:

- | lare developing and updating a single SOP for
oversight, adjudication, and targeting FAA §702 functions and
training.

= Thej lis populating FAA §702
documentation into a repositorv. In Qctober 2012, SiD
worked with the| to discuss the process

and progress.
= SV will collaborate with SQI:I‘w organize the “go FAA"
and {_ |FAA” web pages.

- Guidance changes that require updates to NCS courses (within
the CRSK series) will be requested via a New Learning Solution. In
such case, will be the originator upon coordination with
SV. In addition, (see Recommendation 1) will manage
changes to the Targeting Workforce Readiness Standard and ELM
training plan.

(U) Status: OPEN
{Uj Target Completion Date:l

(U) OIG Comment

(U /[ [84e) Planned action satisfies the intent of the recommendation.

L. 86-36
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(UIIFOYE) FINDING FIVE: Increased Automation of
Processes Supporting FAA §702 Is Needed to Ensure
Compliance and Reduce Errors

~{SHEHME-The process for purge adjudication and execution relies on manual
procedures that might result in incomplete and untimely processing. Eligibility
for access to FAA §702 raw fraffic databases is not veyified after user accounts
are established. Notices supporting required reviews |are not

automated.
(ISP
. -P.L. 86-36
(U) Purg!ng of FAA §702 Records (b)3)-50 USG 3024(i)

(U/ /PO The Agency identifies communications that must be removed
from its systems by making a determination that content does not meet the
standards for retention. Such records are ineligible as sources for Acency

ref)orts and must therefore be _1‘emove.d| |

As these records are identified, they aye added to the| for

' MPL. This system contains items that have heen or are being evaluated for
(b)(3)-P.L. 86-36 purge. NSA analysts reiy-()n:]as a primary source for reporting. To
prevent improper use of purged records, all records sourced to a report are
checked against the MPL, in real time, when a report is released. The
are responsible for deleting records from their system based on an
Execute Order, which is an authoritative request to remove data from the
Completeness of the MPL as a register of records purged and full
removal of records from the I:lare critical to compliance.

(U//FEOYEH FAA 8702 records that analysts identify for purge are subject to
adjudication by personnel inE—:I The review provides assurance that
records subjectto purge are completely identified. It alse avoids purging
records eligible for retention because they were collected under authorities
_ in addition to FAA §762. | also coordinates| |
(b)(3)-P.L. 86-36 I:Ito execute the purge order.

(U/ /FEHE) The adjudication process is manually intensive . | I

|[personnel issue the execute order to the
appropriate systems and conduct {ollow -up without automated support.

o | The manual process is subject to
{(b)(3)-P.L. 86-38 error. | !

| Lack of automation to
complete the purge creates the opportuniy ot incomplete or untimely
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processing. |

{b){3)-P.L. 86-36

(U/ AR No instances of inappropriate reporting were identified during
this review which did not include testing.

(UHEP8] Increase automation of the purge adjudication and execution
processes to support complete and timely execution,

(UIIFEHOY ACTION:

(U) Management Response (b)(3)-P.L|86-36

U/ o6y AGREE SID outlined a three-phased approach to develop
requirements for automationn to improve purge process efficiency, plan a
schedule of work, and implement the new capabilities (see Appendix C for
the detailed response).
{U} Status: OPEN

{U) Target Completion Date:l [

(L) OIG Comment

{U/ e+ Planned action satisfies the intent of the recommendation,

(UIFEH9) Access Controls over FAA §702 Raw Traffic Databases

. . . b)(3)-P.L. 86-36

—==-MThe FAA §702 targeting procedures associated with the 2011( H3)
certifications require that SV establish processes to ensure that raw traffic is
accessible only to those who have had the proper training. Raw traffic

derived from FAA §702 collection is maintained in[ I

To obtain a user account and access these databases, users must be

assigned to an approved mission| jobtain the
access required for the database] | and take

required fraining. When all ol these requirements have been met,

|an automated notice that
permits establishment of an account. This process ensures that users have
a mission need to access the information, understand the restrictions for
handling the data, and have heen properly trained in FAA §702

requirements. " (b){3)-P.L. 86-36

it -
{b)}(3)-P.L. 86-36

[U//-PQ-H-@-}'] |clo‘es' not update training or access information
after accounts have been estahlished. [:::Idoes not verily that persons
accessin% FAA §702 raw tralfic databases continue to_meet eligibility criteria,

canl be used te verify this information; began using
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I:f01' this purposef | Plans for Ehave not been

(B{3)-P.L. 86-36

{B)3

established.

(U//—F@:-U-Q—)!::I provides authorization attributes and access control
services to NSA enterprise programs and projects. NSA/CSS Policy 6-31,
Authentication and Authorization Services on NSANet Resources, 26 July

-2010, requires that all jegacy data repositories and applications be

enabled. According to the policy, a system is enabled
wherl it utilizes attributes about the user, obtained from and
applies authorization decisions based on those attributes.” The
Usage Guide states that, “authorization is based on privileges held such as
security clearances, training Complefe(il I

(U/ /PEE0T Failure to verify user attributes that gualify for raw SIGINT
access increases the risk of inappropriate access to FAA §702 raw traffic
databases, although no such inappropriate access was identified by the OIG
during this study.

(U/HFOHeY Establish for repositories of FAA §702 data,| |
| a means to verify that users remain eligible for access,

(b)3)-P.L. g636  (UIFEHEY ACTION: | |

(U) Management Response

(U/ o6t AGREE | Imanages the mapping of access controls
t_hroughl |to repositories. Eligibility to access FAA §702 data

" Lis updated and reflected in |
1 are able to restrict access according to a user’s eligihility

status. This control was previously handled at a system level but is now
managed IJy-| |SID requests
closure of the recommendation,

{U) Status: OPEN

(U} OIG Comment

(U/ 08 Closure of this recommendation will be evaluated upon receipt
of documentation suppoerting the action taken.

_E i

Required Reviews of FAA §702 Selectors

(b)(1)
{b}(3)-P.L. 86-36
(b)(3)-50 USC 3024(i

— AN Under FAA §702 authority, analysts are required, before tasking

selectors, to determine that the intended target is a non-USP reasonably

)})elieved to he outside the United States and confirm that the person is

appropriate for targeting under FAA Certifications. After tasking is initiated
and collection begins, the targeting procedures require NSA to conduct post-
targeting analysis “designed to detect those occasions when a person who

- when targeted was reasonably believed to be lecated cutside the United
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States has entered the United States, and will enable NSA 1o take steps to
prevent the intentional acquisition of any communication as to which the
sender and all intended recipients are known at the time of acquisition fo be
located in the United States, or the intentional targeting of a person who is
inside the United States.”

=544 To ensure compliance with these requirements, the Agency has
implemented the Obligation to Review {OTR) process, which establishes
standards for post-tasking reviews. Initial target verification must be
compieted within five days of receipt of communications for the tasked
selector. Analysts must confirm that:

= The user of the tasked selector is the mtended foreign mtelligence
target,

¢« The target remains appropriate under the Certification cifed in
tasking and is not a USP, and

* The target remains outside the United States or there is no
information to indicate that the target is inside the United States.

—&AE-After the initial verification, analysts must review sufficient
information to verify that no change has occurred in the target’s status that
. would affect eligihility for targeting. NSA’s internal guidance directs that
{b)1) this review is to be done at least every 30 days. In addition to the
:g;g}:gol"ug%ss%z A(i) requirements for review| : _ {analysts must d-etermine
whether the collection obtained is routinely of a type that might require
prompt destruction {e.g., domestic communications).3

~HE S Automation_has been implement ed to support compliance with

the OTR requirements. |

(o)1)
(b)}(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)

R Semaze s ]

(U EQBey Guidance 1o Analvsis on Obligation 1o Review Data Under Protect America Act and Lhe FISA
Amendments Act ton the FAA web pagel
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(b)(1)
{b)(3)-P.L. 86-36
{b){3)-50 USC 3024(i)

{o)(1)
(b)(3}-P.L. 86-36
{b)(3}-50 USC 3024(i}

i

-{5H5H) Improve accountability for compliance with NSA’s internal OTR

requirement:

. l N3
(UIEOYSY ACTION: | J

{U) Management Response

TS St AGREE  SID reports that the requirements | . |
| |
are completed. | |
|

(U} Status: OPEN

(U) Target Completion Date: | |

(U} OIG Comment

(U / A6YEF Planned action satisfies the intent of the recommendation.

-Pi. 86-36

{b){3)-P.L. 86-36
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(UH2UYO) FINDING SIX: The FAA §702 Curriculum Needs to
Be Updated and the Training Requirement Enforced

(U8} Although the new FAA §702 course significantly improved training
content, additional subjects should be considered, and the training should be
enforced. An online resource supporting adjudicator training is needed.

(U} Analyst Training

(U) SID has significantly improved training for FAA §702

(U/ FEEE) All personnel with access to FAA §702 raw traffic databases
must take the training course “FISA Amendments Act (FAA) Section 7027
{(OVS3C1203), which provides students with an understanding of the legal
policies and minimization procedures for this authority.

(b)(3)-P.L. 86-36

~S-LLNEY “PAA 702 Practical Applications;”| |
f | teaches application of FAA §702 authority. The course is part of the
1 | which is establishing common

standards and processes for SIGINT targeting and creating training and
competency assessment mechanisms to support those standards. “FAA702
Practical Applications” will provide a tool to improve analyst understanding
of how to apply FAA §702, including clear examples of documentation that
meets the legal and pelicy requirements , and exercises in the use of the
principles. Topics covered in the training include targeting requirements,
selector research, documentation required to support the targeting decision,
approval of targeting requests, analyst obligation to review communications
to verify that selectors continue to meet targeting requirements, and incident
research and reporting.

(U/HFFSHET “FAATO2 Practical Applications” does not address certain topics
important to compliance with FAA §702

PSR “FAATO2 Practical Applications” focuses on targeting and
target maintenance, Certain matters were not included in the scope of the
course, including handling of incidents resulting from improper
minimization, dissemination, handling, and site tasking. Based on
interviews with SID personnel and OIG review of the course, other matters
should be considered for addition to the course:

« Expianation of the reasonahle belief standard,

+  Reporting (including the new procedures required for handling
MCTsj, :
»  Query requirements, and

«  Procedures [or sharing FAA §702-derived information within the
Agency and disseminating FAA §702-derived information to
customers.
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(b)(3)-P.L. 86-36

(U/FaHe) “FAATO2 Practical Applications” is not enforeced for targeting under
FAA §702 authority

(U/ FFeta According to 82 officials, completion of “FAA702 Practical
Applications” is required for analysts who have access to data derived from
FAA §702 collection. The course offers more detailed training in the
application of the authority and the potential to improve targeting efficiency
and compliance with FAA §702. However, the requirement to take the
course will not be enforced until ADET modifies the content to address
deficiencies identified by SID Operations personnel plan to begin
enforcing the requirement for all analysts with access to FAA §702
information | |

{U) Adjudicator Training

{b)(3)-P.L. 86-36

—5SHNE Adiudicators verify that targeting requests meet FAA §702

compliance standards before tasking. A significant training effort was

undertaken |

ut a standardized online resource is needed to support current
and future adjudicators. An online course would provide the basis for
performance standards, support consistency of training, and serve asa
ready reference when questions arise.

{(UiHFed6) Modify the FAA §702 curriculum:

= (U/HFeHE) Include additional training on incidents (e.g., from
improper minimization, dissemination), reporting requirements
unigue to FAA §702, query requirements, sharing of FAA §702-derived
information, and an explanation of the reasonable belief standard;

- (U/FOU8) Update “FAAT702 Practical Applications” and enforce the
requirement for all FAA §702 analysts to complete the course; and

«  {UHEBHBY Document the adjudicator training and make it available for
reference.

(UHHFEHET ACTION: | |

{b)(3)-P.L. 86-36
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(U) Management Response

(U/ /Fe56+ AGREE
OvVSC1203: 8V will work with ADET to update the FAA §702 (OVSC1203)

course to reflect the amended Targeting and Minimization Procedures that

the Foreign Intelligence Surveillance Court approved in September 2012,
will publish training slides onto the 82 FAA §702 Targeting

Review Guidance web page and work with ADET to update OVSC 1203

CRSK 1304 & 1305: Updates to “FAA702 Practical Applications”
(CRSK1304) and “FAA702 Adjudicator Training” (CRSK1305) were
completed| | In addition, enforced registration in the
{b}{3)-P.L. 86-26 ELM program and targeting proficiency statistics to the individual level as
well as completion rate of any required FAA §702 training (NCS courses)
will be completed{ | Structured on-the-job training will be
phased in.

(U} Status: OPEN
(U} Target Completion Date: I I

(U) OIG Comment

U/ /e Planned action satisfies the intent of the recommendation.

{U} Conclusion

(U/ M6 NSA has designed a system of management controls, including
training, policies, processes, procedures, systems, and oversight, to ensure
compliance with FAA §702. Our recommendations suggest ways to improve
the overall control environment in which the FAA §702 authority is used.

(U) This review examined the design of the controls. Compliance and
substantive testing needed to draw conclusions on the efficacy of the
management controls will be conducted in a later review.
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IV. (U) OBSERVATION S

(UIFOYe) Procedures to Improve Representations to the FISC

{b)(3)-P.L. 86-36

{U/ /Pee+In an operation as diverse as NSA, where a multitude of legacy
systems arve invelved In processing and compliance under a given authority,
it is understandable that variations might exist in systems and manual
procedures involved in the application of authority under FAA §702. These
variations have the potential to create compliance concerns when standards
are mandated for all users of an authority. | ]NSA expanded its
use of Verification of Accuracy (VoA) procedures to NSA's FAA 702
Minimization Procedures and Affidavits. NSA’s VoA procedures are to he
applied to written representations that describe NSA's acquisition,
processing, retention, analysis, and dissemination and form the basis of a
legal opinion, a FISC Order, or an Executive Branch decision or authority.
The purpose of a VoA review is to increase confidence that the
representations made to external entities are accurate and based on a
shared understanding among operational, technical, legal, policy, and
compliance officials, The VoA procedures require all factual statements
within the declarations to be verified. Subject documents must be reviewed
by authorizing individuals identified by senior leaders within the
Directorates.

(U/ /Be86e+ Additional training, maintenance of clear and updated guidance,
and continued implementation of the VoA procedure s will provide an
increased level of confidence in obtaining a consistent understanding of
Agency processes and in the accuracy of representations made regarding
these processes to outside authorities (see Recommendations 7 and 11).

(UIIF@YEY Effect of| on Compliance with FAA §702

U/ /Feuer|

13)-P.L. 86-36
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(b)(3)-P.L. 86-36

(UIFSH0) Effect of Manual Entry of Information on Targeting Requests

—t57H A significant requirement for processing fargeting requests under
FAA §702 authority is the decumentation of support for analysts’
determination that the target is outside the United States and is not a USP.

(bX(1)
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)

~=2H Before the targeting request is approved, adjudicators review the
sources documented in the targeting request that support the foreignness of

the selector. |

{b)(1)
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)
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V. (UIFGUY8) SUMMARY OF RECOMMENDATIONS

{U/#6H68F RECOMMENDATION 1

(U/IFOS) Establish for FAA §702 targeting analysts and adjudicators ACE performance
objectives based on completion of a specified proficiency level of the Targeting
Workforce Readiness Standard and ELM training plan.

{#hFY ACTION: | |
(U) Status: OPEN (b)(3)-P.L. 86-36

(U} Target Completion Date: :I
(U/Fe8Y RECOMMENDATION 2
{(U//IFOYOY Develop metrics and management reporting to:

«  Measure targeting analyst and adjudicator compliance with FAA §702 targeting
and minimization proecedures and

» Support analysis of trends indicative of needed changes in training or guidance.
(UIFOHOT Coordinate this process with the Comprehensive Mission Compliance

Program.
(S ACTION: |

(1) Status: OPEN (b}(3)-P.L. 86-36

(U) Target Completion Date: I I (b)(1)

(b)(3)-P.L. 86-36
{U/iFOUE) RECOMMENDA TION 3 {b)(3)-50 USC 3024(i})

~FSHEHMEY |
(USG5 ACTION: N

(U) Status: OPEN (b)3)-P.L. 86-36

(U) Target Completion Date: I:_I

-tHHEH0) RECOMMENDATION 4

—(FSHSHMNR) Although not required by the minimization procedures, SV should include in
the spot-check of disseminations of FAA §702-sourced material procedures to evaluate
analysts’ compliance with the documentation requirements pertaining to dissemination
based on discrete communications within MCT7s. The spot-check should also evaluate
proper use of| |per NSA policy.

(U/IFOYE ACTION: SV (b)3)-P.L. 86-36
(L) Status: OPEN
(U) Target Completion Date: | |

(U) CIG Comment: Clasure of this recommendation will be evaluated upon receipt of
documentation supporting the action taken.

41
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(U/FH87 RECOMMENDATION §

(U/F0H8Y Periodically provide management an assessment of targeting analyst and
adjudicator performance against the legal and policy requirements for FAA §702
targeting based on SV reviews of targeting requests, Coordinate with FAA §702 metrics
reporting (see Recommendation 2).

(U/EQHS) ACTION: SV

(U) Status: OPEN ) ]
(U) Target Compietion Date: | | (b)(3)-P.L. 86-36

(U/HF8HS) RECOMMENDATION 6

(U/FEHQ) Implement the super audit process and provide periodic feedback to FAA §702
auditors and their management on the quality of audit performance.

(U/FBYe4 ACTION: SV

{U) Status; OPEN SID/SV reports the super audit process is fuily implemented for FAA 702.
() OIG Comment: Closure of this recommendation will be evaluated upon receipt of
documentation supporiing the action taken.

(U/H-eHe) RECOMMENDATIO N 7

(V6889 In conjunction with the Rules Management framework, establish a process to
maintain authoritative guidance supporting compliant execution of FAA §702 authority:

= Organize the information to facilitate research by topic,
+« Coordinate changes in guidance with required training, and

+ Establish a single SOP as the guidance for adjudication of all FAA §702 targeting
requests,

(U/FEHC) ACTION: | |
{U) Status: OPEN

(1)) Target Completion Date: | ] ' (b}(3)-P.L. 86-36

{(U//FoYey RECOMMENDATION 8

(U/FH8)-Increase automation of the purge adjudication and execution processes to
support complete and timely execution.

(U/F&9€) ACTION: | | _
(U) Status: OPEN (b)(3)-P.L. 86-36
(U) Target Completion Date: | |

(U/FEPE} RECOMMENDATION 9 (b)(3}-P.L. 86-36
(U/iFe46 Establish for repositories of FAA §702 data,| a
means to verify that users remain eligible for access. .
(U/FEH6) ACTION: | | (b}(3)-P.L. 86-38

(U) Status: OPEN SID reports that aclions have been taken to resolve the recommendation and
requests its closure.

() OIG Comment: Closure of this recommendation wili be evaluated upon receipt of
documentation supporting the action faken.

42
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| .
L2t

(UHESYSY RECOMMENDATION 10
(U/HFEOES) Improve accountability for compliance with NSA's internal OTR reguirement:

(U/FEHeT ACTION: | | (b)(1)

(U) Status: OPEN (b}3)-P.L. 86-36 {(b}3}-P.L. 86-36
(L) Target Completion Date: | | (0H3)-P-L. (b}(3)-50 USC 3024(i)

(U0 RECOMMENDATION 11
(U=adOT Modify the FAA §702 curriculum:

= (U/HAOEOT Include additional training on incidents (e.g., improper minimization,
dissemination), reporting requirements unique to FAA §702, query requirements,
sharing of FAA §702-derived information, and an explanation of the reasonable
belief standard,

«  (U/HFaH0) Update “FAATO02 Practical Applications” and enforce the requirement
for ail FAA §702 analysts to complete the course; and
«  (UIFEYEY Document the adjudicator training and make it available for reference.

(U/HBYe) ACTION:
(1)) Status: OPEN

(U) Target Completion Date: | | (b){3)-P.L. 86-36

43
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Vi. (U) ABBREVIATIONS AND ORGANIZATIONS

(U} ADET Associate Directorate for Education and Training
(U) CDW Corporate Data Warehouse

-ty CIA Central Intelligence Agency
(U] DIRNSA Director of NSA

BB DN Digital Network Intelligence
S HEEDNR Dialed Number Recognition

(U) DOJ Department of Justice
(U) ELM Enterprise Learning Management
() FAA Foreign Intelligence Surveillance Act Amendments Act
(U) FBI Federal Burcau of Investigation
(Uj FISA Foreign Intelligence Surveillance Act
(U) FISC Foreign Intelligence Surveillance Court
(U) I3P Internet Service Provider
S-S MCT  Multiple Communications Transactions
(U} MPL Master Purge List
(U) NCS National Cryptologic School
== NTOC NSA/CSS Threat Operations Center
{U) ODNi Office of the Director of National Intelligence
(U) ObOoC Office of the Director of Compliance
(U) OGC Office of General Counsel
(U) OIG Office of the Inspector General
(U} OTR Obligation to Review
(U) PAA Protect America Act
(Uj BL Product Line
ol |
(U} 502 SIGINT Policy and Corporate Issues Stafl
{U) 82 SID Analysis and Production
{U}
N ()
(bK3)-P.L. 86-38(1)
(U)
(U)y 83 SID Directorate for Data Acguisition
(U
(Uy SID signals Intelligence Directorate
(U} SIGINT Signals Intelligence
(U SOP Standard Operating Procedure
(U)
(U}
{U) 5V SID Oversight and Compliance
{U) TD Technology Directorate
(U)
(U)
(U}
(U}
(U Usp U.S, person
(Uy USSID United States Signals Intelligence Directive

45
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(U)Ij I ' ‘ " (b)3)-P.L. 86-36

(U} VoA Verification of Accuracy

40
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I ]

(U) ABOUT THE STUDY

{U) Objective

(U/ A6y The objective of this study was to assess the adequacy of
management controls designed to provide reasonable assurance ol

compliance with Section 702 of the Foreign Intelligence Surveillance Act of
1978 (FISA}, as amended by the FISA Amendments Act of 2008 (FAA §702).

(U) Methodology

(U/ #6856 This study was conducted from March 2011 to February 2012
and was based on review of published and draft forms of guidance; review of
certain controls in systems supporting application of the authority; and
interviews with managers and analysts responsible for targeting, approval,
and oversight subject to FAA §702 requirements. (This report of the study’s
findings also incorporates information that was provided subsequently ,
primarily with respect to Finding Three.} Testing of the controls tdentified
will be the subject of a later review.

U/ /ROYE} The study was conducted according to the standards of the
Council of the Inspectors General on Integrity and Efficiency Quality
Standards for Inspection and Evaluation, January 2011, We believe that the
information derived from interviews and the documentation reviewed
provides a reasonahle basis for our findings, ebservations, and conclusions
according to our study objectives.

() Use of Computer-Processed Data

{U) The use of computer-processed data was not necessary to perform this
audit.

(U) Prior Coverage

(U/FPSHEY Assessment of Management Controls to Implement the Protect
America Act (PAA) of 2007

—8-HHH The Assessment of Management Controls to Implement the Protect
Ameriea Act of 2007 found that additional controls were needed to verify that
only authorized selectors were on collection and that tasked selectors were
producing foreign intelligence on the expected targets. The study also
identiflied the need for more rigorous controls to increase the reliability of
spot checks for PAA compliance {PAA was the predecessor to FAA),

—FOP-SECRETSHNOFORN—~
A-1
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(\LAed0y Audit of the FISA Amendmeni s Act (FAA) §702 Detashing
Requirem ents

=S~ The QIG Audit of the FISA Amendments Aci (FAA) §702 Detasking
Requirements |

[ {and that the Agency does not have a
consistent process to ensure a seamless transition {rom FAA §702 authority
to FBI FISA,

(b} (1)
(b} (3})-P. L. 86—36
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(U) APPENDIX B

(U) FAA §702 Control Requirements
and Management Controls
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(U) FAA §702 CONTROL REQUIREMENTS AND MANAGEMENT CONTROLS

{b) {1}
{b) {3}~P.L. 86~36

AL Many of the internal control requirements are established by the Affidavit of the Birector of NSA (BIRNSA)
submitted for each Certification. Exhibit A to the Affidavit. and Exhibit B to the Affidavit. |

] |
] ]Exhllm A establishies the Ageney's FAA G702 tavgeting procedures: the process tor determining that a person
fargeted under Section 702 of the Foreign Intelligence Surveillance Act (FISA] Amendments Act of 2008 (FAA §702)

authority is a non-U.5. persen (USP} reasonably helieved to be located outside the United States; required post-targeting
analysis to ensure that the Agency dees not intentionally rarger a person known at the time of acquisitien fo be in the
United States and does not result in intentional acquisition of domestic communications; required documentation of the
foreignnes s determination; compliance and oversight; and steps required for departure from the procedures. Exhibit i3
containg the minimization procedures €o he used for information cellected. In addition to the contrel requirements
established by the affidavits and exhibits, the Standards for [nternal Control in the Federal Government provide a
general framework of controls thai should be incorporated into daily operafions.

(U] This document provides a summary of the infernal controls in place to meet these require ments.
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Assessment
Control Objective’ Source Control Description
Good Adequate 'mp'::f;‘;em
{U TARGETING PROCEDURES
1 b {tJy Determination of Whether the Accuisition (U} Exhilit A Targeting Requitements:
Targets Mon-USPs Reasonably Belleved 1o Be s
tocated Quiside the United States |
LStk 54 determines whether a person is a | I
nen-USP reasanably helieved 1o be oulskde the T hie selector lasked
United) lSkales ”;}I‘ghld of “;le 19la[luly Di,”‘e e and suppert Tor the reasonable Deliel of loreignness is also required.
i es based an the infcimation available
;:,T:‘:g::;z o the T:ersgn ~5#HFrThe Targeting Rationale {TAR} Statement is also required and
|IRES decuments why targeting is requested and must indicate the tle to 2
Bnalyss may Use NGrmahcn fram one o more af !ormglp intelligence p{t;rpase specific to the FAA Cerification under which
the foliowing to make that determination; targeling s requested, |

Lead informatien
Research in NSA databases. available reports.
and collateral informalion

{ ]
RrarrhrReleaser review: Signals Intefigence (SIGINT) Slrectorate
SIE) Product Line (PL} personnal reviewi 1
I iTargeling Reguests for overall compiiance wilh e chosen FAA
ciliication belere raleasing it for ggjudicallon |
}

oy Adiudication: Al fargeting requests submitled Lndar FAA §702
Certifications must pass this review for accuracy of processing and
compliance with FAA §702 requirements,  Itincludes the
appropriateness of the target to the certification. verification of the
support for reasonable beliefl of fareignness. confirmation that the most
racent forelgnness support ks used, and that the informatien suppests the
non-USP status of the larget. (See recommendation 11 regarding
determination of a single Standard Operaling Procedure {SOP) for

adjudication .

{b)1)

[b){3)-P.L. 86-36

{b){3)-50 USC 3024(i)
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Assessment
Control Objective™ Source Control Description Needs.
Good Adequate Improvemeat
2 Uy Datermination of Whether the Acguisition {Uj Special Processing:
Targets Mon-USPs Reascnably Believed to Be k|
Located Outside the United States (continued)
(b,“} —t5rhey The Central Intelligence Agency (CIA) has its own nomination Lt
(b){(3)-P.1.. B6-36 process. Requests are reviewed Tor FAA §702 compliance by NSA
(b}{3)-50 USC 3024(1) IP_G;'WNwI!
| JEV perfarie the
Adjiditation Teview.
+Suk=r FBI Tasking Requests: The FBI implemented its ovm {b){3}-P.L.|86-36
nomination process subsequent to the field work an $his sludy[::l
Yekublsy To acquire communicalions about the | (1) Exhibit A [~FEEtihFY P fillers are used to ensure that one end of coligcted
target that are not to or from the target MNSA wilt eommurdeations tor DM selectors is foralgn (see spetial requirements
[ Jte ensure tor Multipla Communications Transactions (MGTs) — Minimization B
thal the persan fom wham I seaks o obtain Pracedures, row 4.
foreign intefligence Information s located overseas
I| ] JI5A VT drect (bi1)
strvellance aa paity ¢ the cemmunication {b){3)-P.L. 86-36 .
reasonably befisved lo be outside the United (b){3)-50 USGC|3024(i)
States.
{\h) Assessment of Ihe Mon-USP Stahis of the 1) Exhibit A {U) 8ea Targetlhg Requirements {rows 1 and 2}
Targst
“tSrr Information that 1HSA examines to
#®

determing whether a target is reasonably belisved
to be located outside the United States might alsc
bezar enthe non-USP status of the fargel. For

example]

(b){(3}-P.L. 86-38

B.3
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Fi-0009

(b){1)
{b)(3)-P.L.. 86-36
{b)(3)-50 USC 3024i)

Control Objective”

Source

Control Description

Assessment

Good

Adagquate

MNeeds
improvement

th

=@t To pravent inadverent targeling of a
]

use[

(U Exhilit A

{The adjudicalor's review verfies

the reasonable belief of fereignness and that there is no contrary
infarmation concerning the target's USP status.

(b)(1)
(hi3y-P.l, 86-16
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Tondir To assess wihelher the farget possesses

andrer s likely to conmunicate forefgn intelligence

information related la & foreign powerm
N3A considers Information alout seleclor,

including:

adjudication.

Certilicatlion under which targeting is requested. This fs sulject to

(b){3)-P.L. 86-36

Assessment
Controt Objective” Source Contitol Description Needs
Good Adequate
I pvement
G —+EHiy Assessment of the Foreign Intelligence (W Exhibit A =3rHEy The TAR Statement documents why largeting is requested and o
Purpese of the Targsting must Indicate the tie Lo a foreign intelligence puspose specific 1o the FAR -

(b))
(b}(3)-P.L. 86-36
(B)(3)-50 USC 3024(i)
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Assessment
Cantrol Qhjective” Source : Control Description Needs
. Good Adequate (rprovement
7 i (e POST -TARGETIMG ANALYSIS BY (U Exhitit & +3HFT NSA's Internal Obligation 10 Raview {OTR) policy requires
NEA analysts to perform revieves as follows:
[-Fe2Et=di Post Jargeting analysis is designed fo - Inltial collection must be reviewed vithin 5 days to verify that the {h)ﬁ]
detect when a person who. when laigatad, was user of the smlector is the mtended foreign Intelligence target, (b){3)-P.L. 86-36
reasonably believed to be lecated outside the the target Is appropriate to the FAA Gertificetion under which it b)(3 56 l:JSC 024
United States has since enterad the United States is tasked, and ihe selector is not in the United Stales or a USP . (b){3)- {i}
and Wil enable NSA to lake steps to prevent - Collection must be reviewsd at lzast every 30 days to affirm the
intenlional acquisition of conymunication in which target's fareignnass and nan-USP status and verily that
the S:Endep and all Fnlended racipignls ara knqx‘rn al information oblalnied is pot of a type ta require immediate
the time: of acquisition to be located I the United destruction {e.g.. domeslic communications).
States, or the intentional targeting of a person wha _ -
is in the United States. Such analysis may inchide: OO i
"

(bi1}
(B)H3)-P.L.. B6-36

{b¥3)-50 USC 302ﬂ]! B CREFAHNFORN

B-6
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e A cltalion is a reference that identifies the

which )
will malrfam. Tre clafion vall enalle those
responsible for conducting oversighl to locate and
reviews the information that led NSA analysts to
conclude that a larget is reasonably helisved to be
ocated outside the United States.

—toRHE-Anatlysts also will iderdify the foreign power
E;::anLII which they expect to
abtain {oraign inteligence.

{b)(3)-P.L. 86

assoclated wilh that certilication. If the
is nol in the manuw, the selecter cannat be lasked under

[ FAR zlinarty.

- (b))
{b}{3)-P L. 86-36
{b}(3)-56 USC 3024(i)

Assessment
Gontrol Objective” Source Conirel Description Needs
Good Adequate
imprevement
Wi {Uy DOCUMENTATION (U} Exhibit A t3HNERAI targeling requests submitled under FAA §702 Certifications
it Anatysts who requast lasking wil are sublect to reviess by an adjudicator for verification of compliance with
dogument in‘Ji'he 1askinqualabasa a%i!al!mn or requitements including appropriateness of the target te the Cenilication.
citations te Ihe infatmation 1hat led Whem %o support 1o determination of forelgnness and USP status, and fareign
reasonably believe that a targeted person is intelligernce purpose. The adjudicator is responsible for ensliirig Ihat the
losated otitside the United Slates. Befare tasking suppost for reasonable baliel of foreignness is documented ina
i approved, the database entry for that tasking wili database maintained by SID SV
b reviewed to verify that the database entry —(S4HFE The targeting system requires the analyst to choose flom a
contalng the necessaly citations. menut of forgign Intelligence purpases specific to each FAA §702
Caplification. Onca the certitication is ¢hosen, the analyst must safect 3 g

IV {U) OVERSIGHT AND COMPUANCE

e SY with NSA's DGO will develop and
deliver training 1o ensure that personnel
responsible for approving targeling of persens
under FAA 702 as well as analysts wilh aceess
1o the acouired loreign intelligance Informatian.
undestand their responsiiviiities and the
pracedures that apply ta this acguisilion,

(L} Exbvibyit A

{Uiersen Adjudicators are subject lo the same training requiremants
as analysis. They alse have received In-person lraining on lhe targeting
review process, Documentation standardizing the information provided
inihis training has not been made available online for relerence by the
adjudicators .

(AR SY and DGC developed the “FISA Amendment Act (FAA)
Section 7027 course (OVBC1203) when FAA was implemanted. It
focuses onthe legal requlremants of FAA,

(ViR & new course. "FAA T2 ical Applications
{CRSK1304) . was made available; |t provides analysts with

detailed examples of use of the authority. The requirement for its

completlon is not yet enforced (see Recommendation 11)

(b} {(3)-P.L.

B6-36
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Assessment

Control Chjective® Source Control Description Nesds

Gaad Adequiate improvement

10 (LAFSiag 8Y has established prosesses for (L Exhibit & {Ui=aad All collection stores must be compliance cetified before they
ensuing that raw tialfis is Jabeled and stored only can be used to process or store FAA §702 data.

In autherized repesitaries and s achss‘rble only to (UriPeikay All Fos §70% systems are centified for purge and access
those whe have had the proper training. functions .

{U/s2ke To obtain access 1o the FAA §702 databases individuals
(i )(3J-FI'|_' 863§ must have an approved mission (entered iny by their
superylser), appropriate clearances (supervisor must request in fhe

_‘]Syslenw and requised Faining
{Ovenvew dl intellgance Authoriles, USSID 18 Legal Compliance and
Minintizalton Protedures, and OV3C1203).

~¢Bsabrter Requiasts for analysts’ access tol i

' b))

Fontaining FAA §702 data musi |
ibe submiltad DY an access sponsnr.| ]aucess st be [ )(3]'P'L' 86-3¢ .
approved bythe___ Jowner. (P)3)-66 USC J024(i)

(LY 5Y reviews requests for compartmented accesses. verifying

thal the analyst has required training and an appropriate justification for
access (2.9, Includes mission lunclion. targels requiring FAA access).

i;re not able To verily an accotml holders Tonnumg elgBIty ©

1"4cCass FAA §T702.derived colleclion. Eligibilty is determined when the
acceunt is eslablished. Compliance with annual requirements lo update

traj s erified at sign-on a) t-up (this vas corecied
for In & system update fsee Recommendation
9).

(b)(3)-P.L. 86-36
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| DQJ sends MNSA a spreadsheet

ol tha selecdors chosen fof review, SV must gather all supporling
matecial for each selactar

Assessment
Control Objective® Source Control Description Needs
Good Adeguate lmproverment
11 {Uriperda SV will conduct oversight activities and {U) Exhibit A (U} Incident Reporting ~ see row 13,
will make necessary repans. inciuding those e ST . . I
rafaling te midenlsym Elon-cmnpliancge, to the MSA I Rl SV partarins the lul!c\ﬂngloversmhl activitias:
Inspecter Gereral ahg GGG, i i __newly tasked of relasked befose
4 N ) ' sending ta DOJ and Office of the Director of Matwnal nteligence (QONI)
R SV Wil atso enisure Lhat corrective actions birweeiclyK
are taken to address identified deficlencles. To
thal end, SV vill conduet periodis spot chatks of {bX1)
targeting decisions and intelligence disseminations (b)(3)-P.L. 86-3H
to ensure compliance with established procedures h)(3)-50 USC 3024(i)
and cenducl periodic spot checks of queties in
data repositories.
- Review fargeling support for the bulk of tems requested by
DOFODNI for the G0-day review _[_J
It gupgort 38 insulisient, SY Wi Tolow Up with he agjudicatal "
an; ;argaling analysl for additional suppart or corrective action (inchuding "
possible detasking)
(b)(3)-P.L. BB-36 - Spot check serialized reports based an FAA §76G2 information,
reports containing USP identifiers, and evaluated. minimized iralrid:j
[ |Iollow]ng up on [dentifed
discrepancigs. Pravitle recard of alf FAA §702-derived dissenination far
review by DOJODNI and foflow up on any issues identifizd in their
reviewr. SV's soot check of serfalized disseminations does not include
Iprccedures| I
[verification of analysts’
comphance will the minmizaton procedues’ decumentallon (b}(3)-P.LL 86-36
reguiremients for dissemination derived fram MCTs(see
Reecommendation 4.
- Oversight of Queries: All queres are reviewed daily by audilors in
the SI0 production tenters. SV has not conducted teviews of auditor
performanca conslstently {see Recommendation 6),
12| (UrPSE OCJ and ODM! will conduct oversight tUy Exhibd & (U=Ber SV coordinates bi-monthly reviews by DOJIQDHI of targeting
of HSA's exercise of {FAA §702 authority], which and dissemination, inciuding rasponding 1o questions raised anrl
will include periodic reviews by DO and ODM) providing fesdback sessions to adjudicators on tha overseers’ flindings,
personnel to evaluale the implementation of fhe -EBHA4E} DOJ perloits reviews every B0 days covering ail tasking and
precedures.  Such reviews will oceur al least anve dissemination for a two-month pariad. Every 15 days. 8V sends a
every 60 days. document to GOJ for each cenification,_one each fer DM and DHR "
listing ali the key fields far the review, {D){3)-P|L.. 86~
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believad to be autside the United Stales at the time
of such targeting wlll be purgad from NSA
dalabases,

| {1he pulge process
refigs on nanttal proceduias hal creaie a risk of inzomplate or untimely
purge execution {see Recommendation 8).

Assessment
Control Objective’ Source Coantrol Description Needs
Goad Adequate t
mprovement
13 (LB HEA will seport to B4 and QDN (U} Exhinit A {U) Incident ResearchiRaporting:
incidents of non-cempliance with these procedures (L4t SV and the targeling team ressaich poienitial incidents
by NSA personnel that result in the intentional jolrtly, SV muntains records of the incidents (h)(3)-P
targeting of a person reasonably bedisved to be in 2 SharePoinf Jalabase. SV Managss
located In the United States. the interdional The Tallow-up process 10 produce the required notice to DOJODNI within
targeiing of a USP. or the intentional acquisition of £ business days of confirmation of an incident.
communication inwhich the sender and all saslitiz | |
Intended recipients are kewewn at the time of -
acquisition 1o be lecated wilhin the United Stales.
(LSS NSA wil provide such reparls wilhin 5
business days of leaming of the incldent.
~(SHEHNE | ]
(b)(1)
OO reviomm e et et ety devameines wretver i KPN2)-P L. 8536
reviews the incident and ultimately detarmings whether i . . i
meets the critedia for reporting to DOJODNL For incidents of non- (b)(3)-50 USE 3024(i)
compliance with procedures (e.q.. faiture to appropriately detask a
selactor, over-collection), NSA must explain why it happened and what
sleps were faken te remediate the matler (e.g.. purge dafa, provide
additional training) DQJ determings whather the matter must be
teparted o the FIBC In accordance with Rule 13{h) of the FI5C Rudes of
Procedure.
(L H#Ska The Target of Primary Interest (TQRY) pro\dcﬁes "S\F with the
parameters for necessary purge of ton hi
incident record in SharePoint. 527
Ises this information to IniaTE the BUIGS process. verliying that
parameters Include all affected cofiection without purging information ¥
. ellginle for retentian. | ]
{LJSRGMGS Information acquired by intentionaily l I
targetlng a USF ar a persoh tiot reasonably i

(b}3)-P.L. 86-36

L. 86-



DOCID: 4273133
Assessment
Control Objective Source Conirof Description Naeds
Good Adequate '
mprovement
td PR HSA will report to BOJ and ODNI incidents {Uy Exhibit A Per QGC, the same incldent reparting process s used For i
of nan-comypsiiance {including over<ollection) by maters. involving providers) incident reports {b}{1)
any electionic communication service provider 1o as a result of provider error have been filed wilh the FISC | (b)(3)~P.L. £6-36
whom the Allomey General and Direclor of @
Matioral Imelligence lssuad a direclive doder §702.
Such report wilf be made within 5 business days
alter determining that the provider has not
complied or does not intend to comply with a
diteclive.
5 Ty in the event that NSA concludes that a (L1 Exhinit & TR s the analyst's responsikility to follow 4ip on
persen is reasonably belizved to be lacated information from review of ballic and delask ali related selectars
outside the Uniled Slates and, alter largeting, promptly if the tasget 1s in the Unitail States or idenlified as a USP. {he
learns that the person is Inside the Uniled Slates or rimary user s not the target | 1
if W84 concludes that a peisan, who at the time of Ar incident s inittated] |
targeting. was beReved 10 D2 a non-USPF was in \dan!iiicalianrgmmw_gmmmmg—
Tact a DEP. it will talke the following steps: foyiev of eollection, |
; ) L [ The
iiﬁa;]f;jtmél’lf aﬁc‘;Lﬁrcec:;uiIzlgz';;r:l‘fzﬁ;l:ﬁgﬁl?:aniuiglff targeling team works with SV to document the incident. Infermation .
from the targst while the targat was lecated inside captured in the Inciden! Repor dalabase incliides the detésking date, AN
the United States. inchuding communication in whether other selectors associated \f.r‘ith the targel were detasked. and -(b)}a)-P|L. 86-36
witlch the sender and all intended recipients are paraxl)a!ers for purge of ::ommumcalmns collscted that arg me!igl!ﬂe for - 1
reasonably believad to be located inside the United tetanlion. SV follows up with PL personnel to ensure that the incident {b){3})-69 USC 30244
fecord is complete, including enlry of purge criteria. I

Slates at the time of acquisitioh, such
communlication Wik he treated in accordance with
the minimization procedures.

2. Report the incident te DG and ODM! within B
business days.

b)(3)-F.L. 86-

MF*:;:seieclor management enstres 1hat|:::j
incident Tellow-Ip are_handied timely, reqardiess of analyst turnoves or
absence, l |
F ¥ tesponsile 1ar imely [oTow-0E.

Note: Implemental ion el Jwils actes
controls over the process, nckiding a tequirement for PL management
1o document thelr raview that the inciden! record is complete.

| |

{t)) See Row 13 - Incklant Reporting.
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Assessment
Contrel Objective” Source Caontrol Description Needs
. Gooed Adequate
Improvemant
18 Y. (Uy DEPARTURE FROM PROCEDURES (L Exhibit A (Uiieaer) According to GGC. such actions would be coordinated by
e ; ; : that depasiment and involve personnei &t the highest lavels of the
e=hif=ril. {0 profect against an dmmnediale thieat 1o ’ = .

natonal security, NSA delermines that it must take Agency: DDJ»EE}NI woulld bednatrﬂed‘ Mo specitic procedures of R

aclion lemporar ity in apparent depaiture fram controls have been daveloped.

these procedires and i is not feasible to oblain a

limely mudification of these procedures from the

Attorney General and Director of Ratienal

Intzligence. MSA may take such aclion and wilt

report that activily promptly o DOJ, Under such

chroumstances, NSA will conlinue to achere 1o all

of the statutory limilations set forth in the Act.
{UT MIHIRAIZATION FROCEDURES
1 Il {Uy Acguisition and Protessing — General L3} Exhibit B, Euhs-See targeting and ad|udication pracésses: foreignness criteria.

(ayTESiTPy Acquisition of Information by Sestion 3 TAR, sto. trowes | throtigh B of Tardeling Procedires).

targeting non-USPs reasonably halieved lo be Fﬁﬁyﬁr—}-l 1 (b))}

lotated autside the United States pursuant to { ] (b)(3)-P.L. 8

FAA §702 will he sffected in accardance with an Urirends] ]

aulborization made by the Allorney General and S‘nananes over polleclion svertsh ) w (b){3}-50 US

Director of Mational Inteligence and will be Jiney may stop collectian. (bH(3)-P.L. BB-36

conducted ina manner designed. to the greatest P ——— . e - o 1

extent pessible. fo minimize the acqulsition of ﬁ'&ﬂ'mew procle “:.'%l Efine specific requirements for Lse

informatian not retevant to the authorized purpese of fquery seiection terms

of the acqulsition. H-Oaily audits of querie-s: identlily overly

broad queties {excessive targebing).

15-36
C 302
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| 5V perlerms foilow-up

3i3)-P.L. 86-3

Gto verlly that Purge and Pretasking Compllance has updated the incident
record with Lhe stalus of purgs sempletfan, The purge pracess refies on
manal procedures that ¢reate a risk of incomplete o untimely purge
exesution (see Recommendation 8).

eSSV works with TOFIs lo prepare desbiuclon waivers for
abjetts that mest purgs criteria and contain significant toreign
inleligence value or gvidahce of a ctime ar threat of harm. The
Destruction Waiver musi be approved by DIRNSA

Assessment
Contrel Chjective” Source Control Description Needs
Good Adequate improvement
(b (U} Monitoring. Recording. and Processing {ih Exhibit B (WS4} The FAA §702 tralring sourse {OVSC1203) specilies the
(11460 Personnet will exercise reasonable Seclion 3 steps _analysts are to take |o analyze communicatlons far efigibliity for
judgment in determining whether information fetention.
acquired must be minimized and will destray
inadhertently acquired communications of or prowides direction for retention/destruction on the basis
concerning a USP at the earliest practicable point {b)(3)-P.L. 8§ hether the target was outside the United States af the time of
inthe processing ¢ysle at which such collzction and whether the communication is foreign ar domestic
coraimunication can be idenlified alther as ciearly +544R) Unless an incident & reported from improper acquisition of sush
not relevant to the authorized purpose of the sommunications. there is no review process to ensure that analysts &
acquisition: ie.g., the communication does not identify and destroy them as required. The cost of such controf would be
cenlain forelgn intelligence information) or as not prohibitive. The requiremient is that all identifled issues of improper
vontaining evidence of a crime that may be sollection be reported to BV and an incident initiated. Performance
dieseminater under thesa procadures. standards and analysis of aclual versus expested performance coukd
=EretET Excapl for Intetnet transaction from improve accountability for compHance (see Recommendalions -4y
upstreans gollection. such inadvertently acquired (U Examination of refention controfs was not included in this review. {DY(H1)
comimunications af or concesning a USF may ba {b)tb)-p L. 86361
retalned no lenger than S yeass from the expliation T _
date of the certification authorizing the coltection. {b}(p)-50 UST 3024(1)
(4) 4EHEMHFY As & communication is reviewed. (U Exhibit B, Il
analysts will determine whether it i a domeshis or Section 3 provides direction for refertion/destruction on the basis
foreign communicatien te, from. or aboul a target of whether the largel was outside the United States at the time of
and is reasonably beiieved to contain foreign colisction and whether the commwunication is foreign of domestic. This is
intelligance informatien or evidence of a crime. covered In detail in OVSC1203. the required FAA §702 training.
C:;lls' sueh r:omnu;nlcamns bm;'y E}e prgcessecl. Al {U) See also Obligation to Review - row 7 of Targeling Procedures.
other conusunications ma ratained or
5 Ay | y i ) {UsFa465 Parameters for purge of collection associated with an

inciclent are provided to SV by the TOPI and recomded in the incident

record in SharePoint. 82 Purge and Prefasking Conmpliance uses this to

|nmale tha purge process. venry\ng that aH alfectad collec

it £ F’(‘
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Assessment
Control Objective’ Source Control Description oo Adequate Meeds
Improvement
M. {DyE)-FELERAHD Processing of internet {U] Exfibit B. &R EtEY The Technelogy Directorate developed procedures to
Transactions Acquired through NSA Upstream Section 3 analyze upstream collection. Dala parmittad lor use by analysts must
Colectian Techniques hava the active user {sender or recipie; the target or be outside the
(A-CFELEMHE-NSA will ake reasonable steps Unl!ér:‘i Stales {currently approximately ol upstream colizcilen)
after acquisition to ldentify and segregale through Data Is sequastered be in
technical means Inlernet transactions that cannot the United States
he reasonably Kentifiad as contaiing single, I
discrete communicalions inwhich the aclive user
of the lansaction [Le. the selector used Lo send ar PSRt Thare is no training on wse of METs at this time {see
raceive the internal transaction o or from a service Recommendation §1).
pravider) Is reasonably_beleved 1o b jocated fiy ) i3
e Unitad Stalesl | (b](ﬂ
b}{3)-P.l. 86-38
fa). WSLEC!W seg}'egaled :b;}:i;-fvo USC 3024(i)
cormmiinications will be retained in an aceess.
controlied repository ascessibie only to NSA i i
analysts rained lo review sugh transactions for the {UriFOle Effarts are ongoing o develep procedures for FEMOVING datfs
purpose of idenlilying those that conlain discrele fromy sequesiration and special training for analysts who will process this
communicalions  in which the sender and all data (no recommendation ~ in process)
interwled recipients are reasonably believed lo be
losated in the Uriled Slates.
1. ¢b)(5 ) ~FEwEHAE MEA analysts seeking lo (U Exhibit B,
use & discrete communisation within an Internel Section 3
transaction that contains mttlliple discrele R
comimunications will assess whelher the discrete d

communication (1) Is a scommunigation in which
the sender and aft inlended reclpients are located
inthe Uniled States and {23 is 1o, fram, or about a
tasked selector er olhenwise conlalns foreign
Inlelligznce infonmation.

Wi, {050, RS Ethi |

training on application of these procedures has not been developed
{see Recommendation 11}

{b){1)
(b)3)-P.L. B6-36
{b){3)-50 USC 3024(i)
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Assessment
Cantrol Objective Souree Conirol Description Neods
Good Adequate 1
mprovement
fil. {D)B+FR~SHPT Magnetic tapes or other (U3 Exhibit B. “f3erGuidance on queries of FAA Databases stales that NSA may not
storage medis containing FAA §702-derived Section 3 wse USP names or idenlifisrs as selection tarms when reviewing
communications may be gueried to identdy and collected Fap §702 dala
select sommunications for analysis. Quesy terms (UiFSudr Queries are subject to review by audilers in the 82
used will b fimited 1o selection lems reasonably production centers to verly thal the query has a foraign intelligence
llkely‘i‘o ratiup Io_relgr?ltnle!hgence infamation. puepose within mission scope and reasonably excludes protected data
identifiers of an identifiable USP may not be used i | ) d P
as terms to identily and select for analysis any (Uil Raviews of the audits performed by PL personnel have not
Internet comnwinication acquired through NSA's been ragularly executed by 8V to ensure quality of the audit process (sae H
upstrean collection technicues. Recommendation 6).
~{9H ™9 Any use of USP identifiers as terms to
identify and select communications st first be {b){t)
apptoved in accordanse with N5& procedures. N B
MEA will mainlain recerds of all USP idenlifiers {b}{3)-P.L) 86-36 ) {bN3)-P.L. 86-36
approved for use as sefection terms. {b}(3)-50 WSC 3024(i)
Ifi. {5} {LIHEEIHER Destruction of Raw Data {U) Exhibit B, [t@iamae] | ]
TSR Communis atisns acquired under Section 3 1 {provides direction for relention/destiuction on the basis
FAA §702 authorities other than through upstream of whethert the larget was aulside the United States &t the time of
collection that de not meel the 1elention standards collection and whether lhe communication Is foreign or domastic. This is
set forth in these procedures and that are known 16 alss covered in detail in OVSC1203, the required FAA §702 fraining
contain comminications el or cencerning U5Ps will {4} See also Obligation to Review - row 7 af Targeting Procedures.
be destioyed upon recognition and may be e A matrix of scenarios/Teasons purge action is recquived is
retained na longer than § years from lhe expiration documented for authorities ineluding FAA §702. Furges are identified as
date of the certificalion authorizing the collection. patt of the incldant investigation process: SV and the TOP) capture the
purge patameters in the incident record on the 3V ShareFoint site. The
purge adjudication tean perfarms research 1o verily completeness of
items identilied for purge. | ] 2]
[Purge
adj.dication and execuiion s mantial and subject to'srrer allecting
compleleness and limealness (see Recommendation 8),
U uigs, Prosass: | I (4}{3)-P.L. 86-p6
|are
responsible {or deleting recards fram their sysiem on the basls of a
Furge Execute Order. to prevent improper use of purge records to
suppert repoiting.
(b)(1) ' .
{b}{3){P.L. 86-36
(b}{3)460 USC J024{ }{U) Retentlon - oulside SCope,
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the United States and, after targeting the person.
learns that the person is inside the United States or
it NSA conchifes that a person who, al the time of
largeting. was believed to be a non-US# is in fact
a ISP, the actuisition from that person will be
terminated without delay

(TSt Communications acguired through the
targeting of & person who at the lime of targeling
was reasonably believed to be located outside dhe
Urited Sfates buf was in {act located inside tha
Unfted States at the tine such communications
ware acquired. arkd any communigatlons acquired
by targeling a person who at the time of fargeting
was believed to b a non-USP but was Infacta
UZP. will be treated as domestic communications.

used by a USP, tonfirmation that the selectar |s haing used by an
individuat in the United States.]

() See raw 7 for purge procadures.

Assessmeant
Contrel Objective* Source Control Description Neads
(b)}{3)-P.L. 86-34 Good Adequate Improvenent
i Intarnzt {ransactions thal are acquired | () Exhibit B, {L) See also Obligation to Raview —row 7 of Targeting Procedures.
through MSA's upstream collection and do nsl Section 3 " T ] ]
contain information ihat meets the retention pravides direclion tor relentiomaestrUGion on e basis
5“‘”;’““.'5 set forth in these 5"‘,":‘?‘_"“’95[ and that of whettier fe larget was outside the United States at the time af
are knovin ia Wnia."’_] communication o oF collection and whather the communication is foreign or domestic.  This is
soncering USPs will be destroyed upon alse covered In defail in OVSC 03, the raquired FAA §702 training.
recognition. Al upstream collection may be , A . . . ]
retained no fonger than 2 years from the expiration (LY The need (o purge commumcaligns is Identified as pad of the
date of the cerlification authorizing the coliection. incident investigation process, SV and the TCPI caplure the purge (b)(9)
The Internet transaclions that may be retained paraimeters inthe incident racerd on the SV ShazePelrt site. The purge
include those that ware acquired because of adjudication tean parforms research to varify completanass of items (h)(3)-PiL.. 86-36
limitaticns on MSA's abilty to fitar ider}téried far purge. Purge adjudication and execulion is manual and (b)(S)-Sl' usc 3024{i
communicatians. subject to arror affecting completeness and tmeliness (see
Recommendation 8)
{U) Retenlion —~ sulside scope.
NL4dy (4 Change in Target's Locatien of Status {U} Exhibit B, {U) See also Obligation to Review — row 7 of Targeting Protedures.
(8@ In the event that MSA detenmines that a | Sectian 3 Ha ekt Detasking guidance states that analysts are responsible for
persen reasonably believed to be Jocaled outside defasking a selector upon review of content indicating that the selector is b1}

(

b)(3)-P.L. 86-36
b){3)-50 USC 3024()

fA-16
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Assessment
Conirol Objective” Source Control Description Neods
Good Adequate
Imprevement
10 VIO AcouisRion and Processing — Attorney- | (U) Exhilit B.  [=rS#8E-HE OGG repoits that no instances of such sollection have been
Client Communications Section 4 identified to date by NSA apalysts . and. therefare. no log has baen
4 Ag soon as it becomes apparent that a iniliated.  Such Instances would be rare (e.g., it w{autd ocelr only if a
:Ommunxcallon i batween a parson who ig known person seasonably believed (o be outskie the United Stales largeted by
lo be under criminal Indictment in the Uniled States MSA is known Lo be under indictment i the United States and HSA
and an atlorney who represents 1hat meividual i intercepts a communication between Ihe target and an allorney i
Ihe malter, monitoring of that communication will representing that foreign person in lhe U.S. legal proceeding) .
cease and the communication will be idenlified as
an attarney -chent commu nication In 2 fog
nwintained for that purpase. The ralevant partion
of the communication containing that conversation
wiil be segregaled. and the Nationat Security
Oivision of $OJ will be natified,  Inaddition. all
proposed disseminations of information
constituting USP attorney -cllard prvileged
. communisations hust be reviewed by OGC before
dlssemination.
" V. (L) Domestic Communications (Uy Exiibit B. Communication that is determined to be domestic {does aot
—~EEHEHHSRA communication identified as a Section § have at fsast Gne cammunicant outside the Lnited States) will be
domestic communisation will be prompty prompliy destroyed upon recognition uniess DIRNSA specifically &
destroyed upon recognition unless CHRNSA (or delerménes In wiiting that the communication may be relained  8Y
Acting DIRNSA ) specifioally determines. In viriting. works with TOPIs te prepare desiruction waivets, This process is
that il nteets certain criterta e.g.. conlalns monitored as pan of the foliow-lp on incidents and purges .
slgnificant foreign intelligence. evidence ol a
crimﬂ)
[ a domestic communication indicates
that a large1 has entered the United States, NSA
may adwise the FEI of that fast
12 V1. (U) Foreign Comnyunications of ar Gencerning {4y Exhibit B, TP B NE-Communicalian resulting from the targeting of a person who
USPs Sactlon 6 was neasonahly believed at the time of targeting to be 2 non-USP
ta) (U} Retention located overseas but Is later determingd to be a USP or a persen In the .
. - -, Untted States will be promptly destroyed upan recognition unless =
[~¢8HIRy Fareign communications of or cancering DIRNSA specilically determines in wiiting that the communication may
USPs may be ratained only if necessary for the be retained. 5V works with TOFIs ta prepare destruction waivers. This
g;:;';:%?s::?snDi:if&?ﬁ;ﬁﬁ:ﬁi‘n ': il process is monitored as part of he follows -p on Incidents and purges.
veference lo such USPs would be pemiitted under
subseclion (), of if thee information is evidence af a
crime and is provided {o approptiate federal law
enforcement authorities
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lave, ragtilation, and policy.

Regulation 5240.1-R Procedures Govemning the Activittes of DCD
intelligence Components That Affsct Unlled States Persons, and the
Classified Annex to Deparfment of Defense Procadures Under Executive
Order 12333

Assessment
Control Objective” Source Controi Description Nowds
Good Adequate i
mprovement
13 V. (b} (U Dissemination (U} Exhibit B, {UNFoge This restriction on dissemination is not unigue to FAA §7G2
-G53 A reporl based on communications of or Section & agd is sohafstent with procedures required by Execulive Order (£.C) .
concening a USP may be disseminated in 12333 8
accordanee with Section VITor Wil i the identity of
the USP is masked. Olherwise, disseminalion of
Intelligence reperts hased on communications of or
concerning a USP nay be made ohly to a recipient
requiring the identity of such person for the .
performance o alficial duties that meet certaln {bi1)
criteria, (b){3)-P.L. $6-36
14 Wi (oS Provision of Unminfinized (Uy Exhibit 8. i |
Communications to CiA and TEI Section &
hiBrbdiy MSA may provide to the CHA and FBI
urminimized cemnsunications derived Irom
FAA §702 callection. S Discussion of FAA §702 collection with SIAFBE IFIC analysts K
have their gwn copy of the data, provided through Cl& pomination or FBI
duzrl route, NSA anzlysts may discuss the infamation wilh themy. They
may not provide coples of the information to 1G personnel. This is
acddressed in required NSAICSS Policy 1£-1. Information Sharing.
15 YE. (U Other Fareign Communications () Exhibit B, {Uierder Dissemination is handled in ascordance with the Foreign
{U) Foraign communications of of concetring a Section 7 Intelligense Surveilance Act Amendments Act of 2008, the Minimlzation
nan-USP may be retained. used. and discernatod Aeasstions o1 Estagn ellgance rioalion P e 0 Secton 702
in aay form in accordance with olher applicable i
4 ot of the Foreign InleBigence Surveillance Act of 1975, as Amended. oD ]
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Gontrol Qbjective’

Source

Contrsl Description

Assessment

Goaotl

Adequate

Needs
Impravement

16 VL34 Coliaberation with Foreign
Gavernmenls

(@) #654Fs Provedures for the disseminalion of
evaiuated and minimized information:  Infenmation
acquired under FAA §702 may be diss eminated to
a forelgn government. Other than Incases for
Inguistic assistance by a fereign government
tSection VIl (b)), dissemination to a farelgn
governmient of information of or eancerning a USP
may be done only ina manner consistenl wilh
subseclions W (D) and VI frows $3and 15}

(b) $E=y Procedures for technical ar linguistic
assistance: Communications that, because af their
technical of linguistic content. may require further
analysis biy loreign governmenls 1o assist NSA in
determining thelr mzaning or significance, NS4
may disseminate items containing unmininzed
FAA §702 information to foreign governments tor
analysis. under certain restrictions.

{Uh Exhibit B.
Section 8

L iGE Sharlna Evaluated and Minimized]

efbyy Evaluated_and minimzed]

—tEstdE=e The nrovision for technicalilinauistic assistance

|Dccumemal|on fs develaped case by case. Consideration
Shoaiid be given to documentation of this precess.

o)

{B)(3)-P.L)
{b}(3)-50

86-36
[iSC 3024(i)

{b}{3

Uy MAMNAGEMENT COGMTROLS
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Gavernment

Recommendalion 11).

Assessment
Control Objective* Source Control Description Needs
Good Adaquate "
mprovement
1 (1h Aclivities must be astallished to monilar (L} Stendards (Ui e Annual performance objactives for compiiance with
performance measures and indicators. Conleols for Internal FAA §702 requirements, associated policy, and SOPs have not baen B
shoukd he almed at validating the propriely and Control in the establiched (see Recommendatton 1)
integrity of organizational and individual Federal
performance measures and indlcators Governmenl
2 {ihy Infermation should be recorded and (L) Standards (Uit Comparison of actual performance o eslablished standards
zommuricated 10 management and olhers within far katernal for compliance activities associated with FAA §702 are Incomplate (see R
e anfily who need it and in a forin and within a Centrol in the Recommendations 2 4.5 and &3
time frame that enables thein to carry out 1heir Faderal
internal control and olher msponsibilities. Government
3 {U) Internal control monitoring should assess the () Stapdards [ FORGHMEN | {b)(1)
guality of performance aver lime and enstre that for internal (b)(3)-P.L.
tindings are resoived. It includes regular Gonteal in the .
management and supervis ary activitias. such as Faderal (b}{3}-50 U
ongoing comparisons and reconciliations, to Government
ensure that controls are functioning propery
a L)y Access to resaurces and records should be {U) Standards {/A=40} To share FAA §702 infoimation edth ather MSA analysts.
limited to authorized individuals. for Internal steps must ba taken to ensure that the individusl has the proper #
Control in the ciearance. Fhis infermation is not addressed in the required FAA §702
Faderal training and guidance is not inclided onthe FAA web page (see

86-36
SC 3
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(U) Full Text of Management Response
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SIGNALS INTELLIGENCE
DIRECTORATE

memorandum

22 February 2013

FROM: Signals Intellipence Directorate (SI)

T0: Office of the Inspector General {DIG), ATTN. ' (b} (3)-P.L. B6-36

SUBJ: (U/ /FE8SID Response to the Revised Report ors the 016 Assessment of Management
Controls Over FAA 702 (ST-11-0009},

(U} The purpose of this memorandum is to provide SID's revised response to the subject report
which includes updates to corrective action plans, content adjustments, and technical ninutiae to
EISUIE acCuracy

(U7 PO S1D reviewed the revised report in lts entirety, The artached response
acknowledges SID's agreement with eleven recommendations, and provides revised
corrective action plans, points of contact, and target completion dates as needed

(1) Aok The SID consolicdated response is attached to this memorandum. Please
contac) 5022, 966-5621(s) if you have any questions,

(b) (3)-P.L. B6E-36

Deputy Chief of Staff for
SIGINT Policy and Corporate [ssues (502)

el als
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NSA/CSS OFFICE OF INSPECTOR GENERAL

(U) OFFICE OF INSPECTOR GENERAL (01G) DRAFT REPORT;

(U) In accordarice with 1G-11357-12, “Coordinating Office of Inspector General Reports,” the

Management Response fo Draft Report

Assessment of Management Controls Over FAA §702

purpose of the draft coordination phage is to gain management's agreement or disagreement
with report findings and recommendations. The SIGINT Directarate {S1D) has been extended

an opportunily to review and comment on the revised report to ensure contextual accuracy.

(U) The following matrix includes SI0's consolidated revisions to management's action plans

where applicable;

Iiec
No.

Action

Agree or
Disagres

Management Response

Completion

date

=S S0,

with 5V

Agree

(e agrees with the
recomimendalion. Th fand

are currently preparing an ELM
plan for Target Analysts and
Adjudicators. This pian will inciude FAA
702-specific raining.

(1) POC:

(uirenes| ]
963-0564

preparing an ELM plah for targel
analysts and adgjudicators. The ELM
plan will be broken down mlo
proficiency ievels thus allowing the
analysts te register for the correct
training based on proficiency igvel as
stated in the ACE objective. The ELM
plan for the Targeting warkforce
readiness standard for FAA §702 will be
comple(ew[:::ffor all NCS
courses. Enforced registration in the
ELM program and targeting proficiency
statistics to the individual lavel as well
as completion rate of any required FAA
§702 trainj ;) wiil be
complate Structured
QJT training wilt be phased in.

-““"":5'”3)(3}-P.L. 86-36

1

Brated: 20070108
Declassily On -2SPes
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Fedvises PO

(U i
963-6728

'”(b)(s)-P,L. 8

|wi|| work

with{ jas part of the 81D Lean Six

Sigma Team. Participants will assess
the feasibilily of developing metrics to
. eyaluate de-targeting trends and
";ggpess deficiencies. Final
impiemientation wifl be dependent on
technical capabilities and deploymant
schedules,

{H)(3)-P.L. 86-

reconclliation process.

(4) POG:

3448 )

gt eemplvioniiaie

with SV (U} POC:
(uikeve) i
963-0561
Oversight & Compliance {8V ]
fwill convene to establish
3 (Um Agree technical procedures te implement a [:

4 (U} 8V with OGC

Agree

checking disseminations of FAA 702-
sourced material dependeni cn the
volume of dissemination.

(U} POC:
2478

SIDISV will collaborate with__|
and OGC tc establish a
methadology and process for spot-

BT RTINSy BT IR A I R

(b)}(3)-P.L. 86-36
(b)(3)-50 USC 302
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|and QGC to modify the
methodology and process for spot-
checking disseminalion of FAA §702-
souiced material.

Ke estBaaiiction Uiats!

(U/H=0EH2Y Par the requirements of
Recommendation 2, SID/SV will
incorporate metrics for management's

& (U} SV Agree assessment,
333%[‘_‘:] SV, 966 “(b)3)-P.L. 86-36

2479

(U/FEHErSIDISY has fully
implemented the super aud# process
for FAA 702. S1D requests closure of

tha subjact recommeridation, Raquest
6 Uy 8v Agree Closure

{Uy POGC:

2478

LA The foliowing activities are
currenlly in progress:

. S|D/sv};:jare
developing and updating a

singte SOP for oversighl,
adjudication and targeting FAA
702 functions and traning.

"(H')'(S}‘—‘P-.L. ‘ !iG_-S(.i currently popuiating FAA 702

ﬂocument
rep
T work with the

wepl Jsv.
7 [Ebmh ThoC Agree Ld_rh_ﬁf
iSCUSSE [Ne process an

progress
+ SV will collaborate with 82 and
to arganize the "go FAA”

and FAA" web pages
{U) POC:
Y —

5597

RévissdManigeiient Radpangs:
(LA Add bullet #4: Guidance
changes that require updates to NCS
courses (within the CRSK series) will be

TR S S I VI RSP LR RV LA RN
IS i nr e e b B AE SR ER R
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fb’)(é)-P...i.

requested vi earring Solution.
In such case| il be the

atiginator upon coordingtion with 8V, In
addition li:_](see recommendation

1) will manage changes to Targeiing
Workforce Readiness Standard and
ELM training pian.

technical exchanges with[::] This wil
Include an implementation plan.

U} Tarqet Completion:

(LIPS Phase 2: Planning Phase:
Per the development and
implementation plan, creale a schedule
of work required to Increase automation
of the purge adjudication and executicn
processes,

(UirsaYe} Phaﬁjae!iverabie:

Coordinate with to documenta
scheduleftimeling with specific
compietion tasks required to enhance
this capability per the implemeniation
plan,

T i 4 e o
DR ERTATRN L Al I e o i M A o ST

.. 86-36
{UIFe0) Phase 1: Requlrements
Gathering:

s Conduct techpical exchange
Sessions wi_mﬁ
developers.

. " inatl ne
ingiuding detailed brigitngs of
the purge process and
requirements.

=+ Document recommendations
for specific areas where
autemation will improve

] process efficizncy,
o + Updale the compliance
'('b)(3)-_p..{__ 86-36 steering group on automation
: requirements and existing
' . gaps.
g | W s%—_"] Agres {UFF@YBY Phase 1 Deliverable: I:
Report documenting reviews and




DOCID: 4273133

ST-11-6009

G £ T34 0 A BB s ) P IR S ek A S

ST1-11-0009

{b)(3)-P.L

. 86-36

| [U] Tarfet Comeletion Date:

{UiF9Y®) Phase 3:

Developmentlimplementation:
Wark wit[__Jto develop the new
capability per Phase 1 and 2

{UIF548) Phase 3 Deliverable:
Complele the development and provide
a final report to OIG defining resuits.

mpletion Date:

{WPOC;
{U |
963-0561

e

{b)(3)-P.

i

Agree

.. 86-36

e

(UIIFQH%)-S!EI Imanages the

i ess controls through
%o repositeries. Eligibility
to acoess Ffamma.jﬁ_mdalted and
reflected in
are abie 10 resicl acCess accorgmg o
a user's elighbility status. Thig control

was previously handled at a systern
level but is now managed by
|

(U) POC:

(UiFaua)| j
963-0561

CELnT

mapping of access controls through

| o repositories.
Eligibility 10 access FAA §702 data is

~updated and refiacted in

Jare able (o
restricl access according fo a user's
eligibility status. This control was

previcusly handled at a system jevel but
5 now managed byl |
l |

(Ul 510 requests closure of the
recommendations. Deliverable
Update: The SID Data Manager can
provide documentation to enable
closure of this recommendation.

prpTy

R N I T T PR L T
RS L TR S R N B A A

Request
Closure

T ()3)PL
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{ \
96967208 ]

1 |963-3004

10

('Bj(s)-P.L. 86-36

iliifé)-?.-l

{U) Sub.bullet #1:

=t@Frer ONI OTR guidelines, the

requiremenig of sub-bullet #1 are
cempleted.

Agree

. 86-36

Tre analyst must assess traffic
and respond to three supporting
guestions |

() Sub-bullet #2:

(e curren veloping

{U} POC:

{uiFese] . I
9630561

"

U
0GC,

ADET

(L Sub-bullet 1 8 2:

Si eferred to 8V. SV will work
with ADET to upgate the following
course: FISA Amendment Act {FAA)
Section 702 (QVSC 1203} 1o reflect
modified Targeting and Minimization
Procedures thal are currently pending
the Foraign Intelligance Survelilance
Courl ruling.

(UsF@ver Sub-butlet 3: SID[__ Jwil

{b}(&)-PL Bbpﬂsnsh lraining slides onto the 52 FAA

702 Targeting Review Guidance
webpage and will work with ADET to
develop a course to replace briefings
and informal training sessions

{U) POC:
{UnFede] |

T 20 A £ R e A R L LW ERL W AR

{b}1)
{b)(3)-P.L. 86-36
(b}(3)-50 USC 302
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{b}3)-P.L. 86

L ]963-1109 and |

SV, 966-2479

S i
(USSR OVSC 1203; BV will work
with ADIET to update the FAA §702
(OVS(C1203) course to reflect the
amended Targeting and Minimization
Pracedures that the Foreign Inteligence
Surveiltance Court ap in
Septamber 2012. 8 will publist
training slides onto the 52 FAA §702
Targeting Review Guidance webpage
and work with ADET to update OVSC

(UNFBHS+-CRSK 1304 & 1305:
Updales to FAA §702 Practical
Applications (CRSK 1304) and FAA
§702 Targeting Adjudication {CRSK
1305) were completed in December
2012, In addition, enforced registration
in the ELM program and targeting
proficiency statistics to the individual
igvel as well as completion rate of any
reguired j

iStructura OQJT traming wilt be

phased in,
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