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SUMMARY 

PURPOSE: To forward to the Intelligence Oversight Board (lOB) of the President's 
Foreign Intelligence Advisory Board, via the Assistant to th~ Secretary of Defense for 
Intelligence Oversight (ATSD(IO)), NSA's quarterly report on its intelligence activities. 

BACKGROUND: Executive Order 12333 and Executive Order 12863 require 
Intelligence Community agency heads and Intelligence Community General Counsels and 
Inspectors General, respectively, to report to the IOB on a quarterly basis concerning 
intelligence activities that they have reason to believe may be unlawful or contrary to Executive 
Order or Presidential Directive. The enclosed memorandum covers all reportable activities 
known to the Inspector General and General Counsel. Per PIOB letter of 6 August 1982, 
Agency heads are responsible for reporting separately ·any additional reportable activities· 
known to them, unless the President has specifically instructed that the Board is not to be 
informed. The Director's signature signifies that no other activities that require reporting are 
known to him. 

RECOMMENDATION: Director sign the enclosed memorandum. 
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NATIONAL SECURITY AGENCY 
CENTRAL SECURITY SERVICE 

FORT GEORGE G. MEADE. MARYLAND 20755-6000 

7 March 2002 

MEMORANDUM FOR THE CHAIRl\IIAN, INTELLIGENCE OVERSIGHT BOARD 

THRU: Assistant to the Secretary of Defense (Intelligence Oversight) 

SUBJECT: (U) Report to the Intelligence Oversight Board on NSA Activities -
INFORMATION MEMORANDUM 

(U) Except as previously reported to you or otherwise stated in the 
enclosure, we have no reason to believe that any intelligence activities of the 
National Security Agency during the quarter ending 31 December 2001 were 
unlawful or contrary to Executive Order or Presidential Directive, and thus required 
to be reported, pursuant to Section 1.7.(d) ofExecutive Order 12333. 

(U) The Inspector General and the General Counsel continue to exercise 
oversight of Agency activities by means of inspections, surveys, training, review of 
directives and guidelines, and advice and counsel. These activities and other data 
requested by the Board or members of the staff of the Assistant to the Secretary of 
'Defense (Intelligence Oversight) are described in th~ enclosure. 

1 

P;uc~it f?. 1/ll(/;;td/ttw--
BRIAN R. MCANDREW 
Acting. Inspector General 

uNu~ 
0oBERT L. nErH 

General Counsel 

(U) I concur in the report of the Inspector General and the General Counsel 
and hereby make it our combined report. . 

Encl: 
a/s 

This Memorandum is Unclassified 
Upon Removal of Enclosure 

~1:'./_ / 
MICHAELV.~ 

Lieutenant General, USAF 
Director, NSA/Chief, CSS 

SECftEYHCOMffNTH.Xl 

DERIVED FROM: NSA/CSSM 123-2 
DATED: 24 FEB 98 
DECLASSIFY ON: Xl 
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1. (U) INSPECTOR GENERAL ACTIVITIES 

a. (U I /FOU9j During this quarter, the Office of Inspector General (OIG) reviewed 
various reports of inadvertent violations of the Attorney General (AG) procedures, 
as well as Department of Defense (DoD) and internal directives, to determine if 
corrective action was appropriate. . :::)''\(b) (3) -P.L. 86-36 

b. (S/ /SI) An OIG team conducted an inspe~Hon-ofthe ·si;.':)lsif.i:telligence 
Directorate (SID)I k-·The team foun9.thatL]did m}t have an 
office-wide Intelligence Oversight (I/0) program, 9~sti.ftil}gtn inconsistent 
compliance with I/0 policies. Several recom:Il).ertdatic:>n~f were made to r~medy the 
inadequacies identified. One recommen.9ation ad9r'Eissed publishing po~icy and 
procedures for executing and managinffthec::Jl/0 program, to include! such 
things as specific supervisory r<::spo.nsibilities, newcomer and refresher tr~ining, and 
mechanisms to verify that.alh~mployees took the training. Other recom.rriendations 
includ_e list,g II. r~Lated duties in_ the I/0 point of :on~act:s perforn:ande plan and 
updating th /0 web page to mclude the orgaruzation s 1/0 pohcy and 
procedures and the name and responsibilities of the I/0 point of contact. D 
concurred with the recommendations and has implemented them. 

c. ES//Sl)'"In our report for third quarter 2001, we described an incident in which an 
analyst claimed that he had not submitted a query on a U.S. business even though 
audit data indicated otherwise. Our investigation of this incident determined that 
the query was unintentional. A copy of our report of investigation is attached. 

d. (U I ffOUOTThe OIG issued its "Strategic Assessment of Intelligence Oversight" 
on 14 December 2001. Copies of the report have been provided to the ATSD (IO) 
under separate cover. 

2. (U) GENERAL COUNSEL ACTIVITIES 

a. (C/ /SI) The OGC reviewed various intelligence activities of the United States 
Signals Intelligence System (USSS) to determine whether they were conducted in 
accordance with applicable statutes, Executive Orders, Attorney General 
procedures, and DoD and internal directives. The OGC advised Agency elements 
on a number of questions, including the collection and dissemination of 
communications of or concerning U.S. persons; the reporting of possible violations 
of federal criminal law contained in SIGINT product; the testing of electronic 
equipment; and the applicability of the Foreign Intelligence Surveillance Act (FISA). 
With few exceptions, the issues presented were routine and indicated that the 
operating elements understand the restrictions on SIGINT operations. The OGC did 
not file any reports with the Intelligence Oversight Board during this quarter. 

SFC~TUCOAiRVTHXl 
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3. (U) SIGINT ACTIVITIES 

a. (S/J.SI) Collection Against U.S. Persons 

(1) (U) Intentional 

{5/ /SI)- During ~his Juarter, the DIRNSA granted approval for consensual 
collection agains per$.Qns; DIRNSA-approved consensual collection 
againsQU.S .. p~:J:'~?~s was.rotrtincly_~_~rminated this quarter. 

··············· 

-iS//81) ~e .Atto~eral g~~tea··aut~ority~io:¢.9.~~~=~:~h:~ 
commurucations ofi__JU~S:··personsdunng--th.isquarter ....... ·· :::::""'"'"···· 

(b)_ (1) 
'(b)(3)-P.L. 86-36 

\b).(~)-P.L. 86-36 (2) (U) Unintentional ·············································································· 

uarter unintenti.onalfetrl~val strateaies using the 1/ 

raw 1traffic files 
~--~~~~~~--------------------------~ inCidents against U.S. persons. All incidents wer~· reported to 
responsible oversight officials and investigated; corrective acifons were taken. 

b. (UHFOUO) Dissemination of U.S. Identities 

. (1) (U) Intentional 

...f..S/ /Sir In accordance with section 7 of USSID 1sj tu.s. identities were 
disseminated. The following table shows the justification and the number of 
instances of dissemination: in the "Unmasked" column, the U.S. identity was 
revealed in a serialized end product; in the "User Requested" column, a U.S. 
identity was released to a user at the user's request . 

. , 

JUSTIFiCATION 
.... : ·. . 

· Unmasked . 

7.2.c Necessary 

7.2.c.l Foreign Official 

7.2.c.2 Disclosure of classified info 

7.2.c.3 International narcotics 

7.2.c.4 Criminal activity 

7.2.c.7 U.S. Government Official 

TOTAL 

SECRETHCO,\fiNT/IX1 
2 

User. Requested TOTAL 
.. 

.············ 

.. ········· . 

(b) (1) 
(b) (3)-P.L. 86-36 
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...... •::····:··:::: 
'(6}6).:::.::::::::.: . 
(b)(3):PL.~6~~i:>"" 

············ .... 
.. •, 

•, 

•, 

•, 

Sf!:CRE'fh'COiWINTh'Xl 

(2) (U) Unintentional 

... ..-·(..\:)) (1) 
(h}.(3)-P.L. 86-36 

(S/ /SI) During the fourtl) .. q{rarter of 2001~nSIGINT products were canceled 
because they contained, . .the identities of u.S:-persons, organizations, or 
entities. Of these,OV:ere reissued with the reference to the U.S. person 
obscured. · 

['{)J) (1) 

4 (U) OTHER ACTIVITIES'(~.) (3 J-P.L. 86-36 
• j(b'·t.pJ-50 usc 3024(i) ::•'' .. lb.J .. (3)-P.L. 86-36 

: ·... ..········· 

(U) External Agency Relation~ ..... / . · · ·· ..... · 
O~A····.... . 

·· ... 

(S//SI) Last quarter .~e.~epo·rt~d(J~ an.Jnc'ident at the I ·· . ., ···I 
...._ _______ __..t·NSA pversight .. ap.p.· Compliance and OG<;;: personnel 
identified improper use of a SI<j;INT corp.:p'\tt~l:. terminal by non-SIG:il;IT personnel 
and other issues. Although correctiv:e···actions were implemented, andther problem 
was recently identified at therTl·siD Ove~~ight.and Compliance pet~onnel 
discovered that sm~.e .. at..Ieast I !Personnel atl had 

..... beenl ········· .. 

::· 

I 
..................................... 

!SIDpersonp.~~ haq repeatedly informed! I that this information 
was considered raw traffic "thatma .. not be disseminated to other than SIGINT 

approval, provided assistance 
'------------~-------=~~~--~ ,;f~) (i) ·························· 

(b) (3)-P.L. 86-36 

(b) (3)-P.L. 86-36 

(U) OGC Legal Authorities Briefing 

(U I /1?000) The SID has engaged the OGC to present a briefing on: NSA's 
legal authorities and restrictions to the entire SID workforce (civilians, military, 
contractors and integrees). It is geared toward a broad tmderstanding of the 

~ECKE'fllCOlvtiN'fh'Xl 
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fundamental legal principles underlying the SID mission. At the briefing, each 
individual is given handouts containing a list of all the legal documents that must be 
read on a yearly basis, procedures for handling a USSID-18 violation, and points of 
contact for specific oversight issues in the SID Oversight and Compliance Office. 
The first briefing was presented on 6 September; after a 2-month hiatus related to 
the September 2001 terrorist attacks, briefings resumed on 6 November. The goal is 
to brief each person assigned to SID by the end of March 2002. Most individuals 
assigned to NSA Headquarters will attend a live presentation of the briefing; those 
assigned to the field and other persons unable to attend will be able to view the 
presentation remotely or via videotape. 

(U) Databases 

A ditionally, many Offices of Prin;t.<;~.ry-]riteres 
I lrrCorder to ensur._e~th=-a-t~t-:-h-ey-a-re_n_o_t~c-o"Tl'~""le-c~te-.d=-a-g~ainst or 
named in product. 

SECRETHCOi\!f:INTHX1 
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NSA/CSS OFFICE OF THE INSPECTOR GENERAL 

I. (U) INTRODUCTION 

SUMMARY REPORT 

IV-01-058 

7 January 2002 

············ 

86-36 

(Sl/31) I ltb~n sought to ~~·.¥1 \ . kould have inadvertently or 
unknowingly qt:eriedl ·-·-·-:----- -· IP~rso~el .. ~ ch~_rge of~~el [system 
·were unable to fmd a scenano thae·coq~~·e-~Pl~ ap. ma.sf.:vertent q~~.~:r._y.by1 
therefore, the matter was referred to the OIG : ·-" · .__ __ ...J 

:;;;~'(b) (3)- P. L. 8 6-36 

II. (U) SCOPE 

any links could be established betweeAr----~=.1..----~=::::...t..=~ 
its locationllr-W_e_in__,te_rv_I_·e_w_e_d-'-----~~--:----:~--~~~ 
back-up au~ . Operations Manager}. We 
obtained and reviewed the bacl':-up audit report 13ertaining ~91 t query 
activity! lalor:t.~ with what his office/s_:tibmitt~d ~b.out'l:he incident to the IG · 
Quarterly Compliance Repbrt, - / - ·-

:.. .·<<···· 
(b) (3)-P.L. 86-36 

Personnel Privileged Info1"11tation 

SECRETI/COlviiNTI/Xl 
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Ill. (U) FINDINGS. 

:: 

:: 

' 

:: 

ALLEGATION: {S//SI) Did!.__~ 

(8//SI)I _....- ,...- 1-tes~fi,ed th~t he has ne*er\'peen involved in a~y USSIDl8.~cidents 
since he st~rted as.>an analyst! at NSA in October 1978. He said aqhe time of theincident 
he thougJtt I ,<-· _,. ; \ 1\:>ut adde_d that he had_no interest mrl 
I lduring::the l;frne fra:r;ne of the incident. eaffirmed What he state~ 
O&C report 7)hat he was r~sponsible fo \ .., 
and recogn,ifo:'edQthe.I:q~eries as querie~ he had made in the past, buf11:o 

I l~aid l}e had no idea:wher.~the otperc:Jqu~ries, including the_..._ ____ ..,. 
query, cafoe fr9±n since h,~ could not recall~verh?.ving querh~p on them at all. / / 
Neverth~lessj/ fadmitted that he rri.ay have-queried or:cbnsidered guer.y'lng on! 

b ,....... !'several months prior, thinkin~ -... __ -- -... _ 1
1 

but could not recall more than that. , ' (!;:>) ( 1) / 
' (b). (3) -PjL. 86-36 

(SHSlrJ lt~13tified that he made a thorough inquiry, e1,ndlt led him to .. , 
conclude that no one othertl':tan I lc~mld have been r~sp.(msible for the I \-.1 

Jqu._ery.l ~pulc;f not deterihiJ:le whYL ,' l:would have q~erif# O[l 
J.He .. added that I lis not onl _,' J 

r J 
I 

,, ,,, •., ___ : -·····--- .. ___ ·-- ... _ ·-. \_ \ ! ! _/ 

(3/tSI) I II lsupezyisor~nc{t,heba~k-up at+di~or ,br) , .... 
I festilied.._ that she noticed thel _ !'!lll.~ .. aiir~s.~r~utiri~ a,ucF~ ai)d 
contacted( I She stated thatl. ~oldh<:!E:h.¢'~~cl!!;gp,~'knq~ hoW; ~~;vyhy 
I lwastargeted .. The;n~fcrr.~r. s.~~~?:Ughttofi.D:9-gMtf:i?.W:I hystem 
could have targeted! lu u nnuu u Uu Uunuu ' .. ,,:;;;;;;:::miiiliiiiiiiiii::iM:>' 

(b) (3)-P.L. 86-36 

testified that she learned from th,e perations manager that 

-~--~--~--~~~ 

" ~~~~~--------------------._--------------------------------~ 

,;' ; ,.!-.. ~¥g,£t~=;;~;~:f!f~-! !clean record and credibility, she 
,._......_ __ ..;;.;;..~~...__ ___ ..,guery o£1 ~as inadvertent and due to the 

' · · She went on to say that though! lcould not recall 

f~r(,;'i~:~;~·~i~:!;:o~ hemostlikelyJ (b) 
111 

1 

Personnel Privileged InfonHation (b) ( 3 )-P.L. 86_ 36 
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DOCID: 4165179 ·-· 
SECRETHCOZW:fl.,lTNX1 \Cpl (1) 

{b1(3)-P.L. 86-36 

for what occurred to 
······· 

~--------------~ 

........ -lwas 

········ ... \\ 

V. (U) Recommendation )'();:)(3)-P.L. 86-36 

(U I ~QUO) Case be closed without fuFfher action~ ~~d·r-1 ------,lbe notified of the 
results. · · 

r ASSIStant )rt"spector General 

Concurred By: 

~-----~r Senior Assistant Inspector General 
for Investigations 

Personnel PJ'ivileged Information 
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