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From:
To:
Subject: Barcode 2011056238 Invoice 80072
Date: Thursday, July 21, 2011 7:43:00 AM

 
Could you please remove the 0-EDIT and replace it with a 1-Approve?
If you have any questions please call.
 
Thank you,
 

Accounting Technician
Invoice Management and Payments Branch
ICE-Office of Chief Financial Officer
Burlington Finance Center
P. 802-28
F. 802-288-7658

DHS.gov
 
How are we doing? We are interested in your feedback. Click HERE and let us know
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From:
To: Consolidation, Invoice
Subject: Reconyx Invoice
Date: Thursday, June 30, 2011 10:22:54 AM
Attachments: 80072.pdf

Hello,
 
I have attached an invoice for order HSCEMD-11-P-00084.

Thank you for your interest in Reconyx, Inc.!

Office Manager
RECONYX, Inc.
(P)866-493-6064 - Toll Free
(P)608-781
(F)608-779-1344 

reconyx.com
www.reconyx.com

----- Original Message -----
From: dhs.gov>
To: orders@reconyx.com
Sent: Wednesday, June 29, 2011 2:53:14 PM GMT -06:00 US/Canada
Central
Subject: Re: Your order has shipped

Can you send me a copy of the invoice and/or the purchase order for my records?

Technical Enforcement Officer
SAC Seattle

U.S. Department of Homeland Security
Homeland Security Investigations
1000 2nd Ave. Room 2300
Seattle, WA 98104

Office: 206-442
Mobile: 206-650

CONFIDENTIALITY NOTICE: The information contained in this e-mail message, including
any attachments, is for OFFICIAL USE ONLY (OUO) and is for the sole use of the intended
recipient(s). Furthermore, this e-mail and its attachments, if any, may contain LAW

BFC Received 
06/30/2011

BFC Received 06/30/2011 ICE 2012FOIA19286.000681
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ENFORCEMENT SENSITIVE material and is therefore, privileged and confidential. Any
unauthorized review, use, disclosure or distribution is prohibited. If you are not the
intended recipient, please notify the sender by reply e-mail and delete the original
message and all copies from your computer.

----- Original Message -----
From: support@reconyx.com <support@reconyx.com>
To: Consolidation, Invoice <invoice.consolidation@dhs.gov>

Sent: Wed Jun 29 11:17:56 2011
Subject: Your order has shipped

Dear Customer:

We thought you would like to know that the following items for Order #80072
have been shipped via UPS - Ground (Price Override) to:

    U.S. Department of Homeland Security
    DHS/ICE/HSI Tech Ops
    10720 Richmond Highway, STOP 5118
    Lorton, VA 20598-5188

Tracking Number(s):
  1Z8Y8E520342199876 shipped on 06/29/2011

ITEM                                        QTY    PRICE
------------------------------------------  -----  ---------
SC950 HyperFire Security Camera             6179.90
SM750 HyperFire License Plate Capture Camera   3089.95
Python Professional Cable Lock                149.95
4GB Reconyx Certified SDHC Memory Car  449.85
Heavy-Duty Security Enclosure                349.95

                                  SUBTOTAL       10219.60
                             SHIPPING COST         104.40
                                       TAX           0.00
                                     TOTAL       10324.00

If you have any questions, please contact us via e-mail (orders@reconyx.com)
or phone (866-493-6064). Please include your order number with all correspondence.

Thanks for shopping with RECONYX.

BFC Received 
06/30/2011

BFC Received 06/30/2011 ICE 2012FOIA19286.000682
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'703 
703 

Office 
BlackBerry 

Warning: This email and any attachments are UNCIASSIFIED//FOR OFFIOAL USE ONLY (U//FOUO).It contains information that mav be ~empt from public release under the 
Freedom of Information Act (5 U.S.C. 552). It Is to be controlled, stored, handled, transmitted, distributed, and disposed of In accordance with DHS poUcy relating to FOUO 
information and Is not to be released to the public or other personnel who do not have a valid "need·to-know" without prior approval o~ an authorized DHS official. No portion 
of this email should be furnished to the media, either in written or verbal form. If you are not an Intended recipient or believe you have received this communication In error, 
please do not print, copy, retransmit, disseminate, or otherwiSe use this Information. Please Inform the sender that you received this message In error and delete the message 
from your system. 

2 
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file:///C|/...ts%20and%20Setting y%20Documents/PO%20%23HSCEMD-11-P-00107%20(VSC40%20to%20Tel%20Aviv) htm[8/30/2011 9:07:22 AM]

From:
Sent: Monday, August 29, 2011 9:43 AM
To
Cc: invoice.Consolidation@dhs.gov
Subject: PO #HSCEMD-11-P-00107 (VSC40 to Tel Aviv)

Importance: High
Dea
 
We rejected the invoice (#IN002222) for the amount of @24,002.00 because Tel Aviv received the VSC40 machine but trainer
has not started the training/installation yet.  Would you prefer to:
 

1.        Re-submit the invoice without training/installation so we may process the payment w/o those?
2.       Re-submit the invoice after the training/installation have completed?

 
Thank you in advance,
 
DHS Logo

US Immigration & Customs Enforcement
Homeland Security Investigations
Office of International Affairs
Procurement & Logistics Management
Washington, DC 20536
P: (202) 732
F: (202) 732-8200
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From:
To:
Subject:
Date: Tuesday, October 04, 2011 9:26:00 AM

Good Morning,
 
            I am inquiring whether you handle DIV6 invoices. If you do can you ether accept or reject
invoice number 82625?

Accounting Technician, Invoice Management and Payments Branch
DHS/ICE- Office of Chief Financial Officer
Burlington Finance Center
Phone (802) 288
Fax (802) 288-7658
Email: ICEOFM.Apcustomerservice@dhs.gov 
How are we doing? We are interested in your feedback. Click here and let us know
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From:
To:
Subject: RE
Date: Tuesday, October 04, 2011 9:28:42 AM

I only handle Title III Invoices for my 3 vendors.
 

Management & Program Analyst
Homeland Security Investigations
Technical Operations
10720 Richmond Highway
Lorton, VA  20598
703-495

Warning: This email and any attachments are UNCLASSIFIED//FOR OFFICIAL USE ONLY (U//FOUO). It  contains information that may be
exempt from public release under the Freedom of Information Act (5 U.S.C. 552). It  is to be controlled,  stored, handled, transmitted, distributed,
and disposed of in accordance with DHS policy relating to FOUO information and is not to be released to the public or other personnel who do
not have a valid "need-to-know" without prior approval of an authorized DHS official. No portion of this email should be furnished to the media,
either in written or verbal form. If you are not an intended recipient or believe you have received this communication in error, please do not print,
copy, retransmit,  disseminate, or otherwise use this information.  Please inform the sender that you received this message in error and delete the
message from your system. 

 

Fro
Sent: Tuesday, October 04, 2011 9:26 AM
To
Subjec
 
Good Morning,
 
            I am inquiring whether you handle DIV6 invoices. If you do can you ether accept or reject
invoice number 82625?
 

Accounting Technician, Invoice Management and Payments Branch
DHS/ICE- Office of Chief Financial Officer
Burlington Finance Center
Phone (802) 288
Fax (802) 288-7658
Email: ICEOFM.Apcustomerservice@dhs.gov 
How are we doing? We are interested in your feedback. Click here and let us know
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From:
To:
Subject: R
Date: Tuesday, October 04, 2011 9:28:42 AM

I only handle Title III Invoices for my 3 vendors.

Management & Program Analyst
Homeland Security Investigations
Technical Operations
10720 Richmond Highway
Lorton, VA  20598
703-495-6006

Warning: This email and any attachments are UNCLASSIFIED//FOR OFFICIAL USE ONLY (U//FOUO). It  contains information that may be
exempt from public release under the Freedom of Information Act (5 U.S.C. 552). It  is to be controlled,  stored, handled, transmitted, distributed,
and disposed of in accordance with DHS policy relating to FOUO information and is not to be released to the public or other personnel who do
not have a valid "need-to-know" without prior approval of an authorized DHS official. No portion of this email should be furnished to the media,
either in written or verbal form. If you are not an intended recipient or believe you have received this communication in error, please do not print,
copy, retransmit,  disseminate, or otherwise use this information.  Please inform the sender that you received this message in error and delete the
message from your system. 

 

From: 
Sent: Tuesday, October 04, 2011 9:26 AM
T
Subjec
 
Good Morning,
 
            I am inquiring whether you handle DIV6 invoices. If you do can you ether accept or reject
invoice number 82625?
 

Accounting Technician, Invoice Management and Payments Branch
DHS/ICE- Office of Chief Financial Officer
Burlington Finance Center
Phone (802) 288
Fax (802) 288-7658
Email: ICEOFM.Apcustomerservice@dhs.gov 
How are we doing? We are interested in your feedback. Click here and let us know
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GENETEC 

AutoVu Mobile Data Computer (MDT) Minimum Requirements 

Medium Data Volume (under 2 sharps) 

}) Intel® Core® Duo U2500 Ultra Low Voltage, 1.2 GHz, 2 MB Cache 
» 2.0GBofRAM 
)) Microsoft® Windows XP Pro SP2/SP3 32-bit 
>) Microsoft® Windows Vista SP1 Business or Ultimate 32-bit 
,, SQL Express 2005/20081 

)) 80 G B of storage or more 
)) 800 x600 or higher screen resolution 
)) 10/100 Ethernet Network Interface Card 
)) USB ports 
)) Sound support 

' 
1SQL Express license provided with AutoVu software may support support up to 4GB (150 000 reads or 
hotlist/ permit hits) of data for Hotlist, Permit Applications or Overtime (no wheel imaging). Please 
contact your Sales Engineer in order to size the database necessary for Overtime applications with 
Wheel Imaging. 

April 20, 2010 
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MARYLAND COORDINATION AND ANALYSIS CENTER 
Intelligence Analysis Division 

Intelligence Bulletin 

Phone: 443-436-8800 Fax: 443-436-8825 

License Plate Recognition (LPR) Program 

(U) Background on License Plate Recognition Technology 

(U) License Plate Recognition/Reader (LPR) systems consist of high-speed cameras and 
sophisticated computer algorithms that convert the images of motor vehicle license plates 
into computer readable data. When a vehicle comes into a LPR camera's field of view an 
image is captured of the license plate. The license plate number is then queried against 
certain law enforcement databases such as the Motor Vehicle Administration (MVA) and 
the National Crime Information Center (NCIC) to identify motor vehicle administration 
violations, stolen vehicles or stolen license plates, and wanted or missing persons 
associated with the license plate number. If a match is found, the system notifies the 
operator ofthe LPR camera within milliseconds of the vehicle's location and the 
infraction related to the license plate. This provides the operator the ability to verify the 
information and obtain the direction oftravel ofthe vehicle. LPR systems are generally 
equipped with Global Positioning System (GPS) receivers which record the date, time, 
and location of the license plate captured. LPR systems can be on mounted on patrol 
vehicles or at fixed locations. 
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(U) Maryland's Role in License Plate Recognition 

(U) Although LPR techf!ology is often viewed as a valuable real time, street crime­
fighting tool in identifying stolen vehicles and stolen license plates, historical LPR data 
can help law enforcement agencies with protecting the public and investigating crimes. 

(U//FOUO/ILES) In Maryland, approximately 25% of the law enforcement agencies 
utilize LPR technology. With large numbers of agencies embracing this technology, the 
State of Maryland has embarked on an ambitious plan to network LPR data collected 
from these various agencies to one central server housed at the Maryland Coordination 
and Analysis Center (MCAC). The LPR data collected from the various agencies will be 
managed and stored at the MCAC. Data collected by LPR systems and networked to the 
MCAC will be retained on the central server for a period of one year, with strict access 
control and privacy protections in place. 

(U//FOUO/ILES) As of 31 January 2011, the MCAC has networked approximately 42% 
of the agencies who utilize LPR technology and continues to integrate the LPR data 
collected from more Jaw enforcement agencies into the MCAC centralized server. LPR 
data housed in the central server will be made available to all law enforcement agencies, 
provided that the data search requested is related to a criminal investigation or relevant to 
the safety of officers and citizens. Identifying the intended uses of LPR data is critical to 
protecting the privacy of citizens. Detailed below is the list of networked agencies 
currently linked to the MCAC. 

County Agency 

Anne Arundel Anne Arundel County PD 

Anne Arundel DGS Capitol Police 

Anne Arundel Annapolis PD 

Baltimore City DGS Capitol Police 

Baltimore City Maryland Transportation Authority PD 

Baltimore County MSP Golden Ring 

Calvert Calvert County Sheriffs Office 

Carroll Carroll County Sheriffs Office 

Cecil MSP JFK Barrack 

Charles MSP La Plata Barrack 

Frederick MSP Frederick Barrack 

Prince Georges Greenbelt City PD 

Prince Georges Hyattsville City PD 

Prince Georges Laurel City PD 

Prince Georges Maryland National Capitol Park PD 

Prince Georges MSP College Park 

Prince Georges New Carrollton PD 

Montgomery Montgomery County PD 
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MCAC Customer Satisfaction Survey 

Return to: Maryland Coordination and Analysis Center 
7125 Ambassador Rd. Ste 130 Baltimore, Maryland 21244 Fax 443-436-7748 

Marking Instruction: Circle the appropriate response 
Accordingly 

Dear Customer, 

I 
2 

Strongly Agree 
Agree 

3 
4 

Neither agree nor Disagree 
Disagree 

Please take a moment to complete this survey and 
help evaluate the quality and value ofMCAC 
products. Your response will help us serve you more 
effectively and efficiently in the future. 

5 
NIA 

Strongly Disagree 
Not Applicable 

Thank you for your cooperation and assistance 

Product Title: License Plate Recognition (LPR) Program 
Product Date: 31 January 20 II 

Customer name/agency: (Optional) ______________ _ 

Quality 

2 3 4 5 NIA 

2 3 4 5 N/A 

2 3 4 5 NIA 

2 3 4 5 N/A 

Value 

2 3 4 5 NIA 

2 3 4 5 NIA 

2 3 4 5 N/A 

2 3 4 5 N/A 

Comments 

This product was delivered within established deadlines. 

The product was timely and relevant to your mission, programs, priorities or 
initiatives. 

The product was clear and logical in the presentation of information. 

The product is reliable i.e., sources well documented and reputable 

This product contributed to satisfying intelligence gaps. 

The product resulted in change in investigative or intelligence priorities. 

The product resulted in more informed decisions concerning investigative or 
intelligence initiatives and/or resource allocation. 

The product identified new information associated with pending matters. 
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CarDetector - CDMS Mobility Kit - Product Data Sheet 

Vigilant Video, Inc. offers the CarDetector Mobile LPR System (CDMS) 'Mobility' Kit. The Mobility Kit provides a 
complete LPR solution in a portable and ruggedized case that can be easily shared between police vehicles. 
Available with 1, 2, 3, or 4 low profile LPR cameras, an LPR processor and all required cabling, the Mobility Kit 
provides efficieney and effectiveness for multipurpose LPR applications. The ruggedized case functions as a 
protective casing during LPR operation as well as a storage box for all components when not in use. Components are 
easily stored inside the case with steel mounted brackets and insulated pads for anti-shock transporting. The 
versatility offered by the CDMS Mobility Kit prevents damage normally found with regular installation change outs 
between multiple police vehicles and/or dispatch locations. 

n !.%it "M "'-"' l'.<.%.\ 

Mobility Kit Package "il "':"!¥; 

The COMS Mobility Kit is a compact high performance mobile LPR solution. It provides accurate license plate captures at 
speeds in excess of 120 mph and is capable of scanning over a thousand license plates per minute. Using Vigilant Video's 
Optical Character Recognition engine with the popular CarDetector LPR interface, the CDMS Mobility Kit offers a robust 
answer to in-field LPR tactics - ready to go in less than 10 minutes. 
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Vigilant Video's 
Raptor LPR Camera 

Kit Specifications (2-Camera Kit) 

• Dimensions 

• Length - 22 in 

• Width - 11 in 

• Height- 14 in 

• Weight= 37.4 lbs. 

• Power= 50W@ 12V DC 

The CDMS Mobility Kit is 100% compatible with Vigilant 
Video's Law Enforcement Archival Reporting Network 
(LEARN) LPR server application. 

All LPR data transactions by the CDMS Mobility Kit may be 
recorded in LEARN for later use of investigative forensics or 
LPR data sharing to other Law Enforcement Agencies. 

LEARN extends the value of LPR systems much beyond the 
field kit. With LEARN, multiple Hot-Lists may be managed 
from the office, and most field preparatory work may be 
completed prior to dispatching the CDMS Mobility Kit. 

,Wtti'i: 
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Fixed LPR 

Data Hosting 
Options 

I J= "\ .. DN' ' --~J ...... ' 
LEARN Server 

Option# 2 

Wireless Connection to LEARN Mobile LPR 

LEARN is the most comprehensive LPR data system available. LEARN establishes controlled access of 
historical and current LPR information, serves as a "Hot-List" management tool and features immediate 
CarDetector fleet record comparisons through multi-level record storage. Leveraging the option of the 
industry's only NCIC approved data center for record management, storage and searching, LEARN 
represents an unparalleled utility for using LPR data in the fight against crime. 

S:o<en · 

_vehicle r: f 

. ·-·~ 

PlAlf IN~ORMAIION 

:Ia I t(::·:j 

. ··.,." Pl«tl!i1' •· .s Vf!lf'Ht:I<IIT!tr.&· 8/5}:200-tl J:07:4ijl PM 
•• ,._.: Long:t~e: ·112.02!201 

LlbhKl<!- ]1.421%8 
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• Centralize all of your LPR data in one location for PO access 
• Map multiple scans - generate and understand behavioral trends 

• View "Hit" densities in your community - maximize your resources 
• Data analysis for department planning & proactive crime reduction 

Investigate 
Manage 
Archive 

• Search partial plates to help solve crimes more effectively 
• Automated statistical reporting tools with customized reports 

• Historical "Hot-List" matching with automated email alerts 
• Access to the largest private LPR database to enhance a 

police department's intel and advanced investigations Geographic Searching - locate vehicles 
in a geo-fenced area 

lgilantvideo. 



ICE 2012FOIA19286.000750- 31296 -

L l= ~~ t !iII 

Imagine updating your entire fleet at the push of a button! 

Vigilant Video 
software updates 

LEARN Server 

:I 
·' , 
·~~ ..... ...... 
~ .... ... 

Increase officer safety while managing your fleet! 

~----~ 
Automatically download 

to your MDC 

Software updates are managed by LEARN and sent automatically to every LPR vehicle 
• Free valuable IT staff from having to update manually • Eliminate the need to take police vehicles off the streets 

Manage 

Vigilant Video's LEARN server has the intelligence to 
manage an unlimited number of 'Hot-Lists'- automatically 
downloading any state or local 'Hot-List' file and ensuring 
your LPR vehicles are currentwith real time updates. 

LEARN has 'User' account settings to keep administrative 
levels separate allowing each department within your LEA 
to stay focused on its own priorities. 

Secure 
lnteroperability 

Within the framework of LEARN 
there are many ways to manage 

priorities and maintain 
data integrity. 

National Crime Information Center 

~4 '/~;'FGt ... ·· 
4 ~--; :\{~hi 

Download 

(NCIC) 

Auto Theft 

Task Force 

From stolen vehicles to felony warrants to parking tickets, your LEARN server will offer 
you the most effective methods of data management limited only by your imagination. 

www .. vigilantv 
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National Vehicle Location Services (NVLS) is a conglomerate of privately collected License Plate Recognition 
data scans. This LPR data is now available for sharing with law enforcement agencies brought to you exclusively 
by Vigilant Video. Today the NVLS database contains over 100,000,000 plate records from cities across the US. 

igilantvideo.com 
@vigilantvideo.com 

rt.-."1!'1 
~' ~'--" 1\'t"' ... ~ 

Vigilant Video, Inc. 
2021 Las Positas Ct. 
Livermore, CA. 94551 
(925) 398-2079 
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STATE OF MARYLAND 
MARYLAND STATE POLICE 

1201 REISTERSTOWN ROAD 
PIKESVILLE, MARYLAND 21208-3899 

410-486-3101 

',.,, 

MARTIN O'MALLEY 
GOIIERNOA 

TOLL FREE: 1-800-525-5555 
TIY: 410-486-0677 

COLONEL 
TERRENCE B. SHERIDAN 

Sl.JPERINTF~lCEN"T 
ANTllONY G. BROWN 

LT GO\IE;wQA 

GENERAL ORDER NO. 

TO: All Sworn Personnel 

SUBJECT: License Plate Recognition Program 

PURPOSE 

To establish guidelines for the deployment, maintenance, training, and data storage 
associated with the usage of License Plate Recognition (LPR) systems by Maryland State 
Police (MSP) personnel. 

MISSION 

The objective of the LPR program is to increase the safety on Maryland roadways while 
reducing the impact of economic losses caused by auto theft and other vehicle-related crimes. 
The program is also intended to enhance security at designated locations by supplementing 
existing security measures. The MSP is committed to increasing the detection of stolen 
vehicles, vehicles with revoked or suspended registrations, uninsured vehicles, vehicles 
operated by drivers with suspended or revoked licenses, other vehicle-related crimes that 
impact the safety of citizens, and finding wanted and missing persons. 

OVERVlEW 

A. The identification of stolen vehicles, stolen license plates, and wanted and missing persons 
are the primary focuses of the LPR program. LPR technology uses specialized cameras 
and computers to quickly capture large numbers of license plate photographs and compares 
them to a list of plates of interest. The plates of interest are referred to as a "hot list." LPR 
systems can identify a target plate within seconds of contact with it. allowing law 
enforcement to identify target vehicles that may otherwise be overlooked. LPR systems also 
record every license plate they scan and record the location, date, and time of each license 
plate read. The technology is available in mobile systems mounted on police vehicles and 
fixed camera systems that can be mounted on poles or on the roadside. Mobile LPR 
systems are designed to allow officers to patrol at normal speeds while the system reads 
license plates they come in contact with and alerts them if there is a match to a "hot list." 

B. The Maryland Coordination and Analysis Center (MCAC) will house an LPR System 
Operations Center, which is the central clearinghouse for all license plates scanned by LPR 
systems. It is maintained by MCAC personnel designated by the MCAC Director. The 
Operations Center is a data collection and reporting tool. All LPR system data collected will 
be maintained on the Operations Center server at MCAC. The Operations Center provides 
a database, inquiry tool, history tracking, and reporting for the entire LPR program. It 
manages and provides a storage and search structure for the license plate information being 
collected in the field. 

C. The Operations Center acts as a secure intra-nat site, allowing only personnel with 
password protected access to some or all of the license plate data collected. The 
Operations Center receives all scanned reads collected by fixed and mobile LPR systems 
deployed throughout the State and organizes the data into a central database. The central 
database supports the reporting and query functions. Authorized MCAC personnel have the 
ability to: 

"J4arylmul~\· Finest" 
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GENERAL ORDER NO. (Cont'd) 

TO: All Sworn Personnel 

SUBJECT: License Plate Reader Program 

1. look for a license plate or partial license plate in the history and view the image and 
location of matches; 

2. view maps with the location of plate reads and alarms; 
3. view statistical reports on reads and alarms; and 
4. view reads and alarms for a specific geographic area and time frame. 

POLICY 

A. Installation and Maintenance 

1. Fixed LPR systems will be installed on public roadways at stationary positions 
throughout the State as determined by the Superintendent or his designee. 

2. Mobile LPR systems will be installed in MSP vehicles as determined by the 
Superintendent or his designee. 

3. The Information Technology Division (lTD) will be responsible for the installation and 
maintenance of the LPR system equipment in MSP vehicles and at stationary locations. 

4. lTD will be responsible for maintaining the detailed inventory record of all LPR system 
equipment. 

5. lTD will be responsible for conducting an annual physical inventory of all LPR system 
equipment and reconciling it with their detailed inventory record. Once reconciled, the 
inventory will be forwarded to the State Personnel Property Unit. 

6. The Commander, ITO, must pre-approve the installation or transfer of any LPR system. 
7. ITO will be responsible for the installation and maintenance of barrack video monitoring 

centers, mobile LPR computer systems, and all related hardware and software. 
8. Any damage to LPR systems will be reported immediately according to established MSP 

policy and procedures related to the loss of or damage to MSP equipment. 

B. LPR Cleaning and Maintenance 

LPR equipment should be cleaned and maintained according to the manufacturer's 
recommendations. 

C. Fixed LPR Systems 

1. LPR equipment provides access to stolen and wanted files and is also used in 
furtherance of criminal investigations. The use of LPR systems and access to its data 
requires a legitimate law enforcement purpose. 

2. No member may use or authorize the use of the equipment or database records for any 
other reason. 

3. The Superintendent or designee will determine the appropriate locations for deployment 
of fixed LPR systems. 

4. The Commander, ITO, will coordinate the deployment of fixed LPR systems and ensure 
they are properly maintained. 

5. The barrack commander in the area of deployment will assign personnel to the video 
monitoring center at the barrack to monitor data scanned by the fixed LPR system in 
their area of responsibility and take appropriate action when an alarm is activated. 

6. The barrack commander in the area of deployment will ensure all personnel assigned to 
the video monitoring center have received the appropriate training and that the training is 
properly documented. 

7. The barrack duty officer will be responsible for the following: 

a. Inputting registration information manually 

(1) If it becomes necessary after the initial upload of the fixed LPR system to add 
specific information, the database can be "customized" by manually entering 
information; and 

2 
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TO: All Sworn Personnel 

SUBJECT: License Plate Reader Program 

(2) ensuring that all custom manual inputs have a legitimate law enforcement 
purpose. This option should only be utilized in cases where crimes (e.g. stolen 
vehicles, radio item broadcasts, etc.) are reported. 

b. Contacting the MCAC LPR Program Administrator or designee requesting that the 
registration information be manually entered into the Operations Center. The 
request will be documented on the barrack CAD system. 

8. All scanned LPR data will be transmitted to the MCAC through an encrypted Virtual 
Private Network (VPN) and purged automatically from the video monitoring center after 
one day. 

9. The MCAC LPR Program Administrator or designee will ensure "hot lists" are updated at 
the beginning of each shift. The updated "hot list" will be transmitted to the LPR systems 
through an encrypted VPN. 

10. All data scanned by the fixed LPR system is transmitted to the LPR system's video 
monitoring center at the installation with responsibility for the geographic area of 
deployment and checked against the daily "hot list." Positive "hits," along with a digital 
image of the license plate will be reviewed by barrack personnel assigned to oversee the 
video monitoring center. The duty officer or designee will accept or reject all alarms. 

11. The duty officer or designee who receives a positive "hit" (alarm) on a scanned license 
plate will compare the digital image of the license plate to the NCIC information to verify 
the ·hit." 

12. Verified positive "hits" will be accepted by activating the "accept" alarm key on the video 
monitoring center screen. When an alarm does not result in a verified positive "hit," 
personnel will activate the "reject• alarm key. 

13. The duty officer or designee will provide the information to the appropriate personnel, 
MSP installation, or local police department based on the location of the "hit." 

14. The duty officer at the MSP installation receiving notification of a positive "hit" will 
determine the appropriate response. 

15. A positive ahit" alone does not establish probable cause. The hit must be confirmed prior 
to taking any enforcement action. 

16. Personnel will provide the information by radio to the local MSP installation's Police 
Communications Operator (PCO), who will immediately attempt to confirm the hit 
according to established policy in MSP Administrative Manual, Chapter 11. 

D. Mobile LPR Systems 

1. LPR equipment provides access to stolen and wanted files, and is also used in 
furtherance of criminal investigations. The use of LPR systems and access to its data 
requires a legitimate law enforcement purpose. 

2. No member may use or authorize the use of the equipment or database records for any 
other reason. 

3. Mobile LPR systems will be installed in Department vehicles and deployed as directed 
by the Superintendent or designee. 

4. Commanders of personnel who are assigned mobile LPR systems will: 

a. select the appropriate personnel to utilize LPR systems; 
b. ensure they are properly deployed and maintained; 
c. maintain an adequate number of properly trained personnel; 
d. ensure all personnel utilizing or maintaining mobile LPR systems are properly trained 

prior to using the system; 
e. designate a supervisor as the installation's LPR program supervisor; 
f. ensure all required LPR program logs and records are properly maintained according 

to policy: 
g. ensure all significant incidents and arrests that are related to LPR usage are properly 

documented and this information is forwarded to the appropriate bureau chief; and 

3 
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TO: All Sworn Personnel 

SUBJECT: License Plate Reader Program 

h. ensure that all mobile LPR system equipment is inspected each month and 
documented on the employee's Motor Vehicle Inspection Report (form MSP 153). 
Any deficiencies will be immediately brought to the attention of the installation 
commander or designee. 

5. The mobile data computer in the vehicle will act as a video monitoring center. This is the 
central clearinghouse for all license plates scanned by the mobile LPR system. 

6. The MCAC LPR Program Administrator or designee will ensure "hot lists" are updated at 
the beginning of each shift. The updated "hot list" will be transmitted to the LPR systems 
through an encrypted VPN. 

7. All scanned LPR data will be transmitted to MCAC through an encrypted VPN and 
purged automatically from the video monitoring center after one day. 

8. All data scanned by the LPR system is transmitted to the mobile data computer inside 
the vehicle and checked against the daily "hot list." When an alarm is received alerting 
personnel of a positive "hit," a digital image of the license plate will be displayed on the 
mobile data computer screen for review. 

9. Personnel who receive an alarm of a positive "hit" on a scanned license plate will 
compare the digital image of the license plate to the NCIC information to verify the "hit." 
Verified positive "hits" will be accepted by activating the "accept" alarm key on the video 
monitoring center screen. When an alarm does not result in a verified positive "hit," 
personnel will activate the "reject" alarm key. A positive "hit" alone does not establish 
probable cause. The hit must be confirmed prior to taking any enforcement action. 

10. Personnel will provide the Information by radio to the local MSP installation's Police 
Communications Operator (PCO), prior to taking enforcement action, who will 
immediately attempt to confirm the hit according to established policy in MSP 
Administrative Manual, Chapter 11. 

11. The duty officer at the MSP installation receiving notification of a positive "hit" will 
determine the appropriate response. 

12. Commanders will be responsible for overseeing the LPR systems assigned to personnel 
under their command and ensuring compliance with Department policy. 

13. Personnel assigned mobile LPR systems will be responsible for the following: 

a. Ensuring that all custom manual inputs have a legitimate law enforcement purpose. 
This option should only be utilized in cases where crimes (e.g. stolen vehicles, radio 
item broadcasts, etc.) are reported. 

b. Ensuring that custom manual inputs are approved by the duty officer before their 
entry into the MCAC Operations Center. 

c. Requesting that the MCAC LPR Program Administrator manually enter the 
registration information into the Operations Center once approved by the duty officer. 
This request for entry into the MCAC Operations Center can be made by the 
initiating trooper or the duty officer. The request will be documented on the barrack 
CAD system. 

E. Hit Verification 

1. At this time, the LPR system does not interface with real time MILES and NCIC data. 
2. The information received from license plates that are recognized as positive "hits" is 

dated and may be up to 24 hours old. 
3. Personnel must verify all positive "hits" through MILES and NCIC and follow all 

departmental policies and procedures. 
4. The LPR system is ONLY to be used as an investigative tool. Confirmation is essential 

prior to a stop. 

F. Emergency Operations 

1. During the course of normal law enforcement duties, incidents may occur that require 
immediate assistance. The LPR system can be a valuable tool in these situations, such 

4 
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GENERAL ORDER NO. (Cont'd) 

TO: All Sworn Personnel 

SUBJECT: License Plate Reader Program 

as alerts, bank robberies, or other violent crimes and can help bring the incident ~o a 
safe and successful conclusion. · 

2. All license plate information related to AMBER, Silver, and Blue alerts will be 
immediately entered into the Operations Center's LPR server by the MCAC LPR 
Program Administrator or designee. The "hot list" will be updated with the alert 
information provided by Computer Crimes Unit personnel. The MCAC LPR Program 
Administrator or designee will ensure the timely transfer to all LPR systems. 

3. In the event of a critical situation with vehicle registration information, the deployment of 
an LPR system can maximize the coverage area to search for any vehicle involved. 

4. LPR equipped vehicles should be directed to patrol areas which are likely to increase the 
chance of encountering the vehicle. 

5. The duty officer will contact the MCAC LPR Program Administrator or designee and 
request that the Operations Center's LPR server be searched to determine if any mobile 
or fixed LPR systems had previously encountered the target plate. 

G. Reporting 

1. The installation LPR supervisor is responsible for the following: 

a. Consolidating all LPR statistics and arrest narratives into one monthly report. This 
information will be detailed on a Form 17 and forwarded to the MCAC LPR Program 
Administrator by the 51

h of each month. A copy will be retained at the installation. 
b. Maintaining a separate file for each LPR system at the installation. Each file will 

include all monthly reports submitted by the LPR user. 
c. All LPR reports shall be retained for a minimum of the current calendar year plus one 

year. 

This Order cancels GO 01-0906 and supersedes all other orders and memoranda in conflict 
therewith. 

TBS:Iss 

Terrence B. Sheridan 
Superintendent 

5 
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Maryland Coordination and Analysis Center 
Standard Operating Procedure 

Automatic License Plate Recognition Program 

Effective Date: 10/04/2011 Number: 2011-01 

Subject: Automatic License Plate Recognition 
Program No. Pages: 8 
Reference: Production Process & Policy for 
MCAC Original Production & Dissemination Special Instructions: None 

Reevaluation Date: 
Distribution: All MCAC Personnel 07/01/2012 

I. PURPOSE 
It is the purpose ofthis policy to provide personnel assigned to the Maryland Coordination 
and Analysis Center (MCAC) and participating agencies with guidelines and principles for 
the collection, analysis, dissemination, retention and destruction of information regarding the 
Automatic License Plate Recognition Operations Center data and facilitating compliance 
with all applicable laws. 

II. APPLICABILITY 
This policy applies to all assigned personnel within MCAC, those working under contract 
with the MCAC, and to those who use its services (Users). 

III. POLICY 
The Maryland Coordination & Analysis Center will comply with all applicable laws and 
regulations as they pertain to the collection, use, and dissemination of data obtained through 
the License Plate Reader (LPR) program. The MCAC will house and maintain the LPR 
Operations Center System and access to the system will be managed by an LPR Program 
Administrator. 

IV. ACCOUNTABILITY 
Primary responsibility for ensuring compliance with the provisions ofthis policy is assigned 
to the Executive Director, MCAC. The Executive Director will designate an LPR Program 
Administrator, who will be responsible for the overall management of the LPR Program. 

V. AUTOMATIC LICENSE PLATE RECOGNITION/READER TECHNOLOGY 
Automatic License Plate Recognition (ALPR), also known as License Plate Reader (LPR), 
provides automated detection of license plates. The LPR system consists of a high-speed 
camera, mounted either at a fixed location or on a mobile patrol vehicle, and a computer to 
convert data from electronic images of vehicle license plates into a readable format, and then 
compare the information against specified databases of license plates. The system attaches 
camera identification, date, time, and location information, to include GPS coordinates, to the 
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digital image and it is maintained electronically in a central location to provide a means of 
ensuring the license plate number was properly converted. The digital image can include 
additional information such as: 

• The vehicle's make and model; 
• The vehicle's driver and passengers; 
• Distinguishing features (e.g., bumper stickers, damage); 
• State of registration 

If a given plate is listed in the database, the system is capable of providing the vehicle's 
location, direction of travel, and the type of infraction related to the notification. 

VI. USES OF LPR DATA 
Identifying the intended uses ofLPR data is critical in assessing any privacy and/or civil 
liberties implications due to the networking within the MCAC of LPR data collected by 
participating law enforcement agencies. 

The Maryland Coordination and Analysis Center has, as one of its core missions, the sharing 
of information, thereby assisting law enforcement agencies in the fulfillment of their duties. 
The MCAC's Operation Center, which is the statewide central repository for license plate 
reader data, serves specific public safety goals. Specifically, LPR data may be used for, but 
is not limited to, the following purposes: 

• Crime analysis; 
• To alert law enforcement officials that a license plate number is on a list of 

targeted license plate numbers (Hot List) or is related to a criminal investigation 
and is found in the LPR database; 

• To alert law enforcement officials that a license plate number on a hot list has 
been recorded by a fixed versus mobile camera, possibly requiring notification to 
law enforcement agencies in proximity or travel route of the identified vehicle; 

• To identify the movement of vehicles operated by individuals currently under an 
open criminal investigation; 

VII. PROCEDURES 

A. Mission 

1. The mission of the Maryland Coordination and Analysis Center is to serve as the 
focal point for federal, state, local, and private sector partners in the collection, 
analysis, and dissemination of criminal and homeland security information within 
Maryland. 

2. In furtherance of that mission, the primary goal ofthe LPR program is to collect 
and store vehicle license plate information in an effort to increase the detection of 
stolen vehicles, stolen tags, wanted and missing persons and aid criminal 
investigations and prosecutions of other crimes involving vehicles that impact the 
safety of Mary land's citizens. 

2 
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3. The MCAC collects information in a manner consistent with applicable laws, 
regulations, and internal policies. Collected information is analyzed and distributed 
in order to provide tactical, operational, and /or strategic intelligence on the 
existence, identities, and capabilities of criminal suspects or enterprises. In 
accordance with these principles, LPR datawill be queried and disseminated only if 
there is legal process requiring these actions or there is reasonable suspicion that an 
individual or enterprise is involved in criminal conduct or activity and the 
information is relevant to that criminal conduct or activity and the requestor has a 
legitimate need to know. 

B. Data Collection, Retention, and Dissemination 

I. The LPR data collected by the various agencies participating in the LPR program will be 
transmitted to the MCAC Operations Center via a fiber optic line or through an encrypted 
Virtual Private Network (VPN). The data will be maintained on the Operation Center 
server independent of any other law enforcement databases housed at the MCAC. 

2. All LPR system data provided to the MCAC will be stored on the Operations Center server 
for a period not to exceed one year. After the one year period, the data will be purged 
unless it has become, or it is reasonable to believe that it will become, evidence, including 
evidence that tends to inculpate or exculpate a suspect, in a specific criminal or other law 
enforcement investigation or action. Should data be determined to have evidentiary value, 
the following paragraph applies: 

a. In those circumstances when data is identified as having evidentiary value, the LPR 
Program Administrator, or designee, will review the facts of the specific case and 
determine if the data should be saved. If the LPR Program Administrator determines 
it is reasonable to believe the data has evidentiary value, the Program Administrator 
will authorize the transfer of the applicable data from the LPR Program server to a 
form of digital storage media (CD, DVD, etc.) or other portable storage devices. 

b. Agencies requiring data to be retained by MCAC beyond the established retention 
period may make a formal request to the MCAC to extend retention. Each request 
must specify the need for extended retention, the circumstances surrounding the 
request, the requesting agency's case number, and a specific point of contact within 
the requesting agency. The MCAC reserves the right to grant or deny agency 
requests based on the information provided. 

3. The following methods shall be used when disseminating LPR information: 

a. The "need to know" and "right to know", as defined in the MCAC Privacy Protection 
Policy of a potential recipient must be verified and documented prior to 
dissemination of LPR information. 

b. Requests for Service (RFS) for License Plate Reader data will be processed in 
accordance with the MCAC Standard Operating Procedures for Processing 
Requests for Information and Requests for Service Guidelines. 

3 



ICE 2012FOIA19286.000762- 31308 -

c. The primary method of dissemination shall be via email, in an electronic format that 
employs a reasonable level of security to guard against alteration, or fax. 

d. If access to secure email accounts is not practical, the information may be provided to 
the requestor via digital storage media or paper copy, as determined by MCAC staff. 

4. Reports and other investigative information received and disseminated by the MCAC shall 
be retained within internal electronic MCAC files. After disseminating LPR information 
deemed to have evidentiary value, the completed report containing the data will be entered 
into a searchable database for future exploitation and auditing purposes in accordance with 
the MCAC Privacy Protection Policy. 

C. LPR Operations Center System 

I. The LPR Operations Center system provides the database, query tool, history tracking, and 
reporting for the LPR program. It manages and provides a storage and search structure for 
the license plate information being collected in the field. The Operations Center is 
established as a secure intra-net site within the MCAC IT network, allowing only personnel 
with password protected access to license plate data collected. 

2. The Operations Center receives data from scanned license plate reads from participating 
agencies collected via fixed and mobile LPR systems, and organizes the data in a central 
database. The central database is the basis for reporting and query functions. Authorized 
MCAC personnel will have the ability to: 

a. Query license plate or partial license plate information in the system and view the 
image and location of matches; 

b. View maps with the location of plate reads and alarms; 

c. View statistical reports on reads and alarms; 

d. View reads and alarms for a specific geographic area and time frame; and 

e. Produce a geographic map of the plates that were searched. 

D. Manual Inputs 

I. License plate information connected to crimes reported after the LPR automatic "Hot List" 
twice-daily upload (e.g., lookouts for stolen vehicles, AMBER alerts, or other wanted 
vehicles, not yet in NCIC) shall be accomplished through a manual input of the information 
in the LPR Operations Center system. 

2. Prior to authorizing the manual input oflicense plate information, the Watch Supervisor, 
LPR Program Administrator, or their respective designees, shall ensure the information is 
related to a specific criminal investigation or to an officer safety concern. 

3. The manual entry shall be documented on the "Hot List" log, located in the "LPR" folder 
on the MCAC IT Network "Common Drive". 

4. In order to ensure the accuracy of the "Hot List" for manually inserted license plates, each 
shift Supervisor or designee shall verify the logs accuracy. Manual entries are required to 

4 
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VIII. 

be removed following the automatic upload ofNCI C and MV A wanted plates (if 
applicable) or ifthe wanted status ofthe plate has changed before the automatic upload. 

a. The LPR Operations Center System Hotlist Management tool does not automatically 
remove the inserted plates and therefore a separate query of the manually inserted hot 
list will be necessary. 

5. For manual entries that pertain to ongoing investigations (which are not automatically 
uploaded through NCIC or MV A), the manually inserted license plate shall remain on the 
LPR Operations Center server until advised by the requesting investigator to remove it. 
Periodic audits of the "Hot List" log shall be conducted by the LPR Program Administrator 
or designee. 

E. Audit Logs 

I. All transactions and queries of the system are logged in MEMEX and are subject to review 
at any time. Anyone found to misuse the system is subject to disciplinary action. 

2. The primary goal of maintaining audit logs is to deter and discover any abuse or misuse of 
a LPR system or the Operations Center. 

3. Operation Center files shall be audited and evaluated at least yearly through an independent 
auditor to be determined by the Director. 

4. When a file has no further informational value and meets no other legal requirement for 
retention, it shall be destroyed. 

5. In order to facilitate the periodic and random audits necessary to monitor user compliance 
with laws and policies, audit logs should include certain information. Specifically, queries 
to the Operations Center should be logged and include: 

a. The identity of the user initiating the query; 

b. The license plate number or other data elements use to query the LPR system 

c. Date and time of the inquiry; and 

d. The response to the user's query. 

RESPONSIBILITIES 

A. LPR Program Administrator 

1. The LPR Program Administrator, as appointed by the Director, MCAC, will be 
responsible for the following: 

a. Oversee and administer the LPR program, including storage and management of all 
LPR data systems; 

b. Ensure stored data is purged from the LPR System Operations Center one year after 
it has been entered, unless determined to be of evidentiary value. (Refer to Paragraph 
VII.B.2 and B.2.a above); 

5 
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c. Confirm LPR data is purged in accordance with this policy through random audits; 

d. Act as the authorizing official for individual access to the data collected on the 
Operations Center server and to conduct LPR stored data queries; 

e. Ensure appropriate training in accordance with this policy of all personnel authorized 
access to LPR Operations Center prior to using the system; 

f. Ensure all training is documented; 

B. Watch Section Personnel 

1. The MCAC Watch Section will be responsible for the following: 

a. At the beginning of each shift, ensure all "Hot Lists" have been updated in the 
Operations Center. This function is currently programmed to perform automatically 
(see "Hot List" definition for details); 

b. Check the Operations Center "Car download status" at least once per shift for 
excessively large numbers of files aborted or waiting to be transferred; 

c. NotifY the LPR Program Administrator or MCAC Information Technology 
Specialists of any problems encountered; 

d. The Watch Section Supervisor or Designee shall ensure accurate records of all LPR 
RFS requests entered by Watch Section personnel are documented and retained in 
accordance with established Center policy. 

e. License plate' information contained in Intelligence Bulletins or "Look Outs" sent to 
the MCAC and selected for further dissemination to MCAC clientele will be queried 
through the LPR Operations Center System in accordance with the guidelines 
established for a standard RFS. License plate information contained in those items 
not selected for dissemination and retained by the MCAC for further review will be 
queried through the LPR Operations Center System when it is located. All LPR 
queries conducted in this manner are subject to section E (I) of this policy and will 
be documented as prescribed. Any positive responses will be sent to the Bulletin 
originator in accordance with the dissemination procedures outlined in this policy. 

C. MCAC Information Technology Section 

1. The MCAC Information Technology Specialists will be responsible for system security 
and the maintenance of the LPR Operations Center server. In addition, the Section will: 

a. Ensure that LPR data is backed up daily and monitored for abnormal operations. 

b. Act as the MCAC representative with the contracted vendor for system related issues. 

6 
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APPENDIX 

DEFINITIONS 

Case Management Systems: Case management databases, tips and leads files, records 
management systems, criminal history records, and other non-intelligence databases used and 
maintained by the MCAC are not Criminal Intelligence Files and are not required to comply 
with 28 CFR Part 23 (http://www.iir.com/28cfr/FAQ.htm). Much ofthe information stored 
in these databases tends to fall into one of two categories: uncorroborated information (such 
as tips) or fact-based information (such as arrest or criminal history information). 

Criminal Activity: A behavior, action, or omission that is punishable by criminal law. A 
crime is a public, as opposed to a moral, wrong; it is an offense committed against (and thus 
punishable by) the state or the community at large. 

Criminal Case Support: Those administrative or analytic activities that provide relevant 
data to law enforcement personnel regarding the investigation of specific criminal activities 
or trends, or specific subject(s) of criminal investigations. 

ELSAG: ELSAG North America Law Enforcement Systems, the contracted provider of the 
LPR Operations Center System. 

Hot List: The hot list is a file which contains the license plate numbers of stolen vehicles, 
stolen tags, AMBER, SILVER or BLUE alerts, lists of license plate numbers known to be 
associated with specific individuals such as wanted persons or missing persons (i.e. wanted 
for homicide, rape, robbery, child abduction, etc.), terrorist watch lists. The Motor Vehicle 
Administration also provides Suspended or Revoked Registrations. This hot list is scheduled 
to be updated twice daily and does not rely on real-time communications with State or 
Federal data sources. LPR hot lists are compiled to serve agency-specified needs. Manual 
Entry is always available, allowing additions for specific license plates. The hot list is 
essential to LPR systems as it is required in order to notify law enforcement that a vehicle on 
the list is near an LPR camera. 

License Plate Reader (LPR): The License Plate Reader Technology consists of an infrared 
strobe and high speed cameras combined with computer algorithms capable of converting the 
images of license plates into computer readable data. LPR systems use cameras to capture 
images ofvehicles and their license plates, from both mobile patrol vehicles or from fixed 
positions, converts them to text and compares them quickly to a large list of plates of interest. 
This system also records the location, date and time of each license plate read. The resource 
is available as a tool, allowing the law enforcement officer to identify the last known contact 
with a vehicle and also to report the list of vehicles located in a specific area at a given time. 
When a target plate is located, the user may be notified with a message alert tone. 

License Plate Reader (LPR) Program Manager/Administrator: The employee designated 
by the Executive Director ofthe Maryland Coordination and Analysis Center (MCAC), who 
is responsible for the oversight of the LPR Program. 

7 
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License Plate Reader (LPR) Operations Center System: The system that manages the data 
collected from LPR systems (fixed and mobile), downloads hotlists and automatically 
secures the license plate data in a central server. This management is automatically run 
without user intervention. The Operations Center database provides an inquiry tool, tracks 
history, analyzes and manages license plate data. The MCAC will manage the LPR System 
Operations Center and assume the role as a central clearinghouse for all license plates 
scanned by various law enforcement agencies. The Operations Center will also manage the 
distribution and update ofhotlist data, in addition to providing a storage and query tool for 
the plate information being collected in the field. 

MEMEX: The Maryland Coordination and Analysis Center's internal information 
management system, a software tool capable of consolidating data and information, 
managing cases and providing an audit trail. 

Need-to-Know: Requested information which is pertinent and necessary to the requestor 
agency in initiating, furthering, or completing an investigation. 

Non-Criminal Intelligence Files: Data, frequently raw and unanalyzed, compiled by law 
enforcement agencies in the conduct of normal business, such as suspicious activity tips, 
numbers and types of calls received from the public in agency call centers, situational 
awareness/officer safety information, etc. These files may also include open source (i.e. 
news media and publically accessible internet) information. Such files do not include 
personally identifying information (PII) such as name, Social Security Number, birth date 
and address, etc. with regard to any particular individual. 

Right-to-Know: Requestor has official capacity and statutory authority for the information 
being sought. 

Requests for Information/Service (RFI/S): Defined as a request for any information or 
service, routinely provided by the MCAC, which is made by a law enforcement or homeland 
security or public safety agency such as: general, unclassified or classified information, 
suspect targeting information, basic or advanced research (database and information system 
checks), analysis of a terrorism or violent crime issue, and notification of officials of general 
and/or specific intelligence information or threats. 

8 
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What is LPR? 

LPR is the acronym used for License 

Plate Readers/Recognition. The LPR 

is a system of cameras that convert a 

picture of a vehicle's license plate into 

a readable format that can be 

compared against databases that 

contain stolen vehicles, stolen tags, 

and wanted persons. When a match 

occurs, the system is capable of 

providing a notification with the 

vehicle's location, direction of travel, 

and type of infraction. 

Through the innovative uses of LPR 

technology, violent crime and property 

crime can be dramatically reduced. 

LPR data is made available to all law 

enforcement agencies, provided that 

the data search requested is related to 

a criminal investigation or relevant to 

the safety of officers and citizens. 

Information Sharing is Critical 
in Reducing Crime 

Although, LPR technology is often viewed 

as a valuable real-time, crime fighting tool 

in identifying stolen vehicles and stolen 

license plates, historical LPR data can 

help law enforcement agencies with 

protecting the public and investigating 

crimes. 

In Maryland, approximately 38% of the law 

enforcement agencies utilize LPR 

technology. With large numbers of 

agencies embracing this technology, the 

State of Maryland has embarked on a plan 

to network LPR data collected from these 

various agencies to one central server 

housed at the Maryland Coordination and 

Analysis Center (MCAC). To date the LPR 

server has over 24 million LPR scans. The 

LPR data collected by LPR systems and 

networked to the MCAC will be retained on 

the server for a period of one year, with 

strict access control and privacy 

protection in place. 
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THIS COMMUNICATION MAY CONTAIN CONFIDENTIAL AND/OR OTHERWISE PROPRIETARY 
MATERIAL and is thus for use only by the intended recipient. If you received this in error, please contact the 
sender and delete the e-mail and its attachments from all computers. 
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b6 & 7c

b6 & 7c

b6 & 7c
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b6 & 7c

b6 & 7c

b6 & 7c

b6 & 7c

b6 & 7c

b6 & 7c

b6 & 7c

b6 & 7c

b6 & 7c
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b6 & 7c

b6 & 7c

b6 & 7c

b6 & 7c

b6 & 7c

- 31348 -



ICE 2012FOIA19286.000806

b6 & 7c
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b6 & 7c

b6 & 7c

b6 & 7c

b6 & 7c

b6 & 7c
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b6 & 7c
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b6 & 7c

b6 & 7c

b6 & 7c
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b6 & 7c

b6 & 7c

b6 & 7c
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(b)(6), (b)(7)(C)

(b)(4)

(b)(4)

(b)(6), (b)(7)(C)

(b)(7)e
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(b)(4)
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(b)(6), (b)(7)(C) (b)(6), (b)(7)(C)

(b)(6), (b)(7)(C)

(b)(6), (b)(7)(C)
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(b)(6), (b)(7)(C) (b)(6), (b)(7)(C)

(b)(4)
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(b)(6), (b)(7)(C)
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(b)(7)e
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(b)(6), (b)(7)(C) (b)(6), (b)(7)(C) (b)(6), (b)(7)(C)

(b)(6), (b)(7)(C)

(b)(6), (b)(7)(C)

(b)(4)

(b)(6), (b)(7)(C)
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