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GRASSLEY: Before I give my opening remarks and Senator Leahy gives his opening .remarks -­
mid my opening remarks are a tiltle longer t:ban nonnal -- [would like t:o say that: there is a vote 
at 10:45. And I hope that between the Republicans and Democrats that we can keep the meeting 
going while we go over to vote at l 0:45. That's my intent.ion. And we'll have seven-minute round 
-- seven-minute qllestioning for at least: the first round. And ifpeople want a second round, that's 
permissible. 

Director Comcy, \Ve welcome you and thank you for coming. The FBl's mission is to protect us 
fro.m most dangerous threat facing our nation. The deadly attacks in Paris last week and -- or last 
rnonth and California last week confirm thai radical Islamic terrorism continues to be such a 
threat~ regardless of whether that's politically correct or convenient for our president. 
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JSJ:S is a deter.mined enemy executing a plan to gain. and hold territory, enri.ch itself~ in.spire 
lbllowers worldwide and launch deadly attacks against the West. And the Ame1ican people are 
very worried not just about tenorism, but about our president's inability or unwillingness to rnlly 
the country, to lead our .il1temational partners to develop a credible strategy to destroy l:S:I S and 
to execute that sirategy. 

We are nmv paying a. price for that weakness. l\t almost: every tum, events have proven the 
president wrong about ISIS. tn August 2012_, he drew a red line warning the Assad regime not to 
use chemical weapons in Syria, but the president backed dow1.1 after Assad gassed his own 
people and ISIS blossomed in the chaos that followed. 

January 2012, the president referred to IS IS as a JV or junior varsity. It promptly spent the next. 
six months conquering territo1y across Syria and Iraq. In August, that same day, our president 
conceded that he didn1t have a strategy to defeat ISCS. A year-and-a~ half later, he remains 
\Vithoui a coherent one. Even former secretary Clinton admitted other day that \Ve're not winning 
the fight. 

The president has been hoping that JSIS will go away because its existence does111t fit a preferred 
political narrative. But hope is not strategy. Hope is not a plan. And hope is not action. And all 
the while, the dmmbeat of attacks on the United States continued. ln May, there was an attack on 
the conventi011 center at Garland, Tex.as. In June~ police were forced to shoot a knife-wielding 
ISlS supporters on the streets of Boston. Jn July, we had the attack on military facilities, 
Chattanooga. 

Director Comey as of October reported that the FBI was engaged in approximately 500 -- or 900 
active domestic investigations against suspected 1S£S-inspired operatives and other radicalized 
exiremists. And he estimaied that approximately 250 Americans have 1etl the United States and 
travelled to Syria to fight with IStS, or tried to do so. 

Nonetheless, in November, the president assured us that ISIS was contained. But the very next 
day, it inflicted the deadliest [slamic terrorist att:aek in Europe in over a decade, a coordinated 
assault across Paris that killed 130 and ir~ju.red over 350. A few weeks later, in San Bernardino, 
two of it.;; apparent supporters executed the deadliest such attack on the horneland since 
September the 11 t:h. 

Unfortunately, mff president: has responded to this c1isis by trying to divide us, deride us and 
distract us. ln fact, hcis doubling down in this strategy. After reports suggested that one of the 
Paris terrorists possessed a Syrian passp011 a:nd entered Europe as a refugee, many ex.pressed 
concern about the procedures used to screen refugees coming to ihe United States from Syria. 

Director Comey expressed similar concerns in October. Be warned that there are gaps in the 
infonnation we have to vet people coming out of a. wa1· zone. And he warned that letting anyone 
coming to the lfoited States carries so.me risk. We can point to the brothers who bombed Boston 
Marathon as an example of temJrists who were grnnted asylum here. 
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Our president responded to the concerns expressed by many A.mer.icans by .mocking them for 
being afraid of widows and orphans. But events continue to prove our president spectacularly 
wrong. As it turns out, women a.re radical Jsla.mist terrorists, too, apparently to the presidenfs 
surprise. We now know that Ms. Malik, one of the San Bernard.il.10 attackers, arrived in fhe 
United St.ales on a fiancee visa. This is yet another example of the foilt1re of the screening 
process for t11osc entering the United States. Our government apparently didn't catch the false 
address in Pakistan that she listed on her application. 

To top it all off, earlier th.is week, we learned that the National Counterterrorism Center has 
identified individuals with tics to terrorists in Syria who arc attempting to enter the United States 
through the refugee program. I gl1ess that was one intelligence report the administration couldn't 
shade to fit its preferred conclusions. 

Now, it's always -~ bears repeating, legitimately so, that ls lam is not our enemy. Radical lsl<m1ist 
terrorists arc our enemy. however. The vast majority of Muslims in this country and around the 
world a:re non-viole.n.t and law-abiding. We all should oppose in .n.o uncertain tem1s any violence 
or intimidation against Muslims for practicing their religion. 

But ] fear that one of the reasons for the regret.table backlash against Muslims in this cormtry is 
the public's frustration with t11e presidem~s repeated failure to acknowledge the actual nature of 
the threat that we face, his reluctance to utter the words "radical lslamic terrorism." 

Our preside·nt has also concluded to divide us, deride an.d distract us with the issue of gun 
contToL To the president, radical [slamic terrorism is never to blm11e, but the constitutional right 
to own guns always is. But terrorists aren't deterred by gun control. Strict European gun control 
laws did not stop the Paris attack California's assault weapon ban didn1t stop San Be.rnardin.o's 
rnassacrc. 

NO\\' the Obama administration argues that allowing foreigners to buy guns who enter ihc United 
States through the visa waiver program is a problem. I agree. But at the same time, the 
administration's apparenlly -- the administration apparently is fine with allowing refugees, 
aslyecs and people on deferred action and other non-citizens who arc not legal permaneni 
residents to buy g1.rns. That makes no sense. With a fow except.ions, we need to prevent all these 
people from buying guns. 

GRASSLEY: The administration's current fixation on guns and the visa wa.iver program c.an be 
explained~ though, because it's another area where the administration's actions have made 
Americans less safo . .In fact, an. opinkrn frorn Obama's Justice Department reqtLired the Bureau of 
Alcohol, Tobacco and Firearms to change its policies to prevent persons arriving from visa 
waiver counlTics to buy guns and the administration's (ph) removes the long-standing 
requirement that non-citizens at least. establish residency for 90 days in the state where Ibey vvant 
lo purchase grms. 

These 90 days coul.d be crucial in a terrorism investigation. So when we address the issue of 
foreigners in the United States buying guns, \.Ve need to be comprehensive about it, not just clean 
up the mess that. Ibis administration c.reated. 
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Finally, our friends on the othc.r side of the aisle have attempted to divide us, de.ride us and 
distract us with proposals to deny the right lo purchase firearms to those on various terror watch 
lists, including no.fly lists. The incident in California and the terrorists connected with it were 
apparently not on any terrorist watch list. So such a proposal wouldn't have stopped that attac.k. 

Jn addition, the president's claim that, quote, "people we don't allow to fly could go into a store 
right nmv in the United States and bny a fireann and there's nothing we can do to stop them," end 
of quote, just isn't true. The FBI is notified when somebody on the no· fly list attempts to 
purchase a gm.1 and can take steps to ensure that a gtm doesn't fall into the \VTOng bands. So fhe 
president and others have been misleading the American people on that matter. 

But the more frmdamental point is, while these lists arc nseful in keeping us safe, they arc the 
result of the executive branch's unilateral decision to put people on them without any notice or 
opportunity t:o be heard. As a result, they can be nnreliable. 

And it isn't just constitutional to continue to condition a fundamental 1ight to keep and bear arms 
on an administrative list that lacks that kind of due process. We c<.rnldn't consider conditioning 
any other consti.tuticmal right such as freedom of speech or rel.igion or unreasmrnblc sem:cbes and 
seizures on such a process. 

That's why it. is so stffprjsing that this president, a fonner constitutional law professor, and so 
rnany of his political party would support a scheme. The :fact is, law enforcerncnt hasn't raised 
gun purchases by people on terrorist watch lists as a huge problem. And 1 know Director Corney 
knows that·· hm.v to tell us when you have to confront a se1ious obstacle in keeping us safe. 

At Ollf hearing in July, we heard all of the talk from Director Comey about going dark, a problem 
in the increased use of encrypted commu.nications by terrorists, and these most recent attacks 
will be·· 1'11 be interested in hearing from otu discussion with technology companies that he's 
had about -- and how that's proceeding. 

I also look forward to discussing a range of other issues with the director today. One if the FBrs 
treatment of whistlcblowers. I hope I have the support of the director in strengthening the 
whistleblower law for the FBI. 1 also have questions about tbe FBJ's investigation into frmner 
secretary Clinton's c·1rn1il aiwngcmcnt, the FBI's potential rol.e in fa.cilitating the ransom 
payments, that -- its use of spywa:re and the ongoing efforts to co.t:rect .injustices that .result from 
flmved ·forensic i.;vork. 

[apologize for a longer statement, but I also think that these are things that we don1t discnss 
enough, and we have the opportunity today to discuss them. 

And now it is Senator Lca.hy's turn. Please take all the time you need, and l know you will 
anyway. 

(LAUGHTER) 

LEAHY: Well, the ... 
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LEAHY: The Federal Bureau oflnvestigation, as we know, is e11trnsted with enormous 
responsibility, not only enforcing our lmvs but protecting the nation. No matter what the threat, 
no matter what the motivation of those threatening us, the FBI is told., Keep us safe. On any 
given day, FBI agents around the country il1vestigating cases involving .not only terrorism hut 
violent crime, gangs, cyber crime, identity theft, fraud., human tracking, hate crime, child 
exploitation. 

And they know there's no simple answer. For example, one of the greatest terrorist attacks ever 
in this country by Timothy McVeigh, .none of us said after that~ Well , \Ve've got to start 
excluding people who've served in the military or people of Timothy McVeigh's religion. 

Instead, we went and. found ont what he had done and ho\.V \Ve might stop others from doing the 
same thing. The events of the pa.st six months have underscored the varied nature of the threat;; 
the FBI faces. This past June, nine African-American churc.b-goers \Vere murdered by a white 
supremacist during a bible study in Charleston. The day after Thanksgiving, three individuals, 
indudi11g a police officer, were shot to death inside a womt'n's health clinic in Colorado Springs. 
Last week, 14 county workers in San Bernardino were murdered in a shooting rampage. 

None of these seem related. /~1. II of them had different causes and motivations among those 
shooting. The director may not. be able to share all the details abont these investigat.ions today, 
but 1 believe we can agree there's one common motivatil1g factor behind each of these heinous 
crimes, and that's hateful extremism. 

The one in·· the churchgoers who were murdered, the women in the -· the people in the 
women's health clinic and the people in San Bemardino~just hateful extremism coming from 
different directions. 

So :I think it reminds us to he vigilant against al I forms of violent extren.rism, and i: would hope 
that. nobody rmderest.imates the incredibly difficult. job of protecting the country from terrorists' 
threats. We can try to put all the blame on any one person. That's fine,, hm ifs not one person. It's 
all of mt 

We have to support the la\v e11forcement and intelligence o1Iicials who wod<. to protect our 
nation by giving them t.he tools and resources they need to do their job effectively. And as we've 
heard from many law enforcement officials, we have to continue the very hard. work sometimes 
of building trust in nur communities among neighbors and with law enlhrcement so we can all 
share the responsibility of keeping our communities safo. 

At the same time, l wish we would all catego.rically r~ject t.he divisive and corrosive rhetoric of 
fear that only serves to undermine us as a nation. We know what happens when leaders succtm1b 
to the politics of foar and lose sight of nur fundamental An:ierican values. 

Fear is wbat drove the government to violate the Constitution and imp1ison thousands of 
Americans of Japanese descent during World. War II. Fear is what foeled the justification for 
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tortltre by the C[A which, Director Comey, you objected to when you were at the Bush Justice 
Department, and ] applaud you for lhat. 

And I know the direct.or reminds all of his new agents that t.he rhetoric of fem· led J. Edgar 
Hoover to target Martin Luther King, Jr., and others during the l960s. And if we give in to this 
sort of fear, th.en that way, the terrorists and extremists win. They want us to he afraid. They 
want us to be a n.allon divided. 

Groups l.ike [SJS, for example, actively promote the nam1tive around the world t.hat Muslims are 
not welcome in the United States. And certain'ly, sou1e of the -- \Vhat I've called reprehensible 
and even. unconstitutional comm.ents by some allow them to spread that false notion armmd the 
world. 

When lhcre is talk about rounding np all Muslim Americans or creating a registry based. on 
religious beliefs or shutt'ing our borders to all Muslims, that's a sort of xenophobic, hateful 
rhetoric lhat.just plays into our enemies' hands. :tt: also demeans us as a democratic nation 
formded on i.hc principles of freedorn, equality and liberty. 

We Americans are better tfom that Let's noi -- let's not snccumb to foar and. give an image that is 
not the great country that brought my grandparents and my great.grandparents here. 

We're a courageous and strong country, and our strength comes from our commitment to the 
morals and principles that continue to keep our country greal and a beacon of demoeracy t:o the 
rest ofihc world. 

LEAHY: The Senate at its besi-· at. it.s best-- can be the conscience of the nation, and recent 
events de1nand that we start trying to be at our very best. We're not afraid of terrorists. We're not 
-- \.YC should not. let our country be defined by irresponsible fear~ n:iongering. 

And wbile the focus of today's heaiing will naturally be on the recent terrorist. attacks, and 
justifiably, we should continue the cormnitiec's bipartisan ovcrsighl of lhc FBI in other areas. 

Three years ago, the FBI learned lhat fhnved microscopic hair comparisons analysis was 11scd in 
thousands of criminal prosecutions. Now, frankly, I'm not satisfied by the FBl's efforts to 
(inaudible) who might be affected by faulty evidence. The FBI should be sending agents out to 
gather the relevant infom1ation. The lives of potentially innocent Americans~ including some on 
death row, dcpe.n.d on this. 

Jn addition, l:'l I continue to work with Senator Grassley to ensure that whistleblowers at the FBI 
arc afforded adequate prolcction. 

[ t:bank Director Corney for coming before the committee today. ['vc known t.he director fi.)r 
years. I know he shares my respect for the Constitution and my faith in American people that we 
can rise above the divisive rhetoric of fear because we're Americans. We should be better than 
lhat.. And I believe we arc. 
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Thank you. 

GRASSLEY; Since this is an oversight meeting, l:'d like to swear. Director Corney, do you 
affirm t.hat the testimony you're aboul to give the committee he -- let me start. over again. Do you 
affirm that the testimony yon're aboul to give before the committee will be the truth, the whole 
trnth and nothing but the truth , so help you God? 

Thank you. [ assm.ne the director of the FBI needs n.o fotrnduction, but rd like to read a short 
introduction. lt's a pleasure to int:roduce to you the committee. Director Corney became lhe 
director of the FBI 2013. He previously served as deputy attorney general and the U.S. attorney 
in New York and an assistant U.S. attorney in Virgi.n.ia. He's graduate of \Villimn & fVlary and 
lhe University of Chicago law school. 

Welcome. Proceed with your iesiimony, ho\.vcver long you want lo take. 

COl\.1EY: Thank you, .tvfr. Chairman, members of the commitlee. h's good t:o be back betore you. 

As every member of this committee knows, the FBl has a very broad array of responsibilities to 
address a. staggering array of du·eats that fi1ce onr count1y in terrorism and counterintelligence 
and in criminal matte.rs. 

The key to us doil1g that well is the great people of the FBI, and [so appreciate your support for 
thcrn. They arc the magic of the FBI. The best part of my job is to get lo know ihose people and 
to watch them work. And so I'm very grateful for the support of this committee for those good 
lb I ks. 

Vv11at r thought I would do is start with our top priority, which is counterte.rrori.s1n, and tell you 
how we're thinking about it and tell you a little bit more about hm'" we're approaching the attack 
in San Bernardino. 

The members of this committee know very \v'ell that the terrorist threat we face today comes at 
us from a number of groups, most. prominently today from the group that: calls itself the Islamic 
State. The threai from the Islarnic Stale has lhree dimensions. One, they aspire lo send operatives 
to attack the United St.ates and its all.ies. 

Second, they aspire to attract people to cm.ne to the so-call.ed caliphate to fight and achieve glory 
somehow from being int.hat savage place. And last., where t:hey can't. send operatives or attract. 
travelers, they hope to inspire or direct -- and the two terms bleed together -- people to engage in 
acts of violence their home, to .radicalize in their home and to kill innocent people on. behalf of 
lhese terrorist groups. 

[n Paris, we saw one dimension of lhat. threat. which was the sending of operatives to attack m1d 
kill innocent people. In San Bernardino, we saw last week a different dimension of the threat., 
which is the homegrown violent extremist, the radi.calizi·ng in place in order to kill innocent 
people on behalf of a foreign terrorisl organization, to clairn a foreign terrorist organization and 
try to give it credit for acts of violence. 

ACLU-3266 



To find ho.megrnwn violent extremist~, to find those that are radical.izing and being inspired by 
lhese terrorist groups is a very, very hard thing. All of you know from overseeing our work, we 
work at it every single day, and we use all the lawfi.ll tools that you have given us on behalf of 
the /\.merican people. 

Critical to our finding those people who are radicalizing in their homes is tips from the 
community. We have worked very, very luud to develop good relationships in communities all 
across the cow1try, especially in Muslim commtmities, where we have terrific relationships. And 
those good people so often tell us when they see something that doesn't .make sense. We are very 
gratefol for thal help. 

We also want those fo.lks to know that one of our responsibilities is to investigate civil rights 
cases and hate crimes. And we want people to know if you think someone is terrorizing you or 
threatening you based on your national 01igin or your rel.igion. please tell us so that we can 
investigalc that. We're all in lhis together. 

San Bernardino involved lwo killers who were radicalized for quite a long time bcfcJre their 
attack. J:n fact, our investigation to date -- which J: can only say so much about at this point -­
indicates that they \Vere actually radicalized before they started courting or dating each other on 
line. And on line as late as -- as early as the end of 2013, they were talking to each other about 
jihad a11d martyrdom before they beca.me engaged and then married and lived together in the 
United Slates. 

We alRo believe lhey were inspired by J:<Jrejgn tem.ffist: organizatjons. ·we're working very hard to 
understand exactly their association and the source of their inspiration. We're also working very 
bani to tmderstand whether there was m.1yhody else involved with assisfrng them, wi.th supporting 
lhcm, with equipping them. 

And \Ve're work1ng very. very hard to understand, did they have other plans, eilhcr for that day or 
earlier, and that wo1:k continues. 

Critical to that work is the support we get from state and local law enforcement through our Joint 
Terrorism Task Forces. Those 100 or so task fr)rces are the backbone of this counlry's 
counterten-orism response. We arc extremely gratefnl for our help from siate and local law 
enforcement. And 1f you needed any confinnatio1) of the quality and talent of the people in local 
law c11forcemenl, yon saw it that day in San Bernardino, i.;vhen highly professional officers 
stopped what might have been more tragedy and more violence. 

As yon mentioned., Mr. Chaimian, I do want to give you a very brief report in my opening about 
where we are with respect to the challenge of encryption to our hardest work; to our 
ccmnt:erlerrorism work and our criminal work. 

As you said, since we were Jasl together, ·we've had good conversations \.Yith t:he folks in the tech 
sector in lots of different pans of this great count1y of ours. And those conversations have 
co1)vinced .me of two things, which are both good ne\.vs. 
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The first is we care about the same things. The tech companies and the FBI and everybody else 
involved in this discussion both c;m~ about safety on the foternet:. We understand that encryption 
is a very important part of being secure on the internet. 

We also all care about public safoty. We also all sec a collision between ihose thjngs dght. now. 
We see that enc.iyption. is getting in the way of mu abil.ity to have cmut orders effective to gather 
infi.)mrntion we need in our most important work. And we all agree we have to figure out 
whether we can maximize both of those values, safety and sccw·ity on the Jnternet and public 
safety. That's good news. We're not at war. We ca.re about the sam.e things. 

The second piece of good news .is all of those conversations have actually convinced me it's lWt a 
lcchnical issue. There arc lots of folks who've said over the last year or so we're going to break 
the Internet and we'll have unacceptable insecurity if we try to get to a place where cou1t orders 
are comptied with. 

l actually think it's not a technical issue. There are plenty of companies t:oday that provide secme 
services to their customers and still comply with court orders. There are plenty of folks who 
make good phones and a.re able to t.mlock them in response to a court order. Jn fact, the makers 
of phones that today can't be unlocked, a year ago. they could be unlocked. So [ really don't. think 
it's a technical issnc. 

And people also, I think, better understand today the governmeni doesn'i want. a back door. The 
goven.n:nent hopes to get to a place where if a judge issues an order, the company figures out 
how to supply that: information to the judge mid figures out on it:s own \.Vhat would he the best: 
way do that. The government shonldn't be telling people ho\\' to operate their systems. 

So we arc in a good place in terms of \Vhat we understand about our values. We're in a good 
place, I think, where we reahze it's actuall.y not a technical issue, it is a business model question. 
Lots of good people have designed their systems and their devices so that jndgcs' orders cannot 
be complied with for reasons that l w1derstand. Pm not questioning their motivations. The 
question we have to ask is, should they change their business model? That is a very, very ha.rd 
question . Lots of implications to that. We have to wrcsile with it because of what's at. stake. 

I'm limited what I can say at ihis point aboul Paris and about San Bernardjno, bui. lct me give you 
a recent example. l:n :May, whe.11 two terrorists attempted to kill a lot of people in Garland, Texas, 
and v .. 1ere stopped by the ac.tion of great. local law enforcement again, that morning, bef<xe one of 
those terrorists lefi to try and commit mass murder, he exchanged l 09 messages with an overseas 
terrorist. 

We have no idea what he said because those messages were e1)crypted. And to this day, [can't 
tell you what he said \Yith that terrorist l 09 t:imes the morning of that. attack. That is a big 
problem. We have to grnpplc with it. 

And I very much appreciate this committcc!s support for grappling with the hard questions 
around this. \Ve must resolve the collision of those two values. 

ACLU-3268 



CO MEY: And then J:'l.I finish, Mr. Chainnan -- I apologize for nmni.n.g over my time -- with a 
word to the lblks who may be watching us at home. 

[ know and t:he members of this committee know how unset:lling seeing this violence in Paris mid 
in San Bernardino is to the good people of this country. My hope is that they will not allow 
themselves to be paralyzed by fear hut instead to channel that fem· into something healthy, which 
is an awareness of your surroundings. 

[n case atler case after case, we see that when someone radicalized, somebody saw something. 
either on line or in a school or at home, and didn't tell us abon.t it. 

We hope that what people will do is not imagine these savages of ISl.L or of al Qaeda as 
something bigger than. they are, not imagine thern in the shadows -- that's exactly what these 
savages wani-- but instead. simply be a\\'a.re of your surroundings. Jf you sec something,jusl tell 
us. We investigate in secret so that we do not striear innocent people. We will not race next door 
and bang on your neighbor's door. 

IJ no ha:rm was the.re, no harm will be done. But if it was something, we lnay he able to stop 
them -- something significant. So my request of the American people is, don'i let lhcse savages 
paralyze you. If you see something that seems out of place, tell one of us. 

Thanks to the work of this committee and a whole lot of people in our government, we arc better 
organized today than we were on September l l. Cf you tdl a police officer, if you tell a deputy 
sheriff you saw something thai d.oesn'i make sense, \VC will gci ii to the righl place. We will 
check .it out. We will see whether it \Vas something. 

You, [hope, will go on \Yi.th your lives. You pay us to do coun.te1terroris1n. We're not perfect. 
We are good at this. We cannot allow ourselves to be paralyzed by what these people are hoping 
to achieve. That's what l hope the American people will take from the unsettling experience of 
\Vatcbing what goes on in San Bernardino and Paris. 

And with that, 1 apologize for going over my t.ime, and :I look forward to our questioning. 

GRi\SSLEY: No need to apologize for going over your time. And your reputation in both 
Republican and Democrat administrations is to cal.I it like it is. And the American people are 
lucky to have a person like you, particularly because you have a 10-year term to really do your 
j()b right 

Di.rector Comey, earlier this week~ we learned that the National Counterterror.isn.1 Center has 
identified individuals with tics to tcm.irists in SyTia who arc attempting io enter the Uniled States 
through the refugee program. You have acknowledged that there are gaps in the infomwtion that 
we screen -- in screening Syrian refi.1gees. 

But isn't it true that it isn't -- it's not just a lack of information. that we have to worry about with 
people coming from Syria. Aller all, fSIS controls a hlrgc part of the couniry, including former 
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Syrian government offices and fi·1c.il.lties. Presumably, it has the personal infonnatim.1 of many 
innocent Syri;ms. H has virtually unlimited funds. 

So now my question. Are you concerned that ISl:S has the ability to create fraudulenl passports 
or other identification documents for its operatives that ha.s a practica'I -~ that as a practica.1 
matter~ it would he al.most impossible to detect? 

COMES: Yes, Mr. Chain.nan, the intelligence commt.mity is concerned that they have the ability 
-- the capability t.o manufacture fraudulent passports, which is a concern in any setting. 

GRASSLEY: OK. Next: point dealing with terrorists and the purchase of fi.rea.rms -- last week, 
our president stated that there are individuals who can't get on planes$ but they can go to a gun 
shop and buy a firearm and there -- and quote -- and he said nothing we can do to stop them. 

But -- and correct me if rm wrong -- the FB:I is notified when someo1H~ on the terrorist watch list 
attempts to purchase a firearm and a NICS (ph) check is requested. And t:be FBJ has multiple 
avenues that they can pursue. 

These arc some oft11ese avenues -- delay t11e firearms transaction, and if the person is actually a 
terrorist, the FBI can arrest them for any crime for which there is probable cause. And in 
addition, the FBJ can intervene and directly confront the individual. The FBI can also put the 
suspect on what's called around-thc·clock snrveillance. 

My question -- aren't these some of the tools avaifablc to the FBl to stop a suspected terrorist 
from buying a gun? 

COME Y: Mr. Chairman, you're right, the.re are a variety of things that we do when we are 
notified that someone on onr kno~n1 or suspected lerrorist database is altcmpting to bny a 
firearm. 

The FBI is alerted when that is triggered. And then we do an investigation to understand, are 
there disqualifiers lhat we're aware of lhat could stop the trnnsaction? And if lhe transaction goes 
through, the agents who arc assigned to that case, to lhat subjcci, arc alerted to it so they can 
investigate. 

GRASSLEY; Yes. 1 thank you very much for that clarificatkrn. So there are, then, actually many 
things thal can be done, done rigbl now, to stop one·· someone on a no-fly list. from buying a 
gun. And then tlrn.t ·1eads me to say that our president is misrepresenting the facts and misleading 
the American people ou that point. 

Next question. Jn July, you testified before this cornmittee about going dark .And you've al.ready 
commented on some of this, bul ·1 want t.o be more specific. And members from both political 
parties expressed serious concerns about the use of strong encryption by terrorists and criminals. 

I followed up with questions for the record, and I asked for data about the scope of the problem. 
At that time, the administration declined to ask for legislative solution. And l asked for thne to 
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work -- and the admi.nistrati011 asked for time to work with technology companies. But the 
attacks in Pmis and California have generated increased alarm abont the problem. 

So question -- when is lhe FBI going to respond to my questions relating to that hearing? And 
that's not the most important point that I'm lTying to bring out here. 

Conld you update us about whal is knovvn about lhe role encrypt.ion may have played in these 
attacks'? And [know you've already said that you're limited in what you cm1 say, but whatever 
you can t.ell us, do it. 

And finally, what: is t:be state of your conversations \.Vith the technology companies t.o address 
that problem? And you may have expressed that in your opening statement~ the last part. 

COMEY: Thank yon, Mr. Chairman. At your requesl and lhe rcqncst of other scnalors, we arc 
collecting data concerning the ways .i11 which encryptio11 is affecting our ability to impl.e.me11t 
comt orders for data in motion -- that is e-mails or phone calls -- and data at: .rest. lhat is sitting on 
devices. And I don't· know exactly when f'm going to get that to you, but that work is in progress. 
And it will show there's a significant im.pact and growing across our work, both terrorism an.d .in 
criminal cases. 

Wit.h respecl to our conversations \Vith the -- well, first of all, ihe second piece. with respeci to its 
role in cases, I don't want to talk about Paris yet or San Bernardino because we're doing a lot of 
work ·wit'b respect to those nO\.Y. There's no doubt tbat use of encryption is part of terrorist 
trad.ccraft now because they understand ihe problems we have gci-ting court orders to be effective 
when they're using these mobile messaging apps, especially that are eud-to-e·nd enc.rypted. We 
see them talking about. that all over the v.,1orld. lt is a feature of -- especially of lSJL's lrndecraJl. 

Last, t:he conversations with !'be companies have been good. Like J said, they really have made 
clear to me that we're not at war with each other. We care about the same things. It's also made 
cl.ear to me that it's really not a tecl.rnolog.ical problem. We're not going to break the l:nternet or 
expose l1S to tremendous insecnriiies of different kinds by requi.iing -- gclting to a place where 
companies comply with court· orders because lots of good companies do today. 

It's a business model question. Good people have made a decision to design products and sell 
products where court orders are ineffective. And I'm not impugning their motives. I understand 
they see it. as a competitive issue or ihey think it's just the right thing to do. 

The question \Ve have to ask ourselves is, is there a way to gei f()lks to change lheir business 
model so that judges' orders will be complied with? And if that can't be done voluntarily, what 
are t:be other alternatives? And these conversations continue v.rithin !'be executive branch and 
with our private sector parlners. 

GRASSLEY: I could start another question now, but it'd take too long for you maybe to answer. 
Sol think .I'll go to Senator Leahy so we can kind of keep on time here. 
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LEAHY: Thank you, Mr. Chairman.1 just want to follow up on a question. that Senator Grassley 
asked yoll about the FBJ being notified if somebody on a no-fly list or that: type of list was 
buying a weapon. If they buy it at a gun show where there's no reporting, you're not notified, arc 
you'? 

COMEY: That's correct. 

LEAHY: And if they buy it on an .Internet sale, you're not notified, a:re you? 

COMEY: Correct 

LEAHY: And even if they go to a gun dealer who has to notify you, you're notified, but there's 
not an a\.vfol lot you can do about it, is that correct? 

COMEY: Unless, as I said, we find some disqualifier, hut if -- llnder the law. But if we don't find 
one of those things, there's nothing we can do to st.op ii. 

LEAH'Y: So the president's statement ihat you've -- somebody on a no-fly list or on these watch 
lists can go and buy weapons in the United States is correct? 

CO.MEY: There's no prohibition connected to the no-fly list, that's correct. 

LEAHY: Thank you very much. I just wanted to make sure that was -- that was clear. 

Now, you talked -- right after you were confirmed, you spoke about the detrimental impact of 
sequestration, a hiring freeze on criminal and cuunterlerrorism investigations. l happen to agree 
very much wiih what yon said. Bnt r understand you're still in the process of irying to replace all 
the age·nts who we.re lost due to sequestration, is that correct? 

CO.MEY: That's correct. We're still t.Iying to dig out of that hole. 

LEAHY: So when you can finally hire, you've got to train them, then you've got to get them into 
investigations. So lhis sequestration -- l don'l want to put words in your mouth. But is that having 
a long-term effccl on the FBI's abil.ity to fight crime and ierrorism? 

COMFY: Yes. 

LEAHY: Thank you. And what would be the irnpact. on the FB J if Congress conld nol come to 
an agreement on an Offrnibus appropriation bill and instead pass another long-term spending 
resolution? 

COl\.fEY: Well, if we .return to the impacts of sequestration that were kicking in when l started 
lhis job, it would be a disaster because we're just digging oul o:f the ho.le. To retmn to a place 
where we have to ration gas and shut down. Quantico an.d choose which people to interview 
based on how much gasoline we have in Ollr tm1ks -- that doesn't make any sense to me. So it: 
wonld be a big, big deal. 
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LEAHY: Without going into it here (inaudible) som.e of the worst- case scenarios you described 
to me privately, and they are chilling. 

Now, we've had a lot of talk about our refugee system. [just want to darily a fow facts. The 
refugee program presents the longest and most complicated path for entry into the United States, 
and refogees do not get to pick which country they're sent to. 

They are vetted 1.nore intensely than any other category of traveler. The vetting is conducted 
before any refugee can gel on an airplane to come here. The process can take years. 

That1s why I agree with fonner national security leaders like General Pctrneus and Secretary 
Hagel and General Brent Scowcrott who wrote to Congress that turning our backs on refugees 
would be contrary to our ·nation's tradition of openness an.d focl.us.ivity a:nd would undermine our 
core objective of combating ierrodsm. 

Now, the House has just" passed a bill that would require you t:o personally review, along wit:h the 
secretary of Homeland Security and the director of national intelligence, each and every refugee 
appl.ication. [s that reall.y feasible'! 

COMEY: Well, first of all, if the intention .is for me to do it perso1rnl.ly, that would be very, very 
hard. But even -- as I understood the ask. il was could I certify to there being no risk associated 
with a.n individual. And again, the bureau doesn't take possessions on legislation and we don't· get 
involved in policy decisions. But: that practically would be impossible. 

LEAHY: So it would make our refugee program impossible also? 

COMFY: Logically, if someone could only come in the country if i: we.re to certit)' to that, it 
\Vould -- it would. 

LEAHY: Thank you. 

We ofien hear from law enforcement the hateful a.nd ignorant anti- immigrant rhetoric 
undermines community tnist, ultimately hanr1s the ability of law enforcement to do its job. As a 
same concern, \.Ye hear some say we should c.lose our borders to all people of a cerlain religious 
faith or track people because they have certain religious belief$. 

I wo1Ty these kind of proposals feed what arc the real lies tha.t !SIS spreads, that lhc U.S. is anti­
i\.foslim and they use that as a tool to recruit new members. Is that correct? 

CO.MEY: The notion that the U.S. is anti-Muslim is part oflSIL's narrative and al Qaeda's 
narrative and olhcr terrorist gn:mps. 

LEAHY: Thank you. 

Earlier this year, this committee in a bipartisan fashion approved a sente·ncing reform bill that 
reduces -- it doesn't clirninate hul reduces ihe rnandatory minimum sentences. I've said 
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oftentimes publicly that I'd like to see an end to all mandatory .11l.i1timums, hut at I.east it's a good 
step in ref<.)m1ing our criminal justice system. 

Attorney General Lynch, Deputy Attorney General Yates (ph), .former Attorney General Michael 
i\.fokasey and other law enforce1ncnt leaders have stated their support for this compromise bill. 

Do you agree thai ii strikes a reasonable balance? 

COMEY: Well, Senator, as you kno\.V, we don'i take positions on lcgisl.ation. But because I spent 
my career as a prosecutor; it's an area of interest of n1ine. :I actually read the bill~ and my reaction 
wa .. '\ il's reasonable. The lhings that are discussed in there are reasonable. 

[have frmnd mandatory minimums ~~ and we may disagree on this. l have found mandato1y 
minimums to be an important parl of making some ofihe most important cases I \Vas involved 
\Vith. But I think that the reform, as I understand it, seems reasonable to me. 

LEADY: The Fraternal Order of Police has strongly opposed a mens rea provision to this. ,..\.n.d 
we don't have one in the bipartisan bill , which was negotiated, Republicans and Democrats. They 
say such a provision in this bill -- doesn't mean we can't ·1ook at mens rca in other criminal bills 
than this one, would he a poison pill. Do you have any vie\VS on that? 

COME Y: [ don't. [know it's a subject of interest. I don't know it well enough to comm.ent. 1 was 
vvwcking my brnin. I don'l think r ever proscculed a case ihat didn't invo.lvc a mens rea 
requirement, so I don't know enough to sa.y. 

LEAHY: And lastly~ you know, I keep pushing for the bulletproof vest partnership bill which 
Senator Campbell (ph) of Colorado and :I started. You have the resources to equip your agents 
\Vith body annor. Wonld you agree ihat it's really important lhat local law enforcement have 
body armor? 

CO.MEY: Very much. 

LEAHY: Thank you. 

Thank you, Mr. Chairman. 

GRASS.LEY: Senator Leahy, you probably asked the right question and the director answered it 
right But also~ the director answered my question right about whether the president was 
misleading. And ihat's because in the president's televised address -- and I think it was 
thoroughly vetted -- stated that someone on the no-fly list could walk into a gun store and buy a 
gun, and there \.vas nothing that could be done about it 

So the president said nothing about: going to a gun shmv or the Internet to buy a gun. And t:he 
director agreed with what l said aboul that al that time. 

Now, the order is going to be ... 
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COMEY: !.vlr. Chairman, could L.. 

GRASSLEY: Yes? 

COMEY: I just want to make sure that l wasn't heard to be saying I think the president was 
misleading. I'm not trying to take shots at anybody. I was trying t:o answer the quest.ions aboui­
what arc our capabilities in thai regard. 

GRASS LEY: Thank you very much. I made lhc statement. Y 011 didn't make ii. 

The order at the fall ofihe gavel is going to be Grah11m, Comyn and Lee. And then after the 
gavel came down, Hatch, Flake, Perdue and Sessions. And then I'll have Senator Leahy tell me 
who the nex l Democrat: will be. 

LEAHY: That'd be Senator Feinstein. 

GRASSLEY: Senator Feinstein after Senator Graham. 

GRAf-L:\:M; Thank you~ Mr. Chainnan. 

[ want to echo what the chairman said about your service as FB1 director. I think we're lucky to 
have yon . .If I huy a gnn on the lnternet, is ii delivered lo my home? 

COMEY: If you buy a gun on the Internet? 

GRAHAM: Ifl try to buy a gun on the lnt:ernet, \.1.1here do] pick it up? 

COMEY: I assume it's shipped to you. But I don't know for sure, actually. 

GRAHAM: OK. Well, let's find out the answer to that. OK. Do you agree with lbe following 
statement? There arc more terrorist organizations with men, equipment and safe havens along 
with desire to attack the American homelami any time since 9/ 11? 

COMEY: [agree. 

GRAHAJvL So do you agree that the budget cuts that Congress has imposed in the past has 
reduced your ability to defend this nation? 

COMEY: I: agree. 

GRAlIA:M: Do you believe that the budget cuts that will go hack into effect in lwo years will 
dramatically harrn your abil.ity and your agents' ability to defond this nation if sequestrntion kicks 
hack in? 

C.OMJ:~Y: I agree. 

ACLU-3275 



GRAf-L:\:M: Thank you. All right. Do you agree that rhetoric coming from political candidates 
running for president wanting to shnt Ame1i.ca down based on someone's religion empowers the 
enemy? 

CO MEY: I'm trying to avoid taking shots at anyone, as I said. I -- I... 

GRAHAM: Well,jnst strike presidential candidates and put a widget. 

COMEY: Yes. I do believe that otu- ability to gei cooperation in the United Siates, which is my 
primary .responsibility, our primary respo.nsihil.ity, depends upo.n people trusting us aud having a 
level of comfort with us. And est.nmgement gets in the ,.vay of that. 

GRAHAM: Do yon agree with me that if you're a ~oldier, diplomat or FBC agent, serving in the 
Mideasi right now, fiery rhetoric from here at home can put yon in jeopardy? 

CO MEY: People who know better than I have said that, and so I credit that 

GRAHAM: Was the wornan shooter in San Bernardino radicalized before she came to America? 

CO MEY: Ii looks like she was. So for. the -- what data we've collected., the intelligence indicates 
that she was before she connected with the other killer and came here. 

GRAHAM: ls there any evidence that this marriage was arranged by a terrorist organization, a 
te1Torist operative, or was it just a meeting on the fot.ernet:? 

COME Y: [ don't know the atlS\ver to that yet. 

GRAHAJvL Do you agree with me that .if it was arranged by a terrorist operative or organization, 
that. is a game changer? 

COMEY: It would be a very, very important thing io know. That's why we're \'\»o.rking so hard to 
understand it. 

GRAHAM: Well~ thafs the biggest focus, I think, of how it would change game, that they could 
actually arrange a marriage of two like- minded individnals, use the fiance visa system t.o get into 
the country. So that's a good answer. 

ISl L -- is it their goal io strike the American homeland? 

CO MEY: One of their goals, yes. 

GRAHAM: H's not their only goal. bnt it's one of their goals. Is that. co.1Tect.'? 

COMEY: That's correct. 

GRAlIA:M: Do you believe ISl:L cells are already here in A.merica? 
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CO MEY: I don't have reasm) to heli.eve that. Jt's something that we constantly look for and ... 

GRAHAM: But do you have any doubt they're t1ying to create one, if they don't have one today? 

COMEY: No. They're trying to do two things. They're trying to motivate people already in the 
Unjted Slates to become killers on their behalf. And they would very much like to -- they aspire 
lo be the leader in the global jihad. send people here to conduct attacks. H's that. second piece we 
have lmt seen yet. 

GRAHAJvL And that's what you have to guard against every day. I m.ean, they have to he right 
only once. You have to be right every day. 

COMEY: Thal's righl. 

GRAlIA:M: And the less resources you have and the harder time -- the longer it takes you to find 
out \Vhal's going on -- if you can't listen to the conversations in a constiiutionally approp.riatc 
way, then the enemy bas an advm.)tage over you, is that correct? 

COMEY: Correct. 

GRAHAM: ls it fair to say that they wake up every day in Raqqa, Syria~ thinking about ways to 
hjt us here? 

COl\.1EY: Some of them do, fix sure. 

GRAHAM: Is it: fair to say that the Paris attack was a very sophisticated, well-planned attack that: 
came from Syria? 

CO MEY: Y cs. It. .. 

GRAHAM: Is it fair to say that those people \'\!ho plan their icr.rorisi aitacks would hit us here at 
home. if they could? 

COMEY: Yes. 

GRAHAM: How many countries does ISfL have a presence in? 

COMEY: Sitting here, I can't give you. a precise count, but -it's ... 

GRAHAM: More than Syria and Iraq? 

COMEY: Oh, certainly. 

GRAHAM: I think there arc a couple thousand now in Libya thal took Gadhafi's home town. 
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CO MEY: They claim branches in. more tbm.) five, between five ami ten. And the question of 
whether they have a presence is obviously something '.ve're focused on here. But it's more than 
five. 

GRAHAM: Can you give us any time pe.1iod when you think ISIL will be desiroycd? 

COMEY: [cannot. 

GRAHAM: Can you think of any means that we should take o:ff the table that's constitutional in 
tenns of fighting l:S:!L? [s there anything you want to take off the table in tenns of fighting £SIL 
as long as iL meets our constitutional requirements? 

COMEY: Well, I think I'm only qualified to speak about the world that the FBC sits in, and we 
use all lawfl.ll tools that Congress gives us Lo try io meet this threat. So I would not take any tool 
off the table that 1s lawfhL 

GRAHAM: Right. And when. it comes to tools, you're using all the ones you have because this 1s 
a ve1y consequentia.I fight. 

COMEY: Yes. 

GRAHAM: What do you think the likelihood of another 9111 against the homeland will be if we 
don't destroy the caliphate in Syria and Iraq in the next year? 

COMEY: That's certainly a hard question f(n· me to answer. Their ability to have a sate haven 
from \Vhich to gather resources, people and plan an.d plot increases the risk of their ability to 
mount a sophisticated attack against the homeland. 

GRAI-IAM: So the best stnttegy would be, at least in tbe short term, they're large, they're rich, 
they're entrenched, is to make them small, poor and on the run. Would that be a good approach to 
J:SlL? 

COMEY: That ·makes sense. And my understanding is that 1s the aim. 

GRAHAM: rs it fair to say that other countries want to help Amen.ca in this fight and we do not 
need to go it alone? 

COMEY: Certainly. in dealing with the FBJ, \Ye have tremendolls cooperation from a whole lot 
of countries. So yes~ they a.re like- minded. 

GRAHAM: \\'l1ich country has the mosi gun control laws, France or the Uniled States? 

COMEY: [don't kno,v. 

GRAHAM: Would you check into that? 
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COMEY: Sure. 

GRAHAM: Because I just want everybody to know that gm1 control is a lcg1timate debate here at 
home. Ct's not parl of a strategy to destroy JSIL, that the la\.VS in France are very robust, but 
terrorists got ihe weapons. Don'i rnix the two. 

Thank you very much. 

HATCH(?): Ms. Feinstein? 

FEINSTEIN: Thank you very much, Senator Balch. And welcorne, Director Corney. and ihank 
you very much for your good work. 

I was just read1ng a report ".lsis in America," progrnm on extremism from George Wash1ngton, 
where they say that 71 individuals have been arrested on charges related to the Islamic State 
since March of2014 and 56 of them this year alone. Is that. co.1Tect'? 

COMEY: I don't knm\.' whether the precise numbers are right. Bui roughly, that siTikes me as 
correct. 

FEINSTEIN: OK The last time you were here,, you mentioned that you have an investigation 
going in every FBI field office in lbe country. Cs that correcl today? 

COl\.1EY: Yes. 

FEINSTECN: OK. [ wanted to ask vou -- I was at home and I was \Valchi.nQ. on television when I . ~ 

saw press and oihers going through the apartment ofihe couple in San Bernardino thal 
committed th.is terrible act And .I was appalled that it wasn't taped off because from au 
intelligence point of view, it immediately compromised any futme intelligence gathering ·from 
any trace materials or anything else. How did that happen? 

COMEY: Yes. A lot of folks, r think, found that confusing. Thal is onr -- oui what I believe great 
criminal justice system .i11 action in part. The way it \Vorks is we get a search warrant. It allows us 
to enter someone's residence. Our J<xensic experts and agents \Vere in t:hal resjdence ·for over 24 
hours and combed through it and took everything that we could take tmder the search wammt 
an.d that was appropriate to take and recorded that which we needed to record. 

Once we've exhausted that examination~ \Ve board the place up, make .it secure. We have to post 
under the la\V an inventory of what was taken -- that's part of Ame.lican law -- and then leave the 
residence. That pa1t makes good sense to me. 

The pa1t I can't explain 1s vihy the IMdlord for the place allowed the boards to be pried off and 
lbr fi.)lks to go through. 

FEINSTErN: Let me (inaudible) Wasn't .it .important enough to have some law e1tforcemcnt 
officer there to see that that didn't happen? I mean, after all. you know. ·14 people were killed and 
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2 l were i.njtued. [t seems to me that protecting that scene is really impmtan.t. So [hope that the.re 
is some procedure whereby that doesn't happen again. 

COMEY: WeH, t.he judgment of the investigators m1d otu forensic experts \Vas we were done 
with that scene. There \"·as nothing else ... 

FEINSTEIN: (OFF-MIKE) 

COMEY: There was nolhing else to be gained. from that scene, which is why it was hoarded up, 
and then the inve11tory was left What happened next was strange and it struck me as strange on 
lhe TV that lhe landlord allowed lhe media to go through. But we had done our work in a careful~ 

responsible way. Twenty-four hours is a long ... 

FEfNSTElN: Does it go back to local police jrnisdiction? 

COMEY: No. It goes b1ick to the owner and lawful occupant of the residence. 

FEINSTEIN: So you relinquished lhe prcrnises, regardless of \'\!hethcr somebody finds something 
that they want to co.me back and look for? 

CO.MEY: No, if there's a need for the investigation to continue to have access to the place, we 
will preserve the scene. \Ve will put up crime scene tape. We'll post a guard on it. 

But if we're done with someone's residence that v .. 1e've searched, under the law, v .. 1e return it and 
we post an inventory inside as to what was taken. 

FEfNSTElN: Oh. boy! 

Well. 1miybe we can talk a liHlc bit about that, because from an intelligence point of view, I 
could see things in an investigation that would crop up that you might want t0 come back and 
look behind the picture frame on the wall because there's some message behind the picture thal 
you don'l know about when you went through the apmtmcnt initially. or some document. So it 
just doesn't seem to me to be smart. 

But let me go on. 

FEINSTEIN: With respect to encryption, Senator Burr and I on ln.telligence are working on that 
issue. I can tell you that. when 1 'vent and visited with the cbief connsels of the big tech 
companies in my state about trying to get a bomb-making portfolio, 15 pages, off the Internet -­
this was the bomb that goes through a magnetometer. And I pointed that out and I pointed out it 
had been tested and there was no interest in taking jt down. 

One company said -- T\vitter -- "Jf we find something, we take it down, but we don't rep011. it." Jn 
the intelligence bill which passed the Senate -- but this was taken out later in a need t0 pass the 
blll by unanimous consent -- we also have legislation that said fhat if you find terrorist 
infonnation. you rnust report il to Jaw enforcement. 
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Would you support that? 

COMES: [know the administration and the Justice Department is fonnulating a view on that 
And so lhat.'s for them to do. Operationally, it wouldn't. have any bad impact. on the FBL And so I 
guess I've goi to wait... 

FEINSTEIN: The FBI wouldn't wanl lm.11.r enforcement to know what's being said on the Internet 
that's terrorist-related or has complicity to comm.it an. act -- J: should say conspiracy to commit an 
acl? 

COl\.1EY: The more we know, the better. 

FEINSTECN: I: would think so. 

COMEY: Bnt I'm not in a position t:o offer a. view on whether the Justice Department '.vitl 
supporl the legislation itself, I guess is \Vhat I'm trying to s1iy. 

FEINSTEIN: OK. OK. Fine. With respcci to what you said on encryption, you don'l want a back 
door~ you don't want keys. It seems to me that the probable cause warrant process is the best 
process. You said here today enough to indicate t:h.al you would support that:. :ts th.at correct? 

COMEY: l?m sorry, support -- rm not .following. Support .... 

FEINSTElN: Legislation which enabled a v.,ramml \.Yith probable cause to be able to look into an 
encrypled Web, whkh you said the companies lold you was possible. 

COMEY: Right. H's possible. Lois of companies do it today, provide secure services and comply 
\Vi th court orders. There are others who built their business models so that they say, Even if we 
wm1t to, we can't But the question of whether the answer is compelling lhem to do that by 
legislation is one that I can1t a!1Swer sitting here. I think that's something the administration a 
couple months ago decided n.ot to seek legislation now. But 1 also know there's continuing to be 
conversations inside the adminisiration. 

FEINSTElN: Well, ]'m going to seek legislation, if nobody else is. And [think --l know Senator 
Burr thinks somewhat similarly. rm very concerned about it because when I met with high tech, 
what they told me was there are parts now of -- when you talked to us about the dark Web, which 
I listened to very carefully, that they cannot unencrypt And 1 can give you the names of the 
c0Ir1panies that said that to me. 

And I have real concern about that. You know, I have concern about a Playstation which my 
grandchildren might. use and a predator getting on the other end talking to t:hen1 and it1s all 
encrypted. And so r think there really is reason to have lhe ability wiih a court orderio be able to 
-- and if you have cause to believe that criurinal.ity may be going on, to be able to get into that. 
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1 suspect what happened was in the aftermath of Snowden, particularly Europe got very 
conservative with respect to encryption and the comp<mies back away. Now tbat's changing with 
Paris, and God foibid what might happen in the foture. 

So what I'm trying to say is I think thjs world is really changing in terms ofpcoplc wanting the 
protection. and wanting law enforcement~ if there is conspiracy going 011 over the [nternet that 
lhat. encryption ought to be able to be pierced. Do you agree? 

COMEY: [agree. I would very mucb tike to get to a world where if a judge issues an order, 
coiripanies are able to comply with it, either to nnlock a device or to provide the communications 
between terrorists or between drug dealers or kid.nappers. I very .much would like to see that. 

FEINSTEl:N: Good. Thank you very m.uch. 

Thank you~ Senator. 

SESSIONS: Thank you, Seirntor Feinstein. Director Corney, thank you for your leadership. I 
believe you're a person that's well qualified for lhis job and understand the seriousness of your 
role and have the background and experience to do it well. 

You know~ you testified before the House committee on October 22nd, and you said, dealing 
with prisons and punislunent~ you strnggle \Yi.th the tenn mass incarceration,. quote, 11because it 
conveys a sense that people arc locked up en masse. '' 

But in reality, every case is individual. Everyone has a la~')'er. Everyone has a judge. Everyone 
had to be proven guilty. And isn1t it amazingly true that we're now over 95 percent of criminal 
defendants plead guilty in federal court? 

COMEY: The days of trials seem to be a bygone. 

SESSIONS: So I think that's a testament, don't you~ the good investigation ami solid cases that 
arc being brought? 

COl\.1EY: I think at. least. in pm·t:, that's driving il. 

SESSIONS: I think so, too. Now, since l \vas prosecuting, maybe since yon ·were prosec:uting, 
the guidelines, sentencing guidd ines, under the Supreme Court, have become advisory, not 
b.imii-ng. Attorney General Holder has altered traditional Department of Justice pol.icy and 
declared that prosecutors don't have to charge the nwst serious offonsc. 

The sentencing commission has reduced lhc guidelines that \Vithjn (ph) in their power to do so. 
Senator Durbin and I worked together on legisfa.tion that reduced the penalties for crack cocaine 
rather significantly, more than a lot of people understand. And now we're considering additional 
reform in sentencing. 
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And [ -- you said, I thought wisely, that -- you expressed concern about the increase in violent 
crime and murders around the country. Instead (ph), it. would prompt yoll to he, quote, 
"thoughtful" about criminal justice reform proposals and noted, quote, "We have hit historic lows 
in violent cri.m.e recently. And if we let it slide back, we will need to explain to those who co1ne 
after us whal we did or didn't do to kt lhat happen," close quote. 

Wollld you kind of explain the trends in crime and punishment and why you shared those words? 

COMEY: Yes. Whal 'I was getting at, Senator, is our world with respect to violent crime is a 
world that was hard to imagine 25 years ago, and a whole lot of hard work \Vent into getting us to 
an historically peacethl A.m.erica. A big part of that~ I believe, was law enfr>rce.ment's work. 

And I also believe every sente11cing [ever went to in a way was a tragedy because a hfo was 
being wasted, but lhat \Vork had io be done to protect those neighborhoods. And what I was 
urging folks to do is -- I think Harry Trwnan said the only thing new is the history you don!t 
know -- is fi,)r folks just to remember we used to be in a very different. place. 

And there are reasonable reforms, as I said earl.ier, \'Ve can put into place, hut we have to 
remember where we once were, and I wouldn't want io do anything without understanding the 
history that lets us slide back to that place. 

And I was saying that in the context· of a worrisome spike in homicide in over 30 of the nation's 
top 50 cities that's occurred this year. That's hard t:o explain, but it's very ·worrison:ie. And l ·was 
simply sounding an alarm, saying we have to talk aboul this becanse we have got.ten to a greal 
place in this country. And this is worrisome and it drives us to 11eed to be eve11 more thoughtful 
ahollt: how we change Ollr criminal justice syslem. 

SESSIONS: Well said. [think this is -- I was there when the crime rate was high, and I've seen it 
decline as a prosecutor and subsequent to my time. And we made real progress. 

I have a chart tbal shows the foderal p.1ison population and how it's been developing. And I hope 
my colleagues wm look at this chart because we have the perception that federal prison 
population is surging. But in facl, it peaked around 2013 or so. rt's been dedining steadily ever 
since. And according to the Bureau of Prisons, they project the population in federal prisons this 
year to drop by nearly 15,000 additionally. So we're just not on a trend, a mass incarceration and 
surging fcdernl prison population. 

What about stale prisons? There's nwny. rnany more in siate prison than in fodernl prison, maybe 
I 0 times or more. Let's see what's happening in the state systems. 

SESSIONS: We've seen a rather dramatic increase -- decrease in penalties in states. And part of 
it's budget-driven. And people then begin t.o develop theories t.o justify reducing prison 
population based on budgets. And you have also a lot of people have ahvays doubted the value of 
prisons. So we've seen. a substm.Hial decrease in state prisons, and I think that will continue. 
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Sol guess -- and since we know there's a p.retty high recidivist rate for prisoners -- and J'm not 
trying to pnt you in a big argument here, but the fa.ct is that more people that are released from 
prison -- aren't they in a -- aren't they likely -- aren't \v'e likely to see an increase in the crime 
because the recidivist rate remail)s high? 

CO MEY: I'm not al) expert. As I think you said, I -- the logic of it would say~ yes, there would be 
-- given the recidivism rate, \vhich is one of the things that's exciting, I think, about: the 
legislation Senator G.rassky talked about~ tries to get us doing a better job of reducing 
recidivism. But the math would say sure. 

SESSIONS; And he.re the Association. of Assistm.n United States .Attorneys wrote us a letter and 
said this. "Every incremental weakening" -- questioning plans to further rednce sentencing. 
"Every incremental weakening of those mandato1y minimum penalties will have a corresponding 
impact on the ability t.o successfully investigate and prosecute drng trafficking. The current. 
proposal will significantly weaken the mandatory penalties and significantly deprive law 
enforcement authorities and prosecutors of the tools they need to successfully address drug 
trafficking. n 

Now, you said you could accept the changes. But those are -- that's a statement that's worthy of 
selious evahrntion, would you agree? 

CO MEY: Sure. 

SESSIONS: Thank you, Mr. Cha.irman. 

GRASSLEY: l've been told by Democrat. staff that Senator Whiichouse is next 

WHITEHOUSE: TI1en I will go next. Thank you, Mr. Chairman. 

Welcome, Direcior Corney. As the author with Senator Cornyn o:f the tiile you jusi said was 
exciting, I thank vou. ........ .. 

I want to talk ask you about two things. One is botnets and the other is to follow up on Chainmm 
Grassley and Senator Feinst:ein's concerns about encryption of communications. 

Botnets first. Senator Graham and I have a bill that tries to enhance the department's authority to 
pursne the civil remedies that have allowed the Depmtmcnt of Justice io pull duwn botnets. One 
of the challenges that that effort ha.s faced has been the legal requirement that the botnets have to 
be engaged in fraud an -- or wiretapping before the department can go and pul I them down. 

My sense is that a botnet is essentially like a weed. There is no such thing as a good botnet. They 
are either actively doing evil things or they are a l.atent mechanism for doing evil things l.ater on 
and that a more .rigorous effort to root them out of the h.lternet and create better J:nternet hygiene 
against botnets would be a good thing. 

ACLU-3284 



Now, \Vhen [had a vote organized on that, and there were various machinations in the Senate 
lhat. prevented the hot.net: provision from coming to a vote. And behind that \Vere some 
statements that I'm a little bit astonished by~ but basically, that some botnets arc actually good 
an.d we should protect them out there. 

1 see you looking very surprised. But let me ask you, could you react to that? Do you think .I'm in 
lhe right place on this, th.at a botnet is eilher a latent or an active menace on the l:nternel and that 
we should be aggressively taking them down'? 

COMEY: I had that facia'I reaction because I don't knO\.V of a good botnet. Botnets are armies of 
zombies. So whether they're coming at you or whether they're standing st.ill, it's still really bad. I 
don't. know of a good purpose for an am1y of zombies. 

WHITEHOUSE: Thank you very much. I appreciate it.. J'm glad we're on the same wavelength. 

With respecl to encryption, we talk about it often as a t:echnical queslion. And let. me be the first: 
to say I don't want a government back door, either. Nobody wants a government back door. 

But as you say, when it's the business model of a particular company to disab'lc it;; own ability to 
comply with a p.roperly authorized subpoena or sei.n:ch warrant un.de.r our laws, that's a very 
different proposition. And it's that proposition that l want to speak to. 

And I'd like to ask yon to talk about two things. The first js, from lhe FBJ!s perspective, whal do 
you think arc going to be the \.Vorst and most dangerous consequences of t11at encryption, 
propagating and criminal use of it, or terrorist use of it? 

And less from the FB.l's perspective but more generally, since the FB1 is a leadership 
organizalion within law enforcement, what do you think regular police departmenls and lmv 
enforcement ofikials around the country arc most likely to see as the hazards of this encryption 
in their efforts to protect the public? So first the HH, and then more general law enforcement 
concerns. 

COMEY: From the FBI's perspective, we are increasingly seeing, inevitably will sec entirely thal 
criminals and terrorists ami spies have an unparalleled ability to communicate with each other 
world,.vide. Increasingly, we are unable to see what they say, v.rhich gives them a fremendous 
advantage as against us,, right'? 

In the good old days,, it was harder for them to communicate with each other. Today, they have a 
tTeme.ndous ability. Our ability to monitor them has .not kept pace. In fact~ it's going i.n the wrong 
direct.ion. So our ability io find people hiding in the United Staies looking lo do bad ihings. to 
root out all kinds of organized criminal actors~ is steadily being impaired. That's the problem. 

State and local law enforcement, the impact is for them almost entirc'ly devices that cannot be 
opened with a search warrant. And I do very much agree it's a business model choice because the 
folks who are today selling those phones, a year ago their phones dicln't have the capability. I 
don't remember a.nybody saying, I'm not buying their phones because thcy~rc insecure. It's not a 

ACLU-3285 



security issue~ it's a business model issue . . Ami there arc good motivatiOl)S behind that~ hut we 
have to talk about those. 

And so lhey're encountering increasingly in kids missing cases. in drug cases and violence cases, 
devices that arc a brick to them that hold all of the evidence that might help then1 figure out 
where a child is, untangle a kiduapping or figure out where a drng gang is operating. 

That's their problem, less the data in motion problem for the state a:nd local, but increasingly this 
-- they cannot reach the evidence that a judge would otherwise authorize them to get. 

WHITEHOUSE: That's very compelling teslimony. And] can share with you that the chief of 
staff to the president of the United States said that -- to me that one of the things that keeps him 
up nights is this encryption problem. 

l\.ly concern is if these companies have already made the decision that it's their business model to 
prevenl law enforcement from using subpoenas and search warnmts in the traditional way, then 
they have a business justification, in their minds, for doing it. And if that's their position, how is 
talking to them. goi1)g to change that? \Vhere is the leverage poi1)t? What is the administration's 
process for trying to solve this problem? 

CO MEY: Y cs, I don't kno\V that thcre1s a leverage point thaCs going io flip it from one side to the 
other. I do think that all businesses are making tradeoff decisions. And at least in part what's 
motivated some of the companies t:o switch to this defauH encryption is they believe~~ I'm not 
questioning their good faiih belief -- that it's a competitive hnpcralive, that cnstomers want lhis. 

And so the conversations arc useful because I think we can show them there's tremendous hann 
associated with this~ and the custom.ers increasingly see that. Ami so my hope is they'll see that 
calculus diHerently and lheir c:ustomers will speak to then1 and say, No, rll keep using your 
phone. It's a great phone, even if you would allow· a judge to issue an order to unlock it in a 
terrorism case or in some other criminal case. 

WHITEf.KHJSE: ,..\nd presumably, if you could show that but for the phone having been turned 
into a brick as a result of the company's business practices and been protected from search 
warrants and subpoenas, a child was-· could not have been rescued who otherwise could have 
been and therc1s a fatality that has resulted. Presumably, they would see that as something less 
than grcal publ.icity for their choice. 

COMEY: Well, and I actually -- I mean, I wasn'tjust saying this. They do care about public 
safety. These arc good people. What the conversations have helped them understand is the 
darkness thal we see because good people don't spend all day long worrying about the things [ 
wony about. What the conve.rsalions have helped them sec is. Wow, there really is a real-life 
impact to this. 

We're try.il)g to find terrorist needles in a haystack. Wheu we find one, it goes invisible because 
lhey're using end~to~end mobile messaging apps. That has real consequences. T'hese good people 
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see that That's where there conversations have helped. And \Vhe.re that's going to lead, 1 d011't 
know yet. 

WHITEHOUSE: Thank you. If we can help in any way, please c.:all on us. 

GRASSLEY: (OFF-:MIKE) Lee is next. But. befixe you go, then unless Durbin and-~ and 
Schumer come back, it'll be Klobuchar and then the other senator from Minnesota. 

(LAUGHTER) 

GRASSLEY: l'rn going ... 

(UNKNOWN): (OFF-MIKE) 

(LAUGHTER) 

GRASSLEY: And the reason [ t:ook time to do that, ]'m going t.o go up to Budget and ask a 
question. So I hope everybody will observe the seven-minute mle. 

LEE: Thank you, Mr. Chairman. As the other senator from Utah, I'm happy to comply with the 
seven-minute rnle. 

(LAUGHTER) 

Thank you, Mr. Comey, for hei11g her \Yi.th us today. Tl.H.mks fo.r all you do to keep us safe. 

There's been some discussion, a little hit of confusion lately about the USA Freedom .Act. In pa.rt~ 
this has been precipitated by some of the discussions going along with the presidential election 
cycle that's in full tilt now. But to clarify, 1 have just a few questions about the USA Freedom 
Act ami how it operates. First of all, the USA Freedom Act doesn't prohibit the government from 
gaining access to telephone metadat.a, correct? 

CO MEY: Correct 

LEE: It allows the government t:o get metadata, telephone records connected t:o any terrorist 
investigation, such that if the government wants to gather mctadata connected to a particular 
phone ·number that it believes is connected to a terrorist investigation, the government can get 
that.. 

COMEY: Correct. 

LEE: .And the USA Freedom Act docs not affoct in any way the government's abil.ity to gain 
access to any mctadata that either originated -- as to a phone call that either originated outside 
the United States or that originat:ed here and \.Vas directed outside the United Stat.es. 

COMEY: Correct 
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LEE: Did the enactment of the USA Freedom Act substantially affect the government's ability to 
prevent the San Bernardino attack? 

COMEY: l?m only hesitating because I don't \Vant. to talk about particular techniques \.Ve are 
using to understand that attack. That's why, I guess, Senator, I need not to talk about it in the 
cmnext of that particular case. 

LEE: OK. I would note here only that 1t 1s signlficant that only four days prior to the attack, the 
government. bad access to all of tbe records that it had access to. that it had access to for yeius 
prior to the passage of USA Freedom Act because there was a six-Irionth moratorium between its 
passage and it kicking in. And .I personally consider that highly unlikely, some would say 
rnathcmaiically impossible that it had any difference there. 

And certainly, ihe government can still investigate the San Bernardino aitack by going atler 
records of the individuals snspected to be involved in that attack? 

CO.MEY: Sure. 

LEE: Thank you. I want to talk a little bit about this encryption issue. l was pleased to hear you 
say, and 1 hope [understood you correctly~ that you're not pushing for legislation that would 
mandate tech companies to put a back door. to develop a back door and make that available. 

COMEY: Correct. 

LEE: What you are saying, as ] understand it, is that some companies, many companies, could 
choose voluntarily to assist law enforcement in the execution of a \Var.rant in helping gain access 
to any in.fonnati011 they might have access to. 

COMEY: Correct And those are the conversations we've been having. 

LEE: And so -- but 1 assume in order to do that, would they have to develop their OWll back door 
that they could nse internally? 

COl\.1EY: Well,] don't know what in that context the term back door means. They'd have to 
figure out how, consistent with their secnrity requirements, they could comply with the judge's 
order, as a lot of companies do today. So they'd have to figure out~ under our system, \Vhat would 
be the best way to comply with the judge's order. 

LEE: OK. Let's suppose that we have companies doing that -- perhaps some. perhaps all. Perhaps 
they're doing it because they want to do it, or perhaps at some point, assuming Congress were to 
pass something requiring them to develop a back door, a universal key t:hat could be used to 
unlock the encryption. If U.S. technology companies started doing that, perhaps some of them, 
perhaps most, perhaps all.~ that '\Vouldn't uecessm:ily emi the go.iug dark problem, would 1t'? 
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Because wouldn't we still have technology companies located outside the United States still 
manufacturing devices that wouldn't he subject to that requirement or wouldn't be subject to the 
same thing that would be convincing American companies to do that 

COMEY: No. I think that's right. Both -- in two respects. Devices manufactured in other places 
might he diffo.rent, and communications services from providers outside the United States might 
be different:, which is '.vhat makes this such a hard problem. A bjg piece of ji: has to he 
i nternationa I. 

LEE: Right So even assuming Congress were to enact something requiring the use of a back 
door~ or the availability of a back door, a de-encryption key~ .if you will~ .it still would not solve 
the problem because there would be foreign manufacturers. 

It also occurs to me that even assuming all U.S.-produced devices had a back door key of so1is. 
it's my understanding tlrn.t it's still possible to design an app, that there arc people all over this 
country and other places tlm:mghout the world who can with relative ca.sc cuuld design an 
application to be nsed on a smart.phone, for instance. or perhaps on a compuler that could provide 
encryption that couldn't t.mlocked through an e11cryption key 1nade by the manufacturer for the 
device in question. ls that your rmderstm1ding? 

COl\.1EY: .tvly tmderstanding is, [think, the same, t:hat with respect. to a device, if the 
rnarrnfactm-er were able to, as they were a year ago. to unlock on a judge's order the device, there 
may still be apps on the phone that are strongly encrypted. And so the content in. that pa:rticular 
app would not be available once you unlock the phone. 

LEE: Correct. So if U.S. manufactmers were to st.art developing this back door key and they 
used it, they had it, they made it available to law enforcement under appropriate circumstances, 
presumably, those who were determined to go dark could and would start using an app that 
would itself nol be snbject lo being opened by that same key. 

COMEY: Yes. I hate to keep doing this to yon. l strnggle with that tenn "back door key." What 
I'm talking about is, a year ago, the mmmfacturers of the leading phones of the United States 
could unlock them, if a judge ordered it [ don1t know whether that involved a key or their 
sofrware. Somehow. they were able to do that. 

But you're right. lf we reiu.m to that \.Vorld, there could st.ill be -- the sophisticated user could still 
figure out how to use something like True Crypt (ph) to protect· other content on that device. 

I think there's no way we solve this entire problem, right? Encryption!s always going to be 
available t:o the sophisticated user. The problem we face post-Snowden is it's moved .from being 
avaihiblc to the soph.isticated bad guy to being the defanlt. And so it's now affecting eve.1y 
criminal investigation that folks engage in. 

But I agree there's 110 way to solve this entire problem. l still think it's worth trying to solve a big 
chunk ol"it. 
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LEE: /\nd so the big chunk of it here would il1volve U.S. manufacture.rs of U.S. devices, 
notwithstanding the fact that. we still '.vould have the risk associated ,.vjth apps that couldn't be 
opened by means of the same methods that you're describing. 

COMEY: Sure. There's others part of it that would be d.iflicult to solve, too. You mentioned lhc 
inte.rnat.imrnl aspect of it. Part of the solution, l hope, wil.I involve m.1 international set of nor.ms 
somehow becallse ollr partners in Europe very mllch face the same problems we do. And so 
they!re very interested in having the mle of law nations figw·e out, So what should the rules of 
the road be with respect to e11cryption? 

LEE: Right OK. I see my time has expired.1 do want to be dear. One of the .reasons I asked the 
quest.ion is 1 -- one thing that I think we ought to be cognizani of is that we ougJ1i not pul U.S. 
manufactmers in a position in which they!d be pw1ishcd relative to other manufacturers, 
especially if U.S. manufacturers then saw a drop in sales because people, for whatever reason, 
prefer.red other products. 

And we got to rernember lhe limits on what we can do legislatively. If we were to mandate thal 
legislatively, it wouldn't necessarily fix the problem. 

I see my time's expired. And l believe Senator Durbin is next in the batting lineup. 

DURBIN: Thank you very much~ Sena.tor Lee. 

And thank you, Director Corney, for being here. I'd like to speak to you for a moment about the 
gun issue and terrorism. I \.Yant to know if you believe that terrmist organizations a.round the 
world are aware of American gun laws. 

COMEY: As I sit here, I don'l -- I assrune that they arc. And lhcre's probably some specific I've 
told. l can't remember. siting here. But I assume that they arc. 

CO.MEY: Let me just read a quote from one, an al Qaeda spokesman, Adam Ya.hi Ghadan (ph). 
American-born, who said in a 2011 video, and] qllot:e, "America is absolutely awash with easily 
obtainable firearms. You can go down to a gun show at the local convention center and come 
away with a fully automatic assault rifle without a background check and most likely without 
having to shm.v an identification card. So what are you waiting for?" That's what his quote was. 

While folly automatic weapons are not readily available for civilian use, semi-automatic assaull 
rifles arc, and technology exists to convert them. There arc reports that the San Bernardino 
shooters were trying to c011vert semi-automatic .rifles into fully auto.matic versi011s. Can you 
comment. on that? 

COMEY: That is something we're looking at. There's <m indication that they attempted to convert 
or did conve1t them successfi.llly. And I can't gives you the answer sitting right here. 

ACLU-3290 



DURBIN: .I guess the point I'm tl)'ing to m.ake for the record is that those who would do us ha:nn 
know that it is easy to obtain firearms and weapons in the United States under our current set of 
laws. 

DURBIN: Pd like to ask yon a question based on your opening statement. And r think I 
understood what you said~ is that you have found a public -- some type of utterance by the two 
killers that they were dedicated to jihad many years ago. And I want to ask you whether that 
statement was made prior to the granting of a fiancc visa to the wife. 

COMEY: Yes. And prior, frankly, to the rise ofISIL. DURBfN: And do you sec any weakness 
in our system \Vhen it co.mes to visas or fiancc visas that that sort of infonnati011 was not knO\vn 
lo us before she was granted access lo Arnerica? 

COMEY: .I don't know enough to say. 

DURBIN: We are discussing visa waiver programs now and how we cm1 change them to make 
them better. Roughly 60 million foreign visitors come to the United States each year. I 
understand 20 .m.illion are from the 38 cou11tTi.es \Vhere a visa is not necessary. And one of the 
things thal is being djscussed is to require a biometric examination or investigation before the 
visa waiver traveler boards the airplane. 

Do you have any thoughts on whether that would help to make us safer? 

COMEY: I have not thought about it well enough to give you a reaction. 

DURBIN: Welt J wish you would think about it, and rm sure you will. And it boils down to 
whether or not prior to having access to m.1 airph.me. you present your fingerprints so that they 
can be checked against the infonnat:ion systems in Et1rope and in the United States. 

Is there a good exchange of information, incidentally, bet.ween onr European allies and the 
United States when it comes to such things as the fingerprints of suspected terrorists and known 
criminals? 

COl\.1EY: It is good. It has gotten a lot better in the last two years, and lhere1s still room to 
improve yet 

DURBIN: r hope you can. I think it's very important. Let me ask you the question -- I want to 
make sure it's clear in my mind. ff someone on the no-fly list walks into is a licensed firearms 
dealer in the United States~ that in and of itself is not a prohibition against lhat person buying a 
firearm. 

COMEY: Correct. 

DURBIN: So even if that person is suspected io be a tem.irist, they conld purchase the fireanri 
and leave with it, though your agents may then follow them or investigate them or keep an eye 
on t:hen1 because of that purchase. 
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COMEY: That is correct. \Ve have three days to review the background. And so a hit -- if 
someone walks in and they're on the no-fly lisl, we'll immediately be notified. We'll have three 
days to figw-e out whether there is some prohibition under the law that allows us to stop the 
transaction. ]f not, they wi 11 walk out with the gm.1 if the deal.er trans.fors it. 

DURBIN: Absent some other disqualifier, the fi-lct that they're on the no-fly 1.ist is not enough-­
sufficient basis to deny the sale, is that correct? 

COMEY: That's correct 

DURBIN: :t'd like to bring this closer to home in terms of violence -- gun violence in my state. 
We recently traced the crime &,runs that were seized in the most violent sections of Chicago, and 
we found th.at 40 percent of those crime guns were coming into Chicago from gun shows in 
northwest Lndiana, where there was no requiremenl for a background check before the sale was 
made. 

Of course, it's not just firearms. h's ammunition, as wen. And we have ample evidence that those 
who were en.gaged in this gun violence make the short tri.p over the border into lndia:na, secure 
their weaponry and their ammunition and come back and kill people in Chicago. 

What more can we do? We brought up the issue, and l won't engage you on it because I think 
you know the debate, about extending background checks to gun shows and Internet sales. What 
more can we go with this knowledge, though, lhat. these guns crossing state borders into the city 
of Chicago and being used in the commiss.ion. of crime? 

CO MEY: Well, nnder the current legal regime, we, and especially ortr colleagues at. A TF, iry to 
understand, are there strmv purchasers involved il1 th.at? Are there gun show participants who 
know that. they're selling to felons or prohibited persons and trying to make trafficking cases 
based on that. That's soit of the focus of trying to stop bad guys from getting guns at gun shows. 

DURBIN: Is there any surveillance of these gun shows to see if there are out-of-state license 
plates or anything of fhat nature? 

CO MEY: I think if there's a predicated investigation of a pmticular dealer with.i11 the gun show, 
there's appropriate sllrveillance. Bllt ['m not aware that there's surveillance generally of gun 
shows. 

DURBIN: Tha11k you. The la.st point l\l like to make, in his opening statement, our chainmm 
suggested that he would be open to the notion of prohibiting fhreigners who are in the United 
Stales on the visa waiver prograrn to purchase firearms. That is a provision which I have been 
offering. I '\.Vould just say for the record I hope 1 can work with the chaim1an and get his support 
in making sure that this loophole is closed. 

Thank you, lvt:r. Chainnan. 
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GRi\SSLEY: On the visa waiver program and guns, what l was tTying to say is I want to go 
further than that. 

DURBIN: I'll be glad to work with you. Thank you, Mr. Chairman. 

GRASSLEY: Senator flake. 

FLAKE: Thank you, Mr. Chairman. 

Thank you~ Director Corney. Let me -- encrypt.ion has been talked about some, but let me talk 
about sornc of lhc other vull1erabilit.ies we have and difficulties trncking information. 

I think \Vc've discussed maybe this before, but the other ways for potential terrorists or terrorists 
to communicate here -- it's obviously not just e-mail, it's not just text messages. And I asked 
some that are famjliar with the field, if you had a bet (ph) to communicate that you didn't want 
anybody to follow it, how would you do it? And some say, well , you get on an app or a game, 
words with friends, or some other game. And in the comment section -- or fhere's a way to 
commtmicat.e within that. 

That is probably -- J me;m, there's no way lo use encryption 1ight now fbr that. But it's just in the 
realm of a lot of data, a lot of con1mtmication. a lot ont there. 

Is that somcthjng that's concerning io the FBI? And hm'" -- what arc we doing, without revealing 
sources and methods and eve1-ything else, to deal with that situation'? 

COMES: Thank you, Senator. r don't wan.t to say too m.uch about it because I don't want the bad 
guys to get ideas they don't already have. But \Ve have seen a number of cases in \.Vhich subjects 
of investigations have communicated through gaming channels, either through more live action 
games or sometimes through app games on devices. 

Sometimes, those do involve encryption, though. Those communications are encrypted in the 
gaming channel, which makes it as ha.rd for us to intercept wjth a court order as another 
encrypted channel. So it's increasingly a feature of ow· work, I guess is what I'll say. 

FLAKE: OK. All right. Thank you. We1vc seen high-profile data breaches, obviously, with 
OMB. What is the HH doing to ensure that we don't foll victim -- a lot of hlformation, obviously, 
held. by the FBl is extremely sensitive. Arc we taking the measures that we need to? And how 
can Congress help to ensure that that data is secure? 

CO.MEY: Well, we worry about this every day, and we tty not to be overconfident. I think we 
have very good systems, but we can't. be satisfied because, ynu know, as good as your system 
might be, if human being have access lo it, there's a vulnerability there. 

So the FBI, especially since Snowden, has siepped np our game ihcre to make Sllre we 
understand the potential .il1sider threat And so we focus on it from. a technological perspective 
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and from a human vulnerability perspective an awfol lot, is probably the best headline I cm.) give 
you. 

FLAKE: You've mentioned in your testimony that one of the areas of focus is to ensure that we 
deal with com1ption at the border. Can you give us an idea what you're doing to combat that? 

COMEY: All o:f om· field offices along the Mexican border have robnsi pnblic corrupt.ion squads 
an.d efforts goi1)g cm there because any time you have human. beings in a role where there's 
potentially tremendous mrn.mnts of bad money, there's a risk of people being compromised. 

And so it's from -- all the way the Gulf over t:o the Pacific Ocean in Calithrnia by all of our field 
offices. We work it in partnership with DHS because a lot of focu.s is on, Is there corruption in 
the border control workforce) for example. And 1 think we've lmilt over the last couple years a 
pretty effective rel.ationship there. 

FLAKE: Back to the visa situation. K· 1 visa has come under scmtiny now. You mentioned in 
previous testimony in the House the difficulty in vetting refugees, for example, because of lack 
of infom1ation about their background. I assm:ne if that's true i1) Syria, it may he douhl y tme in 
South Sudan or in Somalia or elsewhere, and so we have to rely heavily on interviews and 
assessments by field staff there. 

What methods do we use there, lie detecwr tests., to t1y to vet whatever information is given? 
What: do we have now, and what el~e can we do in that regard if there is a lack of information or 
datti to check what they say againsi? 

COMEY: Staie and DHS wonld. be better qualified to answer this than 1. I don't think they -- in 
Jact, rm quite confident they don't use a polygraph il) that context. It's a problem where you don't 
have data that you can vet somebody against, you have to rely upon a skilled interviewer in a 
consular office or some other place to see if they can detect deception. 

And J know we have p.rofossionals doing it., but I don't know it well enough to tell you \\'hat. 
particular tools fhey've cc.msidered usil)g. 

FLAKE: You mentioned -- and 1 think we've all seen the profossionalism of some of the state 
and local official$ dealing with the situation, for example, in San Bermu-dino. That's not always 
the case in -- elsewhere in the country, where we have local officials who maybe need training or 
expertise. 

What is the FBI doin.g to en.sure that our local partners are doing what they can to identify or to 
try to preveni or deal with these tragedies when they occnr? 

COMEY: With respect to terrorism attacks? 

FLAKE: Yes. Yes. 
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CO MEY: Yes. Well, the bedrock of our effort is our Joint Terrorism Task Forces and the 
relationships we've also built with state fusion centers t:o make sllre that we give our local 
partners what they crave, \\ihich is good infomwtion <ibout what the threat is, how they might 
ch.eek it out, and good training on how to respond when there is an incident. 

We have in.vested a tremendous amount of effort and money trying to make stue we equip local 
state and local law enforcement to be able to respond well to these threats .. We've just produced a 
video called "The Coming Storm," \\ihich is chilling but extraordinarily valuable, that through 
real-life movie actors shows how to .respomi to m.1 attack, in that case on a comnmn.ity college, 
the besl way to organize yourself the best way to respond. I've heard great feedback frorn our 
state and local pa1tners. 

We've made tens of thousands of companies of this. I think every university police force should 
have it. Anybody \Vho's responsible .for protecting a community shollld have it. and look al il. 

FLAKE: Thank you, Mr. Chairman. 

SCHUMER: Thank you, .Nlr. Chainnan.. First, thank you for having the hearing, to you and 
Senator Leahy. 

And Director Corney, I'm an admirer of yours. f was before you took this position and moreso 
now, and a:n admirer of the men and women who wo.1'.k in the FBL I think you do a great job. So 
none of lhese questions are intended to impllgn the hard work, integrity of all of yon. 

Look, we in New York, praise God, aJler 9/11 haven't had a successflll terrorist incident We've 
had a fow in the country now. But it's because of the hard \\'ork of your folks and others on the 
Joint Task Forces that you mentioned, indudil1g the NYPD, who do a great job, as wel.L 

Herc are my questions. ln your testimony tfos morning, you told us the San Bernardino attackers 
were communicating on line aboul jihad for some lime. So this raises two big questions which J'<l 
like io pursue. The first is how come we didn't know about these communicalions before the 
attacks? And the second is how did she get a visa? How did somebody who's not an American 
citizen pass a visa lest when t:hey were commlln.icating abnul jihad on line befbre, no questions 
asked? 

So Let's go to the first one. First, how do we know when terrorists are communicating on line, 
an.dhow does it sometimes get missed? Bow in this -- 1 know you're exploring this and I don't 
\Vant to slep on any ongoing investigators. Bul in general, this is going to cause greal 
consternation to the American people and I think to every one of us, certainly me. 

Here we have somebody who was talking about jihad, two people~ for a couple of years. And I 
always -- you know,] would~- [think most Americans have the assumption that we're on top of 
things like this. 

COMEY: And I can only r1nswer it in general. I don't wani to talk yet, if I could. Senator, about. 
the particular case. 
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SCHUMER: OK. So let's take a hypothetical, OK? Someone's -- som.eon.e's talking jihad over 
and over again on line. Do we know of it in most cases? A.nd what do we do about: it:? 

COMEY: We will only know about it:, if ii:ts a p1ivate communication and not a posting on a 
public forum or on a public- facing social media site ~- if it's a private communication, whether 
it's electronic it's or by the mail, \Ve're on.ly going to know about it if we have some reason to 
believe that it: was going on that all<nved us to get permission from a judge to intercept those 
communications. 

That's where the community comes in. If folks tell us, ! think this guy is up to no good., then we 
can start to look at it and use our lawful tools. But l know the senators know th.is, but we don't 
rnoniior, and we shouldn't (inaudible) 

SCHUMER: What about non-American citizens talking to American ciiizcns? 

COl\.fEY: Well, again, that is governed by lhe rule of law in the United States. And so v.,re have to 
have predication, the FBI or intelligence agencies, to be able to intercept the communications of 
an American, whether they're communicating .i11 the United States or overseas. 

SCHUMER: OK. And in th.is case; was there a:ny public -- OK, so let me ask it more generally. 
Let's say there is some public posting, OK, on a Faccbook page or something like tbal, where 
either an American citizen or a non-American citizen communicating with an American citizen 
mentions jihad several times. Do we -- do we know abnul that? And what do ·we do about it.? 

COMEY: Often, \Ye know a.bout it either because a source of ours or an undercover of ours or a 
community member who secs il tells llS about it. And then we can jump on it and use all of the 
tools ... 

SCHUMER: Do we have enough people monitoring these things so that when it's public, we 
know a.bout it if no inlbrmant or neighbor has told us? 

COMEY: The answer is certainly not:, given the size ofthc communication networks we're 
talking about -- r mean, millions and millions of people talking to each other and making 
Facebook posts and \Vhatnot. 

SCHUMER: Right.. 

COMEY: It's impossible to n1onitor ... 

SCHUMER; But I would imagine on public postings, you could get -- we have computers, for 
instance, that stop child pornography with a certain image that's on there. Couldn't we get 
computers that spit oui to us who publicly -- and we don't know ifihesc communications were 
publ.ic or pr.i vate. You haven't said, and I'm not asking you to do that in this particular case. 

But couldn't we get a cmnputc.r to spit out to us somebody who's talking about jihad, bombing~ 
you know, son:1e words like lhis repeale<lly and t.o a variety of people? 
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COMEY: Well~ l want to be careful \Vhat 1 talk about in open setting. But there are tools~ hut 
lhey are limited in a way you would want them to be. 

SCHUMER: 1 see. 

COl\.1EY: But the United States government, unlike some other governments in the world, does 
not monitor the Internet. 

SCHUMER: So final question. Could we be doing more in these types of situa lions? 

COMEY: We can always be doing more. 

SCHUMER: OK. And is resources a problem? 

COMEY: Resources is a -- I believe ... 

SCHUMER: 1.fwe paid you unlimited money --you know, we're not going to do lhat, but we 
could give you considerably more ~~ would you be able in more frequent cases when publicly 
these things are mentioned to be able to pursue them. more thoroughly? 

COMES: Maybe, is the answer. 

SCHUMER: OK. Well; I'd like to get a classified briefing from you or others on the details of 
this because it. concerns me. 

Second, lhe visa ·waiver -- the via program, not visa waiver. So Ids just take a hypothetical. A 
non-American citizen has communicated on line and used, publicly, let's say, or now privately, l 
guess '\Ve could intercept them, but it's hard -- and used, you know, inflammatory \Vords, 
language, intention. And they come here on a visa, and let's even assume now it's not in a visa 
waiver country. How often do we catch them? 

COMEY: I don't think I can answer that sitting here. l don't know enough about -- l can't answer 
sitting here. 

SCHUMER: Do you think we should know that? 

COMEY: Well~ l'm sure somebody does. We could get you an answer in a pretty good way 
lerms o:f numbers. 

SCHUMER: Because every -- after this heaiing today, every American is going to be asking the 
question, how did this this woman come in a visa, fiance visa, I think it's called, l-K or K-1. 

COMEY: K-l, I think. 
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SCHUMER: ... K.-1 , if she was talking puhl.icly, again -- we'll get il1to privately in the classified 
briefing -- about jihad. Not this woman. Sorry. How could a woman -- st1ike this and use the 
word "A," or man, hypothetical. 

COMEY: And again, assuming they're talking aboui ii publicly ... 

SCHUMER: Yes. 

COMEY: ... on an Inte.met fornm or something'? 

SCHUMER: Yes. Shouldn't their -- thal be somehow tied into our visa program? 

COMEY: As part ofihe visa vetting process. 

SCHUMER: Yes. 

COMEY: Yes. I can't give you a good answer silting here, frankly. 

SCBUJ\.fER: No, but shouldn't it be? 

COMEY: [don't know enough to say because I don'l know exactly what investn:ient would have 
to be made to do that work and what would be the payoff on the other side. 

SCHUMER: Got it Again, l'll pursue ihis further with you~ both classified and non. And l thank 
you. !vt:y time is now up. 

GR/\SSLEY: {OFF-:MIKE) 

CORNYN: Tha:nk you. Tha:nk you, :Mr. Di.rector. If the FEH had a telephone lWmber frorn a 
known .foreign terrorist and there were people in lbe United States making phone calls to that 
known nwnber, there arc procedures in place through the NSA and other agencies to check 
against that known terrori.st number to see if there a:re telephone calls by Americans to that 
number. 

Csn't: that correct? 

COMEY: Correct. 

CORNYN: And it: doesn't involve any content at that point, corred? 

COMEY: Correct. 

CORNYN: Congress just voted and the presidenl signed into law a piece oflegislation that 
prohibits the National Security Agency from maintaining lhc bulk lelephonc records. Does that -­
does that develop entail greater risk or otherwise limit the tools available to the FBI to be able to 
discover those sorts of communications? 
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CO MEY: I don't know yet because the USA Freedom Act framework is sufficiently new that l 
can't give you a high confidence ans,.ver on its effectiveness compared to what we used to have. 
In theory, it should wo.1:k as well or better than what \v'e used to have$ but I don't know yet. 

CORNYN: So it could entail more risk or no more risk? 

CO MEY: Correct 

CORNYN: You can't say? 

CO MEY: Ii conld -- 1 just don't know at ihis point. 

CORNYN: OK. I was shocked, as I bet a lot of other people were, particularly about your 
testimony with regard to encryption and its impact on the Gar'land shooting in my home state of 
Texas -- 109 encrypted messages that still today the FBI cannot gain access to. [s that correct? 

COMEY: Con-ect:. 

CORNYN: And the only way you would be able to gain access to that~ again, is not because 
yotL're monitoring private messages, it would be you'd go to court and sho'v ca.use, meet the legal 
standard in order to get a court order to then give you access to those records. 

COMEY: Correct. 

CORNYN: And you said there are telecommunications -- there are phone companies, or I should 
say manufacturers, who are marketing their encryption as a way to gain market share in America, 
to adve1tise lhat ihcse arc private conversations thal not even courts can order Hccess to. 

COMEY: I think ihcrc arc device manufacttlrcrs who include that in ihdr descripiion of why 
their products should be used. 

CORNYN: And you said encryption is part of terrorist tmdecra.ft. correct? 

CO.MEY: That's for sure. 

CORNYN: To me, thafs a staggering situation because it still persists today, correct? 

CO.MEY: Oh, yes. And growing. 

CORNYN: And so while we were all horrified and repelled by what we saw in San Bernardino 
and what we saw in Par.is, there could weU he similar communications -- not in those cases, hut 
in other cases -- going on ioday, and the FBJ would not be able to gain access to ihose 
communications between tc.JTorists, even with a court order. 

COM EY: Thafs correct. And strongly encrypted, end-to-end encrypted, even if a judge issues an 
order, if we intercept it, it's still encrypted and unreadable. 
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CORNYN: Do you consider that a danger to the Am.erican people'? Does that increase the risk of 
te1Torist attacks that could go undetected before the carnage occurs? 

COMEY: [do, which is why we've been talking about it fi.)r the last two years so much. 

CORNYN: Well, l appreciate ve1y much your making this imporl<mt point. But it concerns me a 
loi that Congress has not acied to do anything to give you the tools that you need. I appreciate the 
way you've tried to discuss this with the various lnanufactt.Lrers a:nd other e11tities involved; but it 
strikes me as if theire gaining market share by advertising t:beir encrypt:ion and saying that not 
even the federal government in a terrorist investigation can gain access to it., that thafs a real 
problem. 

And so 1 think you said you hoped to get to a place where the companies can cornply with a court 
order. But do you think it wonld be useful ft)rihe Congress to actually try to do something about 
this., or shonld we just wait for the voluntary compliance by the industry? 

CO.MEY: I think it would be useful, as Congress has done, for Congress to uy to drive this 
conversation., to ask -- to draw people into it to figure out~ So what can we do, because .I don't 
want to hurl American business, but I also have a responsibility io try and protcd the American 
people. And all of us care about the same thing. So l appreciate Congress trying to drive this 
conversation. 

CORNYN: Well, [think your testimony here today will help do that. [think it's surprised and 
shocked a l.ot of people. 

I w1ml to just close on this line of questioning, Director Corney. We're at a point in our nalion!s 
history where the public doesn't tmst government . .I think a Pew poll indicated less than 20 
percent: of Americans say they lrnst their government most ofthe time. And unfortunately, many 
Americans have lost faith in our national institutions, including om· justice system. 

And that's -- J kno\V how much you c11re abont that and ho\V much yon've dedicated your lifo to 
making sure that people can trust law enforcement and our justice system. That faith is 
endangered when attempts are made lo pervert it in fa.vor ofthe powerful ·who wonld like to 
create different rnlcs for those viho rule. 

I know this is a sensitive matter, and I'm not going to ask you about the content, but I know the 
FHI is currently investigating the private e-mail. se.rver of the former secretary of state. And it's 
troubled me, and I know others, when some people have attempted to disparage or otherwise 
predict the outcome of the ongoing FBl investigation. 

I know the president himself said that we don't get an impression that there was a ptuvosely (ph) 
efforts to bide something or to squirrel away information. Does the president get briefings on 
ongoing investigations by the FBl like this? 

COMEY: No. 
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CORNYN: So he would have no way of knowing \Vhat the status of the FBl investigation is. 

COMES: Certainly not from bri.e.tfogs from. the FBL 

CORNYN: I know a former senior offidal at the FBI and the current president of the Law 
Enlbrcement Legal Defense Fund told The New York Times that injecting polities into what is 
supposed io be a fi:ict-finding inquiry leaves a foul taste in the FBI's mouth and makes them foar 
that no .matter what they find, the Justice Depa:rtment will. take the president's signal and will not 
bring a c.:ase. 

But I just want to ask yon to perhaps repeat something you said earlier, when you said that. 
people at the FBI, including you, don't give a rip about politics. Is that your posit'ion? 

COMEY: Thal is trnc through and through the FBI. 

CORNYN: So for politicians of whatever level, whether it's the president of the United States or 
members of Congress or anybody else trying to lobby or i1Jtim.idate or influence an ilwestigation 
by t:he FBl, t:hal does not ·work, at least. under yum leadership. 

COMEY: It doesn't matter. [don't want to hmt anybody's tee lings, but it doesn't matter what 
anybody thinks or feels about our work. We are competent, we a.re hones~ and we're 
independent. We're going to do or work fhe right way, and we care only about the fact.:;. That's 
\Vho we are. 

CORNYN: Well, that's certainly consistent with the \Vay you've conducted yourself~] think, in 
yow· public life. And I think that will help restore in some small part people's confidence that 
there are people trying to do the right thing for the right reasons. So thank you very much. 

COMEY: Thank you, Senator. 

UNKNO\VN: (OFF-MJKE) 

KLOBUCHAR: Well, thank you very much, Mr. Chairman. 

And thank you, Director Corney, for being here. [really appreciate it 

One o.fthe things that we haven't gone into as much is the on- line recruifrng of terrorists. 
Minnesota, a.s you kn<nv, has been very aggressive, our FBl and our local law enfr.ffce.menl, our 
lJ.S. attorney, Andy Lugar (ph), in going after cases of people who have been recruited, much of 
it on line -- not all of .it, but .much of it -- to join IS[S or before that al Shahaab. And I've seen 
these recruiting techniques myself: 'Your agents have shm\?TI them to me. 

And [wondered what is being done about that. And you know, it may have played a role -- :t 
knO\V the investigation is still going on into the tragic shooting in San Bernardino, but what -- is 
this m.1 e.mergil1g fhreat'? What cm.1 be done? There's hee-n discussion about getting the companies 
to take dm\?TI these shes as rnuch as possible. And just talk aboui a little bit about that 
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COMEY: Thank you, senator. JSIS tries to crowd :mt.Lrce terrorism. They obviously, as we talked 
about, aspire to send operatives here. We as a count1·y have made that very, very luud, although 
it's something we focus on a lot. And so they also try to inspire people to kill on their behalf. 

They send a message in a very slick way that rcsonalcs with troubled souls, \Vith people who are 
unmoo.red and seeking meaning in their life, kids a lot of times~ or older people who have 
struggled in some way. And it. is a very. very seductive message that by virtue of its quality and 
its quantity has a huge impact on the troubled n1ind because it's buzzing all day long, that these 
people can cc.msume this. 

And their goal is to draw folks into this closed circle Ol) line where they're constantly bo.mha:rded 
with, This is the way to meaning, This is the way to meaning. And that. shapes a troubled mind. 

And so what we try lo do is make sure we arc aggressively investigating that to find those that 
arc on that path, consuminil. and potential Iv radicalizin~, and then work with a whole lot of other 

. v • - ~ 

Jblks to tTy to help kids who might be vulnerable t.o it, and not just to their poisonous message 
but to all kinds Qf poisonous messages that inspire people to violence. 

So we're about lo come out with someihing called "Don't Be a Puppel," which is a -- I'm no 
judge of what's cool, but I'm told this is cool. almost like an on-line game for schools that kids 
le<un, this is lhe way they come atler you and here's bow you resist it, whether il's al Shabaab or 
ISl L or some domesiic extremist group. Those arc the two ways we try {{) attack it. 

KLOBUCHAR: Very gQod. And as you know, we have one of lhc so1t ofpilot pn.~jccts on lhc 
Countering Violent Extremism group a:nd have been used with mu tvluslim community, which 
we're ve1y proud of in lvl:innesot.a, ha.s been working to try to prevent these kids from getting 
involved in this in the first· place. And I really appreciate the work that you're doing and I just 
encourage you to do1nore. We need more fonding. We're hoping we can get so.me out of this 
budget f()r these projects to fight lslamic extremism. So thank you for that. 

I know that Senator Flake asked you aboul coopcrntion w'it.h local law enfr)rcemcnt and heard 
you bring it up in you1· initial statement. Do you think they have enough resources to deal with 
what \.Ye are -- Senator Mikn1ski and I are intmdncing the COPS bill again to try to increase 
funding there. Bnt could you talk about that? 

COMEY: Our st.ate and local partners are strapped across the country, coming out of the painful 
cuts they've endured over the last eight years. And so they are still contributing their stars to our 
task forces. But l know \.Yhat it costs lhem, because they're shorl handed across the country. 

1 -- [ lrnvel to our field offices. l've been to all of them once, now I'm almost halfway through the 
second iime. Every visit, l talk to siate and locals, and 1 hear this over and over again: they're 
asked to do more and more with less. 

They're trying to become better at community policing. That's very ha:rd when you're having to 
have officers cover twice the -- the territory they llsed to cover. They don't have time to get out 
of their cars and meet people. So it is a -- a constant theme I hear from our partners. 
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KLOBUCHAR: Thm.1k you. And l -- I wanted to add -- a lot of my col leagues have asked you 
about encryption, and I know you were here before and talked about efforts to t1·y to work with 
the phone companies. 

I thought. your iestimony was very inieresting ioday when you talked abont the fact that some of 
us suspect .it may not really be a tecl:mological issue as much as it is a business model issue. 

But -- so, if that is all the case, and what -- what has been done to improve it since that time? Has 
there really been changes, except for discussions with the phone companies? 

You said, in ansi.;ver to one of the questions, that a good chtmk of it could be resolved. How 
would we resolve that? Is it just simply the international nom1s you. talked a.bout, where you 
would have agreement between countries to when their -- our court orders, their court orders 
could be followed? 

l'm just trying to gel to a solution here as soon as possible. I keep v.,raiting fi,)r the next ticking 
time bomb of something where -- you know, our law enforcement isn't able to access this. And 
as you know, it's domestic, as well. lt's not just te1rnris.m investigations. 

Cy Vance has .made this a crusade, going around, talking about the problem in again (ph) cases 
and some of the others. And I jusi remember, as a prosecutor. sit.ting in on wireiaps, seeing that 
kind of information. These were the old days, when people were using fond lines or less 
sophisticated cell phones, and it: \.vas a 1m~or part of our investigations. 

CO MEY: I think a big parl of the problem can be solved if folks who are currently producing 
and selling devices that can't be unlocked by judges' orders or -- or comnmnicat.ions that can'l be 
intercepted by judges' orders were to change their business model .it1 th.is respect, not to give us a 
kev. ,., 

1 don't want a key. I don't want to tell them how to do their business. But figure out hmv they 
could change their mode.I so they comply wiih judges' orders. 

As I said in my testimony, I actually don't think that's a leclmical problern. The -- the folks 
making the phm1es today, they we.re doing that a year ago, and nobody said their devices were 
insecure, so we ought not to buy them. 

And so J'm hopeful -- 1 mean, 'I'm an optimist:. I'm hopeful that people, now that they consider 
how big the threat is, will consider those changes and get us to a place where we can address a. 
big chunk of .it that way. 

lt's not gonna solve the entire problem., an.d l agree very m.uch that you don't want to just chase 
the problem offshore, and so there does have to be an international component. to t:his. 

But a big start would be people acknm.vledging it's actually not a technical problem. We've 
chosen to operate our business this way -- for good reasons -- but that -- but we should stop 
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saying, "you're goi·ng to break the hnernet if you ask us to do th.is" or "the directo.r of the FBI 
wants t:o stockpile keys." 

No, I don't. ·1 don't want the key t:o anybody's house. You should figure out, when a judge says 
there's something in your house that this nation needs to be safe, you figure out hovv· to come out 
of the house. 

Use a window, use a door, use a slot, whatever keeps ymLr house safo. \Ve should not tell you 
how to do it, but \.Ve should get to a place where, when a judge says, "this is necessary," you are 
able to comply. 

KLOBUCHAR: And you're talking here about court orders, and you're talking about an 
international norm, given that the world has united against 1SIL and this kind of other terrorist 
evil, so some \Vay ihat we can find international agreemeni on when lhis infonnation is given in 
the -- to pursue these very important investigations. 

CO.MEY: Yeah. I think reasonable people have said that's a part· -- that should be a part of it. 
And I think they're right. 

KLOBUCHAR: Great. Thank you very .much. 

HATCH: Thank you, Senator Klobucha.r. 

lvt:r. Director, we're really happy to have you here today, and I want to, firstly, express my 
gratitude for the work that you1re doing, the '.vork you have done in the pasl, and fr.ff the good 
way you approach law enforcement in this counuy. You're doing a great job. 

La.st week's tragedy in San Bernardino was the worst terrorist attack on American soil since 9111. 
Now, the shooters claimed allegiance to [SJS, and JSIS has called them its followers. 

[ think 1t's hnportant to call this attack what it is. Do you agree with me that this was an act of 
terrorism? 

COl\.1EY: Yes. 

HATCH: Do you agree that it: appears this t.err01ist att.ac.k ,.vas at. least inspired by [SJS? 

COMEY: Were still sorting that oul, Senator. Jt: was definitely claimed by the killers, at or a.bout 
the time of the killing, that they were doing this on behalf ofISIL, and iSIL, then, has embraced 
them as followers. There's more work to be done to understand the motivations more clearly. 

HATCH: (inaudible) hard to ·not say that JSIS had so.mething to do with it. 

COMES: Right. [SJL inspiration may well have been part of this. 

HATCH: Sure. 
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CO MEY: But -- hut these two killers were stmting to radicalize towards mai1yrdom and jihad as 
earlv as 2013 ... ... 

HATCH: I agree. 

COl\.1EY: And so, that's~~ lhat.'s really before ISCL became the -- the global jihad leader that it is. 

HATCH: H..ight. Within 24 hours of this terrorist altack, the attorney general stated that: her, 
quoie, ''greatest foar," unquote, was lhc possibility that it could lead to an anti-Muslim rhetoric. 
And after 130 deaths in -- by ISl:S in Par.is and .14 dead Americans last '\Veek, my greatest fear is 
not rhetoric. 

[ mean, in all honesty, my greatest foar is more atlacks and more dead Americans. lhve were to 
put it this way. what \Vould be yom greatest fear after last week's terrorist. at.tack? 

COMEY: My -- my fear. which is not new -- it's been a feature of my \Vork since J shirted this 
job -- is what don't we knmv, what can't we see. And that is the particular challenge offhose 
radicalizing online. consuming propaganda, and trying to stay beneatl1 c:mr radar. 

This confirms l'O us what we've said all along, as have many other cases. The reason we have 
cases in all 50 states is it is a very real concern that people arc radicalizing in a way that's ha.rd to 
see. That inability to see is my biggest worry. 

HATCH: Well~ 1 share that. Let me just say this. I'd like to follow up on Senator Lee's line of 
questions, regarding the so-cal.led "dark problem." 

[have t.\.vo questjons. First, with respect to c.ont:rol of encrypted data, U.S. tech companies do not 
want to be the middleman between law enforcement and technology customers. 

How do you -- how do you reconcile this concern with the needs of law enforcement? And have 
you considered alternatives that would meet the needs of law enforcement., but not put the United 
States tech companies in the awkward position of middleman? 

COl\.fEY: I'm not sure l know exactly what: they mean by middleman. I don'l want anybody to be 
the middleman for law enforcement. Bm everybody in the United States has an -- I believe, an 
obligation to endeavor to comply \Vith judicial orders i11 criminal investigations, whether you're a 
bank or yon nm a sandwich shop or you run a technology company. 

And so l don't. want anyone t'o be the middleman, but I want everyone io be in a position to 
comply with judges' orders. That's what the rule of law is about. 

HATCH: Thank you. 

Secondly$ U.S. tech companies arc not the only businesses that offer encryption to -- to cow1trics 
-- to custm.ners, rather. Businesses in other countries offer it as well. 
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Now, if we require U.S. tech companies to provide decryption keys, won.'t users simply look to 
technologies from other, non-US. companies to conduct their activities? And -- and how do yoll 
respond to that concern? 

COMEY: Yeah. That's a se,1ious concern. First of all, I don't want anyone to supply encryption 
keys. But .ifwe went to a place where American companies were required to figure out a way to 
comply with judicial orders, lhey do make a serious argument lhat. what that: would do is chase 
our business overseas. 

I'm not in a position to evaluate that argument. A little pa1t of me is skeptical that people would 
stop buying the great phones we make in this country because a judge might orde.r access to it. 
But -- but Prn not really r1n expert on that 

So [do think a part ofihis has been an inte.mational compact of some sort None of us want to 
hurt American business. But at the same tiir1e, there arc costs to being an American business, 
right? You can't pollute. You can't employ children. There are certain things we've decided, a .. '\ a 
country, we want to govern ot1rselves this way. 

And so, in a way, r think \VC have to figure ont what's tighi for America first, and ihen tTy and 
figure ont how to reduce the ha.rm that might come competitively. 

HATCH: OK. I'd like to tum now to the issue of rapid DNA. Last week, I introduced bipartisan 
investigation with Senators Feinstein, Lee, and Gillibrand to updale our nation's laws to take 
account of this exciting new technology. 

Now, rapid DNA devices -- they're se lf-contained, they're fully automated instruments that can 
he placed in hooking stations, an.d they cm.1 both develop a DNA profile from a cheek swab and 
compare the rcsllhs against exisling profiles in less tban two hours. 

Nov.r, my bill, the Rapid DNA Act of 20.15, would aH<nv Jaw enforcement officials llsing FBI­
approved .rapid DNA instruments to upload profiles generated by such devices to the FBI's 
Combined DNA ln.dex System and perform database comparisons. 

Director Comey, you've spoken in the past about rapid DNA and how this technology will help 
law enforcement. Do you believe that: rapid DNA technology is important? How will it impact 
law enforcement? And do you believe Congress should pass legislation authorizing its use within 
standards and guidelines promulgated by your agency? 

CO MEY: That authority that's in your bill would help us change the world in a ve1y~ very 
exciting way. That -- allow us, in booking stat.ions around the corm try, if someone's arrested, {{) 
knO\V instantly -- or near-instantly -- whether that person is the rapist who's been on the loose in 
a particlllar community befi)re they're released on bail and get away, or to elem· somebody, to 
shm\» that they're not the person. 

H's very, very exciting. We are very grateful that we're going to have the statutory authorization 
if that passes to connect those rapid DNA technologies to the national DNA database. 
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HATCH: Well~ thank you. lvly hill, the Rap.id DNA Act~ will not affect \Vhen or tmder what 
circumstcmces law enforcement collects DNA samples. These decisions would be governed by 
state or other federal law. What it will do is affect where samples are processed and how quickly 
they're processed. 

Now, :Mr. Director~ what would you say to .imtiv.iduals who may he concerned that rapid DNA 
technology will raise privacy concerns? And what would you say to individuals '.vho may be 
concerned that this technology could affect the integrity of FBl's combined DNA index system, 
or CODIS'? And I would note that my hill restricts access to CODIS to FBI-approved ·rapid DNA 
instruments operated in accordance with FBI-issued standards and procedures. 

COMEY: First,. you said it well, Senator. Folks need to understand this isn't aboui collecting 
DNA from mo.re people. Ifs about the DNA that's collected when someone is arrested being able 
to be analyzed mucb more qu.ickly. That can show us in some cases this is the wrong person or 
can show us in so.me cases this is someone we have to be very worried about. 

That is good for our jnsiice system as a whole. And you're exactly right. The national database, 
the CODIS database~ is the gold standard. This legislation does not make it any -- water-down 
the standards that are applied before a DNA result can be pressed against that database. We're 
still going to have high standards. We're still going to require that this is the gold standard for 
.identification in the United States. 

HATCH: Well., thank you, sir. 

Senator Franken is next. 

FRANKEN: Thank you, Mr. Chairman. 

Director Comey, first fd ·1ike to thank you for appearing today. It's good to sec you again and 
you do a great job, J think, as all the members of this committee agree. 

Before l tum to my questions, l -- [ \.-Vm1t to extend my thanks to the bureau and t.o you and to 
your a.gents ft)r assisting in the federal civil rights investigation sn.r.rounding the death of Jamar 
Clark in !.vlin.neapolis . .I supported the decis.im1 of Mayor Dodges and Police Chief Harteau to call 
lbr an independent invest.igat1on. 

[n my view, a full, thorough and transparent accounting of the facts is necessary to get t.o the 
bottom of what happened in that tragic event and to restore trust bet'\veen the north side 
community and the police and law enforcem.ent. So [ wan.t to commend the FBJ agents involved 
for iheir profossionalism and for their commitment to seeking justice. 

[wanted to just-~ a lot. of things have been discussed in this committee, including the going dark 
-- the encryption issue. And I just want to make sure that I have clarity on this, and maybe help 
other people clm:ify it for them. 
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Basically, tell me if [heard you right, that a terrorist in the United States could -- that there is a 
s011. of distinction bet.\.Yeen -- there are two distinct related concerns that lmv enforcement has 
about encryption -- concern that the infom1ation sought by law enforcement is on an encrypted 
device -- we're talking about the phm1e; and fhe concern that encrypted -- that the iltformation 
might exist within an encrypted app on that phone. And so, some of these apps arc -- are 
available freely on line and add an extra 'layer of encryption. 

Can vou speak to the bureau's concerns related to these issues? You're basicallv saving that there 
- J J ~ 

are sort of these two layers, and if you get rid of the first layer, you'll have more -- r mean, you'll 
obviously be -- be -- ii will be a greai deal rnore people that won't be caught up or thai \'\»on'l have 
that encryption. Is that what you're saying? 

CO.MEY: Yes. I think that what has changed -- encryption has always been available~ always 
been available to the sophisticated user. "Al\.ovays" meaning for decades. What changed over the 
last t\VO years is encryption went from available lo being ihc default. And so now, with sorne of 
the leading phones in the United States, that phone is enc:rypted by default. 

So ·if \'Ve recover it at a crime scene, with a judge's search war.rant order, we cannot open it. Jt's 
been designed t.hat way. 

FRANKEN: And] know you're not asking tor a key. You're as.king Jbr the company to be able to 
follow the judge's order. 

COMEY: Right., which they could do. Two years ago. they could do it and did it routinely. And I 
think their devices were still considered pretty sectue. But you'.re exactly .right, there may still be 
within that device, especially for sophisticated users, ot.her encryption tools that are on particular 
apps" or there's actually something t00 complicated. 

FRANKEN: I -- can we get some data on this? I mean, last time we looked at t11is -- this 
committee looked at this, we had Deputy Attorney General Yates. And 1 asked her for more 
infonnation about the scope of law enforcement's concern. Because J kno\V there's -- a lot of this 
is a.bout just nonnal crime, and not about terrorism. 

And I think what you're suggesting is that a terrorist might be able to get that app, and that's why 
-- that foreign app -- and that's why \Ve need an international agreeme·nt on th.is. Right? 

COMFY: Yes . .I think this is -- you're exactly right. This is mostly a law -- a local law 
enforcemenl isslle. But \Ve are gathering the data ihat you asked for, and I'll have to get back to 
you on exactly when we're going to get it to you. 

FRANKEN: And I know that you've mentioned it. OK. 

COMEY: Yes. 
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FRANKEN: I want to m.ake sme rm clear on so.mething else from this testimony. I'm just sort of 
reviewing the whole day for myself. ] understand if someone on a terrorist -- temJrist watch hst 
tries to buy a gun through a licensed dealer, the FBJ is alerted. 

COMEY: Correct. 

FRANKEN: And ii can delay the sale for iliree days? 

COMEY: Thal's -- under the la\\', we're allowed up to three days. 

FRANKEN: So, OK. Hul rtltimatdy, do you have l.egal authority to deny the sale? 

COMEY: Nol rm less there's anlher prohibitor under the law -- (inaudible) or mental defeciive. 

FRANKEN: OK So at lcasi you have that three days. 

COMEY: Yes. 

FRANKEN: If someone on a terrorist watch list -- this is someone on a terrorist watch list:, in 
three days,, if there's no other -- other indicator, they can get their gun. That, to me, is a problem. 

Now, ff some -- and -- and if someone on a terrorist watch 'list tries to buy a gun on line or at a 
gt.m show, no one is legally -required to notify the FIR 

COME Y: [ believe fhat's correct Yes. 

FRANKEN: OK. So l have that correct. 

So, to fix this, we're talking about keeping guns out of the hands of people -- of terrorists, and 
presumably people on the watch l'ist are there for a reason, or maybe lbere's a false positive. 

But it seems to me that we would have to be doing both -- having -- if we're really interested in 
keeping the guns from terrorists, we would have to enforce both.; say you can't sell a gun to 
someone, or there has to be three days or sorne kimi of look at that person; ami also the gun -- the 
gun sale. the -- the sale at a gun show. the gun show loophole would have to be solved, too. 

l mean, in other words, if-- if we're woJTied abcml guns falling into the hands ofpeople on terror 
-- terrorist watch lists, we also have to close up the gun show loophole, as well as cleaning up 
this loophole, which is the terrorist watch loophole. 

1 mean, th.is -- in other ·1.vords, this is a reason to do both, in my -- let .me put .it th.is way. You 
don't have to ans'\ver. This is the reason io do both. 

OK. Thank you. 

HATCH(?): Senator Perdue? 
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PERDUE: Thank you, Mr. Chairmm.L 

Director, we're lucky to have you. Thank you tor the sacrifice you make in doing what you do. 
l'm glad you're on the wall. 

l'd like to go back and clear up, jusi- t.o make sure] understood the testimony today as well. I 
applaud the FBI for being the first io call this an act. Qf terrorism. Not that l want it to be an act of 
terrorism., of course, but you guys looked at the facts and said the American public needs to 
know lhe facts. Thank you for thal. 

But I'm a little confused. An act of terrorism -- l haven'l heard today it c.onneck<l directly t.o 
ISJS .. Arc you -- at this point, I know in this environment· you may not be able to talk about that, 
and if not, that's fo.1e. Can you talk about that? Do we have evidence that this was directly 
connected to fSJS's influence in the U.S.? 

COl\.1EY: There wa .. '\ some indication that they were, at least in part., inspired by JSCL, so yes. 
We're trying to son out the -- what other contributions might there have been to their motivation. 
And we may never fully sort it out, because hum.an motivation is hard. But at least in part, we see 
an ISJ L inspiration. 

PERDUE: So -- and may not want to comment on this either, and I apologize for asking these 
direct questions, but in the past, just -- just· for the American people and for -- for Congress, the 
FBl has been a stalwart in helping to protect the American people over time. 

Jn the past, and in -- on yollr watch, are you aware of planned attempts that have actually been 
preempted by the FBI that-- that we may never know about? 

COMEY: Yes, many. 

PERDUE: OK. Thank you. 

And -- and speaking to the increase in the -- the -- the latest spate of ISJS attacks, is their 
planning getting better? Are their tactics getting bett'cr? Are their networks expanding? 

I know that the tvfalik and Fa.rook -- Fa.rook team bought their weapons through a neighbor. tv1y 
question is, is there a network issue here, and are -- are the networks growing in the U.S.? 

COMEY: We're look.i-ng at -- obviously in San Bernardino to see, was there anybody else 
involved in assisting them. And so, separate from San Bernardino, we have nol seen this. We 
have not seen ISIL cells or networks in the United States. 

So far as we can tell, they have not succeeded in penetrating our borders with their operatives. 
That's an aspirallon of theirs, we gotta worry about. it al.I day, every day. 

But il1stead, \:vhat fhey're doil1g is motivating individuals or very, very small groups of people to 
commit nrnrder on their behalf Thafs the crowdsot1rcing phenomenon we've been dealing with. 
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PERDUE: Well, thank you. 

Can you confirm that JSIS adherents have atte1npted to gain access through the refugee -­
refugee resettlement. program? Do \Ve actually have cases where, through the resettlement-~ [ 
think there arc 2,200 people or so ihat have come in so far, and \Ve'rc trying to bring another 
l.0,000 in il1 the first phase of this. Have we actually had cases where we identified ISlS 
adherents in that first group? 

COMEY: Nol to my knowledge. 

PERDUE: Are you ai.;vare that Canada is increasing their Syrian refugee acceptance rate from 
less than 5,000 to over 25,000, the latest number I saw? And with the border that we have with 
Canada, we don't talk about that border much. 

ls the FBI aware of that? Are they paying attention to that~ relative to what we need to do? To 
me, that's -- that. vetting at Canada -- in Canada is just. as import.ant a .. '\ our ov..-n vetting here, v..-ith 
our K- l and our visa waiver program. 

COM EY: ''{ea11. And they get that The head of the RCMP is a friend and coHeague of mine. He 
called m.e to tell me their government had made that decision, and to explain and to encourage us 
to work ioget.hcr io vet those people. 

PERDUE: And whai changes would yon like to sec in the K-1? I kno\V with (inaudible) -- was -­
Malik. was she actually given an interview in the K- 1 process? Do you know -- do we know 
that? 

COMFY: [don't k1.1ow well enough to say at this point 

PERDUE: OK. 

COMES: [know the process requires it. We're still trying to folly understand exactly all of her 
contacts. 

PERDUE: Are there changes you wuukl like to see, the FBI would like to see, in the K-1 
program or in the visa waiver program? 

COMEY: I don't know enough yet to say, as a result oftfos case. 

PERDUE: OK. And the last thing~ real -- very quickly, in the Trans-.Pacific Partnership, there is 
language in there that would prevent national laws he.i11g imple1nented in -- in countries that 
\Vould require manufacturers to provide access to products and cncrypiion technologies. 

Some critics think that that. would limit our own ability to -- to provide legislation that would 
give you a solution to the potential go-dark solution. Do you -- does the FBI have a point of view 
on that yet? 

ACLU-3311 



COMEY: We don't 

PERDUE; OK. Thank you, :Mr. Chain.nan. Thank you, director. 

GRASSLEY: (OFF-MIKE) Sena.tor Blumenthal, and then Senator Coons, and, if you can stand 
me for seven more minutes,] have a second .round of questions. 

BLUMENTHAL: Thanks, ~.fr. Chairman. And thank yuu, Direclor Comey, for your excellent 
work and your great service to our country. Thank you to your family, and most of the cspcdally 
to your wife, Patrice, who has done so much for the children of Connecticut, and now for others 
around our counlry. 

C've just come from ... 

GRA.SSLEY: Be's .from Iowa, too. 

BLUMENTHAL: Thank you, ivlr. Chairman, for that correction. 

:I've just co.me from a hea1ing at the Anned Services Committee, where Secretmy Carter was 
lesiifying. And I want to first make the poini that we ofkn thank our men and women in uniform. 
which I do readily and repeatedly, and 1 do again now. 

But I also want to thank the very brave 1nen and \Vomcn \Vho work under your comnrnnd, v.iho 
enh)fce our la\vs and help to keep us sate, along with all of our law enforcement men and women 
arnund ihe cotmtry, police at every level, and arc. in a sense, also al war. 

In fact, Secretary Carter said, and I'm quoiing, talking about IS.l:L, "the reality is we are at war." 
That's how our troops foel about it, because they're taking the fight to ISl:L every day, applying 
lhe mighl of the finest fighting Jbrce the world has ever known. 

Do you feel that: we are at: war, also. \.Yit.hin uur borders againsl fi.xces of terror thal are linked to 
those forces abroad that our men and women in unifom1 are fighting? 

COMEY: Very much, Senator. And our people feel that passiomilely. Our people arc tired. I 
mem.1, we are working ve1y, vmy hard. They're working very, very ha.rd. 

But what .motivates them is, these people want to kill our people. We are at war wi.th these 
people. And so stopping them is what -- is -- is the reason we do this work. 

BLUMENTHAL: And the president well identified this new phase lhat, perhaps, is an old phase 
in larger scale: the phase of lSIL and ISIS reaching outside the thcalers were they have fought so 
.far~ reaching il1to this country -- you've referred to "crowdsourcing'' as the San Bernardino 
experience -- and outsourcing lhat threat to new recmits, to home-grmvn radicals, may be pa.rt of 
the threat here. 
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But you would agree that we face a war every hit as dire and dangerous here at home as we do 
abroad? 

COMEY: Yes. The -- the threat, obviously, and the density of the -- of these savages is less here 
in the United States. Hut the -- the nature of it is very similar. 

BLUMENTHAL: And r know that you've responded aboul the importance of cooperation in 
terms of infonnation and other kinds of assistm1ce that is provided by members of the Muslim 
community. 

Just as cooperation and support is essential from nations that have a majority of Muslims abroad 
in our fight· against ISIS and ISIL, they arc our natural allies and friends and partners in this fight 
agafost extremist terrorism and violence abroad. 

And [ \Vant to ask you about some of the statem.ents that are n:iade about closing borders and 
about religious tests at our borders, other kinds of religious tests that, in my view, are 
unconstitutional ~ but also strike me as unwise because wc need that cooperation. 

Are the statements themselves potentially inhibiting that kind of cooperation and support and 
help that we need? 

COMFY: Thank you, Senator. I -- J'm -- [don't want to comment 011 anybody's statements. But -
- bnt I can make, I ihink, ihe -- the point thal you're interested in. 

JS[L is trying to recruit: -- recruit in Muslim communities. They're trying to motivate people who 
may be of the Muslim faith ~ who are unmoored in some way~ to -- to -- to become part of their 
poisonous endeavor. The people who so often tell us about people like that are other Muslims 
\VhO help ll.S. 

And so we've worked so hard over the last 15 years to build relationships of trnst. that. allow us to 
find out who might be trouble and to stop it. That's in cve1ybody's interest. And anything that 
gets in the way, that erodes that relationship oftmst:, is not: a good thing. 

BLUMENTHAL: Ami J\·1uslims who live in Ollf nation are follow Americans, many of lhem, 
equally interested in preventing threais r1nd violence as anyone of any religion. 

COMEY: Our experience, they are -- what's wonderful about lhis country is we're incredibly 
diverse. They arc part of that diverse polyglot, and they love our country, which is why they help 
us when there's a killer in their midst., or someone on the path to being a killer in their midst. 

We have to continue this. As] said in the beginning. we're all in th.is together. We need each 
other. 

BLUMENTHAL: \Vell, l -- I applaud yo1.u· very clear and emphatic, unequivocal statement about 
that point. [want to shift to another terrorist act -- at I.east one that strikes teJTor, not of the same 
motivation, but involving the apparent racist-motivated violence in Charleston. 
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The FBI background system knO\vn as NTCS was applied in the case of Dylann Root's purchase, 
but: only too late to prevent him from buying a gun. 

The 72-hour loophole that [have tJied to close enabled him t.o walk away with a gun that he 
sought to puJchase. Thanks to that loophole, after the 72-hour period, since the background 
check was not completed~ hut would have p.recluded him from buying a gun~ he was enabled to 
have that fireann. 

Gun retailers have sold 15,729 guns in the last five years to individuals who were not legally 
allm.ved to purchase them. And about five months ago, I think you conm1issioned a sl1H.ty that 
was to last 30 days, to examine how Dylm.u1 Roof was able to buy that gun. 

[think that report would help us i.n. Congress to understand what went wrong and how to fix it. 
And most especially, if the 72-hour loophole enabled him to buy that gun, as appears to be from 
the facts that we have been told so far, the report would be very helpful. 

So, my question is, can you update us as to the status of that report? 

COMEY: Certainly, Senator. And we'd be happy to get you a detailed briefing on it because the 
\Vork was do-ne, as I asked, in 30 days. And it did two things. It confirmed the facts as we 
understood them close to the mrtrders in Charleston, that lherc was a mistake made by our 
processing clerks that was compounded by a mistake in the records of the South Carolina 
jurisdiction where he \vould have been -- where the prohibitor came from. And so that confirmed 
what we knc\\'. 

What it most importantly told us is: How can we get betlcr? The law is wh1it the law is. We have 
three days to process these thousands and thousands and thousands of the1n. And so we're 
working on a number of things to get. better. 

One, to improve the records that are put in by state and locals; to improve our technology; and to 
surge resources. The nmnbcr of gun purchases continnes to climb. It's climbed dramatically in 
the last week. We've got to make sure we have enough folks. If all we have is three days, we've 
got to make sure we have enough folks to do that. 

And so those are the three buckets: better records; better technology; and more importantly, more 
human beings on the phones to process them more quickly. 

BLUMENTHAL: So resources are real'ly important -- resources in technology; resources in 
people; and resources in reco-rds that you depend on because man.y of them co-me from state and 
local authorities as wcl I. 

COMEY: Con-ect:. 

BLUMENTHAL: ~ty t.ime is expired. This whole area is tremendously important l v.,rant to 
thank you for being here today, and just to clarify racial and religious supremacists often use 
terrorist-type tactics, even though we would not call thern terrorists today. But I appreciate the 
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attention that you're giving to the potentially white supremacist-motivated acts of violence in that 
church in Charleston. 

Tlumk you. 

GRASSLEY: Senator Coons? 

COONS: Thank you, Chairman Grassley. 

And thank you, Director Comey, for your service and for your testimony before this committee 
today. 

I was very pleased to see in your testirnony bdbrc the committee a focus on the violence 
reduction network, a Department of Justice initiative that is trnly helping a group of now 10 
smaller cities, like my home town of Wilmington., Delaware, that have seen a dramatic rise in 
violent. crime and in homicides. 

We arc sadly on track for a record year of shootings and homicides, and I'm grateful for your 
.focus ami for the Fl31:'s focus on providing technical and .investigatory .resources to help state ami 
local law enforcement deal with this rise in violent crime in a fev.r cities, and to learn from the 
policing examples of other communities and foderal agencies that have real k11owledge about 
how to better deploy investigatory resmLrces. 

So, tell me~ if you would, how we cl.m better support valuable programs like the VRN? And how, 
in your vjew, it's been most effective in connecting FBI resources to cities like Wj lminglon, 
Delaware? 

COMEY: I'll start with the effectiveness point first. l think what nrnkcs it special is we bring 
together in a place l.ike \Vilmington everybody who cares about th.is issue or might have a 
specialty that's useful. And where I think we can bring a loi to bear is our understanding of 
technology and our analytic resources so that we help a local jurisdiction understand what is the 
pattern, what is the trend, and what are lbe pieces of inJormation that we can lawfully gather that 
\Vould be useful lo you in -- inn ft)cusing on it, because it's almost always small groups of 
predators, finding them and ripping them out oft.he community. 

And that is a -- it's not rocket science, hut it often brings rocket science -- rocket scientists to the 
fight in a really important way. I think the way you can support: it is, as you just did, talking 
about its value and making sure that appropriators and others understand that when t11e 
department talks about this~ it's making a difference. 

COONS: Yes, thank you. Ia.man appropriator on the relevant subcommittee and have advocated 
for it: with lbe head of orvrn and the attorney general, but would be gratethl for ;my other advice 
or insight yon would care to offer about how \Ve can sustain it., make it more effective. 
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Certainly, the work to reduce violent crime is far from over in my ho.me tmm and in the nine 
other cities around lhe country. And I'm hopeful we'll sustain this program until we see some 
significant reduction in violent crime. 

I'd like to mention another issue, if I could, about cybersecurily. The Senate recently passed the 
Cybersecurity Sharing Information Act~ which permits DH S to scrub personally identi(ying 
infi)mrntion it receives .from private entities, but only after it secures the approval of a number of 
agencies, including yourself in your role as director of the FBI. 

Have you had any communications with other agencies yet about ho\\' this process will work? 
And are you co.mmitted to eusuring that :OHS can actually conduct a robust sc:rnhbing of 
personally identifying infonnation? 

COMEY: We have -- r have not had any conversations about that. But the second pari is easy -­
well do everything possible to make sure that it works and works the way Congress designed it 

COONS: \.Veil, tha.nk you. r -- I'd urge you to engage in those conversations. I think this process 
is going to move relatively qt.Lickly, or so I hope. 

Jn October~ President Obama secured from President Xi of China a striking landmark admissiou 
that. China had been engaged in econornic espionage -- cyber attacks, something you've testified 
about here before --and a commitment that those attacks would end. Yet, press reports suggests 
that literally a day aH:er President Xi's visit, Chinese c.yber attacks resumed. 

Has the FBJ detected any change in Chinese cyber espionage behavior frJllowing President Xi's 
promise? And what do you recommend in terms of action by the Senate to try and address this 
ongoing challenge to our natim1's immvation and inventions'? 

COMEY: H's too early to say. We're watching it very, very carefully. Given the long-tail nature 
of Chinese cyher espionage and theft, even if -- J'm not sure that] would expect a change, even if 
one was going to happen. that would be visibl.e yet. And so we're watching this space very 
carefully. 

We've had good conversations with our Chinese counteq)mts. :I've told them -- I don't .mean to be 
rude, but the FBI director is paid to be skeptical. I'm deeply skeptical. A.nd so we will have to 
watch and sec what the facts show us. But I can't say yet 

COONS: I think it's deeply disturbing and hostile behavior that \.Ve need to continne to be 
engaged. I've heard from for too many American companies that they've lost vital both economic 
secrets and from some federal agencies that they've lost vital national security secrets. And r 
appreciate your hard work on this. 

Last, I'm the ranking member of the Oversight Subcommittee. And last month, we held a hearing 
at which DeKalb Cmmty Police Chief Cedric /\lexander, \Vho is himself a 30-year law 
enforcement. veteran, testified that the notion that there is a so-called "Ferguson effect" is of no 
real significance. I was struck at that hearing, which Chairman Cruz called under the title "A 
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War on Police" -- that hearing actually produced 110 evidence that there is any meaningfol 
organized war on police. 

And as t.he co-chair of the Senate Law Enforcement Caucus, l know that law en'fiffcement faces 
real challenges nationally every day. But I sec little evidence to suggest that these issues stem 
.fro.m the calls of some in the civil rights comnmnity for greater accom.nabi'lity. h) fact~ my 
experience at the local level was that: police officers are some of the greatest advocates lbr 
accountability because it makes them mo.re effective police officers. 

So, is it yow· view that the protection of American civil rights is actually inconsistent with good 
policing and officer safoty? Or do you see them as being fundamentally in ha1m01)y? 

COMES: Oh, they're fundamentally fo harm.ony. Scrutiny and oversight and accountabil.ity are 
good for everybody -- law enforcement and non-law enforcement. 

COONS: Thank you, Director. h's my view t.hat in a democracy, the enormom• power that we 
give to law enforcement and the ve1y high expectations we have for them arc only strengthened 
by accmmtabiJity that the1) produces community engagement, cornmunity support. The agency [ 
was fortunaie enough io be closely associated with for a decade really was an early national 
leader in community policing and did I think an outstanding job at winning the trust of our 
community, and thus being effective at policing. 

And I think there's a lot of work to go in terms of accountability and engagement and protecting 
civil rights, but I app.rcciaie you.r response on all fotu- of the questions I've asked today, and I'm 
grateful for your service. 

Thank you, Director. 

COMEY: Thank you, Sena.tor. 

GRASSLEY: l've got three questions I would like to ask, and then, I -- I assume everybody's 
asked questions once, that nobody will come back. 

l -- [ walll' to start by underlining what Senator Co.rnyn said about !'he Clinton e-mail 
investigation. Almost a thousand e-mails containing classified infonnat.ion were transmitted 
through and i1) the non-government server systern. 

A fom1cr LT. specialist at State Department, who also managed the plivatc server, has a.voided 
this committee's quest.ions by relying on the Fi'f1h Amendment: 1ight of self-incrimination, and in 
the conrse of ihe FBf's investigation. there might come a time when it refers the ma.Her to the 
Departm.ent of Justice for prosecution of some of the individuals involved. 

But, as you know; 110 matter what the FBI finds, a political appointee at the Just.ice Department 
will ultimately make the decision whether or not to prosecute. That's why some have called for a 
special counsel (ph) to be appointed for a:n independent decision. 
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So my question is, if the FBI refers the m.attcr to the Justice Department, but the Justice 
Department refuses to prosecute, the public will not Je;m1 the facts that the FlH independent 
inquirer established. 

So wonld iherc be a process by which you would inform the public ohvhat the FBI learned, and 
what you do if the decision not to prosecute appears to be improperly influenced by political 
considerations? 

COMEY: ~.fr. Chairman, I'm not comfortable answeting a question about what might happen in 
that particular matter. I think it's iinportant that l make sure I'm -- I'm making sure it has the right 
resources, the right people~ and it's done in an expeditious, fair, and -- and co.mpetent way. 

[ don't want to speculate and down that road, .if [ could. 

GRASSLFY: Could [remind you that, in the anthrax case, after the person that \Vas suspected 
committed suicide, that the FBI did make that investigation public? So wouldn't there be a 
precedent for you making your investigation public? 

COMEY: There's a variety of precedents for, in investigations, describing some or all of it to the 
public. I just don't want to start to speculate on this particular investigation. 

GRASSLEY: OK. 

State Department -- along the same lines, State Department officials have infhrmed my staff that 
the FBI has seized or taken possession of the State Department computer used by the witness 
who was asserting the Fifth Amendment to this committee. 

There has also been a public report that the FBI has taken possession of State Department e-mail 
servers. Is that conect? Has the FBI seized or taken possess.im) of these State Department 
comp11ters? 

COMEY: .I can't comment on that. given that it's an ongoing matter. 

GRASSLEY: I'm not really asking you if -- what-· what this serves. l'm just asking you, do you 
have these tools available. 

COMEY: Well, lf l were to answer, I would be answering about what evidence we've gathered in 
an investigation. 

GRASSLEY: OK. 

COMEY: I -- .I can assure you ... 

GRASSLEY: You don't .need to go any further. 

COMEY:OK. 
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GRi\SSLEY: That's -- I trust you. 

COMES: Yeah. 

GRASSLEY: The American people rc'ly upon you to investigate potential crimina'I conduct, and 
-- and in the course of that conduct, politics cannot: interfore with your responsibilities. 

[n a 60 minutes interview, Presidenl Obama declared, in response to a question about Secretary 
Clinton's use of a private server, quote, "I can tell you that this is not a siiuation in which 
Am.erica's national security was endangered," end of quote. 

How can you assure the American people that you will not let the White House influence the 
FBl's inquiry? 

COMEY: I hope the Ame1i.can people know the FBl well enough, and the na.t:llre and cbaracl'er 
of this organization, to know, as I've said iriany times, we don't give a rip about politics. 

Anybody's vie\V about an investigalion they're not involved in is irrelevant We care about 
.frnding out what is trne, and doing that in a competent, hm1est and independent way. I promise 
you, that's the way we conducl ourselves. 

GRASSLEY: OK. Now I'd like to discuss whist.leblowers, and the second of at least three 
questions I'd like to ask you. 

In your confirmation hearing, you expressed st.rong suppoti t(.)r whistleblowers and the need for 
them to foel free to raise their cc.mcems up their chain of command. FBI pol.icy encourages 
employees to report wrongdoing to their supervisors. 

First question, do you support legal protections fr.ff FBI employees who follow FBI's own 
policies and report wrongdoing to their supervisors? if not, why not? 

COMEY: .I do, very much. 

GRASSLEY: OK. 

Under current law, FBI agents have no legal protection for reporting ·wrongdoing to their 
supervisors. Do you see any justification for not fixing that problem'? 

CO.MEY: [think it's very, ve1y important that we create the safe zones that all of our people need 
to raise concerns lhat lhey might have. And so that ·is the way [ not only talk, lhat's the way [ 
\Valk al the FBI. And r know that we're having conversations about is -- are there addiiional 
protections \Ve can offer. [ think the.re might be sensible ways to do that. 

[have some small concerns. r vrnnt to make sure that we don't create a system where, to get too 
deep in the \Veeds here, m1 FBI agent: or FBI employee can report not just fraud, waste and abuse, 
but can get whistleblowing protection for reporting bad nrnnagement. 
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That's pote.n.tially a huge range of things. So I want to be thoughtful about \Vhat we're considering 
whistleblowing as we do this. But J'm open to try and improve the way '.ve approach it. 

As l said, l have tried to really walk this talk by the way 'I've actett the people I've mel with, the 
way I've given out awards in the FBl. And so I will continue to try and work with yon to try and 
.improve that. 

GRASSLEY; You've spoken repeatedly about ISJS's sophisti.cated, successful use of the fotemet 
to lure Americans to Syria and to inspire tacks -- tactics int.he United States. 

This is very concerningi and [know that's the -- you speak from your heart on thal. Other t.han 
addressing the problem by encryption, are there any other tools that would help the FBI identify 
and monitor terrorists online'? 

l\.'lore specifically, can you exphrin the -- what electronic counnuuications, transactions record -­
or ECTR, I think that's referred to as an acronym, are, and how Congress accidentally limited the 
FBrs ability to obtain them with a -- obtain them, or the drafting error? Would fixing this 
problem be helpthl for your counterte1rnrism investigations? 

COMEY: It would be enormously helpful. There is essentially a typo in the law that was passed 
a number of years ago that requires us io get records, ordinary transaction records that we can get. 
in most contexts with a non-court order, because it doesn't involve content of any kind, to go to 
the Fl SA court to get a comt order to get these records. 

Nobody intended that. Nobody l've heard thinks that that's necessary. It would save llS a 
tremendous amount of work hours if we could fix that, without. any compromise to anyone's civil 
liberties or civil rights. 

Everybody who has stared at this has said, "that's actually a mistake. We should fix that." 

GRASSLEY: Yeah. This will be my last question. 

I've ~~ yon heard my concerns about non-citizens \Vho are not lega'lly permanent residents buying 
and possessing gum int.his country. Cf you want me to ask this, then I'm not going to ask this 
other question. Let me go to lhis question. 

In regard to your last response, you sa.id you try to "walk the talk" on th.is. So why hasn't the FBI 
imposed discipline in any of some cases that arc -- that I've been investigating? What message 
does it send to FBJ employees when the FBl fails to hold retaliat.ors accountable fi.)f their 
act.ions? That will be my last question. 

COMEY: Yeah, no, lhat's a -- that's a good question and a hard question. 

I believe we do work very hiird to try and hold retaliators accountable. Each case. the challenge 
of answering it at fhe abstract level is each case has to be looked at individually. 
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Sol do think that we work very hard to try and hold people accountable. Now, ofteu, when 
people knmv v.re're coming for them, they'll retire on us and leave government service, which is a 
challenge. 

But ii is not just lhat enforcement that matlcrs. H's how do we act, how do we conduct ourselves. 
And -- aud I don't want to h.rag on myself, but [ wlll fix a second. 

We have mull.la! directors' awards, and at the end of the directors' awards this year, [gave an 
a\.van! to recognize somebody for blowing the whistle on misconduct:. 

And [went back to the podium, and [said, 11this malters. The reason ]'m saving this one for last. 
is, this matters.'' We're an organization dedicated to finding the truth in American life. \Ve have 
to Inake sure \'Ve're ope11 to seeing the trnth about ourselves. 

So, look~ \Ve'.re not perfect and I -- and I think we can benefit from '\Vorking with you to get 
better, hut I believe we have sent. the message this mati.crs. 

GRASS LEY: Listen, you've been here a long time. I thank you for the time you've given us. 
Maybe some members will submit questions for answer in writing. I may even do that myself l 
hope you'll .respond appropriately and as quickly as you can. 

Thank you very much for ymu service. 

COMEY: Thank you, Senator. 

GRASSLEY: We're -- we're done. 

END 
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