ACLU v. United States Department of Justice, et al.

12-cv-11776
Vaughn Index

Detail description of ICE responsive records Withheld in Full*

Entry

Document ID

Date

Description

Exemptions

2012FO1A19286.000028-000029

5/23/12

Two satellite image maps. The maps depict proposed location for the temporary
placement of license plate reader camera equipment for a specific investigation. The
placement and staging of cameras for a specific investigation constitutes techniques and
procedures that are not well known to the public. The disclosure of this sensitive
information could reasonably be expected to risk circumvention of the law. FOIA
Exemptions (b)(6) and (b)(7)(C) were applied to the information regarding the name
and telephone number of an United States Border Patrol Agent.

(b)(N)(E),
(b)(6),
(b)(")(C)

2012FOIA19286.000098-000101, and
2012FOI1A19286.00339-000342

Not Dated

NVLS License Plate Recognition Database Server Law Enforcement Agency User
Agreement. After further review, ICE has determined to release this document in a
supplemental release. The partial withholdings made to this document consists of
technical information on the location of the storage of data and its dissemination to law
enforcement agencies, the law enforcement systems to which the LEARN-NVLS server
will be connected to, as well as specifications on what equipment an LPR kit contains.
The information contained in this document, are techniques and procedures used for
law enforcement purposes for investigations or prosecutions are that are not well known
to the public. The disclosure of this sensitive information could reasonably be expected
to risk circumvention of the law.

An identical wversion of this user agreement was withheld on pages
2012FO1A19286.000339-000342 as a duplicate.

(b)(7)(E)

2012FOI1A19286.000157-000159

9/13/11

Six (6) Photographs. These photographs illustrate specific equipment manufactured as
part of the license plate reader system for law enforcement use. These photographs
were presented to ICE by the manufacturer of the equipment in order to improve the
performance of the system and address certain system vulnerabilities. These types of
equipment are techniques and procedures for law enforcement investigations or
prosecutions that are not well known to the public. The disclosure of this sensitive
information could reasonably be expected to risk circumvention of the law.

(b)(7)(E)

! ICE has determined to produce a supplemental release of various documents that were previously withheld in full.
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2012FO1A19286.000161

9/13/11

Technical information about the equipment photographed and described in pages
000157-000159. The description, capabilities, and technical information regarding the
equipment illustrated in the photographs contained in pages 000157-000159 pertains to
equipment for the license plate reader system to be used by law enforcement agencies.
The description includes, but is not limited to, design specifications, voltage, power
source, overall dimensions and shipping weight of the equipment illustrated. The
technical information about the equipment photographed, are techniques and
procedures for law enforcement investigations or prosecutions that are not well known
to the public. The disclosure of this sensitive information could reasonably be expected
to risk circumvention of the law. At the bottom of this page there is a duplicate to which
no exemption has been asserted. However, this email message is an exact duplicate of
one released at page 2012FO1A19286.000021.

(b)(7")(E)

2012FOI1A19286.000333-000334,
2012FOI1A19286.000413-000414,
2012FO1A19286.000417-000418,
2012FO1A19286.000442-000443,
2012FO1A19286.000454-000455

N/A

Data Quotation for NVLS Data Subscription. After further review, ICE has
determined that the documents may be released in part rather than withheld in full. ICE
has determined to release this document in a supplemental release. These documents
contain the price quote, unit pricing information, NVLS Tier 1l Data Subscriptions for a
12 month period. The information consists of proprietary technical information
submitted to ICE by a potential contractor during the course of contract negotiations as
well as unit pricing information. The information contained in this document, are
techniques and procedures for law enforcement investigations or prosecutions that are
not well known to the public. The disclosure of this sensitive information could
reasonably be expected to risk circumvention of the law. FOIA Exemptions (b)(6) and
(b)(7)(C) were applied to the information regarding license plate numbers, names,
telephone numbers, email addresses of third parties, as well as of an Immigration and
Customs Enforcement (ICE) personnel.

The records withheld in full at pages 000413-000414, and 000417-000418, are
duplicates of pages 000333-000334. The records withheld in full on pages 000454-
000455 are duplicates of prior released pages 000485-000486.

(b)(4),
(b)6),
(b)(M)(C),
(b)(")(E)

2012FO1A19286.000425-000431

N/A

Duplicate versions of the NVLS document “Webinar Series 1: Breaking Through
NVLS Audience Questions and Answers” document. No exemptions asserted. This
document is a duplicate version of a previously released document that was withheld in
part at pages 000357-000363.

duplicate

2012FO1A19286.000444-000446

N/A

Statement of Work for Access to National License Plate Recognition Database.
This document was withheld-in-full and marked as duplicate. After further review, ICE
has determined that the document is not a duplicate of any previously-released record.

(b)(71)(E),
(b)(6),
(L)()(C)
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ICE has determined to release this document in a supplemental release. In its
supplemental release, ICE is withholding in part the information contained in this
document pursuant to FOIA Exemptions (b)(6), (b)(7)(C) and (b)(7)(E). This document
contains information of the number of fugitive operation teams in the field offices, the
location of operations, the NVVLS Tier 1l Data Subscriptions, and technical information.
The information contained in this document, are techniques and procedures for law
enforcement investigations or prosecutions that are not well known to the public. The
disclosure of this sensitive information could reasonably be expected to risk
circumvention of the law.

FOIA Exemptions (b)(6) and (b)(7)(C) were applied to the information regarding the
name and telephone number of an Immigration and Customs Enforcement (ICE) law
enforcement officer.

2012FO1A19286.000458-000462
(withheld in part),
2012FOI1A19286.000518-
000522(withheld in part)

1/20/12

Draft version of the Baltimore Field Office Local Policy License Plate Recognition
Program. Two version of an unsigned, undated draft policy sought to establish
guidelines for the deployment, maintenance, training, and data storage associated with
the use of license plate readers systems by Immigration and Customs Enforcement
(ICE)/Enforcement and Removal Operations (ERO) personnel. A Supplemental release
of page 000518 will be made for purpose of consistency.

(b)(5)

2012FO1A19286.000532-000533

5/11/12

Information bulletin from the Maryland Coordination and Analysis Center,
Intelligence Analysis Division. The Information Bulletin discusses and explains the
capabilities of a new law enforcement tool implemented by Immigration and Customs
Enforcement (ICE)/Enforcement and Removal Operations (ERO), which will assist in
the operation of the license plate readers system used by law enforcement agencies.
This bulletin discusses what this new law enforcement tool is comprised of, what it
includes and the effect it will have on the law enforcement community. The information
contained in this document, are techniques and procedures for law enforcement
investigations or prosecutions that are not well known to the public. The disclosure of
this sensitive information could reasonably be expected to risk circumvention of the
law.

FOIA Exemptions (b)(6) and (b)(7)(C) were applied to information regarding the name,
email address and telephone number of an ICE law enforcement officer, as well as the
name, telephone number and email address of a third party.

(b)(T)(E),
(b)(M)(C),
(b)(6)

10.

2012FOI1A19286.000714-000715

N/A

Technical Specification. This document contains technical specifications for system
and server requirements needed by law enforcement agencies prior to the installation
and use of license plate reader software. The information contained, are techniques and

(b)(")(E)
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procedures for law enforcement investigations or prosecutions that are not well known
to the public. The disclosure of this sensitive information could reasonably be expected
to risk circumvention of the law.

11.

2012FOI1A19286.000769

N/A

Step-by-step instructions on how law enforcement agencies can navigate the
license plate reader software in order to create a local hotlist. Technical instructions
and information about how to navigate the license plate reader software. The
information contained, are techniques and procedures for law enforcement
investigations or prosecutions that are not well known to the public. The disclosure of
this sensitive information could reasonably be expected to risk circumvention of the
law.

(b)(7)(E)

12.

2012FOI1A19286.000771-000772

N/A

Data Conversion Summary provided by Remington ELASG Law Enforcement
Systems, LLC. Technical information on how to navigate the license plate reader
software. The information contained, are techniques and procedures for law
enforcement investigations or prosecutions that are not well known to the public. The
disclosure of this sensitive information could reasonably be expected to risk
circumvention of the law.

(b)(7)(E)

13.

2012FOI1A19286.000777-000778

N/A

Criminal History Download for LPR Systems. Software instructions on how to
download criminal information into a license plate reader system. This document also
contains the IP address, user name and password required to access the system. The
information contained in this document, are techniques and procedures for law
enforcement investigations or prosecutions that are not well known to the public. The
disclosure of this sensitive information could reasonably be expected to risk
circumvention of the law. FOIA Exemptions (b)(6) and (b)(7)(C) were also applied to
protect the name of a third party.

(b)(71)(E),
(b)(6),
(b)(7)(C)

14.

2012FOI1A19286.000784

N/A

Image. This image illustrates the technical information about the effective range, fields
of view, and placement of license plate reader cameras. The information contained, are
techniques and procedures for law enforcement investigations or prosecutions that are
not well known to the public. The disclosure of this sensitive information could
reasonably be expected to risk circumvention of the law.

(b)(7)(E)

15.

2012FO1A19286.000794

2/3/12

Screenshot image of TECS database. A screenshot image from TECS, a law
enforcement database, which contains the different capabilities that the system offers to
conduct law enforcement queries. The information contained, are techniques and
procedures for law enforcement investigations or prosecutions that are not well known
to the public. The disclosure of this sensitive information could reasonably be expected
to risk circumvention of the law.

(b)(7")(E)

16.

2012FOI1A19286.000800-000801

8/8/12

Report of data from license plate reader. The report contains data that is obtained

(b)?)(E)
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from the system and reflects how many plates the system scans versus the number of
alarms it receives as well as how often the system is uploaded with the data it receives.
The information contained, are techniques and procedures for law enforcement
investigations or prosecutions that are not well known to the public. The disclosure of

this sensitive information could reasonably be expected to risk circumvention of the
law.
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