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Executive Summary

The focus of this report is lcense plate reader systems used by United States law enforcement
practitioners. A Special Technical Committee of local. state, and federal practitioners having
relevant experience was brought together to describe their operational environments, missions,
and needs and requirements related to such systems,  This report captures the information and
will serve as the basts for development of o National Institute of Justice standard for Hicense plate

reader systems.
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Introduction

A Special Technical Committee (STC) of practitioners and technical experts was
convened for the purpose of developing a voluntary standard for Hicense plate reader
(LPR) systems used by United States (US) law enforcement agencies, The first step in
the effort is defining law enforcement’s operational. functional, and performance needs
and vequirements toy this equipment,

The purpose of this report is to document those needs and requirements, providing a basis
from which the committee can begin to develop the standard. Participanis in this effort
are ldentified in Appendix A,

Categories of LPR Systems

The STC members identified three categories of LPR systems are used by law
enforcement agencies:

e  Mohile systems instalied in vehicles. Figure 1 of Appendix B provides a diagram of
the mobile LPR system, Components of such systems include a plate imaging
camera, a contextua! image camera, the processor (i.e.. software, read/capture
algorithm, optical character recognition (OCR). metadata input. and comparison to
database’, user interface., svstem storage, the power system, and the housing and
mounting hardware. Any other components, mcluding the alert Hst. the global
positioning system {(GPS), the time source, and the power source, are considered to be
external fo the mobile LPR system.

o [ixed systems instalied in semi-permanent or permanent locations. Figure 2 of
Appendix B provides a diagram of a fixed LPR gystem. The components for a fixed
gystern are the same as those of the mobile system, except that the software
comparison of the plate information to the alert list ocours external to the PR
systern.

e Portable systems that mav be temporarily nstalled in a location and moved as the
need arises.

Methodology

The needs and requirements were defined over the course of several STC meetings, The

participants were first convened together to discuss needs and requivements in general, In

subsequent meetings, the participants were divided into 2 groups with one group focusing

on mobile systems and the second group tocusing on fixed systems. The input of cach

aroup was then reviewed to determine commonalities between their needs and

E'CC{UiJ'C[HCH[S‘

Results

The 8TC members identified the following types of requirements, and these are further
described in subsequent, and separate, sections for mobile and fixed systems:

i
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51.9.

s System requirements.

¢ Ulser/Administraior requirements.

¢ [mage acquisition requirements.

e System software and processing requirements.
¢ Data management and outpuf requirements.

¢ Lnvironmental reauirements.

e Other reguirements.

Mobile LPR Requirements

System Requirements

The system must have the ability o synchronize with an external GPS/Automatic Vehicle
Locator (AVL).

The system GPS must meet a specified standard, and the most appropriate standard
should be researched and specified.

The system must have the ability to synchronize with a known external time source.
provide an accurate time/date stamp, and mamntain time within the system.

The system must be able to interface with other vehicle systems. including vehicle power
and the mobile data computer (MDC) (i applicable).

The system must be able to operate on available power. Because the available power
depends on the application (Le., the vehicle's power system). 1t is suggested that the LPR

be able to operate on manufacturer recommended power + 10%,

The system must have the capability to he directly interfaced via hard-wired connection
1o the vehicle power.

The system must have the capability for a user to power down the system from within the
vehicle passenger compartment.

The system must inform the user of the time between vehicle recognition to output of
DME’, and setting a maximum fme limit is recommended.

The system must have the capability to receive alert lists,

Drigital multimedia evidence (DME): evidence stored or transmitted in a binary form and includes data
representing documents, audio. video. metadata, and any other information attached (o a digital file.

2
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User/Administrator Interface Requirements

1. The system must have capabiiity to assign and manage permissions for levels of
authorized access and control (e.g., system administrator level, alert list administrator
level, authorized user level).

L
8]

N
2

2,11 System Administrator Access: The systermn must have the capability for a system
administrator to perform the following:

e Activate/deactivate individual cameras or combinations of cameras.

o Change svstem information and audit log information.

e Assign access priviieges for alert list administrators and authorized users,
e Munage alert lists and notifications.

5.2.1.2 Alert List Administrator Access: The system must have the capability for an alert iist
administrator to perform the foliowing:

e Manage alert lists and notifications.
o Enter plates for amber or silver type alerts,
e Push/pull a list of plates in a non-typical situation.

5.2.1.3 Authorized User Access: The svstem must have the capability for an auvthorized user to
perform the tollowing:

e Input user information,
e Loginto the system.

e Input plate information to be added to a local alert list in the vehicle that is separate
from the downloaded alert list.

e Currect a plate read, edit a read, and/or add a state.
All above inputs must be included in the DME Audit Log.

5.2.1.4 Authorized User Controls: The system must have the capability for the following
authorized user controls;

¢ Copy function to select the OCR interpretation for potentially pasting into computer
aided dispatch (CAD) or other user interfaces.

e Copy function to select the photo(s) for poteniially pasting into other applications.

-
3
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o CQuick function checks to verify that the systern is working at shift start.

s Plag/identify captures at time of read so that the user can tag images with details. For
example, the user should be able fo mark individual captures with information about
an event related 10 the image or mark images that include a vehicle of interest.

The systemn should send a signal indicating (o the uscer that the system is on.

The system must continuously provide the contextual image, the plate image, the OCR
interpretation, alert list {and additional information about the list), and required metadata
of the ficense plate through a basic viewer,

If the system incorporates a viewet, the system must provide the user the ability to tum
off the viewer or minimize the display window.

The system must have the capability to show the diagnestic display showing svsiem Jevel
events (e, system audit log).

The system must provide the capability to display usage statisties (e.g.. reads. alerts, log
s, efe.

The system must provide the ability for the user to select a dav or night mode to
accommodate viewing in sunlight or darkness and 10 produce an audible afert.

The system must have capability to output audible and/or visible notifications (display) to
the user:

e (3PS signal is diminished in strength or lost.
e (PS5 disconnected or has failed.

s Any camera is disconnected or has failed.
Image Acquisition Requirements

The system must be able to acquire and interpret images during the following types of
motion:

s Systermn moving and target stationary (e.g.. parked vehicle} at various relative angles.

& System moving and target moving at various relative speeds: Typical scenarios
include (1) the system and targets moving in opposite directions, (2) the system and
targets moving in same direction, and (3) the system and target moving in same
direction with the target at an angle with respect to the system (e.g.. turning), The
basic system must be able to capture images i its lane and one lane width to the side
of the patrol vehicle.
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= Syslem stationary and target moving: An example scenario is a patrol vehicle stopped
alongside the road reading plates of passing vehicles,

s System stationary and farget stationary: If system reads the same plate contiguousty
within a specified time frame, the system should either not continue 1o capture, have a
manual override, or flag images. This requirement would prevent, for example, a
patrol vehicle parked overnight irom continuously capturing images and resuiting in
thousands of records.

5.3.1.1 Specialized cameras for the above applications may be designated for a specific

532
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3.3.6

53.7.
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5.3.9.

application and not required 1o meet requirements {or all four types of motion,

The system must be capable of capturing images while compensating for variables related
to motion including relative speed, relative position between the system and target, and
angle of view (e.g., multiple viewing angles, complex angles, fooking horizontally).

The s¥stem must be able to see and obtain an image in various conditions:
s Range of lighting conditions, including sun glare, full daylight, and night time,

o Inclement weather conditions. including snow, ice, rain, fog, and blowing sand.
Refleetions due lo inclement weather conditions impact the svsterm’s ability to see
and obtain an image.

The system must provide a contextual image in an industry standard {ile format to allow
export to an external editing program.

The system must provide a contextual image with a user-definable minimum viewing
range around the plate, and the image resolution must be maintained, This requirement is
necessary because some ageneies are restricted to viewing the plate only while others
prefor a wider range so that scene details are provided.

The system should be able to capture the contextual image of a vehicle even if the
vehicle's license plate cannot be read by the systern, This feature should be configurable
(e.g., turned on/ofl and triggered by reflectivity or other means) by the system
administrator.

The system should provide a live view from all types of cameras (c.g.. plate read.
contextual read). not necessarily stimultancously, upon request of the user. This is necded
for alignment and troubleshooting purposes.

The system must be able to read non-stacked characters of & minimum hetght; specific
requirements need to be defined. Note: The American Association of Motor Vehicle
Administrators (AAMVA) is working on guidelines for states in creating license plates.

The system must have the ability to read stacked characters or, at least, recognize stacked
characters as a stack and treat appropriately. How stacked characters are represented
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5.4.3.

must be defined. Note: The AAMVA is working on guidelines for states in creating
iicense plates,

System Seftware and Processing Requirements
The system software must effectively provide:

e [dentification and recognition {1.e., accurate representation) of license plate numbers
(digits and letters).

¢ Contextual image must be in color and accurately represent color when tested under
preset lighting conditions.

¢« Metadata that is locked and synchronized with plate images.

Desired, but not required, features ol a system include the following:

¢ [dentification and recognition of state, provinee. and country,

e Color recognition by the system for query purposes.

The system must perferm a diagnostic to detect any maifiunction (i.e., dropped frames;
loss of time stamp, video, audio, or any external references, if any, normally recorded by
the system) or loss of functionality of the recorder. camera, displays and microphones.

The diagnostic shall be performed on system startup and at administrator-configurable
intervals,

? Any malfunction or loss of functionality shall be documented in the System Audit Log.

The system must automatically produce metadata including the following information,
and this information must not be embedded so that there is the ability to move its location
on the sereen:

¢ Time/date stwnp for acquisition and time for OCR,

e (GPS location of capture,

¢ Patrol vehicle identifier,

¢ Camera designation {placement on vehicle); this applies t¢ mobile and fixed systems,
e Alarm indications, such as power interruptions, low storage space, ete.

e  User input of information.

e DME Audit Log.
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s System Audit Log,
5.4.5 The DME Audit Log must include the following:
e User identification and fogging in/fout.

s Hash or other verificanion shall be computed for the duplicate using an industry-
standard method and shall be defined and provided with the duplicate.

¢ The calculated hash of the duplicate should be recorded as part of the audit log, as
well as the hash of the original file.

o Identification of the source of the DME, including the patrol vehicle instatlation/site
identification, central processing unit {CPU) hardware identification. ete,

3.4.6. The System Audit Log must include all system-level events, sottware updates, hardware
changes, and a copy of the metadata. The system shall poll all system-level components
and automatically record into the System Audit Log all system-level details and events,
inctuding the following, at least each time status changes:

e Duate and time of event.

¢ GPS location of event.

‘o Hardware identification, including manufacturer and maodel number,

¢ Software version.

e System status change {e.g., boot up, power on).

e System-level component status change indicators (e.g., camera failure: changes to
input/ouiput ports. components, or application programming interfaces (APIs): Joss of
GPS signal).

5.4.7. The System Audit Log shall provide the abitity to manelly record at least the following:
e Vehicle installation/site wentification.

e User identification,

5.5. Data Management and Gutput Requirements

5.5.1. The system must comply with at least the specified minimum resolution for the
contextual photo, and this minimum resolution must also be defined. 1t is a desirable

feature to also have user-configurable resolution.

5.5.2. The system must provide data that is exportable in an interoperable (i.e., National
Information Exchange Model (NIEM)-conforming) format.
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5.7.

5.7.1.

The system must have capability to import interoperable (i.e., NIEM-conforming) records
from external sources.

The systern must provide storage of DME at the camera location to allow saving of DME
at feast untl export,

. i . 3. . oy
[he system must provide the capability to export & duplicate” in the original file forma,
The svstermn must have capability to compare captures/reads with an alert list{s).

The svstem must have the capability to perform a standard query of statistics (e.g..
vehicle counts, reads, hits, ele.}.

The system must have the capability to securely transmit and receive data,

The system must provide the capability to perform a eryptographic verification (e.g.,
hash) for exported data,

Environmental Requirements

The system must be able to withstand and operate in moisture. humidity, and temperature
extremes.

The system must be housed or protected (o prevent ingress of water and dust.

The system cables and connections must be resistant to mechanical stress. crush., and
ingress of dust or mosture,

The system must be able to withstand and operate during mechanical shock. vibration.
and impact consistent with the intended operational environment. Test parameters must

be defined. Cameras must maintain alignment, and the mounts must be durable,

The system must eperate during electromagnetic/radio frequency (RFy interterence from
other systems.

The system must not produce electromagnetic interference that will impact other vehicle
gystems.

QOther Requirements
Documentation must be provided by the manufacturer, including the following:

¢ Specification sheets

? Duplicate: An exact reproduction of the original data validated through a hash process.
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6.1.

61.1.

6.1.5.

6.1.6.

6.2.1.1

6.2.1.2

o Uger’s manual (including programming procedures, installation instructions for
cach type of vehicle, precautions. care and maintenance guidance) and quick start
guide. This documentation must also be available via a website.

e Parts st

Fixed LLPR Requirements
System Requirements
The systemn must have the ability o synchronize with an external GPS.

The system GPS must meet a specified standard. and the most appropriate standard
should be rescarched and specified,

The system must have the ability to synchronize with a known external time source,
provide an accurate time/date stamp, and maintan time within the system.

The system must be able to operate on available power. Because the available power
depends on the application, it is suggested that the LPR be able to operate on
manufacturer recommended power = 16%.

The system must inform the user ot the time between vehicle recognition to output of
DML, and setting a maximum fime requirement is recommended. This is very important
for stationary cameras to ensure information is provided before a vehicle is too far from
the system location.

The system must have the capability to receive alert tists.

User/Administrator Inferface Requirements

The system must have capability to assign and manage permissions for levels of
authorized access and control {e.g.. system administrator level, alert ligt administrator

tevel, authorized user level),

System Administrator Access: The systeim must have the capability for a system
administrator to perform the tollowing:

e Activate/deactivate individual cameras or combinations of cameras.

e Change system information and audit log information,

e Assign access privileges for alert list administrators and authorized users,
¢ Manage alert lists and notifications,

Alert List Administrator Access: The system must have the capability for an alert list
administrator (o perform the following:

9
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e Manage alert lists and notifications.
« Infer plates for amber or silver type alerts.
e Push/pull a list of plates in a non-typical situation,

6.2.1.3 Authortzed User Access: The svstem must have the capability for an authorized user to
pertorm the following:

¢ Input user information,
e Loginto the system.

s Input plate information to be added 10 a local alert list in the vehicle that is separate
from the downloaded alert list.

e Correct a plate read, edit a read, and/or add a state.
Altabove inputs must be included in the DME Audir Log.

6.2.1.4 Authorized User Controls: The system must have the capability for the following
authorized user controls:

e (Copy function to select the OCR interpretation for potentially pasting into CAD or
other user interfaces,

¢  Copy function to select the photo(s) for potentially pasting into other applications,

e Quick functon checks to verify that the system is working at shili start,

o Flag/identify capiures at time of read so that the user can tag images with details. For
example. the user should be able to mark individual captures with information about
an event related to the image or mark images that include a vehicle of interest.

6.2.2, The system should send a signal indicating to the user that the system is on.
6.2.3. The system must continuously provide the contextual fmage, the plate image. the OCR
interpretation. alert st (and additional information about the list). and required metadata

of the license plate through a basic viewer.

6.2.4. If the sysiem incorporates a viewer, the system must provide the user the ability to tumn
off the viewer or minimize the display window.

6.2.5. The system must have the capability to show the diagnostic display showing system level
events (i.e., system audit log).

10
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6.2.6.

6.3.

6.3.1.1

6.3.3,

6.3.5.

The system must provide the capability to display usage statistics (¢.g.. reads, alerts, log
ing. ete. ).

The system must provide the ability to produce an audible alert.

The system must have capability to output audible and/or visibie notifications (display) to
the vser:

o GPS signal 1s diminished in strength or lost.
e (P8 is disconnected or has fatled.

¢ Any camera is disconnected or has failed.
Image Acquisition Requirements

The system must be able to acquire and interpret images during the fellowing types of
motion:

e System stationary and targel moving: An exampte scenario 15 a fixed system installed
alongside the road reading plates of passing vehicles.

s Svstem stationary and target stationary: [f system reads the same plate contiguously
within g specified fime frame, the system shouid either not continue to capture, have a
manual override, oy flag images.

Specialived cameras for the above applications may be designated for a specilic
application and not required to meet requirements for all types of motion.

The system must be capable of capturing images while compensating for variables related
te motion including relative speed, relative position between the system and target, and
angle of view (c.¢., multiple viewing angles. complex angles, looking horizontally).

The system must be able fo sce and obtain an image in various conditions:

¢ Range of lighting conditions, including sun glare, full daylight, and night time.

e Inclement weather conditions, including snow, ice, rain. fog, and blowing sand,
Reflections due 1o inclement weather conditions impact the svstent’s ability to see
and obtain an image.

The system must provide a contextual image moan industry standard file format to allow
export to an external editing program.

The system must provide o contextual image with a user-definable minimum viewing
range around the plate, and the image resolution must be maintained. This requirement is
important because some agencies are restricted to viewing the plate only while others
prefer a wider range so that scene details are provided,

11
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6.3.6. The system should be able o capture the contextual image of a vehicle even if the
vehiele's license plate cannot be read by the system. This feature should be configurable
(¢.g.. tuned on/ofl and triggered by reflectivity or other means) by the system
administrator,

6.3.7. The system should provide a live view from all tvpes of cameras (e.g., plate read,
cortextual read). not necessarily simultancously, upon request of the user. This (s needed

for alignment and troubleshooting purposes.

6.3.8. The system must be able to read non-stacked characters of a minimum height; specitic
reguirements need 1o be defined. Note: The AAMV A is working on guidelines for states
m ¢reating heense plates.

6.3.9. The system must have the ability to read stacked charicters or, at least, recognize stacked
characters as a stack and treat appropriately. How stacked characters are represented
must be defined. Note: The AAMVYA s working on guidelines for states in creating
license plates.

6.4.  System Software and Processing Requirements

6.4.1. The system software must effectively provide:

¢ Identification and recognition {i.c., accurate representation) of lHeense plate numbers
{digits and letters).

e Contexfual image must be in color and accurately represent color when tested under
presct lighting conditions,

e Metaduta that iy locked and synchronized with plate images.
6.4.2. Desired. but not required. features ot a system include the following:

e Identification and recognition of state, province, and country,

¢ Color recognition by the system for query purposes.

6.4.3. The system must perform a diagnostic to detect any malfunction (i.e., dropped frames;
Toss of time stamp. video, audio, or any extarmal reterences, if any, normally recorded by
the system) or loss of functionality of the recorder, camera, displays and microphones.

6.4.3.1 The diagnostic shall be performed on system startup and at administrator-configurable

bt

intervals.
6.4.3.2 Any malfunction or loss of functicnality shall be documented in the System Audit Log.

6.4.4, The system must automatically produce metadata including the following information,
and this information must not be embedded so that there is the ability to move. its location

on the screen:

12
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s Time/date stamp for acquisition and time for OCR,
¢« (PS location of capture.
e [nstaliation/site identifier.
¢ Cuamers designation: this appiies to mobiie and fixed systems.
s Alarm indications, such as power interruptions, low storage space, ete.
e User inpuf of information,
¢  DME Audit Log.
¢ System Audit Log.
6.4.5. The DME Audit Log must include the following:
¢ User idenfification and logging infout,

« Hash or other verification shall be computed for the duplicate using an industry-
standard method and shall be defined and provided with the duplicate,

s The caleulated hash of the duplicate should be recorded as part of the audil Tog, as
well as the hash of the original file.

s lIdentification of the source of the DME, including the installation/site idemification,
CPLL bardware identification, etc.

6.4.6, The System Audit Log must include all system-level events, software updates, hardware
changes. and a copy of the metadata. The system shall poll all system-level components
and automaticatly record into the System Audit Log all system-level details and events,
including the tollowing, at least cach time status changes:

s Date and time of event,

¢ (PSS location of cvent.

e Hardware identification. including manufacturer and model number.
o Software version.

¢ System status change (e.g., boot up, power on).

Systemi-level component status change indicators (e.g.. camera failure: changes to
‘input/output ports, components, or APIs: loss of GPS signal).

L]

6.4.7. The System Audit Log shall provide the ability to manually record at least the following:

i3
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+ nstallation/site identitication.

s Useridentification.

Data Mapagement and Output Requirements

The system must comply with at feast the specified minimum resolution for the
contextual photo. and this minimum resolution must alfso be defined. 1t is a desirable

feature 10 also have user-configurable resolution.

The system must provide data that s exportable in an interoperable (i.e.. NIEM-
conforming) format.

The system must have capability to import interoperabie (Le., NIEM-conforming) records
from external sources.

The system must provide storage of DME at the camera location to allow saving of DME
al least until export.

The system must provide the capability 1o export a duplicate in the original file format.
The system must have capability to compare captures/reads with an alert list(s).

The system must have the capability to perform a standard query of statistics (e.g..
venicle counts, reads, hits, cte).

The system must have the capability to securely transmit and recerve data.

The systern must provide the capability to perform a cryptographie verification {e.g.,
hash) for exported data,

Environmental Requirements

The svstemy must be able to withstand and operate in moisture. humidity, and temperature
extremes.

The system must be housed or protected to prevent ingress of water and dust.

The system cables and connecticns must be resistani (o mechanical stress, crush, and
ingress of dust or moisture,

The system must be able to withstand and operate during mechanical shock, vibration,
and impact consistent with the intended operational enviromment. Test parameters must
be defined. Cameras must maintain alignment, and the mounts must be durable.

The system must operate during electromagnetic/RE interference from other systems.

The system must not produce electromagnetic interference that will impact other systems,

i4
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6.7.  Other Requirements
6.7.1, Documentation must be provided by the manufacturer. including the following:
¢ Specification sheets.

e User's munual (including programming procedures, instafiation insfructions,
precauttons, and care and maintenance guidance y and quick start guide. This
doctimentation must also be avallable via a website.

e Parts hist,

7. Portable LPR Reqguirements

The commiftee recognizes that there is a category of portable LPR systems that incorporates
characteristics of both minbile and tixed systems. The requirements for portable systems will
be defined during development of the standard.

8. Recommendations

It is recommended that surveys and data collections be done to determine the operational
conditions under which L.LPR systems are being used so that appropriate test methods for the
standard may be developed. Careful consideration must also be given to definition of terms
for the standard, such as contextual read. plate read, contextual image, plate image, and
capiure.
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Appendix B Figures

Figure 1. Mobile LPR System Diagram
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Figure 2. Fixed LPR System Diagram
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