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NATI.ONAL SECURITY AGENCY 
CENTRAL SECURITY SERVICE. 

f'ORT (~E:OR<ilE G. MEADE:, MARYLAND 207;:1$-GOOO 

4 September 2007 

MEMORANDUM FOR THE Cf.L-\IRMAN, lN'rJ<JLLlGENCE OVERSIGH'f BOAJlD 

THRU: Assistant to the Secretary of Defense Clnt.elligence Oversight) 

SlJBJEC1': (U//¥0U07 Report to the Intelligence Oversight Board on NSA 
Activities- JJ\TFORMi\.TION MEMORANDUM 

(U//iF(JUS? Except as previously reported to you or the President or othen:vi.se 
stated in the enclosure, we have no n;?.ason to believe that any intelligtmce activities 
of the Natio.nal Security Agency during the quart(:~r entii:ng 30 .June 2007 were 
urllawful or contrary to Executiv~: Order or Presidential Directive and thus required 
to he I'epor.ted pursuant to Section 1.7.(d) ofl!';x.ecutive 0Tder 1233:3. 

(U/f:FETl::Je) The Inspector General and the General Counsel continue to 
exercise oversight of Agency ac.t.ivities hy 1neans of inspections, surveys, training, 
review of directives and guid~}1ines, and advice and counseL These s.ctivities .a:nd 
other data requested by the Board or m.em.bers ofthe staff of the Assistant to the 
Sec.ret:rry of Defense UnteBigen.ce Ov(~rsight) are described in the encl<lsnre. 

~MA~ !J/J c.~ 
GEORGku"ARD 
In~pector General 

i i;t; ([Q,)'"'-'0"-' 
V{.TO T. POTENZA 

General Counsel 

I concur in the report ofth(~ Inspectm· General and the General 
Counsel and hereby make it our combjned repm:t . 

End: 

. Jl·lr- J/J 0 
KBlTit'R ~~DER 

Lieutenant General, U.S. Army 
Director, NSA/Chief: CSS 
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1. (U/tFOU~ lnteUigence. counterintelligence, and intelligence-related activities 
that violate law, regulation, or policy substantiated during the quarter, as well as 
any actions taken as a result of the violations. 

' ..... """\ .. (b) ( 1) 

(U) tntetngence Activities 
················ 

······················ 
\~)(3)-P.L. 86-36 

(Ti:U/EII/RBL tpQ USA., P\?=EY) JJ.nintentiorial"'~oHection against United States (\U,.S.) 
persons, I linst'aii'c~s in which Signa1s InteUigenee (SlGINT) analyst~.\\ 
inadvertently colleded communications to, from, or about U.S. persons while \ .... 
pursuing foreibrn. intelligence tasking were renort<:ld this auarter. I I 

(q'S/fS:fffHF.:liJ 'fO USA, FVB"\!) I ...1 

I L 86-3' 
L------------------------------....,,~b~) (~3~) -50 usc 3024 (i) 

' 

E8/t8H Action taken. Selectors for the col.lectjon weJ'e deta.sked from information 
coll(~cti{~n syst~msl land . .the.~ata .. w.m:' .. l~emnv..ed~ft'9.ID .. §,1;{,:g:~~g~ .. ~Y?.~<?.~?.:f?.: .... , · 
Correct:~ve actwn..s taken to lessen the nsk ofre(mr.r<mce mduded additwnal ,..·~;(b) (1) 

training and education and changes to internal controls. ·· !i(b) (3) -P · L. 86-36 
il 

(8/ffJH Unintentional dissemination of U.S. identities. During this qu<'l;rt~r,d I 
SIGINT products were cancelled because they contained the identiti<?s .. ofU.S. j 
persons, organizations, or entities. In all instances, the reports we,:r~ either not i 
reissued or were reissued w:ith the proper minJ.mjzation. · 

ff8/f31/iNP) Foreign Intelligence SurveiiJance Act (F!SA ~il~ction. TherearetJ 
FISA collection incidents tore )Ol't for thls c uarter. In of the collection incidents 

. U colle.ction was terminatedt and the 
,L,-~--:-----.r--'1"""":"--or-or---.;-de-.. s-:-,t-ro-y-e-.;o~d as required by USSID SPOOlS. ·' intercepts were 

) (1) 
(b) (3)-P.L. 86-36 
(b) (3) -18 usc 798 
(b) (3) -50 usc 3024 (i) 

Derived Frmn: NSA/CSSM 1-52 
Dated: 20070108 

Declass1fv On: 20320108 • 



DOCID: 4165200 

,·/(.b) (1) 

"f'ot" SECRPfWCOMIHJY/NOfORN!/20320 108 
.. ::/)\{1:;.) (3)-P.L. 86-36 

.. / ~bl'-(_3) -18 usc 798 
.. -::> · \bl (3)__-so usc 3024 (i) 

:: . \ 

:I 

/branch lear.n~~d that 
~-~~----..----~-'--~·had accompanied the! to the 

_.-·..-rhe selectors fori jwere detasked an?.Yhe · 
. -·--·::::::)"' .. \i~ ~ ~ ~ ~-P • L · 

······--... 

·--. ···-ePS{/SI/fl>W) Ti~ere.\verec:::Jin.stances whereby National Security Ageney/Central 
Sect:ii1ty .. $.ervic€ (NSA/CSS) analysts learned that t(~lephone numbers authorized 
for coilectionl I 

(U) Counterintelligence Activities. 
Nothing to :report. 

TOP g£GRETHGOM1~1TtfHOFORH!/2/ri~20101; 

86-36 
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'fOF SE:CRCTi/COMHH'Ii1~0FORN//z0320l 08. 
.··'\(b) (1) 

CtJ) lntemgence~related Activities . . . · · · . . . .. ·· .... · \:~) ( 
3

) - P. L. 
8 6

-
3 6 

(19// SI//NP) .. ····•· .·· :. 

(U) Misuse of the U.S. StGU\JT System. Whilet€achi.ng a class on analyzing '\\ 
communication networks, the i.n§trut:tor purposely entered the phone number ofh{$ 
friend, who was neithe:~:.a.lJ;Ki)erson nor living in the United States . 

.__ __ _. ·Thf.~ instructor was counseled on the restrieti()ns on NSA authoriti€s and 
wa.s mandated. to attend training on USSID SPOOlS, which he completed :in July 
2007. 

2. (UflF'OUO) intelligence Oversight Inspections. During this quarter, the Office 
of Inspector General (01G) review(:~d various intelligence activities ofthe NSA/CSS 
to dEltermine whetht:)r they were conducted in accordance with applicable statutes, 
Executive Orders, Attorney General procedures, and Depa:rtroen.t of Defense and 
internal directives: With few exceptions, the issues presented. were routine and 
indicated that the operating elements undel·stand the restrictions on NSA/CSS 
activities. ..... .. ..... .. . . ············· ············· ············ i~i.);: _ P. L. 

( s / / o I) (UI.'Pouo) 1 I··Altlioliii~ .. 
is diligently working to iJ.nprove its lnteHigence OversL.::i-g-:-h-:-t-p-ro-gr-.-a-ln_1_p_r_o_c_.e~du-:re-,s--f-::-,.a~n.;-~ 
short of the minimum 1·equired ro ensure that all employees receive required 
intelligence oversight training. Although the understanding of NSA authorities in 
relation to collection, minimization, and dissemination is poor, no intelligenc(~ 
oversight-related e.oncerns were noted within operations. Intelligence oversight 
training is not managed effectively or efficiently: and no internal controls ensure 
training compliance. At best, the procedures to n1a.ke certrun. that the right p(~ople 
receive the required training are confusing·and difficult to track. The NSA/CSS 
Inspector General will track these defici(::ncit~s and \vill relay in a fntu.re report 
when they a:re rectifietl. · 

3. (U) Substantive Changes to the NSAICS.S inteUigence Oversight Program. 
(U) Nothing to report. 

4. (U) Changes to NSAJCSS published directives or policies concerning 
intelligence, counterintelligence, or intemgence~reiated activities and the reason 
for the changes. Nothing to report. 

5. (U) Procedures governing the activities of Department of Defense {DoD) 
inteUigence components that affect U.S. persons (DoD Directive 5240.1 ~R, 
Procedure 15) Inquiries or Matters Related to Intelligence Oversight Programs. 
Nothing to report. 

TOP 8ECRETh'COMH•iT/iNO'POR:N/f263261 68 

86-36 


