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Purpose

To gain approval to move forward with legally required revisions to the Behavioral Indicator
Reference Guide and Screening of Passengers by Observation Technique (SPOT) Scoresheet.

Background

The SPOT Scoresheet is used by Behavioral Detection Officers (BDOs) conducting SPOT to
document the basis for when a passenger is subjected to additional screening or to a LEO referral.
The scoresheet provides a list of all assessable behaviors which can lead to additional screening, but
does not provide descriptions of the type of behavior each indicator is intended to encompass. The
Behavioral Indicator Reference Guide (BIRG) elaborates on the SPOT scoresheet and provides
descriptions and examples of assessable and non-assessable behaviors.

A recent review by the Department of Homeland Secuirty Office of General Counsel (DHS OGC) of
documents used by the Behavior Detection and Analysis Program (BDA) raised concemns that two of
the behavioral indicators included in SPOT could be interpreted by outside readers as violative of the
First Amendment right of passengers to freedom of speech. As they appear on the scoresheet and in

the BIRG, the two indicators as currently written appear to permit BDQs |()3)49 US C.§ 114() |
[BXa#00S G § 1140 |
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D)N248 USC § 11400 |
| Because assessing these indicators could lead to additional screening, or
possibly a law enforcement notification, DHS OGC recommended that TSA revise the indicators to
make it clear that BDOs do not engage in impermissible retaliation against passengers for lawfully
expressing displeasure with TSA or screening procedures.

Discussion

(2)(3)49 U.S.C §114(n

Revising the language of the two indicators in the Behavioral Indicator Reference Guide and
scoresheet will also more clearly align each document with existing training for BDOs. An OCC
review determined that current BDO training, which uses the Behavioral Indicator Reference Guide
as a starting point and then elaborates on when to assess each indicator, does not raise First
Amendment concerns. However, the Behavioral Indicator Reference Guide’s descriptive language,
when read alone, is more ambiguous. An outside reviewing official, who may lack the context of
how TSA trains its BDOs to observe for these indicators, might misperceive the indicators as
approving of retaliatory screening procedures for individuals who voice opinions at the screening
checkpoint. Additoinally, if the indicators were challenged in court, a judge could base an adverse
ruling solely on the language of the scoresheet and the BIRG, regardless of how BDOs are trained.
The revisions in the attachments reduce the chances for any such misperceptions and adverse

interpretations.
DHS OGC has approved the revised language.
Recommendation

Approve the language provided in the attached documents for two SPOT indicators to ensure that the
Behavioral Indicator Reference Guide and SPOT scoresheet are consistent with First Amendment
requirements and BDO training.
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OCC Languange Change Request:

Section 2 — Observation and Behavior Analysis

Currently Language states

(D)3)49 US.C § 114(n)

Legal requires it to state

(D)3)48USC §114()

Section 4 — Signs of Deception

Current Language States

(R)3)49 USC. § 11400

Legal requires it to state

(D)3) 40 US.C.§ 114(1)
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