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U NI T ED STAT E S  

F O R EI G N  I N T ELLI G E N C E  SU RV EILLAN C E  C OU R1Z316 SEP 26 PM 12: 25 
WASHI N GT O N ,  D.C. 

-(SJ-GOVERNMENT'S EX PARTE SUBMISSION OF REAUTHORIZATION 

CERTIFICATIONS AND RELATED PROCEDURES, EXP ARTE SUBMISSION OF 

AMENDED CERTIFICATIONS, AND REQUEST FOR AN ORDER APPROVING 

SUCH CERTIFICATIONS AND AMENDED CERTIFICATIONS 

(SHOE/NF) I n  accorda nce with subsectio n 702 (g )(l )(A) of the Foreign 

I ntelligence Surveilla nce Act of 1978, as ame nded (FI SA or "the Act"), the United States 

of Ame rica, b y  a nd th rough the undersigned Department o f  Justice attorne y, hereb y 

submits e x  parte a nd under seal the attached certifications, DNI/AG 7�2{g ) Certi ficatio n 

------
Class�ied b y: 
Reaso n: -

Declassif y o n: 
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These certifications reauthorize DNI/AG 702 (g )  Certification 

respectivel y (hereinafter 

"the 2015 Certifications"), all of which expire on November 5, 2016. Attached as 

Exhibits A, B, C ,  D, E, and G to DNI/AG 702 (g )  Certifications 

Ire the targeting and minimization procedures to be used under these certifications.1 

(S//OC/NF) In addition , DNI/AG 702 (g )  Certifications 

lso i nclude amendments to the certifications being reauthorized, DNI/AG 

702 (g )  Certifications as well as to their predecessors.2 

Specificall y, these amendments a uthorize the use of the minimization procedures 

submitted herewith as E xhibits B, D, E, and G to DNI/AG 702 (g )  Certifications 

'n connection with foreign intelligence information acquired in 

1 (S//OC/NF) Specifically, the targeting procedures to be used by the National Security Agency 
(NSA) and Federal Bureau of hwestigation (FBI) are attached as Exhibits A and C, respectively. · 
The minimization procedures to be used by NSA, the FBI, the Central Intelligence Agency (CIA), 
and the National Counterterrorism Center (NCTC) are attached as Exhibits B,D, E, and G, 
respectively. The NSA targeting procedures attached as Exhibit A were submitted in 
,connection with DNI/AG 702(g) Certifications n July 15, 2015, and 
were approved by the Court on November 6, 2015. e remaining t tir d 

· · · f . . . . 
procedures are being submitted with AG/DNI 702(g) Certifications 

for approval by the Court. 
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accordance with DN I/AG 702 (g) Certificatio ns 

(S/IOC/NF) With the exception of the N SA targeti ng procedures attached as 

Exhibit A, the targeti ng and minimizatio n procedures bei ng submitted with DN I/AG 

702 (g )  Certificatio ns contain a number of cha nges from the 

targeti ng a nd minimizatio n procedures approved for use u nder the 2015 Certi ficatio ns. 

To aid the Court i n  its review of the targeting a nd minimization procedures, below is a 

discussio n of the ke y changes made to N SA's, FB I's , C IA's, a nd N C T C's mi nimization 

procedures, as well as FBI's targeti ng procedures� For the reaso ns describ�d below , the 

gover nme nt believes that this submissio n of the above-described reauthorizatio n 

DN I/AG 702 (g )  certificatio ns a nd ame nded DN I/AG 702 (g )  certificatio ns does not 

prese nt an y novel or sig nifica nt interpretatio ns of the law. 

3{£1/0C/NF} The NSA targeting procedures submitted herewith a s  Exhibit A are identical to 
the NSA targeting procedures that already have been approved for use by this Court in 
connection with forei intelli ence information ac uired in accordance with DNI/AG 702 
Certification 

-- Thus, with respect to those procedures, no amendments are necessa1y. 

3 
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(U) Circumstances Under Which NSA, FBI, CIA and NCTC May Deviate from Their 

Minimization Procedures 

(S//NF) The proposed NSA, FBI, and CIA section 702 minimization procedures, 

·submitted herewith as Exhibits B, D, and E, respectively, contain a modified provision 

to clarify the circumstances under which NSA, FBI, and CIA are permitted to deviate 

from the minimization procedures. The current NSA, FBI, and CIA section 702 

minimization procedures state that "nothing in these proc;edures shall prohibit the 

retention, processing, or dissemination of information reasonably necessary to comply 

with specific constitutional, judicial, or legislative mandates." See, e.g., Minimization 

Procedures Used by the National Security Agency in Connection with Acquisitions of 

Foreign Intelligence Information Pursuant to Section 702 of the Foreign Intelligence 

SurveUlance Act of 1978, as Amended,DNI/AG 702(g) Certification 

submitted July 15, 2015, at p. 1 (hereinafter "NSA 2015 Minimization 

Procedures"); Minimization Procedures Used by the Federal Bureau of Investigation in 

Connection with Acquisitions of Foreign InteUigence Information Pursuant to Section 

702 of the Foreign Intelligence Surveillance Act of 1978, as Amended, DNI/AG 702(g) 

submitted July 15, 2015, at p. 3 

(hereinafter "FBI 2015 Minimization Procedures"); and Minimization Procedures Used . 

by the Central Intelligence Agency in Connection with Acquisitions of
_ 
Foreign 

·telfrge-rrce-mtmmC!"tf<m-Pursu-ant-tn-sectimY7eJ2-ofrh-e-FuretgIT-Intetligerrc�-Srrrvefi1a:rrce 
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Act of 1978, as Amended, DN I/AG 702 (g) 

submitted July 15, 2015, at pp. 4-5 (hereinafter "C IA 2015 Minimization Procedures"). 

This provision was new to each agency's 2015 section 702 minimization procedures. 

( U )  In its 2015 Memorandum Opinion, this Court suggested that "[t]he apparent 

breadth of [the provision at issue] gives the Court pause . .. A provision that would 

allow [the agencies] to deviate from any of the [section 702 minimization procedure] 

restrictions based upon unspecified 'mandates' could undermine the Court's ability to 

find that the procedures satisfy the . . .  statutory requirement." In re DNI/AG 

Mem. Op. at pp. 21-22 (F ISA Ct . Nov. 6 ,  2015) (hereinafter "2015 Mem. 

Op."). The Court dete rmined that "to avoid a deficiency under the . .. definition of 

'minimization procedures ,' the Court must construe the phrase' specific constitutional, 

judicial , or legislative mandates' to include only those mandates containing language 

that clearly and specifically requires action in contravention of an otherwise-applicable 

provision of the requirement of the minimization procedures." Id. at p. 2 3. 

(U ) To address the Court's concerns, the proposed NSA, FB I, and C IA section 

702 minimization procedures , submitted herewith as Exhibits B ,  D, and E ,  respectively, 

have been modified to clarify that NSA, FBI, and C IA are permitted to deviate from the 

section 702 minimization procedures"in cases where necessary to comply with a legal 

l 
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ma ndate of Co ngress or a court withi n i n  the U nited States. Specifically, the new 

la nguage states that "nothi ng in these procedures shall prohibit the rete ntio n, 

processi ng, qnalysis, or dissemi natio n of i nformatio n necessary to comply with a 

specific co ngressio nal ma ndate or order of a court withi n the U nited States." See Ex. B 

at p. 1; Ex. D at p. 3; a nd Ex. E at pp. 4-5. The proposed N C T C  mi nimizatio n 

procedures, subffiitted herewith as Exhibit G ,  co ntai n this same provisio n. See Ex. G at 

p.4. 

(U// FO UO ) Related to this provisio n, the NSA mi nimizatio n procedures 

submitted herewith as Exhibit B also state that "[ n]othi ng i n  these procedures shall 

restrict NSA' s performa nce of lawful oversight fu nctio ns of its person nel or systems or 

lawful oversight fu nctio ns of the Departme nt of Justice's Natio nal Security Divisio n, 

Office of the Director of Natio nal I ntellige nce, or the applicable Offices of the I nspectors 

Ge neral." Ex. Bat p. 1 .4 The gover nme nt believes that this provisio n would allow NSA 

to take actio n otherwise not permitted by the procedures (e.g., usi ng a U.S. perso n 

ide ntifier to query commu nicatio ns acquired pursua nt to Sectio n 702 , i ncludi ng 

upstream commu nicatio ns ,  for purposes of attempti ng to qua ntify the number of 

4 (U//FOUO) Similar provisions appear in the FBl's minimization procedures, see Ex. D at p. 3, 
CIA's minimization procedures, see Ex.'E at p. 5, and NCTC's mfoimization procedures, see Ex. 
G at p. 4, all submitted herewith. The government believes that these three other agencies 
would be able take action similar to NSA as described in this paragraph. 

'.fQP SE€RElWSI//QR€QN/N@FQRN 
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incide ntally acquired U nited States perso n commu nicatio ns) so that it may respond to 

·inquiries facilitati ng congressio nal oversight of the implementatio n of section 702 that 

are not covered by the provisio n described above. See, e.g., April 22, 2016, 

corresponde nce from 14 members of the Committee o n  the Judiciary, U.S. House of 

Represe ntatives, to the· Ho norable James R. Clapper requesti ng "a public estimate of the 

number of commu nications or tra nsactions involving U nited States perso ns subject to 

Sectio n 702 surveillance"; see also May 2 7, 2016, respo nse from the Office of the Director 

of Natio nal I ntellige nce , Director of Legislative Affairs. To the exte nt that NSA uses this 

provisio n to respo nd to such co ngressio nal oversight i nquiries, the government will 

promptly notify the Court. 

( U )  Updated Classification Markings 

( U )  The proposed mi nimizatio n procedures for NSA, FBI, and C IA, submitted 

herewith as Exhibits B ,  D, a nd E ,  respectively, contai n modified classification markings 

throughout, ofte n i n  light of i nformatio n that was declassified as part of the I ntellige nce 

Commu nity's co nti nued focus o n  tra nspare ncy. See Ex.B at pp. 1, 4-10, 12 -16; Ex. D at 

pp. 1-4, 6-15, 1 7, 1 9-23, 26-30, 32-3 9; a nd Ex. E at pp. 5, 10-11. 

(b)(1 ); (b)(3); (b)(7)(E) 

(Sh'NF) The p roposed FBI targeting procedures , submitted herewith as Exhibit 

---- G, e0RtaiR-a-(b)(1 ); (b)(3); (b)(7)(E) 

TOP� SECRET//SI/lORCON/NOEORN----------- --. 
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(b)(1 ); (b)(3); (b)(7)(E) See, e.g., Procedures Used by the Federal Bureau of 

I nvestigation for Targeting No n- U nited States Persons Reaso nably Believed to be 

Located Outside the United States to Acquire Foreig n Intelligence Infor matio n Pursuant 

to Section 702 of the Foreign I ntelligence Surveilla nce Act of 1 978 , as Amended , 

D N I/AG 702 (g) sub mitted July 15, 2015, at 

p. 3 (hereinafter "FB I  2015 Targeting Procedures"). 

ACLU 16-CV-8936 (RMB) 000198 
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IJfl!S" However , this la nguage could result i n  complia nce i ncide nts i n  situatio ns 
(b)(1 ); (b)(3); (b)(7)(E) 

where the 

See, e.g., Quarterly Report 

Co ncer ni ng Complia nce Matters U nder Sectio n. 702 of F ISA, at pp. 1 7-18 (Dec._ 7, 2010). 

(SI/NP) This provisio n i n  the proposed FBI targeti ng procedures, submitted 

herewith as E xhibit C ,  (b)(1 ); (b)(3); (b)(7)(E) 

• 

(b)(1 ); (b)(3); (b)(7)(E) 

See E x. C at p. 3 (emphasis added). (b)(1 ); (b)(3); (b)(7)(E) 

(b)(1 ); (b)(3); (b)(7)(E) 

Havi ng co ncluded that such requireme nts are best addressed 

through e xecutive bra nch policy, a nd seeki ng to avoid other complia nce i ncide nts i n  the 

future, the gover nme nt (b)(1 ); (b)(3); (b)(7)(E) In 

additio n, as discussed i n  greater detail below, the proposed FBI target i ng procedures 

submitted as E xhibit C to D N I/AG 702 (g) 

provide tha 

(b)(1); (b)(3); (b)(7)(E) 
pursua nt to the D N I/AG 702 (g) Certificatio n to 

(b)(1 ); (b)(3); (b)(7)(E) 

---- ----------- -.Ji'OP-SECRET//SIHORCO N/NOFQRN 
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(U) Raw Take Sharing with NCTC 

iS/fNF)-N C T C' s curre ntly applicable sectio n 702 mi nimizatio n procedures .were 

not desig ned to address N C T C's ha ndli ng of muni nimized commu nicatio ns ,  a nd 

i nstead apply o nly to a narrow set of mi nimized commu nicatio ns that N C T C  received 

from FB I (described below). The proposed mi nimizatio n procedures for NSA a nd FBI , 

submitted herewith as Exhibits B and D ,  respectively, a nd the (b)(1 ); (b)(3); (b)(7)(E) 

co ntai n la nguage to permit NSA and FB I 

to provide N C T C  -the gover nme nt's primary orga nizatio n for cou nterterrorism 

a nalysis , coordi natio n, a nd planni ng -u nmi nimized commu nicatio ns acquired under 

6 As with FBI a nd 

CIA, at this time N C T C  will o nly receive (b)(1 ); (b)(3); (b)(7)(E) 

acquired. by or with the assistance of the FB I from (b){1 ); (b)(3); (b)(7)(E) a nd will 

not be receivi ng u nminimized sectio n 702 telepho ny or upstream I nter net 

6 (SI/NF) The government notes for the Court that corres ondin 
to the proposed DNI/AG 702(g) and corresponding 
affidavits, including, inter nlin, 1e a 1tion o supporting affidavits by Nicholas Rasmussen,. 
Director of the NCTC. Although NCTC' s proposed section 702 minimization procedmes will 
be the same for all.ertifications submitted herewith and their predecessor certifications, 
unless otherwise penmtted by the section 702 minimization procedures for the agencies (e.g., if 
NCTC were providing technical assistance to another agetlcy), 

TOP 8ECRET//Sf//ORCON!NOFORN 
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co mmu nicatio ns acquired by NSA.7 Cf 2015 Me m. Op. at p. 25 n.21 ( not ing that "o nly 

NSA receives 'upstrea m collectio n'"); In re DNIIAG 702 Certifications 

Me m. Op. at p . .18 n.1 7 ( FISA Ct. Oct. 3, 2011) ("The FBI and the CIA do not receive 

un min i mized co mmu nicat io ns that have bee n acquired through NSA' s upsh·earn 

collectio n of Inter net co mmunicatio ns."). 

(S//:NF) The proposed N C T C  mini mizatio n procedures sub mitted as E xhibit G to 

Certificatio ns re modeled o n  the National 

Cou nterterrorism Ce nter Sta ndard Mi nimizatio n Procedures for Infor matio n Acquired 

by the Federal Bureau of Invest igat io n Pursua nt to Title I, Title II I, or Sectio n 704 or 

705(b) of the Foreig n Intellige nce Surveilla nce Act, which have bee n adopted by the 

Attor ney Ge neral a nd are o n  file with this Court i n  docket nu mber as most 

rece ntly modified o n  May 18 , 2012 (herei nafter "N C T C  Title I Procedures").8 In broad 

7�//�JF}- To the extent that the FBI, CIA, or NCTC intend to receive umninimized section 702 
telephony or upstream Internet collection from NSA at some point in the future, the 
government will notify the Court beforehand. 

8 (&/INF} The principal differences between the NCTC Title I Procedures and the procedmes 

submitted herewith as E xhibit G relate to either the change in underlying legal authority (e.g., 
the Exhibit G procedures address how to handle section 702 targets who enter the United States) 
or to use u pdat ed language that has been submitted to the Court in other mirrimization 
procedures (e.g., the Exhibit G procedures feature language for handling attorney-client 
communications that was taken from the NSA and CIA section 702 minimization procedures, 

------ ----
IOR SECRETl/&17.l-ORCONiNOFORN 
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(b)(1 ); (b)(3); (b)(?)(E) � w ell as th e NSA, FB I, 

and N C T C  minimization proc edur es ,  will put N C T C  on th e sain e footing as C IA with 

r egard to u nminimiz ed communications acquir ed pursuant t 

which N CT C  will handl e in 

accordanc e with th e propos ed N CT C  minimization proc edur es submitt ed. h er ewith. 

( U) As th e gov ernm ent's primary organization for analyzing and int egrating all 

.:int ellig enc e poss ess ed or acquir ed by th e Unit ed Stat es gov ernm ent p ertaining to 

t errorism and count ert errorism , N C T C  has a comp ellinglJI for acc ess to 

unminimiz ed communications acquir ed pursuant t 

Th e Dir ector of N CT C  has broad authority and 

r esponsibility within th e Unit ed Stat es Gov ernm ent for "analysis of t errorism and 

t errorist organizations ( exc ept purely dom estic t errorism and dom estic t errorist 

organizations) from all sourc es of int ellig enc e, wh eth er coll ect ed insid e or outsid e th e 

Unit ed Stat es. " 50 U.S. C. § 3056 (i). Its r esponsibiliti es includ e "provid e[ing] strat egic 

op erational plans for th e civilian and milita1y count ert errorism int ellig enc e and 

op erations across ag ency boundari es ,  both in�id e and outsid e th e Unit ed Stat es. " Id. 

§ 3056(f) (l) (B). Th e Dir ector of N C T C  also is assign ed "primary r esponsibility within 

which were updated on this point subsequent to the submission of the NCTC Title I 1 
Procedures). l 
----·---------------�-------------------=---------4--

1 -1 ·----,-TOP SECRET//SI//OR€0NtN@F@RN 
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the United States Government for conducting net assessments of terrorist threats." Id. § 

3056(f)(l)(G). Accordingly, NCTC produces a wide range of analytic and threat 

information for "the President, the Vice President, the Secretaries of State, Defense and 

Homeland Security, the Attorney General, the Director of the Central Intelligence 

Agency, and other officials of the executive branch as appropriate, and to the 

appropriate committees of Congress." See Affidavit of the Director of the National 

Counterterrorism Center, DNI/ AG 702(g) Certifications at p. 

1. In addition, "NCTC serves as the primary organization for strategic operational 

planning for counterterrorism, and establishes the information technology systems and 

architectures within the NCTC and between the NCTC and other agencies that enable 

access to, as well as integration, dissemination, and use of, terrorism information." Id. 

Essentially, NCTC brings a broad, interdisciplinary perspective and innovative analysis 

to bear on information related to terrorism and counterterrorism; greater access to 

information, therefore, enhances NCTC's ability to produce counterterrorism foreign 

intelligence information. 

(S//NF) Under its currently applicable section 702 minimization procedures, 

NCTC' s access to section 702-acquired information is limited to information that the FBI 

has reviewed, determined to me�t the standard set forth in the FBI minimization 

procedures, and disseminated to a system or cable to which NCTC has access. NCTC's 

-----
TO.P SECRET//817/0RCQN/NQFORN- :::-- -- --=-= - .=_-=.:: 
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proposed access to urnni nirnized co mmu nicatio ns as detailed i n  the cert ificatio ns 

sub mitted herewith would allow N CT C  to (a) review data i n  its origi nal for m, or a for m 

closer to the origi nal; (b) draw o n  its ow n a nalytical judg me nts rather tha n rely ing o n  

those of FBI reviewers; (c) view data as soo n as it e nters N CT C's raw syste ms ,  rather 

tha n wait for it to be reviewed, ide ntified as meeti ng applicable sta ndards , a nalyzed, 

a nd disse mi nated; a nd (d) apply N CT C's analytical tools i n  the co ntext of all 

i nfor matio n in N CT C  syste ms. 

(TS//SI//NF) The Court has previously reviewed a nd per mitted the FB I to 

(b)(1 ); (b)(3); (b)(7)(E) 

The Court was "persuaded that 

bri ngi ng N CT C' s expertise a nd resources to bear on the i mmediate a nalysis of U'!!hP'S• 
., .in co mpariso n with its world ng with derivative reporti ng after it is prepared by 

the FB I, will enha nce the gover nme nt's ability to ide ntify , extract , a nd exploit 

cou nterterroris m infor matio n," a nd that the FB I' s provisio n of u nmi ni mized 

co mmu nicatio ns to N C T C  is co nsiste nt with the require me nts of sectio n 180l (h) (l). See 

• Me m. Op. at p. 7 (PISA Ct. May 18, 2012). Sfoce 2012, N C T C  has successfully used 

u nmini mized co mmu nicatio ns provided by the FB I to ide ntify terroris m linkages a nd 

- ---
-TOP SECRET/181/LORCON/NOEORN 
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produce leads for operatio nal age ncies. For example� usi ng such commu nicatio ns ,  

N CT C  

The i nformation developed by N CT C  was provided to NSA, FBI, a nd C IA. 

.{S/INFT The proposed N C T C  mi nimizatio n procedures are desig ned to 

mi nimize the "rete ntio n, a nd prohibit the disseminatio n of no npublicly available 

i nformatio n co ncer ni ng u nco nse nti ng U nited States perso ns co nsiste nt with the need of 

the U nited States to obtai n, produce , a nd dissemi nate foreig n i ntellige nce i nformatio n." 

50U.S. C.§1801 (h )(l ); 50U.S.C.§1881a (e )(l ). For example , N CT C  is required to mark 

all i nformatio n acquired pursua nt to sectio n 702 a nd provided to N C T C  i n  raw form. 

a nd restrict access to such i nformatio n o nly to appropriately trained N CT C  employees.9 

9 (U) The NCTC minimization procedures attached herewith as Exhibit G generally refer to 
"NCTC employees/' a defined term. In one instance, however, the procedures refer more 
broadly to "NCTC personnel." Specifically, in Section E., "Information in FBI General Indices," 
subsection 4 provides that "NCTC personnel may only access FBI general indices, or review 
section 702-acquired information from FBI general indices that has been ingested or transferred 
into NCTC systems, if they first receive training regarding these limitations." Ex. G. at p. 14. 
The reason for this difference in language is that "NCTC employees" does not :include assignees 
from other agencies, and NCTC needs such assignees to have access to minimized info1malion 
in FBI general indices, but not raw section 702-acqu:ired info1mation. Titls language regarding 
"NCTC personnel" is consistent with the language in the 2015 NCTC Section 702 mi.J.tlmization 
procedures-pertaining to access to minimized information in FBI' s general indices. See also 
Government's Ex Parte Submission of Reauthorization Certifications and Related ' 

-- - --·-----+T�O"'P�S'HE�C-1R�£,..,...T,_,/�/S-wlrr//t--10-�R<TC-.O+tl'"¥'�H''l'1111olO,..,.f¥10l-f'ttR-t"ON1---�--_-_-_ ------,----=r-
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See Ex. G at p. 4. Qu eries of such information must b e  "r easonably likely to r eturn 

foreign int ellig enc e information , as d efined in PISA." Id. at p. 7. Moreover , raw 

information , including m etadata , is sub j ect to a sp ecific r et ention schedule and sp ecific 

protections apply to attorn ey-cli ent communications and the dissemination of . . 

information that contains nonpublicly availabl e information of unconsenting U.S. 

p ersons. Id. at pp. 5, 8-12 . The proposed N C T C  minimization proc edur es also provid e 

for r etention and diss emination of information that is evidence of a crime , but not 

foreign int elligence information.10 N C T C  may only r etain or d
.
isscminate such 

Procedmes, Ex Parte Submission of Amended Certifications, and Request for an Order 
A S h C tifi ti d A d d C tifi ti I DNIIAG 702(g) Certifications . . � 

at 26 (filed Aug. 24, 2012). 

1�S//HI9- Specifically, the proposed NCTC minim.ization procedmes state that 
"[n]otwithstanding other provisions of these minimization procedures, information that is not 
foreign intelligence information, but reasonably appears to be evidence of a crime that has been, 
is being, or is about to be committed, may be retained and disseminated (including United 
States person identities) to the FBI and other appropriate federal law enforcement authorities, in 
accordance with 50 U.S.C. §§ 1806(b) and 1825( c), Executive Order No. 12333 (as amended), and 
any other applicable crimes·reporting requirements or procedures." Ex. G at p. 4. h1 its Opinion 
approving FBI' s provision of raw FISA Title I and ill information to NCTC, the Court found this 
identical provision met the definition of minimization procedures in Section 1801(h)(3), which 
specifies that minimization procedures shall "allow for the retention and dissemination of 
information that is evidence of a crime which has been, is being, or is about to be committed 
and that is to be retained or disseminated for law enforcement pUl'poses." ' · 
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information for a law enforcement purpose. As this Court is aware, NCTC is not a law 

enforcement agency. NCTC' s authorization to' retain and disseminate evidence of a 

crime that is not foreign intelligence information-for law enforcement purposes only-

is intended to provide NCTC, like NSA and.CIA, with the flexibility to handle such 

information as necessary to fulfill its crimes reporting obligations, and to respond to 

any unanticipated need to retain or disseminate such information, while remaining 

consistent with 50 U.S.C. §§ 1801(h)(3), 1821(4)(C), and 1881a(e). 

-{S//NFf While NCTC does not engage 'in its own collection under section 702 of 

the Act, the proposed minimization procedures for NSA and FBI allow NCTC to receive 

collection avoidance information from NSA and FBI. See Ex. B at p. 13, and Ex. D at p. 6. 

The proposed NSA and FBI minimization procedures submitted herewith allow for 

information sharing with NCTC for colle.ction avoidance purposes because, inter aliri, 

(S/iNF) However, for section 702-acquired information obtained from FBI's general indices that 
NCTC determines.is evidence of a crime, but does not reasonably appear to be foreign 
intelligence information or necessary to understand or assess the importance of foreign 
intelligence information, the crimes reporting obligations outlined in the proposed NCTC 
minimization procedures would not apply. See Ex. G at pp. 13-14. In these instances, the 
section 702-acquired information would have already been acquired, reviewed, minimized, and 
disseminated by the FBI, a law enforcement agency. Thus, NCTC would not have a need to 
retain the information, and "[i]f NCTC discovers any section 702-acquired information 
transferred from FBI general indices to NCTC systems t�at NCTC determines is evidence of a 
crbne, but does not reasonably appear to be foreign .intelligence information or necessary to 
understand or assess the importance of foreign intelligence information, NCTC shall pJomptly 
remove such information from all NCTC systems." Id. at p. 14. 
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while N C T C  does not e ngage i n  its ow n collectio n, a situatio n could arise in which 

N C T C  is able to use the collectio n avoida nce i nformatio n .to c01mect the dots a nd find 

a nother sectio n 702 target who also should not be targeted. In additio n, the i nformatio n 

shared for collectio n avoida nce purposes is ge nerally o nly that which is necessary. For 

example, with regard to NSA, whe n FB I or C IA nomi nates a selector for sectio n 702 

acquisitio n, (b)(1 ); (b)(3); (b)(?)(E) NSAchecks a 

specified database duri ng the taski ng process to e nsure that the selector has not bee n 

previously ide ntified as used by a U nited States perso n or a perso n located i n  the 

U nited States. If a C IA, FB I, or N C T C  selector is not tasked pursua nt to Sectio n 702. 

(b)(1 ); (b)(3); (b)(?)(E) because it was flagged i n  the above -noted NSA database, 

the n NSA would i nform the releva nt age ncy of the flag without providi ng additio nal 

i nformatio n. N C T C  would thus be o n  notice that the selector may not be suitable for 

future taski ng, but would not be provided a ny detailed i nformatio n regardi ng the 

selector. 

(SI/NF) For. the reaso ns provided, there is cou nterterrorism a nd a nalytic merit to 

the NSA a nd FB I shari ng with N C T C  raw i nformatio n acquired u ncle 

. The gover nme nt respectfully 

submits that the proposed NSA, FB I, a nd N C T C  :mi nimizatio n procedures submitted as 

Exhibits B ,  b, a nd G ,  respectively, meet the defi nitio n of :mi nimizatio n procedures as 

TOE SECRET//81/iORCONiN.OEORN 
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required by the Act, see 50 U.S. C. §§ 1801 (h )(l ), 1821 (4 ), and 1881a (e )(l ), a nd that the FB I 

targeti ng procedures submitted as Exhibit C to D NI/AG 702 (g )  Certif ications 

re reaso nably des igned to ensure that a n  acquisitio n authorized 

pursua nt to subsectio n 702 (a )  of the Act is l imited to targeti ng persons reasonably 

believed to be located outside the U nited States, and preve nt the intent io nal acquis i tion 

of a ny commu nicatio n as to which the sender a nd all i nte nded recip ients are k now n at 

the t ime of acqu isition to be located in the U nited States, see 50 U.S. C. § 1881a (d ). 

(U ) Additional Changes to the FBI Minimization Procedures 

1. (S//NF) Revised rtRillltDIIMf#IW� Language 

(SI/NF) The governme nt has modified the la nguage i n  the proposed FBI 

minimizatio n procedures, submitted herewith as Exhibit D, to permit the retention of 
(b)(1 ); (b)(3); (b)(7)(E) 

sectio n 702 -acquired i nformatio n subject to a 

(b)(1 ); (b)(3); (b)(7)(E) 

(b)(1 ); (b)(3); (b)(7)(E) 

See Ex. D at p. 

25. The curre ntly applicable FBI mi nimiza t ion procedures do not address the FBI' s 

rete ntio n of sect io n 702 -acquired i nformatio n that has bee n improperly collected but is 

o therwise subject to a (b)(1 ); (b)(3); (b)(7)(E) 

(b)(1). (b)(3) (b)(7)(E) See FBI 2015 Minimizatio n Procedures at pp. 24 -25. Both the 

1 9  
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currently applicable and proposed NSA and C IA section 702 minimization procedures 

address the retention of improperly collected information subject to a (b)(1). (b)(3). (b)(7)(E) 

-and the government has modified the proposed FBI minimization 

procedures to be consistent with the existing provisions in the NSA and C IA 

minimization procedures. See NSA 2015 Minimization Procedures at p. 9; C IA 2015 

Minimization Procedures at p. 11; Ex.B at p. 9; and Ex.E at p. 11. 

--(8HNF) Under the proposed FB I minimization procedures submitted herewith, if 

FB I and NSD determine that FB I shall retain specific section 702-acquired information 

(b)(1 ); (b)(3); (b)(7)(E) 

See id. 

2. (S//:NF) Clarification on Applicable Age-Off Period for Information that 
Appears to be Encrypted or to Contain Secret Meaning 

(SI/NF) In its 2015 Memorandum Opinion, this Court suggested that the 

government make explicit in the FB I's minimization procedures the applicable age-off 

equirements-for-raw-section -?-02=acquired -information-that appears-to -be-encrypted -or 

TOP.:SECRETHSI//ORCDNlN.OEO.RN ---�---_-_ , --
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to contain secret meaning. Specifically, the Court stated that "[tJo avoid confusion 

regarding the applicable age-off requirements, the government is encouraged to make 

this calculation methodology [for section 702-acquired information that is encrypted or 

believed to contain secret meaning} explicit in future versions. of these procedures." See 

2015 Mem. Op. at p. 20 n. 19. To address ·the issue raised by the Court, the government 

has modified the language in the proposed FBI minimization procedures to clarify that 

the retention time periods described in the procedures (b}(1 ); (b)(3); (b)(?)(E) 

See Ex. D at pp. 

26, 28. The government respectfully submits that this proposed calculation is consistent 

with the need to obtain and produce forejgn intelligence information while minimizing 

the retention of nonpublicly available information concerning United States persons. In 

addition, the modified language is consistent with a similar provision in FBI' s Standard 

Minimization Procedures for FBI Electronic Surveillance and Physical Search 

Conducted under the Foreign Intelligence Surveillance Act, effective August 15, 2016. 

See Standard Minimization Procedures for FBI Elech·o1uc Surveillance and Physical 

Search Conducted Under the Foreign Intelligence Surveillance Act, 
(b)(1 ); (b)(3); (b)(?)(E) 

I 
et al., at pp. 41-42 (filed May 1 7, 2016). 

---- ---- TOP 8ECRET//SI//ORGON/NOF@RN 
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(U ) Reporting Requirements from the 2015 Memorandum Opinion 

�I n  th e 2 015 M emo ra ndum Opi nio n, th e Cou rt o rd ered th e gov ernment to 

submit w ritt en repo rt s o n  th ree sp ec ifi ed i ssu es: (i ) N SA's ret entio n of c ertai n 

info rmatio n i n  it s d syst em s; (ii )  N SA' s o r  CIA' s invocat io n  

of a p rov isio n allow ing d eviatio n f rom th ei r  mi nimizatio n p roc edu res "to compl y w ith 

sp ecific co nstitut io nal , judicial , o r  l egi slat iv e  ma ndat es" (d esc rib ed abov e); a nd (iii ) 

FBI' s u se of U.S. p erso n qu eries in sect io n  702 -acqu ired co mmu nicatio ns that a re not 

d esig ned to fi nd a nd ext ract fo reig n int ellig enc e  i nfo rmatio r:i. See 2 015 M em. Op. at p. 

78. Sepa rat el y, in it s 2 015 M emo ra ndum Opi nio n, th e Cou rt o rd ered th e gov ernm ent to 

app ea r  at a h ea ring rega rd ing c erta in id entifi ed complia nc e  matt ers, i ncludi ng N SA's 

pu rgi ng of data f rom it s repo sito ry. See id. at pp. 59-60, 7 9. The 

gov ernm ent p rov id es th e follow ing updat es co nc erni ng each of th ese fou r issu es. 

1. (S//NF) N SA's Ret entio n of Data i n  

{TS//SI//NF) In th e 2 015 M emo ra ndum Opi nio n, th e Cou rt di rect ed th e 

gov ernm ent to repo rt fu rth er i nfo rmatio n rega rd ing N SA' s ret entio n of c ertai n 

cat ego ri es of i nfo rmatio n fa N SA' s d tool s. Id. at p. 78. I n  

respo nse, o n  Dec emb er 18 , 2015, th e gov ernm ent submitt ed a d etail ed d esc riptio n of it s 

th ree-pha sed pla n a nd t im el ine fo r add ressi ng th e issu es rai sed b y  .th e  Cou rt . N SA 

commit ted to (1 ) ag e-of f h isto rical PISA-acqu ired info rmatio n in a nd 

TORSECRET//SI/lORCON/NOFORN 
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according to the time periods set forth in the relevant minimization 

procedures; (2) delete all historical data subject to section 1809(a)(2) from 

and and (3) delete from and (a) incidentally 

acquired commurucations of or concerning a Unite
_
� States person that are clearly not 

relevant to the authorized purpose of the acquisition or that do not contain evidence of 

a crime which may be disseminated under the minimization procedures; (b) attorney-

client communications that do not contain foreign intelligence information or evidence 

of a crime; and (c) "any instances in which the NSA discovers that a United States 

person or person not reasonably believed to be outside the United States at the time of 

targeting has been intentionally targeted under $ection 702 . . . . " In response to the 

Court's Order, the government provided the Court additional information regarding 

the retention of information in nd at a section 702 

compliance hearing held on February 11, 2016. The government provided an additional 

update to the Court in the supplemental letter discussed below. 

(TS//SI//NF) In a letter filed with the Court on September 22, 2016, the government 

explained that NSA completed its three-phased plan noted above and that all data 

collected as a result of unauthorized electronic surveillance as well as all other 

categories of information subject to purge or age-off pursuant to its section 702 targeting 

___ and minimization procedures have been removed from 

TOP SECRET//SI//ORCON/NOEORN 
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In addition, NSA completed the design and implementation of measures to ensure that 

prospectively all such information will be timely removed from the two systems. As a 

result, the goverrunent assesses that NSA has completed all work necessary to address 

the issues identified in this matter and to bring into 

compliance with statutory and minimization procedure requirements regarding purge 

and age-off. 

2. (U) Compliance with Certain Legal Mandates 

(SH-NF) As described above, in its 2015 Memorandum Opinion, the Court 

also raised concerns regarding the potential scope of a provision added to the 

NSA and CIA minimization procedures in 2015 stating that "[n]othing in these 

procedures shall prohibit the retention, processing, or dissemination of 

information reasonably necessary to comply with specific constitutional, judicial, 

or legislative mandates." See NSA 2015 Minimization Procedures at p. 1; CIA 

2015 Minimization Procedures at p. 4-5; and 2015 Mem. Op. at pp. 21-23. 

Accordingly, the Court ordered that "[t]he goverrunent shall promptly submit in 

writing a report describing each instance in which NSA or CIA invokes [this] 

provision[.]" 2015 Mem. Op. at p. 78. Each report is to "describe the 

circumstances of the deviation from the procedures and identify the specific 

mandate on which the deviation was based." Id. The government has not filed 

'f'.0� SECRETf/SI//ORCON/NOF-ORN 
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any such reports since the Court issued its 2015 Memorandum Opinion because 

the goverrunent has not invoked the provision at issue to deviate from NSA' s or 

CIA's section 702 minimization procedures. 

3. (S//NF) Certain FBI Queries Designed 'to Identify Evidence of a Crime 

(Sf/NF) In addition, the Court found in its 2015 Memorandum Opinion, inter alia, 

that the querying provisions of FBI' s minimization procedures sh·uck a reasonable 

balance between the privacy interests of U..S. persons and persons in the United States 

and the government's national security interests, and found that FBI's use of those 

provisiox:is to conduct queries designed to return evidence of crim�s unrelated to 

foreign intelligence did not preclude the Court from concluding that taken together, the 

FBI' s targeting and minimization procedures submitted with the 2015 Certifications 

were consistent with the requirements of the Fourth Amendment. See 2015 Mem. Op. at 

pp. 44-45. The Court also noted that, "according to the government, FBI queries 

designed to elicit evidence of crimes unrelated to foreign intelligence rarely, if ever, 

produ�e responsive results from the Section 702-acquired data." Id . . at p. 44. To 

"reassw·e itself that this risk assessment is valid," the Court reguired the government to 

submit in writing a report concerning each instance aft.er December 4, 2015, in which 

FBI personnel receive and review section 702-acquired information that FBI identifies as 

concerning a United States person in response to a query that is not designed to find 

TOP SECRETJ/SI//ORCON/NOFORN 
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and extract foreign intelligence information. Id. at pp. 44 and 78. Such reports are to 

include a detailed description of the information at issue and the manner in which it has 

been or will be used for analytical, investigative, or evidentiary purposes. Id. at p. 78. 

The reports also are to identify the query terms used to elicit the information and 

provide FBI' s basis for concluding that the query is consistent with the applicable 

minimization procedures. Id. 

-(S//NF) In a letter filed on December 4, 2015, the government noted that there is 

no automated way for the FBI to track whether a query is run solely for a foreign 

intelligence purpose, to extract evidence of a crime, or both. However, the December 4, 

201.5 letter detailed the processes FBI put in place to attempt to identify those queries 

that are run in FBI systems containing raw section 702-acquired information after 

December 4, 2015, that are designed solely to extract evidence of a crime. In addition, 

the December 4, 2015 letter explained that FBI had issued guidance to its personnel 

about this reporting requirement and the process to enable FBI to centrally track such 

scenarios and report any such queries to NSD that would fall under the reporting 

requirement described above. Additionally, NSD conducts minimization reviews in 

multiple FBI field offices each year. As a part of these minimization reviews, NSD and 

FBI National Security Law Branch have emphasized the above requirements and 

processes during field office training. Further, during the minimization reviews, NSD 

26 

ACLU 16-CV-8936 (RMB) 000216 



All withheld infonnation exempt under (b)(1) and (b)(3) unless otherwise noted Approved for Public Release 

TOP SECRETl/SI/IORCON/NOFORN 

audits a sample of queries performed by FBI personnel in the. databases storing raw 

HSA-acquired information, including raw section 702-acquired information. Since · 
December 2015, NSD has reviewed these queries to determine if any such queries were 

conducted solely for the purpose of returning evidence of a crime. If such a query was 

conducted, NSD would seek additional information from the. relevant FBI personnel as 

to whether FBI personnel received and reviewed section 702-acquired information of or . . 

concerning a U.S. person in response to such a query. Since the above processes were 

put in place in December 2015, FBI and NSD have not identified any instance in which 

FBI personnel have received and reviewed section 702-acquired information of or 

concerning a Uruted States person in response to a. query that is not designed to find 

and extract foreign intelligence information. 

4. (S//f'-fF) NSA' s Pur in of Data in 

(TSh'SI//NF) In a letter filed on September 22, 2016, the government provided an 

update on NSA's age-off process for FISA-acquired information in an 

NSA mission management system. In prior notices filed with the Court on July 10, 2015, 

October 5, 2015, October 28, 2015, and January 14, 2016, the government explained that 

with the exception of section 702 upstream data acquired prior to October 31,. 2011, and 

not otherwise exempt from purge because it was not identifiable as section 702 

upstream collection, NSA had removed from 
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associated with purged section 702 collection nor records of domestic communications 

that had been marked in another system with the disposition coderq>p11 and added to 

NSA' s Master Purge List (MPL).12 NSA implemented the necessary system changes to 

effectuate the deletion of records in ssociated with identifiers that are 

on the MPL, irrespective of the authority under which the data was acquired or the 

reason for the purge. The January 14, 2016, notice indicated that NSA was continuing to 

address the removal from f historical section 702-acquired records 

subject to purge, as well as records of domestic communications that had been marked 

in another system with the disposition. code RI and added to NSA' s MPL. As of 

February 2016, NSA completed the removal from of historical section 

702-acquired records subject to purge, as well as records of domestic communications 

that had been marked in another system with the disposition code [IIM and added to 

NSA'sMPL. 

11 (TS//SI//NF) In accordance with NSA' s Standard Minimization Procedures for the relevant 
authorities, communications fitting specific characteristics (e.g., FISA Title I or section 702 
communications identified as "domestic communications") must be destroyed unless an 
exception is applicable. As previously described to the Court, to implement this destruction 
requirement, NSA personnel mark domestic communications that should be destroyed with the 
disposition code[IW 

12 (81/NF) Following the Court's May 13, 2011, Order regardin 
collection in NSA began deleting from ecords associated 
with Title I and section 704/705(b) collection that NSA deternune were SU ject to purge in 
connection with compliance incidents reported to the Court in Rule 13 filings. -----
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(.S//NF) In addition, as noted in the January 2016 notice, is not 

configured to age-off PISA-acquired information pursuant to the relevant minimization 

procedures, with the exception of section 702 upstream data acquired prior to 

November 1, 2011. As of August 3, 2016, NSA aged-off from section 

702 information identifie.d as being over the retention limit pursuant to the retention 

time periods in the section 702 minimization procedures and, moving forward, is aging 

off section 702 information in rior to the information reaching the 

applicable retention limit. Furthermore, as of September 4, 2016, NSA has restricted 

access to FISA Title I information identified as being over the retention limit in NSA' s 

FISA Title I minimization procedures to system administrators. As a 

result, analysts and collection management personnel no longer have access to FISA 

Title I data in that has reached its retention limit. NSA plans to 

remove over-retained FISA Title I information by the end of December 2016. While 

moving forward with age off, NSA is performing verification activities to ensure 

appropriate age off of PISA-acquired information. 
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(U) Conclusion 

(Sf/OC/NF) DNI/ AG 702(g) Certifications ontain all 

of the elements required by the Act, and the targeting and minimization procedures 

submitted with these certifications are consistent with the requirements of the Act and 

the Fourth Amendment to the Constitution of the United States. Likewise, the amended 

minimization procedures to be used in connection with foreign intelligence information 

acquired in accordance with DNI/AG 702(g) Certifications 

re consistent with the 

requirements of the Act and the Fourth Amendment to the Co!lstitution of the United 

I 
1 States. Accordingly, the government respectfully requests that this Court enter orders 
I 

pursuant to subsection 702(i)(3)(A) of the Act approving: DNI/ AG 702(g) Certifications l 
! 

the use of the targeting and minimization procedures 

I attached thereto as Exhibits A, B, C, D, E, and Gin connection with acquisitions of 

foreign intelligence information in accordance with those certifications; and the use of 

the minimization procedures attached as Exhibits B, D, E, and_ G to DNI/ AG 

Certifications n connection with foreign intelligence 

information acquired in accordance with DNI/AG 702(g) Certifications 
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Respectfully submitted, 

John P. Carlin 
Assistant Attorney General 

StuartJ. Evans 
Deputy Assistant Attorney General 

By 

Office of Intelligence 
National Security Division 
U.S. Department of Justic� 
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