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INTRODLIQTION 
Overview 

metutiono Threat enter Stetion.(1qTCS) in te:FBrs- Colniteittagrinn 
Divi$Ion is the focal point fpr- all direa idoxmatian,preliminpry analysis, sp.4 assignment 
for finitiediate-attioniandletnOrgilig-IntArii0tioa. Terrorism #410P014050-Tetitrttta 
ligeols.PlecOixigto-thqfklit 	-therhivatNicgabating trnitOW):44 -the. 
piiinary. respOsibUity.tor sopportiiig.tp.Fj3rwrol0 41,44441. 
apinsturroristn 	t-111.9110 .coordinstion*itlittiPiektOf&es, L60 Attaches, 
and tag government agencies, TMU collects, assesses, disseminates, and 
all threat inforintitioir 011604 of retdivabytheTa A 404040143/4itki TMU the 
Threat Review Unit (TVA anglyze$-.4te threAtinforrnadcopthatis .cated isuopler10 
identify tren4s:and:pitpags.106;matiOaligOdttets110t si1ali64110;64, 

To help it accomplis its•2001; tiSiadevelcipe4 the Giaulian:r trig;talit 
6))03).an:isanintonlatioute6lindlggy'systtnittmintiine4 athe Secret 1.4v4010t, anow0 
IniVaRoto04$0416/0**Aiiity reports (SARs) n10,4619 #100taiiiitei_440*$Ai4.. 
1)1AinforgpiF:ed. ,* to  46tc.4040  which, ones warrant additionalinvestigative-follow-up. 
Gnatoliiin's:*igi,40.10.flit:UPOt .td:i)1404ge..Pai07.1nit*tatiligat;t011 )0kakv 

..*kingi and iiii11460.1611t,of threats todetenniiie within a shortime sj,an004$ ,  Or 
:1005..wilOtetAV*, kt.XOtto4igutiXbe..,0004bg ye-04 for an investigation.. 
:Grdiaiso-facilitatestheTRu's workin performing its analytical functions because' 
:-.tite X01)00 are, available 'for fattet,mand4Ton4 ,4...n!ilY44.. 

BPPACI40'01111:613-14940t62 egogwaintqiiiteilikOn0A0001144A4 Terrorism 
-Prevention Act os.* -e1i.as itt other tailitesliti(iEntittvo Weft and iitlhd*ion41 
:**,gyfot,  Orgt)4thiglijgotisto, to stgoofortsgt , 10910logviiiptilsrfederal, apd 
;40e, 100.piklAtifit(1.,$)-loiertforaorlifiktit. 	Woo isropagsvotogeta 
-unclassified' version of its Guardian Program --604.4604140.-140040Tratii.46 
participating 	a tiorwa.sySt6ii#9t6:4904 ,9114*690-iint, 
unclassifledinternet nètwark-that.ivillbe aceesscd-tbrou1aLaw til9t660,64.0dine, 
(49). Ihdbits.4114 are contributed to 	 appr9vaj , will be  

-4cassi*to :iptofaffkotWttOit,sp4tAtiVO'bfofhottalerd1;10 645it6r,n6iit,partnçrs 
'and Sttlaw enforcement partners. 'these SAlts..S.hou14.-hplp ,ts6ititste si1ngii61101 
awareness with  respect  V.Vcit0441Atiod‘ithicat4.  "Sharing  tht* reports should 
eliminate -aid'orad.idtkpitt taxittirOtiotatio htiAitileriis that otherwise 'delay 
communication, of Lb ii  ii0-141tt* Worthatii)4.t41im;p04apir -t9,61111anc6A1± -0046961. 
,*).00tY.ilost4re,  

InfOrmatlqn, Sporcos ,  
The th:04:14041,4013:10 becot4144410:.4ill44101:1314Y-Oblei. 	00. 

jOur 	un61kOidea,:ihroiniittow .fibtitthe FBI's Gu ian, system (2) i:epotts from 
othir federal:iagencies vithtesytIfOgogileig-411.010.5,:iitOiliaiAttoiltpdOnfs ,of the 

e.buar+:tian'Piogramvav0te iubfixtof ativapylipact...Assesp:vattated.ApiLii.i 2005: 
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DeparimentofFlomelandSeottrite ad;law enfOrgententinvestiltative 	witilbyth0 
Pegattment ofVefenso?‘and-(3)*Ws.eontribute0y:SIZ, 1.4w enfroeteent, 

Unclastified &iron:nation:from 	sOtemthatAipeatstohave a 
potential no to-  terra 'riga willte passed down to eOtt ardianovhere it wilkbe available 
for viewingby the p artitipantt of eGitardiakineludinehose.ingitnb. Ors' ot wr law 
enforcement and representatives of other federal law enforcement -  agencies that have 
beengivenpetnaslon to:aceets the eGnardiansystem. 

rkir, the infonnatiOn coming from other fedetat agenei0 -withiaWAnforeenlent 
Innotions, *hiding 01,:tmelastifledreporting passedflirongt Gnaiditraltpress; TMU 
willconduct the initiatscreeningetfederal *131400. activity -TO:Ott, .other thgagptA. 
bylaw,  enforcement inveStigative:services within Dop. Suspicious activitx reports from. 
law enforcenaentinVeStigative setyieetVit*IDOO will :.b•9001lY44.417.1.0),0).**IL 
center-a6Otilioligiott for tfattheriletOgillitiOti:Atialer t,1.1 .0, itif0.414th511,V4111114: 
.contrlingion to iOnardiar,(lakieled as the gharedbata4ositoty (Stt) ,  onbilgtam Li 

Suspicious hitiVityteports.frOni'AT partners let.be.giiitniftojto the 
appropriate .State or Local Ousien center:for atinliiaraxttlysis1)10. Irthe:Pnsion dentep. 
'accepts 4,tePOit at demonstrating apotential nexus to fernatisttaWillhetiibinitted16: 
thoiSifilt •arid :then mint° Ongasnfor the ftito analyze further to:deternait4if 
.1Mrestigativeactlonaf.the tedereitlevel is warranted , Additionally; Oncettte:tepottiajn 
•die SDROtwiltbe.a*lable fOrfvieWingbj,,tliep'artidlpaiiis•efeGOatdian...' 

Pm $3491i; OfilVsg **get', ihost reports thatapper to have, 00 PgagexP# to 
•-tootidiix*ittbe 440.44.0"; 0-i3Ottitttiti,$Stdi.liTO further ana1ysts Incidents ai4thrts 
that arefound to- warrant investigationsWilribe assigo4i tifnp*dlani to vmerobproforie. 

Tei 	tot*(ir1Fi).19.01i00i40; 'A 5.0 TPL4 :  olottpi:cof 
Theirfirs*e04risaiitinliktitiifi3t4thdtit ,Ofaceit 

wholtre-deputized-nt.foc*U4Otsi*w614slaW.041Pre4.410'age*4-Ont other federal 
atullhOipp***01 

t)efensc: the Jij ihaveheptimaryresponsihility 	 ter.urtsttbreats 
:evots,m4-0siotOttsrt4,001ties*itSkil***.netis:0#4414,  

11i6equaidiantyttettHivilthetseWrecorditeirld*,:soiti:-tnd.ptiOritite;these 
Pourite4g1-004 t110gt5.*14,0spipkOt gtivitY*14041 .411440heit)fot4a00101 
law Onforra4liehti*M0 who *4,111 ic.Osi:tho,..6000104.SPR thix*Ii-A1440iit nterast  
:dtoupaceessedithxonghI20. Inwenforgementagene* thghaver .eonAtitipted • 
101:024tiqn,v4irlikOe reA044**itO access  ? to  t1****ifkOgaiti;  order to update 
iheimii.s.iie*.s1i0. Other laW enfoteenientpatineti haVet4d-OnlY aces tO the  

	

:2 	The.sainclueFetteratitirMarshabiervition'and'eustams EnroMentent; 

	

- 	 .,, 

Customs anailardearotcction, and the Viliterttfalea 0:14,% Guard. • 

	

'.1 	theseintlarleiherAmytkehrthuHiloves,tigefoneAtansitici (0,D).ithwilesaftriminat  
Investigative $ervice,* the ikirForcet0s-ofSimiallavosf4gatkirts, 'Odor tiottzonvotogs with 
f0)xciaopetiortlaw:liforgementarregr authoriirttiyAsopiticipattinodardiani.:Pdhts thO.N 1POn,  Forecillgoteotion ;Agency, 

3 
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DR. to ensure appropriate dissemination Oft:se ,  eimiritertettotist4 
activity incidents, 

Review -Process 
tirOugboutihe faitiaLlkeatreportingpro was, regardless of where the: report 

.origirtates, 	determination isallado orgooriev.talo ,terrotraro,r the informatiormilitot 
be added:to tbe eguardiatiSpti„ Ad4itibigtuy,ei tbe Vu;sioa. _Cowrie/4:0e .igrotalation, 
will be.deleted. If a clear :dOteriaiiiatianis bide. of `'.aftexiis 10:tedoliW.thO 
tfd4h.atioANcetl*'PP;St4d*Cgt10-4*00:044totSpifOrflittb:Pr44s0441atiQW41# 
.gieb- ca. to :0441@ti.far,4146isii; If 4.et.4010410.4,604 fie04:0 .**144444ieg4.10 
.tetroris 'hot ;wither canoos* discouritett .the information4illbe addedlo "the 
'Wqa.0144sP.WtOttaltieto-Pn(ktila.ocigavis. 

iii eepirig. rich ttidittoitiodvefiatuttintipiA 4a- for: Late 
itital*ace:Vstgils:0400;0:. ....,iote oticiox4gOitY`fOggs*tblY tliir 4  !at,d'orY(teporta 	phiOlt.a!tleteraii.oattioir.abliatboliriadeAetbifor. 
terroriaol•exists)willtbeiret*Wor aperiod ,ofAve,yearaarid:wilrbeaged4or analytical. 
:13`0.0004s:40/OrP.,'40ii0:&e. :(tOtt:4 ..,,,:60thiria4,0.044*114'.40,40,1itrattAVV.ktlfe: 
•systeetto be flie.prOeity:oitbe;stioiriitting4encX therefar0; gloat ittalpiaittag sags* 
4-ofm)tist. krgporfiyergito**40:fe;sy'ste*titio.vtilitNO:vglrelrIllAk***Kt 

er`wise;these  
.analyses. 

,Utte-.AcceteStatkity - 	- 
'1IO-6011ardiailiy*toiailiiltitsaritimslatencioNiatiaslinid:otharidLios 

Protoct*. i4YWilg•almiforq usqgMelACA:0 ogcltage.1V-Vr.. WY:e;OrMV 144*tY.. 
0004yz*OigiOgidiOA41:#xxci:.ByAgoii**11,get og**0.1.11fofaT4op Sri 

aOcatothe•tusforiteatet bitMUpolioieti wilicbrefidot 	oits0,  and.. 
:14118agr 014.§PoStY.004.1th P****tftcligitdia4. .41i'l;g000:,1**quirp510 40e.gf0 
..._.t4401:40$411:.■011W..1.iitii:d144"Jit407,.ti):.ft**jit,-.4400411 :41t**•10.04 , 

 be-reOireit. to:tompleto•rObas.t ayslepl•ttrittOretbaiwilt itiOorporate:ogriagiatEpageigg 
arK14)roge41:410.•4040."-Pi4400aprOdi4iviladttii* Audit 4Putf014.,Wilti*000144 ,1A: 
.'dhaare:ibAt;:the .use.Of:eatiaidianiattirgistent.ivitiiiti4ntendad,porposa, 
'- 	•  

' Privacy, 
	)saran 1...,.441.:Pnay.4:14riik (MOP! Otik --00610.4:*** ,d07117#141.t..t. 

"rkivacY. IntliitgAssess.in* -  Datali- inP#P at an  lnittOtlaV* 41iffeilest ar; 
'enif.000,(creilicingposerflocitAktrifin,raildn.ePp.04!* tfi.t04404.#49:teirori:74. The 4fdikCiicx , 

 bataInpni..2one'retti*ent$:knieiii40000n104141 
nexus.olen'arism, 	'Celiw:74;finOtigniont Zdne...repftentS4 vcitinglAnrinkiliecuebq* 
•these reports.-,:are :shared Ntsiar v6itardtiatpaiifelp4t4 	 LtiOhOeCtkic , 

 .itifOrmaiton chewing:mg actnalknccur,- audit a ileterinbiaticirhas:Wziorleifiabtlie-repaiOns knctentici: 
lictus to. icrnmisni. The1Ifi •role is 47• serve - Irotkix ,cantribtPr. of4f91 nretton:filbm*:"Ouernitthir 
.sycienp anda recipient cjednardilla.reporitihct-nnytaig:agitionnt ;invesii0110niat acleizlerti,4evcii 

4 
• _. 	- 
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Section 1.0 
The System, and the Information Collected and Stored 
Within the.:Syttem .  

Ii What information is to b collected? 
6Guardian waLoilitt-tottotitt thmatif.liktOtiOt And* suspicious activity 

iiaf9onation iming.a.p9tential, nexus to terrorism. "Suspicious activity" is defined as 
ONOrved,belieVintiliatniayte#49arive of intelligence :V.1*ft gr91:04er.atiOna 
:pIannitig-xelaed:toUtt*istiloritTiii* ór .other illicit intention. This definition &s 
consistent witivitip. definition AO* by 4*.lotogoilvIollor7Tifforpitio4.0harig 
tztogimOt(PM/10); $ipigio04otivitliFrnaY*1310.**41***Ybdr attacks0 
probing-of seOgity.plipliotopphytfeyilifogtpotumfaditities. Personally 
iclOiftlfiO1U-100:444040110.0i be  01104 will1011140:4AVglatASIPUI*11, 
'0044 the subject of a*Oita iTididint,such airnainei  &Wand:Sege:an' 
identifying 414011Vt's. PhY4i0a1:dOutiPttOu, 	4004:145 - 

2 From Who* Is the Info41)410h .6060041 
Suspicious-activity reports nridihreats 	ljave:alletentiOnexust9.:terroFiSin 

maybe reported to law enforcement ti914titt0:40#10'.-oill*.k,00thottioriotir IOW 
efeenieiltpeti6iinefiididlabteiti.6 orivestigateactivities. 

Privacy Impact AnSV$14rOIVOnilie: 	..tiveiot 
data 0010100,- 00.410g010.privapyr(sksiOotitiOtt and how 
they. ***0100,51t. 
FBI $91tottpg4PWitY.013911441tategerglAto:',04140:4*4.***4404 

10441.***/%0013**041.tkiiteT*064ptoigno.,381410:§:44,e*:664:0 -xlsttii 
warrant placement of the information into the system. Suspicious aefiVitytepoit&tetion 

LT law enforcement other federal ag:eAci**50610.445fscF*6 .04s.:400,41:A 

P., 4,5_,Pf44igi4g*, ',*1.44 04.y.Osogfor6fOrometiter.spAil"*.i 1400.'6,:' 
.11.140401if thatthe information :tia4sifficieatly*the level that a reportitgioutop4 
to.ealiardian. 

494diaplsets 	ilc ,,a.Okedt:it:a:U. 	'.utthatii u 40000tth0. 
database for updates will bO:nece,S*ti ,  ainterv449 -les*449;30dityoi40:91i be 
encouraged to ensure. that information they have entered initially is suplepiented 

,I*60.00„ -Titithi** ow thatis 4004 fiii,,e6italdian; 
eofittibatolibethIetoaddnótes:thathe1p &nit the contributedidolination. 

seGuardian has:400444 set 9f pidelines:f9r.tilatypeS' Ofinf9m4OU'llig 
a.4iiiott;4,enteit4.ititO the SystOnlyanyvagieifiatiito end% indluding:401113t oi 
pxamoto, n904.47-41.43,:ivsmacTe:ipto.ecnzatdiawbaKcItpielypti ,,tho-iithtgitY:XPr, 
religion of an3400,44y* golois! on the exercise 9154* guntanteed;:bk,dief-ittt 
Amendment or the Iitvitiittecereise'otany othernghts Seented*.iiie ':Oeristlitutieitzt the 
laws of tiieVnite4 States Use l'Ottictia44 Viltii0,149 1014414(lisplayed:.*.iien an 

0 
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iiidMdual accetsatatatiliati:bia he.iatate Nativd to*airittiattkii.friaPlite. Ogr0001# 
to Abi(JOY the5extilAitaOtWagoofthitte4.0ppoOdlo vlowi"Op 94. 

Tn addition, the follotftsivae:e.s.atqcgie. Ofhifopniatloh wilbio11petitht te  .- 
0 be:ehtered into 4Gilardian: 'classi 44,didarmatiort; information:that.diviilgts' statitiid-
methotia Glad teellhkut* Fla 410004 iiiiqmatton;.gtaad0111 40E.04$4;.f0dgt41. 
taxpayer information, ‘aialeAhuiktiatehta;.aoled,c6:04xiacgediiiga.cet(44ati4lwmAit 
source : and Witstes information, Title III subject and '14tereeptinfmOblikand.Oker 
tufoteLtgion. that is .subject to 	KyuaidiatiiPEOF04.MOUOVill 
have personnelAssigheil-;topppitor the system 0:ensgreihatth4e. tatogatia cif 
itiftothation:AttliottOh.003tygghWian. reports. 

All information will bg:subjectto.ihreshold. scteethngby.tT osubmittinglaw.. 
.04thiVeT040ffle.:00:elisr0b0.11.1gAtte#htfhinyptoh4 . 	- rub 	Atto 
Fusion 	4.i.f1:(447.oryfoicsiLtprIto, 
collectively referred to as a crg410P$11)1e'POttiriVi 	elaiiOnid'eater Manatotoht 
Z6ne,:01eqUit#41 la) for a decision regarding addingdiot 	̂..00t010- *V14 

ensure trained law eiiforcemeiitzpesoniellad45t:tiabtsta:Oakbliv 
initial decision that a qltwatrlit.1.,:figgleprpAemti.,  .Fax*tvqx9M;q0.4.4P4..N11. 

i0 ,440-6444:p*gridithottbtfy to.:***thiriitforkopofkw-trvi 
reporter, the reportWs supervisor, and flw4ppriAngrixrilsibie'entitY; . 111t14.0i 

ft-litte4t6.4X1**.wiltri10:::00;1404Wtja  11*0**44 users outside tbi wor 
until .the:repoitis.approvcd at theresponsible entity. lvel. " 

Section 2.0 
The.  fur 

':01100100:01. 	-Wittiirtth*$Y0O : 

the ill_Ontigt. 01;col lected?..3 
The National Strategy for 	 ogi%000404t040*.szthat,t*WAP:001APt 

requires greater flexibility and resilience to confront threats facing our 4tion. 51/010:0: 
transnational terrorism n1.9vgmght*SaeAto, destroy our. way:0We, he collection 
mthrcnation in 	 " —":::::0-44i0g.Nvittkiti4000.14sit4:0*#041gii t4:.„the 

• :ilhasis*eAttl:by- 	ittite44641,tlieto**4:0iiitti4gititoithiii •foriffatloit with 
9104wwitipeniaixtoorings,::,It arso  rcxigig*:stinicilloolf*AcAPTPthe 1*A* 
oftoil;liliiic*100641**0.01044o0Vikkab.O.iiivh*IbifIll'eb4:*tA 	security 
implications. 	 -0'ihatiTh#- 
.0*FtifisoOrar-4401$,403-tPst0.170Viev.741$;,04%.440$11$1*0.4..41-1.4.60*.a,, timely 
manner so thAttbsectirt-be.ftlitigitteikapptopttatoly. R i alsoiier y  itrifiOxttiiiMii4oto4hat.: 
'e0P4rdist, .4 ,atita'Argxyea§eaqk'sfmgy44)1g011101. StgeOraizeill#04fF.#4 
-Oa et'n$ ,diArrealyttilitedtragtioi6416011dotiitfOiAioth Whi...h.Wgrt04440 
tonmaunkation ainonglaW enforcement entities as well as iituatfonat awareness, 

teiTtg ttlborgt100 
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Zig What Spepifiollegal-a4thiptit)as ;.attahOrtiontofandlor  
,agree.ri10019.0.ithor#0 ,-ttikd011eOttoT,OiltitOrmatioh? • 
111.6 ,FBilsjgenetatinvoafigativa. authority in 28V:8A 5n.andits gat 

authority to 004 tooidkin. 28' U.S G. S14' provide dent:01)44i foriliaadtivitie4 
'aWibod tO"OGuandian. 	 1e znmvesfxgating•terrorisra 
an din thp:poilectionotterrorim threat Won:natio -within* United Siates•v 2S .C$ J2.. 
§ 

 
085 and AM ►  inIktionat gamily PidsiOntialtiirdativ46. additioni the 

Int011igenolteforinandTereofisitx yreventi6nAatiOgidrOtheRreddenta: 
litoMiaticfit Oaring:-PnvitinitiOnt Tor ihating0WigittnitiforinitWajim npannothatis. 
consistentAtiitb.natinnalseepayandapplibable.legalstiaidaidt.pertinitiiiiptrinivaoy -aiid 
^ciY "liberties 	 thOlte0Ontg Nation4 fintazy for InfigniagOir4aring 
0000:tg'0O.#01.kiliiiifiatbititifta0.0*..01410:14'.***4.10t .sitO(Iftl* 
keyintOiniation OtobangeilaweentlieVedetal Covernnient and Slate nndlonal..p,aftnetl. 

peof 
17011,140101110(14046g1110-0g% '010:0040.  

•Wrigt prIvAdyfiSWwereiclatitifteOsatti, ]h0w:thpyw etp,- 
 MitfgA*L 

41Pst404. cant privacy  4§las:thAtinOrma.0.04 . 	eaoAO:bp 
111,94t#11,_. ..Mgtiggi:t0W0000140:011  

'onnfdatii.: A YOlata44,104Oantitakli= 	taininatiOnOtt*Onat in 
10,09***1144*III0111400gcY.ot40 *9.:',4v004 1,:e. dto. 	!t4 

Sahli* 
Virst, ,astandirl.46:10,10: 014-414.1cesiti.* Imot9ta Aitt Gy  

. 	 ii4tieiitt04iTiiii0114304001410 	440%.0.$5. 
de tion4iiit6i4dOvelOpabytia.OWSE; 

activity OefitlitiolAvill$0.001.qttgalfY 4.0044 00)44. -s.  014010* .''011119: 
*dad nftthe 654000., 	 fit: 
Vier.:A:1040inen0.116inpOirs onta146.001ardian4eL-intlinga§t bnineipap 

wtipte4aiiirgm'iilAkIPP*4ttefia4q4440 	.404000g.*".00P0, 1414ve 
gcofitiO34-t.ttio*OraitijacWidtit ainteiti.o! 

113P:Pcls4hlu'Ot104404 .0t01- 
at$00,:4,Platkt00.t0' enmDn it 

syttmin: andapt as.410retgra:44taxeposi:tp.ry., . As 	innalabontsMow:11140 
mndottoinglY:antati • 	tOntiltv0. 44000. 031.*, 
fbdAratlako-OnforOitientVeneiri 
encouraged to'ogtg.teMOAI-Mta***111.14:614.1*WOOLYIV-1/*****Q, 
eGuardian fora t; ii • 	F.; pitiisitpriatOPksiontotaf, 
equivalent. 

kgepztat, TOO Centers a0-, becoming th6.1b01110.i01 fdrinf.0#16.10.ithliWit 
hd Villifinction na,iimadditibital.146t of idvit*to(cOulatittint the inddent•atinfits 

treatment as. sagpiciOug PO41140  connected tkIdatt. With tholifooy 
pirscioxidtwhovotforin. tygteitthattnettotit and Alialyticat 	(4sAisellaW 
elsewhere in this nssessmein), *wise. of Vusimr,entap's14-41n -inngdial7 4441.4.1-010  

• 
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an effeetive.en.d*enclgdized vettingpreeessithattloves-reportsAntekly• tbibutbthe 
,edneraien e"Atein. Theit:Vabe vigorous etterteleplice 0414 and 
irrelevant, etrongoutler cithenvieeiinpreper#p.o• :S.WielQ14.s•nettvit%inPrcterOstia 
threats that etetnncilo warrant investigation :(1.1-10.tel a likelihood ofbaving-evetentiii 
tO.frerithinezWieVillbeatigaatg•e.inetalser of theFIIPslait TetrerleinTee:kFortes 
•0141,:s): 

vlit1011  010.0144F4f.*AsYs:t#4 ,4ust401-1004Vity'teper.tejbetappeegle..beven 
p„otential-nexuste terrorism will be entered. by;the FBI or alaw:enforeeneenttgrtOr 4*. 
fbeeOnerdiartsyetem wbeiv ze.reeox4 Will be 004ted ..tesuegilatige-Oenatigeof 
ineklent -for•subs.dOefit•anelYileal 45,sesetnent. TbeEsseeselnenfie iiitend..41104.(elage 
witbin no more **I:04m and resultinone of the alewingditpositionsl. 

1. 
• . 

iDwr—tyrta.tzprrvo4104viomv4vityu'opottoA411 6,-a.oky 
"portilizsbact 	 4*111010. Data 
Input )4g:02:'#•:11011:00**144aL#:Z0134#0111.0.10R:AtP•411)r- • •enthonzectuteg. 

ittepe-eptivkiaibeenreterreitte 
oleGuardian (seeDigiani ltbr utfomlation110 : 136.3k 

Center Maiutgetnent Zone to eC 	itExehangu2,00):eanpleadettte: 
00#410:•.0040t*ISAts****FgrillFir .T0.4;:ot 

:;- - 
C( uardiarLwo$dlw.. Ot00.1!4$405CP•040-0*144:00itiPitsAthitY.Witikthe 
eOuardlan ststem The report is 
ageney At t!lt TQl4f40,:ePoiTt, i$-.9. 110.410.rqd:t0,61440n0Y4evet. 00*,01(s001;0491;13; 
la Agency Data InputZpne) The.0090•4001ot  be seeribytbe$110*C441# 
responsible :fot ,  
4010.(4E0:01,0.31.01400.414400s.t:000).: Vilg**041.10.404:1104 • 

.. N.i0tiOVIVAAMtiiit604*-tOirt14,ifig4i0d30.11 .***0146.01:400:04•40Sii 
fliadtionialse-allewsiheezeney complete:ec4rof tiverintonnetionAbey enteOnin 
'0411#04. 	 • 

At the 	 ::oilhd -atipitOtliliailiOi 
aPPlic6:10:111#4.0tV0*tlAiltfoR0.0* wjthtbe eGuardiansystem147:01 

 their 40.4010#0.ithiP.41te•ilief0-Wiii;fiv:6764d..,04•*i00...:.044.4.•ik0,.. 
,detennklatiOitIvbetherb=shareibe report•lby.. ..***WeritWMP.011.0*P4en 

6.00r or theTMU if the agency does ott3001i**44:Floi6iiegt* ti*,46110 
litey itkoZeeixle.t0.61:&;eAbotegeft- Ogle agency eatts:ffiefOolt at filAgtddy.:Idirg 
--neitWillP004i0kc440:;nor filoOlkoriti,iydthqt-tOmviltovvt -soto.repot:, fthe 
agency 	ip soot the lofteato;146 4kiroorp*O4sidi4.006-00totott 00040 
to remain ill draft status and 	viewable only by the responelble Fusion Center 40 
-410 -Mt The Draft report is not yet vie4vable to 0.1.104W -V000110:4441,04 Att6 

-"Oft,  
ervettetept,to ideritij e.petdntiagOxOs te*Tor*:._ 
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'612104*.va•liqip-exV**•ce.Mnistil.: 

egnedest*efOinlitiAlOPISti:0****ftWi#4 •14OPPhilift-. 014 • YeCOtft 
tie:400has,eofigoietjteir4ene 
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Asnotectabtv; ifthetraftreporiisrdetenttio4to igtveno nexusIttett6401, 
the noft report will b elOseAby the Fusion AO will iiitt.110;ogte available for 
ATIewitewAnytilidrlaw ettbreeitentparixter. Iotibetrtott,:oltstd-Dr4psitttillat 
determitted .to have no nexus toten-oriOni wabadeletectfroorthe eOuardiansystetx, 

P14±0POrtS ttw144,4111?4 ,9r report of 60±5:0d9tis  activity is indeed, found by 
ilia:appropAateFustomb enter; iteluatikg th6:PlittYttErtotbal eqiilvaleiit, to have a 
&WOK nexus to terrorism are poSe(14a4iie edsr.(1144. Olt :1b:1.116 elit4gagii 44440 
Zotitatd,loolecl i4it'Oogidiort.„ The otiOofilietepOrfiotaioectin eQuittO:ivill:110e 
i#141-tu4APAged'fr9m. Draft to Referred. At ihtkvolOttileopott wiltbewiewablelo 
titter law raforeetientpartnort that are members 	 eGO.drditta$peeial_Lotetet 
iGroup. Also, as 	allow, ifanexusto terrorism can teitherbt stibstattlai4 riot 
A:tptuAted,;t1ie fiefetred.,reppriis:44004totipingoopligiv.e t  marked as  
theilleeirea .to fitar4ialiforittiee*estittl . tlienilt. Again, at This po the 
ngferge4: report will ovi*aliitto other law enforcement ea Agellees'iritivelliar. 
$...0g/0:: The 	WittptOtilme remain in d.900-iiig:00Piegt tracking and 

Ether:a.nalytioreview.: 
itwonditRiviqr.a;Iti#X!*kk.,terrorisrn.has4104$0$1404 'will1*11C. `4 • 'tPrltom 

	

This illustites 	 4.10.4.14g, workflows  vi.frr ct, PAAtt04:***- 
'Draft" after 
potentialtcrrdrism. nexus isidentifiedor the repOtt j&foutotito:b tliiictiAtiii.siftinwhich 
case the lepart ..00,404441fiiii-04isOrgitato044d.to4,10-01.0140041 
'assessment  
deleted t4‘ 41.*:$01$AlgOt 	AVIAblat10.04.174pos. Aggo,offitoi*Icppgps 
foupiii#1*-qt9tioos:; .*4vant.orIatctdcteunincdtdWoli0•**Iii.' :,k1.***1.4. 	• 

Iii addition, iaterms of access to thsystern. the eGuardman user community will 
cOnsist of only those law enforcement littg00.400:17001,Wg00040' to LEO and irJio 

-are specifically granied accss'to the eGuardian 4#.111/40- 
0thePwq4v.iliaftlriP*49Y risk presented by this system is mitigated is thru 

	

the use of technology 	-ability to conduct data optiinizaio n 
w11101viikidentifk iititt4.0.iiiate",41kate.ilgtv411jiatii. This *illthe quality .i.sf:. 
the data: '4004*. -41.046A0:410,00.0410:4411.:01POROOiv§9'.t44 disparate 

.:Xt114:44M- ***100:4:ifert444:f4ritl4ga4i0.0:i...4miti*oitotititiitattoAsvah. 
be implemented. iwciiirr.vorAAitrerPOnilleMplirgot,04#01210410:g9 

':.fiku#04*-4.06-16*-041*****44.4400004t1*#4101414;440-:, Finally 
itOloateitap*sthe'ieforkip:‘:.010dtrot .eGuardian report generally will bb fo10*.dy 
short (5 yggs):. ipc.2ARipgQt.ktoi).041)0'00.000Ax,Ntgii4.,i0.64410.4  long enough to 

- -444-.04:130,010teitrOsOiliutiang*Sliitio430t.i 	• 0:v.'. -45.t 
individuals wilost.itforgbiliorcfswifitaige4... 

:1 0 
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Seetkirt 
Vt0S of the 	the Information 

Describe all uses.of the information. 
eGuardidnisf*.anti ibrem.osf4opotting vs:tom:Mat standardizes existing 

Itroppo#:-.01.110,144,odiiito 00u.  Aalia.100.agitt in assessing tottQA#4 4-gat 
4#0.-mod*OitiOtisufitlia acgiiiiakibOlirdittigoti; 40ilizecf.-06.00-*P0*. 
that grq*CgAiWg610;41104,107sitqwqiii0;  rOjafiqngitisi agvgitOles.,Araqw4ta 
elements, whWvatrtiVi4eljg4pOttliiiWfcititilal$7,tie ,*(11tit4x.4404it The 1ise: 
the tools 	 detectives, agtht, and theriaw  
.pliforqpinelltiomdstiggqts .0.416v0i6040.104.16AWtptotittl*sptpt& #previi.016Y. 
Oitz iratett.  by WitestiOitibio. entity, this- information will be shared with law eiltitOknOtit 
al.41Pvels ikar4g.tig. more OfeCtiVehriiiPlititrtlregt.5.AlTict *akPatt..444WAlidla . 	.   
•aoti.owts TtioqiitotiohOitats. 

04 :ttop0,010,-,A,yotpot,  .4111*40#ikto assist..4$00411.1 40:tifyip0 
previously unknown'soto;ioiOt note, concern, or p aftern  
(Sometimes referred ties datintitilt,0 

" fin). 
links.,.45404$,- 	V-1.#4144s14,104ts.g4s4slkigaP01,%,146.0..rilign: 

!.ifacilitating t**4 	 *s3tstedla 
49:9.01.60ixtros..,pit 44tiyAfimiliqtp#rbp1  	 . 

	

,Oiciagiblisr4;:f464mvestigttiton as necessary and to 	n1yze it forpotential .1100,*.git 
that 	 etir' Ott*iit ,4g4610ito,  
preventative action ThP0;_ig  no  WA* fq.)100,0agliolkfOt pattern-based data  

:V0.1.0:0,40.01.1*U*OPix$94§01****Iitigg*..04600efitiitioti.49711 
•Comniissiàui. Act. of 2007. Shouldthat tviltigt00,404.anztiexiligt04,1or OttOtv 
1 :.4$4104tit*.o..f.0144,11.1-1te4§0.4.swoyiiit:40*AtOtijo4ciltiitY1,9*:: reported to 

•• 	 • 	• 	 -,• 	 - 	 • 	 I.- 	 • 	 •• 	 • 	 , 	 • 	 • 	 • 	• 	 • 

eii4gretp. as requited 	Act 

flow wintiolittormattotototoctfewituitsfittootOilt' 
. . 	, 

derived iroptiftematem.ti*dingitle -::eysterruitget4 . . be 
checked EfOr4000.441/7 
thp*Asiitt 

. . 

••• - irespective *** Pf4/10**tbilePti:4014:0.1aticIV,0010i60'0.04.441iAti1A4Y 

490F40:".. 454vithott.01Z A.03',4YAWng401P9 111.40114iO40.--04PA5Ag#44-At4,0% 
44:alt-twa.001:tit date and  e - ;F#16it 
centers.fiorn SLTIaw: enforcernentv.a4OrsAviit§c-':§StiPcg*Odttto.. 
4#040y:and the integrated data" 	 Fusion 	• '11W'utilizedto help 
detennine inforthationthat is.a4durt orfliatis,swedt, 
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L4 What (e1hpletention .periOci for thetjata in the system? 
Has Theapplicable retention schediled l  been ,amitbved,  by 
the National Archives and Records Administration 
(NAFTA)? 
d,Otiorclia)thaS 00orditAteaitcox4s.tdtctitimixilictft*itil*BBrg gqcorcl$ 

Division,, 4.0tgrpit4itiorthasljemmade4hat4i,afqrfiidribii.00Attibtit4sr 
LT and ot1et  federal agency pattoit tegsinszAidgrtp:oxtra of those agencies The 

reliorts thAterpmaiptaiiidditillit:&ittrAiatt Mk 00 also uploaded to the FBI's 
Guardian system.. otero:todiolusatobio0it0401iim rpoiOqsvgtibertforo'beaoritci 
1.6! *- lacolatio* wilt& wabbrotoVidge,:thitiyagni. 

As potatgliev, ititorm.a_ tipp. enprext iato-eCittardi41114111. ctiatacteri2e.djitz..Oxid 
of three ways initially the ieporrecl incident will remain in"DRM!' -'61001s:gtitil VAlt 
ime 	approved, normally by the responsible outity, While in. draft tmil 

the incident only viewable by 146'44104110$4gitoy tvpixtOr.,sifIrd. -0o•mortes:. 
supercisor if applicable if-tho.'4040 	 supervisor 	fgt.* 
öutside the.originath'ig mgopy,,tiie..magyispr :gibmits;ilietepoittp.the ±00611,§ib.klif.§16it 
Center At'Aiis140;41*t4i9fti014.5.**iiiiii.g0.*113.z.01*Pro;*40tef- 
itii4eivis6r(4, 411 ,fesOnsilg6lkisibit.Center Administ rators:A.4V 1013.1.041i!g,000), • • 
personnel When *koWetitIPPPAPIPIWg4:RCItgatlat .4(44s.:40 teirorism, upon 
approval PJcategorization *ftlitk-.100iio.40:4400**. 
#).,44401tag.11ppo:44rolijOaity-torcinir .41" *.otttftifiiik to-the-FBI nalt/00#41i*ScOst 

tfilttghet::104444.',g40.4*94 If a ne'ois to terrorism can neither be substanfiated 
'•"REFERRED',".añd it will 'stay iti #16 ;y4o..oi:tf 

tracking and analytic review '1foinoxo 4p igro4sKiiis!c,,qfigshoaggrazpg#1;4131ar 
incident,**ittioiltitWa.4041:60:60,4bioatytiiii1:4  • " 

44, ,1:?#47A 	 0....A4014;0:11WP PP.000111t01:0 • 

lbOtojoybp:*040014.k".0:00001 001*. handled . 	•ensure•• 	• . . 
in accordance with theab ove.describëd ttg#te. 
.24,e4esslo. eGuardati will-be ayailable through a-secure-hitetfaoe:to;140 

glifo:pc.et0460)0,11110#40), I?* ViAtilti:i:%4 , 001Avep,AtAoutoi:   ,*14r,  
iiii4thfifizOititAi4/peoltokettiiiS.14itOttrotkPblitaihillAt*Y authorized membership, 
will provide authentication .$Prvi.C.P4for Oaxdits14:4sPr? .... 4iChinaii;44114.LEO.Aisdt is 
:001g4 and- required 	 tti#14t User. Passwordp 
t.utIse,ohansFaiev 	 aord*:a.,througlia.  

.01611 	Vliaiors)0(it:the.$1d4liy,41301.419:4.6*Maw.tirilg':cliO4. , 	, „ 	. 	g 	• - • 	 . • 	••,'• 	 • .• ,•••,

agencies :t410,0'0•* 64giOtitit ag01.*41.0#40.1..011:41141434'0 •   
'NcOgrate4.107ffi#PC47.00etititi* 0.-P414  ei* 14 Pu..** .e*PDravell**114% 
the event avpi4 with,Aapporgibnit-gigrogfreitgotvie;krorirogilt4.s:#0,4vp 
afrtittlorielviltbe4teatekfdethattgoi*Itthe ,10tAtiti4ii-dvibboistfkiiioatortieii: 
,Provide44PProtitigtp-oritolkgg,fritt.:Thaus0 tifa-Olt.,1,dc.sig44494. v411114 .to-enswe 

that .ditlythiaieW'effott.O.j3id.iiilitAinAel4h0 liA*410e4014e4:fof, sor4s§',400,113t 

tifpriptitipii.th4100464 .1xvibict cOtht1.0,0tHtY0ayileiretetietto , t4elorpriatt,div;ision. lathe 
Oistio, 4-4:11eloyi. 
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:bavit Th. 	rmore. members of the:SIG will have to agree to aUsAernenta4ii 
thiie• they logii to eGuardian that dicttesliow•information. in. the s'stem is to be 
ingested, maintained and disseminated The User Agreement will counsel that recod- 

brmation should be accurate to the extent possible 3  timely and relevant to a suspicious 
activity with a-potential nexus to terrorism. Users will be cautioned not to enter 
information that descnbesikrst Amcndmentprotectce activities or personal mfomiatioa 
based'soielyon -thinicitj, race oriel ion. SIG -users' activities while online will be 
tracked 	atraljablà:fptaudit:snthatfliese rules cen be thtbrced. 

Other safeguards to ensure compliance with proporustule.include the4inilte4 
exposure and-non-retention fob incidents: do;nol clear Fusion Cencr vetting, the 
retention, and. deletion, controls enforced by the eGuardian system•adminctrator and 
abilityto audit and.frace user identificatiom if improperuse Is•dIàv.er&L 

Section 4 
Internal Sharing n4 Dis1oure of lflformation within 
the-System. 

4i With which internal conponents of the Departmen is the 
information shared' 
Other DOX• components, incln1ugbut not limited to the criminal components of 

tLie'Department of Justice will be provided access to eGuardian it they have an, 
operational need to know he potential terrorism information that the system contains To 
the extent that information is received byTMIJ that pertains to potential crtrnmal 
•0 fenses..withio äpjiarent.nexns•to ter 	 into 

'ian, itinay be shared or forwarded to tie appropriate division within the FBI or 
within the Departmeit of Tustice for fhrther handling. While the mformatibn will not 

•xside.in eGuardian,. refé .cal of information about potential- crimiñaF offenses isvOnstent 
with current FBI. 

Is 

InfOrmation w!th a potential 	tats 	will be iatth tKother 001 
components that have an operat onal need to receive the tti brmattott 

Some information that is entered uitoeGuardianinay reflect btentia1 criminal 
conduit but not coniltiot that amoui to terrorism:. Thatinformcation will be :forwarded:  
to the FBIs C 	Iiwe tigativeDiysorothcrtesponsiblelaw enforcement agency 
for appropriate disiositron Tbiss not unlike the- current rsituation in whiclvmembers of 
the pts or law en rcenentperonneIxeport incidents that aro,suspicions or otherwise 
to riFBI$ild Oed4heFicll Ojfieke actlQIl.t0 n14lg the mjbrxnaUog-
either byfarwardmgit to the appropriate office-Thx disposition, usmg,it as thebasis tbr 
addttional mvestItive aetivity, or closing it asxefleetmg no -violation oflaw 
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44 1710W lOtbe,100.6101:0,111f#6011114040 1;401000 
Information will benade ava1ib10 e1ectroiiic1ly through the ,e6itali4n:'46 

or throilli, seam eccinedia. 

44: 'Privacv impact-Analysis:  Oiy,.en'tliointernalshqing, 
discuss. •TiliffaViiiM**1616:were identified and how ttsY 
were triftlgttecL 
`SheitIgTgrmally149061*:intormatiot,oarties withit arisk dfigitpixr 

acces aiid/otimproper tie ThePrivacy Act V.:***.* 44.*Aill,10 6.4. 4i4f,04070 
internally withinaa ageney it is appropriate *1101440 16'8,104.'0 IsO'fi Because 
OW POT 1:9s9'40:043-0,00mAti*.gg:gpg.Ptea0I30.:*1401we:ctialtsvIaay-' 
il4titfiatik-Agte*ihtt-jii4kAttaii*I$44***0:POiliq*Ittlgit*44** 6  
p4v4cy  Act requirement ',Cook* uthial*o*dea aiext'itigekton anageney user's 
Oteplogi1iard:41s1*,, i./Villi*A!,s0i104140•10*PAPZ04,40.:,tra§k#54r41•LtPii**, 
uilrinatoit .40; Oly 44040. incident is 46Weii**OVMET1100143±ataiY: 
thqfwigii6*.t=14 it visibleto: Rnygnile57,9.11444 ,0020,1w,lhusgi:Isiiiitwo,diato 

Th041.0.0.::441*.e :4:44';titegOit*. . 
SIG, but the security 1atures ot'LEO, ,c0plita:*filIthe 
slickghOVAiitigo* 

External Saing
te:00,11$  

and Disclosure 
0,4 *iih.viiirci*ioternafi(no.n4,004yrooip.tent*Igote; 

000101.91.1,00.1.10 ..  
t.**4.or Ohio sicioito.44.tototAtIlli6to.4.14o0ji*oi.vp*eGitardian. 

rnformatu$us  
reement agencies, lric1udn**109N§11104P.R4-#04090 RPRPArrsmacl'' 

Sispicioxa 	 ..-detiii*inforgiartotaa 
be shared with t$egOal of ereting anefficlent, near 	 -OlooNlopro(fOkNIF 
enforcement at the State, lbc4, !tati3O1*AQ6iiiiWei svshare anth:eptherronst threat 
*tgamtnsp:10.0wrapfMt9:,47.a:to discei;a any-otherwise unlcnownrelattonslupslinioof  - 
1,r0f5tt‘d;ir)picloi* 

4.4 itiow, 	 tArtgrtjtheAve'dis0004,1 ,  
„%kottiatio4;i'#111a40-00.00.401.1tag*01404igt), which will be iii a S 

oil LEo,Or'bila 69pyiifoidiatigilitoti -Ofinfoit 404:4i0ggiiiiO4 Section 35 
describes 12.9wjitOrgpliqn willbe accessed iTtiggekr dOgt .OP,Pilietitlatalso exists fbr 
wireless access,:t9 40,M Oipiggoglioiiit.ivur4tke:Ifiiitifitaitigitiovolgooct 
through eGuardian tbiltioi, be re-r.dliktifiniiiaVitlitifit approval of a4espitinsibre-ezit4 
cthootfiigtty 
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'SA Aro:there any #greeiteht,e:00h4erhihgAhe-soduirity ,end 
piliacyotthe.x1Atabeideltls.thArta 
By -logging onto the SIG, gOithrdianAier will bolOvide4010001e11.03104 

t.tges,m additiorrto-thestalidard19-&dilopioaogativ.so.oitis*Qtthe fgrixaQ17
Ilieh 	deaeribeexpeotationt for use of the inforMation (see attachment 1). In 

addition;  although Ietwenforoentent personnetwidt acoesslot.Guardiroare trained 
officials saii4vidoistand:diernies concerning (Ii***On.OfillfOrittg(50$ 40444 
wq 	trainmg.of users onitheseeurny artcWracyrequivaipprIts: of the systemAs. 
well 4,systent 61etiontOty Will14P.X91:444  by LEO,: A.Atvgat idOtifYinePPOLIP: 

Ptlf*tton'asteatiye:bkitViielaW,e44.n4F6F 
any disseniina4on, It is 	that 	will be replaced by aunifetni 
deaignation ,0*.tnattei.Oiffeclefatpohey when that policy is tihly lmplemenii4 the 

. What Wspeiottraihi.09,1$0,01.redlitit igete-fioin'Ageilciegc 
°PtitAide...004:111**0-!0.110.goo.es's to the 1nformation 

.As4#41k*Aii1-0494,044W04 WOS0,10.cfltalaiig.fa010***01:14:#40:4 
thGsidiyt 

tiothere,o0y: prAmiA „ng Ln pacefor#40100:ithe 
,recipients k useOtijA4ritgroilattora 
Aiti4sorAvilt*Iviso::Agteux:i40:#§6tAgt.ecop***.P.04.,WAy4gc0.40; 

014 eaveat,s,:abaut uge ,ofidnardt0.ii,mformatioit*ill:Uliiiitt4thetoeti 
Addlitionally, the required trainig,for all eGuar4ian users will 	 og1.43:tv.4if 
*OW*** :.04t4idirOilt have the cap abililyto 4et01***70':  accessed the 
aygfiia: ,andvkaidataAeAaveoieatedotlnodi'fiediandAerebY, ;'wilt bcable identify  
0*T11500#011#00510.t .',3001#4100140,00.§t,404044to-,tiro ,-reporttd In 
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