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INTROBUCTION
Overview
'The National Threat Center Section (NTCS) in the FBI's Connterterrorism

Diviston is the focal point forall: thredt information, preliminary analysis, and assignment
for imriediate action-of 41l emerging International Teriotism and Domestic Tetzonsim

‘ ihreatsmcommgto the FBL Within NTCS, the‘l‘hreatMOmtonngUmt(I'ler)hasthe

pnmary responsibility: for  supporting ihe FBI'stole in. defendmgfhe Utiifed:States
againstiérorism threats. 'I'hrough coordination with FBI Field ©ffices, Lepdli Attaches,
anid othey government:agencies, TMU collects, assesses, dissgminates; and-raemorializes
all thréat information-collegted of received by the FBL: A.companion-unitto TMU, the
Threat Review Unit (FRU), analyzes the threat information that4s collected in orderfo
identify trends-and.prepares informational products-iliat canbé shared.

- “To'hslp it accomplish its work; in 2003; TMU developed-t the Guardian Pioghams!
Guardjan.is.aninformation: tec}mcﬁagy system miaintained at the Secret level{hat allows
TRU6:colléct suspibionsactivity repotts(SARS) mids to the FBI: gindl seview e SARy
in. anorgamze&«way to detemne whch ones warrant additiongk mv&hgatxve follow-up

‘Guardian’s primgry: pmjposeis nbttomarage cases, butto: facilitate the: reppitififs,:
“tadking, and manageinént.of thiedts to:determiiie vithin a:short timespdn (33 days-or
Lessy whether apémmlar iiatter shoulttbie dlasad or refeired for:an dnvestigation.

Guardian, also facilieares: ’:hBTRU’s watkih: perfonnmg its: analytxcal functionsbécause:

e xepurw are available for pattern and trend analysis,

. Begauge ofthe ridndate, expréssed in'the Intelligence Reformand Tefrorisht

-‘vaentwn Abt as. well 85 m oﬂm statutes audExvecutwe @rders and m‘the Nahbnal

; étate, 10(}}31 arid bl (SL’JZ) law enforcement gartners?ﬂw BBI; now proposesm createa:;
-unclassified version-of its GuardianProgram —clled-eGuardian - that will provide

’ pgrﬁaipatmg partners With aécess 0 a reporting: system tohehostedion, asecurebut
“iclassified Tntemet network it will be aceessed throngh Law’ Enforcement Oline,

(LEQ). ‘The SARs:fhat are-contributed to éGuardian, afierinitial dpproval, willbe
decessibleto spec:aliywetted repmentanv&: of other*fe&eral Taw enforoénieitparfogts

and SLT law enforcement partners. ‘These:SAR should help facilitate sifuational

Awarerisss with respect to-poténtial: ferronsm threats. ‘Shatirig thiesd Teports:§ ghould

‘eliiminate tlmmsdmﬁbnal -andbureavicratio impedimients that-otheiivises dela}f
-communication of this mportant information that is necessary 0. erthance o hational
. seculity posture.

Information Sources
Fhe thieat: mfbtmatmn to.be cnnlﬁbnted to: eGua::dmnmay mmafmm thtee

spurdes: (1) vnclassifieddinformation fonithe FBLs Guaxdia sjstetni(2) repofs fom
oftier federal.agencies with Jaw-enforeerent fanctions, maludmgcompanents ofthe

TheGuardian Progran: washe subjectof a Privacy Impact Assessmentdated April: 13, 2005.
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Pepartment.of Homeland Security” and1aw enforcement investigative sevices within the
Depactuient of Digferise;” 2nd(3) SARs-contrdbuted by SLT law enforcement.

Unclassified informiation from the Guardian system that-appearsito have a
potentiaf nexug to terrorism will be passed down o £Guardian, where it willbé available
for-viewing by the parficipants-of eGtdrdian, intlading those; members- of SLT law
enforcement and rcprcsentatwes of other federal law énforcement agencies thathave
been given permission to:access the eGuardian system.

For the-information cominig from other federal.agencies with lavw.enforeémient
fanctions, inclnding KB undlassified-zeporting passedﬂmgh Guardian Express; TMU
WAL condugt the-daitial screening of federal suspicions activity-reports, ottier thar reports
by law enforcement ; investigative:services within DoD. Suspicicus dctivity reports-frofn.
Iaw enfarcementmvesﬁgahve services within Dol will b adalyzed in-a Dol fusion:
center~hke organization for 4 fofther détermingtion whethier. the. mformahon warrdnts.
contribution to-eGuardian. (labeledias the. Shared Data: R@posﬁory (SDR) oniagram l;a)

-and'then on inth Guardlan

Suspxctous Activity Reports fromi SLT pariners will be submiftedto the
appropriate State or Tocal Busion Certerfor asinjilaranalysis:there. Ifthe Fusion Ceriter.

ACeEPts atepoit as demonmtmg & potéiitialnexus te terrorist, Will-be sibmijtted to:
Ahe:SDR-and then oninto Guardian for the'FBIto analyze: further to'determing if

mwsugauve action atthe Fede:al fevelis: warranted Adamonally, orice: ﬂiexeyottlsm

. thi$ SDR; it will'be svailable forviewing: bythcg:arﬁciﬁants 6f eGuasdidn.

Prom-each of theswourc&;, thioss; Zeports’ thatappear 1o Tiave afpotennamexw 49
‘tettorism wilkbe added o theGuindisn: system for further dndlysis: Incidentsand: thiests
that are found to warrant investisation-willbe agsipned, via Gydrdian; to ameniberoFone.

:of the FBI's JointTeirorist, Task Foroed UTTES). ‘Nafioatwide; 411,56 FBIfeld divisions.

‘mairitain at{éast ong ITEE. "The ITTRs:are comprised of ST lavrentbroetieritoffioers
who it depuhzed as fedetal-agents; agwell:as law enforcement agenis front. .ofher fqderal_

‘agréncies, includingthe Yepattment of Hotielaid Seciitity and: the BEpartmnt of
‘Defense. ThedTTES have: the*pnmary xes_pons’bxl@formvesﬁgaﬁng terrorist ihreats;.

-evelits, and sigpicious aevities:with & potentidl nexus fotefioristi.

‘E&ese(-}uardxmsystem will-bevised:forerord, teview, soit; and prioritize these
counterterrafism thrgaty ant suspicious activitydricidents and:present the informationto

Jlavw enforcetiient partiers who will decess e eGnardmn SDR:thiroush a Specialdrterest

Group.accessed: Arough LEO. Law enforcement:agencies that have contributed.

: mformaﬁon will:have read’and write dccess:to thei# réportsin- s SDR dnoider o update

‘thefn.as riecessary, Ofttier Taw enforeitient partnets Will have réad-dnly access fo the

'I.’heeeanclude theFederal Atr Marghals ‘Semcc, “Immxgmtmn ‘and Customs i’:‘nformmnt,

 Custows and Border Protection, and the United Stajes Coast Guard.

These include: theAmyCrﬁnmalInvesﬁgaﬁon Commant (CID), e Nava! Criminal

. Inveaﬁgat;ve Bervice, and the AjrForce Offics of Specis] Investizations, Qther DOD-companents:with

foree protestion’ Taw enforcentent drrest authontymays]so pamcigamm #Gudrdian; suchas thé Pemaoo:l
ForcaProtedtion Agency:
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SDR to-ensure appropriate dissémination of igse countesteirorisiy threats and suspicious
activity ifcidents,
Review Process

Throughout the irfitial. threat reporiing progess, regardiess of wheré thexreport
originates, if a determination ismade of “no néxus fo-terrorism,” the information wiltnot
be added to the éGuardian SDR, Additionally, at the Fusion Center: 1evel, the information.
will be.deleted, Iraclear determifiation is made o “a -nexus fo terforisn;” the
inforfation will e passed glons ta the. ¢Giardjan’ SDR for further disseminationand
then on.to Gudrdian for analysis, Tno detertiniation.can bexnade regarding 4 fexus fo”

terrorism,” but neither can the nexushe daéébunted, {he information-wiil be added 1o the
eGuardian SDR forpattern- and:trend:atialysis,

n-keeping with theveterition period cuttently in efféct forstite arimxnal
infelligence systems nider 28 CRR: Part 13, suspiciolis acivity ériortsdnithis third
eategory (téports fof Which adeterminiation cdtihot beniade whether or not-gneikais i
terrorisim exists) will'be:retained for: z;penod ‘offive.years and will'be:used: for analyucal
putposes:and/orto: demonstxate tren&s, eGnardian considers ‘a:egor’ts submitted to:the
Systeii1o be the ‘pioperty of the: sibiiditting; Agency:; theref‘ote should a: subnnttmg agenicy
desive that 4 report b vettioved fromthie systemuptlortoittis fiveryear mark; tereport

~yillbgietoved. aG)thesrtms'a"ﬁme repﬁrts Al§o canbe availabledor trend:snd other
analys% '

'USEY'KQCEE'SISEGUI‘JW

The' eGuardxansysthm will-énsire consistency: of pratessiandof haridling
profocols byasing aonifonmn user -agreemnent for eacliagency-or law: enfrcement-entity.
Ahit conheptsito; nGuard;anvthfaugh LEQ: By signing fhetiser agrecment. fhcparﬁx@s Will
agree o the Fusion Céntet or TMU pohc:w, which: mﬂest the condifions ofuse and.
privacy-end security requiferiienits efeGuardian, Aliseté will be requiredito'dssent th
‘thegeulées of behuvior each firfie they lowon tothe sysfern. Additicnlly;. all qagers will
‘berequiredito: ccmplete robust sysfemy:ttaining that will incorporate:eGrardian:policies

and progedies eongerning: pmagymd vl libéties, Anditdontrols Willbe enployed:io:
‘éhsirethitthe use af eGuard:amsconsxstent mtiutsantendeapurpose.

Zﬁe,{bﬂowfng dfagram {Dtdgmm Ia) providesson overview of the eGuatyilaa: §ysien. descﬂbéd [} f?zgs:
“Privacy Impact Assessmént -Deta 35 inpupat- 2 Amitial; Iepel bt mw‘ewed draEysion: GCentar or shgilar:
entiyy hefore being passedio euardian if the:information, appiars 1o:b Imked toterrorisni;. Tha “Agency
Datd Taput Zone” veprelons.law enfargoment conthibiitars of Sispicious. Gefivity réports-willi-a;poteniial,
nexus. foverrorism, ‘The Fusion Center Ménagenarit. Zike-Peprestnis die vélting that must-oocur before:
‘igsa reports e, shayed with-eGuardian par;fci;mals. m«:«e&c&rd‘imi Exc]zange Zane iswhere this.
information sltmmg will actxm?ly voceur, once a determbiation-has beenmadethat the régiort has apatential
digxus to. terrovish,  The FBI's role is 10.5erve-as botle-av-contelbutor of, information from. its Guardidn.
system and a recipient qf eGaaMiamepumfrImt wamuwddmom!mveshgatwn af t?tez?edeml Jeveli
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Section 1.0

The Systemand the Information Colleated and Stored
within the Systerir

1.1 What informationis to bie collected?
éCnardian will-bollect tertorist threat information: andfer suspicious. activity

information having a2 potential nexus fo terrorism, “Suspxcmus activity” is defined as
-observed behaviorthat may be indjeative of: mtelhgence gathermg or pré-operationdl

, ;yianning related to‘ténroristi; crinind] or other illicit intetition: ‘I‘hls définition:is.

coimistent withihe defiiition wilized by faeProgran | Meriager/Ttformation Sharing
Brivirofmgnt (PM/ISE). Suspiciopsactivides may include’surveillance;eyber attacks,
probing.of security and photography of] Key: mﬁmstruclmefﬁcxhtm. “Personally
ideiitifable information. (PIDto b collested will include:alj:available-identifigrs
regardmg thie subj ectiof afeportor incident, such #5° riaime; date‘and:flacs ofbitth,, umqua
‘Identifying numbets, physicaldesciiption, aﬂdsumlar dtiributes..

1.2 Erdin whon s the-rfoimation: calleﬁted‘?

Suspicious. acmmy reports and: threa& that Have apotential nexus-to temorism
-may bereporiedto law enforcemment From ‘private cifizen$-oriaay cofe dirently:-fromaaw
éniforcemeiit pers&nnel W tbservé ot inivestigate‘activities:

1.3 Pelvagy iinpact: Analys:s* Givénvthe-amouritand type-of
data collectet, discuss the. privaey risks identified and how.
they werg mitigafted

FBI suspicions.aetivity reports that are qnteredmw eGuazd:anafthe federal Tevel
“wiliHave been andlzed fhitia vh ";,sufﬁ facts: exxs?fzto
rwmantplacement ot‘theiﬁfprmauonmto the: sys‘tem. Suspxcxous/acu FSpOrts:;
+SLT law enforsenientand other foderdl agencicy willbevéqairedto: 3
':;anaﬂcentérﬂrsunﬁafanalyheaimnsﬁcuctymrto%emg"assedtocGﬁaﬂdmn. Tl
‘caseyof date:ingest, teatneil analysts or Tayrenforoomentpersonnel will ‘make:the:

Jidement that the Informition risss sufficiently to'the level liat:a xeport should béadded:
“fo.eGiardian.

| ©Guapdian isebs will be advised:inan online utorial that frequent checkingofthe
database: for updates Will be nécessiry; gt intervaling lesshian 30:days, and will bg;
encouraged to-ensure that information ttiey have entéred initiallyis: supplegnanted

“wWhedeverhew facts.até uachVered. Trithework fow thetis credted for eGuuardian,
contributors willibe ablé to-add notes that help clarify the edrtributéd inforiatioir.

£Guardian has:developeda sef of gmdelmw for: the types of information that
- eniinot be-entered:into the systemby aityparticipatinigentity, iclodingths FBI: Fog
example, no-entrymay be made info eGﬁardxau hiaged solely onthe effiniicity, race.or
religion of an fudividual 6r solély on the.exeteise of rights, gﬁa:anteed By the: Pirst
Amendmentor the lawful-éxercise of any other rights secured by the: Constitutionor the.

laws of the United Statés, These réstrictions willbe promingntly: dxsplayed Wwhen-ar.
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fndiidual dccesses.eGuariiati and ki or Shie will lisve to-«ffitimatively indicate agreement
to-abide by thesexules-before beingpermitted 1o procged fo view reports:

Tn addition, The following specific-categories of information Will iopbe pet jitted
10 be-entered into ¢Guardian: classified information; information that divilges sersttive
methods and tcchmquas PISA-derived information; grand jury. information; federdl
taxpayerinformation; Sedled: ndictiments; sealed. conrkpraceedings; cofifidential humai,
souree and wittiess informations Title I subject and intercept information;: and-other-
information that is subjecktolegalréstiiction. The eGuardian Program Mangger: will
have:personnel assigned toanonitor: the system to: ensurethat these catégoties of
information atedot included i.cGuardian reports.

- Allinformation will be:subijectdo threshiold screening by the submitting Taw
énfotcementofficerbeforebeing placed it thesystem and then will be submitied-to-a
Fusion:Center, 10 TMU ot theDOD-fision center: Tiks: mgamzahon THereitiafter
collectively: referred toas:aresponsible ertity"Twithinthe Pusion: Cente Management
Zdne (see! Diagran 18) ora decision: regirding adding thetepork 10 eGuardisn. This
Setesning willerisure-that tiainsd T mforcemenspersonﬁel ‘anid/or anialyststhakethe
Anitial decision that areport warmants-furtheraeyiew. Furtherntore; the eGuardian
workflow archxtécture 1§ deszgnﬁdm Teshictitic ability to ek submxtted TEpOItS.fo: g
reportér, the repoxter s supervisor, and the: appmvingmpans’hieenﬁty Incxdents .
submittedt Giardian williwtbe viewableto the eGuatdian tsers. ougsidetis workfiow:
uifitilthe; TEDOTLAS. appmve& & therespornisible Sty Tevel..

Section 2:0
The Purpose of the: System dnd the Tnformation

Collected-and Stored within the System:

24, Why is'the itformation being collested?

The: Nafionsl Strategy for Conibiitts Terronigmrscopnizes thab thewar oritercor
tequires. gréatis: ﬂexibxhty -and:resilierice fo contronF treats facing ur: nationfroma
‘Transnational teprorismumovemen e,gggned to/destroy our:way of life. The coflection.of
anformation i eCGhvicd ';tgns:steht withihisiationl siiates anc‘l also withothe
‘etiphasisplaced by-thePrasident and the Congression sHaring terforism: mformattor; it
our law:enforeement partners. 1t also recognizes tht epqh@e‘bfﬁcé: onthe:strestis:
atatiay have naxmnal SeCuiity
1mpltcaﬁons eGuardian-and Guardian: provide & dyridndic, tpoLta accomph“sh <this: shaungu
toviticredse awareness.and foster review of thieats-and susptclous activities iy &fmiely
sriariner 'so that they car besnitigated appropeiately. Tris.also vty important tonote that:
eBuardian iy atits-very essence, simply a platforni to:standardize g disparafe SAK:
syStems Girrently utilized by-agencies to. colleet infotmation, which-sill énhanes
communication amonglaw enforcemest:éntities as-wéll as situational-awareness:
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2.2 What specific legal authorities; arrangements -and /of
adreeriernts authorize the collestion.of information?

The FRDs. oenemlmvwﬁgahve authority in 28 U8:C. 535 an&*zts penefal
guthority to eollect recordsin 28 U.S.C. s34 provide the stamtory’basis fortheactivitics
a5eiibed to eGuardian, TheEBls also assigned the leadvoledi mv&hgatmg tertorisii
andin the'collectionof terrorism fhreatinformation within:the United Statesby 28 CER.
§ 085 and Aninek IT to.National Secority Presidential Diréctive 46. In.addifion; the
Intelligence-Reform-and TeriorismiPrevention At requkﬁcﬁze Presidentitoestiblish-sir.
iiiformation sharing envirenfient For sharingterrorisiinformation-inashannes thatis.
corisistent-with national security-and. apphcahle Tegal standatds pertaliifig to-piivacy and
civil liberties,. Further, the President’s National. Strategy for Information'Shéring
supperts fhe: cGuardxan initintive; itidentifiey suspittons activityreportingasone of the
key. information mhang&sbetmenthe Fedetal Government and State and-local partners,

23 Privaey Iriipaict Analvils: Giventhe amonntandtype.of
information collested, Jas Wellasthe purpose; discuss

what privacy riskswere identified and how theywere
-mltzgated

The most significant: privacy risk is thactmf’ormatmn whichfirst appears to-he
si;lsp:xmous will toinn: ‘ont, Vo ﬁirﬂter vetnng, to be Infacudus; resulhng itthe over:
egllection-ofilatd. Azelated: 510 i thatdisedmination: ofpersonal: information
will ba. overly Broadand wdll mcludeﬁgency officials: whohavenoneed tokaow: tha
informiation, ‘Bothrisks ate miftigate i-Several Ways:.

First, a standard defrition of what.constitites suspiclons activity wille used:
byall: pamcxpaung 4gencies. As rigrittoned: pp&vmusl}; hesuspicious. actiwty deﬁmwn
witl b the defnition conently-developed by the PMASE, The PM/ISE: suspiefons
actmty definitionwillt dugmented by deseribii ‘tl;e‘kmds of inforration that: ‘gl
‘b éntered infoiihié Systé, “The déﬁmﬁanmmihesé qhahﬁérswm b&mbm;oumted dhte
16 User Agreemerit: fhatappears anthe LEO eGuardianSt ecIaI Tinterest Group:page
where eGuardianineidents wilf e placed andindividuals. atesssing; thesysiein willhive:
& confifin that theydiave read andrundestanid/the Abrésmient shd:dgradto e honﬁa:by
theconstrainté: arh‘_ula%ed fherein,

SEooHd, G S intended o functon: as: analﬁrt, recording and reparting:
systemr and-notas a Jongsterm'datasepository, . As aresulty dmsmns gbont: SARs will bie
madepropptly:sothishthe daty camiove q\ﬁcklyﬂnoﬁgh thie systern: AUSUTand
fedgral laiv-ehforcerhient agexmes withmissionsHat fertaini: to-homeland secatitywill:be-

‘ encouraged:to-enifer. teaonsm«mlase&ib:ea& and suspicionsactivity incidentsinto

eGuardian for:ah appeaisal by e seproprate Fasjon Center, the PRI TNIU 6t the DOD.
equivalent,

In.general, Fusion Centér§ are beeémmg the facal pojnt for mfo,unauonshmn«
and will fisietion asan:adémonauayer of review-to.confim that the incident watianits
treatmient as suspicious orpotentially conedted:to teriorism, Withtheproper frainingof

- personnel who-perforin systet manageiert and snalyfical functions (s discusied
elsewhere in this-assessment), thewuse of FusionCenters as-an fritermediary should Tead'to
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aneffectiveand s’mndardmed vettmg proeess’ ‘thatmoves: :eportsqmoldy thiough the-
Guardian syster. Theréwill be vigordis éfférts to police gGuardian and: eliminate
frrelevant; efronecus-or otherwisedmpropér réporfing. ‘Suspicions- activiey, incidents:and;
threats that are-found to watrant investigation due fo-a likelihood of having a potential
terroristhnexswill be assigned to-a member-of the: FBPsJoint Tefrorism Task Forces
QTTFS).

Withih the eGuardian. systen,suspicious;activity repoits that appeat: o have.a
potential nexusto terforism will be entered by:the FBLora faw: «eaferceméntpamermto‘
thie eGuardian:system where a-record wil be ereated to summarize the nafyre-of the
‘incidet for subsgdieit analyticat assessivent, The assessmentis interided totaképlage.
within no'more thag 30-days and resultin.oneof the: ﬁﬂlowmgdxsposmons‘

1. DRAFT - thireatorreport of sugpxc;ous acfivityds reported tothe: AZRHCY
¢poitingspace (see“ﬂmg:am Taforinforniionfaw fom ;&geucsy Datd
Input Zonete: Busmn Cente:Management Zong). ,eGugrdxan systerhy an.
authotized user;

2 RERBRRED- athrest orxeport ofsugpmons activity: ha&baemrefexred i:o
e SPK; of sGuardian (se¢ Didgrajn Tafor infornation flow fion] i

——  ‘Ceniter Managetheiit Zond to.£Guardizn. Exchange Zone) aild: uploadedto
Guardtan Ao ficther assessimentby 4 EBIITTE investigator o

3.. ‘CEOSED.—atliredt:ot repiott R8s plcions aeiivity haS bedn raviewed: and.
_fomdito: ‘haveno:nexustterrorisn,

The éCuardiansystem handles Diaft réidds v two ways: dependmg onmwWherddiy
Thé eBndrdian workRow the dea existsdnd how the: apencyhs configured. fhéirsgeicy
: eGuard:an Srodktlow, When_an AEECY cedfes (enteis) 4 suspméiousac&vxm:epaﬁ ! ﬂ;e
‘eGhiardidt system; (R Tepditis ‘otly visiple'to ‘théeGuirdinracesuntholders frotmthat!
‘dgency. . At thispointd AHe: rreporkis. cqnsxdered toheat; -agenuy—level .contol (see’magram
14, Agéiicy - Datii InputZone)ﬁ “The. ;ggqr{: CHANOL e seéuby fug. Fusmnﬁenber A
fésponsible fox. the»agenqr not.can it be-seenby thie FBI or'any.othérTaw enforcefiént
‘agengy(LEQ.¢Guardidn Special Tarerest Group).. Thig de*sxgnenhames pHYICY
protection by: mgt;_:mts;;g ‘Atoess lo P 10: me-agency ihat preafed- e sepott, This design:

fimctionalso-allows-the agency eomplete conrofaver. informafion: they enter: into
‘euardian,

. Atthe: Aoenay ita. Iﬁput Ziotie,: thie Apeniy 1Epotter oF: the afienicy’ supemsnr (1f
appizcable} miayielect o retam the mfénnatwn mth“the eGu@;‘dl&usystem ‘pursuantto”
‘thgiragency polioy; butfotfo Hiore thaftive; yéars,. The Agentiriakes the
determination wﬁefher to: share: fhie reportby. su’omtttmg it:to: ﬂieirrespons’bfe Fusion
‘Cénter optis TMU, ifhe agencydoes vt tparticipatédn aFusionCenter. Theagensy
iy alsp.décide 1o close the:report. 45 the 3 agéncy closesthieteportat fhe ageicylevel;
-neithierthe Fusion Cetiternor the FRLnorany other:agency viill gver seethe réport, Ifihe
. ageney elects 40 Sllbfmt fhe mmdent Aothie appropnate ‘Pasion Center,: ﬂm;e;got:t contifues
~toremainin, draft stams andbecomes viewable only by thexesponsible Fusion Centerand
the FBL. TheDiaft reportisot yet viewible to othér lawrenforcemientpaitiers, Atthe
‘Fusiof:Center Mahagementlone (seﬁﬁzagram §4), the.drafireport will-bé analyzedm
an-attempt to 1dent1fy apotentialnexys totefrorigin.
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Asnoted gbove; if the Draft repoitis deterfnined to idve.no néxus toferforis,
theDraft report will be closedby the Fusion Centerand will sotbe made available for
wevnng ‘by-any otheérdaw énforesthént:partuer, Furthéimors, closed ‘Diafirégortsthat 4ré
determined to haye rionexus toerrorism wil bedeleted fromvthe eGuardian system.

Didfitéports i which & threat or repoﬁ of suspicious activity is indeed fonnd by
theappropnate}?uston Center, including the FBIs THTor DOD eqifvalent tohayis d
pofentidl nexustoterrorist ate passed-todte éGuardian SDRdithe eGuardian. Exchange
Zohe-and lopded ito Gudrdiam, The copyof the reportietained in eGuardianwillhave
its:status changed from Draft to Referred. Atthispofut thereport will beviewableto
ottier law enfurcerent hartners fhat are méibers of the' LEO eGuaidian Special Interest.

© ‘Group. Also, asmoted abave, ifa-nexus o térrorism can teithierbe substantiated tior
‘discounted, the Referred reportis.defetmiinéd to'be inconclusivé, marked:as sugh, and
. et refeired to Guardian for furtlier sssessinbritby the JTTE. Agiin,. atHiispoirt, the
Referred report-will herviewsble to other Taw: enforcement.agencies witheGuardian
ageounfs. “The :épurt will: continue fo rémifiin the e@uardxﬁn systent fo ‘acking and
Furttieranglyfis review: “Tihe nformafion inthese: 1épors —Whereanekystafertnrisnii§.
“Jaconclusiveiora ngx0s:to ercorismibias beed substantiated = will be maintaingd forﬁve
-y

‘ ’Ihxs luustrag&s $hats the,&Gua;dian workﬂows heavxry restqc;mfonpghonwhﬂe 513

1 potenual Sefrcitist fickis ﬂénixﬁed of the repormﬁun&a’to b fricond sive ifiviiich
case thefrepoit rémaing 1eGuardiainaiid isreferred to Goardian for sdditionsl.
‘assessiment afid/or] mv*estxgatxon. leewise,mcomluswa teports'maylat be:closedand: |

delated If; 4fter subsequent: analytical-evaluation or the pgssage of tlme, 'the reportis
fonnd‘to be ezroneous ey Taterd 3

ionyinterins fH0es o ﬂle syst "iha e@uatdian iiser cgmmmuiy il
faonsmmf onlyﬂmse}aw enfofcemisiit: partiers who.c ua’hfy foracedssto’ LE@an&whc
Bt Speé;ﬁcally ranted decessto the dGnardian SIGbyIMU.

Otheryayshat the: pnvacy nskgresented‘byfhs syétem: xsmttxgated wthrﬂugh

-the.use, of techiology, eGuatdizi will have the ability to conduct: daiaophnuzatzo&;
“wiioh wﬂhdentzfy and: elimmateduphcate data:objects.. "This will itaprove the quality of;
-thedats, ‘The systent will alsoshe abledo provide date sepmentation so that disparate:
sfules of SET lawr enforcemeﬁtsand federdl-agencies £ limititie: colleation and access-can -
bedmplemented. In;other wards; differentiles mgardmgmtcmn and-usedhat are
“yéquiref by state Jaws: cafi’ hemcmpﬁr‘;_‘ LY ‘afthe contributed data. Fm}ﬂyg,
“admotéd abiove; the'y it piitod T6r #Guakdi; ragoﬁs_generaﬂy will eie!éhvely
- short: (3 years) nuany xffortto balancaﬁwneed storrergiteinforfuation long; 61101121133
‘disceth otentialterrorism; p]anmng aetivitiessbut shorténonghito protect the: privacyof”
individuzls whosednformation {s mamtmneﬂ.
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Section 3.0

Uses of thie System.and the Informatior
8.1 Desecribadll uses.of ihie informaiion.

¢Guardidnis firstand: foremost.a: repoiting system-that standardizes existing.

‘Tépotiing: Reportsmll beplagedito ¢Guardianto-assist in assessing terrorismerélated

Hhreats'and:suspicionsiactivities. Inadamon, the information derived from {he Teports,
that are:placed in: eCuardisnmay show Tiks;. :elaﬁonsh:ps; andmatches: A0S «data.

.......

elerients, whichs willprovideshe dpportunity for analysis. andmtcrprctatton Theuse; of

-the tools in-eGuardian:-will enable; analysts,nfﬁcers, detectives, agents, and: otherlaiv

eiiforeementinvestigatots to-dévelop Jeads and identify potential suspects imors quirkly.

"Onee vetted by aréstionsible entity, this: information will:be shiacéd with law-enforcement
-atall levels in order fo more effectively 1demﬁfy Ahreais and threat patternsandtake

‘actionyito mifigateisuch freats.

82 Doesthesystem analyze dlata pfassxst;‘usgns in identifying

prevlausty unknowiareas ot i :
{Sometimes yeferred foas data mm‘:‘ng.}

The.eCudidisn Sysfem will.contaibrati-dlytical: ﬁmchanéluy to-find poténtial

Fii;oF patiern?

Imlm andpaiteing betwebn terrorist suspects std susplcious events.. _Ratherthan:
: famhtgtmg ﬂwﬁﬁaxch fofancmalm Twasad on;:attems, howkeyés; the:point of the systeriis

2hoy ___5'_: c] s (d»ﬂxgnto,ngferﬁie

gn b*{»offha :[mpmenung,x ndgh 50 ﬁiuw/u
Should:that. capﬁbxhtyﬁuﬁded and@xplmtedforgpattem«

"cwfzooz

?baﬁsddata mxmxig, thigassessiment willhe upidated aiidthe: activity willbereported to
- Cotigreis a8 requiteds by 1he Act,

35, How will The: infbrmatmﬁ cOI!ecfed fmmvmﬂfviduafs B

detived fromthe system, including the-systenr 1tself be
checked for ACCUracy?

Theata w111 becollected in: accordance with proced(m:s established by shie.

“Tespective:agencied’ polities for coliectmg datarelafedio suspicions activities matmay

PeEtaity to tefiotism.” The informalion will then bé examinesi by triined investigators foir-
-BoeUrHcy: andautﬁentmx;y The system itselFowillbe ablesoidentify duplidate datad ey
and all-tecord§avill b datesani time-stariped.. Tnformatiofi-that 1§ Torward <
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. {cid :,thas.been eiectmmeaﬂy Forwarded; orrefired, tc; the»EBIJ’I"I’E’Guardtah squacl

-not.d;scounted-,{he incidefit: mmams as. ‘RE‘

. lrotp (SIGY.on RO, Nembership ifithe 816 s by application only and willh

3.4 What is the retention perigd for the-datain the system?
Hasthe. applmable retention scheduléd been apptoved by
the Natiohal Archivés atid Recotdls Adiiinistration
(NARAY?

g-Guardian has coordinated récords tetention:pglicies with the FBY's Records

Maﬁagemenf Division. A determination‘hasbeen:made: thatanformatmn conm’butedhy
SLT and other fedéral: agency parthers repatngsunder theicontrol of fhiose: ggenicies. The'

aeports that are-maintained ini the:6Guardian SDR afe dlso tiploadet to:the FBPS.

‘Guakdian:systeni. Thereention-schedule forGradin records-willdfrersforebe applied -
o:this information; which will bie rétaified in that ystem.

Aspotedearlier, mformauon enteredinto-eGuardian: will bie chardeterizediin one
of hiree wayk: initially, the reported mcxdent willvergin in “DRAFT status wntil suth

A4ime as.the incidents. appmved,normaﬂy by theresponsible entity. Whilein draft Torm,

thé incident is only yigwableby thie originintiny agenioy reporter, and thereporter’s-

“Supervisorif applxcahle, TEthe: agency reporter ssupeméoirdemdea A0 share fhi Yepost -
soutside the oﬁginaﬁng -agency, the sypervisor-submits; Ahie: reportto the re§ponsible-Basion
iCénter, Atthispoint, thefeporris s only; m&wabl&by the répotter; thereporter’s

. supewisor(s), {ieresponsible Fusion:Cefttér. Adiinistrtorsand TMU (ansmn Lenter)
--'pﬁrsonnel Wherthe incident appedrs tofiayea potential nexuso. ferrorismy pon.

‘Bpprovalithe:categoizationwillchinge 16 %RE ferred ifidicates the

heran eshgahv&xssessment. If wexus.tcrtérgonsm-canuglther b&‘substa}ma ed;
S IE:stdyin' the’system for

‘ 'traekmg amianalyhc Téview. Tfngaexusdo’ ier:;"d ¥ ;s estabhshed fora: parﬁctﬂar
ifcident, it wilbbsdeleted Fonythe. éGuardxansystem 3
3 5 PrivacyIimpact Arali I anytypes of cofitiolg
Thats may he § haniied

‘:m aeéérﬂame Witk ;:h*e* ahove. ﬂesmbéd;.;use”s;

'Acces&to eGuardza:n wilFbe. avaﬂable through ddeciirednitetface toLaw
Enforcement Oriling(LEG) . LEO, whidhiisia sesitive bt ainclassified and:for
aut}mnzed useonly séouteiveb- Based tgtwotk-contairiing.only autho gdmembmblp,
wall provide authenfication services.for eGuardian users.. Eac‘h individial LEO uséf 1
Issued anid-required to.used logitiandpagsword thatis unique to that vser; Passwoids

mustbe changed revery 90-days. eGuardianwillbe aceessed, ﬂmough 4 Spémaialntgrcst

Wiy fom-dgercies: fhat ‘havean: originating agency: Identifier (ORD): and thus ar N k
'recvogmzed law. enforccment entities. Membershipmust: alsmbeappmved‘by “ENIK: T
the event 3 agenicy withian operational nesd to:share/teceive informmation does; rxoizha’ve

‘ORI one willbe-created forthat agency By the: eGua:dmndevelaperslpfogrmners

rovided apptopriste criteriaarg inet, The use of anORI designation will: help to-ensure

that ciily-those Tavr enforcament personnel swho have! theeh. cleated-for.aceéss dotually

.‘ Informatmn thatsuggests pnssibl& anmmal acmaty may. buefemed for théappmpnawdmlsm fn.the

;FBI See sechom 4% below
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haveit. Furthermore, membersofithe:SIG will Have toagres fo aUser Agreement each:
tme they logitto eGuardian that dictatss hotr: information inthe systen isto'be
ingested, faintsined and dfsseminited. “The User.Agtesriént will coutiselthat recorded

«mfmmwon shoald: benaccurate tofhe axtentposs;ble, hmely and refevantfo a.suspicions.

activity with-a.potentisl mexus to terrorism. Users will'be cautioned not to-enter

-Information that-describés First Asmigndment pratécted setivities-or pérsonal inforination

‘based solely-on ethnicity, race-orxeligion. S1G nsers’ activities-while ornling-willbe
tisicked and available:for.autlit:so thatthese:rules can be gnforced.

Othér safegirardsto ensure compliance with groper use mules include thédimited
eXpOSITe aminon—retenhan for ingidents that.do ok clear Fusign Center velting; the

“reteritibivand: Jeletion eontrols enfq:ced bythe eGua:ﬁxan éystem adi; inistiator; arid:the

-ability to-audit-and trace-user identificationif improper-seis: discovered;

Begtion 4
Internal Sharing and Elsglasum of Information within

- ‘the System..

41 With whzch ‘internal cempoaents of the Depariment is:the
’infcnnatiou Shared?

Other DOY: components, méludmgbuﬁ ndt Hinited o the crimingl components -of:

operationil need tokaow ‘epotentmﬂermném‘infd

he; extentma;mfmmammsf&elmwmm@ eitaliis fupoténtl N criitinal
‘Sffensés withioio: AppaeitmeXe (o teftorisin, andihis it ishotppropriase for enh:y i

eﬁuard:,an,; it maybe*slyared orfomatded to-ite: appropnatgdw;sicn ‘withinile:
Wii,l.i’ih’-,tiiéfrﬁ) pinentiofd ﬁ;smfor,ﬁmherhandhng. NWhils ghisinformation Wil

-teside in <Gusrdiat,: Feféiratof iformation‘aborit fiotential crindinal:offenses s consistent

thh icurrent FBI

A2 Foredchresipisnt cambnhen’t m? oifice, WhEkinfoFmaKsy is

shared:and for what p&rpasfe?
Tafsrmation with-dpotéatial nekindaterorisnt will be Shared With:ther DOF

- comportents-thathave an-operationl meed foeceive thednformaticn.

Some infoimation thatisentered: MOzGuardxanmay reflect: potenhal eiiiringl.

" conduct; but not conduetthatamountsito:terrorism. Thatinformation:will be forwarded:
10'the FBDy C sininalTnvest pative’ Bx\qsmnomthermpuns'bhlaw enfogcemenﬁ AFENCY
~Fof appmpnate dxsposmon "Fhisisnotunlikéthe current:sithation in: whxchmembets of

the-public or law entoreetnent fersorinel repott incidents that ate suspidiais o ofhepwise

to;aiEBL Field O five i dhe Tield Offive tikesactionfo ruifipate the: mfannaﬁon-

either byfoxwardmgﬁ to-the appropriste office for. dxsposx{ion, Using itas: tlw‘basxs_for

\addmnnal mvesagahve acznmy, arclosing it a8 reflgctingn violation o flaw.
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43 Howis the mférmaimn frangmittad ér disclosed?

Tiifotimation will bemade availdble e’lectmmcally throught the-eGuardiannétivork
or through segure électrohit fnedia.

A4 PrivacyimpactAnalysis: Given theinternal-shating,
discuss WHar privacy riaks wers identifisd:and how they
were maﬁgated’

‘Sharing, personally identifiable information cariies withdt ansk ofi iproper
access and/ot improperse. iEhe Privacy:Act govérns e digsethination:of: iftformation
mtemaily within:afi-agency; it1s -appioptisfe when thereis anged to know# Because,
ottier DOJ laswefifuresihenticomponents.are expested tobe:the prifngrecipiduisof any:
ditathar iy éhare&nntemﬂly‘theamtemal sh@nng thiatds: opntemplated vl meetthe
Privacy Act requirement; ‘Cookiss; whicharepietes “ofttext stored onmagcncy IREFE
computerhard. disk, will-beused; imbeddgd inthie program, to; tradlaccessto: qpeorﬁc
mférmatxom A’Iso,.qnly affer thedricident is gpptoved 1 REFERRED o4 Guardlanﬂ:y‘
theBusion Centerdsit vxsible‘io anyone; beyqndthe origingluser, the usersirmediate
sugermor(s}, the Fusmn%ntﬁ, #nd THIU; Thereds alseatisk ofdatabresch:For e
SIG; but the- securily: fedturesof LEO oouple& with:the ablhty fo. audxtsystem sers,
shcmld hélptitipatetivege

Section:5 ,
External Sharmg and Disclosure *

54 With which: elggmal (non-E)@J) tec;plent(s) isthe |
-shared?

\

52% 3

mfmm afri

 Fomsistentivithithe Nartonal Steatesy for dnformationShasing, vetted/eGnardinn
iforivationdsdntenided red with-ottier Féderal, Staté;Toaland tFibal Tad:
enforcementiapercies;including fask foree members:and-analytical: suppottpersonnel..

52 Whatinforimation igghared andforwhat: bi.lmose‘@"

. Suspidiouisrctivity or thigatinformativiRavinga potériclal HeKuisHo-tepborisn HlL;
be;shared with the/goakoFereati stetiiciont; near real-ime snechanisry for law-

; : ‘enfoteetrentat the Stk TfieaL: tribgl.and-federal {evel 16 share atichwénp tistthivedt:

i -*ﬁat@andsuspmmus actmtyand to dxscem any“otherwxsa unicuownrelatmnshxps Among: -

1 ' réported incidents,

53

53 Howisthe: infbrmatmn transmxﬁed of diselosed?

Informationds: mads accsssible: sithier: thmugh G ‘dzan, whmh m’ll b m: a SIG
ot T EO-ortiard copymfomaatmn gyt b ‘prined: and:dissertinate .
-deseribes how-information will:be actessesdin greaters detaﬂ The putenhal also exigts f6r
Awireless access o the. S16; User: Agréerments will.requite th atinformgtion obtaised

through éGuatdian shallriot be fe-disserminated witliont approval.of d responsible edtiey
-orthe orxgmatmg entity.
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54 Arethsre any agreements coneerning thie sécurity and

‘which will deseribe expedtations for use of the information (se¢ attachmeént ). In

. Officigls and vrdérstand:the tules conceming disseminafion of mfonnatlon, additional
web-based trammg of users onthe se:cmty and pﬁvacy requxrements 6f the systemas

= "l Sl e B (b AR A St tR S L iRt S S et

privacy of the dataonde.itis shared?

By loggmg ontg:theSKE an-eGudrdian-user will be: pﬁmded, A sebofbehavioral
zulés, in addition to-the statidard login disclaimet sbaut the sensitivity of thie: fniformation,

addition; dlthough Taw enforcement pexsonnel with-access-to-eGuardiat.ate frained

mfonnatmn as*Senmtwe but Um;lass:ﬁed and For @fﬁclal Use Only wilkbe: mcluded i :
any: dxssemmaﬁon, Trig antmxpatsd thatthese Iabelswill be replaced by auniforn; f
destgnatton as 8 hittet bf fedetal tiolicy; wheii thatpolicy is-fullyimplemented, the !
¢aveat ity éGuardishwill be:arended as reduited. i

55 What typaiof trammg is reqmreci for users from agencies
woutside DOJ priorio recelving:access totheinformation?

Asnotediinthe previous answer, Web-based tealuing forallusers will be. fequired
asart of the eGulatdian: Systei:

56 Are there any: prowsi@ns in pldce; for auditmg the
regipignts’ use oftheinformation?

Allusers wilkhaveto: ageeto: theUser Agresmentbefis berng granted aceiss;
afid:cdveats:about usé-of EGuardian informaton willds paitofthe Apreemient.

A&diuonallx the required; tral_ _' i gfor all eGuardmn ugeréwill-govs siibsequentuse: of

ihie: respdnsiblé Agisersifitiol dents ofmapprépnate usé o azsdomeare repetbéﬁ Tt
addition, perjadic audﬁlogxewews willbe uggdita. d1scoVer acmss patternsaswelliag:
indjcations of Ineppropriatéapcess; which will leafl to: Sy coritrols overusers,and'can
aldo; seherdte Teadsits: inquits intosthefrise oftheidats,

57 ,Rﬁivagxéfl'm act Analy sis: Given: thﬁextgmal sharing,. ahat

privacy fiskSavereidentified arid degcribie hivw theywets
i‘!’ﬁﬁ’gat‘éd.

. Actessto eGiiardian via 1RO sontrolledby the TROmetworkilself Useis
obfainraccess o LEG by, appimgfor and tecetvinga LEO- netwark’logm aridipassword,
Whi(:h is-only gréinted t4 suthorized Taw enforcetent dgéncids; - Passwordsmust be
changed every 20 days-and anynformation thatistiansmiitted will meet current security
standards, eGuardisn: Wm bemce,ssxl:gle thirough &Sp@mal Interest-Group: (816,
Membershipdo-the eGusrdian SIG3 3 by application-only. Accoutitholders: will besveftéd
by: the: applicant’s agéncy, The. agenioy fiustliave.an ORI mgmfymg thatitisa
fecogrizedlaw enfomémentenuty Firally; dgencies st appIy for mmnbershlpm e
SIG-and'be-approved by TMU. In-the eventan agency with ari aperational pecessity to
shate/reckive information doesnot Have an ORY, one will b5 created for that agency by
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the eBuacdian. devélopexs/pmgnamfnex:s "This.seurity cotittol stictld heliymitigate the
privacyrisk-thatanises: ﬁ:mm@ppmgm acegssdathisdets, Infurthermnitigation, andit
 logs of searchitansactionswilliboseviecwedievély 180: daysto check foraromalous.
activity, " TMU will have'the*abzhtyto el ‘uséractonnts atte individual-of agendy.
level. Fmally, {Fainingonusing: eGuartianwill bieprovided and: ‘thifs feaiting willhelp
ensnic that dsers ﬁﬂlyundersjand Ahie User Agidoniznt coficernings dxssemnaumof ¥
mformatrqn, Given the antivipated: latge pum bsr«ufextemalusers therisk-ofmisuse of
the-nformation-or undlthiorized dceess. snd dissefimatiohof thgiiformation by evena
trainedruser alwaysiexists, Tharriskdsmitigated s:g;mﬁcantty byboilihe; festrictiofis:on
degessitos=anth ﬁxssemmatx{m o -unvatte&mfonnannn, @sﬁesqnbed qyave, as: wsIl a5 by
{heapdit fatdies.noted: m Seetion 5.6:abbve:

Anpther-privagy:rigk $=.ﬂ.3.ii§'§,1"?‘§ -of the-daty enferet
gréater tHatkits cofaponent parts, i T f
mmdentsand peqpicﬂiege&i" fasus mon&‘bef:btn 4 _gpareﬁ'c “This is; 18}

. e pushoseofih 3 VY Hisk, a5 ﬁ

scoveby afpérsonilinformation:

8 (i‘e,, “connectthe dots)between
SSifg .rﬂzaiﬁhemzit-
ﬂiﬁ Al imnoﬂﬂ

Datieof: ﬂw@mcés‘s;wa .
secmty’wﬂl%eﬁeve‘lo edidn
personahnformanomfhaptem‘n_
develop investigativevalus will
cﬁuarazahjfn ﬂie

xfrelavant‘p,ersnn’ :mfmiiaubn y

Section 60
- Nottee

G Wasianyforof ngtice provida tothe ndividuzl prior 1o
olligstionwiinfaimation (l 8BSy HEopy “of

‘‘‘‘‘

Ndﬁgef’bftﬁé: gerl oW o
describies thefadk 1ERtls
extracted from its mwn ﬁlé“s QF tho‘sezof«b&et gwenirnmﬁaim&m:s Becgnse the

‘.‘I'G'

- [ - S -
. s Al oL s - - .
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collection:-of eGraidiandnfointation Hay bedone in-connection with Jdw erforeetnént
adtivities, no mdmduai noticewill be gives.

6.2 Dodndividudlshiave:s A opportunity-and/or: rightic:dedline
o prowde infarmation?

eGuardjai: Snsmcwus activityrejiofts, inniany cases, will-ofiginate:fron
observations madeby. davy enforgement-officers androminformationreceived from.the
gengral, pnbhc In: ﬁmse siruations, fosoppoifimity. orfight o dedline mfunnatmn is
provided, “Therepoits fhat: avﬁ/subnﬁtted eheverheless, vettedf'ﬁy traured Taw
enforcentent personnck-and: fanneled theough asecond eviow:at.aRusion Center or
gompdrablé-entity before beingadded 16 thesystem,

BecauSe ofthe; naturesofﬂlemeordsza‘mssue, ﬁxeoppoﬁmnty forconisentito:

 paricular nsesofthmxﬁbnnauomsmtproviﬁeﬁ ’

The;pn'\raeyﬁsleas ! otat@dthh e@uar&xéﬁ;sfh&-laék nfnonceﬁzat:t_nformaﬁun
abautandgmdualsas&eingzmﬂpctq susedbantmaiitatned; T eFBIhasyﬁbﬁshedg
Erivdey-AckSs s, Which.

provxded hoxvexrex;, begaﬁse th’e‘ fo ationindd
enfareaient and: personal riotice: is: nfztrfehsxblc,

Section 7.0
Individual Ascessaand Reﬂress

74 What dreths procedures which-alloi mdlv;dums i
;@ppoﬁumty; & seekasoessioorratitess oftheirown
information?
&gp’lwable Tap nlatxgns fonnd: mﬂ&f}m Pait: 16 thpaﬂs}&and B w}uch’have

Yigei issuediprssiariétoithie Prgsdom: : £

foraccess dp/information: . Loy

confributé | GiIE) _an,havz”gméessas i _ . 3§58

those pmcesseswnsappiy*to 1hie mi%maﬁcnconmbuted hyﬂme agenvies; As-eriires

inito: cﬁuardxan willipstofieibe aadedy siateaidddeal w-snforsenientotticets e
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information may be tefained in:state-and local agency records:aswell. Acdesyto.and
opportunity to seek fedress For thosetecords is.contrdllediby state law and.procedures.

7.2, How areindividuals notified «ef the procedures:for seekmg
dccessito-or aniendment of thelr information?

28 R 1641 4nd 6,46 provide infsimationon dndivitial-acoess:and.

 amendment of FBL-récords. Arienidinent: of; FBI reetrilyis g matter: Qfdxscretmn a5 ’the

records: afe. exeript from the: anacy Adtamiéndinent prmuswns

7.3 Iino opportunity ttoseek amemdment is:provided, areanry
otherradress alternatives: availahle o theindividual.
‘e previous: réspotise.

/4. BiivdeyimpactAnalysis: Dlsauss“any ‘opporiunitiesof
protedures by Which an.individual caty contest: information:
“containgdin this systei ok actions takendsia. Fesultof
‘Agency- rsiiance oninformationin:the:system. _
‘Rediessis generally notavailable exeent to e extent ‘deseribed'in Sgctm 2,5
above, huﬁe@uardxams not m:tended fo'bea, dat&mposxtot;if Bigas dynaniis systetiiwhers
iilhe; g short pracessof

asnertammgwhether“" amcﬁlar"‘:' portments*ﬁmher vesti ahoﬁbecauseofapbﬁenualv

io:mexus toiterrorism s fonnd, the SAR will e deleted frori s

As :? general»ma%tér, al.though FBLrebords are exeinpt-froih Privacy Aot achdy

hutes;the: t:‘l?es*to’mp;mam dceuirate’ mfo:maunn -and-will, il
its &satetmn, considler athondmentyiauests.,

Bection 8.0 .

Technigal Access and Security
‘81 Which user grbup(s) il havs achess tothe ‘systefii2

eGuardian secéss willbe: pro‘saded fo:Staté;: 1ccal, and ribal Iaw. eﬁfo:cement

-officers.aud’ agenciesthathave 1 Jaw enforcementmission: need: for suspiciops: actxwty
‘reports: Otlier federal: Jaw, eqforcement sititizs, meludingpep

i eni:anpsnce

~camponents, DHS and'Bold ’enﬁuesmth Taw eiforeetnent mismons, meludmg foree
protecimm;1 will be@mmded acdess.

gl "h@ve aacess 1e. the-

Cotitraetdrswill Have. amess fo:thes system it ordet topeeforin-systen.

. mmhtenanca :md admﬁustratmn. fn.addition, ia thie- extent contractors arg.assigned: to-any

18
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of the agencies-that will have aocessto-eGiardian; thess individuals will dlse; uom:
propet vetting and: cléarances, be able:to access the:system.

8.3 Doesthe system-usg “roles™ td assign privileges to users
of the system?
Yes. eGuardianwill havettie following.usér foles:
1. Police Ofﬁcerllnkugatoriinitelhgence Andlyst/SupiportContractor. These
‘10168 are-penierdlly teseived forindividuzlswhiocreate éGiardian inicidents-and are
m:pons:ble foriivestigatingandior oonduotmg«artélysxs ofterronst—related threats.and
suspicious aetivity reports.niterédiinfo the systef. Thisfolerday inglude; at the
discretion-of the agency; an-agency: eGuardian supervisor who-will-control. all-eGridrdiai
teportdisseination fronrtheiragency: All such-work will be elecn'omcaliysuhmttted to,

d'coordinatorat aresgaﬂsibte &ntity for revies.and aafhorization to-be subiitted-irito
Guardiag,

2. Coordinatoi/Adriinistrator; ‘ The iadividual(s)assipneds fo thiszoleworks

-withinyfhe:responsible: enhpyio eviluatedhe informationdneGuardian andferforins other

glminisfrative fingtions withrespecttontie sysigm, Indmduals with thisrole.have:thie:
ab;hty to tefer incidehts o Ghardian,

3 ) TMU mllhava ovemll adm:nmtratxve oversﬁg,ht ofeﬁuardlan and the. capagg.ty

exercise: a&m&aﬁve oversight: éfusefé af thezrrloé;aﬁdné Waﬂr each. partxczpatmg

agency, however;the determindtion of roles‘mll ‘bemads Toeally:

eGuard;an RIE ’havmestacted, acc&ss anﬁ wﬂl followa ptocesswgulaied by TMB

and EyLEO Prospeeﬁve use;:smﬁsmﬁt cIearmev gze@ﬁemmtsamggsﬁ,, ﬁyth_,e
TEG; .ﬁemork, ‘which: inbludédemonst 1 ,’

authonzed,law en:!fomemanﬁag&n

operahonal xuecessaty doesnothive an @RI; otie: cated ﬁr thavagency hy the
eGuagdian, developers/ym’ aifimers, 1app 'gte, LEG tevalidatesallusers agency
aﬁillaunnmrice wyear: Addmonaﬂyyac&ess tohe eGudrditn B16 will e controlled by
TMU which-nmst; :approve: all'users: Fhe. pmoedum for systen-access are: dom.unented
in:pohcy and:prodedure dociments developed by TMIT forthie: eGuax:dzan systen.

8.5 Hpw:aretlié actudl-assigiments of
actording 3

proaedurés.. '

Indmdual ‘meiber-ageficies will: ‘be-able to-strochwgusér rolés-and- Qustomtze the’
work flow-tofit theit owrineeds, The esponsible enfities Hiswever, willexersise:

rolés andulés: veriﬂee!
gstblished: sec' iHity-and auditing.

adridnisteative oversishit.ofiths, systcm, which will-ifichids. audmug for appmpnate-system'

accessand-use:

1o
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8.6 Whatauditing iieasures and techinical safeguards-arein

plate.fo: pravent flsuse of dats?
Fach vsek willhave atvindividual ateounitthat requites:a logify dnd password:for

LEO, . These accounts will bg auditable. Bach:responsible entity, moreaver, Wdl have:the
'responsxbmtytc andit theie usérs dnd will'be dbhgé.tedxto faport suspécted mistse; iid

security compromise. Rules.of Behaviorand: ‘training will- covérthe-appropfiate ise of

data and the:pénsltics; Hormisusing theinformation;

87 Describewhatprivacy tiainingds providedio ugers: exiher
generallyzor spec:ﬁcauy relevantto the functmnahty of the
program or system?

As indicated previously, Webi-based training wﬂlbe avaﬂable to the iser fo.assist
with:systenr:accessand:procedure; Iivaddifion, eCardian adr

résponsible enttissWillie piovideddlassioom fraining:hatwill

andrésponsibilifies. A s sta‘temen ‘alsobiecontainsaity %heusm: agreement

gleetronically sigrad: by egidhi participating:a gengy.

8.8 Isihedata securedinaccordancewith FISHA
requiremients? If yes, whehivias:-Certification diid
Ageraditation last:completsd?

The-Crttification andecréditationofthe’ Systems expeciid-to:bs Sompleted i
early:T lilys aud Ak Aufhority’to Operate: wﬂlbe 1ssued dtthartie,.

89 Privag

“—

m;«m;

anaoyn < & 'gype«of system stexit: from xmpmper ACCEsS: a:;xé inadequat&

mxhgatea:maseveml ways. gGuardian access issbased on:,

Hhigy-are permited
Wﬁl e avaﬂabla«‘to«’fhe_

~gltiaE{) andith «'.mied Heosso! ithe e d;anSIG the
mdmdual’s wcb-based sessionds. eonttolled with computel; software, and: ‘hardware
somfonents: segureibeling Geerédifed FBL: secuntjr‘mﬁ'asb:udture Blacmg eGuardzan

behing the-FBI firewdll anduibderie: overs;ght Of TN will finprove the. secunty
posture-of the.system:
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Section 9.0
Technology

g1 Were competing technoiég:es avaludtéd to assessand
conipare thelr ability t6-efféctively-acticve system: goals?

Yes.: Several systems were reviewsd andsévaluated: mcIudmgan fitthouse-

solirtion.. Final. system.design-was based .on opérational imperatives ‘and:privacy-and
secuntyattnbutes

9.2 Describe how dibta mtegﬂty, privacy, and:security were.
analyzed as part-ofthe decisions made foF your system;

Bata,mtegnty, pnvgey #ndisequitity wers inporiant consideratiofiy in'the:
developmentof thiss i: Thetask-was o dévelop arobustinformation sharing;

Systermythat would: setve themeeds of users for fimely, releyant andaccurate ififormation

v Seguis. env#enmmt Whﬂe protechngpn\?aoy ahdénspiing ﬁam mteguty and sccuﬁty,
Fhg: systéfn-is. demgneﬂ tohelp: mvmﬁg&tom%ecome ajpare:0f atid fakeé Soitections

ibétween xepotis of susploious, getivities and tefrorisnthredty morde:’to unpfove the
" seﬁm@‘”ﬂcsme aﬁthecﬂ“mted Stat&s. meﬁonaliy the goalisto gither-losé orxefer-for
-enhanced fnvestigation:all leads within a'short:period- of time:

, . S@uatdiands-huilt opor did inorporatés thelessonis leamed from‘ﬂla Ggidiag
fatd s dwgned tosearhlessly inferfage Wwithiit; "o enhanoﬁpnvaoy pfotachans

f“formfonnauonthatmradﬁed:by"SLTlawenfgrcementpusonnel,a Aedisiofiwaymadeto -

use Pusion Ceriters e inifial vettingpomts, ‘a5 thesé pionpscanbrig to B enlianged

‘ipformation availabiiityto-ensurethatsuspiclons:activity eporis:and xepcrts af ihcidénts.

Hiathavea pofgnhal neXustb“térrdﬁsﬁk niestd: :aqmr' oldfo blusmm
“TMRrand a DOD fision.like center will:perfor (e i typeof “fusion” For: repo:t&
‘from féderal entities:  Systenx ﬁmchOnaktywdimgne& tocgiesmit contributors to:modify
Theiréiitries as v mfomﬁauonis feceived, and the'need 107 ohieck fhe systémi fortpdites.
mﬂhamcorporated as*part of the reqmreit ixammg foraltusers. -

The eGuardxan - Systen was. plgced on-an FBEseoveito: enhance,secxmtymﬂ
jal Tiiterest Groprof ‘(iﬁarﬂnan derg will bg: VE&edt}m’ughLBOg
rietion: ﬁ)r pivaristyg ofnthm' T euforcamententifies, User access '

which perfotmstis

itk also ‘he audited. by’IMU personnei

43 Whatdesign ehlices were made to enfiance privacy?

The e@uaxdmn Systetnis set0pisoithat; gartmgatmg agencxe& danidghiietthe.

‘Ttiforpation theyicontribiitedn order'to dey aecess fo certain- groups orfndividuals. ‘Fhis:

choloetakes info'acoount various:state laws whichhave. d:ﬁ*mng privacyrequitements.

i for«shanng fnformation atid alsg allows contﬁbuters sifore Control-over theéir.own

infoimation. A decision was also:made to:control access:fo reportsin.eGuardian to:sworn
Taw enforcement and: analytical supfort personnel ittorder to'ehsute thatthiose with.

'ﬁﬁlﬂmgmhaﬁ&lmg sensitiveJaw efifbreement andtesorism-related iffoiation are the
~onlyones who:cars docess the systems: The decision wasrhade touse LE s the! hosting

ordanizationbesausy it is an FBI-ownbd, ‘web-based, sensitive: butunc.lassxﬁed netufork

pAl

ACLUEG000067 |




-personnél i *theFBLandelsewtzfamorder aensure s Privacy profectionsand

.....

on the Iniemetaﬂows for ease. of use bt potcnﬁaﬂy«exposes petsonally 1dent1ﬁable

iriformatioitfo outsidé.attack. TEO- provxdes atestricted andiihore stoure fecess fothis
‘nf6rigtion, Which will-éihanse both: Privicy and-sedurty,

Thework flovewas created with yrivacy indriind so-that conitifbutors can easﬂy
updife their inforiation op mark it With & commetitdryto Jef other viewers kiowriof -

‘particularissues-peitaining to data: mtegnty orprivacy; Anyre-dissemination.of

'mfonnanon willbe siibject to: peimission controls of the responsible of originating sitity.

Cam;l usion
‘The eGliardian-threat t:achng System:Suppotts the! FBI Aiission:to prevent

~terrorist attacks on-the United'States, Itds. des:gned to-mifigate-and vetdll threatsand

sugpicious.dctivities with apotential Higkys:to-térrorisi and assuréthey are.propeﬁy
gddressed-and availabls foitrend arialysis. Estabhsﬁmg%n eledtionic.s gySteri this il

‘allaw ST and federal Taw: cnforcemgntpaxmers £0. cnlertermnst threat mformaﬁon anrl
- suSpicious A¢tivity feports with: -apossiblenexustodéttoristand share it witheach other
- will facilitate: thetypeofi mfonnat:m shmngenvzsxoned dn; the Natxonal Strategy for

Tiformation Sharing

e@uardianhas begrdésigned/in corsultation with Aegal, privicy andssecurity.

SSCHItYContrbls ne Tritegrated fnto:systétn. daitelopment and,ﬁxncnauah@r Thisprivacy
nnpaotasswgment of; \prcoess@fensunngmat’ch system accovints for privacy:
goricefits while-ereah .g‘anapleetmn‘m envitontertthat will: facHitste Serational”
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Responsible Officials:

S . P e o,

/
FBIPiogtam Manager
ThteatMomtanng Uinit (TMU)

Fed% %ureaﬁ of Inv&iﬁgatmn

Wbty

Dae 7

- EBE SystemBeveIcper
Ec:rexgn Termnsﬂ‘mehng Task?om.

Ufps[eoen
Date

#

Clnef Privady and Civil Tibérties Officer
Federal Borean, af]nvmﬁgaﬁan ‘

_D‘a” o y

2 .‘efmfarmanmafﬁeer
.Depan&neutof;msuae
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r/?/ 2009

Acting Chiet Fovacy.and:CivilEibsities Offices
ﬁaparnneug of Tustice
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Attachment 1

&Gpardian User Agteement

Gogitdot Yol Togal-Toii ‘*TermnsmTaskFom{ﬂTF)animediatciybyphbnefor ahy
vr,gent maﬁammﬁmmtenﬁ‘a‘inexusmtmnsm. :

eCuzrdianis:asersiting: hutunkﬁasszﬁed systemfor ofﬁcialvuse only.‘lﬂfermahon
ﬁasmﬁedﬂ@NEmE__ [NIAY and:ahove: ced derany:

“Suspxcwus acuvity 5.4k by

Envitofirnent {PWISB)@&_ : driffioa

gathezmv orpre—operaﬁunai plamungxglated to tcrronsm, 1 o

m’centmm Suspmmus achivities: maymciude, hn‘t are ﬁqthmxte&to, suxveiﬁance, Cybét’
attacks; probing of sec;mty and photography ofkey infrastructures and facilities, Ponot:
condutt any uhilateral dnvestigation with any reporfed ncident withonthe coordination:
of xheongmahng agency/augher, D fiot arfestany individialbased: solely-on-the:

mformatmn in eGuar&lan unless there :s ev;dence ofa wolaxmn of State, Local or Federal
stamtes

By szgam theuser agregment,: ﬂie parties- will-agresito ’the Fusnm Center andTMU
polmy thit sets-forth:fhé hission;: goals, ;ﬁmohons, TanagemEnt; gnnmples, rietibershig,

staffing, information sharingpolicies ad-prototols.and privacy and: seeumtyamhutes of
the eGuardian systein;

%
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Merbetship inthe SIG isby application: orily and will be dawn only froni.agencies that

Tave anoriginating agency-identifier (ORY) and'thius ate recqgnized Tavr enforeemént
enfifies,

No-entry info- eGuardlmmayhe 'made based solely onthe ethnicity, race orxéligion ofan
-ifidividial orsolelyonthe exetoise of tights suarartepdbytheFirst Amendmentor the:

lawful exercise of any other fights secured: by the Constitutior-or laws-of the Uniited
States.

Ifyou déterminethat. iinformation youliave: premusly submitted is erroneaus, youware
tesponsible:for updatingior Sorrecting the informationdn-Guardian, I you discover
infoiriation that has beeh contributed that youkaow is efroTiEois, You should ndtifythie
subidtter so that the-information.can-becomected;

P::a ceedmgtcx the eGuardxan 'I‘hreat 'I‘mc!gng System m&mat:es youhave been informed

-0k agikes ons; Incide esiing theictiferia of
SUSPiCIGUS ACH Vit SEwi t&n nmﬁfo‘féﬂ'i‘ii‘fs"xﬁs ; ficthet, dausiot
complywiththe: afmve-staie& ales, will be mmedmte}ydeleted fronyeGuardian.
Buﬁhenﬁore,’hy clickingontheUser Amesfentelieckbotyon: agEety’ thepolicies fhat
goveriAtie:éGuardimgystém. Forfurtherinformation aboutthe'eGuadian; jpolisy; p‘!eaﬁe
“Fetiiviv'to the policy link onthis L EQ: q@uardzan meriber died page.

Infonnatwn cbta;nedﬂuougheﬁuaxdxanghgllnot“ﬁare-dxéseminateﬁmthwtthe

""" &l i o,

g enitity:

The EVY will soridiget: penudw dadlitsiof thﬁ«sy,stem 10 znsureqthat Thsiulesare foﬁoweﬁ.

Fafhite:th’ estply Sith:this: Hpreement. willesilt mﬂw fermindtion. of’ynur £Cnardiat
membarsth.
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