9 Reasons to use
cGuardian

Free, eGuardian is a free service to law enforce-
ment nationwide. There are no costs incumed
by participating users or agencies to use the
system,

Access to Thousands of Incidents. Since the
full system release, over five thousand suspi-
clous activity reports have been entered into
eGuardian, and more are being added every
day.

Ease of Use. The eGuardian interface is com-
prehensive and easy to use. There is also an
online {raining module avallable on the
eGuardian SIG sits,

Collaboratlon. eGuardian provides a simple
method for users from other agencles to add
additional information to SARs within the sys-
tem. Agencies will receive automatic emali not-
fications whenever another user provides addi-
tional value to one of their incidents.

Advanced Search/Notification Capabilities.
Advarced capabifiies such as structured field
searches, “fuzzy” ("sounds like") searches, and
customizable e-mail notifications.

You Control Your Information. Information
entered into eGuardian will remain private until
your agency chooses to share it.

Accessibility. eGuardian is not limited to spe-
cific computer terminals or locations and does
not require any special software to be instailed.
eGuardian is accessible from virtually any inter-

e net-connected device,

Effective. Approximately 90 new JTTF terrorism
-related investigations have been opened as a
result of incldents that were generated In
eGuardian.

Manageable. eGuardian utilizes a single sign-on
from LEO.GOV There are no additional user
names or passwords to remember.

eGuardian Contacts

eGuardlan Help Desk
B66-672-9763

LEO Help Desk
888-334-4LEO (4534)

Supervisory Special Agents
AUC] ]

(Acling Unit Chief) i

SSA
SSA
SSA

SSA

Staff Opeg| s S

Confractor (ManTech)

Applications Development Lead ,

Program Manager (General Dynamics)

ENIEM

Ruidging iafprmizien 5y omd

b6
bicC

ACLUEG000088

eGuardian00001




. introduction -

When plamming an attack
ferrorists  frequently en-
gage in surveillance, and
otherwise suspicious ac- EER™
fivities. The detection and

dissemination of thesef
susplcious activities is vital
to preventing and disrupt-
ing potential terrorist acts,
In 2008, two men were
arrested and charged af-™—" ‘
ter they were caught videotaping the U.S. Capito!
building, the World Bank, a Mdsonic temple, and
a fuel depot In Washington, D.C., and then send-

ing the video tapes overseas fo terrorist groups, .
. In 2007, authorifies disrupted a terrorist plot in

Gemany when they apprehended multiple sus-
pects conducting surveillance at U.S. military fa-
cllities near the town of Hanau,

eGuardian was developed to help meet the chal
lenges of collecting and sharing terrorism-related
activities amnongst law enforcement agencies
across various jurisdictions, The eGuardlan sys-
tem is a sensitive but unclassified (SBU) informa-
fion sharing platform hosted through Law En-
forcement Online (LEQ).

The eGuardian sys-
tem allows law en-
forcement agencles
to combine new sus-
picious activity reports
(SARs) along with
M existing (legacy) SAR
gl reporiing  systems to
';ér, form a single informa-
. tion reposltory acces-
sible to thousands of law enforcement personnel.
The Information captured in eGuardian is also
migrated to the FBl's Intermal Guardian system,
where it Is assigned to the appropriate Joint Ter-
rorism Task Farce (JTTF) for any further investi-
gative action.

History .

On January 1, 2008, the Federal Bureau of Investiga-
tion initiated a limited release of the eGuardian sys-
tem. eGuardian was conceived in 2007 in response
to the President's National Strategy for Information
Sharing, which created a national initlative to share
terrorism-related Information across federal, state,
local, and tribal jurisdictions.

N TR T AT R e

Since its inception, eGuardlan has experienced sig-
nificant growth In both the number of users and agen-
cles contributing SARSs to the systern. eGuardlan has
also become a part of the Nationwide SAR Initiative
(NS, :

eGuardian User Base

eGuardian Is designed to be used by federal, stale,
local, tribal law enforcement agencies and the
Department of Defense. Participating agencles are
able to provide, view, and analyze SAR and dther
terrorism-related information.

Currently, eGuardian Is used by agencles in 50 states
and the District of Columbla, This inciudes 72 state
and federa! Fusion Centers. The JTTFs also share
SARs and provide assessment updates from the
FBI's intemal threat tracking systern (Guardian).

Need Access?

For eGuardian access, please follow these steps;

1.The eGuardian system
can be accessed through
www.leo.gov by swomn law
enforcernent officlals and
by those working in a direct
law enforcement capacity
Lo lifo (i.e. analysts, TLOs, etc)). If
ivrwanrameetied oL do not have access to
LEO, an appiication is
available on thelr website.

Lot Sticavatt Logn

Last Unsuoamatal Log

Sermces §i 2. On the LEO homepage,

o ciick on the eGuardian link
access the eGuardian Spe-
clal Interest Group (SIG)
§ page.

i 3. Click "Request AGENCY
Access to eGuardian® If
your agency is not cur-
B renfly using eGuardian.
Once your agency has an
account, individual users
X ENINlaRe | May join.
4.Click “Request INDIVIDUAL Access to
eGuardian® to request access to the system.
All potential users within an agency need fto

submit thelr own individual requests to ac-
cess eGuardian.

5.0ur éGuardian Outreach Team will contact
your agency once access Is requested, They
will verify your agency and new user Informa-
tion as well as assist with logging on to the
system for the first ime.

For further informaff i '
_our Help Desk =

under “Parinered Sites” to -
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