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ExECUTIVE SUMMARY-

The design and development ofthe Information Sharing Environment Suspicious Activity 
Reporting Evaluation Environment (ISE-SAR EE) stemmed from five key factors: a national 
need for increased information sharing of suspicious activity; a need for an enhanced 
technology solUtion to address many of the previous Information sharing impediments; a 
requirement to continuously protect privacy and civil liberties; a recognized need to develop 
a nationwide SAR training program; -and a need for the existence of a robust, collaborative 
partnership .among all federal, state,. and local ISE..SAR .EE .participants _to create a 
nationwide SAR program. Combining these factors has creatEid a projectthatengages 12 
state and major urban area fusion centers In an .a'il'•¢r.lines approach to gathering, 
processing, reporting, and sharing of suspicious actllrity .. t\Jl·e ISE-SAR EE was designed to 
leverage existing operational processes, technolo~;. ··polldies> -(md systems to create a 
dynamic approach to information sharing. 

INFORMATION SHARING: A NATIONAL PRi.ORITY 

The ·recognized need to advant;:e ·tbe sharing .cyf ·kr.rorism-related laW· enforcement 
Information was clearly articulated i'J;i;,the ·reJease of sever.<;~ I national-level documents, such­
as the National Strategy for lnformati(!b. _!3hat.il:IS.(NSIS), 'i$§bed to reinforce, prioritize, and 
unify our nation's efforts to advance the shatirrg_ •of terrorishHelated Information among 
federal, state, and locC)f:(g(ivefltment entities; the. ·P~iv;;~te:.sectof; and foreign partners. The 
NSIS calls for the fe-~Eiral gover~Mt:;nt to si:JpjJ(!Ji'\' 9' iratiohvy.fg(l capability for the gathering, 
analysis, and sharing .. pf -informatl¢'n, includin~ suspicious activity and incident reporting 
relateq to terrorism, witH· $t~te aAq',jqpal governments and across the federal government. 
Consistent>WitfHI:\iJ NS.IS, a~<:i .as :a··pfio~ity.-fCJr the·:i$$.~ablishment of the JSE, the Office of the 
Prograr.n:fv1t;~nager forth('Hnforni;;~~ipn Sharing;li!r;).\(jronment (PM·ISE); the U.S. Department of 
Justice ('D.Q~); the U.S. Defl!?r-tment.qf: Homeland' Security (DHS); the Office of the Assistant 
Secretary clf':Qetense for Horn·efand Defei:lse and America's Security Affairs, U.S. Department 
of Defense (b~J~); and the Qffi~e of the Director of National Intelligence (ODNI) have 
coordinated a comprt;Jhensive :~ffort to develop a nationwide network of state and major 
urban area fusion cer.~t$rs. This n~twork is one of the foundational pieces of the ISE-SAR EE 
In Identifying fusion cE;nt$rs t6:participate in the project. 

Additionally, the Information Sharing Environment (ISE) Suspicious Activity Reporting (SAR) 
Functional Standard (ISE"SAR Functional Standard)1 was rel.eased by the PM-ISE to build 
uppn, consolidate, and standardize nationwide aspects of those JSE·relevant activities 
already occurring at the federal, state, and local levels with respect to the processing, 
sharing, and use of suspicious activity Information. The ISE-SAR Functional Standard 
continues to evolve and provides guidance on a limited end-to-end information sharing 

1 See http://www.lse.gov/pages;sar·lnitiative.aspx. EGuardian-328 
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process. It was developed for the analysis of SARs and includes the business rules for 
collecting, documenting, processing, and sharing terrorism-related suspicious _activity 
lnformatlon.2 Ultimately, the IS&SAR Functional Standard was used to outline the scope, 
objectives, and goals of the JSE-SAR EE. 

The ISE-SAR EE project began with the implementation of three state fusion center .pilot 
sites-the New York State Intelligence Center, the Florida Fusion Center, and the Virginia 
F\.lsion Center. Additional sites were added to the Evaluation Environment, including the 
Washington, DC, Metropolitan Police Department; the. 'Seattle Police Department; the 
Los Angeles Police Department; the Boston Pollee D{:!partment; the Chicago Police 
Department; the Miami-Dade Police Department; the ~t.izbria Counter Terrorism Information 
Center; the Houston Police Department; and the L:a!?; Vegas ;Metropolitan Police Department. 
Additionally, the eGuardian system, designed QY the Federal 'But!'lau of Investigation (FBI), Is 
one of the methods by which information lil<;~Y be entered or ·.dis.Qovered In the lSE-SAR 
Shared Spaces. eGuardian also serves as ·the connection between~h~- FBI's Joint Terrorism 
Task Force and the ISE-SAR Shared Spaces servers. Sirn·ifar to how eGuardian functions as 
one of the JSE-SAR Shared Spac.es,. SAR informatlti~··frct;>m DHS will function as an ISE-SAR 
Shared-Space. 

TECHNOLOGY: A WAY. FORWARD· 

The second key fa<,ltor ·G>f the·pr6iect Is the.·al;lility-t~- enhi'JM\<e information sharing through the 
creative use of technology. Thr.oqghout thed?w enforcement community, the need to share · 
information is genera'lly accepted .~Jnd under.;ltb.od; however, the technology used for many 
information sl'lar.IA\i JnitiatiV~§ often fail~- to gaifl' wide support due to its failure to meet the 
expecta\lo.~s of thEl Jaw enforcement a/;t$6ci.es. ·some of these expectations include the 
ability tl'l· self-populate tnf:l data. th~tis sharetf·,the ultimate control and disposition of the 
agency'~''diJta, and the a'bijity to utilize the existing legacy records management system. The 
JSE-SAR EE: •W\l$ designed ·ts· ,utilize a ~nique technological configuration that allows data 

. sharing through. a distributed. model which emphasizes the importance of maintaining the 
originating agen·eyt$: ownership of the data. Additionally, this technological solution 
leveraged existing stat!l :arid· local systems, as well as national information sharing 
platforms, minimizing thEl:.hf:led to develop a new system or database. 

Technology Is often seen as an impediment to Information sharing due to the stand-alone 
nature of many law enforcement records management systems. The ISE-SAR EE utilized a 
unique technological approach by Implementing a "shared space" environment. This 
technology solution provides a distributed data model to make SAR information available 
through Common Terrorism Information Sharing Standards, applications, and !)ervloes. The 

- JSE-SAR Shared Spaces allow authorized users to securely search the ISE-SAR data located 

2 A diagram of this process can be found in the Nationwide SAR Cycle chart located In Appendix_. 
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on local agency-controlled servers from one central location-the National Criminal 
Intelligence Resource Center. The ISE-SAR Shared Spaces integrate the National 
Information Exchange Model standard and the ISE·SAR Functional Standard into a 
standardized process to efficiently and effectively share information .. 

PROTECTION OF PRIVACY AND CIVIL LIBERTIES 

The third critical aspect of this initiative is the continuous need to emphasize the importance 
of protecting privacy rights and civil-liberties. integral to.~J:ris. project, which often-includes 
sensitive personal information, is the protection of Am!'JdQi;i'ns' privacy, civil rights, and civil 
liberties. In addition to the U.S. Constitution, many law$·!iOP policies protect these important 
rights, including the Privacy Act of 1974; the E-G0v$rrimiii'lt:Act of 2002; and other federal 
laws, executiVe orders, and policies, as well .as .state, local;..l!·nq tribal constitutions, laws, 
and policies. During September 2008, th\l f?M-ISE-in consultaticin. with the Civil Liberties 
and Privacy Office of ODNI, the Office of 'P.ti'ICJCY and Civil LibertleE;·Qf. DOJ, and the Legal 
Issues Working Group of the ISE Privacy Guid(j'lihes Comtirlttee-prepar,EJd •. the Initial Privacy 
;;Jnd Civil Liberties Analysis of ·the. ISE..SAR EE, · Jilll;\i~tl on this anEI"IWls, the 18£-SAR 
Evaluation Environment Privacy, ·¢!VH R!gllts, and div}U.,ibert/es Protection Po/Joy Template 
was finalized and approved for distrib.Lition;'i;q the EE p(;lttjgipants in January 2009. Based 
on the work of DOJ's Global Just(de. lnfBrdli']tion Shaf.ing Initiative's (Global) privacy 
document, Fusion C~ht<ir 'Pr.ivaoy Po/iqy Dev~/tlp/'nent: P~IVC!oy, Civil Rights, and Civ/1 
Liberties Template·, tfre· templ(ite: was desigoS~qi-tr;>· cover, ~IHSE..SAR EE activities conducted 
by participating pilot:$ites, inoil:!~lJng sourct1.'s.u"t:>mitting, ana use agencies. It was designed 
in such a manner tliafp;;Jrticl~$tlng agend!i;i~'·.can make any necessary modifications to 
include the· Te<1.uir.ements . . bf .tbilir- ::;tate con'stitutlon, executive orders, court decisions, 
statutes,.,r,ules antNegl,llations;:l:lnd locaJ;,qdc:l~i~?./ordlnances as they develop their individual 
agency, privacy policieli. 'J,he pdli'qy.template ·requires each participating agency to address 
specific :items: purpos~ ·§pecifio~tion,. collection. limitation, data quality, use limitation, 
security safEi,~Ul:]rds, openne$5\ lndivld'lJ~I participation, and accountability. Further, in order 
to participate lA tl:ie ISE..SAR 'E~ and share information, all agencies had to develop a privacy 
policy that met the··rtlinimull')·:guldellnes provided in the privacy template. 

The ISE-SAR EE was des'lgAed, in accordance with the ISE·SAR FunctioAal Standard, to 
consider privacy throughout the SAR process. The ISE-SAR Functional Standard requires a 
four-part review before any SAR information can be shared in the ISE..SAR Shared Spaces. 
There must be an analytic judgment as to the information's relevance to terrorism, 
identification of specified activity, reliability, and validity. In addition to and compliant with 
the direction of the project sponsors, extensive training regarding the criticality of the 
protection of privacy and civil liberties has been provided to the participating agencies 
whose role requires analysis of suspicious activity and requires the Ultimate determination 
.as to the level of sharing of that information. 
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MULTILAYERED TRAINING 

The design and implementation of a cohesive nationaiiSE-SAR training program was a vital 
part of the fimil project design. The training component was developed through the 
recognition that the ISE-SAR EE must proVide a consistent, nationwide message concerning 
the handling of SARs. To reinforce' the tenets of the project, three separate but coordinated 
training efforts were developed targeting law enforcement professionals with varying duties 
and responsibilities-agency executives, analytic/investigative personnel, and line officers. 
The. executive-level training was developed by the Major ,Pities Chiefs Association (MCCA) 
and focuses on executive leadership, policy development and privacy and civil liberties 
protections, agency training, and community out~earil:i': The analystjinvestlgatlve-ievel 
training was developed by the Bureau of Justice ·A~sistaric~' (BJA) and focuses on the SAR 
process, with an. emphasis on review and vettih~··o'f' informaticin. to ensure compliance with 
the functional standard; privacy and civ!illl:>eitles protections; ter.ror.ism indicators, including 
recent trends in terrorism, stages of terr<'>ri$t;n, and behaviors tiec;i· ~q. the ISE-SAR Criteria 
Guidance; and resources and tools. The· ·iih'l offic!:)r ·training wa&. developed by the 
international Association of Chiefs.QfPoiice (IACP);ar.]d'fb¢Cises on understapdingthe critical 
role line officers have in the effecfive.·implementatlpr:q)f the SAR process. The goal of the 
training efforts Is to facilitate agency:implernentation of.tha SAR process and to enhance the 
nationwide SAR capability. 

QOLLABORATIV~ ,pARTNER$i'iiiPS T0{1EVELOP A NJ~;l'IONWIDE SAR PROGRAM. 

The final key to this •ihlti?tive .. is the collab:¢r<;~tive and dynamic partnerships among the 
federal spl;ln90H.?!Jnd stati'J:and'·l!idEih<:\lte?. Tlir$!;\~h conference calls, user group meetings, 
and !lite ¥.\sits, th~. '1$.(':-SA:fi: 'EJ;: partners· maintained an aggressive project timeiine and 
coml'i:Jitment to establish ~he pri;>ject at each ·site. Moreover, it was the supportive aspects 
of this P\irti"\Srship, such E!& cross-agency collaboration, that ultimately made the project a 
success. l'M~ederal partri!3ri)-PM-iS!l:,.·DOJ, BJA, DoD, the FBI, and DHS-worked togeth.er 
to develop .the.,foundational •el~ments of the project. The involvement of multiple federal 
agencies in this i::¢or.dinated. effort will help ensure that relevant pieces of information that 
may be indicative ofl'!:terrgrist.event or activity are shared. 

This project created new and enhanced existing partnerships among the state and iocaliSE­
SAR EE participant sites. Working with their federal partners, these agencies articulated a 
common need for a unified SAR process. · Throughout the implementation, the· users 
provided constructive feedback and recommendations to improve the initiative. 
Partnerships within the larger law enforcement community have also proven to be critically 
important to the achievement of the project goals. An important factor· in the development 
of the project was the leadership of the MCCA and Its Major Cities Chiefs Intelligence 
Commanders Working Group. Using the tenets of the successful Los Angeles Police 
Department SAR initiative, the MCCA and its working group provided leadership and 
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guidance in the development of standard processes and policies to guide thesharing of SAR 
information. Further, in June 2008, to Illustrate their support of the project, both the MCCA 
and the Major County Sheriffs' Association unanimously passed resolutions supporting the 
implementation of the SAR process within their member agencies. Additionally, the National 
Sheriffs' Association, IACP, the FBI, the Criminal Intelligence Coordinating Council {CJCC), 
and Global3 have endorsed this project. 

NEXT STEPS 

Moving forward, the technology, training design, typ.eS· c6'f technical assistance support 
offered, and business proc.esses developed during,.1liii$ .project can be replicated for the 
sharing of other types of criminal activity informatib·~,. 'fhEi ·1$\;'H?AR EE has proven successful 
In providing law enforcement agencies with ·1'\ ... t~liable and'·il~l'lsistent method of sharing 
terrorism-related SARs, and this type of proj~et ban be expandech-.tr::>. other. law enforcement 
activities. The following sections are contair\e(!j .. in the full report: 

>- Project Overview and Baq.k~r,ound 

>- Leveraging Promising PractiG?S.' 

>- Lessons Learned 

>- Participatin!j.A~§tjg)(:Xl,§sessmetit$: 

>- Appendice$i 

• Appendix•Qne: Pr.oJ,e9t Partici'r:i~:n:ts 

·li · Adfiiendix TW.it\ ·~roject'\iliWr\lline · 

• ApperiCiix. i[lree: A<;:r.onyms an€!: :Abbreviations 

>- Cont?cts for Ques1:i~fl~ 
·, 

·, 

•in June 2008, the Findings and Recommendations of the Suspicious Activity Report (SAR) Support and 
Implementation Proj,ect (SAR Report) was developed to provide recommendations to the CICC from the MCCA. 
The SAR Report was unanimously approved by the CIOC In September 2008 and by Global in October 2008. 
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Ollef Cathy Lanier, DC 
Metro, "The hope is that 
everyone across the 
country will start doing 
this. The value of this 
program lies in the 
number of people that 
puyln and participate.' 

PROJECT CNER\118/V AND BACKGR.OJND 
The exchange of information is a critical component of law 
enforcement investigative efforts. Historically, gaps in 
information sharing among federal, stale, and local law 
enforcement agencies have hindered law enforcementi:> ability 
to effectively and efficiently detect, deter, prevent, and respond 
to criminal and terrorist events. Exchanging information 
becomes even -more-important when crime prevention becomes 
multijurlsdictional. The ability· to share information in a 
consistent .and timely man nsf> :~cross jurisdictional boundaries 

is a key element to the law enforcement process. '111ell!'!·lnformation sharing gaps often 
stem from the fact that-although law enforcement .. ag(?hcies ii:igiyidually may have pieces of 
information concerning criminals or terrorists ~;~n~:.their activities·, fhli;lse agencies often lack 
c;~ standardized mechanism by which inforrn<:~tipn can be excharigM·.with other agencies 
and/ or collected to support crime detection .and prevention. Cbf.is:e.quently, the law 
enforcement communltyi:> efforts to prevent crime. or respond to a ctirriitJal or l?rrorlst 
-incident may be fragmented, duplic;i;itiVe, and/ or limited: 

Pddressing these issues, the Natiomi!.Strategyfqr lnform~tion Sharing (NSIS) was released 
in Cctober 2007 to prioritize and uriif:¥· -our liation:S efforts 'lo advance the sharing of 
terrorism-related information among feqet<~l, state, .. an~ local, ·government entities; the 
private sector; and f(!lr~if)n partners while obmtirr~i1.1(!J to prot~ct privacy, civil rights, and civil 
liberties. The NSIS calls ·for the f~~-eral goverhiiient to support a nationwide capability for 
the ~;~athering, analysis, al'i<il: sharirig.qf,informafi(>r]';. including suspicious activity and incident 
reports relate~: 'l0: ter.rorism·, witr.t statli;l- :af.]g loiii.!E\h governments and across the federal 
government the develoj;lment ·of .the NSIS w~s:-based on several foundational documents, 
includiri§, tbe report· bf.' the NE\Iional Commission on Terrorist J\ttacks Upon the 
United stal~!i;4 also known. ;i;I\J the ·9/"1-1 Commission, which identified a breakdown in 
information shat,jr.~g as a key TGI9tor contributing to the failure to prevent the September 1.1, 
200 1 , attacks. (n response· .tG the 9/11 Commissioni:> recomrnendations, Congress 
passed" and the Pre~ICI!i;lnt sil;Jned·" the Intelligence Reform and Terrorism Prevention f>ct of 
2004 (IRTP~. Per Sectiom. 1i.Q:~;6, the Information Sharing Environment (ISE) was created 
and is defined as "an appr0aoh that facilitates the sharing of terrorism' and homeland 
security information.' Further, 'the IRTPA required the President to designate a ·Program 
Manager for the ISE and establish the Cffice of the Prograrri Manager for the Information 
Sharing Environment (PM-ISE). The PM-ISE has government-wide authority to manage the 
ISE, assist in the development of ISE standards and practices, and monitor and assess Its 
implementation by federal agencies as well as state and major urban area fusion centers. 
Consistent with the IRTPA the ISE sought an information sharing solution that would allow 

• See http://www.9-11 ccmmlsslon.gov. EGuardian-333 
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data to be shared through a distributed 
mechanism by which law enforcement 
agencies could retain data ownership and 
control. The solution would need to .be 
economically developed and deployed, 
ideally with the ability to be easily .replicated 
nationwide. 

Project D.terview and Background 

. Former Chief WHiam Bratton, LAPD, "\f'.kJ 
have learned from the past that there are 
early warning signs. Terrorism and .behaviors 
are linked. How do I maximize . our efforts 
and multiply our force? Analysis Is critical to 
differentiate · criminal from terrorist 
actlvity ... \f'.kJ all need to assess our 
vulnerability. · Similarly with SAR' we need a 

Consistent withjhe NSIS and as a.priorityfor united frqntand leadership support so that 
the establishment of the ISE, the PM-lSE' in every F~9eh¢Y in the area is contributing: If 
conjunction with the U.S. Department of we .. ll!?M· 'have a seamless \f'.kJb and some 

· <l9i':iiiQies·. ~re not cooperating, we are In 
Justice (DOJ), Bureau of Justice Assistance th'll:lole. i[Jt;~: .effort today Is not only to 
(BJll); the Federal Bureau of Investigation ·.Eiducate but \(~.\lnlist your support and make 
(FBI); the Office of the Assistant Secretary.·.(;>f sure you under.sta,n~· the importance to this 
Defense for Homeland Defense ar:id' ; . effort. \f'.kJ want ti!l• move in a big and 
.America~ Security .Affairs, U.S. Department : ; .;;~ggres9ilif!. way to moV€1. :this issue forward. 
of Defense; and the us. Dep§!lll;ment of · W9 h(iP.$ .those of you her.~ 'get it.+ This is 

ri(i(:.g~.departure from what we normally do" 
Homeland Security (DHS)" sli~p!iii;J:$q. a thete.cate.some enhancements" we want you 
comprahensive . effort to dev§lop· .i;j· , to take· ·i! ,to your people. Embrace the 
nationwide network of state and majbt•~;~rbatl' : : i;qncept an\J:<;ippreciate the enhancements.' 
area fusion centers. ·01~·of."the goals of·tnis 11=. ==. =F.=="'·"'· ="'~#=========dl 
integrated netwotk. isAo facili.t<;ite the shar-ing, ¢f. terrodsm"related Information across the 
federal, state, .and loc1,il. communfties. The'infc;>rmation to be shared in this national network 
includes information basilcl on .?n, i:lcti,vity that·tnr;Jst law enforcement agencies already do as 
part of tbeir :everyqay activities: dl:ltumenting .suspicious activities observed or reported. 
This gt.i;i¢fice is well;cit'Jstitutlonalized in 'the :Jaw enforcement community and occurs .with 
varyifrg;~.egrees .ofstang/,1r(:lizallon .. <J.nd formality in other communities, such as in the public 
health aMd! .private sectors·. 11ii'G1t;!~hout most sectors, the collection of SARs Is not 
represented· 'by a formalized; .Institutional process, .and there is typically no established 
mechanism for ±lie reporting,6f,preoperational terrorism behaviors. Leveraging the existing 
SAR collection functions, the. ·I$E-SAR Evaluation Environment (EE) recognized a broader 
mission need. AJcbtdiil~ly·<lfid consistent with the direction in the NSIS, it was deemed 
necessary to establish :a·iltandardized process that includes flexibility to meet the unique 
individual requirements of the jurisdiction in the area of.privacy protection and associated 
data models for identifying, documenting, and sharing terrorism-related suspicious activity 
reports (SARs) to the maximum extent possible (initially referred to as the SAR initiative). 

In ();:)tober 2006, a foundational meeting was held in Denver, Colorado, to bring together 
state and local subjeCt.fllatterexperts, as well as the federal project partners, to discuss the 
initial plans for the development of what would eventually be.come the ISE-SAR EE In 
response to the need of the state and local law enforcement community to develop a 
standardized SAR reporting process, this meeting highlighted. the need to build the project 
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using a common set of behavior-sp.eclfic categories that can be related back to the 
precursors of terrorism. 

From the beginning of this initiative, it was evident that there was a ne.ed to leverage existing 
technology standards, such as the National Information Exchange Model (NIEM). NIEM is 
based on the work of the Gobal Justice Information Sharing Initiative'S XML Data Model and 
is designed to develop, disseminate, and support enterprise-wide information exchange 
standards and processes that can enable jurisdictions to effectively share critical 
information in emergency situatien~, as well as suppfilrt.· the day-to-day operations of 
agencies throughout the nation. NIEM enables inforni.atl'sii:,sharing, focusing on information 
exchanged among organizations as part of their cur.r$rit-or·intended business practices. The 
NIEM exchange development methodology result~;;.!!M a· tigtru:non semantic understanding 
among participating organizations and data f(')tifi~tted in a ~eml;jntically consistent manner. 
NIElvl standardizes content (actual dat(:l· 'e?(¢hange standards); .and provides tools .and 
managed processes. 

In early 2007, the project discus~ions contiriu¢(;1·. , , ., .... 
with a series of conference .p<J:il~. •iitnd 1/\ebEx< .. i : Commissioner Gerald Bailey, Rorida 
meetings to f\.lrther develop the ·Project, :behavior ' ·~partment . of Law Enforcement: 
codes, .business processes, and ii:)i.!>lemehtation ·:·l;.~v.t .. enforcement has excellent . 
procedures. These ·efftlrts continued: . with the• : ' mfor.m_atlo~ gathering tec~nlques 

. . . · . . . '.. . :. · : : '<\nd skills m place. However, 1n order 
development of a: .reference. -lf.lf\)rmat1on. 'EI(phaf.l·ge ' •flit 'that Information to. be useful, it 
Package Documeritalto.n (IEPD).· intended fo: $upport must be shared. Simply put, the 
SAR exchanges betweeifl!\lnd atiit?rl9 fusion '¢$1'1ters heart of this initiative is to glean 

. and their f~9$ral, sta't€1; ·loc011, ElPd: tribal: ·I<JW information from routine police work 
enfon;(!ment partrtertr,. peveloped by state-and. local for the fusion centers so that they 
stakelilr:>kters, the IEPlDWas uiti'tiiately enhar\'ded to ~ay. provide th? a~alysls and 
be consi$tent with the l$1!; ,Privacy 'G..,lidellnes, the Intelligence_ that 1s cntlcal to our 
Pr' a a -1 L'b rf R r De I . t Gfd efforts agamst crime and terrorism. 

1vacy an · ': V! I e 1es o ICY ve Qpmen I e VVe can no longer operate as 50 

and lmplementiltion TempJale§, and the Privacy and independent states, but as one 
Ovil Liberties lm.PI€Jmentalf9iil Manual for the country with one goal" to keep our 
Information Sharin.g':~Y.i~Qbment. The development citizens safe.' 
of the IEPD ultimately rE,?sk}lted In the development ik============ll 

of the ISE-SAR Functional standard. 

In January 2008, the first ISE-SAR Functional standard was released by the PM-ISE to build 
upon, consolidate, and standardize nationwide aspects of those ISE-re.levant activities 
already occurring at the federal, state, and local levels with respect to the processing, 
sharing, and use of suspicious activity information. The ISE-SAR Functional standard 
provides guidance on a limited end-to-end information sharing process and continues to be 
enhanced to meet the needs of the agencies. It was developed for the analysis of SARs and 
includes the business rules for collecting, documenting, processing, and sharing terrorism-
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related suspicious activity information. These efforts ultimately resulted in the development 
of the ISE-SAR EE; which was used to outline the scope, objectives, and goals of the project, 
including the implementation of the SAR Summary Reports Library Pilot Project and SAR 
Q:Jerational study Evaluation Project (now known as the JSE-SAR Evaluation Environment 
[ISE-SAR EE]). 

The SAR Summary Reports Library was a conceptual pilot project that provided a collection 
point for existing SAR summary or free-text narrative information reports. The Library pilot 
was designed to provide a method for fusion centers anq.,ot~er authorized individuals (e.g., 
sworn law enforcement and analysts) to enter, store;. :and access SAR documents (e.g., 
Summary SARs, Daily Briefs, and Waekly flnalytic R@p'(irts), regularly created and published 
by fusion centers and other contributing r,;,;;:.;;;:-==""='"""'==========fl 
agencies. Because of the need to concentrat$· , Sheriff Gill~$.f,.i.~, Las Vegas Metro Police 
on the larger ISE-SAR EE rollout, the ,f(,ill Departme~t, ~(;).strength [of the ~S!l Is 
implementation of the Library project· was in partnermg ai:J9 ·the common mission. 

. . . . · ·, Tod9y,. we face uniqli'l challenges in law 
suspended m order to. focus on the pnmacy :. , enf.0r¢.f!tnent not only ,from the traditional 
purpose of the project. ,f:l!'>Wever, the ·: ; \\ilp!)lc!. Wa cannot alloW'.tne human trust 
d(;lvelopment of the Library proje~ .~rjcj':jh,1 initial ·~$'J?[;lcts to Interfere with the actions we 
testing demonstrated the success ·of :the mast. ·take. This is a VERY worthwhile 
technology design and provided a vial;il~ tool for · appr6<!cn· to information sharing, and I 
further applications. Jt :l9 ·recommer\<;l(;)c;l that : i .I?Qk. fot;vi>Jrd. to utilizjng it in southern 
this project be revi$i±~d·'for pet13mtial deplq)iiin!liilt ' ' ~ElV~da. , 
as soon as is feasible, · ib=~;d===========li 

The ISE-SAR..:!±Ii\ :qp(lrated: ptv the d0r.l¢$Jilt of '1'$hi:)red Spaces,' which is an Idea consistent 
with the·.~J1idimce·pr0vi<;led Trr:ti:lE? IRTPA trJ;le . .SM.red Spaces concept uses a networked and 
distrib~;~tep informalion· exchange process· to make standardized terrorism-related 
informatipn available tl;ir$.vgh bJmmon Terrorism Information Sharing standards, 5 

applications,. ?tld Wab ServiO.e~?. Uiti'ii:u;~tely, the ISE-SAR EE, through the use of the Shared 
Spaces conoept1iprovides a sJ:>!l:ltion for Jaw enforcement agencies to share terrorism-related 
suspicious activity-:infprmati(iir,r, .while continuing to maintain control of their data through a 
distributed model of'inforr.n<Jfion sharing. 

In December 2007, a short-term study was conducted with some of the participants to 
determine ·the value of including personally indentifiable information (Pll) data in the search 
results versus querying <;lata with no Pll included. The study was conducted with data from 
the Rorida Fusion Center and the New York state Intelligence Center. Wlen a query was 
made, the analyst was requested to complete a series of questions to determine the value . 
of the information provided. The results of this study showed that data containing Pll 

' Mdltlonal Information on Common Terrorism information Sharing standards Is available at 
http://www.ise,govl pages/ ctiss.aspx. . EGuardian-336 
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informati.on had more value to the user than data without PI I. f>dditionally, a focus group 
was established at the conclusion of the study, and the participants confirmed the value of 
including Pll data in the ISE-S.AR EE 

In early 2008, development began on the Rndings and Recommendations of the Suspicious 
Activity Reporting (SAR) Support and Implementation Project report. This report was 
developed to provide recommendations to the Criminal Intelligence Coordinating Council 
(CICC) from the Major Cities Chiefs. Association .(MCCL\). The findings and recommendations 
regarding thE? gathering, processing, reporting, analyziRg,,afJcj sharing of suspicious activity 
(also referred to as the SAR process) were developetf through site visits with police 
departments in Los Angeles, California; Chicago, llli!:lQi~i.'EiEiston, Massachusetts; and Miami­
Dade, Rorida. · These agencies provided this infC-lt:matioM: .te. a SAR subject-matter exjJert 
team, who documented the agencies+proces$$!1\ The subjegt-matter expert teams were 
selected by the sponsoring agencies" BJl\ . .Q.Q),·MCGA., Global, CIC¢;.QHS, and the FBI. After 
the site visits, the Rndings and Recommei:Jd~tions of the Suspicibl,I~ .. Actlvity Report (SAR) 
Supp.ort and Implementation Project report W$s further •developed 5y the. SAR Executive 
Steering Committee, which was qomposed ofloc~d, state,.and federal agef.1dies representing · 
the CICC, the Global f>dvisory C:OrtJ!Y.iit~'l,l~ (GI\C), aiic) :the MCCL\ Promising practices from 
these site:) visits were identified and'$re detil!ih;ld througMOl!tt this report. 

in July 2008, police chiE;if$,.:sheriffs, anq iqteliig!;!nde c0mman<;lers from more than 25 major 
cities and counties• (l.nd· rej:>res$ntatives· frqm ·~Eiveral' .f$deral agencies met In Las Vegas, 
Nevada, to discuss .. t8e implerne:)ntation of •the Findings and Recommendations of the 
Suspicious Activity Rep.Qct (~)· ·'$.!Jpport 
and lmpleA:letltation. Proje\]t. of.le.kf· ·itJ ·Qiief Harold Hurtt, Houston Police Department, 
conjur:1t;ti6r1 with' ·the •1\/lajor Cities Chiefs i · "i\iyou-re not committed to it [the NSI] atthe top 
lntellig~Fige Commander~'meeiingr1'jnd led · '. ·.o~ your. organization, lt:e not going to happe~; 
primarily:by. state and locai· l)takeMIQ!ers The off1cers may be mtroduc.ed to It, but 1f 

. ·. .· · .. . · . · ' there-.; not Interest from the chief or the person 
th1s meet!!:\~ focused Of\ ~re fui'\.ber at the top of the organization, it won'! be done 
development '0ffQ.undatioml!·· is,sues such properly and won-It be processed and will really 
as activity classifi~tion cQQE!S, privacy be wasting a lot of government funding. 
policy, and training: ·rce(lQfllplendations.. Hopefully, we look at this. as a program for the 
Based on the ,0l01tcomes and Houston region. WiJ talk about homeland 
recommendations from this meeting, the security, but this is also about hometown 
project partners were able to reconcile the security .. and It wou.ld behoove all of us to 

. . . . . protect our communities ... W1at we do every day 
behaVIOr codes e~stmg. w1thm the state is Important, and we-re going to step up to the 
and local agencies With those codes plate" it-.; as simple as that. wa need to be able 
enumerated in · the ISE-S.AR Functional to count on each other.' 
Standard. The privacy recommendations . . 
identified during the meeting included the need for each participating agency to have a 
privacy policy. The group also advocated for continued project transparency through the 
inclusion of privacy and civil liberties advocates where feasible. Recommendations from the 

EGuardian-337 

Page 1 o 

ACLUEG000726



Rna! Report: 186-&R EE Project OJerview and Background 

training committee focused on the development of the three levels of training for the line 
officer, analyst, and executive. 

Following approval by the GI\C and the CICC, the Rndings and Recommendations of the 
Suspicious Activity Report (SL\R) Support and Implementation Project was released in 
<Xtober 2008. Based on the finding at local- law enforment agencies, the report and its 
recommendations establish national guidance for state, local, and tribal agencies to 
facilitate the improved sharing of SliR information. The report advocates that .agencies use 
their existing processes and systems -as they formalize--the· _SAR. -process into the- agency, 
allowing the agency to leverage existing operational ,phil¢esses, technology, policies, and 
protocols as the new SAR. process is implemented. _ · 

The Suspicious Activity Reporting Process :lm~Jementatibti. 'Qlecklist was released in 
November 2008 as a companion documerihtl;) the Rndings anc)':R<Jcommendations of the 
Suspicious Activity Report (SAR.) Support aniif.Implementation Prdj(j()t report. \.1\brking with 

-state and_ local subject"'l1atter experts to· :iE1'E:lotify tl;)$; major s.AR: ;process categories 
Impacting their operations and pr.()lC!'JSSes, this dbQl'.H:ner:~t ·Provides a simplifi_ed checklist for 
chief.executives and senior leaderl:lhip .. ·It- is desi.gnecj·•f¢ be used as the agencies develop an 
internal SL\R process.; aids in theii>·dr.ime :pr~vention e:f(P.r:ts; and assists with successfully 
incorporating state, local, and tribal ag~l:lcies 11nto.the natitinWi\,ie SL\R process .. 

Throughout the pr~j~(;(,·strongipartnersliips.wete de\li:H.qp-ed, In 2008, both the Major Cities 
Chiefs Assoclatiah· ilnd the. :NI~jor Count.¥. Sheriffs+ ASsociation unanimously passed 
resolutions supporting<tt.ie. impl~m.~ntation of.tilt;J SAR. process within their member agencies 
to lllustrate:tj:Jeir -!!upport ~f•tlleiPr.oject .. /ldditipri;:tlly, the National Sheriffs+Association, the 
lnternati<;maJ JISso9i'$ti.<m of Chiefs of "Poli(;.e, the FBI, the CICC, and Dahl Qobal6 have 
endcir.)j;(;lC( this project 

01 Decel'iil;i\ir 23, 2008, thle NationWide SAR Initiative Concept of q:Jerations 7 (NSJ 
c:a\JCFS) was ·r.Elleased by the PM-ISE This document provides top-level operational 
guidelines for the. Bathering ~h~ processing, analysis and production, and dissemination of 
SARs. l'dditionally; 'tbe'N$H::ONCFS describes a comprehensive approach that includes not 
only the ISE-SAR Shared::$paces concept but also the integration of federal agencies, suoh 
as FBii eGJardian system and DHS-s suspicious activity reporting systems, as part of the 
NSI. The NSI 00\JCFS defines the requirements of the project and associated 
implementation activities, including areas such as: 

'In June 2008, the Findings and Recommendations of the Suspicious Activity Report (SAR) Support and 
Implementation Project (SI\R report) was developed to provide recommendations to the CICC from the Major 
Cities Chiefs ,Association. This report was unanimously approved by the ace In September 2008 and by the 
G'\Cin O:ltober 2008. 
'See http://www.lse.gov/ docs/ sari NSI_c:n-JCPS_Version_1_RN/IL_2008-12-11_J5.pdf. 
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)> Description of the overall ISE-SAR process and multiple ISE-SAR-related 
activities in sufficient detail to ensure that these activities adhere to standard 
approaches and that all embody adequate protection for privacy and ciVil 
liberties. 

)> Clarification of.the role of the ISE-SAR EE as a microcosm of the broader NSI. 

)> Description of the roles, missions, anq responsibilities of NSI participating 
agencies and the top-level NSI governance structure. 

Using this document, the partner agencies of DHS, DOJ,. tbe•.FBI, PM-ISE, and the Q'fice of 
the .Assistant Secretary for Homeland Defense and Jln;ierica-s ·Security Affairs, in support· of 
the U.S. Department of Defense force protectiof'IJ-'ai:Jti'-twrorism mission, created the 
foundation for the NSJ. Furthermore, thesE;). ·<l!jericies aligned their S,IIR policies and 
procedures with the NSI Process. 

Flgure 1 describes the NSI process: 

.· 
Fronllln~ l!lW 
en~mentpertipnnel 

·~~Ia and~·~· jlederal,slate;loeal, 
·Stale an~ major. urP:an ar~ fusion Qnd ilib~l) 1rnln'.l-d to 

,_ ,, 1 :cen\~rs.Jn recognizebehtMorartd • b ti. d 
~111<\n ·area , .. son ·coonjinl!tion WiOJ lnclde:nts lndicalive of ·o st;wa on an 
.cen\ets,'in :looa) and 'federal Cfimlnal~c{~l,\y. fe):?Oi\l~g ~f 
.®OrQiriaUon with ;agenOje:;, ~velop a.s:abl;(n!ljQWHh Q~havlOIV and , 

F¢erf!l agenpies: 
produc€rand niake 
aWJilabla. fnfor'mation 
products looupport· 
)he deval,opmeht of 
,t~~raphiGri!lk· 
~ss"'m!nls b) slalo 
and niajor urbal) area 
'fusla.n oenlars 

loq~l an~ (~eral ~hfurma~ort no~ IGrror{sm.'Commqnify. J.ncjqanl~ 9Y Vat ned 
~:~gencles, '-~ ·-J , • ., • 1, - h ·1· .lEI)Y enforoomen~ . 
,Q61(61op rfuk ~s~ Pn nj" ~~~e.nc ~n parsonilal during Suj>eivisoJY review 

~aljonal 
.cootdinaled 
·lnfotm{llion 
n~edson 
annual and 
adhocbasia 

ilssessmemls· assessmen mplemen- tlt'alr rotJline ay'tivlty. of the repo1\ hi 

:

. · 0 J . ;:::.. · ·· accordancewiln· C :r~tionwide SAR Cyd~;3).:.~;;;;:;; 
. . - :. ~ · g · by1ralned 

Aulhorrzed ISS . . _ - . . . . . sAR.made: . cOuntarlerro~sln 
par~clpanls- ISE;SAR posled In Qe!~nnina.~on ~nd ·Aif.U_s_l_~n cenl~r,or.J~TF, ayailable lo lus!on .- expert 
acCess ~nd. ao'ISE Shared Space: c[ocvmen\aU~m .of' ~ fm'med ~na!i3l oflaw _ center and/or JiTF 
view: ISE.;5AR. atliSE~SAR eflforcernenl officer &!,ermine§, · · 

based bl'l tnrortnaUon.a'Vallab!e, 
knOwtoqga. CXperlenca, •a 'rid 
P'reo~al judjjmen\'IIHalher the 
lnformalioh mseUng' 1ha 
ISE.SAR orii!Ha may hove a 

.Suspicipus AoHvity Proce~lng Steps leriorism neXus· · 

0 Planning [J GallierinuanqProoossing. .A Anal)'sloanqProd"lioh (> Dissemll'latlon Q ReeValUatiOn 

Frt>URE1 

In late 2008, three fusion center sites" New York, Rorida, and Virginia" were prepared to 
begin the Shared Spaces pilot; however, due to delays in finalizing the site privacy policies, 
the pilot was not immediately made operational. Initial proof-of-concept success occurred 

. during the preparation for the 2009 Presidential Inauguration. The \.llklshington, DC, 
Metropolitan Police Department and its fusion center" \.llklshington Regional Threat and 
Analysis Center" installed Shared Space servers and created a collection of potential 
suspicious activity reports. This partial implementation was accompanied by training for the 
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first..Jine officers, executive leadership, and analysts within the fusion center. Signifi.cantly, 
the Washington, DC, pilot project and training material were thoroughly reviewed by 
representatives from privacy advocacy groups. The input from this review, as well as input 
received. during .the Privacy and Ovil Liberties Dialogue meeting (held September 2008) 
provided Input into the final development stages of the ISE-S.JIR EE training programs and 
Functional standards. The implementation of the SL\R process in Washington, DC, provided 
valuable evidence to support the continuance of the initiative. 

01 January 9, 2009, the Information. Sharing EnviJQ)f.Jment (ISE)..Suspicious Activity 
Reporting (SL\R) Evaluation Environment lmplement.atioh 'GJide (Implementation GJide), 
was issued after a collab<;Jrative effort with federal,,§tilt~>/fi!r.Jd looal partners and participants 
of the ISE-S.JIR E;E The lmpl~>mentation GJide l;luild$·'Lip2>f.l·,tl:llil previous SL\R project efforts 
and was developed to assist participating stalE?r·?l'id locallaW·epforcement agencies with the 
implementation of the ISE-S.JIR Shared Spa¢$5'> Mditionally, the·:ltfiplementation GJide aids 
them in understanding the procedures and1··Jii.uqpesses within the IS~ EE and provides in 
detail: 

)> Summary and overview df''t[.i$.,11$~-S.JIR EE 

~ Technology, design assumpt[cims, 'i3Y\>tf:lmsecurlty1 ·i:ltJd implementation 

~ Project governan9~; .. to includ~•[!)riyacy arW·.¢iYil, liberti$~.protections 
» Data accas.(1::allia secl\l~l~y policies· 

•, 

~ Logs and aut!ljt$>gapabiljti~s 

}> Trt'JiJ;Jir;J~,<:lnd techlif.t!'ll:?$~i~f~hc~ 

01 May .21 , 2009, 'tf.l$·••PM~IS@ ·i!?(:)Ued tiie· :qp:ii!~ted ISE-SliR Functional standard, Version 
1 .5, ·B 't9 specifically 'ag~n~ss th~· .. ~haring of terrorism-related SL\Rs at all levels of 
governmeiit·, with the objc;i.citi:ve of :i')lili;jbllng analysts and officers with counterterrorism 
re~ponsibiliti€~'~9. discover ~t;\~\identifyterrorist activities and trends. This update clarified a 
n\.lmber of priVa¢y;erelated l~$t;l~S and .allgoed the Functional standard with the business 
process descriptioi'L tn. th~- 'NSI CCNCFS. The ISE-S.JIR Functional standard 1 .5 defines 
suspicious activity as '':qjj:~e.w~d behavior reasonably Indicative of preoperational planning 
related to terrorism or other criminal activity.' Such· activities could include, but are not 
limited to, surveillance, photography of facilities, site breach or physical intrusion, cyber 
attacks, possible testing of security or security response, indications of unusual public 
health sector activity, unauthorized attempts to obtain precursor chemicals/ agents or toxic 
materials, or other unusual behavior or sector-specific incidents. 

8 Pddltlonal Information regarding the ISE-SAR Functional standard can be found at http://www.lse.gov 
I pages/ ctiss.html. · EGuardian-340 
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Ultimately, the updated JSE-&R Functional standard creates guidance for · the 
recommendations in the NSIS and aligns the operational process descriptions within the NSI 
Ga'JCPS. 

ISE..SAR EE IMPLEMENTAllON 

The ISESL\R EE, made up of 12 state and major urban area fusion centers, provides a 
relatively controlled environment to test the documented 18&81\R policies, business process, 
capabilities, architecture, and standards. Pddltionally,: .tin~ ISE-&R EE allo\OVS for the 
assessment and refinement of processes and capabi!Jti'§;>·;t')rior to full-scale operation, The 
qbjectives of the lSE-&R EE include, but are not limito;J~:··~i¥.i<•the followlng:e 

>- Improve operational processes at ,f$Jtl~ral, state,. :local, and tribal law 
enforcement agencies and ·fusion: .centers by proViding capabilities ·to 
document, 'store, and share terrori~r'Ji\;;i;!31ated SARs. · · 

J> Test and validate fundamental ISE i~terpris~ .P..rchitecture•.•ffi'ra,mework 1o 
concepts and core service§; 

J> Incorporate "lessons l~gt:ti1idl' .and "pr~mising practices' into an 
implementation guide and •t~~npiate :f@r establisning a nationwide JSE-&R 
process. 

J> Continue t\;i;.\;ji/.Eduate'th~41eed to ·opcjpt'<;:r.the iSE~Funotional standard. 
'· . . ··· .. : ,' 

The project was also• :bl;!.i.lt upi{Jn .. and contltiLJt;JS 'to place emphasis on the protection of 
privacy, c;i~ii'.I!QI'!rti.es, and~\ih,iil•tigl:itt:i;. · · . \ . 

Uping:..tl:i~ Shared .Sj:iaQ$:s. cond$,pt,. the ISE:SAR' EE was introduced in two phases. The first 
phase, ·tJie,$1\R Q:Jeration~J:.EvaltrE)tiQn Project, began in September 2007 and involved the 
design, deNi;i!qpment, and• :\1$,ployrrieii~· of hardware, software applications, and network 
equipment Ui~t •integrated st~te fusion centers in Rorida, New York, and Virginia into th.e . 
Shared Spaces. 

In September 2008, 1'1:1J;it~$e1itatives from these pilot sites and potential future pilot site 
cities met in st. Louis, Missouri, to discuss the ISE-SAR EE The group discussed the SAR 
business process, privacy and civil Uberties protections, and technology and training related 
to the S.AR project. During this meeting, the project sponsors received commitments from 
several new sites indicating their willingness to participate in the ISE-SAR EE The meeting 
participants received a significant amount of training concerning privacy policy development, 

9 Se~ Fact Sheet: Establishing a Terrorism-Related Suspicious Pctlvity Reporting Initiative for additional 
. information (http://www.ncirc.gov/ sari Fact_Sheet_NSI_-_December_23_2008_Frnal.pdf). 

10For additional information regarding the ISE Enterprise Jlrchltecture Framework, see http://www.ise.gov 
/pages/eaf.aspx: EGuardian-341 
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personnel roles/responsibilities, and overvi.ew of the project implementation guide. The 
state and local technology points of contact also met with the project technicalteam to 
discuss the rolloutfor each site. Ps a result of this meeting, the second phase of IS&SAR EE 
participants became fully educated on the project, process, training, and technology. 
Ultimately, building on the successes of the first Shared Spaces connections, the second 
phase eXpanded the project to other major law enforcement agencies 01nd regional fusion 
c;enters, including Boston, Massachusetts (UASI).; Chicago, Illinois (UASI); Houston, Texas 
(UASI); Las Vegas, Nevada (UASI); Los Jlngeles, Galifornia/ JRIC (UASI/state); Miami-Pade, 
Rorida (UASI); Phoenix/ Nizona (UASI/ state); SeattiE?l·\,i\?shlngt(m (UASI/ state); and 
V\.ashington, DC (UASI). In addition, the federal agenqi$$: of DHS and the FBI-s eG.iardian 
were included as part of the IS&SAR EE 11 

SUMMARY OF THE ISE-8AR PROCES$· 

. The ISE-Sl\R EE was designed to test the fur.lGtipnality of the ISE-S,i!.R:prgcess in a controlled 
environment and, if successful, with the goal t'if'·examinir.\(lr·t.he eXpanslbn,.gf the NSI across 
the United states. The ISES.AfH1rocess begins·whelil·~,i·'frontline law E!l'lforcement officer 
responds to a call for service or ·s(;ilf"initiates law el'lf0~cement action based on a reported 
incident! observation or the officer'$,.•pbsebt<~tion of si:lsJiipjous behavior. The initiation of 
this process could also occur when citizens 6t",prilr;;~je secfiQri!:•personnel report some kind of 
activity. Many agenQies· tjocwment this ·Q;:tta into· their. record!?· management system, field 
interviews, or oth~>r ri;ilated 'pr6\J'i'sses. lDi~ .P.f.Qjeet has. li.0tl sought to create new syst()ms 
but rather to levera§$ ·the curr?~t busines~·.J?,tocesses and automated systems to extract 
certain data concerniJ19,,1:1"!9,Pic;itll!t~,activity r~l~ting to terrorism and make it sharable within 
the Shar.etl $pace:;;. · 

The ISE{)PR process, ·as·.eutlimicj. in.. the ISE.:sAR Functional Standard, sets forth a four-part 
"lntegrati.prV consolidatio11f ;process 1'9r.ldentifying and collecting those activities that have a 
potential riel<Lis to terrorism;. The first .part of the process involves ensuring that the activity 
meets one or mG>re of the qriti;lria detailed in Part B of the ISE-Sl\R Functional standard. 
Developed by statE?. a.nd io9i!ili .counterterrorism experts, these criteria describe behaviors 
that are indicative ofi.c;?r. a~~i;loiated with terrorism. For example, the Los Jlngeles Police 
Department (IJIPD) rese;:trched and developed an extensive set of behavior-specific codes. 
for the reporting of suspicious activity. These codes provided agencies with the method for 
documenting behavioral indicators that have a pot.ential nexus to terrorism. LAPD used the 
codes to train Its personnel in the recognition of suspicious activity. The process was 
continuing to mature as LAPD conducted research to develop patterns and determine the 
frequency of use with the codes. For the ISE-SAR EE initiative, additional subject-matter 
eXperts from the state and local agencies reviewed the LAPD codes as well as those 

"The ISE.sAR EE includes the initial 12 sites, It is anticipated that the ISE.sAR EE will be expanded into the 
Nationwide SAR Initiative and will encompass all 72 fusion centers. 
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identified in the Functional standard. Throughout the project, these behavior codes were 
. consistentiy mapped and validated to ensure they are representative of the current 
terrorism threat environment. A::lditlonally, BJA.-.; State and Local .Anti-Terrorism Training 
(SIA-n-®) Program analyz:ed and mapped recent terrorism events with the behavior codes for 
validati.on of the ISE-SilR EE codes. Based on this research, the SIAlT Program is also 
piiQting a searchable Terrorism Incident Database that lists and displays the terrorist events 

·in four formats" chronological, by topic, search engine, and geospatial. 

The second-part ofthe pro.cess involves the rr===·c;,;··-·,;··-~·-,·~--""-==============, 
review and vetting of the information to Deputy ¢il!ef aark Kimer.er, Seattle Police 
ensure that it is both legally obtained and IJE,p?ttiilef.l\·, "The next terrorist attack will be 
has a potential terrorism nexi.Js. In most so.\v~r:fbya<J'>rlv!'te citizen, a utllltyworker, or 
agencies, this initial review is completed by . : -iiin observant •person that gets to the 
a first-line supervisor trained to recogniz;Ej. 

1 
: ·authorities, that·will':preveht the loss of life, 

the crippling of our···$d~ntry. 1hat Is why it'S 
activity associated with terrorism. The thitai_ ~ : so critical .that execut1V¢';·1\l.i;ldership make It . 
and fourth steps of the process include an ' :- ;tth!l NSI)1,qgme about. ih•:rook at the world 
additional vetting step, which r~q\'lir~s that p1)qr,· .to· -9/11 and approacliing this_ threat, 
aii_SA.Rs be reviewed by analysts·p~·.!'ltfil))ers we hG~v'$.rnade Incredible strides. Wa need to 
who have been trained to assess fbel'-~-'6 , . r.ecogril<;e· that SAR Is one of the critical 
validity and accuracy. . This multil'~iy.ered : , · ~~omponefl1s ·of this process. People are 
review occurs prior t0:tl:re.:inferrnation being 'fatigueg with· :talking about, thinking about, · 

•J;ii~Jpating ·-tgr teirorisrh. The fact that our 
entered into the l:?Mared Spad€;is( Measurihg, : ' - · · · . . , 'interest ir:i, ·.9/11 attenuates" It gets more_ 
the observed activity,, :spth thr6i;!Qh the use. : ~ and more uninteresting as we get farther . 
of recognized lndicatQr-$. aJ;Jg. ·hi;tnds..an ., ! from 9/11" we do not want to 'nod+at the 
evaluati.QI:l, iili¢feases the. <j¢6t,lracy. ,()f. the ' i~\Yitch. That'S exactly what our enemies want 
pro~ss,. :SlJspiciOI:If:l. (J,\)tivity- 'hi.USt be ''' i:it:i• ; . ·us to' do.' 
observe~- behavior rea~>r;mably' itldioatlve of ·ll'o'·===============;!l 
preoperatiP'R?I planning ·related 'tp· -terrorism or other criminal activity' for a report 
documenting;_fil;!qh activityt0·bE? consiaered an ISE--SAR under this standard. 

Following this revi~w and 9 .d€)termination that the SAR has a relation to terrorism, the 
information will be f0rm>;ltt\3d as described in the ISE-SAR Functional Standard and shared 
through the use of the -$f.\ared Spaces with all appropriate ISE--SAR EE participants. This 
process does not supersede other notification processes, such as when exigent 
circumstances require that ISE-SA.Rs be immediately referred to the FBI-.; Joint Terrorism 
Task Force (JllF); rather, it helps to enhance information sharing efforts. 

SAR INFORMATION SHARING GoALS" Gav'IPLETE, f'>ccURATE, AND TIMELY 

Efforts to prevent terrorist attacks are most effective when accurate, valid, and reliable 
information is used to support crime prevention and other counterterrorism activities. Since 
the laws, statutes, and practices that support, prohibit, or otherwise limit the sharing of 

· EGuardian-343 
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personal information vary considerably between and among the federal, state, and local 
levels, each JSE participant may exclude additional privacy fields from Its ISE-SARs, in 
accordance with its own statutory .or policy requirements. 

The 186-SAR. Funqtional Standard does not dictate a common process but provides a degree 
of standardization amongst participating agencies. Key to the design is the use of existing 
internal· agency processes. For example, several participating agencies leveraged their 
existing behavior codes and SAR reporting processes as they entered the ISE.s/IR EE ·UIPD 
modified its existing Investigative Report used-by officer$.-.tb. reportcrimes. Three changes 
were made: (1) the addition ofa check box to 
identify the report as containing suepiclous ; :1'\JeW Y<;Jrk State Police Superintendent 
activity, (2) the addition of a check box f9r ! j Harry J: :¢orqitt, "The same principles 
distribution to the Counter-Terrorism and O"imiti<)il. that mak(l•· a neighborhood watch 
Intelligence Bureau (CTCIB) Major O"imes ,Di\li'si'dn program Siil.9t;essful in keeping a 
(MCD), and (3) a check box for "Involved' Party neighborhood ~?fe apply on a larger 
(IP)' information .12 Modifying the existing report sc(lie. to keep mut\ioip.al, statewide and 

.A'1ltipr.lai comm1,1nlti<;J,$ safe. if · the 
allowed UIPD to simplify the intr9¢blction of the : i •kE;iy'stone to success is·•communicatlon 
SAR process within the departhi$fi~. '!ilnd was · ' >from all eyes and ears of our 
instrumental in the institutionalizafii)n. of..tb$: SAR Cbfnr'nuniti.es, the fOl!ndation Js the 

.. prqcess. From these examples, it beqt;irnes ciE;li;lr buildinQ· s;md maintenance of trusting 
that agencies, even il;itg~?· ;agencies, a~$>gapablt;i· i : re)atiorisMi¢s between pollee and the 
of entering the 19g~ EE:'\Witb a modicum of ' ·citizen~ they serve: 
effort. b==""'============='l 

Data cont~ihed' in. reporf§, .cJE\'$ignat~qi a!? ISE~ derive from information gathered by 
sourCE! or ·reportiiilg· ·Jaw e'l'lt\'irqement ot,gf?,ni;d:lfions. Before the suspicious incident or 
behaV)Qills documented; In the first instance, ·entities apply various tools and techniques to 
verlfyth'e,(i0ouracy, tlrneli'4ieil~. and:.~~li£Jbillty of details surrounding the observed or.reported 
"suspicious'· ·®nduct or t;iv$nt. Most often, this verification entails interviews with 
individuals wlio·$1:lpplied the)Rformation of the reportedly "suspicious' circumstances. Law 
enforcement offic$.rt!?,·also m\(l}.(il;iuery systems to validate information relating to the incident 
or conduct. 

The authors 13 of the Information Sharing Environment" Suspicious Activity Reporting 
Functional Standard and 8/aluation Environment: initial Privacy and avii Liberties Analysis 

121he term "Involved Party (IP)' did not exist on the previous Investigative Report. It was added with the idea 
that when the 8/lR box is checked, the officer will write the report using the term''IP' Instead of "suspect.' 
LI'PD does not consider someone engaging in suspicious activity as a suspect but an IP, because, In reality, the 
suspicious activity may not be a crime; therefore, there would be no suspect. 
13 The PM~SE'' in consultation with the Civil Liberties and Privacy Cffice of the Cffioe of the Director of National 
Intelligence (CONI), the Cfflce of Privacy and Civil Liberties of DOJ, and the Legal Issues V\brking G"oup of the 
ISE Privacy G.Jidelines Committee" prepared and released an Initial Privacy and Civil Liberties Analysis of the 
IS&SAR Functional Standard and included an IEPD component. 

EGuardian-344 
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'(Version 1" September 2008) 14 recommend that the ISSSL\R EE. sites require source 
agencies documenting suspicious activity to assess their confidence in the information they 
report, 'including source reliability and content validity. The assessment may .rely on factors 
such· as demeanor (e.g., intoxication level, mental stat~). credibility (based on prior 
experience, interview), or other indicia of reliability and validity. The assessed level of 
confidence will enable the fusion center and ISE-SA.R recipient organizations to better gauge 
the value of the information to be designated an ISE-S.AR and to ensure against erroneous 
.reports or reports potentially motivated by racial, religious, or other animus. V\hlle no policy 
can completely eliminate the risk of sucn bias, respifnsible~p~ocessesf6Validate and review 
possible suspicious activities before such activities <;~r$: formally documented may r~duce 
such risks. · · 

state constitutions, statutes,. locel ordinange~;. 'and polici.es· •irlaY dictate the distributed 
housing of 8/.\R and 1\)E-SI\R data in eacp: -\ii~ency or fusion cei'it~?r so that local control is 
retained. The ISE-S.AR Shared Spaces were·:¢$l?lgned by the state anq:\local law enforcement 
representatives to meet their needs and to rti6\t~b their ·willingness and ·al?ility to share the 
data. For example, printing, dOjVBIQ(;Id, and exp0j;llf]g:of 00 data is not.f,lilowed. J.\nother 
state and local priority concernedt1h~;:rE;~t~ntion of the ·$1)R information. Some 8/.\R .elements 
or the 8/.\R in its entirety may be t(\i)J~ted···.¢r .retained·:fpr •Iii specific maximum time period 
based on statutes, codes, and applicil_~l~ polidi$$'. For exai'Jipl\?, some agencies and centers 

. may require a data pu~ge it •an actio~<;;i~le offense oro .gase ii;; .not established or pursued 
based on the data· .WJtfiin a 8E)d<;~in time"frame, ;Review periods have been established in 
some agencies and: ~aters wh~r,~ a decisi0F1As·made as tci whether the information should 
be retained for a longer·p!;Jriod"Pf'time or oth~!lWise purged. Accordingly, each agency has 

. develop~?d;.~ wt]tten policy .. ~oncetrtir:lg;iinf.9rmat·i·6n retention. Ultimately, each source and 
submitlit:\g· agency :i$:.rE1§!Ponsil:iiE1 for the acc~:n;?cy· of Its own data. Each submitting agency 
maint~i11s. control of ·its ·.cjata re$i.Qing in the Shared Spaces as it is updated, added, 
modified1 or deleted, according to.. :fts established policy and practice. For the ISSSL\R 
Evaluation 'Env.ironment, it was decided: that when a search occurs, the record is shared for 
informationaf pi,Jrposes but the--data is not available for download; therefore, control of the 
data always remaiJ:i$;with the:.submitting agency. 

PROTECTION OF PRIVACYRIGHTS AND OVIL LIBERTIES . 

Throughout the ISE-S.AR EE, safeguards were developed to ensure, to the greatest degree 
possible, that only information regarding individuals suspected to be involved in criminal 
activities associated with terrorism will be documented and shared. Aimed at protecting 
privacy rights and civil liberties, these safeguards are intended to avoid the gathering, 
documenting, processing, and sharing of information regarding race, ethnicity, national 
origin, or religious preference that has no reasonable relation to the criminal activity. In 

14 See http://www.ise.gpv/ docs/ sar/ISE_S/'R_Initiai_Privacy_and_Ovii_Liberties_I'Jlalysls.pdf. 
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accordance with this goal, subject-matter 
experts coordinated the rc;Jview of privacy 
policies for each of the pilot sites. The 
reviews were made to ensure that the 
policies were consistent with the applicable 

. re11uirements of the ISE Privacy G.ildelines. 

Project OJervlew and Background 

COmmissioner Ed Davis, Boston Police 
Department, "History shows !hat the reason 
programs fail is due to the lack of 
implementation .... This Is our chance to put · 
the pieces ofthe puZZle together .... stiR is 
probably the most important thing we can do 
to protect the homeland ... , Parochialism, not 

Dt,~ring September 2008, the Information playing well with others, is something from 
Sharing Environment" Suspicious Activity the pa~~ aQd- can only hurt us as an 
Reporting Functional standard and .organi~tl\lh.... In everyday activities, the 
Evaluation Ei1Vironment: Initial Privacy and inf<:>rrnatl~n we have and collect· as an 
Civil Liberties Analysis was developed by the P[~·~~izal!?b,hasto be shared ... ' 
PM-ISE' in consultation with the Civil. •·t!; ... ;;;·: ~>====.;.;,=========:=!1 

Liberties and Privacy afice of the afice Qf '\h13:Director of Natlbn!'il-lntelligence (CONI), the 
afice of Privacy and Civil Liberties of DOJ, DE:I\3, the FBI, and the Legal!'!ssues V\brking Group 
of the_ISE Privacy G.iidelines Committee. FolloWil:lg thi§·?!l?lysis, in .JatiliJ\'1/Y 2009, the ISE­
SAR Evaluation Environment Pr:Jy~qy, Civil Rigbt$1 ;\,'\mel' Civil Liberties .. :_{1-otection Policy 
Template was developed in coll'~bgr~h;m with the ~~Egject partners and ISE privacy/ civil 
liberties officials. Based on the wdftll":.9f'the-~obal~ priV~t:;y document, ISE-SL\R Evaluation 
Environment Privacy, Civil Rights, ··$M Civil Lii:)(;:)rties 'rti:?t~>ction Policy Template, the 
template is designed.tc:H;;gvl;ir.aiiiSE-Stli'N±actlviti\'lS-·CQndu6{E1d by participating pilot sites,· 
including source, '§ult>rllitting,. ~t;Jd use qgen.cies. The -ti;iinplate was designed to enable 
participating agendejs. 19 make· any necess~ry:·thodificatiolis to include the requirements of 
their state constitution; .. \';lxecutiv~-orgers, COI,.Irt• decisions, statutes, rules and regulations, 
and IOCEII '.&l;>qeslotdinances·. t¢>-assil)~ With the :implementation of the template, a "Privacy 
Policy T$,mplate Sarpi;>l§l PartiCipation figr@i;Jitlfilht-Source ftgencies' was developed. This 
sampiEi.:~p.!;lrticlpation agr.~r;?.Ji1ent -il$$1sts pilot 'ISJ3..SAR EE sites in developing agreements or 
memon:ln~ao\locuments.f0f a9encie$:t~at want to provide source docur:nents to the sites for 
possible indl(;lsion in the Shi:\reg Spaces;· · 

TRAINING 

Training is a critical' ·Eil~tl;lent of this project, and it is a vital component to the 
Implementation of an agency~ SAR process. k3 part of the ISE-SL\R EE, a training plan was 
designed to ensure that personnel at all agency levels receive instruction regarding the SAR 
process, The training also served to institutionalize the effort throughout the agency. For 
this .project, three coordinated training courses" executive leadership, analyst/investigator, 
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and line officer" were developed to target the different operational roles existing within law 
enforcement agencies.1s 

The Chief Executive Officer Briefing (also known as the Executive Leadership Course) 
focuses on establishing an understanding of the IS&S.AR EE, policy development and privacy 
and civil liberties protections, the importance of developing agency training and community 
outreach, determining the level of commitment to implement or participate in the ISE..si>R 
EE, determining the level of technical assistance needed, .and gaining commitment for 
implementation and participation in the ISI;i-SAR·EE The·•.Qhief .Executive .Officer .Briefing 
was delivered to the 12 pilot sites, and attendance inc;lu<;IE'll\1 389 participants from 180 law 
E?nforcement agencies: 16 · 

The SAR analyst/investigator course focuses .o~·'the review al:rc;Lvet!ing of SAR information 
as it relates to the IS&S.AR Functional stangarfi.l, · J.ldditionally, tfii$(pqurse proVides extensive 
coverage of th\? importance of privacy ahd (livil liberties protections; terrorism indicators, 
recent trends, and· stages of terrorism; behaVi(lrs. tied tq. \hE? ISE..si>R Criter.ia G..lidance; and 
resources and tools available. The SAR analy8tnrw$stigator course Was· ::l\lelivered to 16 
sites, and attendance included .!JiS·Il·ip~r,ticipants fref:t): 159 agencies. In addition to the 12 
agencies within the ISE..si>R EE, trafniiisl'Was. also proviq(?d to representatives of 11 of the 
DHS components. Understanding th¢. ··vital role·:tbe anaiYiJh;/ investigators play in the SAR 

· process, tbe Rorida :t:Jepartment e.i' · Law !;n'f\:lrGemerit ·sponsored additional SAR 
analyst/ investigat0r'ttaitiin{r't¢·three of ihHil~)0nE!.I'offreE!P., 

The line officer trailiifig: focuse.s · Qn enriching the critical role line officers have· in the 
effective JmplemeDtatiofl•,pf·tl:ie IS&$.1-\R,proce~s: .The training was piloted in the classroom 
for th~·:pii\)Hlfate·lu~i!iln centE?rs of New 't{qtk,. VIrginia, and Rorida. ki online. version of the 
cour~~·,W.as delivered'ft\Hile Washington, t:5Gi :Metropolitan Police Department. This online 
course Will 'c:;ontinued to 'be;refinetkr;IJ\19 rolled out to .additional parti.cipants. Participants are 
trained to T?gognize those 'b~haviors·. ·~hd incidents that could be indicative precursors to 
:;:xctivity related tQ. terrorism. The line officer training was delivered by the International 
Association of Chiefs of Polk;e: to more than 4,000 officers in \1\ashington, DC; New York 
state; \Arginia; and 'Flgf-i~<J. 

To contlhue the theme of transparency and openness, the .American Ovil Uberties Union 
and other privacy advocates were invited to review the training as it was developed, The 

151he Major Qties Ollefs Association developed the Ollef Executive Officer Briefing. BJI\ developed the 8.AR 
analyst! investigator course. The International Association of Oliefs of Police developed the line officer training 
component. 
161\rlzona Counter Terrorism Information Center; Boston, Massachusetts, Police Department; Olicago, Illinois, 
Pollee Department; Rorlda Department of Law Enforcement; Houston, Texas, Pollee Department; Las Vegas, 
Nevada, Metropolitan Police Department; Los 1\rigeles, California, Police Department; Miami-Dade, Rorida, 
Police Department; New York state Intelligence Center; Seattle, \1\ashlngton, Police Department; 'v1rginia state 
Police; and \1\ashlngton, DC, Metropolitan Pollee Department. EGuardian-347 
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input from these advocates provided significant enhancements and improvements of the 
·overall SAR training programs. · · · · 

TECHNOLOGY 

The IR1PArequires that the ISE be "a decentralized, ·distributed, and coordinated 
environment' that "to the greatest ,extent practicable, ... connects existing systems ... ; 
builds upon existing systems capabilities currently in use across the Government; .. . 
facilitates the sharing of information .at ·and across alllev~l$:oQf security; ... and incorporates 
protections for indivlduals+privacy and civil liberties.' if0 ·tbls end, the ISE-SAR EE utilizes a 
distributed data model to operate its Shared Space;>·.!:lrii•Hnake terrorism-related information 
available through Common Terrorism Information ·sbaring •$tf,indards, applications, and \1\eb 
Services. The Shared Spaces allow authori?ed: .users to se~crr.¢!!Y" search the ISE-SAR data. 
housed on local agency-controlled server&Atqm one central lo~;:ation" the secure National 
Criminal Intelligence Resource Center (NQIR,G) Portal. During the' .<;lepioyment of each 
Share(:! Spaces environment, fusion center lnf.ormati~Jiil technology E\pd security staff 
reviewed several installation optioAs. and selecte(;j: .am: ~ption that was comsrstent with local 
network security guidelines and tedh~?t9iogy preferenees·... in most cases, a two-server system 
was installed in which a server desi'gpea: tt;) •• house tne.I$E-SARs was protected inside an 
agency-s firewall while the second 5!lNer, de.sigmed to rebe)iye IS&SAR queries from the 
NCIRC Portal; remainiilcli·Qut§;ide. Thes~'server$ ·F!ril: ·;;onnectecl to create the IS&SAR EE 
Shared Spaces, I>VhiGfu are aep~ssibie to•.t;~ll. ,ey'6\!Uatlol1•;~v:ironment participants. Wlen a 
query is submitted lei:{h(;'l Share~: !;;paces bV"aH•·agency, the data elements are transmitted to 
each of the participatihg·i:lgencY:Shared Spaces1servers and the database for that location is 
searched, ·Res~dts·•rnatchii'J.9>th$.'CiUeryelemerits.~re transmitted back from the participating 
agency~.:Shared Sp!')GI;l~ serv$rs to the ·Stl~te.q 'Spaces Portal, where they are aggregated 
into 1:1< ·siE~gle result set, .allowing: ·l;lsers to identify items of interest. The communication 
backbone. tlil?t allows thi$· •.q\Jery tq ·bc;cur uses virtual private network (VPN) technology. 
Each participating agency Is:'li'Mked to··create an encrypted tunnel using the \lPN technology 
delivering the iAformation beWI'$en sites in a secure manner. 

Flgure 2 depicts a higt.i~~veli'9\79rview of the Shared Spaces Concept. 

· EGuardian-348 
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FIIWRE2 

Project OJervlew and Background 

~ntry.point·fntei 1$EShared 
Sp~c~s EnvironmeQJ · 

, I , 

The Shared Spaces inf~@i'ate tt:iedNational li1f0rmation Exchange Model (NIEM) standards, 
DOh> f.,qgical; :t;htl~y eXcf.langi' ·spe~ifi~tions. {LEXS) Search and Retrieve messaging 
.protqgol, :iihd the IS~ Functienal Stand~tg>··into a standardized process to efficiently and 
effectively share infon'tl?tipn. The •next level' ·of technical detail, which enhances the NSI 
cx:NG'S, the ISE-SPR EE ·S\?gmemt '.A(chltecture, was released in December 2008. It 
documents a>:i®~;J.ical arrangement of business and functional drivers, information exchange 
requirements, an9•.c;>utcomes, l;'tnd constraints for .extending capabillties implemented during 
the ISE SAR EE pFqject. Thi.s: segment architecture, derived from ISE Architecture program 
documentation, lde.ntlfi<ii§.'·¢nabling services required for operational implementation and 
use. This sgment achiteoture will assist program managers, chief architects, and systems 
designers and implementers as they determine the programmatic and solution strategies 
that support the business case for future NSI and ISE SAR capabilities.17 

During discussions with project participants in September 2008, key challenges were 
identified that impact an agency-.; participation in the project. These challenges included: 

17See http://WNW.ise.gov/ docs/ eaf/IS&EAF _v2.0_20081 021.pdf. EGuardian-349 
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>-- Inability to consolidate SIR reports from multiple sources. 

>- Inability to vet reports and identify the SIR reports that have a nexus to 
terrorism and hence need to be forwarded to the JSE-SARShared Spaces. 

>- Inability to enhance SIRs since multiple data elements identified in the SIR 
IEPD may not be fully supported by the agencYiS existing SIR records 
management system. 

As a result ofthese discussions, it was determined that !her~? was a need for the_provision of 
a "bridge' between the existing SIR legacy systems an\Hf.le;\iemiautomated prm:esses that 
are being used today at many agencies. This would iooprtQ:Vifl the quality and completeness of 
the SIR IEPD-based content and ensure that SftR·;pf1,eords\!hat were submitted to the ISE 
Shared Spaces met the SIR criteria and the pri:V§lty guidelim$1;;. established by the ISE-SAR 
Functional standard. This would also ens~!'-~: that the ageri~Y ·would retain operational 
control and would be able to vet the SIR i~'f.gfrmation being forward~g: .. t? the ISE-SAR Shared 
Spaces. 

The S£\R Vetting Tool (SVT) was :ic;if;!b~ified as a soll;tti\:it;i•that could be developed once and 
deployed to the various organizafi~ti§''.aS.!a-.tool for m~fl';;ming the SIR creation and update 
proe<:lsses and ensures that high-qualitY. aflQ'=99roplete ~ir.e.ports could be forwarded -to an 
agencYiS ISEShared ~<!Qe.i? environiTl~nt, · 

I ' ,' 

' 
SYSTEM SE,CURi'IY 

The ISE-S/I,I~.~is not a tri;itignal\§~cto~nitY system land does not contain classified information. 
The lq~::~.:bn!?je.ct Ll'Se~;:tnultiple:~'§~?.Yre...,~nsltlve But Unclassified (SBU) networks, 
inclu$inS DOJsupp0ft'e.ct Reg!onal lnfcirA:1§1ion Sharing Systems® Secure Intranet 
(RJSSNE\f'rl),, the FBI-sunpprted· 'll.i:\W. Enforcement 011ine, and DHS-supported Homeland 
Security lhfiilrm,ation NeM0Vk, as fh~.',~onnection and transport mechanisms for sharing 
SIRs. This gi~~s law enfor.~ment agencies access to the ISE-SAR EE through the SBU 
network(s) they ·c~:~trently. utilii;~. The JSE-SAR EE l!Ses a separate ser-Ver for each agency, 
controlled by that '9,{/~J:lC¥; Pdditionally, the eGuardian system provides the connection 
between the JTTf and'tf.)¢;:i$lts.AR Shared Spaces, whereas the DHS Shared Space provides 
a connection to all DHS eii'iities. 

The IS&SARs are stored, processed, and disseminated In a protemed .. information 
environment that provides adequate security controls. These controls include: 

>- Controlled access to the information that allows only authorized users" limited 
to certain individuals assigned by participating -fusion centers" to access, 
retrieve, and display ISE-SAR information. 

EGuardian-350 
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~ Use ot DQI's Trusted .Broker solution to allow access to the Shared Spaces 
from multiple SBU networks. The Trusted Broker is an id~ntity management 
process that allows users to avoid having to use multiple usernames and 
passwords to sign on to different systems. 

J;> Encrypted transmission of information sent between Sha(ed Spaces sites and 
the NC!RC Portal. · 

J;> Use of \lPN and additional firewall technology installed at the fusion center 
sites to limit access by ISE-S.AR EE users to only those servers that are 
supporting the Shared Spaces environment. · 

J;> Forcing a ISE-S.AR EE participating agenoyto·el<)5iicitly "mark' SARs that should 
be pushed to the agencys Shared Spa~s .~epositocy and thereby. ensure that 
only information it is allowed to sh<;~r~ ·by its constit\lti<:m or statutes, local 
ordinances, or agency policy is maqe available to the ·br\:lader ISE-S.AR EE 
community. 

J;> The Implementation G.lid!;),.is used to eliSt:)r.e tb~L$1i participants·Q\3i;l.the same 
. standards, rules, process·, .anCI:f)uidelines. 

METHODOLOGYTOMEASURE, DCl.CUrviEN'I\ AND EvAJ;,UAlE THE ISE.SAREf:: 
The ISE-S.AR EE VV9fi i;leVelqp~g to te~t ·tbe assLimjji\ibn§. of sharing ISE-S.AR information 
across multiple domains in ac'Cqh;lance With t~e·'ISI3-SAFHi;bnctlonal standard and business 
rules. The project sou.ght to i9a-r\tify pilot ·sit~-. partners from state and major urban area 
fusion center.§, OOJ, anti! ·i':lHS, The· :l.$i;X3.AR·:i;:!E. examined the usefulness of the ISE-S.AR 
Criteri?c·~idance {P!;Jct B oi':\11$ IS~:'F.~nctl9nal standard) and the sharing of ISE-S.AR 
informi;l.ti6n among ·nili\jor city :al'!d other 'lC:iW' enforcement agencies, Jllfs, and fusion 
centers.. The Evaluation Environment has provided the capability to establish, test, and 
validate eligc,tq.end agency .SAR proce$$\ls, including the development of priority information 
needs, inforniati0n gatherin~: .~pd reporting policies, report vetting and analysis, and other 
enabling activitie!l, 

Following meetings with,-'the .. participating agencies, the project partners developed an 
assessment for each of 'the pilot sites to evaluate their current SAR processes and 
procedures and to assess the standing and threat-based information sharing need priorities. 
Jldditlonally, the site visits were conducted to eva! uate the existing technology capabilities 
and current business processes surrounding the gathering, analysis, and sharing of 
terrorism-related SAR information. These !lite visits allowed project partners to document 
the "As-Is' SAR process of the pilot sites. The discussion and determination of each 
agency~ "As-Is' SAR process was developed based on the Suspicious h::tivity Reporting 
Process Implementation Olecklist. The reports developed as a result of these site visits 
outline the current workflow, technology, and business processes of the SAR sites. The 
assessments were held for the following locations on the following dates: 
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\llktshington, DC, Metropolitan Police Department November 4, 2008 

Los Angeles, Galifornia, Police Department December4, 2008 

Chicago, Illinois, Poli.ce Department December 16, 2008 

Boston, Massachusetts, Police Department December 17,2008 

Houston, Texas, Police Department January 13, 2009 

Las Vegas, Nevada, Metropolitan Police Depar:tm~fil\ January 15, 20'09 

Miami-Dade Poli'ce Department February 18, 2009 

Rorida Department of Law Enforcet:f:\\'irit" · :f.!?t:truary 20, 2009 · .. 

Seattle, \llktshington, Police Depart(Tlent· Febr'tl!;1~24, 2009 
' . ·, 

New York state lntelligencet~iW~r. . f.lpril23, 2009 

Virginia state Police May 1, 2009 

.Arizona Co!;li:it¢r ferrom$in. lnfor~atl.¢n.~mter July 23, 2009 
'• ' 

' ' 
' ' 

Leading up to and fc'lii9Wing th\'J\'1\?. site visits·, ;~here were numerous partner meetings and 
confere.npe.~l!$·•f1<:~ld to etiS\lff¢\par.I:Q.$ft\GQ.IIabor:li!1ion and project awareness. 

•. 

A projeGl (Tij~i\li?Jgement st~vi;ture Via~ ;developed at the beginning of this initiative that 
emphasized 'st?t~,£?1nd local i1:lW\enforcement participant project own<:~rship, The governance 

. process relied iit.J: :$everal k;~y )methods for communicating the project goals, objectives, 
current status, and h$i"¢·st€lP$vl'ncluding: 

~ \1\eekly project team meetings via conference call 

~ Face-to-face working group meetings held approximately every 45 days 

~ Semiannual user group meetings 

~ User group conference calls as necessary 

~ Monthly activity summary newsletters 
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The federal project sponsors were tantamount to the success of the initiative. Through their 
work and collaboration, the project was able to meet its project goals and .achieve project 
objectives. These federal partners include: 

>- U.S. Department of Justice, Bureau of Justice Assistance 

>- Federal Bureau of Investigation 

>- U.S. Department of Homeland Security 

>- Office of the Program Manager for the lnformation.~haring Environment 

>- DOhl G.obal Justice Information Sharing lniti<;!~iil$ 

~ O'iminallntelligence Coordinating Council· ·. 

>- U.S. Department of Defense 

>- Office of the Director of Nationallnteii!~ence 

Blending the state and local ~;~sers with fll$.: :fe.der.Gjli :jii'artners creaWP. a unified and 
coordinated effort that producegi .~· seamless g6y"$rrri;\tice structure. The openness and 
transparency of the governance stf;l;i'¢tqf:i~·represents··qn~. of the key successes of the overall 
prqject. · 

\ 
'' ; ·' 

The support mechaJ;ii§rn::jn.:,pl(;'l>:e for tn$'18E~~!~iiiGI~ded:.a'Steering Committee, which 
provided strategi¢: •dh'ection f.g>, the pr¢j~Gt. The ctm:lmlttee synchronized interagency 
activities, resolves .rtJajor issq$§, and aq~f.t'lsses resource needs. It is charged with 
developing ISE-SAR pdil(!)jes ahl;i: !f?TC!Cticesi i$<;l!;lressing evolving SAR requirements, and 
addressing: E\9ilfi¢y .l)oncompil~fide· lsst:les. 111.e:· .ISE-SAR Steering Committee forwarded 
reconimerided chang$$.,regariifingthe JSE~;f,iuhclional Standard gleaned from this project 
to the., 'Common · TeN:0~ism 'lf:if~nnation Sharing Standards (GTISS) Committee for 
incorporati(i'r:t into future vE)r\lions of':ti;l'E). ISE-sAR Functional standard and consideration with 
other functiodi;il ... or technicall\:!t~ndards·df the CTISS . 

The SAR Project i'iii?lilagement 'feam was responsible for overall oversight of the evaluation 
project. The ProjeC:~ :M?lia~~inent Team provides guidance to the SAR Project V\brking 
Group; approves the pr.t;?j'ect scope, modifications, and updates; and resolves issues 
forwarded by the Project \1\brking Group. 
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·The SAR Projecf \1\brking Group is composed of the Project Management Team members, 
the service providers implementing the project,· and representatives from the state and local 
agencies involved in the evaluation project. The Project \1\brking Group Is responsible for 
the day-to-day project implementation and issue resolution, providing subject-matter 
expertise when developing system requirements and capabilities, and maintaining/tracking 
project decision items. The Project V\brking Group constituted user/focus groups for specific· 
project purposes. Unresolved issues from the Project V\brking Group were provided to the 
Project Management Team for resolution and, ultimately, the ISE 8.AR steering Committee. 

The following graphic depicts the SAR Governance strueturE;Jt 

l[nfoJ;~r~,j~o.P·I1ih.ll.i'i)>g I 

' ·lb'o..;rii:ll {XSQ):- I 
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is!!:.;s~~' 
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(C e<>ee.~·~l>) 
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·Mo~n . .l!J<:i'!U-.ih. ·'ream 
,t)(i)j:~o.Bj~ 
.Pt>l·:ise: 

'I 
51;\.R. 'i>roj~ct ! 

. W.cir.kl'ng G:~otip . eJA. • .#ax· ! • ffil'lill'! • Thtrll~· . R: .... P.liQi;--A9tmc\l 
i l:lxs. R~~t-mi90ta Yr¢s 

• J;l~S (Us~ri>J'· 
... . .... 

. . .. 

PERFoRMN'JCE MEASt:;J~!;S . . 
The supportih~:.Gf<;rta for the'.toil,owing observations came from several sources. Sites were 
asked to share st~tistics on !internal SARprocesses, including the number of SARs coll.ected, 
vetted, and posted tp:.the Shar<l'd Spaces. Another set of data came from the Shared Space 
server recording transapti~t:Jar information such as the number of users and search activity. 
Rnally, interviews were conducted with each site at the beginning and end of the evaluation 
to provide a complete operational picture. 

PROOESSES FOR REPORTING, PROCESSING, ANAL YliNG, AND SHARING SAR 
INFORMATION 

A foundational process step is the ability to apply criteria in a manner that discriminates 
· between 8.ARs and those with a terrorism nexus, known as IS5SAR.s. The sites were asked 
to track the number of total SARs collected prior to and during the evaluation as well as the 
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number of ISE-Sf.\Rs that were produced from the whole. This is a key performance indicator 
that confirms that the appropriate training and operational steps have occurred previously to 
establish the means to identify and report suspicious behavior to the authorities and for the 
reports to be codified and made .available to the fusion center. 

' . 

Two examples illustr~te this capability by vetting their previously collected SL\R records 
together with those SARs received during the evaluation. 

)> Rorida Department of Law Enforcement . (FDLE): . CNer the course of the 
evaluation, FDLE vetted 5,727 SARs (most .Predating the evaluation) .and 
identified 12 ISE-SARs. 

)> Virginia Fusion Center (\IFC): CNer thE? .qourse of ·tb$'.E;lvaluation, VFC vetted 
347 SARs and identified 7 JSE-SARs,. · 

Both FDLEand \IFCwere able to apply the JS£t$.LIR vetting criteria, W~jle .. rneeting privacy and 
civil liberties protections requirements, ana -s~l~?ct ahalytically usef.~;tl' .ISE&.Rs with a 
potential nexus to terrorism. "ll:le.lle ISE-SARS .W(>te then placed and accessible in the 
Shared Spaces. 

. . . 

Olce the ISE-Sf.\Rs Were posted to th~ Shared: ~Spaces, th~ ·site team examined how the 
searches were bein,g· eond·ucted. Two ·P.Pints .. ef 'ihter.est emi;!rged: most searches were 
equally against aJI· ·$~rvers in· tMe Sharer:! .$J;iacli3s and the number of queries increased 
steadily from A.igust. 

Looking .!;'!'the f,\ur.n!Jer ci~ ·qqeries :flir~med to eaeh site~ server, nearly all searches tended 
to be .. qit¢cted eqt:lsJiy lo all· Shared Spa~s sites, though each query could be directed to 
one or'more sites. Figl!re :;l, beiQW;. Illustrates each op(:lratlonal SL\R server receiving similar 
number~;.;c)f,·.queries. Conyer;sely, 'if·$1tes chose to drill into a single site~ data (their own or 
others), the·qt:lery counts w0ul~ shoW:~r.~ater variability .and not line up as they had. 

210 ----------------------------::~f'-.-

160 --------~----------------,f---

110 ------~---:----------:;;~=~p--1:1----

60 -------~------.~~~~---------

May-1 • .lm·1 J.m-2 .111·1 .lll·2 Aug-1 Aug-2 Aug-3 S.p-1 S.p-2 Oct-1 Oot·2 
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Rnal Report: ls&sli.R EE Project Overview and Background 

There was a steady increase in search activity beginning in .August that remained fairly 
constant Into Q:tober. It turned out that most of this growth may be attributed td the 
increase in number· of users receiving search access to the Shared Spaces. The data 
indicates that Boston, FDLE, New York, and 'Virginia had the most significant increase In 
users. \Nlen compared to the number of searches produced by these four sites, all showed 
an increase, but FDLE showed a significant and sustained increase from the end of .August. 

16 ---------'-----
14 ________ ___c._:__¥--

12 ----------J'r--

10 ----------~---
8.--------~H---

6+----....---,::,L--,1-t---

-+-EWon # u..rs....:.-FUE/1 U..rs 

-1-N\SC#U..rs -VFCIIU..rs 

250 --,------,----------

..,._Boston# Eearches-*--FDL.E# Eearohes 

-N\SC#::Sarches ~'vfC#::Sarches 

·liiGURE5 

The lM!i:r€11!Se in queries, .. ;;1bove;. i$'·90nsistent With the increas1;1 In users. Sites at Boston, 
FDLE, New York, and \ilrgioi:a shoW$4Hncreases In users granted access to the SAR Shared 
Spaces, a~··d$p>icted in Rgure,·4. W"leiH,<revlewing the search activity of these users, Boston 
and New York ·r$tb?ined fairl~pi;lr:mstant, while Virginia and especially FDLEshowed increases 
in search activity (Flg!lre 5). 

It was learned through' an :interview that FDLE's significant difference may be attributed to 
the fact that it has updated Its standard Cperating Procedures to include the Shared Spaces 
as one of FDLEs required systems to search as a routine part of analysts+indices checks. 
This provides an example of how the Implementing policy can lead to sustained levels of 
activliy. 

RESULTS 03SERVED 

N. the beginning of the evaluation, a number of metrics were .selected that were indicative of 
the SAR process working effectively. These include investigations, arrests, preparedness 
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activities, and analytical products and were collected through two surveys administered to 
the evaluation sites. Five sites were able to report some results statistics . 

. The following are the observations: 

).> Four of the five were able to report the number of federal investigations 
Initiated as a result of ISE-SARs. 

);> Three sites were able to report on the number of local investigations Initiated 
as a result of lSE-~-

)> Two sites were able to report on th\3 numbr:jr.t&f. 4(1cal or federal investigations 
that led to arrests or convictions in cases iJ:lltplving.ii$~: 

);> Two sites reported that they use ISE~· forcritical' :iri1r?structure protection 
and in the products generated as @>f.~$ciit'of pattern and'tr~ht;l analysis.· 

The five sites providing results data are all'ti.J.~jQr urbarn;wea fusion ·®nters. By function, 
these fusion centers work closely.VI(jjh the officer$~1;\or;!:~~~tectives investlg$f1J:lg ~ in their 
jurisdiction. and may have mor~· ·r.$MY. access 't&' :§qch information. 'f-or instance, in 
Washington DC, detectives invest]@iJ!tiri!!J•'f9m S6Rs ree~!<JE?.d at the fusion center led to the 
arrest of an individual for producing ~~- bomb41:1FE?.ats. Sey~r,(;ll other sites produce analytic 
products, though onl.)to!¥9il' A!l~eles and!·~shiri\Jt9~\- 1Q.Q, proVI~\3d statistics on the number 
produced. · 

It became apparent d\;lf.j~g thEH!I~aluation ~~~t. collecting information through surveys was 
challengiq@_; :hil· -many C$$el?.; .§it~$. ·~lcj. not hli\V(;? the automated ability to report on 81-\R 
activi\y'.\!:1•1ther ste)?s-lPiior tq··!P:cisting 'ih·tfu"<?·-$har.ect Spaces or after in analytical imd law 
enfot~\'ir'ljent activitie!s1 :~e of•t~~·-$hared Spaces, however, provided us with an automated 
feed oftl':i$•.transaction'i:it: ~(;:tjvity'b{:;~a,ch site. Future measurement activity should focus on 
improving th$•i:neans to colli:JCt, autoliil;lfed reporting information. 
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ISE-sAREVALUAllQ\J ENVJRQ\JMENT 03SERVA110\JS 
AND LESSQ\JS LEARNED 

Leadership 

!=XECUTIVE LEADERSHIP 

Lesson Learned: Executive Leadership is an. ··ih:i.POrtant component of 
developing any new law enforcement process. Thr¢ need to have executive 
buy-in and support, both from the agen9y. ··iead€1rship and the project 
managers, was determined to be critical to the· suci::e~l;iful implementation of 
the Information Sharing Environr.n\if:JtiSuspicious· . AQtivity Reporting 
Evaluation Environment (JSE-81\R EE;.), · . · . 

Background: The support of the Jaw enforcem~nt agency·~xecutives we,$< eriticai throughout 
the development and implementEltion of the ISE:$AR, .. gE . :successful hiiplementation and 
suStElinment of the ISE-81\R EE req.!iif~~'·P. strong coY.tu'T:iitfnent by the partiCi'pating agency' 
especially the agency-s leadership: . 1$<eeyti:ve Jeadersl'iip ,Js seen through the adoption of 
new c:enerai O"ders, policies, and pr(:)¢!'\dures;~\:JRPOrting·tth!'l. ISE-81\R EE Executive~evel 

training was provided to"~ll'·.of the !S&sm EE sit~§. 1,!\t .the oi)l;let of the project, the Major 
Cities Chiefs Associatl.~n· '(i\li~;. the U.$; ·Depf)M:f.neiit·6f: Jystice (DOJ), Bureau of Justice 
Assistance (RIA); the-,1;:1 .. ;3. Depaf.l;ment of Hqm~iand Secutlfy (DHS); and the Qobal Justice 
Information Sharing lnitii:i,tiye (G0b~i) issued a :r.~port titled Findings and Recommendations 
of the Sus.piQiQU§J).Q_tivity R$P,.ort'·.(~):iSI:lP.POrt ·i)mq Implementation Project. This report was 
subsegu¢htiy·end0t?$d •. by tf\0$1? agencie-s a1;1. weli .. as the International Association of Chiefs 
of Po JiG?; the National' '$heriffs-<'A,ssociation, the·Major COunty Sheriffs+Assoclation, and the 
Federal 'B\!It€/~U of lnvestlg~;~f!9n (FBI1: · These endorsements reinforced to agency executives 
the importanpiMf the $AR Initiative tci'li:IW enfordement. 

The fusion center !$Eldership- ¢G>urse being developed· by the Naval Postgraduate School 
hold<; promise of proViqing QPJ\ltir'iuity bf leadership training for the nation-s fusion centers. 

Recommendation 1: Prior to initiating the next phase of this project, the 
project team must ensure that each agency has the support of the executive 
leadership. This can ·be accomplished through regular briefings to law 
enforcement associations and through the MCGI\-s Chief Executive Officer 
Briefing. Face-to-face briefings are important so that agency executives 
understand the full scope of the project and the implications to their agency. 

Recommendation 2: if the IS&S.AR EE is expanded, consideration should be 
given to conducting regional meetings with agency heads and fusion center 
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directors to ensure that the agency command staff understand the tenets of 
the initiative and are prepared to support the activities needed to Implement 
the process within their agencies. Continuous trainings arid briefings could 
offset the concerns raised by leadership turnover. Meetings with the fusion 
center leadership should take place at least biannually, with conference calls 
every quarter. 

Recommendation 3: Consideration should be given to the development of 
.an online training course for chief executi_ves to facilit;;~te the rapid distribution 
of information concerning the processing of SAR§!,. 

Recommendation 4: Executive-level traitlj~g::f()f<,,fbsion center leadership" 
including directors, deputy directors, an~:b;>tller coinrti'~Pd personnel" should 
be developed and provided for contlr.Wiit~N:ir effort on maj~~~grojects.1a 

Recommendation 5: Periodic proj!;!gt. status meetings ·sbould be held 
between the proposed Nationwide ·-~ :Jpjtiati:Y.~• ~(NSI) program· :manager-s 
office and the executive IE:f~~ership of the iii!l~i'(jip·ating agency. ·. 

NATIONAL PROGRAM MANAGEM.~MT' 

Lesson L.eam$Oi ·'iibe!J:l .. must be•'l~Jad~rship·•~l;-:the nafibnal level to ensure 
that all com~c;,n·ents or:tlil!(JISE~i~$te full~~'·ir,Dplemented and integrated 
into .existingllf:\w. enforce)U(;lnt proce$.$$8. · 

. • ! - ',. \, 

Backgrourtpr :~IJrjng the ':1~[;~ i~: .the p~f?iii'1ct was managed jointly by the various 
partn~r~, \ihclbdll'f§ :tbe Off.i.~e.: of the .li?f.~gf;~i.tr' Manager for the lnformati.on Sharing 
Envil'qf<lment (PM-ISE)l.iQQJ, Bji\:,::tM~ FBI, and!ll:lHS. i3Jt\ provided the leadership umbrella to 
ensure 1J;i'$· coordination ,of.,all aspeQ!s ofthe project. During the project, each agency 
contributed :if$. knowledge 0¢hpernirig,,t~e sharing of suspicious activity information. It was 

. \- .... ~ . 
discussed that ,jf the ISE~ EE is expanded, a national program office should be 
established to pt0Y,kle consi~'tency of procedures and processes as well as assistance to the 
pr;~rticipating agencle$ .. A§lhi1Q)l4 coordinating entity for all aspects of the project, as well as 
management of the techf.iiJ!)·agy and support functions, is critical to maintaining .consistency 
and effective use of resources. 

During the iSE-SAR.EE, agencies received assistance from privacy subject-matter experts in 
developing and strengthening their privacy policies. This assistance proved to be invaluable 
as agencies worked through issues associated with the protection of privacy and civil 
liberties. f's the program develops, there will be additional privacy issues that must be 

18 11le development of the Naval Postgraduate School fusion center leadership program may help meet this 
need. 'EGuardian-359 
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. . 

addressed concerning the appropriateness of sharing certain SA.R information and any 
restrictions placed by local, state, or federal law or rule. The ISE Privacy G.lidelines 

· Committee (PC:C)19 members met several times with privacy and civil liberties 1;1dvocacy 
groups to listen to concerns and to incorporate liew ideas into revised JSE-SAR. EE policies 
and processes. Some of the participating agencies agreed that assistance with privacy and 
civil liberties issues should be continued to provide consistency of policies and procedures. 

During the IS&si-\R EE, the sponsoring agencies provided technical assistance in the form of 
training, policy development, and overall"project coordinati0m, The assistance provided was 
beneficial to the state and local agencies in developjJ,1~1 ... ~tandardizing, and implementing 

· procedures and processes for the gathering, allai,W]s; ;~\;\d sharing of suspicious activity. 
Wthout the provision of policy templates, coordinatiqfir proj~\;t.meetings, and policy reviews, 
it would have been difficult to develop a con~i~f\'lni nationWI~~~,process for the sharing of 
SA.R information. · 

Recommendation 1 : Should the fedef~b,govermtrE)nt .expand'tf.i$·.J.SE-SAR. EE 
beyond the 12 agencies 9\:!rrently involve~;, ~cq(l~jQeration shouid':g~:,given to 
creating a program manag¢.1tl\i!lllt office to.'oy~r-S.ee the expansion of the IS& 
SI\R EE process nationwide. '\f!:iis:WQI;!IO include•tb~abilltyfo providetecbnical 

· training, 6usiriess process, priV~PY exp~Jiise;ancF!@:lj:?ort to the participating · 
agencies. 

. . 

Recornmeh~ation z: ·~e)tional paiir,iet.&f:iips shoUI'o:'identlfy financial support 
for future particilp~ting r;ig$ncies to Hsilp implement the business processes, 
· traiqir·i~lh·t~chnoiogy,:d!"Jllel~pfh(:!r.Jt, and··~f.iyacy and civil liberties requirements 
.. if.J::~·:cshsistl'lht· and aj;iRn<ipriate·mi\JPI\ler. · · 

··--Reoommendatioi'l• .~: il:r$ :proposed program management office should 
cdfitihye the techJ;\Iq?l as·st$.tiilnce provided in the IS&si-\R EE to the 
part.icip!:tting agencl~~·· to· ensure consistency and efficiency in the 
developltle!'lt of a ri€ttlonwlde program, technology, and policies. The 
proposed pr~arf,!m m~iil~gement office should continue dialogue with privacy 
and civil liberl:iE!E;.:;:!~titiicacy groups to continue to maintain transparency and 
openness of the pr<licess. 

19lhe ISE Privacy G..lidelines Committee Is a standing committee established by the PM~SE composed of each 
Information Sharing Council agency'li ISE Privacy Official. The committee provides ongoing guidance on the 
Implementation of the ISE Privacy G..lldelines so that, among other things, agencies can follow consistent 
Interpretations of applicable legal requirements, avoid duplication of effort, share best practices, and have a 
forum for resolving issues on an interagency basis. See Section 12(b) of the ISE Privacy G..lidelines. 
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SAR BusYness Process 

EXISllNG SAR PROCESSES 

Lesson Learned: Prior to the ISE-SL\R EE, most participating sites had 
policies and procedures governing.the handling of general law enforcement 
information; however, most did not have an established process to ensure 
compliancewltl"l the requirements of the ISES!l.Ri=yqctlonal Standard. 

~ackground: During th.e initial phases of the ISESAR'~.:site assessments were conducted 
with the participating agencies in order to documep~~~-i!rE'lXfl:lting SA.R processes. PriQrto the 
implementation of the ISE-SA.R EE, all of the site~ ·mad som~:.fqrm of process; however, the 
degree to which it was institutionalized thrQl!@.h~tlt the agencie&vc;11ffered (during these site 
assessments, many promising practices WE;ir$·:rdentlfied). The site visit teams documented 
the agency-'S process forgathering informati't!>!'!lr.regarding behaviors ahdi-incidents associated 
with crime and estab.lishlng a process wherep~(.•ir.tformiitl~n. can be sh~'rgd to detect anc;i· 
prevent criminal activities, inclu¢1qg. those associl)!t§Q\ ·with terrorism. M1111tionaliy, during 
the 181;::-SA.R EE, several particip?ti't\9: :?tgencies ~it~$~· developed or enhanced specific 
policies concerning the handling ofh;WJ.9rii§ir.l;£$1<!ted sARii~formation. . · . . . 

Prior to the initiation ·§It :tm$ '1.9!;:-SA.R. ~,'·gil pi)l~i:¢i.P?!t'ing ageAmies had some processes in 
place to manage ·fne flow· bfi \JUSpicioll$,-;r(:i~i;ji'fs em~fu?ting from citizens but had. not 
developed processes;f!;J-.suppor'\-':all of the ri~e~ed activities identified in the Nationwide SA.R 
Cycle. During the pro]e¢t;. sey?,r.aJ;·of the Nati~pwide SA.R Cycle activities were addressed, 
includingf,tf;afnih9; putreacf.iJ .~tid' risk {f~~E:l~!)mel:lt~. However, due to th.e short duration of 
th_egf,pi).~,@f,nof al)of;th~!;~Ctl\litiE'i§.~f-the·~~tfQi':JWiCle~~ Cycle ~ert> fully addcessed.· _ 

· Prior to 'thl$: .p.eginning of' .tfll? prciJe.~t;, .several· of the agencies had codes to identify the 
behaviors 'as$~~iated with tef.tprisrn. JFdr example, the Los fiJ1geles Police Department had 
more than 1 Ob·.q~~I'!S. foddltiiQ8'FIIIY, the state and Local SAR Information Exchange Package 
Document (IEPD) 'm~u. mor~:tman 20 codes. During the. MCCA Intelligence Commanders 
meeting in July zoos~. ;(;jh~~iil$~nsus was reached that all participating agencies could take 
their existing code structt~~e and map it to the code enumerated in foppendix B of the IS& 
SA.R Functional .standard. This allowed the project managers to develop consistent training 
on behaviors and allowed for a common message to be delivered to the public .. 

During the ISESA.R EE, the project team recognized . the importance of consistent SA.R 
processes nationwide. These processes ensure consistency in the collection and sharing of 

. SA.R information. ~encies may have different internal procedures to process SI'Rs, but it is 
important that all comply with the various Tesources, documents, and standards related to 
the national project. 
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Recommendation 1: If the ISE-SLIR EE l.s expanded, future participating 
agencies should develop policies and processes that govern the processing of 
SARs within all areas of their agency. This wlll ensure compliance with the 
IS~ Functional Standar.d and related project resources. It is understood 
that each agency will have unique requirements, but a common set of 
processes across the initiative is needed. 

Recommendation 2: User groups compesed of representatives from the 
participating agencies sheuld contiAue to meet anc;!t.$hare best practices. This 
will allow for the· continued refinement of policy $!.ld procedural templates, 
which ensl,lre the optimal consistency anq:· .\'lffi;Jotiveness of any future 
expan&ion. 

PRIVACY POLICIES 

Lesson Learned: A9encies partioipafi'hi;Hn the J.SE;~ EE genf?Eally required 
assistar.~ce with updating (;lXisting prlva'cy;pollol$s'or developing'·€!.policy that 
meets the applicable reqwirero~nts of the ]Sj;iJ;~"j:Vacy GJidelines. · 

8ackgr.ound: The development of :p~lkli'e§ ti'Jc;tt proteGt: .tbe privacy, civil rights, and civil 
liberties of citizens is a fg!)ndational eiement oftf.re··LS&SAR~ffi, These policies demonstrate 
to the public that a11 I<;!W i:J[lf~tt;ement GE\rries Ol,lt il:'?•Ofliiciai duties, it does S\) While ensuring 
that cltlzens+rightl3··il.r.e protect\id, The Ni;itlor:~~!>:$trategy·;for·.lnformation Sharing (NSIS) and 
the ISE Privacy GJia$Jhnes identify, key tenetsot~at should be included in an agency~ policy. 

: The ISE Piivar,:y GJideliM:e~··ail?D•e$t;;iblish that .st?te and local agencies should develop and 
I . . implemenf•llWJilr¢eriate poli¢ies and'~r.t:i?.~c;h.m:is:tnat ~r~, at a .minimum, as co~preh(;lns!ve 

·~~ !:-::-- -- - .casAhoiie ~establtshied'-b~·diJe· .B.ttdehoe-s c'tQ..._p.actrcrpate.cJo_th!.LlDioi"IJ1J11liQI1_Sbarmg. _ 
i 8lviroriil.illlnt. Prior top~r:l:il;ipatir.igin.tfle ISE-SAREE,rrrosfofll:lepaniaipating agencies h-aa 
' policies concerning the ga(hE;1ring' at:J~' ~haring of Information, although none were in total 

compliance with the G:tideli,mes. Participating agencies were eventually able to overcome 
adc;litional hurdf&$. ')Uch as. fp$ 

1
m ore recent release of the ISE Privacy GJidelines and .the 

systemic compleXIty .ef the -~gency polioy development and approval process. Cbtaining 
approval for privacy p6iJ1?i6.~-'f,t.i:im the participating agenc~ command and legal staff proved· 
to be a time-consuming·•effort. To assist in the privacy policy development effort, project 
staff developed privacy policy templates and provided direct technical assistance to the 
sites. 

Recommendation 1: Future participating agencies should continue to be 
required to have a privacy framework that is consistent with the ISE Privacy 
GJidelines. 
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Rnal Report: ISE-SAREE Cbservations and Lessons Learned 

Recommendation 2: fogencies should ensure transparency and openness in 
their privacy policy development efforts by engaging privacy advocates and 
community leaders as the policies are developed or refined. 

Recommendation 3: Privacy subject-matter expertise assistance should 
continue to be provided to the state and local fusion centers as they develop 
their privacy policies. The templates developed during the project are useful to 
agencies; however, there are many uni.que state and local legal issues that 
must be addressed. ·h, such, hands-on asslstancE;)·:a(ld review by a common 
subject4natter authority are beneficial. 

Recommendation 4: Completed pollcles-··$11QultJ ~~e posted on the secure 
National O'iminal Intelligence ResotJrc~ tenter '{INCIRC), with agency 
permission, for viewing by other paiii'¢ipating agenciie$ :9r other agencies 
wishing to adopt the policies and pt.\Jt;:\ldures developed duri'ng,!he project. 

CRITE;RIA FOR ENTERING DAT1\-
. Lesson Learned: At the b('!l~iilnli'lij>of the lsE'$R. EE, there was not a clear 
agreement on what constitt:.~t$.~ . a· '<tt;ir.norism-reila\M .. suspicious activity.. In 
addition, the l~vel of suspi'oipn fie~~E!c! to til~s~lfy terrorism-related 
information as:S,n 'i~ that w:~uld be:'SQI:\red. with ·t:?ther law enforcement 
agenciesw;;tsMt cleaf.i~·\Qefined. -

Background: f>.t the ·0Ljtset of ~ti~ ISE-S.AR -~--there were several discussions concerning 
what suspiQim.ts,!J.Qtivities.•-wer¢•'i$rrO,f.i$rn-r.elat$,~i·and how to apply the tenets of the ISE-S.AR 
Functj~ri91:·staridar~·!·tpthe sH~rjng of terror.lsm-telated susp.icious activity reports among law 

- enfovceli]eflt. agencies. :--Alter· :pJscussioncamorig project-:-particlp-ants;::-legal-exparts;-and- -
represer.tt§ltives of privacy· acjvocasY,gwups, a determination was made that the reasonably 
indicative sta:i:ldard would b(l<liequired•·.fqr this project. .. . 

The more appro}'>tl\i!\e term. ·for information gathering during this project would be that 
information that is ''lr.$asonf:lply·indicative of terrorism-related activity.' The development of 
training that stresses this i~sue and provides understanding to the participants about what 
activities would be appr6priate to share was a key component in this project. Suspi<;ious 
activity being collected and documented by the project for the ISE-S.AR EE is the kind of data 
that agencies have always collected concerning suspicions of other criminal activities. 

Recommendation: NSIIeadership should provide specific guidance to future 
participating agencies concerning the appropriate level of suspicion needed 
for the inclusion of information in the NSI. 
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PERSOOALLYIDENllFIABLE INFORMAllON 

·Lesson Lel;lrned: There was no common policy among the participating local, 
state, and federal agencies concerning the sharing of personally identifiable 
Information. 

!3ackground: During the implementation of the JSE-SAR EE, considerable discus::;ion 
surrounded the inclu:>ion of personally identifiable informati.on (PI!) within the ISE-SAR 
Shared Spaces environment. This discussion centered around who could view Pll and under 
what circumstances. ··During the discussion, there was :a<entFeferice of opinion among the 
federal, $late, and local particip!;lnts .in the ISE-SAR_~.?~' the value of PI! from a ISE-SAR 
Sh<:~red Spaces investigative or analysis p.erspectlye: .f);S'.,~t\:lr.rently deployed, authorized ISE-

1 . ' . •. 

SftR EE users have access to all SftR data inei~EliYig Pll. ·. 'illul? Pll issue and the balance 
between privacy and civil liberties protectlon .. f:ji;lq1:1iluthorized dat~·,.!;lccessibility will remain as 
additional homeland .security partners req);l~;J§t·accessto the Shat<$q,.$paces data. Wth the 
adoption of an identity management applicati~m., the abilit,y to introd'tle~•r.ple-based access is 
achievable, However, even with role-based'acc&i39 •. be9S.us'e some SAR'-rEit;;ords entered into 
the Shared Spaces m<~Y contain; ;[;\lhwithin free-te~ ,!)r, :iil~rrative fields, the· system cannot 
guarantee that all PI! is proteojecl',. @.E!~P.ite. that con~ttii\int, two approaches are suggested 
that mayminimizethe impact. · · · ., ... · 

•, ' 
' ' 

Recommen~Jatiqh) 'T.h!il user int$Fface .~t ;fr.JEi iNGJRC pdrtal could provide a 
filter solutigil' lnat woi!ll\1',\lisplay <ir'ily·:fi~lds that .f:jP~ser is authorized to see 
based on tl'i$ ·.qredenti~!§ establish$~ when system ac.cess is originally 
authorized. Tiie: .~gV!J~t't;j§.\'1· .qf this ~!1$1.\,.ltion is that the central control of 

. 9\'l~\;lf!W,.~~~s arid!,~(;!ftW~fe·appliPI'Itiotf$:•installed at existing and near-term 
_____ _ -------· !l?itELinataJ latl&6~~wou'iEl~o:§t_h1!ve t9·:\'i~~modifi~c:!_ since _E!IlllJ(Jdiflcatio!J:~couid_____ _ 

. ' 

iPi:l· implanted af.tbe pof.l:iil,ic{NORCj~--The disadvantage from a seourity -----
pef~l;l~ctive is that tb~ Pll cl\3.\,'~;t::i~ retrieved but .hidden from view as opposed 
to no~ iP.!iling retriev!ldi·. at aiL · A seqond disadvantage is that should an 
individu1l(;:$jte need t'?,·!iwoke locally controlled role-based access, based on 
oenter policy,.· ·~tatu\e,, ·i;Jr regulation, and restrict sharing of Pll to another 
agenoy, to a rol!:j;.·.~r.;to;,a specific individual, the centralized approach probably 
is not the right soi'utibn. 

SHARED SPACE DATA ENlRY 

Lesson Learned: Due to two options available to agencies, the Shared. Space. 
technology and the eG..iardian program, there was confusion among 
some agencies as tci the best method for. their agency to participate in the· 
ISE-81\R EE. 
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.Background: The FBI:lS eGJardian program and the JSE SAR Shared Spaces are both 
components of the JSE-SAR EE. Each of these data entry options has its streQgths and 
weaknesses, and one may be more appropriate for use by a local agency or fusion center 
than the other method. The process for collecting, assessing, and sharing the information is 
the same for both systems. lltere remains some lack of clarity among law enforcement 
agencies as to the differences between the two options and which one would be the most 
?ppropriate for their agency t9 utilize in.the sharing of SAR information. During the initial 
implementation of this project, there remained a great concern over the controL of the 

·information being $hared. Many of the participant agen<)i~~ were adamant that the data 
should not be located in a central location where t~EiJHNbuld lose control of their local 
infQrmation. 

Recommendation 1: Continue to pr.f;lvi~e a clear :Wn\lerstanding of the 
process involved with both the ,1,$[t~ Shared Spa¢Eis. and eGJardian 
through briefings and outreach effot.\~!. This will enabLe agefi¢\$!?. to determine 
the best process for their agency to •p§liticipat~?, :i'ii!· any future·· ;~[;lase of the 
project. 

Recommendation 2: Thef~ :~h~~lcj, be a un'lfir;)~· training effort for the two 
systems so tha\ participants·.··Miy· 'lliiii\ll~rstand 'fi¢th methods of entering 
information into4h'ec)SE-SAR Sli~ied Spac§s·. 

' ' 

SHARED SPAcE MGEss ·, \ ·,·· .. ' ( 
' , ' I 

Les§Qi'J.<Io.earned: ·At •th1¥<b(tg)mlilin,g of tfu·e;i'.project, there was alack ofciarl:ty 
.neg~t,dit.J[:pdi\ii9h ageti¢i~s coui'd'iit¢be!;ls tfa§,JSE-SAR Shared Spaces. 

Backgrol!!nd: The -litE~ ffi:· .. :tlmplemeritation (i;id~ states that "only -criminal 
investiga'ti\1~/.analytical pEi~§imnel '¥rqh1 other evaluation project participating federal,. state, 
and local law·.E;lr,lforcement \$gr;mcies·; 'by express agreement, are permitted access to the 
system.' This ali'()vys partici~.~ti,ng fusion centers to decide who has access to the system. 
Some have restrict$~:,f\CCe9~··t6 only a few members of the fusion center, whereas others 
desire to open system .~c¢$8~ to other local law enforcement agencies, fire, emergency 
medical services, and ·ptlblic sector .organizations with which they have a working 
relationship. Jls the system continues to grow, additional agencies may have need to access 
the information but may not be one of the participating agencies: 

Recommendation 1: The proposed program management office, working 
with the participating agencies, should develop an appropriate policy tc;> 
govern access to users outside of law enforcement. 
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Recommendation 2: Jls the ISSSL\R EE expands, user agreements should 
be developed and signed by all participants agreeing to abide by the policies. 
This effort should be led and controlled by the states and local participants. 

Training 

PROJECT~DELI\/EREDTRA.!NlNG 

Lesson Learned: The three 'training courses cJE?Iie!.oped for the ISE-81\R EE' 
executive level, analyst/investigator, and line:.o"f.fl.¢E?r.'.' ensured that consistent 
training was received nationwide and assist'~~l·i'n li<1(;1.'fii,ICcessful development . 
and initial implementation of the agenci~+Sl\R proce~$. 

Background: During the initial developmt\iht·of the ISE-SAR EE, th$,project team identified 
three (3) levels of training that should ··b~: developed and deliV(:ireq to the agencies 
participating in the ISE-SL\R EE The three 'le:vel(l fe<!il!lS''on the rolE!$: •.!\lf the executive, 
analyst/investigator, and line officer ·atld establish<icl'·9'i;itlsistency among the participants of· 
the ISE-SL\R EE as they developed 'alicHr:ripiE?mented thii!lb~ process. 

Recommendation. 1: The threE?:·.training:;prqgrams ·s.hqlJid be delivered to all 
;;~gencies th<Jf ·?!~e i~i:illE;~Ioping i:1: ·$AR ,p~ocess: .~md will participate In the 
Nationwide ·S~~R InitiatiVe {NSI). It ·~t ;;ill· practical\ ;trainings should be held 
contemporaiieously. · . 

R~¢dml'tlenc;latioli .g,1 'it will- l?e• a lar@r?' ,challenge to deliver these three 
·t~?h'ling courses. to ttili\: more that;t ts·,ooo state, local, and tribal law · 

· ·e!:iforcement Ei§§lf!Qies. . ·Varied methods of delivery" .including CIJ..based 
trairiiQ~, \1\eb.lJaseq! lraining, .. t;ind video streaming" should be considered as 
delive!o/,=mechanisms:f\;>r these eourses. 

' ' 

RecommeMation 3: 1i!ne Chief Executive C1ficer Briefing should be delivered 
to organizati6r:i$ .. r,e[i?'re$.enting chiefs of police, sheriffs, and other public safety 
executives to rhaidmize chief executives+ exposure to the NSI and their 

· responsibilities. 

ADDillONAL TRAINING 

Lesson Learned: As agencies began to implement their SAR process and 
provide SARs to the ISE-Sl\R Shared Spaces, it became evident that 
additional training beyond the three initial courses was necessary to assist 
agencies in fully and consistently implementing a SO.R process. 
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Background: A> the ISI3SC>R EE sites were identified, they were provided the three initial 
levels of training" executive, at:~alyst/ investigator, and .line officer .• However, as the project 
moved forward and agencies institutionalized their SAR process, it ·became apparent that 
additional, more specific training should be developed and delivered to the agencies 
participating in the !SE...sAA. EE The additional training Identified included SAR Vetting Tool 
(SVJ) user training, first-line supervisor training, continued privacy and civil liberties training, 
and t~?chnical as$istance on developing policies. 

SAR Vetting Tool (SVJ) User Training" During the IS~ EE, a tool (the SVJ) was 
developed by the BJII. team to assist state or regional. ·fy$i~il centers in the vetting of SAR 
information. This profjram allows the agencies to ent.edn~ir SAR data (either manually or by 
automated interfaces to existing legacy systems) iftt<.r·the'to~l·c1:1nd use the svrto determine 
that appropriate and high-quality information js.:t;>~ing pushed't6·.the ISE-SAR Shared Spaoes. 
IHs important that the users of the progrEJQ:i':he provided suffici$~ttrainlng with the svr to 
allow-for the correct utilization of the tool. 'li.ailk of sufficient trainirig:c()gld ultimately lead to 
inappropriate information being pushed to the:JSP:-SAR l;lqared Spaces: . · 

First-Line Supervisor/ Mid level· :Mi;iflga,ger Traii'iltlg''·A review of the processes of the 
source agencies submitting SARcinf6ril'iatf<~n·,tP·state ~Ad re_gionai fusion centers determined· 
that the first real analysis forSAR irifi,irmaUoi.i.ls.,c0nducte~·~bVfJrst-llne .supervisors ofthese 
Jaw enforcement ag~r.J¢1'§1¢: .puther reV.i~w of the .. ifjfgrmation.!iJnd process is conducted by 
nildlevel manager11 •ih the ag¢ncies. If' ··fir.st~ilie ·superVisors and mid level managers are 
unfamiliar with the-•!$1;-SAR EE\?hd the bet:Javi~Drs criticai t0 determining precursor activiti.es 
to potential terrorist ~H@cks, tf.J!;;!n importaJ:Jt .SAR information may not be reported and 
shared. Th~?•firsNine slip$Pii$Qr§~af:lchmiolev~IH:il?tnagers should also ensure that they gain 
a comJ)l~~e; anaer$t(;1nqing tlf~m?ir locali·~iimcy'policies and procedures for the review and 
forwt:u:qfqg of SAR iMfoti:)lf)tiori t<;)·the appropt.iate fusion center. Akey aspect of training 
first-line' ·ii~:~Rervisors wa$· tliJ!'l· use .of .Terrorism Uaison Officers (lLO) or similar type .of 
programs. These officers provide·· fl;fsion centers with direCt liaison officers to field 
operational uhits,E!nd providedor continuation training and programmatic understanding. 

Continuing Privac)fil'r.GliniJ<iQ!' ;'ftn important component of the ISE-SAR EE is ensuring that 
all sites are fully educi:it$g·.fegarding privacy and civil liberties protections, as well as federal 
rules and regulations concerning these topics. Prior to the ISE-SAR EE, training and 
technical assistance were delivered to state and major urban area fusion centers. The 
training focused on the understanding of privacy, civil rights, and civil liberties rules and 
regulations to state and local law enforcement agencies, · Mditionally, durin9 the ISE-SAR 
EE, a basic privacy and civil liberties training program was developed. 

Recommendation 1: Training programs should be developed for both users 
of the svr and the first-line supervisors/ midlevei managers, These additional 
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courses will .ensure a complete training package for agencies implementing a 
SAR process. 

Recommendation 2: Privacy-related training and technical assistance 
should continue to be provided to fusion centers and agencies participating in 
the ISE-Sl\R EE, as well as agencies not participating in the NSL 

Recommendation 3: The Terrorism Liaison Officer (1LO) programs proved to 
be very .benefi.ciaLJn providing continuation_ traiplng to_ field personnel. 
Support and training for the development of 'l:i;o · programs should be 
.enhanced and expanded. 

lnstltutlcmaflzatlcm of the S4R Process 

/WAL YTIC TOOLS AND.PRCX::ESSES 
. . 

Lesson Learned: Although <it w11s not origlhally part of the project plan, 
agencies participating in _fl()$. :Is~ EE expr,e§1:1ed the need for common 
analytic tools to be develop(;>9· ani£1/ioi'· ·i.9entifiedi:6lm.9 made available to all 
users accessing, .the data in,tiole Si'iar.!;ld' •Spaces, .. ·;illlowing for additional 
analysis of I$!;"8AR:inf.ormation. · .. · . 

Background: The S.h~lysis of ir.lfqrmation'·qetjyf:id from sUspicious activity reports is key to 
identifying potential thn:1at9. Th'er~ w_as recog_tiition that additionai·tools would be beneficial; 
however, ·cl1Je; :to· -the limite!;! ,ti);n& fWne for .t~'i? project, not all aspects couid be fUlly 

. -- - -' - . - --·. ' .\ -- -

develop$tL Although ·each ·pali[cipating• .. $\)~li19Y"Can analyze its o\l'm data or search data 
from •otfier participafir:rg,:agencliE~1l:'tnrough tnejSE.:si\R search tool, there are currently no 
tools available to allow ah~lysis oh;!il' .gARs. A::lditionally, there is no process to ensure that 
all SARs .coii~Pted nationwi:de are b'Elilig analyzed. Typically, agencies conduct detailed 
analysis of lnfer:mation that r$1./;ltes directly to their jurisdiction .but do not have the time or 
resources to cond\jct natlonwid~ analysis of incoming information. 

Recommendafior:J: 1r: Conduct res.earch and identify analytic tools that can 
operate in the distributed environment. These tools would need to 
simultaneously· protect the confidentiality and privacy of the Information 
contained within the Shared space. The proposed program management 
office should .consider the adoption and provision of these tools to enhance 
the capability of the search. 

Recommendation 2: O'eate a capability at the national level that would be 
responsible for analyzing on a national basis all SARs entered into the ISE-SAR 
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Shared Spaces. This capability would also provide analysis and feedback to 
the agencies participating in the NSI. 

NETWJRK CoNFIGURATION 

Lesson Learned: Because the ISE-SII.R Shared Space servers and 
applications were not considered a "production' system by most of the site 
information technology staff, site system and network· administration 
responslbillti!;)s werenot clearly defined. _ 

Background: The \4rtual Private Network (WN) 1;lPiilit¢ach to the ISE Shared Spaces 
connectivity was generally effective. However, bec~l:l$i'iAI:r§,JSE Shared Spaces configuration 
was oonsideredto be a pilot, had demilitariz~d)!:one (Dtvf~,.yomponents, and was time­
limited, in many cases separate subnetwi:>fks were estabJi~n_ed for the ISE-SAR EE 
equipment for security reasons. M. the be~i!ilhirig of the project, m(ii$t participating agencies 
showed a concern about a \lPN access 't$ :tl:)eir i,nternal network$, .. IJ\hile this offered 
desirable security protection to the site inform§!tion t~:Jc'fuqblogy (11) fatilit:Y. •. it also Jed to a 
"one-off' situation, and site IT st'i;iff.·gid not alwaw.:ifi(?r,iifor the subnet fot. performance or 
outages on a scheduled basis. ' l$t_t;~f.L?~. ,the. NCIRC'i;gp),(,_ site most often were the first to 
recognize subnet problems and h!ilq:·fo aclltf~e-Jusion,e;$~t~r staff. These outages caused 
some problems with pa_rticipating agehi!Jies+abilit~-\tf!l.fullyseG~.f\:h all servers in the project 

• 

Recommen~l'!tfon: Ri;i¢:$nfigure t~~\1.$~~ EE'f.li'iiwork architecture at each 
site to "eleV~tl:l:. Its ·st~t~s as a ·:tptgductlon system, and. as necessary, 
integr~;~te the 'IS~- ~$ber~g Spa~~· Into existing network monitoring 
J:1.r,i;l¢'e$$~~·:r,;:~rrentiy:r~~t?lled'iM·':ffl~,c;\'nter$. 

6AcKG~Q!,JND CHECKs. 

· Le~son,:.~Elarned: As .i;f,rresult '6f"fhe site visits, It was determined that there 
was no ·6¢hsistent ba¢J(ground check process that applied to all participating 
.agencies ani;'l'c.ontra<;(,.,p~rsonnel involved in the ISE-S£\R EE 

Saokground: IJ\hlle ri6f;f'i§(Jessarily required by the project, the Technical Deployment Team 
requested that each site "'clear' contractor staff who would be involved in on-site installation 
and test activities, as well as p.ostdeployment remote access to a site-s ISE-SAR Shared 
Spaces equipment and data via the NCIRC.gov portal. The requirement for background 
checks was not due to the nature of ISE-SAR EE data (which Is unclassified) but the potential 
access to a· fusion center-s internal network that hosts the Shared Spaces environment 
along with other systems. 

None of the contractor staff had any prior federal background checks that might suffice the 
fusion centers+ specific requirements. fls a result, each fusion center site required some 
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level of background check before the deployment staff cot.dd begin work. Some sites 
required only limited personal information and ran local checks in their jurisdiction, while 
others cqmpleted full investigations requiring fingerprints and FBI.background checks for 
the ten contractor staff members assigned to the project. In only one case did a fusion ·· 
center accept the background check performed by another agency. 

Participating agencies were also asked to accept existing state and local agency background 
checks as being sufficient for allowing other agencies to view their data in the shared sp.ace . 
.AJ\houghthis-did not present-a problem in the ISEcS.AREI;:i;\'Jt.pould become a lar!i)erissue if 
the SIXR initiative is deployed nationwide. 

Recommendation: The proposed progran:ji;fri~r'iag~itJ(ilnt office (PMO) should 
coordinate obtaining appropriate bac~gr~yna checks.J'~r: staff working at the 
sites to implement any future roliouf:!:)t'<tflis project. The:·<;liearances protocol 
should cover all participating agen\\ii(;).$' .. as well as the stafffqr'~qperations and 
maintenance duties. · · · 

'I -· --· 

Outreach 

OJl'RBACH AND AW~~f';!i;l$8 ' 

l-esson LeaPI'l~9: Agendi;E:l~1 that d~V~I~p ~~d i~~tifllt~ a 81-\R process should 
include outrea0h'..f';Jnd av,'i§.reness programs to better inform law enforcement, 
the g<mere,l publl~. pr,iyq,~y cMV.?Qates, ,.?t.Jd private sector entities regarding 
thi;i>t~p~s·;qf(inf.ormatll'l~t:that sl'i®l!ii~:!P.!?. ~Ei[i.0rted. . · · 

> 
Backgr.ol;lnd: Various 0.i.jfneach ~~Q ,public awareness programs have been developed by 
the ageri0J~.i?- involved in'·'{b$1SE~:,!;£ The purpose of theeye programs is to support 
agencies in 'Sfi!(?yessfully inipl$plentiilf)' a comprehensive SIXR process while engaging law 
enforcement ag\';l~\<li?S, priv$r~:! sector entities, and the public. These programs clearly 
identify the types •!()f:,~ehav.l~r/.that should be reported and information that adheres to 
appropriate privacy ar.ig) •<iivJJi Hiberties protections. These outreach and aware11ess efforts 
assist in mitigating many•eoncerns about improper police activities. 

Some of the programs that have been developed to assist in outreach efforts include the 
Safeguarding AmeriGa: It All starts Wth You D\iD and associated material; a joint effort by 
DOJ and DHS; 13Jil--s Communities !lgainst Terrorism (0\l) program;zo the Los />ngeles Police 

20 lhe Communities !>galnst Terrorism program was created to assist law enforcement in the development of 
partnerships with community members to make them aware of potential indicators of terrorism activities. 
Templates of flyers containing potential Indicators have been created for law enforcement to distribute to 
specific Industries. · EGuardian-370 
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Department-s iWL\TCH program;21 and fusion center tip lines and \1\eb sites. .Additionally, 
fusion centers have utilized their Fusion Uaison aficer (FLO) programs as a link to engage 
public safety and private sector entities and organizations and increase awareness of 
SU!!picious activity and what to report to law enforcement. The L,as Vegas Metropolitan 
Police Department, the hizona Counter Terrorism Information Center, and others used 
videos to inform the public about behaviors that should be reported to law enforcement. A 
public awareness campaign was found to be extremely useful in getting the public and 
private sector businesses to report· relevant and useful Information concerning possible 
criminal activity. Many of the centers worked with privacy,·:<)g_vo.cates when developing their 
local policies .concerning suspicious activity reporting. 

Recommendation 1: I>{;Jencies engaged ·in' :a ~;program should further 
engage and train their FLOs to as~lit 'ir.1 · public, pf,i){§te sector, and law 
enforcement outreach and awareq\';1~$: ··opportunities. !i?r'~Niding additional 

. training to FLOs utilizing the sitf.§gyarding .America D~; .?nd providing 
· additional outreach material tQ th~ bffi~~<ers to imt§ra.ct with t};j~ :public and 

private sector will providE~, greater awar$n~?~$. ,0f behaviors in~i¢ative of 
potential terrorism activity; -. · 

.··- · -Recommen·dation"2: !>Q~n:di§$.<.shoril~~i!levelop'alii~:•irnplemer~tcan-awarefless ·.·.·~·· 
program for otl:ler:''I?W enforcei'iii~Rt ageri¢I~1J'•,tbat are:>.(;lr.~gaged in the end-to­
end SAA prgQi?$s. This,;~rpgram wq~!c;l iils~Jst iig$/.tcigs In lhe development of a 
statewide str<;~t~?gy for bgt~ the gattlw;ii,i'ng and dist::efhination cf SAAs, as well 
as identify thEi'·lY.fles of l:ief.\aviors of Wfji:gh law enforcement officers should be 
awq,re1 ·AQencies: t~;;Jt r~\'.1¥~· ·i'h~tLtuted .. :§: ;rLO program may. use th.e TLOs to 
,assrst I n•tl:i~i?e·Qutr6'a9h•QPPP~Uf:iltie}?. . 

'R~(;.ommendatior:·:a.: p.ge.~9i€1S engaged in a SA.R program should consider 
an·:a¢ti:ve public aW~f:l;mess·~r,~~r,am to inform the public of specific needs of 
law er.if9f.c;ement an~i 'tP build communities of trust. This may Include the 
developm~nt and us~ ·iliT tip lines, \1\eb site~, e,mail addresses, and various 
types of oulfe?.Gh ITlPJ.t~rjals, S\Jch as the iV\11\TCH and the C6.T programs. 

Reoommen~Jatibil1 4; Law $nf.orcement agencies and fusion .centers · 
engaged in a SAA program should develop and implement .a private sector 
awareness program. This program may utilize the C6.T program and tenets of 
the Safeguarding .America DVD, as well as incorporate TLO programs to assist 
in these outreach efforts. 

Recommendation 5: Resources should continue to be made readily 
available to distribute as educational tools, such as the Safeguarding .America 

21 More information about the i\1\.atoh program can be found at www.iwatchla.org. EGuardian-371 
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D\10 and the CI\T material, to state and local fusion centers to assist in 
outreach and awareness e.fforts. Engagement with other stakeholders and 
privacy advocates should be conducted on both a national and local basis. 

SAR. fechnfcaf Process 

SYSTEM DEPLOYMENT PLANNING 

L13sson Learned: Agencies must have -certain.{iY<item standards in place to 
ensure the seamless sharing of information,· 

Background: The ISE-SIIR EE deployment tef:lrfi'ffpll'owed ri·of:;\Jf;ll IT busit)ess practices and 
· defined a "standard' template to plan eagi;H;iystem deploym~·n~. ·The template included a 
task plan, activiti('ls, timelines, and roles ~r;fg'•.t.~sponsibilities. The aV$r.age deployment time 
W!;!S approximately three weeks. In addifiotii"; ~ preop(ir~tionai "dh~cki.ist' was used to 
ensure that everything was In Of.g!;lr technicaiiy,\befor.ih$ach system Wei:lf•.·.live, A host of · 
center management processes ali.Cii:~t~ffing issues 'lllt1$/(j)ectedly impacted flie schedule and 
delivery of the systems. For exampl~. af.tilr-Qne cenier.. <i1.'9reed to participate in the ISE-SAR 

·· --.--~ --"""'cg··itih"en-:h-ad'io~formally-regilest'"PflPrnissi'Ciilr-f!X,}rn~a~stat$.1T...,resol:lrees-boare·to eol'l9m it------ -· ·-·~ ~ 
resources. Unfortun§t~1.¥i- :thEl board r'fl$l• only ol;i(';!il;f'l.er moiifh\, As another example, after 
agreements were .nil;l]\{€d6 tefrnl;?urse ceFitElr sti;tif;'·,fb~·,lal:)·t;Jc cbsts to support the installation 
anq testing of hard¥\'~f!3 and s?ftV"Sre, the::a&.i'Jhc}'iS lega:H:ounsel requested that a formal 
memorandum of undet{'lt:;~ndingJ.:(t\tlaJ) be dr<'iffed and approved to document the agreement 
(to cover .atJQ\1\•~4 houfs.;of·Work):'bl3fgre thl:'l::·Wgrk could begin .. As a final example, the 
deployrtl(ii:it·team•;W~!iHidvis(?i;l :~y anotnep:~Qterr•'that according to its state Department of 
Publi~.*~fety, the NOI~Q;gpv site'·Wquld have't6 .comply with FBI O'lminal Justice. Information 
Services:,_;(CJIS) IT Secur-ity -$tand§,r.(!!~>, and submit a 4 0-page assessment of mandatory 
requirements,:· . .4Jthough the;ii3,.V-I. team•·Worked through each of the above issues, impacts to 
schedule and··d?,~loyment adti\'ll\ies were unavoidable. 

·... . ' 

Recommend~tiQn;. $i.@nlficantly expand the planning phase activities, 
communlcations.ifjl~f.\; documentation, and schedule to account for all of the 
fusion center-driven overhead requirements. Ensure that all of the 
stakeholders, espe.cially senior leadership, are identified and agree to the 
plan before actual deployment resources are .scheduled or significant work 
begins. In addition to senior leadership, these stakeholders need to include 
agency management/ oversight groups, IT security, center legal/ privacy 
resources, system and network administrative staff, and key end-users; 
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SITE SYsTEM SOFTWARE AND HARDWARE 

Lesson Learned: A single Shared Spaces site software and_ hardware 
solution may not be the best method for implementing a Shared Space 
technology. 

i;l!;lckoround; To support the accelerated schedule for the IS5SAR EE infrastructure, a 
Microsoft-based architecture was selected .(Wndows Server 2003/2008, MS S<l. Server 
2005/2008, .Net Framework \/3.5, liS Server ASP.NEf \/3 .. 5, etc.) for ISE-S.IIR EE sites . 

. Although tliis configuration matched the skills of the devl')lqpf.llent team, it was not tne best 
or preferred technology fit for several of the sites. For. 'e~mple, of the 14 sites participating 
in the ISE-S.IIR EE,22 5 sites would have preferred ;,;v;4liffer~ntoperating system (e.g., UNIX), a 
different relational database management ·syst~m: '(RDBM$); .(e.g., O'acle), or a different 
pro~ramming-environment (e.g., J.A.V~. In s~tveraldnstances, sit'e.'ITstaff assigned to support 
the fusion center were familiar with, but nr()t ·fl!IIY competent, in the-:§lelected technologies. 

. . . 

Key compol'lents of the software architecture •requin?• :~nowledge of ,E;xl;ensible Markup 
l,anguage (XML) and the Natiot:i~l· .Information cS)i0h!:ln9e Model (NIEM)',. ·specifically the 
L()gical . Entity eXch$nge Specifldi;\ti:QI'rl -~k.RXS) forma1_si {or Search and Retrieval (SR) and 
E\tl:lii.~Q an:ci·Ri~~~l11iP.Nt§\(F:'_Q), , lt'«9&~f;lS~l:Jfi:i~8ttb.atsitS:<li!?t_aff wgu ld 1!L!)QQ1e j)Oint be_ able 
to provide necessary system, network, ~pd dliifG)baseadrrtihl~tration serlioes--as the project 
moved forward, repJ;!!¢ing· ¢or.ttractor st:aff Whp nif;l[.l"i;iJ;Jed th'e ·initial deployment. /'s with 
system software, ~it¢.· IT staff'·IJ1$y not have.:h<;~d ah oppet-1\:llflity to become· proficient in XML 
or familiar With NIEM~~j:)g .LEXS.. , 

I 

Early on. in:.theii$1;:'-SAR EE;,:;:vc:J~?.clsior'EW~s-rnaa$.. tQ select a standard, economical hardware 
and ~9ftWare corifi§!;lr.~fion. u~at-.provided·:<jde!'HJate CPU power and RAIV1 and disk storage 
but al()g• minimized. RQBMS lib.$h(l,e costs. 'since most IT centers use rack-mounted 
equipment, suitable midieVel. Deli'iif.iR •. and IBM servers were selected, Each center was 
given .some 1\?.?way to requ'e~t modifications to the standard configuration to match existing 

· site standards ·-<iiE _pr\]feren9e$, This flexibility was greatly appreciated by the site IT 
mamagement ana. 'i:IE!Iped solidify their acceptance of the IS5SAR EE Unfortunately, 
because of the enterprlse;'J;r!'ltLire of the IS5SAR EE, in terms of internal and external users, 
CPLJ.based licensing was ;y.eiquired for the RDBMS (MS-S<l. Server). Consequently, single 
CPU servers were purchased for each site for the evaluation period. Wth the exception of 
DHS, the FBI (eGuardian), and the I.Mlshington, DC, Metropolitan Police Department, who 
opted for a single--server configuration, all sites requested two servers" a \1\eb server and a 
database server. 

22 Including the 12 sites, eG.Jardian, and DHS. EGuardian-373 
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Recommendation 1: The proposed program management office should 
evaluate the best method of deploying operating systems and examine the 
pros and cons of other programming languages. 

Recommendation 2: Specific training courses or targeted technical 
assistance should be identified to help site staff Improve their technical 
system administration capabilities. · 

Recommendation S: To_support ~more robust .usage, .particularly from 
external users, a second CPU and additional mem(:ir{~rshould be added to both 
servers. In order to support traditional systenFte~l!!ildancy and higher system 
availability requirement, the proposed .~t()'@ralt.): ·manager-s office should 
evaluate the need for backup servers. . ··. · ·. ·. · . . ·.,, 

DATA MAPPING TO THE ISE-SAR FLJNQtiONAL STANDARD· 

Lesson · Learned: Legacy data con~i:hing. ~$!1:R informat11\if.i· at the 
participating agencies w# J1ot in compli~r;uf$··With the 186-Sl\R 'f-l:inctional 
standard. · 

~ Background: ·since ffle~lsf.:sAR.Fi:il:\t#ibllaln~ii\noaraW~$. aeVeloped ~witn -ilipucrrom 
selected fusion cent(;]r: ·~Ul?i.e.ot-mattei1 .~xpertll., .. th¢rE?- was ·a' <general sense that legacy 
databases at fusi<;Jfl:.p$iiters i39titF~ined ritost. pf.':the infbftli'f,i';:i.ti9n reflected in the standard . .At 
the state level, this <1\\?~Umpticim. W,as gener~Jiy.·'l'rue . .At the. local level, however, there was 
significant variability ftqrn. thli!l.l$~ Furiq\lbnal standard since major city urban area 
fusion C!illilt~rs.:§(ill§9led for·tlil$..i[$E~-:;~hadty$r,y little of the data enumerated In the ISE­
SAR F\iril~ional. Staq~2)rd~ Ftilt>tl:l,ose sit~s,:tb'<!tdicl have fairly comprehensive data, the key 

",. . - • - -- ' I - . 

!Se;.&l)g:fjelds descrl5ir.j~,i"'.pbsei;I)('J~behaviol':'· threats, and privacy controls were absent or 
incomplete' P8 a result, ~~~rche!H~§yed by users against other Shared Space databases 
usually resi:ilt$\il. in few or n~•'li)its. C<ilif.ipounding the issue was the situation In which one 
fusion center pt..Qt(ided only~ associated with critical infrastructure incidents. However, 
data about subjeet$JQr vehigle§! associated with the suspicious activity was not included in 
the ISE-SAR because'tht? .. l.@~.iiJoy system was designed for another purpose. 

Recommendation 1: Evaluate legacy systems at each of the. potential future 
sites and determine' whether common vendor products might be qandidates 
for technology improvements to better support the ISE:-SAR Shared Spaces 
data requirements. If found, facilitate meetings with the vendor(s) to evaluate 
options that might benefit multiple fusion center participants. 

Recommendation 2: Deploy the SARVetting Tool (SVT) as a bridge between 
a center-s existing RMS or other database used for SARs so that key fields 
necessary for effective information. sharing can be populated or augmented by 
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fusion center staff before ISSSARs are stored· at that center-'6 shared space. 
This common tool should continue to be supported by the proposed program 
manager-'6 office. 

lACK OF SrRUClURED DATA IN I,.EGACY SAR RECORDS 

~sson Learned: structured data was not available at most participating 
agencies for the population of the shared space data fields. 

Background: This problem impacts many record ma~~Q~ment systems in use today and 
reflects the reliance of most agencies on paper form$' ·d~ed by frontline officers to record 
details of suspicious behavior as well as any <Qt~l'ir ·:im(?icjent that the officer niay be 
documenting. Even if online.systems provide ~p~gifi'6fieldstQ.'-£laPtUre names, vehicles, and 
other descriptive structured data, users of .tl;iol§e systems fr€Jq.i!J~ptly just enter a free-text 
narrative ofthe incident.· This tendency cl~fi?i\its initiatives to impr.(;Jve the mapping of data 
and frustrates users trying to search multiple.'9h~red Spa(3Ss using stitl!!l?iYred fields. Having 
to search long strings of narrative.text takes tirnEJ~I\ilild 01:ter.1-·results in the.\t~tr,ieval of records 
that have no true relationship to W\l~~Qtl-lal subject·.Qf,'tf.le search. . . " . ', ' 

.. Rec.ommendation,.1.:. Ji't. tbe~~b:aJY$1:lleVE,iJ, .enfoit"e.l~<:lta,qu<tlity_!;tan_d<'lrcJs and __ 
request that str.\.IGt\lr.ed data fi&liils be up<\l&te9 as rlet';;§:ll?sary (e.g., suspicious 
activity coc!.es,. sdliije@t·. names, :19patlqi:i- .Gfat~, .threat• codes) even If the 
informatiolt!i's:$1so incl'ttcje~ in a ~af:l:i;!tiVe·descdptil:i~·. The SVT could be used. 
to support this 'f!Oisk. In '•Pf.ilctice, the•:i'iymber of ISE-SJIRs that might require 
additior,Jii!J quality.··¢hecks i;\l'id':d;ata entiy•,ls quite low and does not represent 
.ab,:~J<:ressiV<NJurdef.i,{$' ·any 'fu!ll<';lt1• '§§lntet ;participating in this initiative. The 
:proposed·prblllt~liP.man$1~\lNl offioe·§bq_lllld provide support to accomplish this 
·r:~pp_mmendatioil>. 

Rec6tp:rnl3ndation 2-~ ,f's part ·elf a technology refresh cyCle, examine new 
tech nolo~- ;tpat migh~ '$.upport more powerful text recognition and search 
algorithms 'f¢::~~ applif.i~ to each shared space database upon the ingest of 
ISE-Sl>R recorcl~ ·.tif!il~ Would significantly improve the speed and quality of 
search operations,. 

Sl11; SHARED SPACE DATABASE DESIGN 

Lesson Learned: The database design at each site may not be robust enough 
to support a wider deployment to users nationwide. 

13ackground: Because of the pilot nature of the ISE-Sl>R EE, the common ISE-SAR Shared 
Spaces database structure was organized based upon the ISE-Sl>R Functional standard but 
normalized to improve efficiency from a search perspective (search fields were limited). 
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However, the database was fully compliant in terms of the NIEM-based content and format 
Withinthe LEX&SR standard. This was accomplished by building the LEXSINIEM record 
upon data ingest into the Shared Spaces repository so that if queried by a remoteNCIRC.gov 
user, the CPU time necessary to build query results would be minimized. Although this 
approach worked for the limited-use ISE-SAR EE, additional analysis is necessary to support 
a production environment. 

Recommendation 1: Efforts should be made to verify the database design, 
broaden searcl'lable parameters, conduct performEinQe modeling -and tuning 
activities, and perform some level of stress te\>titl9i ·with particular focus on 
sites that are hosting the SliRVetting Tool (M:,~pplicatlon on the ISE-SIIR 
Shared Spaces Database server. · · · 

Recommendation 2: Modify the d?ts1!flase schema to''hit¢1!!H:Ie all Information 
exchange package documentatior\, IQ~D) fields to provide. :f!:lr. attachments 
and other. desired meta-data that will: •Improve .ti;!!" robustri€l.s$•-.Of ISE-SIIR 
records maintained at !=JaC,!:J-.s_ite. · · · · · ··. ·. '· 

Recommendation 3: lndli;J(,{~· <i'i:it;!i.Qators on ·\i·~~h IEPD data element that 
'd t'' 't . " · f' ld·,,.,.. s· . .,, ·~-th -t=o---.,----,., t db" t t .. ,, er.~ "-¥·' . .as.a •• pr.JMacy.te. ···:~<i:l e.""'G•·•·· •·!e. =· . •-saP"' augmen e._._ ,~s a e .. oL 
local statute or .p91igY.. 

. .. 
DEPLOYED S~ SPACs)~li"PUci.'iil~s· . · .. 

' 1, ( ' 

Lesi?PP ]...earn~at. ~~Q llbtn'n:r~J;J. _proce$.$'- for extracting, transforming, and 
19?\Jillg~E)~aey data:liW!iaVailal:'ll~; · . · 

' _: . ' '' .;, ., ' :. 'I ' 

Back@~iil-1-lnd: For the· il$~' '~.various approaches were taken to import data from 
legacy sY§tE)ms into the· Sfull.red ~.a¢es database .. These approaches generally included 
both reusati)~· .. c;:omponents1 ;~pd cUste'rn components to support the oven~ll extracting, 
transforming, ~nd loading \(~) process. Primarily, two approaches were used: (1) 
processing an inpl\!t.:;file col){~ili\ing candidate records With a traditional ErL script and (2) 
using a database repii~tl~~,,~pproach in which the source database pushed an extract to a 
staging area on the Shar~W·§paces database for subsequent processing and loading in the 
Shared Spaces repository. A third approach was created for processing records from the 
svr. Two additional approaches were discussed but not Implemented in the pilot: a ~b 
service option to allow legacy systems to push candidate SliRs to the Shared Spaces and an 
approach involving a direct query of a legacy database from thE! Shared Spaces to "pull' 
records designated as candidates for sharing with ISE-SIIR EEmembers. 

Recommendation 1: Create an interface toolkit that fusion center IT staff or 
other law enforcement agencies might use which contains various proven and 
documented applications to process SliRs into a Shared Spaces database. 
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.. Recommendation 2: Provide the capability to ingest attachments as part of 
the ISE-S.AR record, if available from the legacy system. 

Recommendation 3: Reevaluate the current Shared Spaces database 
"smash and replace' approach to see whether other options might be 
possible that still preserve the integrity of the Shared Spaces but improve the 
timeliness of ISE-S.ARs being made available to the user community. Clher 
options could include Add, Update, Hide, and Purge features that would act 
upon individual SAR records being pusl'led to"t~e. Shared Spaces. This 
approach •may better support situations where, :it!i:.llffple legacy systems are 
feeding a single Shared Space database, such\"1;\i;J·:the situation envisioned by 
DHS. 

Recommendation 4: Design and .irnf.,liement an autqinated approach to 
provide feedback to users who ma~<;b~ve retrieved -8,1.\R recl)t.q.s from a site-<> 
Shared Space on earlier se?rches iMflt:-!'~ previo1;1~ly viewed'.'~ has been 
purged from that site-<> Shared Space. · · 

Recommendation 5: Evalt:~?~ie'·the .feasibilitY·~f::a subscription-based alerting 
b'l't t" t ld 'd '~ ... ,. "f ot' ... o~capa II. y .. ,_,a c,WOU .· :prolll e><'NQ-•uasJ~'-\.!0 . tODS ... ~"-·-·--·-- ~ .... ~~~- .. ~~--~ ... ~·~· _ . . - ' . . - ' . . 

1. 1\Jert ljl:1~~wwf:len they adq:,~. hew. ISE~.to their, ~Shared Space that a 
pos!lil;l!\i'>relate~!l:~ exlst~;lf.ll:~m9~per fusiQi~'l~nter% Shared Space. 

',, '• ·-. \ ' ' .··· '. ' . 

2. 1\Jiow aii· ;~I')!'Jiyst.:\~t,i a fusion ti:!!/f:lt.er tci request notification when any 
,f\\!s.ion cent~r:a~~s"ati; !lS~-{>AR f(ii;iits Shared Space that meets basic 
critefii:vestabiish~g.bythahl'J!ier., .. ' .. 

Wllle 'the!· "smash and' :replace:. ···technique discussed above in Recommendation 3 
complicate$. ··the design 0f ';this ille.r:l:ing capability, the ability to receive notifications 
tj!Utomatical!y iW]\l:)out the ri~~~ to manually search the Shared Spaces periodically could 
proVide signlficahtip.\?nefits t¢1the analyst community. 

SYSTEI\Ij DEPLOYJ\11 ENIFiflFKJCESS 

Lesson Learned: Preplanning readiness and postdeployment checklists 
were beneficial to the installation of systems at each site .. 

Background: Overall, the deployment of computer systems and software at most of the JSE-
8,1.\R EE sites went surprisingly well, primarily due to a series of readiness check telecoms in 
the weeks· and days leading to the on-site visit. In every case, site personnel agreed to 
install the servers and \lPN in their facility and support connectivity and application testing. 
In addition, on most occasions, IT staff also loaded the server system and database 
software. Some delays were experienced at sites where the fusion center relied upon state 
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or city IT for support and additional coordination was necessary. The process and sequence 
of tasks was proven to be effective. · 

RElcommendation 1: Document the process and include templates for 
future us~, including a more extensive checklist to cover unanticipated issues 
and/or constraints both before and after system deployment. 

Recommendation 2: It is imperative that specific points of contact fer all 
facets of the shared cSpace.supportbe.provided !!Hd maintained. This will 
assist with not only the setup of the shared spag~:.fqt·that location but also in 

. addressing any Issues arising in the everyday,.gJ:?e~~tion and ability to connect 
to that location. · · · 

USE; OF ExiSTING REPORT FORMS 

Lesson Learned: Modification of exist.iil,g, law epfQrcement 'r$,p<;~rting forms 
eases the implementation of the lsE~R. ~-1\ilR(Dject in the •pl'\r.tjcipating 
agencies. · '· · · ' 

., ·., 
··.-~.-~···· . ,l?i'!clsgmlJnq; __ i)l~gf theJJ2!lis>L2h~ll~n9!l~~'Et?r.~EI9!3QCi't1sJ'i:til®. ir:n~IQffi~ntiug_a.~prgQe§§ 

within an agency is getting the reportE)~ suspi¢lgw;activit~·!ffQm the patrol officer or-other 
person taking the inith;tJ::t.~JD:g,rt to the l:i,dit. char.~er~!,Wi.t8. anaiYting the information. Rather 
than creating a n\3W':torm ot •l(t1p!ementili~i·'€l•ifii:iw proce$~,.,the agencies modified currently 
used forms i:md pro(;lest:;es, whi¢hlmade the)pr.ocess more acceptable to the officers initially 
taking the information> ' · 

The l,,p¢.,Ahgeles ·f!oiit?il· [Jepaf.!M;J<;nt(LPJ59)1'i')'10diried its existing investigative report used by 
officet.$··tQ report crimeS,-$spreviQ\:IsJydescribed in the report. . . . . . 

The \f'..ashliigl;¢o, DC, Metrbp~litan PoU¢e Department initiates a SAR whenever a crime or 
incident report:.\ifi,,the field is• .. t~gged as involving suspicious activity. This cataloging occurs 
when a box on.''ih~"r.\lport 1~\1-~led "Suspicious ktivity' is checked. Ps Terrorist Incident 
Prevention Prograrit.4J:li?P} if,5fms and. crime/ incident reports are reported to MPD and 
identified as suspicious; th:ey are immediately forwarded to the Intelligence Fusion Division 
(IFD) for review and analysis by a trained analyst. 

Recommendation: .Agencies implementing a SAR process within their 
agency should review current processes and modify existing forms and 
processes to simplify internal reporting. 
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REVIEW OF LEGACY SAR DATA 

Lest;mn Learned: Legacy sAR data should be carefully reviewed before it is 
shared in the lSE-SC\R Shared Spaces. 

Background: The three initial agencies to place data into the IS6SAR Shared Spaces had 
legacy SL\R systems that contained severEd years+worth of· existing data. Th.e New York 
state Intelligence Center, the \ilrginia Fusion Ceflter, and the Rorida Fusion Center all 
lo~ded their legacy data into the ISE-&IRShared .Spaces \?YStem. In an effort to test the 
system, a comprehensive review was not conducted on-.tq~.:existing legacy data to ensure 
that all the data met the four-step process requiregr:py•.tlie ISE-SC\R Functional standard .. 
Mer reviewing the legacy data tagged for shariQQiiiii:dlii$•.1S6SAR Shared Spaces, it·was 
determined that a comprehensive review neer;l~?Q.· tf:l be coiY.Jpl€1ted on each Individual SL\R 
contained within thelegacysystems. ·· · 

Recommendation: ,llgencies that liave'Sllegacy $11Rsysterrt··Wit8 stored data 
should complete the four-step process. ·r$quirE!~' ;~,y the ISE-SAR.· :f.\mctional 
standard before tagging: tht?·. r;lata to be• .iin¢1\!lded In the 186-S.i\R Shared 
Spaces. · 

INTERFACE WITH J.Hi;'ili'~l~ EGlJ~IAN f.W,~.~'QHS-l8 .. :$i;'!ARED SPACE 

Lesson Le~vm~d: BuHdltiliJ interfati$§. rt()· the ·ffiii:&'>· eG.lardian and DH~ 
Shared Spa'0e, allowed t-6~ a singlei ;$~arch interrace for local, state, and 
federal users tp. 'aCCE!.~!ii.· tall. Sl\R dat?- and to operate with a common 
unqerst~m@ing aritl~pr!;i(;!.~ss: . . . · \ ·. 

B,ackgr:Q.Und: Th~ IS~~ $n~teyg Space fu~cept was designed to allow the systems to 
share.li'lf¢m:nation whfle ~li(:)wing·t~$:.l;lubmitting agencies to maintain control of their data, 
and all ageJ;rqi.<~s would be •i;iili!t;J to irnf,ll~ment the processes and policies enumerated in the 
ISSSAR Functi9h!'ll standar~'• 'Ow of the project challenges was how to share Information 
with the FBI and'·~F,;lswithoutil\i~ving to utilize different systems or processes. 

! 
. ' 

The solution was twofolt!\' :build Shared Spaces servers for use by the FBI and DHS to allow 
them to share their datl!r with other .users from a single interface and build a utility into 
eGuardian that allows state and local agencies to share data with eGuardian via the Shared 
Spaces User Interface. Users who place .SAR data into their Shared Space server can tag 
the data to be uploaded Into eG.lardian, which allows the SAR information to be shared with 
the FBI-s Joint Terrorism Task Forces. 

·Recommendation: The FBI and DHS should continue to support the 
interface with the Shared Space environment ·to allow continued ease of 
sharing SL\R data with all law enforcement agencies. 
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NCIRC.GOVPOR.TAL USER INTERFACE 

Lesson Learned: During the ISE..sAR EE, it was determined that the 'User 
Search functionality may need to be evaluated and enhanced to ensure that 
it can meet the technical and functional requirements of any fwture national 
rollout of this project. 

[?ackground: fls with other facets of the ISE-S.AR EE software architecture, the user 
interface evolved as the project moved forward. Functional and relatively easy to use with a 
small riurnber ()f records iri the Shared Spaces, the user 'ililterface was· designed to quickly 
permit information sharing activities between participi:!Hriig· sites. However, to allow for an 
ear.fy deployment of Shared Space search cap'1J.P.lt\tif;!~'i· user interface functions were 
constrained when compared to other simll!l~. se)arch :·tci'GI~ used ·by.law enforcement 

·agencies, such as "read-only' restrictions, lt;u;* ·.of'analytics <ir:~f;?gspatial visualization, lack 
of attachments, lack of role-based acce:;?$,;rtJechanisms, and 'iirnitEl.d workflow and query 
re!'ults navigation. · · 

,Although the Sf>.R User Search f,ur;lptjoriallty is acws!?~~;;through the NdR¢\portal, it is not 
tl'le only application or informatici!'ll(f@iiJtGf:lavallabJe·e!'i::fhe portal. Recomm'"r:~dations in this 
dooume!lt ,refer only to the '!3!\R lJsEJr".~ardJli.fw l]()tiona!Ityi 

Recommend~t:[qr;i, *:.A group Cifi.§ubjedi'r.ti§ttr?.r-.. expef':l~\ to include analysts, 
should be y(lll~ed to'E11\t~~lish firn'v0il.e.F{ntertacew~~Lflr~ments, conduct a gap 
analysis agail~!?t the ,!f$t:~ 8;: .user interface, . and document an 
enhancement platJ,fortq$.•ci§lE).r interf~~~\· · 

.· " . ·, .·. ,. '. · .. .'. ' '.\ . . 

J~e¢errtmelilitl'ation ··2~ i\i)pon cbmptt?tiR,rl' ·0f the gap analysis, evaluate the 
·: :d~sirability o(~r.ov.iding ii:J,.Ip(lared SpaGEii Search LEXS-SR-based \1\eb service 

·· 'C!;lpapility to alloW• :~)listing:J~sjon centers to conduct searches 9f ISE~ 
uslllgi:E?xisting iegaey :records:,!i'i;lanagement . systerns or case management 
systelirs:.ili;l;;tead of h~V.i~g to physically Jog on to the NOJRC site. This option, 
though tec.l'imi9ally fe~~i~Je under the LEXS.SR standard, Introduces possible 
privacy and· oi:Jil::libelii$~ concerns that need to be considered. 

___ , __ 

'•, 

Recornrnendatioii·'3: Evaluate the use of commercial or government offcthe­
shelf technol.ogy or portal tools to assist in the integration of additional 
functional capabilities, with particular focus on the user-interface challenges. 
of federated searches against numerous databases (potentially up to 72). 
Qher capabilities should include the integration of analytical tools, inclusion 
of attachments . in query results (irnages, documents, video and/ or audio, 
etc.), storing retrieved results (perhaps only temporarily in a personal queue 
or file), screen personalization, and other techniques to avoid information 
overload. 
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·., 

Recommendation 4: Provide a report generation capability so that users 
can create various reports based upon the results of JSE-Sl'IR Shared Space 
searches. This capability would allow users to tag individual retrieved records 
to be included in a repor\. QJnsideration should be given to making these 
reports "read only' to preserve the ownership of the data for the contributinf) 
agency. 

Recommendation 5: Provide a capability to search audit logs based on 
various criteria" such as monitoring of system use; ,!ilriforcement of security 
and privacy policies, and performance managem@nt'' and produce a series of 
formatted reports. This feature would be restroi~t·$gl:to management users. 

' ' ' 

· .. 
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LEVERAGING PReMISING PRACTICES 
The agencies involved in the Information Sharing Environment-Suspicious f>ctivity Reporting 
Evaluation Environment (ISE-SAR EE) are professional and respected law enforcement 
agencies. A significant component of the project was the ability to observe and codify 
critical enabling activities of these agencies and adopt th.e promising practices for use where 
appropriate. During the course of this project, an initial analysis of four major city police 
departments in Los Angeles, California; Boston, Massachusetts; Chicago, Illinois; and Miami­
Dade, Rorida, revealed a number of promising practices regarding the gathering, 
processing, analysis, and sharing of SARs. These promising practices were instrumental in 
the foundation of the project and were shared through the ISE-SAR EE user group to be 
replicated as the project was implemented. .Additionally, a number of promising practices 
were documented and shared in professional journals in the law enforcement community. 
Below are some of the significant promising practices identified during the course of the 
Evaluation Environment. 

These promising practices were discussed at all user group meetings and conference calls, 
as wellas shared inthe monthly newsletter to all participating agencies. Many of the 
promising practices were discussed and refined and later adopted by many of the users . .AJI 
·partners agreed tnatlfiTSWas critical tciestal51ishing corrunonpractices ana procedures for 
handling S.AR information. 

J;:xECUllVE LEADERSHIP 

Critical to the success of any program is the support from the agenc~ executive leadership. 
However, it takes more than just a word of encouragement or a statement of support; there 
must also be an active commitment to ensure that the agency-<; members, the public, and 
other government policymakers are informed and supportive of the operation. Executive' 
leadership should visibly and regularly support the adoption and implementation of an 
agency S.AR process. Wthout the agency leadershipi;; continued sponsorship and a sense 
of importance, it will be increasingly difficult to knit together all th.e process pieces over time. 

The Los ftngeies Police Department-1;; (LAPD) leadership took an active role In developing a 
comprehensive program to collect, analyze, and distribute suspicious activity information 
related to terrorism. The chief of police at the time of the initiation of the ISE-SAR EE shared 
the lessons learned froin l.JIPD with other agencies nati9nwide. l.JIPD frequently provided 
staff members to cross~train other S.AR agencies regarding their behavior codes and S.AR 
processes. ·Presentations were made by l.JIPD representatives to police organizations such 
as the International Association of Chiefs of Police (IACP) and the Major Oties Chiefs 
Association (MCQli), as well as members of Congress and officials in the li'klite House. 
These efforts were a major impetus in the development of the NSI. l.JIPD developed an 
agency-wide Qmeral Q-der, amended its incident report to simplify the reporting of 

EGuardian-382 

Page 55 

ACLUEG000771



! 

I 

I 
' 
I 
I 

I 
I 

I 

------ -------

Final Report: IS6Sl\R EE Leveraging Promising Practices 

suspicious information, created a SAR Unit with the responsibility to analyze the Information, 
and communicated tothe organization the importance of the SAR process. JlJI of its efforts 
created a synergy that Jed to other innovative concepts for developing and analyzing 
terrorism-related information. 

Th~J director of the Miami-Dade Police Department provided a SAR brief on two sepatate 
ocr;aslons to the local Oliefs of Police Association. This was part of a larger process to 
obtain support from various Jaw enforcement and other government agencies in the South 
Florida area. The Miami-Dade Fusion Center has trail!lild various county government 
departments" including fire, emergency medical servl~s.;.($lliation, and public works" on th~J 
process 9f the SAR program and how to report suspJi;ii9.1:l!l-?Ctivity to the fusion ~;;enter. The. 
director has also supported the creation of the Sl'itith Fl0fi9~ 'v1rtua\ Fusion Center, which 
provides a platform for all agencies in the So~tfi;:f,iiorida area·~qiparticipate in the sharing of 
ter.rorism-re\ated information throughout th~·i.E!fili'brh · 

The chief of police of the Seattle Police bep~rtment •!il!Od the srier.ift .pf the Las Vegas 
Metropolitan Police Department w~re princlpal•pi.!ii\:i.cfpi;Jf;lts in the effdft$-•9f theMCCC\ to 
develop recommendations for a ni;lti@lilwide SAR. prot';e.$$. The MCCI'\, through its Intelligence 
Commanders G"oup,. helped speam$i;)t'Htf:fi;l,91-\R effort~mong law enforcement agencies in 
thecountry-i'maior-Cifies: wtnot.it lhhl .. inlfiativE;>..-efforts'f¢"<$stablisn a nationWide process 
for sharing of SAR infgr.m~tloq would h~l,i(:l. been (:frli"§it!.-~)lampeti;ld. . .·- . ' 

The chief of pollce,~i·t.he Vlklshlm~on, oc;··;!Yi~tropolita~ Peii6e Department was often called 
upon to represent th$' iiqterestil'- ;of Jaw erifr;'!r9.9ment agencies nationwide in articulating 
policies n~ed~d· .t9 ensttte. -tl:i.~t ~s0§~i\?t9US a(::ti'!ity information was being collected and 
'evalu~ted'through~!;l~ .the d6t:!htry. Tne::.9hi~t repfesented local law enforcement agencies 
nationVV\de before dJngre~s anEf;:t~e Wlite :Houise. The police department also had a major 
role in lh~:;§upporting preparations;•fgr. the Inauguration of. a new President and was able to 
test m!-lny·of•tbe concepts ~~~ing de"Ve,i~ped by the project. The lessons learned from those 
efforts were s\:iar~d with pro]·~~. participants to better develop their own policies. 

SHARED SPACE ~~(it.r : 
N. the onset of discussiof"is concerning the sharing of terrorism-related suspicious activity, 
there was concern by many of the state and local Jaw enforcement agencies regarding the 
impact of state and local Jaws, rules, and regulations governing the sharing of information. 
There was a concern about the agency-'S ability to maintain control of the information if the 
information were placed in a data warehouse. Consequently, the concept of a Shared 
Spaces was built to provide both the ability to share SAR information and ensure that the 
originating agency would retain control of the information developed by its agencies. This 
concept allows participating agencies to select the information they are willing and able to 
share and place it in a "shared space' server. JlJthough other technology solutions could 
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have been employed, the shared space servers were developed to be maintained by the 
originating agency but made accessible for search by a common user interface available to 
all agencies involved in the project. The following are the agreed..LJpon attributes that were 
keystones to developing the shared space: 

);> The data contained In ISE-S.OR. Shared Spaces is not intended for use in 
statistical research and/ or reports. Participants are not able to download the 
shared data in order to ensure that outdated data will not be stored In systems 
outside of the participating agency-a system .. 

);> The ISE-S.OR Shared Spaces database is not ;:v(<f;i)Tiinal intelligence system or 
database. · 

);> The data in ISE-S.ORShared Spaces is i;r.l'91\laged and'·f.li~intalned (controlled) by 
the submitting agency, which is 9.fl~r~ti'ng under indivi'dtJai state and local 
jurisdictional laws and policies. 

• I, lo 

);> Data in IS5SAR Shared Spaces is ~~~pessil:ll!i• \!;>,y authorlze.(!f: .I,SE-S.OR EE 
participants in fusion ce[!t~f.\e, law enfori:Jem~iJf:it',fii@imcies, Joint Tericprism Task 
Forces (JTTFs), and F~def'~li:Bt:JP?aU of lnve~t(Qation (FBI) Reid Intelligence 
.Groups via the Sensitive BdH)ir<Siilt$.§]fied (SBtlJ·.i!i(~jworks that provide secure 

~- ~-~- ~---·~--- --- --- - - ' "~ o -2 '"-·-·-=· ·~"'~~-~"•-• -'--'"';---""'·-·•-·;:·-·" ·>"->""~-~_.c· ___ ,,,"; -~ '--,-.,- ,-- ;o,·-1-,o-. ;J.,,_-,--~,_~ --•~-~·-t·=-~ ~-"-'~~ ~•-•:~--..;-· ·~-~~-~-___:_ -~~· · -~~~~ --~• ~-·- --------~:--~~-- '" -- -0• 

commumcat1on. · · . 

);> Vetting of cj,:it~ :for inc;lusion ih)f:Je !$~~::$bared $paces should include 
contact witli' the loca'i<,JJ:<!FI Natidi-l~J;.jTJF and lhei· lrerrorist Screening Center 
(for Violent C!li:!~Q.and T~rFprist O"gal'l.i~~ion File queries) in order to determine 
whet!;11;1r current·<iiiV~sti~atlVe.~Glc;tlvity i§>§!il.~oing. · 

);> irne·quei)'.]')t<;ivide; t!~e,;gpportunlty·:f0r. a \i~arch of all selected ISE-SAR Shared 
:$paces, to lricl.~~\il. eG.iE!re!i~n ahd the·1U.s. Department of Homeland Security 
'(IJlri$.) Shared Spa(>~· ~erveF$:'?~ resource availability allows. 

);> The ·-i4$Sclr interfacEi· \.ltlliz~s .. commonly accepted, secure Internet-based 
technoi~~ltll?-

~ Items preseti't\'19 in· ·t~~ initial results list displays submitting organization, 
contact lnformatiPn-, .and IS5SAR information. 

);> Selection of a record from the query results list retrieves the specific ISE-S.OR 
identified in that selection. 

);> ki audit log is used to capture search transactions at a central query site and 
agency database. 

/" User access to the ISE-S.OR distributed search is provided utilizing the secure 
government networks: Regional Information Sharing Systems Secure Intranet 
(RISSNEl), Homeland Security Information Network (HSIN), and Law 
Enforcement Olline (LEO). 
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~ Shared-space ISE-SAR systems provide a uniform data representation of 
agency data based on the ISE-SAR Functional standard. 

~ A capability is provided to allow agencies to forward designated SARs to the 
eG.Jardian system from the shared space environment. 

THE SAR VEnlNG TOOL 

In developing the ISE:-8/IR Shared Spaces concept, it was anticipated that SAR information 
could be extracted from each agencYJ> legacy databS~!lej· ,~nd submitted to the ISE:-8/IR 
Shared Spaces. However, it was determined that mar:JY'¢f.\tlie participating agencies did not 
have a separate SAR database that could be utill;s§'§·'f0o~lilf'llyze SAR information before it 
was shared with the other agencies. Several ageMies haaHh~ data in multiple databases, 
and others used paper processes to analyze,.<;il'i(hstore the infbt)ii~;~tion. To this end, the ISE~ 
SAR EE technical team developed a SAR Yefting Tool (SV!) for (1se by the participating 
agencies that did not have a sufficient legacy:·~~tem to sypport the shar<i(lg of information in 
the shared spaces environment. This Is a tecbnt?logy,.th~f. can continu$:',to be refined and 
utilized as this concept Is lmplemMteo nationwide, :$jgf.ifficant development assistance for 
the svrwas received from the poiice,f;i~pa.rtmentsOf,,'SG>.ston, Massachusetts; Miami-Dade, -+---- --~Fierida;-al'ld-Chicago,_;lllineis.-.lhese.:agel'l.ctf!s .. outlinedc,t~l'l~SPecifi.eationule.eded_foUbis _ 

1 type of tool and were in~;Jtr.umental in the.-.techniC?i'team~·implernentation ofthe svr. 

This tool was dev\)lgped using ¢ommon 'dilt<;{I\1~Se staHa?,~(js and protocols, which allowed 
for quick developmei\ltJ!iJnd deplgyj:nent. USiMg,the input from analysts from the participating 
agencies, the team dev$1\'lped! ·~ ;method to :iii1port data from multiple systems, allow for 
manual.·ihfi;Jrmati!3n input, ~ng. Ultimately track the vetting of the information to ensure 
complii:lnoo with the jsSSAR·,f'\mctional 'Sti;in!;lard. Now developed and deployed, the svr 
can easil¥.pe replicated••):lqd distf.il')'utlold to additional participants . .. ·· 

USE: OF NA'tiQNAL INFoRM~llON ExCHANGE MODEL (NIEM) AND LOGICCIL 
ENll1Y EXcH.AN~ SPEciFICL\llONS (LEXS) 

The National lnforrnalil~n' :~dhange Model (NIEM) is a partnership of DOJ and DHS. It is 
designed to develop, disseminate, and support enterprise-wide information exchange 
standards and processes that can enable jurisdictions to effectively share critical 
information in emergency situations, as well as support the day-to<lay operations of 
agencies throughout the natio1:1. NIEM enables information sharing, focusing on common 
processes and definitions for information exchanged among organizations as part of their 
current or intended business practices. This model and its assoc:iated business proc;esses 
were developed by more than 50 state and local participants. .lldditionally, the model was 
built from the foundational elements of the Global Justice XI\IIL Data Model, Its companion 
documents, training, and technical support mechanisms. 
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DOJestablished the Law.Enforcement Information Sharing Program (LEISP) to achieve the 
. Department-s vision of creating relationships and methods for sharing criminal information 
routinely and securely across jurisdictional boundaries. The LEISP developed the Logical 
Entity eXchange Specifications (LEXS), which is a family of Information Exchange Package 
Documents that implement NIEM for many common types of Iaw enforcement information 
exchanges. LEXS specifies. how law enforcement information should be packaged and 
delivered to information sharing applications and how partnering applications can 
implement federated search capabilities. 

JIJI of the applications utilized in the IS6Sl\R EE were :buill utilizing these common data 
sharing standards. The IS6Sl\R Shared Spaces data~!?lsg,.the SVT, and the FBI-s eGJardian 
system all utilize these standards, which allow fti~ \!lie e~~<?. of sharing law enforcement 
information. Because these standards were \Jtili~d during del,li:;IQpment, these systems can 
now easily be used to accomplish additio~:~i;iHMormation sharlhg l?ased on these common 
standards. · 

LEVERAGING EXISTING SEC\;!IJRJ±,e..ur UNCLA$$!FlED NETiNoRKs·· 
O'itical to the success of any laW'E?hforG§tn<:J(lt inforrhi'!tlon sharing system is the ability to 
providesecurlfy'fCir -lh-eTnformatii'in;-;a urin~r · storage -ail~ --;transmission:· - Wlen··access 
protocols for the sharec.Vspace concepf'.were ql§si,gii)ec,i, it W.ii$·. determined that access to 
Information neede~it~:,be pt6lli~~?d over a~~<:Jcure·.,J;ietwG!rk;thiitt 'would protect the information 
and provide for uSef .al)thenticaU~n. Three,:8$U networks·were identified as being suitable 
for this function: thii·.Q~uppolifi!9 RISSN~:·.the FBI-supported LEO; and DHS-supported 
HSIN. ~C(Ih,orth<:J,partiCipating·aQel:l¢i.@~ .. had ac6ess to all three networks. 

/Ieee!\$· •19 the shared im<J.ce C!Ll'iilY tool usiit.fihterface is supported using all three· of the 
secure ·~Jetworks. This ·i~ ~be firs~· '.time a single application was accessible by all three 
networks. d'>i'Jrtlclpating law·:enforcem(;mt agencies were concerned about the creation of 
another system ·requiring aii]0t(ler set of usernames, passwords, and credentialing. The 
creation of an irttetf~ce amqhg:·:the three SBU networks to a single application made for an 
easy and common mefh9c;j,f.¢f.·ldser access and authentication to the system. 

DEVELOPMENT OF PRIVACY POLICY TEMPlATES AND TECHNICAL AsSISTANCE 

Central to the design of this project was adherence to the ISE Privacy GJidelines. Many 
agencies had policies in place that were designed to guard the privacy and civil liberties of 
individuals. However, it was determined that a more comprehensive privacy policy 
concerning safeguards for the sharing of suspicious activity reports would be needed for use 
by all participating agencies. Jlimed at protecting privacy rights and civil liberties, these 
safeguards were intended to avoid the gathering, documenting, processing, and sharing of 
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information such as race, ethnicity, national origin, or religious preference that has no 
reasonable. relation to the criminal activity. 

The project team provided subject-matter experts to review the privacy policies for each of 
the pilot sites. The reviews were made to ensure that the policies were consistent with the 
applicable requirements of the ISE Privacy G.ridelines. A::fditionaiiy, technical assistance 
was provided to ali sites to assist in the development of the policies. l's a result, all 
participating agencies are utilizing privacy policies that are common and acceptable by all 
participants. 

DEVELOPMENT OF SAR. TRAINING PROGRAM: 

Training was recognized as critical to the sucw$.$ful impleme.[.itE~tJon of the Nationwide SAR 
initiative. The ISE-SAR Functional standar,gt:@l\itlined a new sel'·gkprotocols and standards 
that would need to be utilized by law enfotQE1t.nent before SAR inf6tr-l'iation could be shared 
among the agencies nationwide. Therefore·; !three ley\;li§. of training; Wi;ire designed and 
implemented to ensure that agE;l.i:!l<Y personnel' ·at. '<111' 'l~veis had a clear: ·.~lilderstanding of 

. What information was to be coli~G,f~g; t!;!Dd shared· •it:i..t\ie ISE-SAR EE. Mditionally, it was 
important to reinforce the need 'f~·lpf0tf?~t individuai~"-'·oivil rights and civil liberties. A 
collaborative design method was esti:(li?li~>hedl•qWlz:ing the·M¢.Gii., the IACP, and the Bureau of 
Justice l'ssistance (~:'tG'~E:Jvelop th~.thtee diff!;lf\er.tt•ieveis qf.itraining and deliver to all the 
participatir1g agen~if#\!l; · \ · · 

Participating agencies.:$\1\l\l dey&i~ped trainliii;ciAo meet their io.cal needs. The Los Angeles . . {• . 

Police D§f'??i:ti:P§f.lt buiiH~gililfi~l: ;$\'>@mness '.Q~ SARs by providing training to lo.cal law 
enforc;.elii:\$.nfp€ii'fn~r..~;·.lnciuclil'i~ the Los·c.!ifl.geles·.:P.ort Police, the Los Angeles Unified School 
Distri~ iPolice, 'the 't:Cis. i.lngeliisl t>lrport P81ire, and the aty of Long Beach Police. Ail 
commaM:·staff were tJ'aii:i(?c;l on tME;·.agencys Special Qder, with follow-up briefings and 
PowerPoliit:1ptoesentations at ·senera'hit!;lff meetings. lJIPD developed a training framework 
for the tralni'ligi9f every.offlc('lt"in the development and submission of SAR reports. Training 
programs" includr1iJ:gH;Hearni!il.l); ,PowerPoint presentations, and roil call presentations" were 
developed and prov]g~p. W· :all command staff, new recruits, and civilian and sworn 
personnel before the h'il~l$it\entation of the SAR process. 

Ail officers of the Houston Police Department have undergone a four-hour training course on 
terrorism indicators and have been trained on identifying. suspicious activity. The training 
course includes privacy protections, a1>1d the need for a criminal nexus when reporting 
suspiciOUfi activity. The Houston Regional Information Service Center (HRISC) has a 
terrorism indicator training program for private sector personnel, including oil ·industry 
officials, and will be delivering the training to all private sector infrastructure owners. · 
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ANALYST PROFESSIONAL DEVELOPMENT . 

The analytic function is a critical component of the Nationwide SAR Initiative. The ISE-SAR 
Functional standard calls for a four-part analysis and vetting process to ensure that 

· Information developed by a law enforcement agency concerning potential terrorism activities 
meets the criteria to be shared in the ISE-SAR .Shared Spaces. lllthough most law 
enforcement agencies have long had well-<leveloped training programs for sworn officers, 
developing high-level training programs for criminal intelligence analysts is a more recent 
development. 

ThE? Rorida Department of Law Enforcement (FDL!;'iJ::~l'~V.iously developed a six-week law 
l'nforcement analyst training program that has be'?~~<;leliv€lr,~c);to more than 400 state, local, 
and federal law enforcement intelligence ap~l~ts in the·,~f!:Jte.of Rorida. The course· 
delivers training in the following areas: 

>- Intelligence Analysis and the lntellig6r.l¢e .. Process 

>- Analysis and Analytical Pr:ec(l~ses 

>- Data Management and ftn~\~1$·. · 
>- Effective Briefings and Teanivv~r~ · 

· >- Qime-SpeclfiG~Inve~til')~tions an~<P.naiY$iS· 

'•, 

An important cor'i1JiJOnent of ·the. Anal~t· ·~¢ferny Priig!.al'n is the continuing education 
opportunities. The deJ!laFtment tO.~k the ~$veloped analyst training course and delivered 
it to more .t~(:lf.l, 1 00 Nialwt Al¢ader:U.y ,graduat~~ representing 36 state, local, county, <1nd 
feder<~l,?9$iiielt3s;. . ·· · · · · · · 

,. 

'· 
The Ni3W. l'(ork state .lrit$lligenciHi~Qter (NYSIC), working with DHS, developed an analyst 
profession~il'. qevel.opment- ~tqgram ·t.h.at includes analytic training as well as a mentoring 
program. 'The<tl~partment cf.@"§ited an analyst development workb.ook that allows the agency 
to track the pr0f¢9§1ional d~V~Iopment of its analysts to ensure they have received the 
appropriate level of.:tr.aining,r;'iel;lded to conduct the analytic process. · 

UTILI2AllQN OF RCU ~L TRAINING AND E-TRAINING PROORAIVIS 

Law 13nforcement agencies have long used roll call training as a method of delivering 
Important Information to patrol officers without having to take them away from their normal 
patrol duties. lllthough It varies in different agencies, roll call training Is generally a brief 
training delivery that emphasizes a particular issue determined to be important by the 
agency command. Pgencles are increasingly using some form of electronic training to fulfill 
this training need. This method of training provides an excellent way for patrol officers to 
understand the tenets of the Nationwide SAR Initiative and their critical role in the process. 
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The Miami-Dade Police Department provided in-person roll call training to all districts and 
shifts. The training was provided on the SAR effort by .the commander of the Homeland 
Security Bureau. This provided the bureau the opportunity to answer all questions and to 
stress the importance of the street officers providing the information according to 
department protocols. The officers were also informed of privacy concerns and the need for 
the suspected information being reported to be based upon the activities identified in Part B 
qf the 186-SAR Functional Standard. 

lheWashington, DC, Metropolitan Police Department had .the. task of providing training to its 
own officers and the visiting out-of-area officers wm~ ·.would be participating in law 
enforcement details associated with the 2009 Pre§i\:h~ntfal Inauguration. The department 
developed a roll call training stressing the behavioE$'ito'betep.orted to the fusion center. The 
training was delivered via an online system· •.!;i\:!e to the rtee!;hto provide the training to 
'thousands of officers in a short period of time·,. · · · ··. 

\ . 
'T!1e Chicago Police Department disseminat~J;i .. suspici!;l\:1!1 activity'·-e;iilrts, warnings, a,nd 
notifications via intelligence bull(;ltin.s to all laW :9f,)fgrc.elfient officers, ·a~. well as selected 
managers of critical infrastructur$vl;)M~.Qt.her governtJ;ii;iilf agencies. The distribution of these 
reports includes the command stil'f.f,;:·i{fii'ilo(P.~ployment '@:p§r.ations Center-s \f\.eb site, roll call 
distrlbution·in-each district offlce,·t!i§lii;;!::O"SW$¢i~l-lntersst'@:oup, Homeland Security State 
and Local lntelligencEi··®fum\.lnity of lnt$t(;lst, anq;Rf$;>NEr. · · 

'• .. 

. ' ', > 

It is impQrtant •that fusi$~' ce.stet~ ~mel agemeY,. intelligence bureaus have appro'priateiy 
tralned':E/Tftcersfrqn:i•Qfher ·f?~lli.i.ons anct:i~l?p~lrtf.nents who are trained in the intelligence 
proce~~-~0 assist .in 'tM~?.· :~;pllectiri:>il·,pnd reporl:lrig of information needed for the intelligence 
proc;ess, ;[ylany agencle$'. !~ave d~t!eloped formalized programs to select and train the 
officers whr;d;Jecome an exfE1nsiori ··of<' 'the fusion center or Intelligence bureau. Called 
Terrorism Liaisi;?fl: Cfficers {il;:@), Intelligence Liaison Cfficers, or Field Intelligence Cfficers, 
each performs an_:iit.Jp.ortant/01;;) in the 186-SAR process. 

The state of Nlzona ha$·!1~l~vefoped an extensive cadre of TLO>throughout the state who are 
both law enforcement and'. other emergency response personnel. These individuals serve as 

· primary contacts with local agencies to develop and report suspicious activity information, 
These TLO> may enter information directly into the center-s database, which promotes the 
development of a SAR within the fusion center. 

The Chicago Police Department has a TLO program consisting of officers selected from all 
25 districts and units, one per watch" approximately 80 members of the department. These 
officers meet quarterly, have organized training programs with guest speakers, and keep 
lines of communication open with the department-s Deployment cperations Center. These 
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officers also function as distribution points for Information to be delivered to the street 
officers in the department. 

lJ.IPD has a highly developed 1LO program within the department.· Every division office has 
at least two officers trained for that function. In addition, the department has trained a 
number of 1LOs to interact with other government agencies to assist the Counter Terrorism 
and Criminal intelligence Bureau in the implementation of the SA.R process within their own 
agencies and in the community. 1LOs are responsible to liaise with officers at their assigned 
LAPD division, as well as with other government agencies .!?Jld local business partners within 
their area of responsibility. The 1LOs are utilized to provi@.$•1feedback to the officers and/ or 
local agencie9 or business partners who originally 'il!IPIXiiit~d the SAR data. In addition, the 
Burea!-1 Commander provides personalized e-rnaih3: .. i;)i:i<'J Wf.lti:E:m commendations in response 
to SAR report~ that have been received. · '· · · · · .. 

NYSIC has developed a Field lntelligencf:i· l©'ficer program consi9tim.g of 1 ,600 officers, 
represe.nting 85 percent of the state-s laW• :~t;ltorcem<lt;l1· agencies ... ln:lese officers f;llso 
deliver training to the business qemmunity thr6\.i.Sb-.ti'J'$,!:Jepartment-s ~~f?tion Safeguard 
program using tools developed tly.i~:~\lch as thEi·:$af$guarding America" !!All Starts Wth 
You video training for first respond$¥!?. ar.id::t!;)f' Oommtniiltie.s .Against Terrorism program. I'll 

· example oft he success oftheprogra~rwi~ra·fe[;i'~P; pf·suspi·@qqs activity·that Was provided by 
a business that was GJ·-r~GlPi\lnt of the Wiiir.Iing: 

In May of 2QQQ, an empieyee noWl.~g·,~omethlng ·uf.lusual while working at a 
self-storage faciliW. A gr9.t;tp of suspl§LQus-looking men had begun to meet 
ar9!;11'lr;!i .a,r,1. outdo~Ji'c§\@~ii\@Ei·•iJJilil"' They·.§r.0used suspicion because they met 

AiE;)guer'itlyi' :as •mucli'·S1J1·~0 or 30cfiitl~.l? 'inAhe span Qf a few days. They were 
t;~lso very care'fil!ji':tO con'Q$~, their propeft'y by backing their SW right Up to the 
'·stG)r~ge unit 'doon, 'The se(f~l?torage facility had been visited by local law 
enretdl'lment in the Pi:ist and hq.~'·been provided information on Indicators and 
warriir'ig(H'f susplciO!il\'l- .activity as part of the New York State-s Q:Jeration 
Safeguart!i ·9LJtreach .:ipl'(lgram. The employee contacted the local police 
department 'f6',1'!iipQ.ct.i:~Jt~ suspicious activity observed. He also provided them 
with informatioh-9~:<tJ:ie vehicle and renter. The police department ran checks 
and found that the New York FBI .bin! Terrorism Task Force (JTTF) had an 
active investigation ·and the individuals associated with the storage unit were 
currently under surveillance. rwo weeks after the employee-s report, the New 
York JTTF arrested four men ori a number of terrorism charges, including 
charges arising from a plot to detonate explosives near a synagogue and to 
shoot military planes with stinger surface-to-air guided missiles. The 
employee-s information demonstrated the effectiveness of the Q:Jeration 
Safeguard efforts to help prevent terrorist attacks in New York State. 

EGuardian-390 

Page63 

ACLUEG000779



l 

-------·-·· 

Rna! Report: 186-SAREE Leveraging Promising Practices 

C0MMUN11Y OJTREACH 

Incorporating the community into the StiR process is very important to build trust and 
::;upport for the agency-s sAR program. There is a need to clearly identify the types of 
information that should be reported to law enforcement by the community and to stress the 
importance of adhering to appropriate privacy and civil liberties protections. These outreach 
and awareness efforts should assist in mitigating many concerns about improper police 
f;lctivities. 

FDLJ; hf;l.S developed several methods of reaching out tq,(fu·$~)lublic. Th.e state has developed 
the BuslnesSafe V\eb site for use by private il'ldUstl)!.i~r.~l'l<;(state of. Florida to inform thern of 
terrorism-related concerns and to provide a meth~~~~or llt$:plying information to th<l Florida 
Fusion Center. FDLI?s Computer Crime Cel")tE;\i:)r,risiintains ~' :"$ecure Florida' V\eb site to 
provide information about cyber security to th$:pctbiic and the sHit~~ business community. 

HRISC has an exten~ive outreach program ·wtth. th.e pui;)li.c; and has 'Gom:lucted community 
meetings, trained members on the Crime Si:(l)P-p~r!l.fPf.~(liram, and cCii!/f.~i[lated with the 
Houston-area FBI-s tip hot line, wlilie~•\ilw public may•~st;l'fo report suspicious' activity. HRISC 
also works with the U.S. Attorney-Si~i'G~·,t;,IT1d the Mti~fer.rorism Pdvisory Council to provide 
outreach to the private sector and· (~~.s j5r0V1:Q~?.r;i trairi'inci;·,t.Q ·human trafficking/ ::;muggling 
enforcl')ment groups. . .§p~gial trainii'J~, ·.~as b'6$t.i: tP,rovidEid: ·~~ the area-s petrochemical 
industry because qf:it§,tnajerc;iiiresence aiilt;!"pot§nth:ii'tbi\?t;H'l ta·rget of a terrorist attack. 

,' . . ·, 

LAPD introduced tfie, ~ prqgt~m to the: :~gmmunity through Community Forums and 
meetings, .ar.Jr;Ubere is' ~U!:init •Wltl;iin:ik.flPD that .$pecifically deals with community outreach. 
The P.r~9t<'\tr.l>·,e~q6ates tlia, 1f!.I;Jbllc oti 1W,rnat su~plcious activities are, the behaviors and 
indicgtG)rs of suspici'0l'l~i·iJ.ctiliiW1.'i':1nd the ·M~'(\l.• to report suspicious activity. The program 
introcibqe?· a V\eb site i(www.iV®\fG:HLAorg) for national application to be used for the 
reporting ·qf .suspicious acli.Vity. ih<i \llklb site is the central site/ host for a network of 
lnformatioml'l;:.rfijp.orts on pa!if ·terrorist-related acts, terrorism indicators, case studies, and 
other such edul'lii\ti(;)nal tools.·.:¢.\Jrrently available through open source networks. The V\eb 
site provides links n&fiQnwi~~·iolocallaw enforcement agencies and notifications to various 
sectors. ··. 

LAPD has also developed media commercials to explain how the StiR program works and 
the need to report information concerning terrorism to the police department. LAPD ll.,Cs 
also share in the responsibility to make presentations to community groups and other 
interested sectors concerning the reporting of suspicious activity. The American Ovil 
Liberties Union was involved with the development of the iMTCH program and provided 
comments on the script of the Public Service Announcement. Informational flyers have also 
been developed for release at the community trainings, and a DVD was developed that 
relates to the reporting of suspicious activity and contains all the information found on the 
V\eb site. EGuardian-391 
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NYSIC yvorks closely with the New York Office of Homeland Security, which m;:~intains a 
public Wlb site (http:/ /www.security.state.ny.us) to conduct community outreach. NYSIC 
uses the "If you see something, say something' program to inform the public as to what 
actions they should take if they see suspicious activity. Mditlonally, the cperation 
Safeguard initiative was created to inform the privatesector on suspicious activities that 
~>hould be reported to law enforcement and the state-s Field intelligence Officers. · 

The Seattle· Police Department is heavily involved in the Northwest V\arning, Al(l\1 and 
Response System Wlb site (NWVVARN), which is designe.GI:.to provide real-time alerts and 
warnings to both government and private sector partrr$1'!\: information developed l)y the 
fusion center and determined to be important fQH;Ii$t'r,jbution to the other partners is 
distributed ·over this closed system. The VVeb site;,pl.pVidel\•.<the capability for those partners 
to provide SARs and other crime-related informi'JtRm to the f~sil';ln .. center. . . 

The V\ashington, DC, Metropolitan Police ~p1):rtment has a robush{$"mmunityand business 
community outreach program. The department.ppnduci;~\;ka Homelan~!~curity Emergency 
Management seminar, which was a public and: !Prill~{e"sector event' tf,lt;t\· attracted 1 00 
people. The representatives dlsbq~$,13.\i!;·how to recogr.iii$ and report suspicious activity. The 
department has also distributed t~§:·SAIRA\P ihformatl:I/Jf.l•to storage facilities, pharmacies, 
;:~nd several hotels to help these entitj§.s uncier~tl'ilnd hoW{~<t!')cognize and report suspicious 
activity. Billboards on,!;ll;J$$s•have also'\;?~?n utlii~ed,\tQ,explain:inQW to report SARs. 

' /. . '·,, . ' 

The ,Arizona Couht$'f Terro~ism. ·, lnform~tl.~foi, .1~nter . (AY'tiC) has developed a. D\AJ for 
dlstributlQn to the pi.li5i((;l .. and fits~ respondElt$;' .. titled 8 Signs of Terrorism, which educates 
the public·i'IP.eut. What fo,;t()pk :f\\Jr;i;itii~''rli!POrt rE\(9~1Jrding terrorism-related suspicious activity. 
The cetl\i;lr -aiso. :maJqtains .. §·.public ·\:r..~p·: ·\l.it~ -(http:/ I cid.dps.state.az.us) that provides 
inforh1$i!ion for the pi:IQ!i'g.and' eXP.t?.~ins the O~ei'ation and mission of. the state fusion center: 
"The mis·~tQn of the Pcii~il$. to pfei§~et the citizens and critical infrastr.uctures of flrizon;:~ by 
enhancing· iihtE?IIIgence ar\t!J: .E(omestf~~·,preparedness oper;:~tions ·for all local, state, and 
federal law enf.l;)tc;ement agl'1fi¢!es. Mission execution is guided by the understanding that 
the key to effecfiV~h13.ss is th~·9evelopment and sharing of information between participants 
to the fullest extenfas>il?. p~rmjtted by law or agency policy.' 

Based on the experiences· gleaned from this project, BJA ;:~nd PM-ISE developed the Building 
Communities of Trust project. This project focuses on developing relationships of trust 
between police, fusion centers, and the communities they serve, particularly immigrant and 
minority communities, so that the challenges of crime control and prevention of terrorism 
can be addressed. Bfective crime control and the prevention of terrorism require 
meaningful sharing of information among police agencies and between the community and 
police. Underlying information sharing are a number of important federal initiatives that 
seek to support an effective information sharing environment, reflecting full transparency 
and protection of privacy rights and civil liberties of ail people. This initiative seeks to 
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explore the intersection of three critical partners" the community, local law enforcement, 
and fusion canters" in our nation~ framework to improve information sharing and protect 
our local communities. The knowledge about communities that comes from trust-based 
relationships between law enforcement and the local community is critical, because it allows 
law enforcement officers and analysts to distinguish between innocent cultural behaviors 
and behavior indicative of criminal .activity. 

The project stressed the importance of providing a robust outreach program. The ISE-SilR 
EE outreach reached a multitude of agencies and organiz<i1t1'9JrJS, including: 

•' ' ' 

> 2008 and 2009 National Fusion Center Q.lr.ff~r§lil.Ce: Presentations, Exhibits, 
and Hands-on-Lab Demonstrations 

> 2007-2009 Regional Fusion CenteF ,ffi~etings: Pres~J!f.gtions and Resource 
Materials 

> 2008-2009 Global Justice lnformail~n-$haring Initiative .A:llil~~r;y Committee: 
. Semiannual Status Updat~!>. 

> CICC: Q.larterly Status Up~.?!~$'. . . .. 

> PM-ISE Leadership: Q.larterJyi~atw~<\1Jpgates · ·. 

> NI8V1 Program,M~n;;~gement dffi~: Peri'QdiGi§\li.tU~ 'W~qe).te 
> 2008-20Q'~l,li\CP Natl~il<Jl Conf~f$mc~ . · · . 

•, 

• Major <Qt~ Oli~f~;~.: Executive. 'Gommittee: Presentations and 
H~source<~i;ltE?fiaJ: 

. ·• Railft(i~q. Poli~·!$?ction: fill:e$~r:Jtfiti6n and Resource Material 

• University ·ali!d Cdilt?9Ei Committees: Presentation and Resource 
. ·• Material 

• ··. Ai>~Diice lnvesti~(ltive Cperations Committee: Presentation and 
Resig~rce Mat$ui~l 

• lntellfger,i(:.$' {(\klordination Panel: Presentation and Resource 
Material·· 

• Homeland Security Committee: Presentation and Resource 
Material 

• Q-iminal Justice Information Systems Committee: Presentation 
and Resource Material 

• Hands-on-Lab Demonstration of the SVT and SAR Search Tool 

• Facilitation of Breakout Panel regarding ISE-SAR EE 
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> ether National Law Enforcement O'ganizations: 

• Major Cities. Chiefs Association: Presentations and Resource 
Materials 

• Major County Sheriffs+Jissociation: Presentations and Resource 
Materials 

• National Sheriffs+ Jlssociation: Pres.entations and Resource 
Materials 

These outreach opportunities were often led by state an!;l::li;:ical participants who were able to 
share their experiences, promising practices, and less(;iri§ .learned to a large population of 
the law enforcement community. 

INSllTUllONALIZAllON OF PROCESS~s.FOR. THE HANDLING OF SAR. 
INFORMAllON 

it is important that consistent pr9cesses be developed' ri;3tfonwide to enS!Jfe consistency in 
the collection and sharing of SAFth'lf(ltmation. lntemai: agency policies are very important to 
successfully implementing an age~l?¥-¥11¢~, ,process il\i· .S)nsure that all agency members 
understand their role in collecting an·q: analyZin§'suspiciod$:.activity reports. Witten policies 
should be very specifk;~;3s; to the interilfli' flow of~ ioforrriation and to reinforce the need 
to respect civil rights arid .ejvil lib~r.liel> ·¢ondei'ris ·When gathering, analyzing, and. 
disseminating Sl\Rs, · 

The .Arizona".Co\:lnter Ter'r¢rism lniorfnation c:emt~r (PcllC) has a policy to explain its use of 
the oente~i!l SusJ3iQiq~;~s Pctivi~y<Reporting:$y§tem. Mer an entry is made, it is electronically 
sent ~i;J .. $n lnvestlgathi(w~uperVisG~r., who reviews the information for investigative content 
and assiQh§ it to ari inVe~ti~atort::analyst. The Vlkttch Center Supervisor reviews all Sll.R 
report ~:;Jntries· daily for dotripletene$5 and potential terrorism nexus and continuously 
monitors and·a$5esses sltuatlmnal awareness to determine if suspicious activity is present in 
any reporting coh:\ihg. in to the''l!l6nter. The SAR Gatekeeper reviews all entries daily for the 
standardized behavibr•SPt?cifi¢.'activities, and if,they are present, the entry is coded as a Sll.R 
and prepared to be pu!:ll:ied·to the ISE-SAR Shared Spaces. · 

The Houston Police Department-<; Q:Jneral O'der No. 800.07, Criteria for Submitting incidE;Jnt 
Reports, has a section on suspicious activity. The general order requires all information to 
be initially reported to the department-<; intelligence Bt1reau,. where it is analyzed to 
determine the type of information it contains and where the information should be routed 
within the department. By this process, the Houston PO is able to take an "all crimes' 
approach to monitoring suspicious activity and ensure that terrorism..related suspicious 
activity is properly monitored and forwarded for appropriate follow-up. Per this order, all 
.terrorism..related information is routed to the fusion center. The fusion center has a process 
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in place to review all SAR data consistent with the agenc)ffl privacy policy. Afire program is 
now being added to this routing process so that information from the fire department will be 
routed to the fusion center. 

UIPD modified its existing Investigative Report used by officers to report crimes. Three 
simple changes were made: the addition of a check box to identify as a .SAR report, a check 
·box for distribution to 'the Counter Terrorism and O'iminal Intelligence Bureau (CfCIB) Major 
O'imes Division (MCD), and a check box for "Involved Party (IP)' information. Modifying an 
existing report that officers were familiar with simplified the·introduction oftheSJ)Rprocess 
throughout the department. ftJI SARs are forwarded to ti:l~{MCo SAR Unit for processing and 
analysis. The SAR Unit is the centralized unit responsip)r;; for updating all incoming SARs 
with the SAR modus operandi codes, trackin(:J. !fer st~t\ll!>, vetting, and investigative 
assignment. Vetting includes informing the FE} I ·6f those Sl'IR$• .tf;]at meet the criteria. A SAR 
is first reported by a line officer and reviewE?<'Ji'l~y a supervisor. :J;3()th officer and supervisor 
have been trained in recognizing the behavidn§ and indicators thaf t$hr9rists may exhibit. If 
the supervisor feels the SAR meets the critefiS\ •.it will tl:l$n be sent t6. the M~ SAR Unit, 
where it is further vetted and moved to the ISE-Si!XR Sl;i$~\:la Spaces. Following initial vetting, 
the SAR Unit at the MCD makes·&· determination w~etl;ier to forward the information to the 
regional fusion center and/ or to the·.¥rf. 

LAPD developed audii<!ila'omf;mageme'iitt9ols to·eV?Ii;nlte th'e .. ·Gi:!rrent SAR reporting process 
and continues to .Ji.l(')dify the. ,program, .as· w~!l· .~s emtu:\f:lr;e training, based on emerging 
trends and lessons·.'l\'ilarned dur.ing the SAR:p.t@Cess. The 't:APD audit process includes both 
internal and external a~glts. /lfl,:i~ternal audit. 'i$ conducted daily by the SAR Unit to ·ensure 
that all repQr;t(?~ $.liRs are·;rel$iveel :ati~Hhat all:-aGtivitywhich indicates that a SAR should be 
reportt;~\'l' does res Wit •ll'l a SL\R;.. The SIIR·pro~§S was added to the external audit schedule of · 
the lhspiictor <?enerai~'Office E~.ci~. the semlariiilual internal audit schedule of LAPD. LAPD 
Managem$nt Tools includ!;i·.reports:~0,.help identify emerging trends and to identify gaps. 

The Seattle ·P.oliQe Departm$nt~ O'irninal Intelligence Bureau (CIB) initially receives 
information from ·¢fficers wit~ iii the Seattle Police Department in the form of information 
reports; field intervlew•~epoffi?vilnd other reporting mechanisms. Mer review by the CIB, the 
reports are taken to tlie.,stGite fusion center, where they are further analyzed and distributed 
to the appropriate agency for follow-up investigation. This process has allowed the Seattle 
PO to merge Its procedures for the handling of suspicious activity with those of the state 
fusion center, allowing for an efficient and streamlined effort. 

The VIrginia state Police has a standard Q:Jerating Procedure in place concerning the 00 
process within the agency. ftJI employees of the VIrginia state Police were provided with 
Information Bulletin 2009~5,' explaining suspicious activity reporting procedures for the 
VIrginia Fusion Center. The directive goes on to explain the types of information and types of 
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activities that should be reported to the fusion center, as well as the appropriate forms for 
reporting the information. 

The Southern Nevada Counter-Terrorism Center has developed outreach materials that 
assist the community with recognizing the signs of terrorism. Because of the unique 
jurisdictional challenges faced by the tourism and casino industry, Nevada has developed a 
specialized liaison program. This outreach program focuses on hotel staff, including valet 
attendants, private security, bell captains, and housekeeping. In this effort, the 
Las Vegas Poliee Department (L\IPD) is providing.softwarEJ.·.('!Tr..~pwire) to several hotel/ casino 
sites in its city so that they can report suspicious ac;tiVit;Y:' There are 14 sites currently 
Involved. The casinos/ hotels populate a node at .ttl~it·:s.i\e with suspicious incidents that 
have been observed and reported, and they al~cH'inter, ·ii{lroprietary data (which ·is not 
shared). The suspicious incidents are then. -13~i;lred with th~: other sites involved in the 
project and with L\IPD. 

USING SAR INFORMAlloN IN AGENCY D"Er;Qt.$1QN;!M;t\KING 

It is important that terrorism>'f~l~t~d .. suspicic~Ll's, :~¢tivily be shared· .. with other law 
enforcement agencies in the ISE~ :sh~tE!d Space&,.· · !t is equally important that the 
gathering agency utilize the informatT9n when; irnr;~king d"E)I;isjons on resource deployment 
and asset allocation!;)·, :M!iJRY law erlforc;:emerjt·: <(;\gi;ll'lgies 'hi:!Ve formalized processes for 
utilizing informatig(;J.· ~~evei6p.$d: .from tl'ii;J• .~: ;~r6gfartn• :in the agency-s decision-making 
process. · ... · · · .._ , · · 

· .. 

The BostgnaR~)i~. Pepaittn.i?nt ~nd:~tb~··¥)gstorN'~i:lliJionallntelligence Center (BRIC) utilize the 
excell@f.i"~· *eiati'bHsb('ps. th~f ~~~·we been> ~J:i?qiJ.t. Wifli the surrounding Urban flreas Security 
lnititi/ti'-.(I;):_(UASI) regiohalip\\(rtne~$·and have a·gefneral agreement with the seven participating 
UASI citii;ls!' Q.Jincy, BrotiiRiine, Carnl;lridge, Revere, Everett, Summerville, and Chelsea" to 
jointly im~l~l\il.ent a region"a):I$6R initi@ve. The key comp.onent .of the information sharing 
initiative is ciaiiw,:~onference ·~a.ll.s with _these agencies imd components of the Boston Police 
Department whElr<?'informati~ti:·;is shared and then utilized in the daily decision-making and 
resource allocation' pt.b~?f'l<?.s~~' 

l..IIPD has a computeriz@d statistics process whereby the agency-s information analysis 
process feeds the agency-s decisi.on-making pr.ocess. Information from the SAR program is 
analyzed and provided to l.APD commanders, who utilize that information to make decisions 
on officer deployments and assignments. The department has developed a crime-mapping 
program that includes information from the SAR initiative that allows the department-s 
command staff to understand Its crime environment and supports the decision-making 
process. 
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DEVELOPMENT OF THE TERRORISM INDICA.TORS DATABASE 

In order for law enforcement agencies to collect the correct information concerning activities 
that may have a nexus to the planning of a terrorist attack, it is important that they 
understand the indicators from previous terrorist attacks that were part of the planning 
process. ,An analysis has to be conducted of previous terrorist attacks so that law 
enforcement can document those activities to provide a basis for collecting information 
concerning the indicators of future terrorist attacks. 

BJ~l--s state and Local .Anti-Terrorism Training (SLAl?.f;). !P-rogram has long maintained 
information on both domestic and international terrqritit'El'V:~nts that affect the United states. 
Ps a part of this project, the database was enhan¢~<$·tb 'if.l¢1yde information concerning the 
activities enumerated in the ISE SftR Function!li::.$tf!fidard, .Afi!ii~l"dix B, relating to suspicious 
activities that can be shared in the ISJ3.SAR.Sh:<Ired Spaces. The~l.nfwmation available in the 
Terrorist and O'iminal Extremist Events Dat~;~li!f)tse is available in fciuWtlilrmats" chronological, 
by topic, search engine, and geospatial. 

The Calendar of Terrorist .ii!(f;fG\1 ·Criminal Extti~l:m.ist Events is a chri:itloiogy of 
antigovernment, terrorist, ar,id,cf<ii:f.iinal extrerriist;..i'!.c;tivities that occurred either 
in the United states or involll~f;t,a ~'!:$ .. ipterest'frem.,)anuary 1997 to recent 
time. These listin.g~ .. ilJustrate ehil;imad spi)g~r.\;lm of ac;tMties from large-scale 
acts of terrQ'ti¥;trl"t0' 'i(;i"c;;!itl acts 0t .har.a~ilffil'ir\it ·fJI"d intimidation. They also 
highlight vi'0l~Fit political. ~ttacks c~ttieq;•.but by terrorist and extremist groups, 
cite the more· ~igplficarit .. ¢riminal viol'i;\tions perpetrated by extremists, and 
ing)y\;J(;l,activist-rel~f~q<~$t:iii'.~\il><isions; · 

The Terrorist aild: Qirfiitl$1, Extremist' Jr.i,eidents lists are. categorized by topic, 
·s.$archable, anc.hlm;mged··Jf:U~hronological order, starting with the most recent 
eVeli!§,, .An explanati:~~ .. of the:.:¢i:Jntent included on each list is presented with 
the dat~;. · · \ · 

\ 

The Suspicl'OCis)\ctiv.!iwSearch allows searches to be conducted on multiple 
data fields, ind~dih~iii:lates, locations, precursor terrorist indicators, affected 
infrastructure type, ilndf or group affiliation. 

The <.:eospatial Search allows events to be mapped and reviewed by a variety 
of criteria, including date, location, precursor terrorist indicator, affected 
infrastructure type, and! or group affiliation in relation to distance from a 
specified location. 

The SlATT project relied on the LAPD research of an extensive set of behavior-specific codes 
for the reporting of suspicious activity. These codes provided the method for documenting 
behavioral Indicators that have a potential nexus to terrorism. LAPD used the codes to train 
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its personnel in the recognition of suspicious activity. The process continued to mature as 
LAPD conducted research to develop patterns and determine the frequency of use with the 
codes. For this initiative, additional subject-matter exp.erts from state and local agencies 
reviewed the LAPD codes as well as those identified in. the Functional standard. Throughout 
the project, these behavior codes were consistently mapped and validated to ensure that 
they are representative of the current terrorism threat environment. 

" ' 
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PARllCIPATING ffiENCY AssESSMENTS 

.Arizona Counter 'ferrorlsm Information Center 

SAR PROCESS REPORT' POS11MPLEMENTATJON PHASE 

Following the conclusion of . the Information Sharing Environment-Suspicious A::tivity 
Reporting Evaluation Environment (IS&SJIR EE), a discussion was held with the J.lrizona 
Department of Public Safety-s (JIDPS) J.lrizona Counter Terrorism Information Center (A:;llC) 
to document the implementation efforts conducted during the ISE-Sf\R EE The results of 
the discussion are detailed below. 

EXEcl.mVE LEADERSHIP 

/IDPS has the lead role for the operation of A::11C. Coiocated with ftcllC are components of 
the U.S. Department of Homeland Security (DHS), the Joint Terrorism Task Force (JllF), and 
various police departments, sheriffs+departments, and other emergency response agencies 
around the state. it was noted that prior to the ISE-Sf\R EE, ftcllC had no standard operating 
procedure (SCI?)/ General CXder regarding the SAR process. 

During the ISE-Sf\R EE, command staff and senior management were briefed on the ISE-Sf\R 
EE /IDPS command staff attended the Major Oties Chiefs Jlssociation-s Chief EXecutive 
Officer Briefing in June 2009, in which nine personnel from seven agencies participated. 
The commander of ftcllC has been assigned to the SLIR process development project; the 
primary responsibility of the commander is to implement a formal SLIR process within ftcllC. 
The day-to-day implementation has been tasked to a lieutenant within />ell C. During the ISE­
SAR EE, a SLIR SCI? had not been developed; however, command staff indicated that there is 
a plan to develop a SLIR SCJ?. 

SAR BUSINESS PROCESS 

Prior to the ISS-SAR EE, A::llC had developed a SAR process and collaborated with other law 
enforcement agencies to develop policies and procedures concerning the reporting of 
suspicious activity. SARs are received by the center via phone calls directly to the center, 
e-mails, and electronic postings, using the NC4 llP system software operated by f>cllC. The 
center operates a 24-hour watch center, which is the initial entry point for SAR information 
into the center. However, some SAR information is received from local agency case 
management systems, such as the Phoenix, J.lrizona, Police Department. All SAR 
information is eventually entered into the NO! llP system. 

The state of J.lrlzona has developed an extensive cadre of Terrorism Uaison Officers (llOs) 
throughout the state who are both law enforcement agents and other emergency response 
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agents. These individuals serve as the primary contacts with local agencies to develop and 
report SAR information. The TLOs may enter the information directly Into the NC4 11P 
system or call the center. The RO program is oentral to the center-s ability to quickly 
receive suspicious activity ·information that is reported to law enforcement and other 
emergency response agencies throughout the state. These officers have been specially 
trained and serve as liaisons to the respective agencies as well as to the public. Prior to the 
JSE-81\R EE, Jlc11C had a highly developed analytic section to conduct analysis of information 
reoeived at the center. This section is very successful because of the center-s large joint 
operation, and information can quickly be analyzed am:l! :t::~ssigned for investigation and 
follow--up. , 

Prior to the 186-sAR EE, Jlc11C had submitted :;;~: ·priV'&-¢Y. policy during the DHS/ U;S. 
Department of Justice (DOJ)-sponsored Fusiop•:Olpter PrivacY,·;Policy Development Technical 
.Assistance.z3 Jlc11C was a late addition tq the :ISE-81\R EE, and ·it :i~. currently reviewing and 
modifying, as necessary, Its current privacyi,~.Diicy to ensure that it 1f)ell;l.des the SAR process 
and meets the applicable requirements of the>ii$E.Privac;yiliMJidelines. · 

During the ISE-81\R EE, Jlc11C Vii?$ 'in- the process ef developing a standard operating 
procedure (SCf') on SARs. In adaltiph•, :it .js also in tl\1~ ,qeginning stages of adopting the 
behavior"specific codes identified in .tf.ll? IS~ Functiof.i!ll1 $landard. During the ISE-81\R 
EE, the NC4 11P systE;lm•Was modified t¢ ir:10lude ·$,AR;ifolformati0Q fields for transition without 
reentering inform?tien•. sAR .ql;}(a is rehievable··ln the ·system and covers the response to 
and referrals and 'tiQ?jl,c;lispositJ·gn;of sAR.s. ;o.¢jj:ic has developed a multilayer review process 
for the vetting of SARs"~nc;l molliil~. them to lh~ ISE-81\R Shared Spaoes. Jln A::TIC TIP must 
have two fiE;lll;!'vah.J!'lS con'iP,I'et$d'.tt:i•.trti.~~er subitiis$ion into the ISE-SARShared Spaoes: 

1., -tinder the "'B.~~ic,: lnfor ·t~J;> within th6.'1Rformation Sharing and Jlnalysis Center 
. :~!§A.C) area, th\3. '":~atus~· ·¢plor code must be one of the following: green, 

yeli:().w, orange, ot ti:id. liiii? ·field is completed by the TIP initiator and/ or 
resp6Fisit:>le supervi~0r:, 

2. Under the· ''Oassiftii<J11hreat .Assessment' tab and within the subreport 
labeled "Target•. of Suspicious Activity' in the !SAC area, the drop-down tab 
"PIIR' SIIR' must-have a "SAR' field selection. This field is to be completed 
only by the A:: TIC SAR C?etekeeper. 

Olce both field values are completed, the selected TIP data fields are automatically pushed 
to the Jlrizona 185-SAR Shared Spaces and the TIP database is synchronized dally at 
midnight. Jlny updates to the TIP database are copied and pasted at this time. AAer an NC4 
TIP entry is made, it is electronically sent to an investigative supervisor who .reviews the 

2s The Fusion Center Privacy Policy Development Technical Assistance course Is offered through the DHS' DOJ 
Fusion Process Technical Assistance Program and Services. EGuardian-400 
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information for investigative content and assigns it to an investigator/ analyst. The Watch 
Center Supervisor reviews all N04 llP entries daily for completeness and potential terrorism 
nexus. Daily, the .gatekeeper reviews all N04 llP entries for the standardized b.ehavior­
specific points, and if they are p_resent, the NC4 llP is coded as a SliR and pushed to the 
ISE-SAR Shared Spaces. 

CUrrently, access to the 186-SAR Shared Spar,es is restricted to the Watch Center 
supervisory staff and the Situational Awareness Unit. Participants with access to the IS& 
SliR Shared Spaces must sign a nondisclosure agreemElmt . .JIJI queries on the information 
within the.ISE..Sf\R Shared Spaces must be completed:!f0r :law enforcement purposes only 
and must have a criminal nexus. /lot this time, ther.E). :h;;.:po formal process for notifying the 
source agency ifthere in an error in content; however, tMi~ ;i:;;sue will be addressed in the 
SOP. 

SAR TEa-lNIGl\1. PRo::::ESS 

Prior to the ISE..Sf\R EE and for several year..s, Jlc11Q. :and other paFI:r.ier agencies have 
collected and managed Sf\Rs :u~ing the Tips ·a!;i~' •[i;eads application 0ffered by NC4 
Corporation. During the ISE-SP£ ~ .. ftctl~ .. <:lecided oi'l··~·novei approach of using an existing 
report generation capability on the,N.C4 syst~m to generate a comma-separated values 
(CSV) file containing ali of the .SM. riei'<:ls that .!/c'f,JQ has d~cided to submit to its shared 
space. The CSVfile.ili.,protei~§;e~ by an e(¢r,!!!ct, .. tti;lfisf.6t:m,.and'·l0ad routine and loads all the 
SliRs into the A::11\):$hared Sp$(jes datab'asE). 

AcTIO Tips tmd 
Leatls Databnse 

(NC4) 
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TRAINING 

Prior to the ISE-Sl\R EE, h:llC had developed numerous training programs for state of 
Arizona and fusion center personnel to train them on the SAR process as well as terrorism­
related information. In addition, h:llC developed a high-level training program for its n.es 
within the state. This training has developed into a model for other states and fusion 
centers for the training of its TLCs. 

During the iSE-Sl\R EE, .ADPS participated in the Chief Execytive Officer Briefing and the SAR 
analyst/ investigator course. During the SAR ana!Y,t/ inv1'!$tigator course in the PhoeniX area 
in July 2009, 28 personnel were trained from 1 0 law·-~lifiilrtement agenCies . .ADPS plans to 
utilize the line officer training once it is made avaii,S~l:lle.~Ffa~i'c;lr.twide . 

INSllTUllCNALIZAllO\J CFTHE SARPRCXES§· 

. , 
'• ··. 

Prior to and during the IS6-SAR EE, h:llC~hii\i~· a process to handle.~. This process has 
been institutionalized with the local, state, ai'i.(zJi·;fE?deral .('l~encies becafii~~ .. of the colocation 
of critical components of each o\ ;those agencieiNf,1'·ith!?··:~riter. ·The center.·'b?s implemented 
a software solution to ensure tb~t ~all· SAR inform~j'j'qn leads are followed through with 
appropriate investigative activity. '. · · :·. · 

. h:llC analyzes all ~·E\f.ili•·Ylilizes ther~ll-cri·m~$;?.tiPcPacH ·t~:jctentify emerging trends and 
behavior patterns, · 'tl:ie ·oo:!PF!ilcess is ·r:ti!!ldifi~cLhi m$$t." the needs as new information is 
received and neW••p§!tterns an~· ipriority inf\:itrnation needs are identified. Special reports, 
alerts, warnings, and'·f;J~tificati9f.i§' based on'.~li)~ analysis of SARs, crime, and arrest activity 
are deVE)Jqpeq·. ?r.!d shared· externally ·with re@ii!>nal partners, local law enforcement, and 
s.ecuril¥·•f.i$tsof'inel!i3.t"C<~riticai;;Jnfr~;~structurEiPk~y,resource locations. 

'., 

OlrREA~:1QTHEPUBLfe.·. 
~~ ·. . ·. 

Prior to and·•q\Jrting the IS~ EE, tne·center had developed a DVD for distribution to the 
public and firsf"fl~\iJ?onders tltl$~ 8 Signs of Terrorism, which educates the public about what 
to look for and · r~p·prt reg.;!f:~ing terrorism-related suspicious activity. The center also 
maintains a public ~~· ·:;!it't'l. ··(http:!! cid.dps.state.az.us) that provides information for the 
public and explains the bperation of the state fusion center. In addition, .ADPS has a highly 
developed ll.Oprogram that provides outreach to the public and first responder agencies in 
the state. 

PARlNERING WITH O!HERAGENOESAND Cc:X'-JNECTINGTO INFrnMAllOf\J SHARING 

h:llC has healthy partnerships with the various state and local government agencies and 
public safety offices and agencies in the region. Components of DHS, the Federal Bureau of 
lnvestigation-'6 (FBI) JTTF, the Phoenix Police Department, the Maricopa County Sherlff-'6 
Office, the Phoenix Rre Department, and other emergency response agencies are colocated 
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at the center. The lLO program is utilized extensively by kllC for outreach to the private 
sector as well as other government agencies. A£:1lC has a strong relationship with DHS and 
the JnFthroLigh colocatlon at the center. 

JlcllC has access to the Regional information Sharing Systems Secure Intranet (RISSNET), 
.the Hbmeland Security Information Network, and the FBI~ Law Enforcement 011ine, which 
allows the sending and receiving of secure e-mail via these secure networks. kllC also has 
access to the state~ criminal justice network, participates in a . number of regional 
information sharing initiatives, ·and operates a public ~b site. kllC technical staff · 
members are working with the SJ.IR project team to deye)QW·'fhe ability to export the records 
management system data in the National lnformationi~¢1:it;mge Model format 

PARTNffiiNG'TO OE\18..0' G:mfW'HIC RISK As$~MENlS . ., '. . ' 

JlcllC works with federal partners in Jlrizolila>E(!hvell as its federai"P.r~!;\\:lquarters counterparts 
to develop the information needed to creat$: ·.geographic risk asse$$tnents. The primary 
responsibility for these assessments rests wifh;:Ac:nc, The center als·m::•;.tprks with federal 
agencies to develop information,.~e?C:ii? based ori t.i.\iK:~~;Jsessments as welf::as other reviews 
and analyses of SJ.IRs. , , . · 

PRc:>.ECT REcaiAMENQAT,iq.JS FRcM','ThlE AAriiQNA. ~ TERRCRISM INFCRMAllO\J 

O=NllER 

::;.. There is no'i:'!~§g for a rtatipnal progv<;Jt.ti"bffice. 
. ' ' i ! ' 

::;.. if n~tionwide ··sr~1:1dar(js .~re. to tlt;i,· ·established and maintained, it is 
.r-$~9ruia$1"lci~J9th~t>~:m!1itional•tlf~l:lif.lQ prtp~ram for this project be created. 

~· '!fis recommemd~g that:.~nnational'user's group be established for this project 
·~K~?t. will assist wl~b:·¥etting;;~li);anges, identifying lessons learned and success 
stof.i\'!is,. networking;·,~og ideilHT,~ng challenges. 

::;.. There ls:c:jmeed for O~f)Qing technical support for the Nationwide SJ.IR Initiative. 
I 

>- It is recommi;'if:l<;led thii!va national i~gai office for this initiative be established 
to protect the· i~~til: ibeing collected and to address concerns raised by the 
Pmerican Civil Uberties Union and other privacy advocates. 

::;.. It is recommended that agencies receive training, technical support, and 
funding for the servers during this Initiative. 

EGuardian-403 

Page 76 

ACLUEG000792



Rnal Report: IS&SAR EE Participating Agency Assessments 

Boston1, Massachusettsn Poflce Department 

SARPROCESS REPORT" POS11MPLEMENTA110N PHASE 

Following the conclusion of the Information Sharing Environment-suspicious Jlctivity 
Reporting Evaluation Environment (ISE-&'R EE), a discussion was held with the 
Boston, Massachusetts, Police Department-<> (BPD) Bostqn · Regional Intelligence Center 
(BRIC) to document the implementation efforts condqpti'l~; during the ISE-&'R EE The 
results of the discussion are detailed below. 

ExEa..mVE LEADERSHIP 
'· '• 

CUrrently, BPD has no C?eneral/ Special· lQ'ger relating to ~. however, the .agency 
superintendent fully supports the S8R proce$s, and the department 'is in the development 
stage of issuing a S8R C?eneral/ Special Q-der. 'll:)f? order Will be release¢Hn conjunction with 
the department-wide online S8R tn:~ining. The BRQ\:;pmr,rtahd staff received'.the Major aties . 
Chiefs Association~ Chief ExetutrvE! 'Officer Brief.iMg in February 2009, in which 46 
command staff personnel from ei@lilt 'laW··t:mforcemeri~ agencies participated. During the 
ISE-&'R EE, a deputy superintendent:: within: :.J3.RIG was as.$igped primary responsibility for 
implementation of thE? :SARprocess threqghout e~C'i:ll'lc;l BPB: 

SAR BUSINESS PR~S 

Prior to the !SE-SAR EE, :S.PO bad ·a,GbElck box; ~h its incident reports that allowed officers to 
·identify .~.;tyot~iluai $1\R :e;n9~:tfils'b6x !s chEick~d; the illforl1laHor1 is flagged for BRIC to 
review. :Each distri¢fin the· ··!iepartmerit .file,; its S8Rs with BRIC, and BRIC assigns a 
detectiV~4o serve as tl'IE!·fbrmat r~~if?Wer of all S8Rs submitted to the center. As part of the 
business pr.bgess, the detective reVj~\'VS all &Rs that have a potential terrorism-related 
nexus within·1he first 24 hour&. If a '36R is deemed to be terrorism-related, the detective 
foiWards the SAIX;t0 the Joinhilrrorism Task Force (Jl1F). After the S8R is analyzed by BRIC 
personnel, action hqllken t¢··~ither respond to the SAR, refer it to the investigative unit or 
JTIF, or take no furtli€lr .apfi)'lri and close the report. Feedback on the &R-<> disposition is 
provided to the submlttirig"bfflcer, 

BRIC can access all of BP~ automated systems through a data warehouse and can 
retrieve S8R data from any of the systems. BRIC utilizes an automated search capability for 
information in the records management system (RMS), computer-aided dispatch, 
intelligence systems, and field interview card process to identify reports that have certain 
terrorism-related behaviors requiring additional analysis. In addition, discussion has. 
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occurred between BRIG and the Massachusetts Commonwealth Fusion Center24 about 
standardizing the SL\R process between the two agencies. Jldditional jurisdictions 
participating in the Urban heas Security Initiative (UASI) have agreed to send their SL\Rs to 
BRIC; BRIG and .BPD will then serve as the regional "vetting authority' and send all 
appropriate SARs to the ISE-SL\R Shared Spaces. 

During the IS&SAR EE, BPD did not adopt the behavior-specific codes detailed in the ISE­
SL\R Functional Standard but reviewed its own codes and can classify its activities based on 
the Functional Standard. BRIC developed and implement~d a-privacy policy regarding the 
reporting of suspicious activity that meets the applic§!)JI~··requirements of the ISE Privacy 
G.lidelines. During the ISE-SL\R EE, BRIG deveiOP\:19:·~f:til\,lltllayer review for the vetting of 
SL\R information: 01ce a potential SL\R is identifi~¢1i,&nd''t~t? .. box is checked, the report is 
electronically sent to a data warehouse, wher.¢:'Z!~ i:inalyst hYeRIP vets the information and 
adds any value to the report. If the analys't ~~eems the report t,g· ~?.Ontain terrorism-related 

. Information, it is reviewed by a supervisodv#inal approval. If the sl:)~!;lrvisor designates the 
information as an ISE-SL\R, it is manually ent~Ii§g Into :t!ile .. IS&SAR Elb~red Spaces via the 
SL\R Vetting Tool (SVT). In orcit?r< .to protect fh:~. '<intqr.Jtiation within the. tSE-SL\R Shared 
Spaces, it was determined that ~¢~.~S$-.to the ISE~Shared Spaces would be limited to 
personnel within BRIG that have ath3ttdetbtm!;l i'lnalyst7'iiJV~\?tigator and privacy training. It is 
BRIG policy that all queries on the irifpr.matidn~Within the 'l$1#,~ Shared Spaces be for law 
enforc~ment purpose_s,~?mi,&'!<Jnd must f\ave· a crili.il);i~l;·mexus. · 

SAR TEa-lNICI\L PR~SS 
' ' . 

Prior .to.theJ$.E-sAR 'i:®,i!;JRJG.~ 'te\')hnical'j:{tgQess included an_ in-hous&designed data 
werehq.\;l§~~~dtJti~~·with an:ifiltl!lrrace·'hH~e. EnXI[f.ii)nmental Systems Research lnst~ute, Inc. 
(ESR)i: ·~6"bgraphic lnftircmati\Jm,;~}(!ltem sof!W$re application. Each night, all incident data, 
incluai'm,g:·pdtential SIIR~, 1? loadt;~p; into the warehouse solution. BRIG analysts can then 
search th~.'··W?rehouse fot-. h\?.W inckl~nt records that may support ongoing investigations, 
including ger.i_~r.£!1 crimes, 9.atig violence, and .terrorist activities. Using the ESRI tools, 
analysts can als$; ·track crim¢·."';patterns and trends on map background for use in daily 
briefings and inv~sti.~:ative r,E)pptts. 

'• 

Olce BRIG analysts determine that incident data (terrorism or criminal indicators) is 
important to an intelligence case, data from the data warehouse solution and/ or .RMS is 
exported to an intelligence case management system. This type of system is also used by 
the 'Massachusetts. Commonwealth Fusion Center. Plans are under way to connect the two 
systems to provide effective data exchange between the two centers. 

24 The state-designated fusion center, as determined by the Federal Bureau of Investigation (FBI) and 
the u.s. Department of Homeland Security (DHS). EGuardian-405 
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During the ISSSOR EE, BRIG requested the use of the SVTto augment existing legacy system 
data and act as a bridge between the legacy system and the Shared Spaces datab;:~se. The 
SVT application and database were installed on the ISE-S.AR Shared Spaces Server as an 
economical approach to share hardware and MS.SQL resources. The common architecture 
is described below. 

8~ 
AnalYst SAR Vatting Tool Server 

""' Shared Space Database 
(IIVindows 2006 I SQL Server 2008 

TRAINING 

Shared !mCO 
Web Servle Server 

(Windows 1 ns arver 2008) 

l:==:::.~~~~~V~N ~ 

VPNSwltch 
Cb;co551C 

NOIRC SAR Pmtul 

Prior to the ISEJ..SN{· .EtE, the •c;iepartmenl: h;:tc;l :!iqj .. develQP.!!:liJ nor implemented agency-wide 
training on the SAR~pt~.9€JSS. BPQ was deveHqpi'ng SAR training independ'lnt of the ISSSOR 
EE. This training will> 'fl)lc.us oh :bgmeland $§curity and violent street crime and will be 
applicable·to per;s(Jnnel dutsi(le. ofthri;i•!'IE:Jpartrti'§i:l\, including university police, public school 
police, 'P~tkihg enforGE~ment, ;and code iliSpeqtQrs:' BPD was using portions of the state and 
Loca},fti1ti-Terrorism frah~ing (Si:A:'TJ®) Prograrri' instruction material in its in~service training 
and pres$nvic.e curriculum!JJ:i·,the aei;\o!lmy. 

During the ISE$ EE, BPD ~nd BRIG participated in the Chief Executive Q'ficer Briefing and 
the analystfinvestig1:1tor cour.s$] During the SAR analyst/investigator course in the Boston 
area in February 2M.\il,.~4,personnel were trained from 10 law enforcement' agencies. BPD 
plans to utilize the line effi~er training once it is made available nationwide. In addition, BPD 
continued Its efforts to develop online SAR line officer training. It is anticipated that the 
training will be finalized in November 2009 and made available to line officers in December 
2009. 

INSllnJnO\JALIZAllQ\1 a=THESARPRcx::ESS 

. Prior to and during the ISE-S.AR EE, several efforts were under way in BRIG to institutionalize 
the SAR process. Wlile there is no formal liaison officer program within BRIG, officers in 
each of the BPD districts and surrounding agencies work closely with BRIC. The commander 
for BRIC conducts audits of the intelligence and SAR files, and the SAR reports are reviewed 
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and analyzed on a regular basis. BRIG regularly compares its information needs against the 
current jurisdictional trends and modifies its SAR process as needed. SCIR review is also a 
part of BRIG"S alert and notification process, with alerts and notifications sent out to 
distribution lists maintained by BRIG. These distribution lists include BPDis district offices 
and participating UASI agencies, and BRIG conducts daily .conference calls with those 
entities to ensure that all information is shared on a timely basis. 

0JrREAa-J 10 lHE PUBLIC 

Prior to and during the ISE-SAR EE, BPD conducted citi<;ef1::~pademies In order to inform the 
public on terrorism behaviors and how to report SU\?P.i\iiqf!is activity. In addition, there are 
monthly forums that are held with the Middl.e ~$iEiun·.-¢6111munity groups within the city. 
BPD is partnering with the state, local, and federaJ·agencles:fqF .the Building Comm~nities of 
Trust program. Currently, the departmeF!t .. g0hducts appr0~tnately 5,000 community 
outreach programs a year for all crime typ~i\,.:ihcluding terrorism. · ·: . 

PAR1NERINGWI1H O!HERAGENaESAND Cct-iNE¢"nNGTQINFrnMAllO\I$i'!ARING . . 

Prior to and during the ISES£1R·E$,.!ilJRl.li;.and BPD hag:v~rious information sharing initiatives 
in place. External stakeholders il'i•tne· !\lloston area 'Elf~·· .informed of and support BRIG"<! 
operations. BRIG has excellent relati¢r.Jshij:Js ·Witb. the sl:i~Fbynding UASI regional partners 
and has a general ~~r.eemer.~t with th~ $.even pt;~i1iQ;ip1;1ting .i;:JASI cities" Qlincy, Brookline, 
Cambridge, Revere1.:i!tverett, ·~mmerville, -~nqrd1elsea~'·.t6:.jpintly implement a regional SCIR 
Initiative. It was al66·lm(Jicated'tf1E!t severa'l•:¢ities outside olthe UASI region may elect to join 
the BPD SCIR initiative·. . ' · 

BRIG c?rN1ccess·tht;rRegioh1;1l'lnformatitin Slilarlr:ig Systems Secure Intranet (RISSNEl), the 
FBI~ .. ~w Enforcement. ~line (EEQ), <md the'·l:l6meland Security Information Network and is 
able to ·s.@nQ and receive·.sec;:ure e;lfi:iS~Hs through RISSNET and LEO. BRIG can also access 
the statei:l .c~ir.ninal justice·;h$.twork: · ,i!Jthough BRIG works closely with the Massachusetts 
Commonwealtl:i·'El]sion Centt;Jr. :(a state fusion center representative is staffed in BRIG), the 
two are not directiy\bonnecteq;:therefore, information sharing is not automated. 

In addition, formal trai!liJ;J~··.delVelops partnerships among public safety, the private sector, 
and BRIG. Jitter the formal training is completed, BRIG will meet with public safety and 
private sector personnel on an ad hoc basis depending on the emerging trends throughout 
the city. BRIG has acoess to independent e-mail alert systems within the financial and hotel 
industries and hospitals throughout the city. Alerts can immediately be sent out over these 
systems, and the information is quickly disseminated by personnel within the industries. 

PAR1NERING TO DEVEL.a> C£o8RApHIC RISK ASSESSMENTs 

Prior to and during the ISESCIR EE, BRIG worked with DHS and the FBI to develop risk 
assessments and information needs, and all terrorism-related SCIR activity is reported to the 
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JTTF. Many local-area agencies, as well as state and federal agencies, are represented, in 
some capacity, in BRIGand participate in the development of these assessments. 

PRQEGJ' REcavlMENDAllOIIS FRCM THE BOSTON PCX.ICE DEPARTMENT 

>- There is a need for some form of governing body, such as a national' program 
office, to monitor the Nationwide SAR Initiative (NSI) and take .the lead in the 
coordination efforts between agencies at all levels of government. 

• It is recommended that the national progr.Ejm office be located 
within DHSiS State and Local 'Program c;ff.i~;.:iiot within the FBi. 

>- It is recommended that there be a natlonal.:tr~miO~lProgram to assist agencies 
in the development and/or delivery of SM.f.elated fr$i'iling. 

>- If it can be made affordable, ther?, ,[s·.;tvemendous vaiH~iii_q the creation of a 
national users group for the NSI. A~nE\tional users group WQ~Ic! bring agencies 
together so they can form relationship~--and discys.s Issues, be$_t·ipractices, and 
lessons learned regardin11,the NSI. 

>- There is a need for ongoit.ig• !fi(,)l;)nical suppq_~ •. in order for the technology to 
evolve with the project. . 

>- It is recommend~rfthat a nafi~lll~l legai:.@ffi~ not ·~e~created. Multiple legal 
resources ai'~E!,~dy .~!(j:;;t for !awl .. (;mfor.p~~e~t:":$gendE!s at all levels of the 
governmeMt.'. .' · .. ·. · · · \ .. · ·· - · • '.: 

, , . . I . . . 

>- It is recommen<tiE!9 th<ilt :$ ''daily diglj~t_' be created for the ISE-SAR Shared 
$pages~ :(his cap?t:liiitY,-·.Woi;Hq:-aiJow S!9ercies to monitor' the SARs that are 
ii?&lng Sl:lomitt~q to tl:it:i·!i~E-SAR·sffi~~ed .~aces on a .daily basis and could save 
~the' time and ·ef:f(;lii; it tetki"~,fo conduct·multiple searches. 

>- It 'l~\ recommendeqqhat llii~· ·-i'IPPropriate threshold be clearly defined for 
enteWi\g.a SAR into''tl!i~ .. ISE..sJIR"Shared Spaces. During the ISE-SAR EE, there 
seemed: (f\'J .. be a di.~~iitrate amount of SARs being entered between the 
agencies. <i~ii'Q want~·,~¢ avoid the entry of information into the ISE-SAR Shared 
Spaces that ·j~- IJ9l' <<1)f value and avoid large volumes of information being 
"dumped' into the.,system. 
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SAR PROCESS REPORT" POSllMPLEMENTAllON PHPSE · 

Following the conclusion of the Information Sharing Environment-Suspicious l'ctivity 
Reporting Evaluation Environment (IS&S.AR EE), a discl!lssion was held with the Chicago, 
Illinois, Police Department (CPO) to document the implem'l.ntation efforts conducted during 
the ISE-B/IR EE. The results of the discussion are detaile,~,:~~lbw. 

ExEct.JnVE LEADERSHIP 

Prior to the ISE..sAR EE, CPO did not have a .P.t!?li\w regardin·g:ith!;! collection and analysis of 
suspicious activity information. lh.e comm!'!~~!:staff in CPO~ Dell.fiiYf!lent Q:Jerations Center 
had been briefed on the initiative and nejl:fi .f;Jttended conferencfis; ... f;JI:ld training. events in 
which the Sl\R process implementation .was:·clil?.9Ussec;!; ··CPO comm~n¢. staff and senior 
management had shown their ful]. !5\lpport for th1s•t¥.ffot:t, · 

During the ISE..sAR EE, CPO co~I'Fi~lil.a~·~t~ff recelved'~fue Major Cities Chiefs flssociation~ 
Chief Executive Officer Briefing in'·i~aY 20.(f9', :1;1nd 3(3; ·e~mmand staff personnel from 
approximately 31 law·~!:ifOr(}?ment ag~r')qies p!:\r.l;itl.rated. •®rrently, there is no separate 
policy for the coiiEjc;tl'¢i:i•iuid'·a!;li;ll,ysis of $4RinUiicf:J:iati0J:ijihQWever, there is a comprehensive 
policy on the haAd.lili1.9. of infof.t.t\f!tion reliJ.~fff$., · fls th~·prcSject matures, the chief o{ the 
Counterterrorism and•:f\;\t'!lligen¢eDivlslon (GilD,>. yvill.be responsible for drafting a Sl\R policy. 
A commf;lr.JQ~r.·.fr.Qm aJ:i·lq(l.~ •J?$$i'i: g§§jgned tt(>· tl:]e Sl\R process development project; the 
prima~;t~~pofisil!iilif.~"Ofthe·qgtnmander~ii§'tQ•·irri~l!::iment a formal s.AR process at CPO. 

·,• . . ' ' ' . 

SAR .. B~i~~ PRD::Es~·· . ·.· ·.. . 

Prior to the· ;($I;..sAR EE, G!?P. utilizeCl1:·an "information report' to collect data regarding 
suspicious acti'<lltyj .• CPD forw?rdeci all of the information reports containing terrorism-related 
issues to CiO. Bastl.~.:·.0n its .aiii(;llysis and investigation, CID made a determination as to the 
disposition of these fep/iliil;f; •... The disposition included either referral for full investigation or 
referral to another agen'Ci\f(for its review. A database was designated to document and track 
the reported terrorism-related suspicious activity informat)on. CID is responsible for 
providing feedback to the officers who submit the suspicious activity. 

Prior to the ISE..sAR EE, CPO had not adopted the behavior--specific codes listed in the ISE­
Sl\R Functional Standard. All terrorism-related information· reports were vetted within 24 
hours and a report provided to the on,.<Juty lieutenant in CID. Mer the lieutenant~ review, 
relevant terrorism-related information reports were forwarded to the Illinois Statewide 
Terrorism and Intelligence Center, the U.S. Department of Homeland Security~ (OHS) 
National Q:Jerations Center (NOC), and the Federal Bureau of Investigation-s (FBI) Joint 
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Terrorism Task Force (Jlll=) for further vetting. Prior to the ISESAR EE, th.e department was 
using the eG.Jardian system to submit terrorism-related ·~to the JTTF. 

During the ISESAR EE, CPD continued to use the same SllR mechanisms that were used 
prior to the ISE-SAR EE. However, CPD created a multilayer review process for reviewing and 
vetting ~ and moving them to the ISE-SAR Shared Spaces. The department requested 
use of the SAR Vetting Tool (SVI) to input its Sl\R data for ultimate migration to the ISE-SAR 
Shared Spaces. CID adopted the behavior·specific codes illustrated in the ISESAR 
Functional standard and developed and implementecj; 'l'!. privacy policy regarding the 
reporting of suspicious activity that meets the applica.l~ie .requirements of the ISE Privacy 
G.Jidelines. In order to protect the information witi:ilr.i·;the ISE-SAR Shared Spaoes, it was 
determined that access to the ISE-SAR Shared Sp~ces wdt,lii:Lbe lirnited to personnel within 
CID, and .by policy, all queries on the informati~f:pVi(ithin the ISE;$J.IR Shared Spaces is for law 
enforcement purpeses only and must have .a· .. miminal nexus. ''it 'Wg~s indicated that if SIIR 
information is identified as having an error.; ,Qip will immediately cil8f?ct the source agency 
and rectify the error. 

SAR TECHNIGI.\L PRCCESS 

Prior to the ISE'-81-\R EE, the center 1pf· a>~ il:lformatioF!; .. fechnology infrastructure was the 
atizen: Law Enforcememt .. Analysis and'iReporl'ing :(pu;:AR) syS,tern. Initially deployed in Ppril 
2000, the CLEAR :5%\'Eif.r:i •i'!:l .the fot:ltoiQ?tion 'ft;lr :~·:growing set of integrated CLEAR 
applications used'·hy·CPD officers and ciVilians 'In and aro~:Jnd the Chicago area. Handling 
thousands of queri$i>· dally, the CLEAR system supports all law enforcement and 
investigative fJJnctions Witliin QPp, 

Durin@;flie iSE-SAR·S:; ·cPD reqi:lested the·•use,of the svrto augment existinglegacysystem . 
data ·~1\id:·.<:tct as a bridge oetweel)·.tl;le legacy system and the Shared Spaces database. The 
svr appiiG.atign and data~orse was lifl!!talled on the ISE-SAR Shared Spaces Server as an 
economical appr.oach to sha~(?·,hardware and MS-SQL resources. The common architecture 
is described belciiW: 
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Shared pace . 
•Wab Sarvlc Server 

(Windows/ liS erver 200f.l) 

~ SARVottlngfTo1oi~SoN~o~r ~~;t===~:;n 8 
Analyst 

TRAINING 

And 
Shared Space Databusa 

(Windowa2008/ SQL server200S 

VPN Swltth 
Olsco6510 

Participating Agency Assessments 

~~~=IJ.iv~N ~ 
NCIRO SAR Portal 

Prior to the ISE..sAR EE, CPD had developed a· fivMay tert\;)rism training: prggram and was in 
the prooess of training all of its Qfflc;ers. CID c61iiti'tl!:l9U$1y monitors all 'in¢pming terrorism­
related information In order to idE!n1if.Si·llJeW trends ar.Jd'"emerging issues. The results of this 
analysis are provided to the training(~ureat;h 

During the ISr;s.t>R a; .GP(I.·.q:mtinued· .its effort$'t~·'fl:ilin ail' officers in its five-day terrorism 
awareness progratiii, ·i:iiid SAR'related tti;lit.Jin~:fnas i:reen provided to all Terrorism Uaison 
aficers (ll.Os) with'ir:r ~he depar:t\:nent. It' WI\S indicated 'fhat CID continually monitors all 
incoming SARs and evi.jlti!'ltes tf.io§e for new·t>~tlds and emerging issues. The results of the 
analysis¥$ pri;.lvided to·V\Iil·.TraiFiir.\~;~l,!feau: ·11:1 addition, CPD participated in the Olief 
Execyti\f$.· ·Officer .!6[Jefing ·anti· the ~. ·~n91y.;tfinvestigator course. During the SAR 
analysttli.nvestigator 00(:!Ese In tr.ie{~hioego area in March 2009, 21 personnel were trained 
from three:!l!;!w enforcerrlelit'.agen'ci~~· ... CID plans to utilize the line officer training once It is 
made availa~i'e. nationwide: · · · 

INS11TUllCNAUZA'I1®l. a= 1HI;l'$AR PRCXES 

Prior to and during ·•tlo~ ·.1$~ EE and continued throughout the ISE..sAR EE, CPD 
maintained a robust ll.O:'program within the department. afioers are selected from 25 · 
districts, one per watch, and Include approximately 80 members. ll.Os meet quarterly and 
have organized training programs with guest speakers. CPD disseminates suspicious 
activity alerts, warnings, and notifications via Intelligence bulletins to all law enforcement 
offioers, as well as selected managers of critical infrastructure and other government 
agencies. The audience for these reports Includes the command staff, the Deployment 
Q:Jerations Center-s Wab site, roll call distribution in each district office, the Law 
Enforcement Olline (LEO) Special Interest Group, Homeland Security state and Local 
Intelligence Community of Interest, and the Regional Information Sharing Systems Secure 
Intranet (RISSNET). EGuardfan-411 
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o..JiREACH TO 1HE PUBLIC 

Prior to and during the ISE-SAR EE, a>D had an aggressive outreach program to the 
. community. The Chicago P>Jternative Policing strategy is used to educate the public and 
business community regarding activities of CPD. A weekly bulletin is distributed to the 
business community, and posters are provided in public areas such as mass transit utilizing 
the "See something" Say something' concept. fldditionally, officers are assigned to the 
downtown business district to implement the department'1:l homeland security strategy. 

-PAR1NERINGWI1HOTHERAGENaESANDCcNNEGnNGTG!INFCRMAllONSHARING 

Prior to and during the ISE-SAR EE, a>D had develqp~!J.p?rtnershipswith other public safety 
agencies and utilizes the TLO program to mr;!in't-?iJ\J 'aii(:l· ··\;lohance relationships with its 
partners. fldditionally, the mayor of Chicagq.·r!io~;.cJty councflio(:ommlttees are briefed on a 
regular basis concerning homeland securi~yeii\Gtivities. · 

Ps noted during the site visits, a>D is a inE:lri'll;>er of .RI$.SNEf, LEOi aod the Homeland 
Security Information Network and: .pan send 'and: .t~:J.9$il1$"5ecure e-malls."\/ia RISSNEf and 
LEO. a>D can access t.he lllincii.s :¢ril:r-liqal justiceH~t:!tWork and operates' ·several city and 
regional information systems that ·?re aceess.ible by CJQ~ CPD had a working relationship 
with the state fusion center; however,:.tf;)!9re is<fic:J;direct ele¢\rf)nic connectivity. 

' . . 

PARlNERINGTO D~t'P ~PHIC Rl$KA$91$SM~· . 
Prior to and during tne:I~E-SAR:ffi a>D indif?$.fed that it had developed threat assessments 
and specia.l 1]ssessmeht~husiliig,,(:jata from ··~h$. FBI, DHS, and a='D information reports. 
Althougill'uf: ·tfa.e$:.1'1\;!t have ~··if9ffrhai infor.F.l'!Gition n.eeds process, a>D works closely with the 
FBI, D\;1$; and U.S. ·iituuigratioti ·and Custom~ ·S'lforcement to gain relevant information and 
to prciVi~~- that informati0f.l. to relt;;i~anf partners. To determine and coordinate information 

,,,_' • I 

needs, CPI;):'staff membefs.·t:l·qted tli$t-lhey regularly work with the JTTF as well as the NOC 
and incorporate. these information needs as appropriate. They also explained that the 
Human JntelligetJ!le. Squad i$-:f,\;)sponsible for developing information needs and managing 
human assets. lhes(!l.,!9ffortf\:\j')tovide additional feedback to a>D for further evaluation and 
analysis. · 

PRClECT RECavlMENDA llCNS FROVI1HE Q-JICAGO Pa.ICE DEPAR1MENT 

There needs to' be some federal level coordination; however, there does not need to be a 
national program office. The initiative is primarily a local agency issue. 

)> Training on SAR should be handled at the local level. 

)> A national users group would be beneficial to help local agencies coordinate 
their activities. 
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)> There is a need for ongoing technical support for the current technology that 
has been deployed for the ISE-SAR Shared Spaces. 

)> There is no need for a national legal offioe; legal issues for the Nationwide SAR 
Initiative are mostly a local concern. 

·. ' .. ' . ' 

I '•,' 

'· ' 

··, 
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Rorlda Department of Law Enforcement 

SAR PROCESS REPORT' POSllMPLEMENTAllON PHASE 

Following the conclusion of the Information Sharing Environment-Suspicious J.lclivity 
Reporting Evaluation Environment (ISE-SAR EE), a discussion was held with the Rorida 
Department of Law Enforcement'S (FDLE) state.Oesignat§g. Rorida Fusion Center (FFC) to 
document the implementation efforts conducted durinf!lrlhe.'ISE-SAR EE The results of the 
discussion are detailed below. 

ExEamVE LE'ADERSHIP 

Prior to the ISE-SAR EE, FDLE had no siJEltific Ganeral/ Specf<;il: 'C;fder relating to. S6R; 
however, it has several other investigative. procedures that ol\)l!.er. the receipt and 
documentation ·of SAR information. FDLEis cutt~mtly Qef:NP,!eting an lnteili¥Jence Procedures 
Manual that will address the handling. of SAR iriform;iltidn by all FDLE aM· FFC personnel. 
The FFCStandard Cperating Procei:fl'lr.e~.:M;;mual, as'VV§Il.as the lnSite Cperating GJidelines, 
addressed the receipt of domestic;· ~i;lcurity ·and terrorism· .tips; these manuals have .been . ' 
updated to reflect the ISE.,B,i.lR process. · 

During the ISE-SAR':S::: the POt:;]'!; commat;~(l ... !ltEiffand semfor management were briefed on· 
the initiative and ha'i$. ~hown W1ir full sufjp<;Jrt for this effort. Throughout the project, the 
FFC Director persom:ill1l :~rief~<;!J ·,tfle comm:;tn<;l staff as well as other state agencies+ 
comma,n9· $!~ff§: fOLE u'tili?ei)l 'the t\ll!j:jpr··Gities 'Ghiefs Association'S Chief Executive Officer 
Briefitl9. to train mor$ .than a 1d9zen laW ernf.orcemel'lt officials. During the project, the 
comm~.Ad· staff attenp$c;{ coAf$rflnces arid meetings in which· the SAR process 
implement~!ion was discl.i$.$6d. As p;;ti'i .. pf the SliR process planning development, a director 
was assignecl!:t~. the project. The primary responsibility of the director is tq implement a SAR 
process througl'i~iUt FDLE, inelu~ing the FFC. 

· SAR BUSINESS PRd:iE$8 . 

. Prior to the ISE-SAR EE, 'FDLE had a robust process for the collection of SARs. The FFC 
serves as the intake pointfor the collection of domestic security tips and suspicious activity 
data within the state. Law enforcement agencies throughout the state can electronically 
enter SARs into FDLEs Rorida Intelligence Site (lnSite25), Before this initiative, tips/ SARs 
were initially reviewed by analysts within the Counter-Terrorism Intelligence Center (GnC)26 

2s In Site is the statewide intelligence system. 
2e cnc is a component of the FFC. 
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to determine their disposition, forwarded to appropriate agencies, and used to produce 
intelligence products, as necessary. · 

During the 185-SAR. EE, the FFC modified ln8ite to capture and retrieve suspicious activity 
data utilizing the 185-SAR. Functional standard list of behaviors and indicators to determine 
whether an entry is an JSE:-SAR.. It is standard policy that tips/ SARs entered into ln8ite 
receive an initial vetting by a local supervisor who will approve the report for entry. These 
supervisors can assign these tips/ SARS for review and investigation. Ps tip/ SAR information 
is entered into lnSite, analysts within the cnc, immedi?t~!y upon receipt, conduct initial 
vetting of each SAR received and move the SARto the .IS~ Shared Spaces. If, during the 

. review process, information is determined to hav~>-:tilrr.$f:\i in the content or found to be 
incomplete, a formal process exists through whidf,i~>the s~0r,c;e agency is contacted by the 
analyst for follow-up. JlJI tips/ SARs enteregdffto· ln8ite ~i'e; :[\?Viewed every 90 days to 
determine their dispositions and to ensuretF1iolt·,tney have been ftil(y"irwestigated. 

During the ISE-SAR EE, the FFC developed ar.i.\:f:ljmplem\lPt<?d a privacY,'lRQiicy regarding the 
reporting of suspicious activity t~~t met the ap~liQ;:J~I(3, •requirements ·oi ,the ISE Privacy 
G..lidelines. In order to protect th!;i,·i~f~¥.r.rnation Witt.iim ttne ISE-SAR Shared Spaces, the FFC 
determined that only fusion cenh~r ,pet$9l'11Jel wouia: :b.~. allowed access to the ISE-SAR 
Shared Spaces. By policy, all querls~·'9(1 thei:iifif~[rnatiornwithjn the 18E-SAR Shared Spaces 
are for law enforcemeli'i.t ;p~;~r,poses orliy\?nd m1;!$t· 1h1;1v.e a eniminal nexus. To ensure the 
protection of indivi'~i;!el right$\: ~he FFC.: li:la§. :l:\\90pfed; <ibt~rna·l operating policies and/ or 
procedures that ari'i:tj'Q .compliafi¢..~ with. a):i.pli.G:able laws and regulations protecting privacy, 
civil rights, and civil li~¢t;J;,ies, lfiil!\Jding but•mo.t limited to the U.S. CXJnstitution and state, 
local, anct·tE!l:l~r;;.J!·,privaCy::¢iYii.':rigl!lt~,~eiv..illibeiii'~i:!. and legal requirements applicable to the · 
FFC ... · .. . . 

Prior to<tb€1. 185-SAR. EE, .§11: traine~l1pSite users" including personnel from FDLE, FFC, the 
state~ u'rbMi·.wea fusion \e$nters; ·{1~¢ the ..klint Terrorism Task Force (JflF)" also had 
electronic accE;i$.§,to the Rorl<}~l,data via In Site and could retrieve SAR data for further follow­
up. Wlen appre~nj~te, infqtm\).tion is forwarded to the Regional Domestic Security Task 
Force (ROSTF) and'~~¢"[Jl1?;· ·~e Federal Bureau of Investigation (F!31) has access to lnSite, 
which contains FDLJ:36.' ·:tips and leads (SARs) as well as intelligence information. 
Unfortunately, the fusion center has no way to determine which SARs have been actioned by 
the FBI. The assignment of an FBI analyst to the FFC to assist with this follow-up process 
and analysis on lnSite and eG..Iardian of SARs with a nexus to Rorida would have been 
beneficial. During the 18E-SAR EE, FDlE maintained its partnerships with the previously 
mentioned agencies. 

SAR TECHNICI\L PROCESS 

FDLEuses an intelligence system called ln8ite that is provided by ACISS Systems, Inc. lnSite 
has multiple modules, including a case management application that is used to track SARs. 

EGuardian-415 
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SARs are flagged for submission to the Shared Spaces by analysts at the FFC. Unlike the 
Virginia Fusion Center and the New York State Intelligence Center, FDLE information 
technology staff recommended a database replication technique using MS-SQL Utilities to 
"push' candidate SARs to a staging area database on the Shared Space Server. A· 
specialized routine would then process the staged records and load the Shared Space 
repository. 

As Indicated above, the deployment of the Shared Space Servers in FDLE Is slightly different 
from the standard deployment. 

1. The virtual private network (\lPN) connectior:i• 'bi?tween FDLE and the National 
Criminal Intelligence Resource Center pof.tijl'· ·is '0V(!lr the Regional Information 
Sharing Systems Secure Intranet (RISSN~. rather thM>·thi'Jinternet. 

2. The firewall between the database.an~fo\!lkb servers was liQbrequired . 

ln$ile 
•Legacy SAR' 

. --- ~. 

~~~() 
VPN ~ 

NCIRO SAR Portal 

TRAINING 

FDLE conducts numerous training events throughout the state of Rorida; however, no 
specific training on the reporting of suspicious activity existed before the ISE-SAR EE A brief 
description of the reporting of suspicious activity was mentioned in the required inSite 
training material.27 

271ndlvlduals who have access to In Site are required to receive training on the system. 
EGuardian-416 
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During the ISSSAR EE, FDLE coordinated several StiR training events, including the Chief 
Executive Officer Briefing, the StiR analyst! investigator training, and the line officer 
training.ze FDLE utilized the Bureau of Justice Pssistance StiR analyst! investigator training 
within the state of Rorida to target additional intelligence analysts. The analyst/ investigator 
training Was conducted throughout the state and had 1 03 attendees, representing 36 state, 
local, county, and federal agencies. The FFC indicated that additional training will be made 
available during agent in-service classes and that all StiR training is evaluated by the 
attendees. 

The FFC is currently working with a vendor to develop tr?if:limg for all Rorida law enforcement 
personnel on its StiR process. The training will includC?:~ebaviors and indicators of terrorist 
activity and will als.o stress the importance of pt(itecting,lprivacy, civil liberties, and civil 
rights. To accomplish the long-term goal of triilJding all Ro'riqa 'l!lw enforcement personnel 
and fusion center partners, the FFC is see!di19·1o deliver this as· a:"*b-based training. 010e 
developed, this training can quickly and effldi~ntly be delivered to alll.$pplicable entities. 

INSllTUllCX\lALIZAllQ\J CF1HESAR:PROCESS 

Prior to the ISE-SAR EE, the SAR··pt.~c§iss.was not ihstitl,ltionalized agency-wide. However, 
since the inception of the ISE$ !EiE, ·tb$. FFC has fii!ilmerous initiatives under way to 
Institutionalize the process. The FFCLhas an 11r.itelligence 'l;iil!l§lon Officer (ILO) program in 
partnership With 14• ·.sti;lte. agencies to- as.sist Hi· th~ ;gathering' of suspicious information. 
A:Jditionally, the R(?l;:!TFs heweN;l¢veloped lntel!iQ('lhce liaisiiir.i'officers Within their regions. 

The FFC has impleniel1ted qu(iit:ititative mea~Yres to gauge the effectiveness of the StiR 
process; bowev!lr.,. there are··nQ:;Ji)i§tfbfm~nce ni~trics for qualitative data. The FFC currently 
review$ :\'Jil: SAR. dat?: ,In the ln$ite sy8tem:·,fqr quality control purposes. To fully integrate 
criticaHrlfrastructure·a[till··key te~¢urces (CIKR)>ihto the StiR process, the FFC coordinated its 
efforts w)th·.the FBI and ·the· .. \.J.S. ~p~rtment of Homeland Security (DHS) to develop alerts, 
warnings,'and.ootifications·aH<;I other,teilevant reports for CIKRentities. The center currently 
has a list of coordinated information needs that have been developed with DHS. 

OJTREAQ-1 TO 1HE Pl!Jl;,j&IC 

Prior to the ISE-S.AR EE, ·irDLE had instituted multiple outreach initiatives throughout the 
state of Rorida and, due to the ISE-SAR EE, began including the StiR process information 
into its community outreach. FDLE has previously divided the state into seven regions to 
maximize regional support for local law enforcement. To harness this regional landscape for 
outreach efforts, each of the RDSTFs was tasked with outreach efforts in its respective 
region. 

2a The line officer training is under development, and the FFC worked With the International Association of 
Chiefs of Police during the pilot phase of the training. EGuardian-417 

Page 90 

ACLUEG000806



ACLUEG000807



·····--···-···~--

Rnal Report: IS&SAR EE Participating Agency Assessments 

The FFC continues" as it has in the past" to post information to the public Wab site and has 
an extensive e-mail notification system to reach out to stakeholders within the state. 
Pdditionally,.FFC has provided further public outreach through the delivery of training and 
has developed a public Wab site for business owners that describes how these owners can 
have a "safe business.' The Computer Crime Center maintains a "Secure Rorida' Wab site 
to provide information about cyber security. The FFC has provided each RDSTF and regional 
office with the Safeguarding America" It Ali Starts Wth You D\AJ to Identify the types of 
suspicious activity the public should be aware of. 

PAR1NERINGWI'Tl-!0THERAGENCIESANDCCi'JNECT!NG..~:)f.JFCRMAT1CI\ISHARING 

Prior to the ISE-SAR EE, the FFC had developed stro~S..rraJj\I>Jerships with other agencies and 
engaged in various forms of information shE!rir;~g: · ·ouri~t;i· tbe ISE..sAR EE, partnerships 
became stronger because of the time devote¢ t~ .. the project anei'.tJ;te additional collaboration 
required to make this initiative a success. TP•erisure comprehenslve1information sharing, the 
FFC has engaged in various efforts to derriQ~!i\trate its current infof.l:l!l(:ltion sharing efforts 
ana expand on these efforts. The FFC has wbf.KeP c!C:?sr;ilyiwith other state. fusion centers, 
homeland security officials, anc;l; ~f.jlil. JTTF. The· :FFC iJias regularly conclGcted domestic 
security briefings to the Rorida il<;~gi·¢1~tprfi1 and ro~till~l¥ provides briefings to the state~ 
homeland security advisor. The ce~t§[ Ms' ~1\lQ prqvide~dhl,gh~evel and general situational 
awareness information within the stahr.tp FDt.:E·cor:nmand st~ff in preparation for legislative · 
committee meeting~?·, 

.The FFC has partnet.$.1;1 with nl:lmerous pu~li9 safety agencies" including the Rorida Fire 
Chiefs+Assp0iatlon, the:F.J~~Ida::6h~riffs Assocl~tipn, the Rorida Chiefs of Police Association, 
the R()r.igi;l:ii\')lyisioh·qf 8ne~l:)~iley Mana!!J.ement, :!i~f;Jd the Florida Department of Health" in an 
effoct'·ti'? effectively-sl!\are infbrornation. liie:i$C continues to work .with other organizations 
and agf;ih~Jes in its infof!:ht:~tion s~~r:ing efforts, including the Nationwide SAR Initiative (NSI) 
partners, '~41ihern Shield; ?Ji"ld the"'i:J;1w.J;nforcement Intelligence Unit. 

.The FFC has acsess to nurriet\JUS information sharing networks, including RISSNET, Law 
Enforcement Crllfne·.(]fi;O), ~l'l<;l'1the Homeland Security Information Network (HSIN). The FFC 
can send and receivE'hl>~cur.E!:-il-mails and has access to the state.crimlnal justice networks, 
databases, and regional: ·ihtelligent:e databases. .Access to these systems allows for 
comprehensive information sharing with all of the FFC~ constituents. 

PARTNERING TO OEVELCP GEooRAPHIC RISK ASSESSMENTS 

Prior to the ISE-SAR EE, the FFC worked with the FBI and DHS in the development of 
geographic risk assessments, which were mostly driven by special events in Rorida (e.g., the 
Super Bowl). However, the FBI does not provide these assessments routinely to the state. 
The FFC has instituted a production calendar plan for the regular development of 
coordinated risk assessments with federal, state, and local agencies and fusion centers. 

EGuardian-418 
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Olce the risk asse~sments are complete, a process will be developed to understand and 
address the identified information needs, to task the RDS1fs with gathering information 
related to these needs, and to incorporate them into the SAR process. -

f\Jthough FDLE and the FFC have a process for developing geographic risk assessments with 
federal agencies, during the ISE-Sl\R EE, there has been no additional emphasis p_laced on 
this effort. 

PRo.ECrREooviMENDA11Cl'JS FROV1 THE FLGRIDA DEPARlMENTO: lAW ENFCR<BIIlENT 

» The FFC believes that there needs to be a n~;~ti'\'JR13il' program office for the NSI 
that is a strong, centrally coordinated effog. 'ifh$·$ffjce should not be diwied 
out to multiple federal agencies. 

' » A national training program is recommended to maint.;\ih.-.. consistency in the 
collection of SAR Information. Theh(l.el'iter suggested the cre~fiQn of a train-the­

. trainer program, with template teaci:ling, material!?., so that the· .states could 
train their own regions anc!~.urisdictions. · 

» A small national users 'grrqg}:l :f<Dr the initiati\1(;) was suggested. The group 
· -----should mee·negularly ·andi.-!$boi:ll~· 'l:De~-clivided:!i'l1tQ-subgroups-t()-deal-with--­

policy/ legal issues, training, a~~·-techfiol~~-

)> There needs· tO,·•be-.cQritinual tedhriical -st;!P,PE>ft for the applications developed 
by the proj~ct · 

» There needs te-;pe. leg~l' .l'ls.~istance 'tr;i·•help develop policies for participating 
<;~~efi¢ies:. Howel/,ef., :tf.te· 'leg~l filffice sfi9JJid not be so large that it creates 
,_pr.0blems .T.!Jr, ~the state: F~nd local :agel}si~s. The legal assistance could be 
'bllndled bytw0.•0r.three;f\:ilbtime subfeef-matter experts. · 

» The:'F.FC commentE;lcHhat.tf1i!r.e. are no policy, technical, or legal issues that it 
could:.riet overcome.. · · 

\ . 
» The privaqy J?Oiicy t!;irrifllate was very helpful in developing the FFC privacy . . . 

policy. 
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Nouston. 'fexas~ Poflce Department 

SAR PROCESS REPORT" POSTIMPLEMENTATION PHPSE 

Following the conclusion of the Information Sharing Environment-Suspicious f>ctivity 
Reporting Evaluation Erivironment (!SE-S.AR EE), a discussion was held with the Houston, 
Texas, Police Department-s (HPQ) Houston Regional Intelligence Service Center (HRISC) to 
document the implementation efforts conducted durin~,-th~·:JSE-S.AR EE The results of the 
discussion are detailed below. 

EXEct.mVE LJ:ADERSHIP 

Prior to the 186-SAR EE, HPD Chief Harold H~rtHssued <?eneral €r.ctf)r No. 800-07 regarding 
"Criteria for Submitting Incident Reports' or.~ .. ~yne 12, 2007.29 ThifHi!rc:!er includes a section 
on suspicious activity and lists 13 behaviors 'ffu?i~·.Pfficer~.i;)r.e required·td•.r((lport, If observed. 
The command staff/ senior manag\')r.nent had been~br.iefe~J:·on HPD'"S S.AR'·j;l.01i.cy. 

'• . . 

.. DuriogJhe ISE-SAR EE,_ChL~fJ:Iurtt:ga¥1H'ii~Mylt s\JPR.Qlf1~Ltb~ SABJolti!:!tilre J;ln_cl_bas I:J.~en .El. .. 
nationwide leader in the developmeht-c~f SA,R,~Qiiqy .. ctilef.:bl\lrtt and other members of the 
HPD command staff attefldecj the Majq~ Gities CHit'lfs-.Associi;\tlon--s (MCCA) Chief Executive 
aficer Briefing (Q;~)- held: ·if:l· .April 20.01:!, whlG~ lncit~ded 30 participants from 27 law 
enforcement ageneii;l~ •. In actctitli)n, the eritireHPD command staff has been fully briefed on 
the ISE-SAR EE and th~: .$AR pr~Q.$SS. The 'cl,lf.1;1manding officer of the Criminal Intelligence 
Division (QIQ).H.h.al:). beeri ·assi_gt\$d!·ptirnr:~ry resp6osibillty for handling and processing S.ARs, 
and a •¢li~ ·lieuter.i$Ei't: has 'b$en. assigneq· t9 . .iniplement the ISE-S.AR EE efforts within the 
HRISC. 

'•_, 

SAR BusiNf:ss PR<XESS 

Prior to the lSI:!~ EE, HP~\j;i'ad a robust process for the reporting of suspicious activity. 
HPD'"S reporting pti;ie<;>ss fqr suspicious activity requires that all .officers complete an 
"Investigation CID' report ;(Jr!lformation report) concerning any suspicious activity that is 
identified in the <?enen;ii·•Qtder. If a suspect identified in an information report is in custody 
or suspicious circumstances require additional investigative assistance, the involved officer 
will contact CID. For reports forwarded to HRISC, the center will attempt to ccntact the 
officer who submitted the information report; however, no formal process was in place. 

CID is the intake point for all information reports and immediately reviews the reports to 
identify any behaviors and indicators associated with terrorist activity. Wthin 24 hours, all 
terrorism-related S.ARs are forwarded to HRISC, which is designated as the primary entity to 

2'Acopy. of the l?eneral O'der is available upon request. EGuardian-420 
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analyze SI-\R data within the department. Prior to the 186-SI-\R EE, the HRISC did not use the 
behavior-specific codes identified in the· ISE-SAR Functional standard for SI-\R data but 
tracks the suspicious activity in similar categories that can be translated to the codes. 

J.IJI SI-\Rs are also forwarded to the .klint Terrorism Task Force (JITF), which is given the "right 
of first refusal' for follow-Lip activity relating to the SI-\R. If the JllF chooses not to follow up, 
the SARs are then investigated by HRISC. HRISC also downloads all Terrorist Screening 
Center (TSC) reports from Law Enforcement 01Jine (LEO) daily and compares the reports 
with local information. HRJSC creates weekly summari~:\Qased on the TSC reports and 
sends those summaries to appropriate federal, state, alil~•ilifleal agencies. 

During the ISECSI-\R EE, HPD adopted the behaViq;~p§df(~·)~pdes specified in the ISE.&R 
Functional standard. The command staff de¢id.t?d. that they·:.would continue to use their 
previous "Investigative CJD' report because·"l?f';Jfs comprehensiv$1Jess and familiarity to the 
officers. The department has created a ··~·ip$ .and leads' form for ~tiE! fire department and 
other government agencies so that suspiclou~:\~.ctivity jll)formation ca6: :P.e routed to HPD. 
The department continues to use ltfi current recotcfl:),mi:\f:\1;\g'ement systerft,.:,(~S); however, it 
is reviewing and planning for a neW.'~Y!Itr;Jm that will··i~ci.C(de new forms for SARs. 

. \ ' ' . '• , . . ' ' ' 
During the ISE.&R EE, HPD .enhan~a. its ffiiilltilayer r~~i&W:;process to enter SAf<s ·into the 
ISE-SI-\R Shared Spa~;;, .. The departtment ·l:)till~es. its •P.~~vious vetting process but 
implemented a .ti1Jal··~apervi~6iy. apprmlal',il;lef.\;m;h~·~.,)§ .. ~;:mtered into the ISE-SAR Shared 
Spaces. This will ef;i;'l·yre that Jiiu!tiple tra1'r'i~.\ti)):bersonnel''f.rave reviewed the information for 
accuracy and complel'E?rii'E'!~S bef¢Jt'll submis~ig~,. This continual review is in place to prevent 
any erron!'lc;JI;ls:!ifltormatlll!~i,frgm ·el'it$riog the.,i.f$.p.BL~R Shared Spaces. If an error is ever 
detecj~g\.Mle·sourt~>agencyl(l)i':individbai'il!!>.c:;qntacted and the .information is corrected. The 
CJD i:J,nct; .HRISC develi':>p.~d anq! (implemented,. 'a privacy policy regarding the reporting of 
suspidtliif~,f.tclivity that •r.tii:l\ the .iijpplicable requirements of the ISE Privacy Guidelines. 
Pccess to ·tf:i~,ISE-SAR Shateg, Space~:ii§ limited based upon the individual-s role within the 
HRISC, and by~p()licy, all queeyf[>)g of SI-\R information must have a criminal nexus and be for 
legitimate law ehf!!)f;g~ment ~:wr,~oses. · 

SAR TEa-lNIOO. PRCJC:Es§: 

Prior to the JSE-SAR EE, HPD utilized a RMS as. the central location for all HPD officers+ 
information reports. CJD conducts daily searches in the RMS system ana identifies any 
terrorism-related reports to forward to HRISC. Once forwarded to 1-JRJSC, the reports are 
entered and maintained electronicallyin an internally developed SI-\R database. During the 
JSE-SI-\R EE, HRISC requested that the SI-\R Vetting Tool (SVT) augment existing legacy 
system data and act as a bridge between the legacy system and th!? ISE-SAR Shared Spaces 
database. The SVT application and database were installed on the ISE-SAR Shared Spaces 
Server as an economical approach to share hardware and M8-SGL resources. The common 
architecture is described below. 
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Participating Agency Assessments 

Prior to the 186-SAR EE, all HPD officers hat;!. \:loderggh\? a· four-hollr ·.t~~lning course on 
terrorism Indicators and traineq, :oq identifying· ·s!JsP.ictous activity. · ih$ ;training course 
includes privacy protections, 28 QJd~··9fF!3deral Regulations (CFR) Part 23, and the need for 

· a criminal nexuswhen-r~porting S!il~pici'(ii.Js.activity. As newctrends emerge and lessons 
iearned ·are ldemtified,lnetr'aining pf-i:Jgrams:Will·'bt:i modifi$(;1. ana ennaneed as necessary. 
fldditionally, officers .re,;iib:ti;ll\llP-dates freifn.the fu~ioi'l•·P~~Jter d(:)!11¢erning current activities. 

During the JSE~ EE, HPD .J:tlf!lintained: ·it$ current terrorism indicator and identifying 
suspicious activity training d.(,!titlg in-serJi9e: and recruit training. In addition, HPD 
particip!:!t\?d hi: the CE®,· if\I1Gl' :t[;le:: .. $AA ·?h?iyst/ investigator course. 30 The S6R 
analys!~!in)Jestigater t~ourse w?ti-delivered<iri •Mardh 2009, and 32. individuals received the 
trainlf!g:Tromeight ag(3oGies in 'tt.J~·fdouston area. ' ' . 

' ' 
Prior to the ISE®. EE, yearlly-·~udits were conducted on 00 data to determine relevance 
and to ensure that th€1 dat~ .r.r\eets agency purge requirements. S6Rs are reviewed for 

·emerging trends and· 'bebavlors to determine priority information needs within the 
department, and 00 ififormation is used In the development and issuance of alerts, 
warnings, and notifications. HPD also works closely with agencies such as the 
U.S. Department Of Homeland Security (DHS), the Jlll=, and the Texas Department of Public 
Safety (DPS) to determine additional information needs. Assessments are conducted within 
the department to determine the effectiveness of.the S6R process. 

During the ISE-SAR EE, HPD continued the previously mentioned institutionalization efforts 
and began developing a Terrorism Liaison Officer (11..0)· program with other agencies in the 

30The CEC8 was previously discussed In the B<ecutlve Leadership section. 
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Houston area. HPD is currently using the TLOs that have been trained to assist the fusion 
center with providing tips and leads within their respective sectors. 

OJTREAa-1 TO THE PUBLIC 

Prior to the IS&SAR EE, HRISC had an extensive outreach program with the public and has 
conducted community meetings, trained members on the Crime stoppers program, and 
coordinated with the Houston-area Federal Bureau of Investigation-s (FBI) tip hotline. The 
hotline can be used to report suspicious activity. HRISC al~o works with the U.S . .Attorney-s 
Office and the .Anti-Terrorism /ldvisory Council (ATACU<Ht?fovide outreach to the private 
sector and has provided training to human traffickingf.~royggling enforcement groups . 

.. · "• 
' ' ' . ' . ( ' ', ', . 

During the ISE-S.CIR EE, HPD continued its outr~1iGh effort& :?nd is developing an !\/lATCH 
program based upon. the ·lessons learn\'di ·'fr6m the Los .. ~.~eles, California, Police 
Department. 

PARlNERINGWnHOTHERAGENaEsANoo:ilN$\mf'JGT.OlNFrnMAlla'r$J\!ARING 

Prior to the ISE-S.CIR EE, HPD Wgf~~g,y;ith Mcd:l:l;.~~·€1 FBI, DHS, and the Texas DPS to 
collaborate ·on fusion center Jssues.!§ltief~p~Jiqjes •.. Exier®al. .. stakeholders, includil1,g. the state 
legislature, ·have-been ·briefed on·t~J~> S£\R•·.pr¢§ess, ·an<!t:·Mucational outreach -has beef! 
provided to public saf.ei:yi§Jil~·the privat$isector eijtitl~s .. 

\ 

HRISCis amember:-.()f..the Regiebf:lllnfornicjtiQii•Sharing Sysfems Secure Intranet (RISSNEI), 
LEO, and the Homeland· Secu\:ity lnformati~~. Network and has the ability to send and 
receive S!3~mrl'l.•e-mail8 pr@iilr.iiy·torQ~gt\ the Lg() e-rnaii system. HRISC has access lo the 
state'-;~niJtlfnal''jal)ti~e. ,netWqtk\, ~nd a·''fe~§,QPS:ifepresentative who can access the state-s 
intelllgl:im:ce databaseq's: 1assigne~;N.o the ee!iter. HRISC has access to eGuardian but does 

· not in~ruj.: iiiOlformation iritg•dbe sys\E)m. HRISC also posts Information to a special-interest 
group on.'t:g~l!. ·. 

', 

. "· ..... ,'. . . 
During the ISE-s.ll:R:,(;E. HPD'·~~ntinued its previous partnerships and efforts to connect to 
information sharin\;H>.Y&terns .. •In addition, the assistant chief has briefed other members of 
the HPD command stai'h:imCi• appropriate outside entities on the ISE-S.CIR EE HPD officers 
work with the public he~ith 'and private sector industries on identifying suspicious activity. 

PARTNERING TO 0EV8..CP <?Ec:ffiAPHIC RISK ASSES$MEN1S 

Prior to the ISE-S.CIR EE; multiple assessments were being conducted in the Houston area. 
HRISC works closely with DHS, the JITF, the U.S. Attorney-s Office, and the ATAC to develop 
geographic risk assessments. Threat assessments are completed with the FBI and other 
local agencies within the 13-county Urban J.lreas Security Initiative, and these assessments 
drive HPD information needs. Critical infrastructure assessments are completed by another 
agency within the city of Houston. 
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During the ISE:-SL\R EE, HPD continued its partnerships in the development of information 
needs and risk asse;Jssments. 

PRc:u:drRBx:MMENDATlCNS FRavl THE Ha.JSTa\1 Pa.JCE DEPARTMENT 

HPD felt that there is no. need for a national program office; however, there is a need .for 
national consistency in how S.AR information is handled because every jurisdiction being 
unique. 

There is a need for consistent S.AR training nationwide .. >the fundamentals are already in 
place with the CEOO, S.AR analyst/ investigator course, §mg,.the line officer training. 

A national users group would be helpful as th~;Lpr.0ject e:xp~ads nationwide to share best 
practices and to develop methods for the be;?til,:ls$ of the inforri:Ja'tis;m. 

There is a need for nationwide analysis '0fltbe data that is beiri9':$l'!thered by agencies 
around the country. 

· There is a continuing need for :i!S..ct.iniq;tl support '~::; information. systems change and 
agencies need assistance in purc~a§i'm~ 6altJw~;~tible sy5!$Jt1~. 

There is a need for [!'Jportlng, tools to' ·~e:·used iri· .()tder. to coqdwct analysis of the agency-s 
information. · 

There is a need for a•,j:)ational 11.6§011 office, $lr.!qe there are many difficult legal issues that 
agenci ei:).f\il\J$•aS ,tpey are:,tfyiJig ;t6:sq!;{~.·inforTn.ati (Jn. 

··, '. ' : 

'•. 

The privac~ 'Policy templ~te. f9r the· f;>r~Dject was longer than the HPD attorneys felt was 
needed. In aclditi9n, the teropi\ilte was particularly troublesome in that if it is read literally, 
every person wh~,,e.J;lters the .. !~enter" regardless of role or responsibility' must have a full 
background check Mt;i~be prl$fEld on privacy issues. 

' -
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las Vegas" Nevada" Metropofltan 
Poflce Department 

SAR PROCESS REPORT' POSllMPLEMENTAllON PHASE 

Following the conclusion of the Information Sharing Environment-Suspicious .Activity 
Reporting Evaluation Environment (JS&S.AR EE), a discus§i'!Dn was held with the Las Vegas, 
Nevada, Metropolitan Pollee Department-s (LVMPD) ~-e:te,{jesignated fusion center, the 
Southern Nevada Counter-Terrorism Center (SNfoTG)I tQ. document the implementation 
efforts conducted during the ISE-8,1\R EE The resLiitS.•ef th~~iscussion are detailed below. 

···. ' 

ExEa.m'vE LEADERSHIP 

Prior to the ISE-8,1\R EE, L\!MPD had no t!l$treral/ Speci;;tl O'der r(§li;itecj to SliR; however, 
Sheriff Douglas Gillespie had been a principai ·p&f.tlcipaqt.:i~ the creatiorv(;)f.~he Major Oties 
Oli.efs Association-s (MCCI-\) 8llR J?~C/c;l;lSS. Duririg:.~~\i,~IBE-8,1\R EE, the cominand staff was 
briefed on the Nationwide SAR hiitlativ~.··(NSI) and fhe· implementation of the 8/IRprocess, · 
which- WaS a-prieFity of the sheriff( Their(:) . .i~a-plah .. ±~ .d-evelop a steu'Jdafd operating 
procedure (SCP), but i! haE} not beenimplemefltegJ·V.et. AS>~pii~r.t of the LVMPD SAR process 
planiJing developmer.Jt.,. a .. li~t'ltElnant wa~ $.sSi!:)IJ~EHc!i itbplemel'il a SAR process throughout 
L\!MPD, includingl$N/I¢rc. · · · 

. . 
During the 18!;:-SAR, the: ·.J:,.\!MPb ;reGI1:1ived th19. iMCCA-s Olief EXecutive O'ficer Briefing in · 
March ;li:):Q.I):, .imd.~4 conilitl~iid staff •fJ~rsQnne!"rr.om approximately eight law enforcement 
agen¢iEJs,oparticipa\eq, 

SAR B.LlSlN~ PRcx:ESS 
. ' . ·-· ~ . . . 

Prior to the 18£;~ EE, SN/'QJQ served as the intake point for the collection and receipt of 
SARs and provid€i$ .. "-real-tim~i' .monitoring of all L\!MPD reports. The field interview reports 
and information re~0i±~,us.l1:14i~y LVMPD were not modified to report SAR data, but all reports 
were revi.ewed by distt'iGt: s~;~j:ieirvisors for 13Uspicious activity. If a report is deemed to contain 
suspicious activity, it is forwarded to SN/ ere for immediate investigation. .AJI SARs are 
reviewed and a decision is made whether to respond, refer; determine unfounded, or take 
other action, including investigative action. Feedback to the reporting officeris a routine 
internal operating procedure. Computer-aided dispatch (O"D) data is also reviewed by 
SN/ CTCfor potential suspicious activity. 

During the ISE-8,1\R EE, LVMi='D adopted the behavior-specific codes specified in the ISE-8,1\R 
Functional Standard. The department is In the beginning stages of developing a formalized, 
policy-driven SAR process within the agency. There is a plan to evaluate and simplify the 
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Prior to the ISE-S.AR EE, LVIVlPD ·developed'~!:!' :terrori\>Pi• :training pr6~t!:lm based on the 
behaviors and indicators learned ,fr~m prior terrorist att?\eks around the wot.ld, including the 
London bombings, the V\brld Traa~-~hter attacks, aq~··the train bombings in Spain. LVIVlPD 
also utilizes a very robust Terrorism iLia:isdt'I'·Qf.ficer (TLO)i-pr.ogram. The TLOs receive a four­
flour training class ahd are assigned tgi•[:\IIViPEhi;iilltrict offl~e~; The TLOs areresponsible·for 
the implememtati6n-•6f•tf.le i~rrorfsm trE~ining ·Pf~gfar.n witrnim the department. IIi the 
department-s aca~\7ri.ly, office~$ receive trcair:li!;l~•on SN/~q.i"Q,?nd its operations. The training 
emphasizes privacy ·pr<;>tections :~;~nd the -ob$ilNation of ·behaviors relating to precursor 
activities of terrorist at~?\:!<s. Hf9WI'Ner, priorij(). the ISE-S.AR EE, no specific training on the 
-~proc~?.§§•e~&~fild. · 

Durir'ig::the ISE-S.AR ·rn. :t.VI\IIPD•:·par;ticipated rn- the Chief Executive Officer Briefing and the 
analystf'itWe~?tigator cours_e. . Dudn~:'the ~ analyst/investigator course in the Las Vegas 
area in Pprli''£009, 35 pe!.$0.nnel 'wef:e trained from 10 law enforcement agencies. In 
addition, SNtd(Q .. i.s currenti~·,oeveloping a training program for line officers and will train 

'· I officers based upQii .the 8,li,R:,rJi.rocess, which will be defined in the Sa>. The agency will 
develop a mechanisrmto,~Ptt;ire feedback on the value of the information be_ing collected. 

INS11TUTICNALIZA 11a-.J a= THE SAR PROCESS 

Prior to the ISE-S.AR EE, SN/ CTC had numerous initiatives under way that will aid in the 
institutionalization of the ~ process once it is formalized within the department. In 
addition to LVIVlPD officers, the TLO program includes other first responders, such as fire 
representatives and the private sector. SN/ ere is also working to involve the university 
campus police in the TLOprogram. 
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reporting process and develop an internal multilayer review and vetting process to identify 
186-SARs and a procedure for moving SARs to the ISE-SAR Shared Spaces; The new 
processes and procedures will be included in the yet-to-be-developed SOP. SN/ ere has not 
modified the basic report and is creating a data warehouse of polfce databases .to access 
the Sl\R information. In addition, SN/ ere is developing a search tool to allow for the review 
of police reports for Sl\R data. During the ISE-SAR EE, SN/ ere utilized the Sl\R Vetting Tool 
(SVl) for storing terrorism-related SARs. Currently, SN/ ere i!-1 establishing a \.1\eb site to 
enble direct Sl\R reporting from the public and other agencies. The center is also in the 
process of staffing a 24-hour homeland security hotline al?.~l'lother form of reporting SARs. 

During the ISE-SAR EE, SN/ ere developed a prill~¢y,· :.~alley regarding the reporting of 
suspicious activity; however, due to departrnental<:tl;lview·j!\t$.??sses the policy has not been 
finalized. It is anticipated that once fin~lit~d, the pollQ~· will meet the applicable 
requirements of the ISE Privacy G.iideline!h. :fm· order to protecLth~ information within the 
ISE-SAR Shared Spaces, it was determiri!i.d::,that only personnehvit!;!ln .the fusion center 
would be allowed access to the SVT and ISE~Shar(;,J~i;~paces. By:,~iolicy, ali queri.es on 
the information within the ISE~.{)J)ared Space~.il!> .. fgr:I(;IW enforcemenf··P.!!iroposes only and 
must have a criminal nexus. 

SARTECHNICA.L PR~SS 

Prior to the lSE-Sl\R·!I$.;,·itl1ii;ii$fl!( ere ~fechpi¢§1'·ptg\;§§ls ~tili2ed a records management 
system and a CliJ:if:!;l~tem to t::~llE?ct, stor~;··!:l~~J::Fetrieve'SNI< data. Sl\R data determined to 
have a potential·link'.ftH~rrorist ·€\Ctivity was··!M'Qt stored separately. Prior to the ISE-Sl\R EE,, 
LVMPD Wa§ g~velopifig;iq., 90iil.P.Ot<;}r system1'.•the .All Data VIrtual Information Sharing 
Environr:J(l.~hti($¥1.1$1;)" tliat;:WjjJ allow•fg(>\tbe dq[l~tion of Sl\R data within the department. 
ADVI§~·Will also alrow,ifgr reai~tlj;f:le gattierif.lg;::processing, analyzing, reporting, and sharing 
of deparfment'wide S/IR;\:i13,t~. · · 

During the IS~ EE, LWrf?,~ reque§fed the SVT to augment existing legacy system data 
and act as a b'fi'~.~e. between\ ~he legacy system and the Shared Spaces database. The SVT 
application and dEit$\;lase :t:li::;t,i3 installed on the ISE-SAR Shared Spaces Server as an 
economical approachti';i·.~l;j~re'hardware and MS-SQ resources. The common architecture 
is described below. · 
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Prior to the ISE-SAR EE, no audits were being conducted on SfiR data and no processes were 
in place to determine the effectiveness of the SAR system; however, once implemented, the 
ADVISE system will allow for audits and performance analysis. 

Prior to the ISE-SAR EE, the 8,1.\R process and priority Information needs were interconnected 
within L\llv1PD. lhe emerging trends, behaviQrs, and Indicators from SfiR data drove the 
identification and enhancement of the department-s information needs. SN/ ere also works 
with the Federal Bureau of Investigation (FBI) and the U.S. Department of Homeland Security 
(DHS) to determine Information needs and to develop. ·prjme and terrorism alerts and 
advisories and homeland security threat assessments .. ·~~information received by SNl ere 
is the primary driving force behind the issuance of aler\$·aM(:l warnings. 

During the IS&SAR EE, SNl CTC continued its .efforts to institutionalize the SfiR process 
throughout the department. 

OJ!REACH TO 1HE PUBLIC 

Prior to the ISE-SAR EE, SNl en;:: b~:~d a very aggr$ss!Ye .outreach programc . lflklen SNl ere 
first opened in January 2008, tha·rnecti~·.yvas invited;tl>·the center and was provided a full 
briefing on the center-s op.eration'$. ~j Sihti'<?, the celit~t'.became operational, numerous 
public documents and Publications haV'e. been pt<;J~l,lced tb·e!q?.laln terrorism indicators and 
the purpose of the c;:emter. Mbre than 60·1000 qsv$n 9i91'1s ofTerrorism DVIJs and If You See 
Something, Say S0tnething 'a;ii) ,have bee~ ,pi'¢duced ar.\c;l' ·distributed to the public. lhe 
center also has ari !ill'lline BAR fqrm32 that tl11(9 public can access and use to submit "all­
crimes, all-ha?9rds' suspjGi0u;;4ac;;fiyl~y, f>dditll!l~;;dly, the center is developing a V\eb site and 
astatewi'~~ 't$11"fr.l!l\'i:.f?rrorisn:Flil1itlilie:. . .. .. .. . . -

Durh1g. it mE? ISE-SAR EE; .$Nl Gtt ~ontinued lts' robust outreach program and is currently 
developif'lg·.an iW:ttch prbgri;lm simil~r.to the program initiated by the Los klgeles Police 
Department JJd.dltlonally, du$:to the unique characteristics of Las Vegas, L\llv1PD is focusing 
its outreach on .hotel staff" vaiet attendants, security, bell captains, and housekeeping as 
well as the casinos; . ' . 

PAR1NERINGWI1H OTHER AGENCIES AND CCNNECTINGTOINFffiMAllCN SHARING 

Prior to the ISE-SAR EE, SNl CTC held on-site briefings and invited external stakeholders" 
including congressional delegates" to the center to learn about SNl CTC activities and 
operations. OJtreach opportunities and partnerships have also been developed with 
multiple agencies through the utilization of the TLOprogram and public media outlets. 

a1The LVPD press release is available at http://www.lvmpd,com/ news/pdfs/2008/011808release.pdf. 
"The SI'R form Is available at http://www. lvmpd. com/ pdf/ SI'R_form. pdf. 
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The center can access the Regional information Sharing Systems Secure Intranet (RJSSNEf), 
Law Enforcement· Olline, and the Homeland Security Information Network and through 
these networks, as well as through the Homeland Security Data Network, has the ability to 
send and receive secure e-mail. SN/ CTC has representation from DHS, the FBI'S .klint 
Terrorism Task Force, and other law enforcement entities within the center. However, 
SN/ ere does not have access to eGJardian. The center can also access the state'S criminal 
justice network and the regional intelligence system. The Nevada State Fusion Center was 
not fully operational at the time of the site visit, but once the state'S center has information 
sharing capability, SN/ ere will pursue a relationship with tb$.><;:enter. 

During the ISE-SAR EE, SN/ GTC continued its afpt(?ry:i§tJtioned partnerships in order to 
maintain connectivity with other fusion centers·. 

PAR1NERING 10 0Ev8..CP G:o3RAPHIC RisK~A$SESSMENTS 

Prior to the ISE-81\R EE, SN/ ere noted that fl',)er:~ is no formal process.iftJ·,place for the center 
to work with federal agencies to develop geot'i~'I'1Phie.: 1#J$k assessmel!iV!>1. but the center 
receives risk assessments from:mrns •. and the F8i:wfrilfi'·requested and do~s coordinate to 
develop information needs. SNPQ·i:Q.\I:J€1&· develope&yylnerabllity assessments for critical 
infrastructure and key resources ilil· :t~e •i!~§' Vegas atEji;J: .. EJnd has also developed threat 
assessments on specifiq .. ev.~?nts, such ·~~,highiV'IilWPiiQized sp(Ji;f;ing events. 

' ' ' ' 

During the IS~: 'EE, SNl'cyC coritifi~~·d: .its afdr~mentioned partnerships in the 
development of infot.ftiao;~tion neElcl~ and risk:~&l:>~ssments. In addition, SN/ GTC participates 
in a multilog_o assessriiemhvYitt:Nf?~€l~al agend$§?\. SN/erCindicated that threat assessments 

···· · frcim-thE):~E:i~:~rEili;Ejf;)encies·:$1~$··~6 getiie~i:lh?!3.t6:d:Ji;lt be able todevelep specific infermation 
neeq§, ilf is the >f.!l'~Ponsioili~Y.· of the''lo~iih}usion ceriter to take the general threat 
asses·st:i;if;lnts and enhar:ige.therfi·,t~'fit its speCific jurisdiction. 

PROECT REBq\[lMENDA TJOil~ihROV1lHE'lAS \lf.:Gll.s METRCPQITAN PC:X..ICE DEPARTMENT 

· > There is· $.! 1need fof. .{Jn NSI national program office only as it relates to 
consistency;f.i!iqctinlik?i~d coordination nationwide. 

I • ,I ' 

> There is a need: ..fp(an NSI national training program that can illustrate the 
value of the initiative to agencies. A national training program will also provide 
more exposure of the program to agencies nationwide. 

> There is a need for an NSI national users group for the purpose of having a 
good feedback loop, and to·define performance matrix. 

)> There is a continued need for ongoing NSI technical assistance. 

> There is a need for a general domestic security officer to address all national 
matters relating to fusion centers, including the NSL 
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> There needs to be improvement on marketing efforts to make sure the .general 
public, legislatures, and others are fully informed about the SAR initiative. 

• •. 
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Los AngeNes~ Caflfornla~ Poflce Department 

SAR PROCESS REPORT'' POSllMPLEMENTAllON PHASE 

Following the conclusion of the Information Sharing Environment-suspicious ktivity 
Reporting Evaluation Environment (186-S/IR EE), a discussion was held with the Los ;'lnijeles, 
California, Police Department (LAPD) to document _the implementation efforts conducted 

. during the ISE-SAR EE The results of the discussion are .. \]l~t?iled below. 

ExEcunVE LE'ADERSHIP 

Prior to the ISE-SAR EE. Chief WHiamBratton•·l§sued Special·i~qer 11 on March 5, 2008, 
titled "Reporting Incidents Potentially ReiE!tfict''.td Foreign or DolfiEilltic Terrorism.' \Nth the 
release of the Special O'der, the SAR proe~s~. was formalized withi(.!•VPD. Mer the order 
was issued, all· command staff and personnel· were tr<:!irilild on the prQG<jsses noted in the 
order. 

·During the ISE-$AR EE. LAPD" iri P?rtoersbip with ·th$ Major Oties Chiefs Jlssociation 
(MCGL\)" hosted a ChiefExecutive Offip~ri:iriefing.Jn Febrwary 2009 with 51 attendees from 
26 law enforcement i\!gEiti'<;;iE;lr;;. In adelitl·qn, l.J.'iPW.::~r.c;xvides i>pl:itinuous training on the SAR 
process to all new eXEl9~ti\feJI:¢(:tcjership WJihin tfie.deparl:ment. 

' . ·. . ' . 

SAR BUSINESS PRc.:tEBS . . .1 

Prior to .ttiiH$E~,f;E. IJII?Qih1Jd aM>xtr~mely-rqb.ust process for the collection of SARs and 
was .cts.$if as .a natipnal mdel§f 'When deVE'ii(?J;>i,ng the ISE-saR EE LAPD developed data 
colledticlr.J•·codes (modl:l$••\iP~ranc:l);lfVIOJ codes) for the reporting of suspicious activity. The 
purpose ·®t lthe MO codes.l~. to IJr<JVic:;i,e a standardized method to document behavioral 
indicators thi;it r.nay have a pdtential iielfus to terrorism and to provide the ability to analyze 
the data by dati:!;.!tlrne, and l:wdi:ttion, just as is done With crime cod.es. LAPD also uses the 
codes to train its :personnel• ·.fii·n how to recognize suspicious activity. LAPD conducted 
research to develop p<;Jtt<;lrns•and determine the frequency of use of tlie codes. In addition 
to the development of the,.MO codes, LAPD modified its existing Investigative Report used by 
officers to report crimes. Three changes were made: (1) the addition of a check box to 
identify the report as containing suspicious activity, (2) the addition of a check box for 
distribution to the Counter-Terrorism and O'iminal Intelligence Bureau (CTCIB) Major O'imes 
Division (MCD), and (3) "Involved Party (IP)' information. Modifying the existing report 
allowed LAPD to simplify the introduction of the SAR process within the department and was 
instrumental in the institutionalization of the SAR process .. 

O'lCe an Investigative Report is identified as containing suspicious activity, it is forwarded to 
the MCD SAR Unit for processing and analysis. The MCD SAR Unit serves as the centralized 
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unit responsible for updating all incoming Investigative Reports with either the BAR check 
box or cra&MCD check box marked. The unit is also responsible for tracking, vetting, and 
assigning MO codes and investigative responsibility for all BAR reports. During the vetting 
stage, SARs that met certain criteria (as determined by the BAR Unit) were sent to the 
Federal Bureau of Investigation-'S (FBI) Counterterrorism 6 (Cf-6) Uni!.33 

Investigative Reports written by LJIPD officers that contain BAR information are forwarded 
within 24 hours to the BAR Unit at GfCJB-'8 MCD for initial vetting by trained personnel and 
appropriate response. A process is in place to forw~mj SARs to the Joint Regional 
Intelligence Center (JRIC), which serves as the Los .Al:!S~i'$scarea fusion center. Following 
initial vetting of the information, the MCD BAR Unit •f'li?kifls a determination on whether to 
forward the information to JRIC and/ or to the Joint· 'fE1trorism Task Force (JTIF). Information 
is forwarded to JRICelectronically and uploadec;j<tl), jRJC-'8 s~t\3i'i1· using Memex software. 

For SARs maintained by LJIPD, further Y~~tfng takes place t'o.· ~etermine investigative 
responsibility within MCD .. If a BAR is found tt;JllilE? erroneQ.Ys or does 1'l~t1meet a certain level 
of quality, the report is.categorizE?c;l as Unfouiii;l~!!f·.and'\f~edback is proV.i'd'ec;l to the source 
agency or citizen. The BAR Unit;ID?intains an up"to4f!'te record of all 8/lRs, including who 
has Investigative responsibility for·,thi'J :$£.\R, the curreht>§tatus of each BAR, the number of 
unfounded reports, which reports are.'sharec;l:vvith JRIC aM\'!/ or the JITF, and Which reports 
are submitted to the 19E, .Que diligenc~Js givefi··t6 .eao.h and:€1very BAR report. The BAR Unit 
provides a timely, ·o.0o·sistent ·flow of $1\B, d?.ti'J $.nd ter,rorism-related information to the 
Terrorism Liaison :.Qff!cers (Th~),, who ar$' .~§signed df11 .a' geographic basis to all LJIPD 
divisions. The TLbstirE?spon$i!i\lity inclutl'~--, communicating with the officers at their 

. assigned i,P.J?Q .. division ;alhc;i lialsif.ig_: with oth~?f.· _government agencies and-local business 
partner.$. ·withif1. :the: 'JLQ;+·litr~<,i or' reswohsibiiity.. The ll.Os are also utilized to provide 
feed~_ag!{to the office~··lilnd/odli!c;al agencie$;:~r business partners that submit SAR data to 
the dep;;tr.!;rnent. The butesu.J colilm~mder also sends e-mails and written commendations to 
the entitiesi\J;l(;lt submit a ·81-\R,to th~--department highlighting excellent work, 

' •, ' ' 

\ . . 

LJIPD had an exi!li:i~g record.~ ·li;lanagement system, known as the Consolidated Crime and 
Pnalysis Database 1(.~), .'ii/liii6h housed all crime and arrest data. CGAD was modified to 
include SARs and sAR:rv'I'G-.I!:Odes. CGAD allows for the immediate retrieval of all BAR and 
crime data and stores the· data indefinitely, allowing for reach-back capabilities. During the 
ISE-SAR EE, LJIPD replaced Its SO-year-old Crime Mapping Database (CMDB) system with the 
Crime flnalysis Mapping System (CAMS). GAMS'allows for the analysis and mapping of BAR 
data. LJIPD also developed a procedure for moving SARs to the ISE BAR Shared Spaces. 
SA.Rs that meet the behavior-specific codes outlined in the ISE-SI'IR Functional standard are 

331his is a regionally based FBI counterterrorism squad located in a command center in Norwalk, California, 
and Is responsible for protecting seven counties and 18 million people. 1he CT-6 Unit was created in 
May 2004 after a series of reported threats diverted too much manpower from other counterterrorism 
investigators. EGuardian-432 · 
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E:Jntered into the SI-IR Vetting Tool (SVI) by trained analysts in the SI-IR Unit ancl moved to the 
ISE..Sf\R Shared Spaces. Cnly a fE:Jw pE:Jrsonnel within the SI-IR Unit have access to the ISE­
SI-IR Shared Spaces, however, and MCD plans to expand the access list. It is department 
policy that querying and use of the ISE-SAR Shared Spaces be for legitimate law 
enforcement purposes. 

Prior to the ISE-SI-IR EE and the formalization of the SI-IR process within the department, 
LAPD had a long-standing privacy policy that was adjusted to include SI-IR processes. LAPD 
consulted with the department-s legal section and the cit1pattorney-s officE) to help in that 
adjustment. LAPD also consulted with the ftmerican .QvH. :uberties Union (ACLU) and the 
department-s Cffice of the Inspector General, as .w$1h ~§. regional private sector groups. 
LAPD met regularly with ACLU representatives to ·¢Ciiitl'nue .c0[nmunication and information 
flow. During the ISE-SI-IR EE, LAPD submitte(Hts;JDiivacy pOiley•tjoouments for the purposes 
of participation in the ISE-$AR EE; the poli~;?y-\0\1!39 reviewed and' d/;?tE;rmined to be consistent 
with the applicable requirements of the ISBIP!'fvacy G.!idelines. 

SARTECHNIC6.L PRCCESS 

LAPD captures all incident data, inc;ludlng 8/IRs, In· .G<Y\0, which is then downloaded to 
CC>JVIS. Based on flags in CC>JVIS, ari .$X\.radi~tt-r.r;>utine ·pulf§l· Sf\Rs from CC>JVIS and loads the 
SVf. Cnce in the SVf, J,P,PD analysts;.¢?n then:·~\3ViE)W the :l?i!§ic information and augment 
specific SI-IRs with Qt!Jer.ir.if('JI'i');)?tion it itl;!i,y poss.~ss.al'ld·-theri elect to "push' the SI-IR to its 
ISE..Sf\R Shared Si;>l'!@S. .1-\lth('JI;!gh the network options arid• hardware equipment varied at 
each site, the esser.itl~l. applic~tions wen:Hhe same. In the common architecture, the 
decision W?9 made to· :feve~a~e- ·t;!xisting hatdware and database software resources to 
colocat~.:tf.le· $\Jt With the '$13ey~d SpaQe.stdatalila~e application and have both applications 
se}Dar:ilifE;id~from·the·>\!lkl;>,.servef'.•·PY·a .secudtM·'fir.ewal I.···· bARD tias.moved .one step. fu rt l'lesby 
adding:.a·'IE?gacy·databas$-to feed,fhe SVfwith SI-IR lnoiclent data as shown in the diagram 
below. 

8 ~ '<--\,.,.,l~~c==:::::;.o 
Analyst 

~~~={#V~N~ 
NOIROSAR 

Cisco 5610 

EGuardian-433 

Page 106 

ACLUEG000823



Final Report: ISE.sAR EE Participating Agency Assessments 

TRAINING 

Prior to the 185-SAR EE, LAPD developed a framework for the training of each officer involved 
in the development and submission of SARs. Training programs" including e,Jearning, a 
training film, PowerPoint presentations, and roll call presentations" were created and 
delivered to all command staff, new recruits, and civilian and sworn personnel prior to the 
implementation of LAP~ SAR process. Additionally, ongoing TLOtraining will be included in 
roll call training efforts. Training focuses on the importance of privacy and civil liberties 
protections; the gathering of suspicious activity through behavior-based policing, including 
behaviors and/ or incidents known to be exhibited in terr~tismcrelated suspicious activity; the 
mechanism for reporting SARs (standardization); ·the• ·processing of SARs within the 
department; steps ·taken in the analysis of ~ ~€ita~. -$nd the appropriate sharing of 
suspicious activity within and outside the depar;till'lenf. 

During the ISESAR EE, LAPD continued it~ t0bust training through(!Jut the department. In 
addition to agency training, in July 2009, l}lj;>.\;)-J,Jarticipated in the $,(l,R><~nalystl investigator 
training, in which 53 individuals from eight law ·i:mforgehient agencies .. Were trained. The 
outstanding level of SAR.information.·being received 'bY>the SAR Unit has been a testimony to 
the multiple training efforts conduciled'-tbr(;>.u~hout L.i~Rii), 

I NSIIT!JTICX'.JAlJZAIICX\1 q; Thl~ SAR P~G>¢E;SS 

Prior to and during·:me ISE~ EE and>:sinCRl'.tli'ie rei~~$!" of Special Q-der 11, LAPD has 
taken numerous st(lps_ to instittJtionalize. ·.the· SAR process within the department As 
previously Indicated·, 'l;ARO h~;~S" -a highly dliYfi!loped TLO program. Each division office 
includes.~;~t'lei;ISHwo officers trG1i'Md' <;;~$-aTLO. Tne department also trains designated TLOs 
to int~r!;let ·with oth(;lr government agenei$l?i' tl:\t3cgoal of this training effort is to assist the 
GrCIB ;Jf:i the implem~btation -i:itid instifutror'lalization of the SAR process among other 
governrhetat agencies ah~! ·tbroughi)Yt. the community. The SAR process is also regularly 
evaluatBd ah~;i'·ll10dified, anr:ftraining--.i~,-enhanced as a result of identified emerging trends 
andlessonsleafQ§d. 

LAPD developed intef.iii?l ar<~g e;1xternal audits as well as management tools that evaluate the 
current SAR reporting pro¢$38. Internal audits are conducted daily by the SAR Unit to ensure 
that a report is filed on ali documented SARs. The SAR process was added to the annual 
external audit schedule of the Inspector General-;:; Office and the semiannual internal audit 
schedule of LAPD. lJIPD-;s management tools include reports to help identify emerging 
trends and gaps. Additionally, the CfCIB developed management "at-a-glance' reports that 
provide the status of all SAR reports and track SAR activity by date, time, and location. The 
management accountability reports provide a foundation for management decisions as well 
as- the allocation of resources. 

LAPD analyzes all SAR reports and utilizes the all-crimes approach to identify emerging 
trends and behavior patterns. As new information is received and new patterns and priority 
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info'rmation needs are identified, the SAR process is modified to meet these needs. The 
CTCIB also leverages existing technology to develop the management of at-a-glance reports 
to provide a complete overview of SAR activity In the jurisdiction at all times. ·Special 
reports, alerts, warnings, and notifications based on the analysis of SARs, crime, and arrest 

· activity are developed and shared internally within the department and externally with 
regional partners, local law enforcement, and security personnel at critical infrastructure 
and key resources locations. 

OJ'TREACH 1D THE PUBLIC 

Prior to and during the 185-SAR EE, LPPD developeq.,~M~H'aunched the iWA"fCH34program. 
This program educates the public regarding su~pi\li¢ct$ <~gpvity, including ·behaviors and 
indicators of suspicious activity, and the impgr:t~hee of rep6t:tlng suspicious activity. The 
program includes a \Nab site for the report.ir-r~l'i?Huspicious ai3\iviW.36 Since the release of 
iWATa-1 in O::tober 200\'J, the \Nab s.ite hali•fii!r,eady received severe:!~thlc;>usand hits. 

In addition, LPPD developed public service ai;lil\gung~tti&Mt (PSA) me~l'i3·. commercials to 
explain how the SAR program; ,y.J0rl<s and ar'l:i¢l:[i~Mr the need to re~brt information 
concerning terrorism to the polid;•.~E'!JP~Iim~nt. Depat;i:Q:l[?nt TLC:S .share in the responsibility 
to present to community groups . '\ilild ·iliitEir:E?I?led se~.\iilf? concerning the reporting of 
suspicious activity. l.j)gQ. also introcl~ged the· :qAR progRl;\m to the community through 
forums, meetings, ?fl~!ihet~~istribution·~~f. infoni:ie,flot,)E!f·.flyets .. auring these events. lJIPD 
developed DVDs a~¢.l;!t suspici!;J~s activity:,r~pt.;;Miiig thaf'cqt,italn all the information that will 
be available on fh$: ¥.'kb sitE!\ LPPd· ;~f\>o has officers assigned to a tip line" 
"(877) A-Thr.e?t"' thaf•indi:vicjllli':lli:); .~IJ call t6; :~peak with an expert and let them decide 
Wi:lethEW't~"\i•;;lcti.~ltY,<l?. suspipiQqS. 

Durin~(fhiCievelopment:~6*TWA~i :lfiPD involved the AClU in the aevelopment of the script 
for the P$~tld, prior to fh§i')?uncli,:tBfilt again with the ACLU officials to give them a preview 
of !WATCH af.l~tj;~Uow them tl:l•~ake comments. 

PARTNERINGWilPt<.~ERA~aESAND(;ao.JNECTINGTOINFrnMAT!CNSi-IARING 
•, 

Prior to the ISE..Sf\R 'EEi;. ·¢hi'ief Bratton was very public in Informing external stakeholders 
about LPPD-<J SAR program to build on its strong partnerships within the region. Several 
meetings were held to introduce the SAR program to the department~ partners, including 
state and local government agencies and public safety agencies in the region. The TLO 
program has also been utilized extensively by LJIPb for outreach to the private sector as well 
as other government agencies. LPPD continues to have a strong relationship with the 
U.S. Department of Homeland Security (DHS) and the JllF through JRIC. fldditionally, lJIPD 

34 See www.iwatchla.org. . EGuardian-435 
35 The Wab site may be applied nationally for other agencies to utilize in their SAR processes. 
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has built a regional awareness of S8Rs and provides training to local Jaw enforcement 
partners, including the Los Angeles Port Police; Los Angeles Unified School District Police, 
Los Angeles Airport Police, and Oty of Long Beach Police. Ps previously stated, LAPD 
provides all vetted .SAR information to JRIC, and the Information is also provided to the FBI-s 
CT-6 Unit and other agencies as appropriate. 

LAPD can access the Regional Information Sharing Systems Secure Intranet (RISSNEI), the 
FBJ-s Law Enforcement Olline, and the Homeland Security Information Network and can 
send and receive secure e-mail via these secure netwQr-k\). LAPD can also access the 
state~ criminal justice network; can participate in a• 'Plllnber of regional intelligence 
databases, inCluding regional information sharing 'lY~?t$1J.l§; and has a direct connection to 
the regional fusion center as well as the other rE;iglG,ll'lal· {0~ipn centers within the state of 
Californla.se · · ·· · · 

LAPD Is actively engaged· with nationwide ·partners as well as.···f~?~eral officials in the 
development of Its SAR program. Mter ·JLARp formali~d the S,.'i\F.{' <process within the 
department, it collaborated with state and locai'!!aw er:1f®tqement agend~s, t.he Cffice of the 
Program Manager for the lnforni~ti~i:l,Sharing Envir.onliiEmt, the ACLU, and tnembers of the 
MeGA.~ Intelligence Commanders ·~oliif)<tf!l .. discuss p1Dil¢i~?s and procedures .concerning the 
reporting of suspicious activity. · 

During the JSE-81\.R ·~ ·lfiPP contiliuecl its·: ·sttoQg P<:~rtnerships with other agencies 
throughout the city,1.tegional, sti<Jte, and n~ti\)t.l~i.!levels. 

. ' . . I , ' 

PAR1NERING1Q DE\!ELd'?•~llliG.R!SK A$.$[:SSMEN1B 
·- . . .--- ·~ . 

Prior t¢·'a8<l' durin~i'tfue ISE~.EE; l.J.I.P0:WQr.~E:lcit 'with state and federal partners" the FBI; 
-me··t:.t$, -;prug -Enforcemenl'Plll'i1i'tl\stration; 'flie:i Bureat:rof ;Alcohol ;-Tobacco~-Fi rearms- and­
Explosivel'j; ,PHS Federal' ,iiJi> Marstif;}l~ Service; the California state Board of Equalization;s7 
and the 191$. Social Security fldrrtitlistration" in· the Los Angeles area to obtain the 
information ne$91\ld to devei:Qf'l\ geographic risk assessments. LAPD has also worked with 
these federal ag?ricies to i·!jj~velop information needs based on .these assessments. 
However, JRIC (the• r~~i¢H$1 fusion center) has the primary responsibility for the 
assessments. 

PRD..ECT REcaviMENDAlla-JS FRCM 1HE LOS ANGELES PCLICE DEPARTMENT 

~ A national program office would assist in the nationwide coordination, and 
local agencies should have heavy involvement. 

36 /Ill of the regional fusion centers in California are conneCted to the state fusion center. 
37 1he Board of Equalization collects California state sales and use tax, as well as fuel, alcohol, and tobaccQ 
taxes and fees that provide revenue for state government and essential funding for counties, cities, and 
special districts. EGuardian-436 
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>- There should be a national training program for the 8.AR process. 

>- A national users group would be extremely helpful. LAPD received many calls 
regarding its 8.AR process from agencies around the country. Having a 
national users group would assist in reaching out to numerous agencies on a 
regular basis. The vsers group shollld have a strong involvement from local 
law enforcement agencies. 

>- There is a need for ongoing technical support. 

>- There is a need for a national legal office. Given t~\'i'·"new terrain' this project 
is covering, a legal office could assist with tran~~sireficyon a national level. 

)> Jl.gencies need a 8.AR ",ABC lmplemE:lMt~tlofi,. ·;~.pok' to assist in the 
implementation of the SARprocess. · ... 

l> There is a need for an inspection/.teC,:linical assistance -t$i;lm that can assess 
agencies+current 8.AR processes am~~~~ssist with the implelti~[.ltation of a 8.AR 
process. 

)> Every 8.AR should be tr.ei:if!'ld as a· crime• ·F$pfcift' to ensure that·.,it' gets the 
attention and proper empl'i,?~isf.l~eged. 

' I 
', ' 
\ \" 

\ ' 
'. -.\ 

·~. . .. 

' ' . \ 
\ 

' I .. ' 
' 
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Mlaml-DadeH Rorlda~ Poffce Department 

SAR PROCESS REPORT" POSllMPLEMENTATlON PHASE 

Following the conclusion of the Information Sharing Environment-Suspicious Jlctlvlty 
Reporting Evaluation Environment (ISE-BAR EE), a discussion was held with the Miami-Dade, 
Rorida, Police Department (MDPD) Homeland Security Bureau~ (HSB) Miami-Dade Fusion 
Center (MDFC) to document the implementation efforts ·<;t;Jr:iducted during the ISE..&IR EE 
The results of the discussion are detailed below, · 

ExEcunVELEADERSHIP 

Prior to the ISE..&IR EE, MDPD had no G3n$r~ll'Special O"der ri;ilatjng to SAR. MDPD had 
issued a directive on February 27, 2008, wm~rding the "Handling· cif Oiminal Intelligence.' 
Subsequent to the directive~ issuance, command st<ilff· and senior management were 
briefed on the directive~ purposE;), · 

During the ISE-88R EE, it was de¢it;l$cl; ·Qy·.qommand. §llaff that the previously mentioned 
directive was sufficient to cover the t:e·[;lortlng; oii .susplciou~···<ilctivity. Director Robert Parker 
sent a letter to the Olfi¢e ,of...the Program.Managed\Jr .the lhfi::Jfmation Sharing Environment 
expressing MDPDi;·.~fiiiil' SUPJ'l9r.t·9fthe ~lproqess and··dffering MDP~·participation in the 
Nationwide SAR lnitj)!iti.ve (NSI)' .. 'MDPD corf.u:il?~r.id staff is ft:~lly aware of the SAR program and 
the ISE-SAR EE and 'ii'i•:FebruaJY ~009, recei)/E;:!q the Major Cities Chiefs Association~ Chief 
ExecutiVE;).·O'ficer .!')riefing;. ih··whieh: $•3' t;:ornmapd staff personnel from 16 law enforcement 
agenc;i$$· 'pattioi'patl'i.!:t· As •pa.rl;. of the ·~~enqy-s: ·SAR process development, a major was 
·assi~r.lE;!i;f theprimary·rl;i\?l/9fisii:JHitY,·of implemer':fti 1'1§ tl'le SAR presess Witf:liFFMDPD ar1GI i'!SB. 

SAR Busi !ii~ss PROCESS 

Prior to the IS~ EE, officeri\r:-reports were submitted in hard copy to MDPD. If an officer 
determined that th¢o;r.~port .ihG)lided suspicious activity, the report was forwarded to. HSB, 
which served as the eoll.ecti'ol1 point for all SARs within the department. aficers were also 
encouraged to call HSB· tb inform the center of the suspicious activity notated in their 
reports. HSB utilized an online form located on the South Rorida Virtual Fusion Ceriter38 to 
collect SARs from agencies outside the department. 0'10e a report is submitted, it is then 
assJgnec:l to the sector-designated fusion c13nter representative, depending on the 
information contained in the report. After a SARis assigned, it is vetted alld respi:mded to 
as appropriate. If the information is found to be reliable, it is posted to the South Rorida 
Virtual Fusion Center, and if there is a terrorism nexus, the Joint Terrorism Task Force (JTTF) 

sa The South Rorida \Artua\ Fusion Center is a collaboration site that allows government agencies from the 
South Rorida area to post and share information. EGuardian-438 
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is notified. If a SftR is deemed to be credible, feedback is provided to the original submitter 
of the SftR and, depending on the validity of the information, commendations can be iss.ued. 

During the ISE-SAR EE, it was decided by MDPD commant! staff that there would be no 
changes made to the basic police report. Because MDPD does not have an automated 
records management system, changing the report would not have affected the SftR 
collection process: However, the department is working on developing specific radio call 
signs for suspicious activity. f\11 SftRs continue to be forwarded to HSB, and it has adopted 
the behavior-specific codes specified in the ISE-Sli.R Fungti@nai Standard. HSB is utilizing 
the SftR Vetting Tool (SVT) provided by the NSI to retrie'le•·iitmd' analyze SftRs. 

•' ' 

During the ISE-SAR. EE, the center developed a irfll;iltillily~F. ,review and vetting process to 
identify SftRs. Olce the initial report is subrplth(ld, a fiela"s~!]~ervisor reviews the report to 
ensure accuracy and appropriateness of the,;F~p·ort. Olce it is.s$titAo HSB, it is immediately 
reviewed by an analyst and investigative p:er§!!lrmei to determine ltsw!S!ationship to terrorism. 
if the SftR Is credible, a detective will depioy·.t9:•.the scenr?.••for follow-l:l~, ·<;:.nee the review is 
complete and analytical value aggl)d, the SAR''l$:iti;l~ti· .~~viewed and aj:J~t()Yed by an HSB 
supervisor before entry Into the;:J$E~ Shared 'Spilces. If at any time during the SA.R 
process a report is determined to: ~;;~ve)!;if.l· \')rwr or 'llfuiq!Jlpiete information, the report is 
immediately dealt with at that time af,i~·the scjbtnitting ageF-tc:y, or officer is notified. f\11 SftRs 
from source agenciel,)l:iiir\'i,'l\1,\\l[ified, vali~f;lted, ai)\]i·.gbr~pborat$~1 . HSB maintains the same 
process prior to theJi$~.lS.tiR,lf$i:.fpr forwcir,(Jir.J,Q-~' !Oil'¢6al,.state, and federal agencies. 

During the ISE~ -~ · HSB ~$~~loped ah-qi il~plemen~ed a privacy policy regarding the 
reporting .ef. ·suspicious "t:l.~i~if.V··tb§v 'l'l'l!;it the ... ~i;!plicable requirements of the ISE Privacy 
G..!ideilir:i:~$• !Jtr ·ef-qer ·t9 prot'$.¢.!',; the ·ilif0Wn?tl9~··VJlthin the ISE-SAR Shared Spaces, it was 
deler.r.mliiied. that ·on'IV''W~~scii1f1~1:~YJifhin f:lSi'l~ Intelligence cperationsTenter would oe 
alloweCl' ~e_gess to the '$\a. and·:i.$~ Shared Spaces. By policy, all queries on the 
informatioli;;W.ithin the ISE~ Sh~rEi~::.Spaces is for law enforcement purposes only and 
must have a cni&l.inal nexus.\ 1 ·.. · · 

SAR TEa-lNICI\L PR~$8 _.. . ' 

Prior to the ISE-SAR EE,. :~iJPD did not maintain a database for the collection of SftRs. 
During the ISE-SAR EE, MDPD requested the svr to augment existing legacy system data 
and act as a bridge between the legacy system and the Shared Spaces database. The svr 
application and database were installed on the ISE-SAR Shared Spaces Server as an 
economical approach to share hardware and MS-SQL resources. The common architecture 
is described below. 

EGuardian-439 
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I. 

8. ~ 
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Participating Agency Assessments 
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VPN Switch 
Clsco51>10 

' I 

NCIRC SAR Por1ol 

MDPD conducts numerous training events thr<!lpghout thE;J•greater Mie~mi tegion; however, no 
specific training on the SAR prOC\?\lS·§lxisted befotett/:1~ l$g::OO EE 

During the ISE-SAR EE, MDPD par:ti'e.ipat"?iJI ,in several' :$/.'R training events" including the 
Olief Executive aficer Briefing, the $fiR analmtrtnvestigat0r·9ourse, and agency.Oeveloped 
SAR training. In Januai(y,'Z(J(J9, MDPD•p.ttendecj:\thllil'&R anal~t/investigator course in the 
Miami area, in whiph:$8 pers0r:m.el were'tr~ln\;lq'·.ftom 26'1'aw enforcement agencies. During 
a two-month initiativ~;.,HSB provided SAR roi!.·calf training to more than 1,1 00 officers within 
the department. In addition, HS~:1bas trained Various county government departments" fire, 
emergen<w•m§ldical servit:e.S, aviatibri, and puolic·works" on the process of the SARprogram 
anc:l hoW.Itb reportsasjJioious·.~§tivityto'th~'fusi6h center. It wasindicatedthat.the training 

.. ourrieiult~l:\1 is continu1:lli.Ynr(lvised ;~~sect upon·i~formafion that has been analyzed from the · 
gatherlilg~9f SARs.39 · · · 

INS111UllQ\JALIZAllCN a= 1Hi3SAR PRCCESS 

Prior to the 185-SAR:E.E, MIDPQ had several institutionalization. efforts of the SAR process 
within the department Wne·.officers received the BJ£\ Pocket GJides for Law Enforcement, 
and roil call training on terrorism was provided to line officers. County agencies and law 
enforcement agencies in the region had access to the South Rorida Virtual Fusion Center. 
HSB is a controlled environment, so it was determined by command staff that no form(;!! 
audits were needed and qualitative and quantitative measures were made part of the review 
process. HSB released alerts, warnings, and notifications as necessary. 

" For example, training was developed for airport maintenance personnel to look for suspicious activity based 
upon the analysis of SAA Information received. EGuardian-440 
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During the ISE-SI\R EE, MDPD continued its aforementioned efforts to institutionalize the 
S£IR process throughout the department. 

OJ!REAa-1 TO "THE PUBLIC 

Prior to the ISE-SI\R EE, MDPS developed Seven Signs of Terrorism D\!Ds and. COs ar1d 
· di~tributed them to surroundinQ agencies and private sector entities.4o The S£IR p~ooess 
was presented to community groups and external government stakeholders Jn the region. 

During the ISE-SI\R EE, MDPD continued outreach similar .tC;)·What it was conducting prior to 
the ISE-SI\R EE by continuing to brief community 9rc;>t1ps; distribute D\!Ds, bulletins, and 
.brochures to the public; and conduct officer-to-citi;?:¢.[1•:ii\iti;it>iloc;;tion programs. In addition, the 
Miami,Dade Fusion Center is involved in the jqint ''' Eluildin(;I!:!J;lmmunities of Trust' program 
with the federal government and other local. a~~?!ieies. · 

PAR1NERINGWITHOll-JERAGENaESAND~NI;CllNGTO]Nl=mMATict,N?HARING 
Prior to the ISE-S£\R EE, HSB was .a. U.S. Departmi;lf.it· qf Hqmeland Security<(J;?HS)-recognized 
fusion center and has a represemt~\ive. and an an1;ii.YiJf from DHS assjgned to the center. 
Pdditional center personnel includ<;)::g .'f.A:F. :r.~presentatlile and three full-time public safety 
personnel. HSB also partners with s~ft~l)unctin~7gpvernmenl·.·agencies via the South Rorid.a 
Virtual Fusion Center. · 

HSB can access tJ:l.e ·R.egional 'lr.Jfqrmatiori• $h€\rihg Systems: Secure Intranet (RISSNEJ), the 
Federal Bureau of ln\7e§l'tjgation~ (FBI) Law Enforcement Olline, and the Homeland Security 
lnformatiol'!cNetwork but,~Qq$iiqt li!Wi;;:e thes<?.:ilystems. HSB can also access the statei!> 
crimJnf;lid:W~stiM .. h~bNQ!'k_and; 'i!:'!~elligenc~;;~~tStba$e but. does not . post intelligence· fothem. 
·HsJ:i·.is•:a~leto send ari.q:,r,ecelv$·{l~cun3CB-itiaili;.\fia -the;Homeland See~;~re··bata ~Network aricl .. 
has secl;lre. communicalio~::> at th·\'l>§>lcret level.for fax, phone, and video. It also has an 
account witMI:le Secret lntE!r.ti\ft Prof09@l Router Network. 

I 

During the IS&$AR EE, MPPb continued the previously mentioned partnerships and 
developed new partmer.~hj)::i$. :l;iy developing a Terrorism Ualson Officer (ll.O) program for 
other public agencies. The•.r.Hayor, city manager, and county commission have been briefed 
and are aware of the SI\P{ program and have mandated that agencies work with the 'TLO 
program. In addition, MDPD has a working relationship with all the major private security 
operations in South Rorida. 

4o The Video ·is also available on the MDFC Wlb site at http://www.mlamldade.gov/ mdpd 
I BureausDivlslons/ bureau_His.asp. EGuardian-441 
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PARTNERINGlD0EVELa:>G3JGRA.PHICRISKASSESSMENTS 

Prior to the ISE-S.IlR EE, MDPD worked with the FBI, DHS, the U.S. Department of Defense, 
and the Bureau of Alcohol, Tobacco, Firearms and Explosives on a continual basis to 
develop geographic risk assessments. HSB also works with federal agencies to identify its 
information needs based on the results of these risk assessments, including assigning two 
personnel to the FBI-s Field Intelligence Group in the development of the risk assessments. 
It was indicated that most of the assessments In South Florida are conducted by the FBI, 
and MDPD contributes to the assessments as necessary. 

During the ISE-SAR EE, MDPD continued its .!i!f9rel'nentioned partnerships in the 
development of information needs and risk asses(?mE;itlts •. · 

PROEGr REcav!MENDA1lCNS FRCM lHE MIM.Vii~ADE Pa.JcE bEPARlMENT 

)> There should be a national pf~~ram to ensure th'at. • '\ltandards and 
measurements stay consistent. It sh6LJ!d,be established so that;'lbcal agencies 
have ownership in the sh;:wing of informati<;m, ·. . ·~. 

• The national program.:Mfi'ee.should not;~~J.Iocated within the FBI 
but with an uninvolve~:<third{larty, agency: 

)> There is a ne~c!::'f!:lir. •a. standard1;j:irocess f!Wtlle sharil'i9·'Cilf SAR data from all of 
the DHS pwgr:$ms. · .. · 

)> There shoul<;~: 'be a natkmal online .training program for ease of delivery 
nationwide; howewr, thE?· aQiJ.Iyst training should be classroom-based since 
tlilfiVis;:&,6Pmpllcatt:ld::pi~ce ot.th~projeet~ · .. 

} -There is a·ne~cl:ifqra ·ii~ticinai··SAR,u~t;)f,s-group, and the;f~sion centercfirecfors . 
· .~hould be involved~ · 

)> Ther.li)· must be ongQi!:(gtechnip:al support for at least three to five years until 
the sYst\lf:l:JS become·ilt~bllized. 

)> There shottld>ge cofltinuous technical assistance support for privacy policies; 
however, then:i:il;)· .• lijp:,peed for a national legal officer for the project. 

)> It should be understood that the entire privacy policy development is a lengthy 
and time-consuming process. 

)> A greater awareness is needed from the local federal special agents in charge 
concerning the SAR process. 

)> The NSI needs to stay focused on behaviors and not individuals. 
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New York State Poflce 

SAR PROCESS REPORT' POS11MPLEMENTA110N PHASE 

Following the conclusion of the Information Sharing Environment-Suspicious flctivity 
Reporting Evaluation Environment (ISE-S.AR EE), a discussion was held with the New York 
statePollce:s {NYSP) state-designated fusion center, the N.ew York state Intelligence Center 
(NYSIC), to document the implementation efforts cond~~t$d during the ISE-S.AR EE The 
results of the discussion are detailed below . 

. EXEcuTIVE LEADERSHIP 

Prior to the ISE-S.AR EE, NYSP had no specifi'c standard q:Jen~ting procedure (SOP) or 
General/Special O'der relating to the SAR~J;JEQcess. However, locat!'lcl· in the NYSP Manual 
under "Miele 30 D: NYSP Law Enforcement 'Ri.~IQ, lnterviEiW Card,' thet.~ :is a section on the 
reporting of suspicious incidentl).··~r subjects. ''mt:i·,g~fitllr 'had also begw.fl::implementing a 
statewide program for the c<i)lledliion of SU!>Pi~lt;i.iJs activity with the creation of 
Ceunterterrorism Intelligence Units (~tJS) •Within each •<;irthe troops. No formal training on 
the Sl'R process had been conductet!:.rC;Jr the·Gcimmand staff; ,tJowever, command officials of 
NYSP had been briE:lf§d; :pr:r.the operat1\'f[ls of N¥$1G·IJS welt .q1s its efforts to obtain and 
analyze Sl'Rs. fn. ~dditlori ·tp<the brieHell9etr$hip receives daily reports from NYSIC on 
suspicious activity·and· has expressed Its si:lppQrt of the statewide initiative. . . 

During t~l.7·;!$.~$AR EE, Uie.·'NllSP·eqtiiitl~nd staff,, as well as the state-s Q'fice of Homeland 
Securjty,~(¢f!S}, Was,!.P.d§fed:qy:t;)Y§ICper§:§ltn_f:l~l oiiits.efforts in !he project. In addition, the 

· · cent~t··t~tllize·a the Mi:ljor Citi@s. ;CI>tfefs··P8so0iatlon ·Chief~E:XecJtive ooicer ·Briefirig~to train. 
more tl'iali-'(30 law enforcement offigials. A> part of the Sl'R process planning development, 
a captain ·was. assigned tcHI:ie projeq( ·With the primary responsibility to implement .a Sl'R 
process throC!I:)hO?\.It NYSP, "if'l¢Juding NYSIC. During the ISE-S.AR EE, NYSIG leadership 
decided that the> :ser;:tion o~, ~uspicious incidents or subjects in the· NYSP Manual was 
sufficient and no SCp:or ~r.ie.tal O'der would be developeq. 

SAR BUSINESS PROCESS .. 

Prior to the ISE-S.AR EE, NYSIC had a process in place for colle.cting and handling Sl'R 
information. The center continues to refine its processes and Increase the involvement of 
troopers in the field and other law enforcement agencies in the state. NYSIC also maintains 
a tip line that gives the public an opportunity to provide Information directly to the center. 
NYSIC includes representatives from the Federal Bureau of Investigation (FBI) and the 
U.S. Department of Homeland Security (DHS) who assist in the analysis and investigation of 
Sl'Rs. Prior to the ISE-S.AR EE, NYS\Cwas the central collection point for Sl'Rs in the state of 
New York. O'lce Sl'Rs are forwarded to NYSIC, they are reviewed immediately by an analyst 
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to determine whether there is a terrorism nexus and to ensure that an appropriate follow-up 
investigation is conducted. Additionally, the C!Us assigned in each troop work closely with 
NYSIC on a variety of intelligence issues, including SA.Rs. The C!Us in each troop work with 
NYSIC personnel to ensure that all SAR information is forwarded to the center. NYSIC also 
reviews ail field interview cards completed by NYSP troopers to ascertain whether any 
terrorism"related information is included in the reports. 

During the ISE-SAR EE, NYSIC adopted the behavior-specific codes located in the ISE-SAR 
Functional Standard and developed and implementecj; .a, privacy policy regarding the 
reporting of suspicious activity that meets the applic§bll;l' :requirements of the ISE Privacy 
G.Jideiines. In order to protect the information witl:iih,,t~~ JSE~ Shared Spaces, it was 
determined that access to the ISE~ Shared spg¢.es w8.~'icj be limited to command staff 
and personnel assigned to the Counter Terror.i§r:iJ::.O:mter witliinNfSIC. By policy, ail queries 
on the information within the ISE~ Shan3.((i:(Spaces Is for law~$~fgrcement purposes only 
and must have a criminal nexus. · ... . '. 

It was decided during the project.t~!ilt NYSIC~ol!lki:!1'.1Qt!it\0dify the curreiit·.t~porting process 
or the existing offense report, whjgfu•:W?r.~ in place 'b~t'0te the ISE~ EE, because both the 

-process and report adequately adiJf.~_q§·•tb&iPfO]ect areEi$r NYSIC is currently in the process 
of developing a new intelligence a~Eji;t;I'Jse ·R:J<;Ji:J§gement:~~tem that will house SAR data. 
SA.Rs that are currentl~t-:r$.p.erted to tliec'('1J(?nter cit~~·~at?red··lqtp,a tips and leads database, 
where they receivt?:·th~<iriitia:l:.t§yjew by ar.i:-jqt~!li\')~lice··i'li'!S.I~t. Mer the analyst reviews the 
SAR, a supervisor WiJ(.ceview at~d\has the f]i!i~l~·tfetermini:l:tioh to enter the SAR into the .ISE­

.. SJIR Shared Spaces.···Tf;'i$,p erron·:j'§ found in t~~Jnfqrmation during any period of the vetting 
process, it.ii?'·iimmE?.diatill~"".6i;lr.te~!edij;lhl! . .t,he ii9gn:;e C~gency notified. SARs are assigned to 

· .·.- the reiJ;lY~f;lt'law·<enf.lji~qemeii1L$~encyror.:.f~llgW~iii'al'id-disposition. All SARs are fotwardect 
to the•\JOi'nt Terrorism \'tMk. Foroei;.\W.6ich has t\ii~ first rfghfofrefusal to investigate the SAR. 

' '• ·., '· ... 

SAR TEOit'JlQ\L PROCESS· 

The NYSP and' ·NusiC are )<ii\'iJrently engaged in building a new intelligence and case 
management syst'efii·.;tq SUP.Ii'~'~!f all fusion center operations. For the ISE~ EE effort, they 
plan to use a critical 'it:ifro§$~~J:Jdure analysis system called Cl~ as the legacy system. The 
configuration used Is siriiil'af to the Virginia Fusion Center solution described earlier. 
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I 
'· 

OI·SAR 
~Lego.ey SA!~' 

TRAINING 

Participating Agency Assessments 

NYSJC conducts numerous terroii~lil 'E\War.eness trahiiin~. events throughout the state of New 
York; however, no specific training'•\!!li the rslf)Wting ofs(!il?,picious activity existed before the 
ISE-S.AREE 

During the ISE-SAR~I$, N'i'SP:p<;~rticipateq; i'r;l, sever.ar SAR\tFf.!!ning events, including the Chief 
Executive Cfficer Bri~fing, the '$Ag analyst/!lmvestigator c6Cifse, and the line officer training. 
The line officer train'ing: il? un~i;lr: developril$~t, and NYSIC worked with the International 
Associatiptw;;,ff~li~fs of Pqlf~,>~Jt;i:l:!tibgithE;l..pilofpbase of the training. The analyst/ investigator 

. . . · cours~ 'W~~c:Mi'ti!Jl:ic;i;~g-i t:l .• -ME!tch 200'9: 'lilli1~~:1 {kanalysts_pacticipated._ .·The Jusi on center. 
indic~f$a thai therei~ ~·f;]eed 'lbr .f9ffow:Uptraififng· oli'internaf .SAR processes .. To ·adaress 
this issu$;\NYSIC will modify .its alil:iual training to incorporate specific examples of activities 
that can be;ptecursors to terr.orism . 

. , 

I NSTlWTirn.ALI~T\~ cr THJ3':S4R PRCXElS 

· Prior to the 1813-S.AR ·e:; ·NJYSIOhad a very robust program to institutionalize the SAR process 
throughout the staie. · NYSIC~ existing SAR program is well-developed and provides a 
process outlining how to receive, review, and analyze suspicious activity information. FBI 
and DHS representatives are colocated within the center, giving it the ability to conduct 
additional follow-up investigation and analysis of SAR data. PJI troopers in the state have 
been trained in terrorism awareness and are aware of the process for feeding relevant 

. information to NYSIC. The development of a Reid Intelligence Cfficer (FlO) program has 
been a criticel component of the NYSIC SAR process. The FlO program is designed for local 
agencies so that they have a method of forwarding terrorism and other criminal information 
to NYSIC. The program is similar to the Terrorism Liaison Officer programs developed in 
other fusion centers. FIOs are trained in all aspects of intelligence, including privacy/ civil 

EGuardian-445 
Page118 

ACLUEG000835



Final Report: 186-SAR EE Participatl ng Agency AsseS6ments 

liberties concerns and requirements of the Nationwide SAR Initiative . .l\lso important to the 
institutionalization of the SAR process has been the aforementioned development of CIUs in 
each of NYSP's troops. These units give NYSIC access to trained individuals in each area of 
the state to help support statewide intelligence operations. NYSIC also produces alerts, 
warnings, and notifications that can be sent to law enforcement agencies statewide. In 
addition, NYSIC works closely with the statei:l GlS, which has the primary responsibility for 
distribution of information to the private sector. 

During the IS&SAA EE, NYSIC indicated that it is in the pror:;ess of developing quantitative 
and qualitative measures to engage the effectiveness .0f: ·the SliR process. Currently, it has 
more quantitative than qualitative data but will dev§l(?p .. tbese evaluation criteria further as 
the process matures. NYSIC reported that it has trE!itied approximately 1 ,600 ROs, which Is 
85 percent of the statei:l law enforcement a~el'lcles. OJrreiitly; .. its FlO program is focusing 
on law enforcement and corrections personn!3ii.. 

OJTREAQ-1 lDTHE PUBLIC 

· In comparison to other ISE-SliR gS§ites, NYSIC haij·.~:gifferent approach reg~rding outreach 
to the public. Before and during t~Ei-:[SE-1&\R EE, the'Q;IS has had the primary responsibility 
for public outreach concerning tertor.isrrH:~fated issues in the state of New York. a-IS 
maintains a public V\.l;lb site that Jncludes ·upGIE!tes cqnc:E)rning terrorism and other 
awareness informatigh·iU'I8.f eitjzens sb'()tlh;:l b~;!··?wareH;>f, and· report to law enforcement.41 

NYSIC supports t~~· ·.i!lperaticiH~ qf a-IS aM :pr.ovides 'ifif.Cillmation to it that can be made 
available to the public. ·. . : 

The_state ·~;~tilizesJhe ~li~o:~$i91is 6fi'J$i'r.Qrisri1J~\ID to. inform thEl public of behaviors and 
---·--·~~---c. suspJi;li01;ls.aotivlty tf.i!W'tlley ·slfoqla :repofl:':'ln'.:adCiition:;--NYSIC~has a program:-calleu-"!'Jee·-- ···· · ··~--

.Something, Say Someth'img: thti,agvises the public on what they should do if they seEl 
suspicious.i;jgtivity. The prq~~r;1m alsq::explains how to identify suspicious activity. · 

NYSP also has 'E!··program that·.posts signs on interstate highways and at highway rest stops 
providing informatipn•.;;~bout·~er.rorism and describing the types ofsuspicious behavior that 
citizens should look f0r, 'lhe·signs encourage citizens to call the state terrorism tip line if 
they s.ee something suspiglous. 

During the ISE-sAR EE, outreach to the public continued through the 01-IS, with NYSIC 
providing support to its efforts. 

"The NewYorl< a-!S\1\.eb site address is http://www.security.state.ny.us. 
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PAR1NERINGWITHOIHERAGENClESAND0:NNECTINGTOINFffiMATIO'JSHARING 

Prior to the ISE-8AR EE, NYSIC had developed strong .partnerships and engaged in various 
forms of information sharing. Members. of NYSIC have been leaders in the Northeast Region 
Fusion Center Group and have worked to develop information sharing protocols among 
agencies in the region. NYSIC personnel have actively partiCipated in the U.S. Department of 
Justice-s Global Justice Information Sharing Initiative-s (Gobal) fntelligence V\brking Group 
as well as Gobal-s Criminal lntelligenqe Coordinating Council. NYSIC is also developing a 
\fl.eb portal that will provide local law enforcement agencie9..i('lith an additional opportunity to 
share information with the center. Jldditionally, NYSIC sh!\lt.es· intelligence electronically with· 
the New York Police Department" the largest metrop0!ifal:l· agency in the state. NYSIC can 
access the Regional Information Sharing SWtlifm.s· .::~~l,lre Intranet (RISSNEI), Law 
Enforcement Olline, and the Homeland Secyr.it~{lnformati&fi,·.I'Jetwork and can send and 
receive secure e-mail via these secure nE?iW<?rks. NYSIC catn;llso access the Federal 
Protective Service Internet Portal and can •Jil.o§t"Jntelllgence inforniati'¢P. to the portal to share 

. with other fusion centers. 

During the ISE-8AR EE, NYSICactlvfiiS'f~ngaged wlfii<.Pi:ifttriers, including the 'BGreau of Justice 
Assistance, DHS, the FBI, and a-l$.!Jm4h$:·:di'Jvelopm~Plf9f.. its SAR program. In addition, the 
Governor-s Ofice was briefed on til&:(goals·;qf. ·the ISE~: .. EE To ensure communication 
with public health, NY$[Q.indicated tfi~t .two fir9,.\officers ·wi;'\t\').assigned to the center and 
distribute the intell.iQ~h~•jiit(?C!~J,pts to thE!;:ti?mer.!;l~ilCy:rnMical setvices and fire communities. 

' ' . ' . . 

PAR1NERINGTO D~CR ~HIC RISK:A§sESSMENTS 

Prior to .the• ;IS!2.~ EE,· .. ~f.rE? :@'1$3::~::?:~: iprimar.y,·:r,esponsibility for the development of risk 
asse§sfllehlsln 1lre.§tii!!e. · '~[CworktH~l\i!l~tY'With CHSto develop the assessments and 

· obtali:i:· •¢ritical infoririati'bn to .0\Jlp,Jyze and· •pLblish as part of the assessments. The 
colocatitlf.l,~:Jffederal laW,er.lf9rcem$ht agencies in th~? center allows NYSIC to obtain critical 
federal inf6t.Pi?Jtlon to incof.Ji>c!i.rate iri'f0.;(the state-s assessments. NYSIC works closely with 
the FBI and clf'l$.\tq develop P.f.i:¢rity information needs and is working with them to develop a 
template for uset·!gy·:fusion .§§rjters nationwide to assist in the development of their own 
priority information· ile,§@l?. · 

During the ISE-8AR EE, Q-Js maintained the responsibility of de~eioping geographic risk 
assessments. Due to this unique circumstance, there has been no additional emphasis 
placed on this effort. NYSIC continues to work closely with the FBI and DHS to develop 
priority information needs. 
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PROECTRECaliiMENDAllO\JSFRCM THE NEWYCRK SrATE PCl.ICE 

~ Due to the scope of the project, there should be a national program office to 
assist in the nationwide coordination. 

~ To maintain consistency throughout the nation, there should be a national 
training program; however, every agency is somewhat unique in its training 
needs. 

· ~ There Is a need for a national users group in order to maintain consistency and 
share lessons learned and issues within the initif;lti)Je:·:. 

~ Due to ongol ng changes with information tepf,\1'\~lqgy systems, there is a need 
for ongoing technical support to maintaiJ;(¢qf.ll1i3ctiYitY with the different law 
enforcement systems. '· 

~ Most of NYSIOs le~;jal issues were ii!t:lhe state level; therefG>te, there Is no need 
for a national legal office. Howev~r:, .. there should be st~lt!e. form of legal . 
assistance available. · · 

~ There is a need for a priyacy• .. checklist for ;i(!halysts to utilize durir'i{:l.lhe initial 
vetting of the 8AR. 

ADDITIONAL COVIMEI'll)fs. 

NYSJC personnel 1int;!i¢ated. thl;lt there ~ere· n~"policy, ieg~l, or technical issues that they 
could not overcome. ihEiY sugg$~,ted that t~·et(;'l should be improvements to the search tool 
for the ISE-Sflg.Shared SW§!Qe\?, · 
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Seattle~ Washington~ Pollee Department 

SAR. PROCESS REPORT'' POS11MPLEMENTA110N PHASE 

Following the conclusion of the Information Sharing Bwironment..Susplcious Jlctivity 
Reporting Evaluation Environment (186-8/lR EE), a discussion was held with the Seattle, 
Vlklshington, Police Department (Seattle PD) to document the implementation efforts 
conducted during the ISE-SAR EE. The results of the disc\:1?$i6n are detailed below. 

B<Ecun\£ LEADERSHIP 

Prior to the ISE-SAR EE, Seattle PD had no G:lHewalf Special O:p(;)r,regarding 81\Rs. However, 
Seattle PO had worked closely with the M~J6r·~dlties Chiefs ASiioC;llation (MCCA) to enhance 
its current SAR process. Command staff anl;l·~enior management 'haYti. been briefed on the 
Nationwide SAR Initiative (NSI) and support· ,fhEi department~ effoiis .. · Pdditionally, Chief 
Gil Kerlikowski had served as th~.President of rXil~\Wf,lich helped orgai;Ji(;e the SAReffort 

. among law enforcement agencie~. if\•\l~C?,·QOUntrys m~)'('ir cities. . . 

During the ISE-SAR EE, Seattle PO ~qf.k~d'clb:?ely. with th<F\I.I@shington state Fusion Ganter 
(WSFC) and the lcicai .Gffi¢'1:l<Pf the Feder~! Bureau· df::lr.~vestig~ti~n (FBI), which both strongly 
support the effort t¢.:·.¢n'flaM$:.the SAR pr-QQe~S·af:r:iot'iglith~··agehcies and the participation of 
Seattle PD in the iiiltfative. Th~·.~ommancl•·staff is fully aw~re of the SAR program and the 
ISE-SAR EEand in Mi:iy ~Q09 r!;iti;iived the M.CQ\-s Chief Executive aficer Briefing, in which 
31 commaPd''~t1j!f.f persoiicit'11·f~!!i[ti~appm~mate.ly'18 law enforcement agencies participated: 
During·t~f:dSE~l$,.the ·sli'ilimand stafi'.~egi.ded that existing policies were sufficient and 
genet\i\Jf1$nough to cdv$r1~1:]e refJ:brti(1g of st.ispid'ous activity, so a new Ganeral CXder was not 
necessaf.l(; .A deputy ch'iEiftr.om m~:·.Qriminal Intelligence. Bureau (CIB) was assigned to the 
SAR procsss ·d.evelopment .Pr9ject;' ·t~~. primary responsibility of the deputy chief was to 
implement a $.4R.process at''$$~ttle PD. 

'·I· , I 

SAR BUSINESS PRC:C$(;1. 

Prior to the ISE-SAR EE,. Seattle PD indicated that the department had a process for 
collecting and handling suspicious information, and it continues to refine this process and 
increase involvement from line officers and other law ehforcement agencies in the area. 
Seattle PD provides all of its collected suspicious activity information to WBFC. WBFC is 
colocated with the FBI~ .klint Terrorism Task Force to facilitate effective SAR information 
sharing with both federal and state agencies. 

Seattle PD utilizes information reports, field interview reports, and other reporting 
mechanisms in its SAR process. aficer reports are entered into the department~ records 
management system (RMS). From there; terrorism-related reports are forwarded to CIB, 
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where the reports are printed for review and vetting by CIB personnel. .All reports that are 
determined to be terrorism-related are then "hand-carried' to WBFC for further review. 

Prior to the ISE-SAR EE. Seattle PD"S SAR process was not formalized and the department 
did not assign behavior codes to BARs. Olce the reports are received by WBFC, they are 
reviewed and vetted by WBFC analysts along with FBI and U.S. Department of Homeland 
Security (DHS) personnel. 

During the ISE-SAR EE, the agency continued to use the same reporting mechanisms that 
were used prior to the ISE-SAR EE. However, Seattle PQ.<S~\;!Qpted the behavior-specific codes 
Illustrated in the ISE-SAR Functional Standard and.·.dEN~Iqped and implemented a privacy 
policy regarding the reporting of suspicious activit}(•that in~~ts the applicable. requirements 
of the ISE Privacy Q.lidelines. In order to prote¢tthe lnformati~n within the ISE-SAR Shared 

·Spaces, it was determined that access to .t~~· •!SE-SAR Shared':$paces would be limited to 
command staff and personnel assigned to: th~? fusion center. By·p·911.9y, all queries on the 
information within the ISE-SAR Shared Space$ Is for law.enforcement":Rurposes only and 
must have a criminal nexus. If $AR informatiotki'$ ·ig!;i!'itif.IE)d as having atV\'lrror, the. fusion 
center has an affirmative respons!P.i!i\Y,•to notify in VWifliirQ the source agency. 

During the JSE-SAR EE. a multilaye~.:ieview::t;;rocess was;:f;}stablished to identify ISE-SAR.s 
within 24 hours. ~:ti'lfi!t are subm'if!~d to 8eGJttte•.PD are.·.r$viewed by CIB and then sent 
to WBFC for revie.w .• ahicl analy!iis. Qice.,•the fi:Jskm center det~rmines that the information 
has a nexus to tet'rbrism, the ·J$i;:-SAR is eiit(;'Jfed into the :JSE-SAR Shared Spaces. During 
this review process, ·SAR!! are ,as.signed to ar.i· Investigator, and the disposition is tracked 
utilizing t!:t~<fi:!Si!i>D Core ·St;Jjyttgn~ .aiJ.plif;f;!tion: · . 

SART@NICl\\.. PR~$& 
Prior t~'th,$::\$E-SAR EE, tb$•:inltlai"·iJilformation concerning suspicious activity at Seattle PO 
was reported· by officers i~. -either the 'RMS, if a Seattle PD officer Wr-ites an information 
report, or in a ·fielq interview :r:~port, if the officer conducts a field interview; CIB can then 
retrieve the inforhii!1tion for. ·atlalysis. The information in the RMS is not maintained in a 
manner that allows tfie· inf.or.mation to be exported to the ISE-SAR Shared Spaces. Seattle 
PO tracks all BARs received by CIB in a spreadsheet. f>dditionally, the \l\l.:lshington Joint 
Analytical Center 0f'JA!A,C) enters all statewide SAR data received into an agency-developed 
database and also enters SAR.s into the FBii! cla.ssified eQJardian system. 

During the ISE-SAR EE, it was decided by Seattle PO and WBFC that the servers for the 185-
SAR. Shared Spaces would be housed at WBFC. Seattle PO and \f'vSFC requested the SAR 
Vetting Tool (SVT) to <JUgment existing legacy system data and act as a bridge between the 
legacy system and the Shared Spaces database. The SVT application and database were 
installed on the ISE-SAR Shared Spaces Seiver as an economical approach to share 
hardware and MS-SQL resources. The common architecture is described below. 
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TRAINING 

' Prior to the ISE-3AR EE; Seattle PD trained all''$f.ltl3 offi~~$•on suspici0\J$',~;~ctivity relating to" 
terrorism and terrorism awarenE)§~-, Olce the agS)Iilct§ :F1tivacy policy is ib;:f'llace, tenets of 
the policy will be included in office[\fh-~er:vice trainirl§,. 

During the ISE-3AR EE; Seattle PD pal\lilbljpatecl':lr.l"tbe Chie'fi!S<ecutive Officer Briefing and the 
analyst/ investigator cgi;irl?to1:. ·Ouring the•SAR analy$fk'irwestigi:Jt¢r course in the Seattle area 
in May 2009, 23 .persohnel· Wer.e trained) fr.qm 1~2 law.er;ifQrcement agencies. In addition, 
officers have been·!let1t bulletifii!:H;!xplainirig).~f,)--e SAR program and the need for Information 
to be sent to CIB. ThE1::~attle··RP .. plans to •\:ltilize the line officer training once it is made 
available.n\i.tioliWi<;le. 

' 
INSliikiil<;:NALIZAlla'J'ctilrlE SAR~PROCESS 

Prior to the. ·J~E-3AR EE; S$~ttle PtL1nstitutionalized a well-developed program to receive, 
review, and amalyze SAR datiitl ·:Representatives from the FBI and DHS are colocated with the 
state fusion cei'ltC;lr.,. giving seattle PO and VISFC the ability to conduct additional follow-up 
investigation and analysis. ~JI:.bfficers in the city of Seattle have been trained in terrorism 
awareness and are awat,!;)i.<)f'the process for feeding information to V\6FC. 

Prior to the ISE-3AR EE; Seattle PD did not have a Terrorism Liaison Officer (TLO) program, 
although they work closely with law enforcement agencies in the area to share information 
and intelligence. Seattle PD Is also working on the development of a private sector SAR 
process utilizing the FBI'S lnfraGard system. Seattle PD produces alerts, warnings, and 
notifications that are sent to the department'S officers and command staff, as well as area 
law enforcement agencies. The department also coordinates with V\6FC In the production of 
Intelligence and Information Bulletins to distribute statewide. It was noted that all 
intelligence functions of Seattle PD are the subject of an annual audit by the Office of the 
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Chief of Police. In addition, provisions are in place for regular outside audits of all 
intelligence and information systems within Seattle PD. 

During the 185-S/-IR EE, Seattle PO continued tf;Je previously mentioned institutionalization 
efforts throughout the department. Currently, the department is working to develop a TLO 
program within government agencies in the Seattle area. In addition, Seattle PD 
incorporated the SAR data into the development of alerts, warnings, and notifications. 

OJfREAa-J TO 11-IE PUBLIC 

Prior to and during the IS&SAR EE, Seattle PD developi;l~i·.several informational materials for 
the public. The city of Seattle~ Office of Emergenqy Mah{:Jg,ernent has the responsibility .of 
providing the public with information concernin~..i.E!tt.orism;4~·,1\nd Seattle PD supports those 
efforts. Seattle PD also supports the Nor,tf.JwE'jst W:irning, AJ'~rt. and Rr;Jsponse Network 
(NWV'IIARN), which is an e-rnail alert system ~eVeloped to inform'the·.public. NWW.ARN is a 
collaborative effort between government ani!l:!pr,ivate sector partners wit~ in different regions 
of the state. The goal of NW W.ARN is to. maximize· :teal-time sha"lng of situational 
Information without delay and pr.<;l'i'i~e. immediate,c;li~\i:i~otion of intelligence to those in the 
field who need to act on it. NW'~ wses readily·a\'f1ilable communication methods to 
rapidly disseminate actionable infcinr:riatiM·'~e.tween n\emlil\'lrs. f\dditionally, Seattle PD is 
planning on participatirlQ..it:l the Commuriit.ies of'ifrust Prograt(,·, 

PARTNERING Wl"ffiliQfHER A<?tNC!ES AND Callfl:ir;ctlNG itYI NFrnMATICN SHARING 

Prior to the 1Sf3.S.I\R EEi.iPersonn§i from Seattl$. PO were involved in the U.S. Department of 
Justice~ {!iJOO··~qbal ju!\ti'c~? !fiifetitiation Sharing Initiative~ (Global) Intelligence V\brking 
GrOUR·•iiifiq)ii§lobalf.S~Cl:imim:iiJiiltelligence·;CQt<}r<;linafing CounciL Jn additionto participating in 
\JISFQ, '$\?attle PD partiQipates ;ir.M;lther regional information and intelligence organizations. 
Seattle ·W~:.nas develope~:·,!iln out~eagh program .to the fire services and has utilized the 
DHSI ooJ FJ:Jsion Process tec~nical .AS~f~tance Program and Services to develop its outreach 
program. 

Prior to and during 1~~· IS!i;~ EE, Seattle PO accessed the Regional Information Sharing 
Systems Secure lntral'r~t c(RrSsNEl), law Enforcement Online, and the Homeland Security 
Information Network and can send and receive secure e-rnail via these secure networks. 
The department has actively engaged with NSI partners in the development of its SAR 
program and works closely with the state-8 Emergency Management Division and the city-s 
Office of Emergency Management to develop partnerships with other government agencies 
and the private sector. 

42 The link to the Seattle Emergency Management public Wab site Is http://www.seattle.gov/emergency 
/hazards/terrorism.htm. EGuardian-452 
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PARTNERING TO DEVE...<F Ga:lGRAPHIC RISK AssESSMENTS 

Prior to the ISE-Sl\R EE, Seattle PD was working with V\BFC and the colocated FBI office to 
develop Its information needs based on the results of risk assessments. IJVA.II:\C and the FBI 
jointly develop risk assessments according to local needs and are working on assessments 
for the Oympics and developing an Qympic Intelligence Coordination Center in Bellingham, 
\f\fclshington. 

During the 18&81-\R. EE, Seattle PD continued the prevj0usly mentioned efforts in the 
development of geographic risk assessments. 

PROECTREcaviMENDAllQ\IS FROVI lHE SEA TILE l?~j(!B~~ARlMENT 

J> There is a need for a national progran:wbffioo" not nec~llllarily a federal office" 
with joint operation by local, state .•.. ~J;iEj:ifederal agenci~!3\ 'The office needs to 
look at the all-Crimes approach 't<;i. :~ and recommefi~' that the deputy 
directors of a national program office ·s.~jstate an~'IQ.cal officials, · .. . . 

J> There is a need for a n~fl9n?l training prq~[;~tt\ . .fo maintain consis't'ency with 
the Initiative. . '•,, 

J> The analyst training. shouid'·fhg;lu.de:·.~q~D!=lfios ~0: :11il§lt everyone is doing the 
same type of ?"1ii11Y.Pi$. A checRii~t for an~l%ts.·Wouid1p~ .. ;yery helpful when they 
are reviewiog;aMyp0tefitial terrori$i:r.l-r(;Jii;lt~d .. ~; · 

' . ,· 

)> lllere is a M.~~. for a nati.~nal user··gr.('lup for the initiative; however, the group 
should have a W~JI~efir;le~,.fhlnctlon Wft.hiJ1 the NSI. 

J> Thete.:ls"~"fleed for·¢g!'ltfnued< .. lriiti1!1J..irn~i'ementation, research, development, 
:and technidai!.·~~~Tstafi~Ql;!s lt · relate~\f(j)technolo~JYthroughoutthe NSJ. 
~ . - ' 

)> iher-e is no nee~;·:fgr .~ 'n~tlQnal legal officer, but perhaps access to legal 
adVi®: The legal ri~$df:l are.aUI:le local level. 

J> There is·.:ail'leed for t~is.i~roject to be more than just terrorism-related SARs and 
should eXjJE)i:i!fJ. to aJ!..<::r.i'i:hes. . ' 
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'Wrglnia State Poflce 

SAR PROCESS REPORT' POS11MPLEMENTA110N PHASE 

Following the· conclusion of the Information Sharing Environment-suspicious l>ctivity 
Reporting Evaluation Environment (ISE-S.AR EE), a discussion was held with the Virginia 
State Policei'> (VSP) state-design!;lted Virginia Fusion Qenter (ViFC) to document the 
implementation efforts conducted during the ISE-sAR Ef;. ·!the results of the discussion are 
detailed below. 

EXEcuTIVE LEADERSHIP 

Prior to the ISE-sAR EE, VSP had no specifi~·~neral/ Special Qa~hE?Iating to 8.AR; however, 
during the ISE-S.AR EE, VSP developed lhfortuation ·Bulletin" 2009!''N0. 35 that explained 
suspicious activity reporting procedures. N6· .l3pecific Q\ilf):lr:nand staff training on the SAR 
process existed before the projec;t· 

During the ISE-sAR EE, the commc:'u'i·(i·.staff.'Was given d$t<:~ils on the projects, and the Fusion 
Center f>dvisory Board was briefed ·d!;i! .the '1$~ EE. lhe superintendent released the 
aforementioned informatii!Jf;l,,pulletin reciarding S\:l9P:icious aet!vity reporting procedures. In 
addition, VSP utili:(:e~htt:iel"Ma],t;>r.··,Pties chi$f?. A;i~Wiiiati0f'I~-G)lief Executive Officer Briefing to 
train command staf:f :personn'eli(t~roughout•··t~e;•state. i>s p~rt of the SAR process planning 
development, aVSP 'lie~tE?nant .:!;in(i first setgeart were assigned to the project; the primary 
responsi[?ility1.~Hhe lieutEih1'tlill:ancVfit~~ sergeanNs to implement a SAR process throughout 
VSP, iQcltji;iifi[j'WO: . . .: , .. 

·., 

SAR Bl'l$.1NESS PRo:::ESS 
' ' . 

Prior to the '1$.~ EE, ViFC>had ·a prdeess for the reporting of suspicious activity. we was 
designated as t~~.intake po(mt' tor the collection and receipt of all SARs within VSP. SARs 
are processed int'er,ha_lly wifhlti VSP by submitting43 ah intelligence report to the center; 
externally, the public ·C:W 10tqet law enforcement agencies can file a Suspicious Incident 
Report via the ViFC \1\eb ·site.44 fon intelligence report filed with \ifC receives an initial vetting· 
within 24 hours. V\llen a report is submitted, the watch center within ViFC documents what 
has occurred with the SAR and provides additional analytical value at the time of initial 
vetting. The report is then sent back to the original submitter as well as other agencies that 
may have a need for the information. Reid Intelligence Officers in th.e regions have the 
responsibility of updating the disposition of the intelligence reports. All SARs with a Northern 
Virginia nexus are sent to the Northern Virginia Urban Areas Security Initiative fusion center 

43 Intelligence reports are sent to VFCeither electronically or in hard copy. 
44 The Wlb site is located at http://VvWW.vsp.stat~J,va.usl FuslonCenter/lndex.shtm. 
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as well as the Joint Terrorism Task Force. VFC works closely with all local jurisdictions to 
share SAR information throughout Virginia and the National Capital Region Intelligence 
Canter located in Fairfax, Virginia, as well as jurisdictions in washington, DC, and the 
Maryland area. 

Because of its .robust SAR process prior to the ISE-SAR EE, \A3P had only minor 
enhancements to its. SAR process as it implemented this project. The center adopted and 
modified its current report to comply with the behavior-specific codes located in the ISE-SAR 
Functional Standard; however, not all codes are being util,l:<;eq in the current system because 
of records management system (RMS) limitations. In ;;ldi::iiti6n, the center modified its RMS 
to add check boxes to indicate the data is a ~: ,tJ;ii~:.function allows the RMS to be 
searched for SAR information. Lastly, VFC devel~~$d' a'·fi':!01tilayer review for vetting SARs. 
Information that comes into the watch center Js,~i:lalyzed withim':,~4 hours, and if it meets the 
criteria for an ISE-SAR, it is then sent to ·11' ·slifpervisor for revieW:· . Olce approved by the 
supervisor, the SAR is then entered into 'to~·,,JSE-SAR Shared Spa®, . .A.! I SARs that meet 
these requirements are also sent to the Federt:JI1lB.ureau .pf'~nvestigatiCm·,~li'\31), DHS, affected 
\ISP personnel, and affected locE)I·dl!Jrisdictions. ·· . · · · · · 
. . ' '. 

During the ISE-SAR EE, VFC de~§rP,pea: ;$ifi!I;J imple~e~t"\J a privacy policy regarding the 
reporting of suspicious activity thaf.:m.et'th$· ~pplicableH~quirements of the ISE Privacy 
GJidelines .. In order ·t9·,P-~Ptect the. irifgimatioli ·,Wit8in th~ ·1$~-B.AR Shared Spaces, It was 
determined that <;miM•tFained: ,f\il§lion celite~ ,p.~f.§$f.lrieii'Wc;11;lid be allowed access to the ISE­
SAR Shared Space$; ·\3Y policY,; z?ll querie~··PtoJ· the information within the ISE-SAR Shared 
Spaces is for law enf6r¢e.r:nent ;pyrposes orii¥·and must have a criminal nexus. During the 

' vetting prgQe$§', ·if an erret'.ir]':l'Jie:ilnfotm?tiori '!$"identified, the reporting agency is notified 
and t~et!lfttor is .cetr.§cted. 

{ 

SAR TE¢f.lNICAL PRCXES$· ., 
VFC relies ·up,~!;]. an aging m~i'raframe 'to process SARs received and/ or generated by \ISP, 
partner organizat:iqns, and/ or. ·Vfc analysts. The VFC information technology staff modified 
the system to ide.litlf,y·~ f.liJr,~ubmission to the ISE-SAR Shared Spao(,ls. Periodically, a file 
download routine o~· th§: 'Qiainframe would pull designated SARs for processing by an 
extraction,· transformatiof.i; and load process on the ISE-SAR Shared Spaces Server and 
update the ISE-SAR Shared Spaces database. The installation in Virginia is depicted below. 
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VSP 
Unlsys 
~,. 

sy,.tem. 

TRAINING 

~;="'~~#:> !N ~ 
NOIRC SAR Port~l 

VFC conducts numerous terror.j$rll 11wareness tr.;;ilt:li'Jii.9 events througho.tit the state of 
Virginia; however, no specific traii:iitJ(ij:,~t:J,.the reportili(g:·'Qf suspicious activity existed before 
the ISE-SAREE 

During the ISE-S.AR .~.WG;,J;Jarticipate~!•in sevt?ri;;ih:$.AR.trailiim_g events, including the Chief · 
Executive aficer i;lti.efilig, the~ anaiyslf.'invr;istlgatohi:(?l)tse, and the line officer training.45 
The analyst/ investi§atqr training: was cdlidLJtted in .April 2009 and had 49 analysts 
participate. The superiJ;Jtendef.lt~'·IT:lf.<;>rmatior.d~~lletin regarding the reporting of suspicious 
activitywas•di~tt.ib.uted t6·aJI;,~i'l;lploye$.$''within''V$.P, and once available, VSP pi<Jns to ,follow 

·cccii]:i::tne·rell§ase-6f'€me1blJIIetiliJ>Witn=tneot'ilin~ersieFfof::tl'le'llne::officertraininl'rto-::trairr::all· 

swori1·.'~er.!3onnel on the: S4R prb~9\?· VFC indicated that there is no formal review process 
for modify,l~g.or enhancirl~J.'lh~ exist[~l'J ... s,t\R training program based on emerging trends and 
patterns; hbwever, the cente.n§ consideting implementing this type of enhancement. 

INSllTimQ\JALIZATJQ1J.a= 11-1Ji;$AA. PRCCESS 

Prior to the ISE-SAR EE,. ·\,f.C.had taken steps to begin institutionalizing the SliR process 
agency-wide. VFC continues to build relationships with its fusion center partners. To further 
enhance the process of gathering suspicious activity, a Fusion Liaison Cfficer (FLO) program 
has been developed within VSP. The first phase of this program is to concentrate on training 
one officer In each of the state-s seven regions to serve as the FLO. Olce this phase is 
complete, the center will expand the program and train other fusion partners, such as first 
responders, health agencies, and government agencies. 

" The line officer training Is under development, and VFC worked with the IACP during the pilot phase of the 
training. • EGuardian-456 
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\!FC created information requirements based . on priority information needs for emerging 
trends and behaviors, and the center will modify the SAR process based on these needs. 
The SAR process is incorporated into the current alerts; warnings, and notification process, 
and information is distributed via e-mail or through the Homeland Security Information 
Network (HSIN) to VSP and other fusion center partners. Also, \!FC works with the FBI to 
satisfy the center-s information needs requirements and is developing collection plans that 
address these needs. · · 

During the ISE-SAR EE, \!FC continued with the implem~?rtt<;Jtion of its FLO program. VFC · 
indicated that it is in the process of developing quantit@.tive and qualitative measures to 
gauge the effectiveness of the SAR. process, as w~W :$.$'·.1flP audit process. The center has 

· decided to Utilize theoeliavior;epecific coaes-deso~i&Eld-ih•ithtil:-ISE=SAR Functional Standard 
as the basis for collection of information. · '\ · · •· · 

OirRE'Aa-J TOlHE PUBLIC 

Prior to the ISE-SAR EE, VSP and VFC had iM$tit\Jte~' .t)(;imerous oufl'"il~bh initiatives that 
include the need for the public V;?,•$\ll?rnlt suspicii0Ui!i':~f,itivlty to the center. 'Personnel from 
the agency continuously attend atrqliip~El$@Dt at publib.~f9r.!JmS regarding how the public can 
report suspicious activity. \!FC deV~!ppecl· tmE;J. Seven· .,$i:Qf.1~ of Terrorism video, which is 
available to view on tb(3. VSP Wab 'S.i\e,46 lfi>i~ggltion til•tM\l video, VFC has a toll-free 
Terrorism Hotline, !;llf~il)::i51e• :$t (877) 4VA-11P$.;. ·t~at ·¢iti;r;ens <i-an call to report suspicious 
activity. · · · · · .... 

. Duril')g the 11:;!;-SAR EE, 'WG L!tili?$~·,9nd disi'ri~~ted the Safeguarding America" It All Starts 
Wth Yol!F'W~*:J,?sslst the:.~l,il;ilic ili·itl$.1'1tlWJng•'!be types of suspicious activity. ln·addition, 
wc-:\'\~i:\iii'luedto pr.(!iii!ote its~):J site, writ~~~: citizens may review information concerriirig 
terrorlsfl'i>9S well as repq~ll!Uspidi9!il!l activity to the fusion center. 

·~ . ' 

PAR1NERI~G'~IJH Oil-lERA~CIES AND D:NNECflNGTO INFCRMATIQ\ISHARING 

Prior to the IS~,.~ \!FC:W~rked closely with the U.S. Department of Homeland Security 
(DHS), the FBI, and''iq¢(3.1 )!,mi$~l6tions to share information throughout the state. The center 
has developed partnersln'itl$.'·•with public safety personnel and has hosted five analysts from 
the public safety/ emergency management sector In the center, as well as a U.S. Postal 
Inspector. \!FC has a strong relationship with the U.S. Department of Defense and has 
established more than 200 military points of contact. /ldditionally, two US . .Aimy National 
GJard representatives are assigned to the center. WP is also a member of a number of 
professional working groups throughout Virginia and the Southeast, including the Virginia 
Information Sharing \1\Qrking Group (VISVvG), which includes Information sharing partners 
from agriculture, health, power, and electric. ViSW3 conducts periodic meetings, where it 

46 The Sevens Signs of Terrorism is available at http://www.vsp.state.va.us/ FusionCenter/7-Signs.shtm. · 
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shares information that is 'for official use only.' In addition to \llSV\G, \iSP is also a member 
of Southern Shield, an information sharing group that has members throughout the _ 
southeastern United States. 

\IFC can access the Regional Information Sharing Systems Secure Intranet (RISSNEl), Law . 
Enforcement Olline, HSIN, and the Homeland Security State and Local Intelligence 
Community of Interest and has the ability to send and receive secure e-mail through all of 
these sites. \iSP maintains the \llrginla O"iminal Information Network and has access to the 
\llrginia Law Enfercement Information Exchange and the FSiiS Law Enforcement National 
Data Exchange. .Although the current \iSP information (e~_hF1ology systems are not National 
Information Exchange Model (NIBVJ)-compatible, the ~%terns being developed will be able to 
share data with fusion partners in the NIBVJ format, 

Because of its robust partnerships prior to tME.?.iiSE-SAR EE, durihg:tl;)e project, the center had 
only a few additional SAR-related efforts Witl\i:fusion center partner~. The center conducted 
SAR presentations with local agencies and hE\s :provided ._§l,AR training-;li:Jaterials to its public 
safety ana private partners. Letters were als(;:r s!91it \t6 all chiefs and: sheriffs In the 
commonwealth of Virginia expresslr:lg;the lmportam3$;t}f-:!3.nd providing information on privacy 
issues and concerns. In addition, 'VSJ!''flrep;:lres an atil'lt:g~l -report to the C?Dvernor-s Office, 
and the next report will include infort!;J~tion ai:)(fliJitthe SAR~~t99ess. 

PARlNERINGlD D~ti'i''~HIC RI_$KA~gSSM~ 

\IFC has worked with 'l1JHS, the ·red era! EmE1t.gt;lncy Management J~Qency, and the FBI in the 
development of geographic risk·.a§§e\>sments~ \,fC also worked with numerous local, state, 
and othet. Wt?deraJ; agenci.es, ?S weli. a~ l:l\ate· ahd urban fusion centers, to develop risk 
asse~sments. h1 e~iimp.Je is.tH·e.recentwo~Rwith the 1/\ashington, DC, Metropolitan Police 
Depaf!tfW:mt to develbf)>: !r.jsk a~§$§sments 'fbr the 2008 election year and the 2009 
Presidenti¥:11: Inauguration. buring· -t~at. time, \IFC identified intelligence gaps and provided 
this information to DHS anp. t.he FBI' .as well as to its fusion partners. In addition, VFC 
releases an AAMal Threat .l}$s\3SSment to convey potential terrorism threats affecting the 
commonwealth of'W~inia. · 

.Although \iSP and \IFC :f.i;;We a process for developing geographic risk assessments with 
numerous local, state, and federal agencies prior to the ISE-SAR EE, during the ISE--8/IR EE 
there has been no additional emphasis placed on this effort. 

PROECr REcavlMENDAlla'I!S FR0\!111-lE VlRGJ NIA STATE Pa.JCE 

~ There is a need to coordinate with federal partners for consistency nationwide; 
however, the initiative focuses on state and local agency issues, so there is no 
need for a national program office. 
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)' There is a need for a train-the-trainer program for the states to help integrate 
the SAR process into local agenci.es. 

)' Bements of the Chief Executive Cfficer Briefing and the line officer training 
should be combined to ensure that a consistent message is being delivered to 
both audiences. 

)' There is a need for a S.ARnational users group similar to the DHS Cfflce of 
Intelligence and .Analysis/ Homeland Security state and Local Intelligence 
Community of Interest because of changing .ID.enaviors, indicators, and 
techniques. · 

)' There Is a need for ongoing technical .~$9istll:tJGe because agencies are 
constantly changing and updating ~ystems: ··. 

)' Legal issues are more associated ?ti'\ffij~ditate and loC'£i(i!gyels, so there does 
not need to be a national legal off]¢"$f:'however, there need~l.t.Q be "one voice' 
fromthe federal government regardiJii({Jilegal matte.rs. ·. . .. . ' 

)' JIJI training should be prq>,<i~ed within a dlii$'WEisibperiod, followed1.J:),Y a project 
meeting with all of the i~~ivi(:l'~?ls trained. lihr? close proximity of the training 
would allow for the SAApro~?.~se&~t9,be implemij~\.!Jd in a more timely manner 
and will assist with providing ·Et,•e.c;msist&~ti•.method·t~t\'1\!ghout the agency. 

. . . 

' 
•. 

'•, 
... , 

\ 

' ' \ ' 
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Washington" oq, Metropofltan 
Poflce Department 

SAR PROCESS REPORT'' POSTIMPLEMENTA110N PHASE 

Following the conclusion of the Information Sharing Environment-Suspicious Pctivity 
Reporting Evaluation Environment (IS6StiR EE), a discus&l<:Jn.was held with the V\fclshington, 
DC, Metropolitan Police Department-s (MPD) V\fclshiqg('QI'I'' Regional Threat and Analysis 
Center (VIRTAC) to document the implementation Eilff9r£s.~;;pnducted during the ISE-S/IR EE. 
The results of the discussion are detailed below. · · 

ExEC\.mVE LEADERSHIP 

Prior to the ISSSJIR EE, MPD had no GeneE~If..!3pecial O"der relating to suspicious activity 
reporting; however, Chief of Police Cathy l,t;!i':lif:lr !:l)qjtessed her fuil· .. support of the 
development .and implementatiOBi·9f..l1. Sf\R prOOOI?s. ~{~neral O"der was· in the planning 
stages. and, once complete, Chie~· i\:.ell;iier planned.,{~, ·t?,rief her agency and surrounding 
agencies on MPIY6 involvement in thii)·.tiS~,t=!=. 

During the ISE-S/IR.~ .. t~€l department .r$c;:elve.d'1he:if:liti1'1 Major Otles Chiefs Association-s 
Chief Executive Qffif;er Briefirig (CEOO): h;ii\!1· ..In Deoeffjber 2008, which included 51 
participants from zg, ·law enfor~ment agei;i(jj~s. Chief Lanier released the General O'der, 
GO-HSC802.Q6,. titled'''$\:Jspicipu~:Pctivlty F{ep~rting Program,' on January 16, 2009. The 
order wa!H?r.Gmeti.9f'1ted ageLi¢Y,:-liJid'e, ·an~.:p@rsoiilr>Jf:ll were required to review and sign off on 
the p(ilicy, Chief lanier.priefed'MPD commaf:I\;:J.:staff and members of the VVhite House staff 
on MP~-pevelopmerit. ot'a SAR1pt.filcess and' its involvement' in the ISE-S/IR EE. fos part of 
the agen~.· Sf\R proces$· :c;;(eveloi!itnent, the Assistant Chief of Homeland Security was 
assigned the.·.0~1(3rall responsi!).ility of iiliplementing a Sf\Rprocess within MPD. 

SAR BUSINESS PRCX;Ess 

Prior to the lSE-S/IR E$,. ·~TAG staff indicated that they had been working with the Los 
.Angeles, California, Pollee Department (LAPD) to develop a Sf\R process within \1\RTAC and 
MPD. To simplify the suspicious .activity reporting process, MPD created a V\fclb-based 
Terrorist Incident Prevention Program (llPP) form that gave the public a method of reporting 
suspicious activity. The TIPP form can also be accessed by line officers, Fusion Liaison 
Officers (FLC:S), and investigators. SllRs can also be initiated whenever crime or Incident 
reports in the field are tagged as involving suspicious activity; this cataloging occurs when a 
box on the report labeled "Suspicious Pctivlty' is checked. fos TIPPforms and crime/incident 
reports are reported to MPD and identified as suspicious, they are immediately forwarded to 
the Intelligence Fusion Division (IFD) for review and analysis by a trained analyst. This 
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process allows for a centralized location for the collection and receipt of Sf\Rs within the 
agency. Olce information is submitted into the llPP system, -an e-mail is generated back to 
the original submitter acknowledging its receipt. 

It was indicated that once Sf\Rs are reported, they are maintained In MPD-s records 
management system. SA.R data is also· entered into a central repository'? and reviewed by a 
trained SA.R analyst at V\RTAC within 24 hours of receipt. Olce a SA.R is contained In the 
central repository and deemed terrorism-related, an analyst assigns a code to the SA.R prior 
to its entry into the ISE-'SA.R Shared Spaces. If a SA.R £leeds ·further analysis, it is then 
forwarded to the Investigations Division, To determine tfu~;dfsposition of SA.Rs, IFD provides 
MPD with a tracking sheet for the llPP databasE?.. ito: :tr?tck the disposition. There is no 
retention time for Sf\Rs, but if a piece of inforrtrGifiorl':r;i~E1.~ to the level .of reasonable 
suspicion, it is then moved to an intelligence <;tat~l;>ase. 

MPD was also in the process of automati~g,Jt$ PD-76 form to provit!~cr.ton-MPD officers with 
an additional means to report suspicious acfi)JJtyto the.,g~partment. .~tomating the form 
will provide other law enforcemElf.lt agencies Wit~, .~;~: silljple and efficiet,i! ,mechanism for 
reporting suspicious activity to ~TA¢;. · · 

During the IS&SAR EE, MPD adopte~:·:tne'beh$viQr"Speclflc:qodes identified in the ISE-'SA.R 
Functional standard emd• ·dE)yeloped 'a: :h:Jultilay~w it;!v[ew pr.~?iiess for reviewing SA.Rs and 
moving them to the ..J$E~ .sqared Sl:Y!i!\::(;JS, · · 'Atlen :~ arii submitted to V\RTAC, they 
receive an initial review from lhe·:'SA.R ~~;' .y.Jho is e,(p·eri~nced and trained in identifying 
terrorism indicators.· ·ii!fJ..TftC cor)tr,ols SA.R dal$,·1;>ut is not an investigative unit, and the" S.AR 
Grer' has.tli1e•re~monsib'ilify,•.pii•Qfi)tet11fil'r.JiQ~ thed:li.§position and follow-up of the Sf\Rs coming 
into th§<~riter: The.'MPD i'ia~ .. :fi(l all-ctim!il$'aP.Pi'bach to Sf\Rs coming into the center. Sf\Rs . 
are r'e)ii$wed to determilw the·:~ppropriate cr.ime category, and then information is sent to 
the appt~prlate entity fo( .follow-\:lp; .If at any time an error is detected during the review 
process, the.:sa\Jrce agency:,?ri,ndividu?l:;is contacted and the information is corrected. 

' 
During the ISE~ .!=E, MPI;\HMfcated that it had developed a privacy and civil liberties 
policy regarding the S4R pr.di!J$~s; however, the policy is in the MPD legal office and has not 
been made available .for ,r,eview to determine whether the policy meets the applicable 
requirements of the ISE Privacy Guidelines. Olce the privacy policy meets the applicable 
requirements, SARs will be entered into the ISE-'SA.R Shared Spaces for sharing with other 
urban area, regional, and statewide fusion Centers and the Joint Terrorism Task Force (JTIF). 
V\RTAC command staff determined that there will be limited access to the ISE-'SA.R Shared 
Spaces to ensure accountability, and by policy, ail querying of S.AR information must have a 
criminal nexus and be for legitimate law enforcement purposes. 

47,lhe MPD central repository is also referred to as the "swimming pool.' 
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SAR TE<liNICI\L PROCESS 

MPD had embarked upon development of an fiJert Management System (JIMS) to provide 
overall records management capabilities at \1\RTAC. In 2008, with the pending Presidential 
Inauguration, a decision was·made to create a separate module on the JIMS to support the 
collection and vetting of SARs. Similar to the Rorida Department oflaw Enforcement, the 
JIMS pushed candidate SARs to a staging area on the ISE-3A.R Shared Spaces Server, where 
they can be processed via extracting, transforming, and loading rowtines and stored in the 
ISSSAR Shared Spaces repository. The deployment at MRO differs from the other sites in 
colocating the \1'\eb and database servers on the sarne ·machine. This Is depicted in the 
following illustration . 

. , 

AMS 
a,k.a 

"Swlmmlng Pool' 
(Legacy BAR). 

TRAINING 

Prior to the ISE-SAi'{$, MRQ):i.nd \1\RTAC were participating in a number of training efforts 
throughout the agency,. 'WiPb was working on lesson plans for the implementation of the 
11PP system within the department and would modify the training curriculum based on the 
analysis of SAR data, if needed. It was indicated that once the SAR process is fully 
implemented within the agency, MPD will enhance its training based on emerging trends, 
lessons learned, and identified gaps. 

During the ISE-3A.R EE, MPD participated in the CEOO, 48 the SAR analyst! investigator 
course, and the line officer training. The SJIR analyst/ investigator course was delivered iri 

., The CEOB was previously discussed In the Executive Leadership section. 
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December 2008, and 15 individuals received the training from six agencies in the 
Washington, DC, area. The line officer training was conducted during roll call in December 
2008. An estimated 3,840 officers received training on the SI\R process and .the behaviors 
associated with terrorist activity. 

INS111UT!Cl\JALIZA llCXII CFTHE SAR PRecEsS 

Prior to the ISE-SAR EE, MPD was in the beginning stage of develop.ing a formalized SI\R 
process and institutionalization efforts were starting to em!i)rge. During the.ISE-SAR EE, IFD 
developed a plan to conduct annual audits to ensure .t~e · )/alidity of the SI\R process to 
determine whether improvements will need to be mqd~: .p:urther, MPD worked with the U.S. 
Department of Homeland security (DHS) to establi$f.l· ·a, ;p:~o program with public safety, 
public health, and private sector entities withlrr·itq )wrfsdicti'of,l:.· ·:]he goal of the FLO program 
will be to ensure that multiple disciplines ga.~'icipate in the 'sAg.iprocess and can serve as 
the conduit through which homeland sei;:~;~tfty-related informatit!in: ·.can flow from outside 
agencies to the fusion center for assessmeiit·~hd analysi§, 

During the ISE-SAR EE, V\RTAC p>l~~ll\?d to evaluate·:M(J:·potentially modif.y·:its SI\R process 
. based on priority information neel;i$·. 'l~.had recentl~f:[Qentified the information needs of 

different departments within the ag~npy·af.i~;·establishei;H>ollection requirements based on 
these needs. An IFD mElmber was as§iigned 'tOHlor.litor collection requirements. for each of 
the department-s distti9t'~ .• •lm also utli.i~.d "T!:ii'Jiptlr~twre Boards' in the district offices to 
display emerging tr~lil.ds and biii~f!viors fortflei.Jine bfficers;Within those district offices . 

. OJ'rREAa-J TO 11-lE PUEibiQ · 

MPD !'IJ'ld; ·mi'A@. :unqerstan(;l: the inipofff!Ape pf educating the community on the SI\R 
process. ·to ensure trar:iSJD!'!relicy .and to obtai)j the community-s support and input. Chief 
Lanier plemned to make .,;~.forma:i'z$1i'lnouncement regarding MPD-s Involvement in the SI\R 
process, ar.i~hJFD will work :w!th the· ag$mcy-s public information office to develop additional 
outreach effdrtf · · 

During the ISE..SAJit· 1¢, .Mfilt> conducted robust outreach efforts to ensure that the 
community was aware .. 0f. {l:ie SI\R process. MPD has worked with several hotels to help 
them understand how to feport suspicious activity. It has utilized billboards on buses to 
explain how to.report suspicious activity and continues to send out SI\R tip information to 
critical infrastructure and key resources facilities so they understand how to recognize and 
report suspicious activity. In addition, MPD conducted a Homeland Security Emergency 
Management seminar, which was a public arid private sector event that attracted 
approximately 100 people. During the seminar, representatives discussed how to recognize 
and report suspicious activity. Currently, MPD is taking steps to develop an !WATCH program 
similar to·the Los Angeles, California, Police Department and are In the process of securing a 
domain name for this program. 

EGuardian-463 

Page 136 

ACLUEG000853



Rna! Report: .IS&SCIR EE 

PAR1NERINGWJTHOn1ERAGENCIESANDO'.:NNECTINGTOINFrnMA11CX'JSHARJNG 

Prior to the ISE-SAR EE, it was noted that \.1\RTAC had a strong relationship with DHS and the 
JTW; a DHS representative and five JTfF representatives were located in IFD. IFD staff 
members were in the process of obtaining Law Enforcement Olline (LEO) and Homeland 
Security Information Network-lntel (HSIN) accounts. \.1\RTAC could also access the state of 
Virginia-'S criminal justice network and had the ability to share information with Virginia and 
the surrounding region. IFD had a secure site from which it could send and receive 
information and had two Homeland Secure Data Network terminals to send secure e-mails. 
MPD was also working with the .IJIS Institute to develop the·.li\ecessary technology to become 
NIEM-compliant. In continuing efforts to collaborate· :;:thd· share SPR data with nationwide 
partners such as fusion centers, homeland securitY, .0ffl¢i~ll?, and the JTIF, MPD plans to 
utilize the ISE-SAR Shared Spaces. 

During the ISSSAR EE, MPD continuedt.'its' ·previous partnersiiip ~fforts and worked to 
establish additional partnerships. V\RTAC rep·erted that ~6 agency .. he~;tds in the National 
Capitol Region as well as the city administn:itoc were ~~riefed on MP[}.s. :~ process and 
involvement in the ISSSAR EE. w.RTAC has fire atidiif.teE)Ith officials located•·inside the center 
and indicated that they are respon~ipi'EHor.conductin@l.their own outreach to their respective 
sectors. Since the inception of theJ$}:0-S;li.R:m:z, V\RTAd:has established accounts with the 
secure law enforcement.r:Jetworks LEOi;!i'ld HSIN: · .· .. 

PARTNERINGTO D~Q:> ~PHIC Ri$KA$SEssM~ 

During the final sit~· .~S$essmer.\t,. it was :i'h\\licated that MPD is currently finalizing a. 
· departm!:'lnt threat. assessment'.. l'hi·s ·l!:;isessm~nt will focus on the 18 sectors that are 

handletl> 'by '\1\ffi'AQ '(trl;lnspc:llti;!tion, crii'nlRiil, .. ril:lclear, etc.). For major events in the DC 
MetrcJ;atE!a, \1\RfACwer,Rs.with ·!!J,§pecial event~ working group made up of local, state, and 
federal agi;imc!es to dev~l~p·.l;lsseS's);]i!'l(lts. The department works with DHS and the Federal 
Bureau of :if]vestigation t6:t;l~velop··irifbrmation needs based on the results of ·the risk 
assessments it:.~egeives or p!;!itl.cipates in. 

' 
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PROECT REcaviMENDAlla-JS FRQ\1111-IE ME!Ra:>O..ITAN Pa..ICE DEPAR1MENT 

>- There is a coordination element to this effort that needs to exist; however, 
VI.RTAC is unsure whether a national program office is needed. 

>- There is a need for consistent training nationwide that focuses on the 
behaviors and indicators which;terrorists exhibit. 

>- There is a need for a national users group that is made up of fusion center 
representatives at the state and local levels. · 

>- There is a need for ongoing technical support for.,tt:li~'project. 

>- ft.lthough privacy and civil liberties prcitepi;i$Jils; ·.i;Jr.e important parts of this 
project, VI.RTAC is unsure whether a ~I'?P<'i~ate ·n~fi\i)nal legal office for this 
project is needed. · · ·. ·, 

' 
\ \ 

( \ 

'· ' 
'•·., 
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Appendix OKle: Project Partlcf,pants 
' 

PRaiECT SPON.SORS AND PARTNERS: 

)> U.S. Department of Justice (DQJ), Bureau of Justice Assistance (BJII.), 
http:/ /WvVW.ojp.usdoj.gov/ BJA. 

)> Federal Bureau of Investigation {FBI), http://WvVW.fl:)i.gov 

)> U.S. Department of Homeland Security (DHS), htt.p:f;/.V..WW.dhs.gov 

)> Program Manager, Information Sharing Envir.~flrtfl;!bt (PM-ISE), 
http://WvVW.ise.gov · · ·· 

)> Major aties Chiefs Association (M~, (mttp~/ /WvVW.majorcltieschiefs.org 

)> DOJs Global Justice Information Sf,j§it[Mg Initiative (Global)·, Griminal 
Intelligence Coordinating Council (Cl~).~, .http:/ I W1','11V.itojp.gciW~Iqbal . . . 

Appendices 

)> U.S. Department of Defens.e (DoD), 
http://WvVW.defenselink.rtiiltt>oJicy/ sectiorisfpolicy_offices 
I hdlindex.html 

)> International Association of 8t:ii~?.fs ofP§llice (IAcP);,'i~ttp://WvVW.theiacp.org 
. )> Major County $.H!iitiff~t'"Association (M~; :http:/ /www:mcsheriffs.com 

PROJECT PARTICIFi~TS: 

)> flri?I'JP?·C9unter Tt;.Hqri~itdiifor.matio~··®oter (flc11C)/ .Arizona Department of 
.. ,Pi:Jp'liG:Safety, · · 

:>r· !aoston Regioriali!lntelllgerroe Centerl'B0ston Police Department 

)> ··EJhf~go Police DeP.?rtment 

)> Rorid,~!Fi:l,lslon Centert'Filorida GE!partment of Law Enforcement 

)> Houston·:R~!iJ.ional lntiiilli$ence Service Center/ Houston Police Department 

)> Los Angeles·•Ptilice,~P.artment 

)> Miami-Dade Poiit~~A!:lepartment 

)> New York state Intelligence Center (NYSIC)/ New York state Police 

)> Seattle Police Department/Washington state Fusion Center 

)> SOuthern Nevada Counter-terrorism Center/ Las Vegas Metropolitan Police 
Department . 

)> Virginia Fusion Center/Virginia state Pc;>lice 

)> Washington Regional Threat and Analysis Center/Washington, DC, 
Metropolitan Police Department 
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Appendix rwo: Project if1meflne 

ISE-SAR EVALUAllON ENVIRONMENT 

11MaJNE 

Illustrated below is a comprehensive timeline highlighting documents developed, meetings, 
site visits, training, technology, and other .significant milestones throughout the ISE-SAR 
Evaluation Environment (ISE-SJ.IR EE). Not ·captured beleW' are the ad hoc planning efforts 
and countless conference calls that went into th$· ,qev(lli;Jpment of a standardized SAR 
process and the ISE-SAR EE. A special thank-yoL! is:t(iildende~l'·t9 all the partners at the state, 
local, and federal levels that helped make thi~.;project a succ\l~s in such a short period of 
time .. 

. . . ISE'8AR EE Publications 
.....;:.::.,::..,;:;:__....::.;.~..::.::.~.-"-' ~-. -"··~· "'""·'".:..' .. ___ .:: .... .. . ' . -~·~ -....,......;.,.e·_· ~-·" _. __ .. _ .. -· ._ .• ...:.' -1 

Documents 

SAA for Local and State E.ntities IEPD vt;o· 

ISE..SAA Functional'.$1\indard, Versi<;m 1.0 
'· ,. 

ISE-8AA Funt;;\iq.nal st~nd~[d.app;.g~~l~;~ation Env.h·9[lment: Initial 
Privacy ;:~titil\QJ.yihl';)\ilerlies -An~l.~is,Ver.sign· ·1: . 

FindiAg& .. and Recommera9ations'qi'lbe Suspiciol:ls A0tivlty Report 
(SAR) Swppprt and lmplehleiitatiori·:l'l,r9i\3Gt (SAR Report) · 

SAR Process 1m]:JI.f!mentation 'Qiil~ckllst · · 

Nationwide SAR Initiative (NSI) CONeYS 

ISE-8AR EE Implementation G..tide, Version 1.0 

. 

ISE-8AR Functional Standard, Version 1 .5 

NSI Activity Summary 

Date 

January22, 2008 

January25, 2008 

September 2008 

O;;tober 24, 2008 

November 2008 

December 2008 

December 23, 2008 

January9, 2009 

May21, 2009 

Monthly 
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. 

·· . Law' Enforcem¢ntASSOOiatlons SAR Resolutions .• ·"' .. 
. :.:,: ... :·,,.· . .,, :··~ .· .-·~··· ·. 

Asso.clatlons Clate 

Major Cities Chiefs Association (MCGA1 SAR Resolution June 10, 2008 

Major County Sheriffs+Association SAR Resolution June 29, 2008 

International Association of Chiefs of Police SAR Resolution• November 11, 2008 
---- ... 

National Sherlffs+Association SAR Resolution January 31 , 2009 
- .. - " ..... 

' ... , 

.. . .--

;•• .. '{ •;• I .·,-, • '' " .. .. ISE-SAI='U:E Related Meetings .. · . .... .. .. -,·:.· 
.. > 

' ' ' . . ' . - ·-- ---------· 
Event Clate 

... . ... 
PM-ISE hosted a state,.ai:ld'~OGa! LE S.AR'Me('lting" 

February 11, 2008 
1/\ashington, DC ., 

. . .. . .. . 

SAR Executive steerlnt:J"Cqrnmitt~E1-Mel'lling" Baltft:nore, MD May6, 2008 
.. ·-- . . . .. . . . 

- SAR f,!il~t:Expansion Pr¢ject Meetin~" 1/\ashingtpn, be June2, 2008 
., 

SAR Pil;l·.;~G~nsion Projecf fe9hnolbgy;<itnd Mapping Meeting" 
June 2-3, 2008 1/\ashington, :()_¢. · 

·-- .. 
MCG'l-lntelligence ·€P.mmandE?.F$:iMeeting" Las Vegas, NV July 8-B, 2008 

. 
. 

SAR Vibrking Group Meeting" 1/\ashington, DC July30, 2008 

Dialogue on Privacy and Civil Liberties" 1/\ashington, DC September3, 2008 

Criminal Intelligence Coordinating Council (CiCC) Meeting: 
CICC unanimously approves the Rndings and Recommendations of 

September9, 2008 
the Suspicious Activity Report (SAR) Support and Implementation 
Project (SAR Report)" Bethesda, MD 
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SAA 11\brking Group Meeting" IJIJ.lshington, DG September 11, 2008 
. 

SAA Pilot Project Meeting" St. Louis, MO September 16-4 7, 2008 

SAAV\brking Group Meeting" IJIJ.lshington, DC O:;tober 21, 2008 

DOJ-s Gobal Justice Information Sharing Initiative (Global) fldvisory 
Committee (GL\C) Meeting: GL\G unanimously approves the 91.\R. O:tober 23, 2008 
Report" National Harbor, MD 

.. 

SAA 11\brl<ing Group Meeting" IJIJ.lshington, DC December 2,_g, 2008 

SAA 11\brking Group Meeting" IJIJ.lshington, pq: · January29, 2009 . 
. ·' .... 

SAAV\brking Qoup Meeting" IJIJ.lshington, DC Marql:i.25, 2009 
.. . . .. 

SAA Team Meeting" IJIJ.lshington, DC. June 1, 2009 
.. 

ISE.SAA EE User Qoup Meeting" Bethes~<l· •. MD June 2, 2009 
~ .. ~ . '• '.' •" - .. - . . 

IS&SAA EE User G'C:J!J~.-Meeting''.·W!shingtoii; '!J;i(): · 
' .. · ' 

September 16-4 7, 2009 . 
'' ,, .. _, ... . .. .. .. 

. . - ... - . - .. .... .. 

t:;' ·,: . ·.', · _ISE-SAR. ~Site .\llsltsf~ments 
-~-~ 

.. ... .. - ·------· 
Event Date 

Initial project site \iisiHo Los Angeles Police Department by SAA 
.April1, 2008 

Team 

Initial project site visit to Chicago Police Department by SAR Team .April3, 2008 

Initial project site visit to Boston Police Department -by SAR Team .April9, 2008 

Initial project site visit to Miami-Dade Pollee Department by SAA 
J>pril 24, 2oos 

Team 
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Initial project site visit to New York state Police by S.ARTechniool 
Team 

June 16,2008 

Initial project site visit to Florida Department of Law Enforcement by. June 19, 2008 
S.AR Technical Team 

Initial pr0ject site visit to Virginia state Police by 8.AR Technical 
Team 

"As-Is' conference call with Washington, DC, Metropolitan J;/61i.c:le' 
Department 

"As-Is' site visit to Los P.ngeles Police Department . 

. - ·, 

"As-Is' site visit to Chicago Police Departme~t 

.·· '. 

"As-Is' site visit to Boston Police Depl\rtment 

"As-Is' site visit to Las Vegas Metropoi~il~rt'RgltG.\i' Departrii'~~~' 
· ...... 

"As-Is' site visit to Hot:J\>f61'i:iW(lli(!€l Department . 
\ .. . ,•,, ·- .. ~ 

"As-Is' conference c~II·:Wi~~ Mlarrji~E;iade Policel.~partment 
'·,, - '' • • ' ,1 ', r •• '' ., . - ... - .. 

"As-Is' ,~it~.·M:islt.·~q·!F.iior.iga · Dep~rtt·(Tient ·ofi~W• .~fb~$$ment . . . ' ··. . •, . - ., . "' -'; 

"As-1~' sit~~y)slt to Seattl~>p¢1ice ·~~~~rtrnent 
' ... , '" . . \. .:·~, •, '• ' 

... , I > 

"As-Is' conferer.ic$.pall with Ne,y.t:r'ork state Pollee 
L . -

"As-Is' conference ca'll:.w[![l•ltit~i~ia state Police 

"As-Is' site visit to 1\rizona Department of Public Safety 

ISE-81\R EE Final Assessment conference call with 1\rizona 
·Department of Public Safety 

.JS6-S.AR EE Final Ass.essment conference call with Miami-Dade 
Pollee Department 

'•, 

June 24, 2008 

November 4, 2008 

December 4, 2008 

Deceiil~~r 17, 2008 

January 13, 2009 

January 15, 2009 

February 1 8, 2009 

February 19, 2009 

February24, 200.9 

.April23, 2009 

May 1, 2009 

July 23, 2009 

September28, 2009 

September 28, 2009 
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185-SAA EE Final fossessment conference call with Florida 
September 30, 2009 

Department of Law Enforcement 

JSE.:sAA EE Final fossessment conference call with Las Vegas 
September 30, 2009 

Metropolitan Police Department 

!SE-SAA EE Final Assessment conference call with Houston Police 
O::tober 8, 2009 

Department 

JSE.:sAA EE Final Assessment conference e,all with V\klshingtpn,.'ElC, 
Metropolitan Police Department 

Q:tober 8, 2009 

• " H H 

JSE.:sAA EE Final Assessment conference call with Vit91nia statE:!. Q:tober 9, 2009 
Police 

- .. 

ISE-SAA EE Final Assessment conference calhliitb New York state 
Cct9~~r 13, 2009 

Police 
., .. -

JSE-SAA EE Final Assessment conf$rehde.gall with sSa~\l!liPolice 
Q:tober 13, 2009 

Department!V\klshington state Fusicm·'Gef.ltl?r• 
.. 

ISE-SAA EE Final A'lseslimt;!n\ conferenc$.·.¢;;tll witll·.GJ1ie~~~o Pdiite· O:;tober 14, 2009 
Dep<~rtment 

.. -

JSE-SAA EE Final A'lse$!)r,nent conf$;ence calt•,\'iilli' Los .Angeles Q:tober 16, 2009 
Police Department 

ISE-Sf\R;~:~ri<~r ;C-S§$f;lsment ·Q\li:Jfere~ce e~lliwith B0ston Police November 12, 2009 
Depaf:l.m\'/nt 

. - " .. 

' 
: .. ,, .. 

' ,, 

.... · . :.i~~ EETr~i~lrilil. 
. '. " " " 

,, 
~ -. ·,, 

,. " •,,· '·· ',• 

" : •• , ~ ·' '!.~J· ~ -:: . ... :.- """r",' ". ~:·: ·' .. : <~~~~·~:·.(:."; ... ;' ..•. ' ... '.; .... '"""· -·· ' . .. . ,. . ·:~· ,;r-~···~- " 
- _ ... , ... ··" 

__ ...__._ __ 
-· 

AQency and Event Date 

Arizona Department of Public Safety 

01ief Executive O'ficer Briefing June4, 2009 

SAA.Analystllnvestigator Training delivered to /lrizona Department July23, 2009 · 
of Public Safety 
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~----------------------------------~----------~· Line CXficer Training TBD 

Boston :Pollee Department 

S.AR .Analyst/Investigator Training February3-4, 2009 

. Chief Executive CXficer Briefing February 12, 2009 

Line aficer Training TBD 

Chicago P'olloe Department 

SAR .Analyst/Investigator Training · 'March 3, 2009 

Chief Executive aficer Briefing March 1.\l, 2009 

Line aficer Training TBD 

U.S. Department of Homeland SeciJrlty 
. ~ ~ . . . ' . .. ' " 

SAR.Allalyst/ Investigator Trairiing.·Cielivered'to.'Fed'E;lfal PJr Marilhals 
Service ·- · June 16, 2009 

· . Florida Department of Law Enforcement (FIJlLE) 

S.ARM~Iystllnvestigato( fr('lining-tq F.'PLE' Miami 

S.ARAnalya\11-l,nv~Jstigator Tral1:1ij;fg delivered to FDLE' Tallahassee 
(funded by FDLE), · · 

.. 
SAR .Analyst/ Investigator Training delivered to FDLE' Tampa (funded 
byFDLE) 

SAR.AllalystllnvestigatorTralnlng delivered to FDLE' Q-lando 
(funded by FDLE)· 

Line aficer Training delivered to FDLE' Tallahassee (final pilot) 

Chief Executive aficer Briefing 
. 

. 

January 26, 2009 

June 5, 2009 

June 23, 2009 

June 25, 2009 

August 6, 2009 

September 15, 2009 

EGuardlan-473 
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Hlouston Pollee Department 

8AR .Analyst! Investigator Training March 5, ?009 

. 

Chief Executive Officer Briefing .April23, 2009 

Line aficer Training TBD 

. 

Las Vegas Metropolitan Pollee Department 
·-

Chief Executive Officer Briefing '• March 12, 2009 
-- .... 

- ~ - . 

SAR.Analyst/Jnvestigator Training ... ;4pril7, 2009 
.. -·· 

Line Officer Training TBD· 
- - . 

Los Angeles .Pollee Department 
" -' " 

Chief Executive. Officer \')(iefing February26, 2009 
. -.- " 

S.AR .Analyst/lnvestigJat~r Training. July 21, 2009 

" 

Line Officer irainipg TBD 
•'' --

Miami-'Dade·Pollee Department 

S.AR .Analy6!1ilfwestigator Trai)iihg January26, 2009 
... -. 

Chief Executive Cffl(;\:)r. Brlefin~ ' February 19, 2009 
. " 

Line Officer Training TBD 

New York state Pollee 

8AR .Analyst! Investigator Training March 18, 2009 

Line Officer Training (pilot) May2009 

Line Officer Training (pilot) June 2009 · 

EGuardian-474 
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Chief Executive Officer Briefing September 24, 2009 

Seattle Pollee Department 

S.AR flnalystllnvestigator Training May14, 2009 

Chief .Executive Officer Briefing May28,2009 

Line Cfficer Training TBD 
' 

Virginia State Police . 

.. ... -
S.ARJinalystf Investigator Training delivered to•Mtgfnla State Police . f.\pril2, 2009 

Line Cfficer Training delivered to \Arginia State F'oljq~(Pilqt? June19:, -2009 
- . ' -- -

Chief Executive Officer Briefing deliv~tE!d:fo'-'Vk~inia StaleiPc;Jiice O:;tober 2 9, 2009 
' .. - -. 

washington, DC, Metropolitan Pollee Department 
.. ". -- ' 

Line Cfficer Trainin!l·~ellvered'to'~shingtoQ;.!GlQ;.:Metropoiifi!iiJ· 
December 2008 

Police Department 
- . ·-- -

SARJinqlwt/:Jiivesti91ltor Tr~ililhg!l:leliverec!··to Wi&hlngton, DC, 
December 12,2008 

I 

Metrggk)lltan Policei~P.artment · 
.. . -- - -,. 

. 

Chief Bte¢t;Jtive Cfficer Brlefihg dellv(!lt!lc! to \Aklshington, DC, 
December 18, 2008 

Metropolitarvl!'olice Department 
·- . ' . 

''- .. ~ ... 
·'-·' '- --~ .. .. ·,· • t _... -. ..... '· ~·- ' 

' .. ,,.,_ ·: . .. ~ ' . 
" .. 

. I$E-SAR:·EE Prlvacy,P'olicy 
" 

'• ' . .. 
. . ,. ' . , ' . --· 
Privacy P'ollcles determined to be consistent with the applicable 

Date 
requirements of the leE Privacy Gtlldellnes 

Miami-Dade Police Department May6, 2009 

Rorida Department of Law Enforcement May6, 2009 

EGuardian-475 
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Virginia state Police May6, 2009 

Boston Police Department May12, 2009 

New York state Police May12, 2009 

Chicago Police Department July 13, 2009 

Houston Police Department Atgust 13, 2009 

Los Angeles Police Department September 1, 2009 

Washington State Fusion Center -CX:tober 27, 2009 

., '• 

','' ,' .,,.. ',' ' ... _,) .,,," ' ..... :: . .. ', '·.'· " 
. ' ,. ,. 

' '' :··: .:: -'"! '.. ~' '• .. .. '' 
. ' ' I$E~-EE.T~nnology Milestones '' " ' »• 'e"' •··~•,•;,.Nro.<'''"''': ••:::•~ • . ' . ~~ ., ... , ..• ' '• --

Eltent Date 
' . 

JS&Sf>R EE Shared ·sp~(l.t;linsta\1 ·(;t.Qrnpleted aM he New York State 
At gust 27, 3008 

Police 
. - .. . ... 

ISE-SAR1$;8hared· $paqe I nst~lliCompletea' <;it Florida Department 
September 19, 2008 

of laiM'Er.l.forcement 
•, 

JSE-Sf>R EE.:'Shared Space lfi~tall Completed at the Virginia state 
September 24, 2008 

Police 
' . 

IS&Sf>R EE Shared··$pace lnst~JI:·Completed at Wc!shington, DC, 
December 17, 2008 

Metropolitan Pollee Dep;:il't~n$rit 
" .. 

ISE-Sf>R EE Shared Space and SVT Install Completed at Miami-Dade 
February23, 2009 

Police Department 

185-SAR EE Shared Space and SVT Install Completed at Chicago 
March 13, 2009 

Pollee Department 

185-SAR EE Shared Space and SVT Install Completed at Boston 
March 29, 2009 

Police Department 

EGuardian-476 
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ISE-SJIR EEShared Space 1;1nd SVTinstall Completed at Houston 
Police Department 

ISE-SAR EE Shared Space and SVT Install Completed at Las Vegas 
Metropolitan Police Department 

Chicago Police Department went "live' and was able to utilize the 
ISE-SAR EE Shared Space 

ISSSAR EE Shared Space Install Completed at U.S. Deparj'""$.lil,;bf 
Homeland Security 

·Completed ISE-SJIR EE eGuardian Interface 

ISS-SAR EEShared Space and SVT Install Cor.Up!eted at 
Los fo.ngeles Police Department 

IS&sAR EE Shared Space Install 06i:t!Pieted at ec:;._;ar~i!Jn; .. 

Houston Poli.ce Department went "live! ·~;md'w;,~~;?l:lle to utlli?.!iH\he 
ISE-SJIR EE Shared Spac!;l, . 

_.., .. ,., .. -
'" ~ -. ' 

Los Angeles Police .. l;;i!jpaftmeiiti,Wl:!nt "live' ''i\_1.1'~ wi;i~-Eible t0·Y~ill;:-:e 
the ISE-SAR EE Shareqi:9J?ace ·. · \ ., · · 

'•, ~ h •• ,' _ , I .... :, 

.April24, 2009 

May19,2009 

July 22, 2009 

July 30, 2009· 

.August 15, 2009 

': $(lpJ,ember 24, 2009 
' ·, 

O::tob~¥"~'6, 2009 

November 30, 2009 
(estimated) 

November 30, 2009 
(estimated) 

· .IS&sAR ~;&.?h<l!:c;l>:! Spa~~·i!in'\J.l:JVt!ioiit?li•Qompl~tSi9 at Seattle December 3, 2009 

polic~~~~i'fnie~t_ _ ~: : · _ ·. • ~ :· \ _ .. .... _ (estimated)_ _ .. .. 

IS&sAA1~Shared Spa'ce,>IM'\ltall ·to.rl'lpleted at h-'izona Department . December 19, 2009 
of Public 'Safelty · , ' · · (estimated) 

I 

,/ 
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BJA 

CFR 

CICC 

CTISS 

CUI 

DHS 

boD 

DNI•U 

DOJ 

EAF 

EE 

FBI 

Fl 

FIG 

Global 

HSIN 

IAGI? 
IEPD·· ... 

ISE 

JTTF 

LEISP 

LEO 

LEXS-PD 

LEXS-SR 

MCCA 

MCSA 

MO 

NCIRC 

N-DEx 

Appendix Three: Acronyms and Abbreviations 

Bureau of Justice Assistance 

Code of Federal Regulations 

Criminal intelligence Coordinating Council 

Common Terrorism Information Sharing St~·ndards 

Controlled Unclassified Information 

u.s. Department of Homeland Security 

U.S. Department of Defense 

Director of National lntelligeM\'3-Unclassified 

U.S. Department of Justice ''·. · . 

Enterprise Archlte$'\wre Framework. 

Evaluation Environment 

Federal B~reau of lnve~stigati0r:\. 

Field llit~rvlew 

Flefa:'li'itelligenceA?roup 

Global j!;JI?tice lnf&rrnation Sh~~!Qg Initiative 
' . . . 

<I"Jptneland ·sel!ll!lhity ·lnfc)tmation ·~·etwmk 

lnternaji'c;Jm~l AssQ\>iatiori of'-Chiefs of Police 

lnformatior.r:~xchange-.Package Document 

:J'I'lformation Sii!!\ring Envrtonment 

Joff.it Terrorism· 'task Force 

Law Ebftxcelil~iit Information Sharing Program 

Law Enfor.G;$ment Online 

Logical Entity eXcliange Specifications-Publication and Discovery 

Logical Entity eXchange Specifications-Search and Retrieval 

Major Cities Chiefs Association 

Major County Sheriffs' Association 

Modus Operandi 

National Criminal Intelligence Resource Center 

National Data Exchange Program EGuardian-478 
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NIEM 

NSIS 

ODNI 

PIA 

PIN 

PGC 

PM-ISE 

RISSNET 

RMS 

SAR 

TSC 

VPN 

XML 

National Information Exchange Model 

National Strategy for Information Sharing 

Office of the Director of National· Intelligence 

Privacy Impact Assessment 

Priority Information Need 

[ISE] Privacy Guidelines Committee 

Program Manager, Information Sharing ERYifpnment 
,. ,' 

Regional Information Sharing Syste~:;r:$e,GUre Intranet 

Records Management System 

Suspicious Activity Reporting 

[FBI] Terrorist Screening Oef:lter 

Virtual Private Network 

Extensible Markup,;k?nguage 

'· ' 

•. '· 

\ ' 
I ' 

' ' 
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Q.JESllQ\JS. 

FOR QUESTIONS REGARDING THE ISE-SAR EvALUATION ENVIRONMENT 
PROJECT, CONTACT: 

~ Mr.~ 
Senior Policy A:lvisor . 
Bureau of Justice Assistance 
afibe of Justice Programs 
U.S. De -artment of Justice 

Mr~ 
Senior Policy A:lvisor 
Information Technology Cffice, Policy Division 
Bureau of Justice Assistance 
U.S. Department of Justice 

- ' - ~! 
Information Sharinl) Environm$1:1\ .. · 
Office of the.·.!iilir.E!I,;,lii\Jr~;:ifl~~tional\it)t$11igeMe, 
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