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EXECUTIVE SUMMARY

The design and development of the Information Sharing Environment Suspicious Activity
Reporting Evaluation Environment (ISE-SAR EE) stemmed from five key factors: a national
need for increased information sharing of suspicious activity, 8 need for an enhanced
technology solution to address many of the previous information sharing impediments; a
requirement to continuously protect privacy and civil liberties; a recognized need to develop
a nationwlde SAR _-fraining program; and a need for the existence of a robust, collaborative
partnership _.among -all_federal, ‘state, and Jocal ISE-S8AR EE. participants to create a
nationwide SAR program. Combining these factors has creatgd a project that engages 12
state and major urban area fusion centers .in an allchitnes approach to gatheting,
processing, reporting, and sharing of suspicious actwn‘cy Tme ISE-SAR EE was designed to
leverage existing operational processes, techno[ogy, policies, and systems to create a
dynamic- approach o mformatlon sharing.

IN'FO'RMATION SHARING: A NATIONAL PRIORITY

The recognized need to -advance ‘the sharing «of lerforism-related law enforcement
Information was clearly articulated Tixihe release of several national-level documents, such-
as the National Strategdy for Informafibn‘Shaf:ihg,,(NSIS), fsswed to reinforce, prioritize; and
unify our nation’s efforis 10 advance the shaf‘ih‘g}of. terrorisi-related Information among -,
federal, state, and local gviettiment entitiés; the private sectof; and forelgn partners. The
NSIS calls for the fetléral goveriiient to stppott a natiohwide capabiliity for the gathering,
analysis, and sharing OF mformation, lnciudmg Suspicious activity and incident reporting
related to terrorism, with state ard’ Jogal goverriments and across the federal government.
Consistent. with the NSIS, and asa piokity-for the-gstablishment of the ISE, the Office of the
Program:-Manager for thédnformation Sharmngnv[ronment (PM-ISE); the U.S. Department of
Justice (‘D.QJ_);‘the U.S. Department.of Homeland Security (DHS); the Office of the Assistant
~ Secretary ofiDefense for Homeland Defehse and America’s Security Affairs, U.S. Department

of ‘Defense (DeB)'and the Office of the Director of National intelligence (ODNI) have -
coordinated a comprehenswe effort to deveiop a nationwide network of state and major
urban area fusion cénters. This network is one of the foundational pieces of the ISE-SAR EE
in‘identifying fusion ceritérs t&:patticipate in the project.

Additionally, the Information Sharing Environment (ISE) Suspicious Activity Reporting (SAR)
Functional Standard (ISE-SAR Functional Standard)! was released by the PMHISE to bulid
upen, consolidate, and standardize nationwide aspects of those ISE-refevant activities .
already occurring .at the federal, state, and local levels with respect to the processing,
sharing, and use of suspiclous activity Information. The ISE-SAR Functional Standard
continues to evolve and provides guidance on a limited end-to-end information sharing

1 See httpy//www.ise.gov/pages/sar-nitiative.aspx. EGuardian-328
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Final Report.- ISE-SA-R EE ' ‘ Executive Summary

process. It was developed for the analysis of $SARs and mcludes the businsss rules for
collecting, documenting, processing, and sharing terrorism-related suspicious activity
information.2 Ultimately, the ISE-SAR Functional Standard was used 1o outline the scope,
ohjectives, and goa!s of the ISE—SAR EE.

The ISE-SAR EE project began with the mplementa’uon of three state fus:on center pilot

~sltes—-the New York State intelligence Center, the Florida Fusion Center, and the Virginia
Fusion Center. Additional sites were added to the Evaiuation Environment, Including the
Washington, DC, Metropo’htan Police ‘Department; the Seattle Police Department; the
Los "Angeles Police’ Department; the Boston Police ‘Degpartment; the Chicago Police
Department the Miami-Dade Police Department; the Arlzona Counter Terrorism Information
Center; the Houston Police Department; and the Las Végas Metropolltan Police Department.
Additionally, the eGuar_di_an system, designed by the Federal Buteau of Investigation (FB), Is
one of the methods by which information: may be entered ot dispovered in the ISE-8AR
Shared Spaces. eGuardian also serves as ihié connacilon betwean the. FBI's Jaint Terrorism
Task Force and the ISE-SAR Shared Spaces Servers. Similar to how eGuardian functions as
one of the: ISE-SAR Shared. Spaces, SAR mTormatiQn from DHS will function as an ISE~SAR
Shared Space — g

TECHNOLOGY: A WAY FORWARD: *

The second key fagtor .of.the'-préjgct Is the.ability-t enhange information sharing through the
creative use of technology. Throdghout the-law enforcement community, the need to share
information is generally acceptéd.and undefgtood; however, the technology used for many
information sharng initiativés oftan.'q‘ail's_ﬁ_to gaiity wide support dus 1o its failure to meet the
expectations of the Tew enforéement agéncies. 'Somse of these expectations include the
ability 1o. stalf—populaté the data that is shared; the ultimate control and disposition of the
agency sxdata and the ability to utilize the emstmg legacy records management system. The
ISE-SAR EE was designed to-utllize & unique technoiogical configuration that allows deta
- . sharing through & distnbuted inodal which emphasizes the importance of malntaining the
originating agenégy's ownershtp of the data. Additionally, this technological solution

loveraged existing state :and local systems, as well as national Information sharing
~ platforms, minimizing th@':.neéd to develop a new system or database. '

Technology Is often seen as an Impediment o Information sharing due to the stand-alone
nature of many law enforcement records management systems. The ISE-SAR EE utllized &
unigue technological approach by Implementing a “shared space” environment. This
technology solution provides a distributed data model to maf«e SAR information available
through Common Terrorism Information Sharing Standards, applications, and services. The
- ISE-SAR Shared Spaces allow authorized users to securely search the ISE-SAR data located

2 A diagram of this process can be found in the Nationwide SAR Cycle ghart iocated in Appe.ndix —
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Final Report: ISE-SAR EE ' Executive Summary

on local. agency-controlled servers from one central location—the National Criminal

Intelligence Resource Center. The ISE-SAR Shared Spaces integrate the National

. Information Exchange Model standard and the ISE-SAR Functional Standard into a
s’tandardlzed process to efficiently and effectively share mformation

PROTECTION OF PRIVACY AND CIV]L LIBERTIES

The third oritical aspect of this initfative is the continucus need to-emphasize the importance
of protecting -privacy tights-and civil-liberties. Integral to-this project, which often-includes
sensitive persenal information, is the protection of Ameticsing’ privacy, clvil rights, and givil
fliberties. In addition 1o the U.S. Constitution, many laws-gnd policies protect these important
rights, inoluding the Privacy Act of 1974; the E-GovefnméfitAct of 2002; and other federai
laws, executive orders, and policies, as well as state, local, .&id tribal constitutions, laws,
and policias. ‘During September 2008, the PM-ISE—in consultation with the Givil Liberties
and Privacy Office of ODNI, the Office of Privacy and Civil Libertiesaf DO), and the Legal
Issues Working Group of the ISE Privacy Gwdelmes Commlttee—prepared\the Initial Privacy
'and Civil Liberties Anal_ysis of th_e ISE-SAR _EE‘ Bassd on this ana!ysis the ISE-SAR

.....

on the work of DOJs Global Justfce InTO\‘matipn Sharmg lnltiatlves (Global) pnvacy
document, Fusion Cehfer. Privacy Pohcy Development: Privacy, Civil Rights, and Givil
Liberties Template, the template was designed 10 COVEI- &11ISE-8AR EE activities conducted
by participating pilot sites, 1noluaing source; submitting, and use agencles, [t was designed
in such a manner that partlcfpaﬁlng agencies .can make any necessary modifications to
include thé: reqmrement‘s of their state constltutlon, executive orders, court degisions,
statutes;. tules and régulations,-and localk oodes/ordlnances as they develop their individual
agency: prl\raoy pollcles “Fhe pollcy templaté tequires each participating agency to address
-specific Jdtgms: purpose - $pecification, collection. limitation, data quality, use limitation,
security safgguards, openness, Individyal participation, and accountability. Further, in order
to-participate in.the ISE-SAR EE and share information, all agencies had to develop.a privacy
policy that met the»minfmum{-gu’fd-elines provided in the privacy template.

The ISE-SAR EE was déé‘f'gﬂéd, in accordance with the ISE-SAR Functional Standard, to
consider privacy throughout the SAR process. The ISE-SAR Functional Standard requires a
four-part review before any SAR information can be shared in the ISE-SAR Shared Spaces,
There. must be an analytlc judgment as to the information's relevance to terrorism,
identification of specified activity, rellability, and validity. in addition to and compliant with
the direction of the project sponsors, exiensive training regarding the oriticality of the
protection of privacy and civil libertles has been provided fo the particlpating agencies
whase role requires analysis of susplicious activity and requires the ultimate determination
as to the level of sharing of that information.

EGuardian-330
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Final Report: ISE-SAR EE ' ' Executive Summary

MULTELAYERED TRAINING

The-design and implementation of a cohesive national ISE-SAR training program was a vital
part of the final project design. The training component was developed through the
recognition that the 1SE-SAR EE must provide a conslstent, nationwide message concerning
the handling of SARs. To reinforce' the tenets of the project, three separate but coordinated
fraining efforts were developed targetin.g law enforcement professionals with varying duties
and responsibillties—agency executives, analytic/Investigative paersonnel, and line officers.
The executive-level training was developed by the Major Cities Chigfs Assoclation (MCCA)
and focuses on executive ieadership, 'policy.deve-lopment' and privacy and civil libertles
protections, agency training, and community outréagh; The analyst/investigative-level
training was developed by the Bureau of Justice Assistarce (BJA) and focuses on the SAR
process, with an emphasis on review and vettihg-of informéition, to ensure compliance with
the functional standard; privacy and civil liberfies protections; tertgrism indicators, including
recent trends in terrorism, stéges‘of terrofisn, and behaviors tied o the ISE-SAR Crlteria
Guidance; and resources and tools. Thé line officer iraining was developed by the
International Association of Chiefs. of Police (IACP) and-fogtises on understanding the critical
role line ofﬂcers have in the effective. impiementation: of the SAR process. The goai of the
training efforis is 1o facilitate agendy implementatlon of the SAR process and to enhance the
nationwide SAR capabilrcy

The final key to this ihitiative §I- the coliab@rative and dynamic partnershlps among_ the
federal sponsors and state :eini':i"l;‘a‘éalw_s‘,lte_s. Thrdygh conference calls, user group mestings,
and sité wisits, thé 1SE-SAR'BE partners maintained an aggressive project timeline and
comiitfient to establish the project at each site. Moreover, it was the supportive aspects
of this partnership, such as cross-agency collaboratioh, that uliimately made the project a
success. Thefederal partners—PM-ISE, DOJ, BJA, DoD, the FBY, and DHS—worked togethet
to develop the foundational elements of the project. The involvement of multiple federal
agencies in this spdrdinated. effort will help ensure that relevant pieces of information that
may be indicative of aferrofistévent or activity are shared. -

This project created new and enhanced existing partnerships among the state and local !SE-
SAR EE participant sites. Working with their federal partners, these agencies articulated a
common need for a unifled SAR process. ‘Throughout the implementation, the users
provided constructive feedback. and recommendations to improve the initiative. -
Partnerships within the larger law enforcement community have also proven to be critically
important to the achievement of the project goals, An important factor in the development
of the project was the leadership of the MCCA and its Major Citles Chiefs Intelligence
Commanders Working Group. Using the tenets of the successful Los Angeles Police
Department SAR initlative, the MCCA and its working group provided leadership and
EGuardian-331
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Final Report;  ISE-SAR EE ' " Executive Summary

guidance in the development of standard processes and policies to guide the sharing of SAR
information. Further, in June 2008, to illustrate their support of the project, both the MCCA
.and the Major County Sheriffs’ Association unanimously passed resolutions supporting the
implementation of the SAR process within their member agencies. Additionally, the National
Sheriffs’ Association, IACP, the FBI, the Criminal mtelllgenoe Coordinating Councll (CICC)
and Global® have endorsed this project.

NEXT STEPS

M‘dvi_ng forward, ‘the technology, traihlng design, ty_pééw.éf' technical assistance support
offered, and business processes developed durin,g,‘n;']ﬁ'i,_s' fprojec_t gah be replicated for the
sharing of other types of criminal activity informatior, The I§E-8AR EE has proven successful

In providing law enforcement agencies with & f&liable and"gdnhsistent method: of sharing -

terrotism-related SARs, and this type of projett can be expa ndad:te other law enforcement
actlivities. The following sections are contained. in the full report:

et

» Project Overview and Background
' Leveraging Promising Prattigeés:
Lessons Learned:

Participating Ageligy Agsessments

YV V'V VY

Appendice$! .

. Appé.ndbﬁ@ne: _F?l'lcoj',,ect Paftici‘pé_his

" '.#i;_ii&_)‘endix Twé“:; I'i?rf)ject'ﬁii‘malinel :

C Appeﬁdiﬁ(-ﬂ'.hreei Aeronyms andAbbreviations
> Conitacts for Questions ' |

3In June 2008, the Findings and Recommendations of the Suspiclous Activity Report (SAR) Support and
Implermentation Project (SAR Report) was developed to provide resemmendations to the CICC from the MCCA.
The SAR Réport was unanimously approved by the CIGC In September 2008 and by Globalin October 2008.
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PRQIECT OVERVIEW AND BACKGROUND

The exchange of information is a critical component of law
Chief Cathy Lanier, DC || enforcement investigative efforts.  Historlcally, gaps in
Metro, "The hopeisthat || informetion sharing among federal, state, and . local law
i\;irr:;onewmaz’::;s d;.l[ge 1l enforcement agencies have hindered law enforcement=s ability
this..;yhe value of thig . {o effectively and efficiently detect, deter, prevent, and re_sp'ond
program lles in the § to criminal and terorist events, Exchanging information
number of -people that | becomeseven moreimportantwhen crime prevention becomes
buyin and participate’ [ multijurisdictional.. The abllity fo share information in a
consistent and timely manngf-gcioss jurisdiotional boundaries
is a key element to the law enforcement. process. Theése information sharing gaps often
stem from the fact that-although law enforcement agéncies individually may have pieces of
information concerning criminals or terrorists and: fheir activities, these agencies often tack
a standardized mechanism’ by which informiatioh can be exchangegh with other agencies
and/ or collected to suppoit crime detection and prevention.  Coigeguently, the law
enforcement communitys efforts to prevent crifrie. or respond to a cfiminal or "cerrorist
indident may be fragmented dupllcatwe and/ or limited:; -

Addressing theses issues, the Nationa[‘.'Strategy‘fgr tnformétiom Sharing (NSIS) was released
In October 2007 to prioritize and unffy our nations effoits to advance the sharing of
- terrorism-related informiation among fedéral, state, .and local government entities; the
private sector; and forgigh parfherislwhi!e contiriing to protéct privacy, civil rights, and civil
libarties. The NSIS calis for the federal govérfinient to support a nationwide capability for
the gathering, analysis, ard sharing.ofinformation;, including suspicious activity and incident
reports related: o terrorisriy, with stéte and 108k governments and across the federal
. governmerit. The development 6f the NSIS was:based on several foundational documents,
including, the report- of the Natjonal Commission on Terrorist - Attacks Upon the
United Statas;* also known. s the 8/11 ‘Commisslo.h,,_ which identified a breakdown in
information sharing as a key fagtor contributing to-the failure to prevent the Septerber 11,
2001, attacks., | response to the 8/11 Cormmissions recommendations, Congress
passed” and the President signed” the Intélligence Reform and Terrorism Prevention Act of
2004 (IRTPA). Per Sectign. 1046, the Information Sharing Environment (ISE) was created
and is defined as "an approach that faciiitates the sharing of terrorism and homeland
security information.!  Further, 'the IRTPA required the President to designate a Program
Manager for the ISE-and establish the Office of the Program Manager for the Information
- Sharing Environment (PMHSE). The PMHSE has government-wide authority to manage the
ISE, assist in the development of 1SE standards and practices, and monitor and assess its
implementation by federal agencies as well as state and major urban area fusion centers.
Consistent with the IRTPA, the ISE sought an information sharing solution that would aliow

4 See http:/ / www.9-1 1 comrmission.gov, EGuardian-333
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Project Overview and Background

mechanism by which law enforcement -
agencies could retain data ownership and -
control.  The solution would need to be
gconomically developed and deployed,

ideally with the ability to be easily, repllcatecl g
nationmde '

data to be shared through a distributed. !

the establishment of the ISE, the PM-ISE" in |
conjunction with the US. Department of "

Justice (DQJ), Bureau -of Justice Assistance ||
(BdY); the Federal Bureau of Investigation i}
(FBI); the Office of the Assistant Secretary-f iy
Homeland Defense  and Jf
» aggressive way to. mova. this jssue forward,
" Y% hopgithose of you hereé 'get it.+ This is

Defense for
Americars Security Affairs, U.S. Department -
of Defense; and the US Department of
Homeland Security (DHS) suppoited  a

. trouble,

- Former Chief Wiliam Bratton, LAPD, "We -
il - have learned from the past that there are
_early warning signs. Terrorism and behaviors -

are linked. - How do | maximize our efforts

and multiply our force? Analysis is critical to -
terrorist |

differentiate - cfiminal = from
activity.. We all need to assess our

vulnerabllity. - Similarly with. SAR‘ we need & -

Consistent with the NSIS and as a pnonty for. ||.._united front and leadership support so thaf

every agency in the area is contributing. {f

we dort’have a seamless Web and some |
'agehcies are not cooperafing, we are In
The .effort today is not only to
©ducate but te:enlist your support and make

sure you underétang the importance to this
effort. We want & fove in a big and

f6t.a deéparture from what we normaily do"
therérdia some enhancements” we want you

comprehensive _effort  to  devdiop. & {l to take it ¢o your people. Embrace -the
nationwide network of state and majorurbar - cemept ahd: appreciate the enhancements.’
area fusion centers. -Ohe-of the goals of this (L.

integrated netwotk 8. to facilitate the sharing, of tarror:sm-retated information across the
federal, state, and local, communities. Thednformation to be shared in this national network
includes information Baised on an activity that most law enforcement agencies already do as
part of théirevéryday activities: dbsubnenting. suspicious activities observed or reported.
This pracfice is welkinstitutionalized in the-law enforcement community and occurs with
varyifig-degress of standardization.and formaility in other communities, such as in the public
health and: private secters. Threughout most sectors, the collection of SARs is not
represented: by a formalized, institutional process, and there -is typically no established
mechanism for tHe reporting: 6f preoperational terrorism behaviors. Leveraging the existing
SAR collection furtctions, the. 18E-SAR Evaluation Environment {(EE) recognized a broader
mission need, Accoidingly-arid consistent with the direction in the NSIS, it was desmed
necessary to establish a-gtandardized process that includes flexibility to meet the unique
individual requirements of the jurisdiction in‘the area of privacy protection and associated
data models for identifying, documenting, and sharing terrorism-related suspicious activity
reports (SARs) to the maximum extent pessible (initially referred to as-the SAR initiative).

in October 2008, a foundational meeting was held in Benver, Colorado, to bring together
state and local subject-matter experts, as.well as the federal project partners, to discuss the
initial plans for the development of what would eventually become the 1ISESAR EE  In
. response to the need of the state and local law enforcement community to develop a

standardized $AR reporting process, this mesting highlighted.the need to build the pro;ect
' EGuardian 334
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using @ common set of hehaviorspecific categones that can be related back to the
precursors of terrorism.

~ From the beginning of this initiative, it was evident that there was a need to leverage existing
technology standards, such as the National Information Exchange Model (NIEM)., NIEM.is
based on the work of the Global Justice Information Sharing Initiative-s XML Data Model and
is designed fo develop, disseminate, and support enterprise-wide information exchange
standards and processes that can enable jurisdictions to effectively share critical
information -in-emergency situations, -as - well -as-suppert-the dayio-day operations of
agencies throughout the nation, NIEM enables informatierysharing, focusing-on information
exchanged among crganizations as part of their currérit-.gr-intended business practices. The
NIEM exchange deveiopment methodology results i a’ cotnmon semantic understanding
among participating organizations and data fokrtigtted in a serigntically consistent manner.
"~ NIEM standardizes content (actual data &¥echange standards) and provides tools and
managed processes.

In early 2007, the pro;ect disqussions contmued i
with a series of conference calls and WebEs, 1 Commissioner Gerald Bailey, Florida
meetings to further develop the -pigject hehavior || ‘Department of Law Enforcement:
codes, business processes, and Tplementation | "-@w enforcement has excellent
procedures. These -fforts continusd  with the o, informatjon  gathering techniques
1 and 8Kills in place, Howaver, in order

development of a- reference Informatlon Exchange, i"-fbr-‘- ‘that information to. be useful, i
Package Docurmeritation (IEPD) itended to SWpport | must be sharcd. Simply -put, the -
SAR exchanges between and afiéng fusion cénters | heart of this initiative is to glean
cand their Tederal, stafe; flocal, arid tribak law || information from routine police work -
enforgement partrers, Devéloped by stétg.and Iécal || for the fusion centers so that they
stakeholders, the 1EPDvwas uitiiniately enhanced to || May provide the -analysis and
be consigtent with the 1SE Privady ‘Guidelines, the - infelligence that- Is 'crltlca[.to our

. R L . giforts against erime and terrorism.
Privacy and-@i\.n,'l l._lbertses qu:gy.-Devglgpmc?nt Cuide Wb can.no longer operate as 50
and Implemeritation Templates, and the Privacy and || jndependent states, but as one
Cvil Liberties Implementafion Manual for the [ country with one goal to keep our
Information Sharing:Eiivirebment. The development | citizens safe.’
of the IEFD. ultimately tesulted In the development
of the. [SE-SAR Functlonal Standard.

In January 2008, the first ISE-SAR Functional Standard was released by the PMHSE to build
upon, consolidate, and standardize nationwide aspects of those 1SErelevant activities
already occurring at the federal, state, and local levels with respect to the processing,
sharing, and use of suspicious activity information. The ISESAR Functional Standard
provides guidance on a limited end-td-end Information sharing process and continues to be
enhanced to meet the needs of the agencies. If was developed for the analysis of SARs and
includes the business rules for collecting, documenting, processing, and sharing terrorism-
EGuardian-335
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suspended in order to focus on the primagy || enfercement not only #om the traditional

 tachnology design and provided a viable tool for {|. approadft to information sharing, and |

related suspicious activity information. These efforts ultimately resulted in the development
of the ISE-SAR EE, which was used to outline the scope, objectives, and goals of the project,
including the implementation of the SAR Summary Reports Library PFilot Project and SAR
Operational Study Evaluation Prqect {now known as the ISE-SAR Evaluation Environment

[ISE-SAR EEJ).

The SAR Summary Repor’ts Library was a conceptual pilot project that provided a collection

~ point for existing 8AR summary or freetext narrative information reports. The Library pilot

was designed to provide a method for fusion centers and-sther authorized individuals (e.g.,
sworn law enforcement and analysts) to enter, store;. and access SAR documentis (e.g..
Summary SARs, Daily Briefs, and Weekly Analytic Rep‘orts), regularly created and pubhshed

by fusion centers and other contribufing ==
agencies. Because of the nesd to concentratg j| Sheriff Gﬂleggg% Las Vegas Metro Folice
on the larger ISESAR EE rollout, the: fijll || Department, “Ihe strength [of the NS is

: : ; Y T in partnering @ngl the commén mission.
implementation of the Library project was Today, we face uhiigue challenges in law

purpose of the p.roject. _ ‘H'-D:W‘?’V_er-_ jci?e 1 gepect, We cannot allowthe human trust
development of the Library projedt andits initial | agpects to interfere with the actions we
testing demonstrated the success -6f dhe || must take. This is a VERY worthwhile

It s »recommended thaf .,;f look fofwatd, to utilizing it in southem

further applications. 1 Nevada.
this project be revisited for p@tentlal deploymeht j Nevada

as soonh as is feasible.

The ISE-SAR.EE operated: oy the contept of "Shared Spaces,’ which Is an Idea consistent
with thé.ghidance provided m*the [RTPA. The.Shéted Spaces concept uses a netwarked and
dlstrlbuted informatiof exchange process to make - standardized terrorism-related
information available thitygh Common Tefrorism Information Sharing Standards, &
applications; and Web Serviges. Ultimately, the I1SE-SAR EE, through the use of the Shared
Spaces conceptiprovides a splution for law enforcement agencies to share terrorism-related
suspicious activity-information, ‘while continuing to maintain control of their data through a
distributed model ofififormation sharing.

In December 2007, a shortterm study was conducted -with some of the participants to
determine the value of including personally indentifiable information (P} data in the search
results versus querying data with no Fll included, The study was conducied with data from
the Forida Fusion Center and the New York State intelligence Center. When a query was

made, the analyst was requested to complete a series of questions to determine the vaiue

of the information provided. The results of this study showed that data containing Pl

& Additional information on Common Terrorism Information Sharing Standards Is  available at -

http:/ / www.Ise.govl pages/ ctiss.aspx. . EGuardian-336
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information had more value to the user than data without PIl. Additionally, a focus group

was established at the conclusion of the study, and the participants confirmed the value of
mcludmg PII data inths ISESAR EE

In-early 2008, development began on the Findings and Recommendations of the Suspicious
Activity Reporting (SAR) Support and Implementation Project report.  This report was
developed fo.provide recommendations to the Criminal Intelligence Coordinating Coundil
(CICC) fram the Major Cities Chiefs Association (MCGA). The findings and recommendations

O —

regarding the gathering, processing, reporting, analyzing,.ahd sharing of suspicious. activity

(also referred to as the SAR process) were developed' through site visits with police
departments in Los Angeles, California; Chicago, ilingis;, Beston ‘Massachusetts; and Miami-
Dade, Florida. - These agencies provided this information: te a SAR subject-matter expert
_feam, who documented the agsncies+processés: The subje{_;t—matter expert teams were
selested by the sponsoring agencies” BJA, DS MCCA, Giobal, CIGE; DHS, and the FBI, After
the site visits, the Findings and Recommeéndations of the Susptmous Activity Report (SAR)
Support and Implementation Project report Was further developed By the SAR Bxecutive

Steering Committee, which was composed of local, staté, and federal agénejes representing. '

the CICC, the Global Advisory Combiitfes (GAG),'aﬁd';the'MOCA Promising practices from
these site vi_s.i'ts were identified and-are d&tailed ‘throughput; this report,

In July 2008, police chiefs, sheriffs, and intelligence Cﬂmrﬁénde_rs from more than 25 major

cities and counties: and’ representatives from ‘sevaral federal agencies met In Las Vegas, -

Nevada, to discuss ihe implementation of the Findings and Recommendations of the
Suspicious Activity Report (SAR): Support 1
and Implefgtitation Project. Held i Chief Harold Hurtt, Houston Police Department,
conjunttion with' the Major- Cities Chigfs | "Fyouve not committed to it [the N8| at:the fop
Intelligerge Commanderg:meetingiand led It of your organization, it not geing to happen.

-----

The officers may be introduced to it, but if
prfmarlly b“:‘I §tate and Iocgj 7$".£akehqqurs, theres not interest from the chief or the persen
this meeting focused of the further

N ! i =t the top of the organization, it won+# be done
development @f foundational issues such | properly and won be processsd and wil really |

as activity classification codes, privacy | be wasting a ot of government funding.
policy, and training recémmendations.. | Hopefully, we look at this as a program for the
Based on the @uttomes and | Houston region. Ve talk about homeiand
recommendations from this meeting, the | security, but this is slso about hometown

project partners were able to reconcile the || Se0uty..and it would behoove all of us fo
behavior codes existing within the state. profect our communities... What we do every day

’ o . _ is important, and weve going to step up to the
and local agencies with those codes | pigie’ it as simple as that, We need to be able
enumerated in the ISESAR Functional i to count on each other.' - :

Standard. The privacy recommendations

identifled during the meeting included the need for each participating agency to have a

privacy policy. The group also advocated for continued project transparency through the

inclusion of privacy and civil liberties advocates where féasible. Recommendations from the
EGuardian-337
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training committee focused on the development of the three levels of tralnmg for the fine
officer, analyst, and executlve

,'Followmg approval by the GAC and the CICC, the Findings and Recommendations of the

o Suspiclous Activity Report (SAR) Support and Implementation Project was released in

October 2008, Based on the finding at local law enforment agencies, the report and its
recommendations establish national guidance for state, local, and tribal agencles to

facilitate the improved sharing of SAR information. The report advocates that agencies use
their existing processes and systems ‘as they formalize e $AR process into-the agency,

allowing the agency to leverage existing operational prcacesses technology, lelOleS and

protocols as the new SAR process is implemented. .
The SUSDICIOUS Actlwty Reporting Process :Im@iemen’tatibm._'Qhecklist was released in
November 2008 as a companion documnerit#o the Findings and ‘Recommendations of the
Suspicious: Activity Report (SAR) Support ani.Irmplementation Projegt report, Working with

-state and local subjectmatter experts to-Identify thé major SAR jprocess categories
impacting their operations and processes, this doguménit provides a simplified checklist for
chief execuitives and senior leadérship. It is designed 16 be used as'the agencies develop an
internal SAR process; aids in theif crithe-prevention efforts; and assists with successfully
incorporating state, local, and tribal a’géncies nteithe natiohwige SAR process. .

Throughout the projést, strong partnershlps werg developed In 2008, both the Major Cities
Chiefs Assoclation and the Major County -Sheriffs+ Assoclation unanimously passed
resolutions supportingithie implementation of: tﬁ@ SAR process within thetr member agencies
- to lllustratetheir support oftheproject, Additionally, the National Sheriffs+Association, the
International Assotiztion of Chiefs of ‘Falice, the FBIl, the CICC, and DQOJs Clobal® have
endoxsed this project.

On December 23, 2008, the Natlonwide SAR Initlative Concept of Operations7. (NS
CONCPS) was released by“che, PVHSE.  This document provides topevel operational
guidelines for thé.gathering and processing, -analysis and production, and dissemination of

- §ARs. Additionally, theNSI{CONOPS describes a comprehensive approach that inciudes not

only the ISE-SAR Sharedi Spres concept but also the integration of federal agencies, such
as FBIs eGuardian systeih and DHS%s suspicious activity reporting systems, as part of the
NSl  The NSI CONOPS defines the requirements of the project and associated
implementation activities, including areas such as; :

8In June 2008, the Findings and Recommendations of the Suspicious Activity Report (SAR) Support and
Impterentation Project (SAR report) was developed to provide recommendatlions to the CICC from the Major
Cities Chiefs Assoctation. This raport was unanimously approved by the CIOC in September 2008 and by the
- GACIn Cetober 2008,

7 See http://www.Ise.govl docs/ sar/ NS|_CONOPS_Version_1_FINAL,_2008-12-11_r5.pdlf.
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» Description of the overall ISESAR ‘process and muitiple ISE-SARrelated
activities in sufficient detail to ensure that these activitiss adhere to standard

approaches and that all embody adequate protection for privacy and civil
liberties. '

> Clarification of‘.t‘he. role of the ISE-SAR EE as a microcosm of the broader NSI.

> Description of the roles, missions, and responsibilities of NSI participating
agencies and the top-evel N8| governance structure,
Using this:documeh’c, the paﬁner'agencies'ofDHS,' DQJ, :t‘he*.FBl, PM-ISE, and the Cfice of
the Assistant Secretary for Homeland Defense and Amiéricas Security Affairs, in support:of
the US Department of Defense force protectionfantiterrorism mission, created the

foundation for the NSI. Furthermore, _these. -agencies aligned their SAR policies and
- procedures with the NS! Process. : : -

Figure 1 describes the NS process:

Fronling Jgw
' enforepmantpersornel
Federal . Seleandmajer  (fedorl, slald,Jocal,
20rH) ayonples: _ e . -
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prodica and make allthin :canlers, in recognize bahavior apd | "
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view ISESAR an ISELSAR wiforcerndn aicer delermine, ="
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FIGURE 1

In late 2008, three fusion center sites” New York, Florida, and Virginia“ were prepared to
begin the Shared Spaces pilot; however, due to delays in finalizing the site privacy policies,
the pilot was not immediately made operational. Initial proof-of-concept success ocourred
.during the prepardtion for the 2008 Presidential Inauguration. The Washington, DC,
Metropolitan Pofice Department and its fusion center” Washington Regional Threat and
Analysis Center® installed Shared Space servers and created a collection of potential
suspicious activity reports. This partial implementation was accompanied by training for the
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~ firstdine officers, executive leadership, and analysts within the fusion center, Significantly,
the Washington, DC, pilot project and training material were thoroughly reviewed by
representafives from privacy advocacy groups. The input from this review, as well as input
received. during the Privacy and Civil Liberties Dialogue meeting {held September 2008)
provided input into the final development stages of the ISE-SAR EE training programs and
‘ Functibnaf Standards. The implementation of the SAR process in Washingtor, DC, provided
valuable evidence to support the continuance of the initiative,

On January 9, 2009, the Information. Sharing- Envirehment . (1SE)-Suspicious Activity
Reporting (SAR) Evaluation Environment Implementatiofy ‘Cuide (Implementation Guide),
was issued after a collaborative sffort with federal, state, and local partners and participants
of the ISESAR EE. The Implementation Guide builds-upon: the previous SAR project efforts

and was developed to assist participating staterafid local faw gnfarcement agencles with the
implementation of the ISE-SAR Shared Spacés:. Additionally, the: lmplementatlon Cuide aids
them in understanding the procedures and pmcesses within the !SEBAR EE and provides in
detail:

Summary and overview df’f’gfiié}é[_-SE-S‘\R EE _
Technology, design assumptiéns, System security, and implementation
Project governange; to includé»r;ii_i‘-i.\_facy andrgivil liberties.protections:

Data accesg.and seturity, policies

V ¥ V Vv V¥

Logs and autlits:capabilitiés
> Training;aﬂd tedh‘ﬁff—:al'aééjéféﬁce

On May: 21, 2009, ’the cPM-ISE issued thek updated ISE-SAR Functional Standard, Version
1.5, 'tp specifically address the sharing of terrorism-elated 8ARs at all levels of
governmeént, with the objectlve of Engbling. analysts and officers with counterterrorism
responsmiht:es;tq discover aﬁdmdent:fyterronst activities and trends. This update clarified a
number of pnvacyrrelated issUes and aligned the Functional Standard with the business
process descriptiof. in. the. NSf CONOPS. The ISESAR Functional Standard 1.5 -defines
suspicious activity as * observed behavior reasonably indicative of preoperational planning
related to terrorism or other criminal activity! Such activities could include, but are not
limited to, surveillance, photography of facilities, site breach or physical intrusion, cyber
attacks, possible testing of security or security response, indications -of unusual public
health sector activity, unauthorized attempts to obtain precursor chemicals/ agents or foxic
materials, or other unusual behavior or sectcr-speclﬂc incidents.

8 Additional information regarding the ISE-SN? Funcuonal Standard can be found at http!/wwwlse gov
! pages/ ctiss,htrml. EGuardlan 340
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- Utimately, the updated ISE-SAR  Funclional Standard creates guidance for - the

recommendations in the NSIS and aligns the operat:onal process descriptions within the NSI
CONOPS, :

ISE-SAR EE IMPLEMENTATION

The ISESAR EE, made up of 12 state and major urban area fusion centers, provides &
relatively controlled environment to {est the documented 1SE-8AR policies, business process,
capabllities, architecture, :and standards. . Additionally, fhe ISE-SAR EE allows for the
assessment and refinement of processes and capabilltiss friar to full-scale operation, The
objectives of the 1SE-8AR EE include, but are not fimitedita,the followings

> Improve operational processes st féderal, stafe, lecal, and tribal law
enforcement agencies and fusion: .genters by prowqu capab:lltles -to
“document, store, and share terrorismelated SARS,

» Test and Vahdate fundamental ISE Enterprlse *Archltecture aFratmework10 :
concepts and core services:

» Incorporate  "lessons ]earned‘ and promls'mg practices’ into an
implernentation guide and ’temp[ate for establisfing a nationwide ISE-SAR
process.

> Continue tofe\faluatc*thé need to 'updato Ltho ISE%ARFunctlonal Standard.

The project was alst: it uponr and con’tinues to place emphasis on the protection of
privacy, czwbhbarﬂes, and:@ivil rlghts ' ot

.Usmg the Shared Sp"'ces concept the [SE-SAR" EE was introduced intwo phases. The first
phase, 1he-.8AR Operationgl Evaluation Project, began in September 2007 and involved the
design, de\/elopment ang deploymant of hardware, software applications, and network
eguipment thed integrated state fusion centers in Florida, New York, and Virginia into the
Shared Spaces. -

in September 2008, fepﬁﬁgéﬁtatives frorﬁ these pilot sites and potential future pilot site
cities met in St. Louis, Missouri, to discuss the 1SE-8AR EE The group discussad the SAR

- business process, privacy and civil liberties protections, and technology and training related
“to the SAR project. During this mesting, the project sponsors received commitments from

several new sites indicating their willingness to participate in the 1SE-SAR EE The mseting
participants received a significant amount of training concerning privacy policy development,

% Bee Fact Sheet: L‘stabhshmg a Terrorlsm-Related Susplc:louslﬁctiwty Reporting Initlative for -addifional

. information {hitp:/ Hwww.neire.govf sarf Fact_Sheat_NSI_- Dscember_23_2008_Final.pdf).

WFor additional informetion regarding the ISE Enterprise Architecture Framework gee htto// www.ise.gov
! pages/ eaf.aspx. _ : EGuardian-341
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personnel roles/ responsibilities, and overview of the profect implementation guide. The
state and local technology points of contact also met with the project technical team to
discuss the rollout for each site. As a result of this mesting, the second phase of ISE-SAR EE
participants - became fully educated on the project, process, training, and technology.
Ultimately, building on the successes of the first Shared Spaces connections, the second
phase expanded the project to other major law enforcement agencies and regional fusion
genters, including Boston, Massachusetts {UAS]); Chicago, lllinols (UAS]; Houston, Texas
(UASI); Las Vegas, Nevada (UASI); Los Angeles, California/ JRIG (UAS)/ State); Miami-Dade,
Florida - (UASY); - -Phoenix/ Arfzona- -{(UASI State); - Seattie/Washington  (UASI/ State);- and
Washington, DC {UASI). [n addition, the federal agencres of PHS and the FBls eGuardian
were included as. part of the ISE-SAR EEN

SUMMARY OF THE ISE-SAR 'PRocEs-s

. The ISE-SAR FE was designed to test the fungtionality of the ISESARiprocess in a controlléd
environment and, if successful, with the goal ﬁf‘@xaminiré"gf-.t_he expan_éfbns‘gf the NSl across
the United States. The ISE-SAR hrocess beging when gfrontline law emforcement officer
responds to a call for service or $&lfinitiates law enfofgement -action based on a reported
incident/ observation or the officerg’observation of sugpidious behavior. The initiation of
this process could also occur when citizens oi private section:personnel report some kind of
activity. Many agencigs: document this - data into- théjr recoids management system, fisld
interviews, or other rélated processes Thls Rroject has Ak sought to creafe new systems
but rather to leverage the curfeft business: ‘Processes and automated systems to extract
" certain data concernirfigisuspicious.activity rélatmg to terronsm and make it sharable within
the Shared Spaces:

The iSE-SAR process, as outiined in the ISESAR Functional Standard, sets forth a four-part
"integratlpnl consolidation’ process for :denhfymg and collecting those activities that have a
potential nexus to terrorism; The first part of the process involves ensuring that the activity
meets one or mérg of the driteria detailed in Part B of the ISESAR Functional Standard.
Developed by state and locgl -counterterrorism experts, these criteria describe behaviors
that are indicative OF or ag&dtiated with ferrorism. For example, the Los Angeles Police
Department (LAPD) ressarched and developed an extensive set-of behavior-specific codes .
for the reporting of suspicious activity. These codes provided agencies with the methed for
documenting behavioral indicators that have a potential nexus to terrorism. LAPD used the
codes 1o train its personnel in the recognltlon of suspicious activity. The process was
continuing to. mature as LAPD conducted research to develop patterns and determine the
frequency of use with the codes. For the ISESAR EE initiative, additional subject-mafter
experts from the state and local agencies reviewed the LAPD codes as well as those

1 The ISE-SAR EE includes the initial 12 sites, i is anticipated that the ISESAR EE will be expanded into the
Netionwide SAR Initlative and will encompass all 72 fuslon centers,
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identified in the Functional Standard. Throughout the project, these behavior codes were
_congistently mapped and validated to ensure they are representative of the current
~ terrorism threat environment. Additionally, BJAs State and Local Anti-Terrorism Training
(SLA'IT®) Program analyzed and mapped recent terrorism events with the behavior codes for
validation of the ISESAR EE codes, Based on this research, the SLATT Program Is also
piloting a searchable Terrorism Incident Database that lists and displays the terrorist events

in four formats chronologmal by toplc search engme and geospatial.

The-second part "of'the process mvolvasthe

review and wvetting of the information to
ensure that it is both legally obtained and
has a potential terrorism nexus. In most
agencies, this iriitial review is completed by -
‘a firstdine supervisor trained to recognizg
activity associated with terrorism. The thif ,
and fourth steps of the process inciude an
- additional vetting step, which requires that -
all SARs be reviewed by analysts-or officers
who have baen frained to assess the SARS |
validity and accuracy. This multiléyered
review occurs prior to: the infermation. being
entered into the Shared Spacesk Measuﬂng
the observed activify; both thréugh the. ugs. .
of recognized indicaters apd. hands-on -
evaluation, inéreases thé. accuracy §f the |
process. ‘Suspicious activity must be "&b

§
]
S
¥

Deputy Chigf Clark Kimerer, Seattie Polica

Departingiit, "The next terrorist attack will be -
solved by dprivate citizen, a utility worker, or
. @n observant ‘person that gets to the
+ -Authorities, that wilt prevent the loss of life,
the crippiing of ou 'cdlmtry That Is why its
so critical that executivé'leadership make It - -
. {the NScoime sbout. 4iook at the world -

brioir & 8/ 11 and approaching this threat,
we Fave.made incredible strides. W need to

- resoghiize- that SAR Is one of the oritical
|- " gomponefits of this procéss. People are
Fatigued with: falking about, thinking about, -
. piepating for tefrorsm. The fact that our
i interest #,.9/11 attenuates' it gets more
i and more uninteresting as we get farther .

from ©/11" we do not want to 'nod+at the

igwitch, That-s exactly what our enemies want |
;us to do,’ ' '

observed behavior redspnably indicative of L
precperational planning -felated 1o terrorism or other criminal activity' for a report
documentingssuch activity terbe considered an 1ISE-SAR under this standard.

‘Following this reviaw and g détermination that the AR has a relation to terrorism, the
information will be fenmatiad as described in the ISESAR Functional Standard and shared
through the use of the Shared Spaces with all appropriate 1SE-SAR EE pariicipants. This
process does not supersede other noiification processes, such as when exigent
circumstances require that 1SES5ARs be immediately referred to the FBls Joint Terrorism
Task Force (JTTF); rather, it helps to enhance information sharing efforts.

SAR INFORMATION SHARING GOALS" COMPLETE, ACCURATE, AND TIMELY

Efforts to prevent terrorist attacks are most effective when accurate, valid, and reliable
information is used to support crime prevention and other counterterrorism activities. Since

the laws, statutes, and practsces that support, prohibit, or otherwise limit the sharing of
EGuardian-343
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personal information vary cénsiderably between and arhong the federal, state, and local
levels, each ISE participant may exclude additional privacy fields from Its ISESARSs, in -
accordance with its own statutory or policy requirements.

“The ISESAR Func;:tional :Standard does not dictate a common process but provides a degres
of stahdardization amongst participating agencies. Key to the design is the use of existing
internal agency processes. For example, several participating agencies leveraged their
_ -existing behavior codes and SAR reporting processes as they entered the ISESAR EE. -LAPD
modified fts existing’ Investigative. Report-used_by officers.ito. report. crimes, Three ohanges'
were made: (1) the addifion of a check box to ... »
- identify the report as containing suspiclous | ; ':New"york State Police SJperintendent ‘
activity, (2) the addition of a check box for I ‘Hamy dQorbitt, "The same principles
distribution to the Counter-Terrorism and Crimifdl. | that maké & neighborhood watch
Intelligence Bureau (CTCIB) Major Crimes Division [ program  sugbessful in  keeping @
(MCD), and (3) a check box for "Involved: Party | neighborhood $afe apply on 2 larger
(IPY information,2 Medifying the existing report || Sc@e to kesp muflicipal, statewide and
allowsd-LAPD to simplify the infroduction of the j “ehenal communitles: safe. I the
© O simplty infrody ° f i keystone {0 success is«Gommunication
SAR process within the department' ‘and was | fom all eyes and ears of our
instrumenta[ in the Inst:tutlonallzatlon Oﬁfthe SAR | chimfunities, the foundation is the
.process. From these examples, it becomes clear building: and maintenance of trusting
that agencles, even laie dgencies, afd: ‘capable 2 ‘relationships between polics and the
of entering the ISESAR EE- With a modicum of || citizens they serve.’
effort

Data contained: in. reports: desighated: as ISE—bARs derive from information gathered by
source &f teporting law enférgement ‘brganizations, Before the suspicious incident or
behaviok js documented:in the first mstance entities apply various tools and technigues to
verify thégcouracy, timelitiess, and: r@habilit_y of details surrounding the observed or‘reported
"suspiclous’ conduct or event,  Mast often, this verification entails interviews with
individuals who supplied the‘information of the reportedly "suspicious’ circumstances. Law
enforcement officéfis. also may guery systems to validate informa’clon refating to the incident
or conduct

The authors '3 of the Information Sharing Environment® Suspiclous Ac’civity Reporting
Functiorial Standard-and Evaluation Environment: Initial Privacy and Civil Liberties Analysis

12 The term "Involvad Party {IP)* did not sxdst on the previous investigative Report, It was added with the idea
that when the SAR box is checked, the offlcer will write the repart using the term *IP* Instead. of "suspect.’
LAPD does not consider someone engaging in suspicious activity as a suspect but an IP, because, In reality, the
suspicious actlwty may not be a grime; therefore, there would be no suspect.

13 The PMSE" in consultation with the Civil Liberties and Privacy Office of the Office of the Director of National
intelligence (ODNI), the Cffice of Privacy and Gvil Libertles of DQJ, and the Legal lssues Working Group of the
ISE Privacy Guidelines Committes” prepared and released an Initial Privacy end Givil Liberties Analysis of the
ISE-SAR Functional Stendard and included an IEPD component,

EGuardian-344
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‘(Version 1" September 2008)14 recommend that the ISE-8AR EE sites require source
agencies documenting suspicious activity to-assess their confidence in the information they
report, ncluding source reliability and content validity. The assessment may.rely on factors
such @s demeanor (e.g., intoxication level, mental state), credibility (based on prior
experience, interview), or other. indicia of reliability and validity. The assessed level of
confidence will enable the fusion center and ISE-SAR recipient organizations to better gauge
the value of the information to be designated an ISE-8AR and to ensure against erroneous
reports or reports potentially motivated by racial, religious, or other animus. While no policy
can compietely eliminate the tisk of such bias, responsible:processesto validate and review
possible suspicious actwmes before such actavltlas arg-formally documented may reduce
such rtsks :

State constltutions statutes, local ordinances, and policies may dictate the distributed
housing of 8AR and ISE-5AR data in each: agency or fusion cefiter so that local control is
retained. The ISESAR Shared Spaces wergdésigned by the state atidilocal law enforcement
representatives to meet their needs and to match thelr willingness afid abllity to share the
data. For example, printing, download, and expofting of SAR data is not allowed. “Another
state and local priority concerneﬂtfth.‘e;:r@ter@t-ion of the 8AR information, Some SAR elements
or the 8AR in its entirety may be ggleted: or retained for a specific maximum time pericd
based on statutes, codes, and applicafile poligies. For exdifiple, some agencies and centers
“may require a data purge it an actlohabLe offense or case i not established or pursued
based on the data Witfin a gértain time frame. Review periods have been established in
some agencies. and: génters where a decisionis 'made as fo whether the information should
be retained for a longer .pel'IOd‘ of fime or otheh@nse purged. Accordingly, each agency has
. developed.a wiitten policy-torcatfing informatitn retention. . Ultimately, each source and
submitting-agency i&.responsible for the acauraty of its own data. Each submitting agency
‘maintaing control of 'its Wata regiding in the Shared Spaces as it is updated, added,
modified, or deleted, atecording t6. its established policy -and practice. For the ISE-SAR
Evaluation Environment, it was decidedithat when a search occurs, the: record is shared for
informational pUFposes but the-data is not available for download; therefore control of the
data always remaing: with the:submitting agency

PROTECTION OF PRIVACY RIGHTS AND CIVIL LIBERTIES

Throughout the ISESAR EE, safeguards were daveloped to ensure, to the greatest degree
possible; that only information regarding individuals suspected to be involved in criminal
activities associated with terrorism will be documented and shared. Aimed at protecting
privacy -rights -and civil liberties, these safeguards are intended to avoid the gathering,
documenting, processing, and sharing of information regarding race, ethnicity, national
origin, or religious preference that has no reasonable relation to the criminal activity. In

 Sae hitp  www.ise.gov/ docs/ sar.f_ISE_SNQ_Initia'I_Privacy_and__CiviI__Liberties._ﬂnalysis.pdf.

Fage 18
EGuardian-345

ACLUEGO000734




Final Report: ISESAREE

Project Ovenview and Background

-accordance with this goal,
experts coordinated the review of privacy
policies for each of the pilot sites.
reviews were made to ensure that the
policies were consistent with the applicable -
_requirements of the 18E Privacy Guidelines,

sub;ecbmatter

The

During  September 2008, the Information

Sharing - Environment® Suspicious- Agtivity-
and
Initial Privacy and” -

Reporting  Functional  Standard

Evaluation Efvironment:

Commissioner Ed 'Davis, Boston Police

Department, "History shows that the reason ||

programs fail is due fo the dack of
implementation.... “This Is our chance to put -
the pieces of the puzle together... SAR is |
probably the moest important thing we can do
to protect the homeland.... Parcchialism, not
playing well with others, is something from

the past &nd-can only--hurt us .as -an

organizatien... In everyday actwltles the
mfofmation we have and collect as an

Civil Liberties Analysis was developed by the ofgghizatigh-nas to be shared...

PM-ISE' in  consultation with the Civil -
Liberties and Privacy Office of the Office of the Dtrector of Natlondl Intelligence (CDNI), the
Office of Privacy and Civil Liberties of DQJ, DHS, the FB, and the Legal lssues Working Group
of the ISE Privacy Guidelines Committee. Following thig-analysis, in Jém_gary 2008, the 1SE-
SAR Evaluation Environment Privagy, Civil Rights, @nd Cvil Libertie$ .Bfotection Policy

Template was developed in collgboration with the project partners and 1SE privacy/ civil

liberties officials. Based on the woik iof the-Slobals privacy document, ISE-SAR Evaluation
Environment Privacy, Civil Rights, -and Civit Uberties Profection Policy Template, the
ternplate Is designed to-cover all ISESAREE activifigs:condudied by participating pilot sites,
including source, submitting, énd use agencies, The témplate was designed to enable
participating agencies to make' any necesdary-modifications to include the requirements of
their state constitutiori; executive orders, court decisions, statutes, rules and regulations,
and local:odes/ ordinancés. To-assist with the fmplementation of the template, a " Privacy-

Policy Template Sample Patticipation Pgreement—Source Agencies’ was developed. This

sample.participation agréement: Assists pilot 1SE-SAR EE sites in ‘developing agreements or
memorantia-documents fuf agencies that want to provide source- documents to the sites for
possible indlision in the Shared Spaces:”

TRAINING o D

Tramlng Is a critical element of this prOJect and it Is a wtai component fo the
implementation of an agericys SAR process. As part of the ISE-SAR EE, a training plan was
designed to ensure that personnel at all agency levels receive instruction regarding the SAR
process, The training also sarved to institutionalize-the effort throughout the agency. For
this project, three coordinated training courses" exacutive leadership, analyst/ investigator,

EGuardian-346

Page 19

ACLUEGO000735




Final Report: |1SE-SAREE : - Project Overview and Background

and fine officer” were developed to target the different operational roles existing within law
enforcement agencies.18

The Chief Executive Officer Briefing (also known as the Executive Leadership Course)
focuses on establishing an understanding of the ISE-SAR EE, policy development and privacy
and civil liberties protections, the importance of developing agency fralning and community
cutreach, determining the fevel of commitment to implement or participate in the 1I8ESAR -
EE, determining the level of technical assistance needed, and gaining commitment for
‘implementation and-participation in-the I1ISE8AR EE. Thg- Ghief -Executive -Officer - Briefing
was delivered fo the 12 pilot sites, and attendance moludad 389 partlclpants from 180 faw
enforcement agencies.16

The SAR analyst/‘investigator course focuses of:fhe review ahi vetting of SAR information
as it relates to the ISE-SAR Functional Standarg: Additionally, this@ourse provides extensive
coverage of the importance of privacy and ¢ivil liberties protectiotis; terrorism indicators,
regent trends, and stages of terrorism; behaviors. tied to-the ISE-SAR Criteria Guidance; and
resources and tools available. The SAR analyst/invéstigator course was delivered to- 16
sites, and attendance included 489 participants fraf 159 agencies. In addition to the 12
agencles within the ISESAR EE, traifing:was. also provided to representatives of 11 of the

DHS components. Understanding thé vital role-the analysts/ investigators play in the SAR
process, the Florida Tepartment ‘of - Law Enforeement sponsocred additional SAR
analyst/ investigatmr'fﬁr,ain'ing"t@-"ﬁhree of i"tggrggi@rjé,iﬁ'offi*éégi .

The line offlcer training: focuses on enrlchmg the critical role line officers have in the
effective implementation &t thie 1SESAR. process. . The training was piloted in the classroom
for the: pilot statefusion centers of New:Yoik, Virginia, and Florida. An online version of the
courséwwas delivered tdifhe 'Washington. B¢ ‘Metropolitan Police Department.  This online
course will:gontinued to barefinetiand rolled out to additional participants. Participants are
trained to Tegegnize those behaviors:and incidents that could be indicative precursors to
activity relatéd 1o terrorism. The line officer training was delivered by the International
Association of Chiéfs of Polige: to more than 4,000 officers in V\hshmg’ton DC,; New York
State; Mirginia; and Flokda,

To contihue the theme of transparency and openness, the American Civil Liberties Union
and other privacy advocates were invited to review the training as it was developed, The

15The Major Cities Chiefs Association developed the Chief Executive Cfficer Briefing. BJA developed the 8AR
analyslt/ investigaior course. The International Association of Chiefs of Police developed the line officer training
component.

184rizona Counter Terroriem Information Center; Boston, Massachusetts, Police Department; Chicago, Minois,
Pelice Dapartment; Florlda Departrant of Law Enforcement Houston, Texas, Polica Department; Las Vegas,
Nevada, Metropolitan Folice Department; Los Angeles, California, Police Departmant; Miami-Dade, Flarida,
Police Department; New York State Intelligence Center; Seattle, Washington, Police Department; Virginia State
Pelice; and Washington, DC, Metropolitan Police Department, FGuardian-347
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input from these advocates prowded mgniﬂcant enhancements and mprovements of the
-overall SAR training programs,

TECHNOLOGY

The IRTPA requires that the ISE be "a decentralized, distributed, and coordinated
environment' that "to the greatest extent praciicable, ... connects existing systems ... ;
buiids upon -exsting systems capabilities curtently in use across the Government; .
facilitates the sharing of information-at and-across-all levals-gf security; ...and incorporates
protections for individuals+privacy and clvil liberties.' To this end, the ISE-SAR EE utilizes a

distributed data model to operate its Shared Spaces-dritdihake terrorlsm~related information

available through Common Terrorism Information ‘Sharing Standards, applications, and Web

Sarvices. The Shared Spaces allow authorized: users to securgly ssarch the 1SE-SAR data R

housed on local agency-controlied servers: figm one central loeation” the secure National
Criminal Intelligence Resource Center (NGIRG) Portal. During the deployment of each
Shareg Spaces environment, fusion ocenter Thiormatitn technology and security staff
reviewed several instaliation options and selectet] an: §ption that was conigistent with local
network securlty guidelines and "Eedhmdl-gagy preferaniges. In most cases, a two-server system

was installed in which a server désigned ta:house thé ISESARs was protected inside an -

agencys firewall while the second sgiver, degigned to réceive ISESAR queries from the
NCIRC Portal, remainédi-outside. Thesg servers aré gonnetted to create the ISE-SAR EE
Shared Spaces, whith: are agedssible to. all Evéluation: FEavironment participants.  When a
query is submitted to:fhe Shared, Spaces by-an-agency, the data elements are transmitied o
«each of the participating-agency:Shared Spaces sservers and the database for that focation is
searched: ‘Reésultsimatching:therguery slements.are transmitted back from the participating
agency-g. Shared Spaces servérs to the Stisted ‘Spaces Portal, where they are aggregated
into & single result sét, allowing:users.to identify items of interest. The communication
backbong: that allows thig query 1§ ‘eccur uses virtual private network (VPN) techniology.
Each participating agency ié linked to-cfeate an encrypted tunnel using the VPN technology
dehvermg the information between sites in a secure manner.

Figure 2 depicts a hlgh'ﬂgvéli'.évervmw of the Shared Spaces Concept.

" -EGuardian-348
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SAR input by Fusion Centeror.
Pailice Dapt thru secure natwork:
(RSS, LEO, HSIN) ;

Entry point intg ISEShared
Spaces Enwrnnmant _

A %
SAR isavailableto othar Fiision Caiiters biFederdl
Haencies within ISE Skared Spiaces Environivent

Flgurz 2

' The Shared Spaces intggfate thieNational rformation Exchange Model (NIEM) standards,

DOJs Logical Hittity eXchange Speolﬁoa’tlons (LEXS) Search and Retrieve messaging |

protocdl, ahd the [SESAR Funcilonal Standaichinto a standardlzed process to efficiently and

effectively share inforfhation. Thé inext level of technical detail, which enhances the NSt

CONOPS, the. ISE-SAR EE Segmérit Architecture, was released: in December 2008, It
documents 2 lagical arrangeriient of business and functional drivers, information exchange
requirements, and-outcomes, and constraints for extending capabillties implemented during
the ISE SAR EE project. This: segment archltecture derived from ISE Architecture program
documentation, Identifies. gnebling services required for operational implementation and
use, This sgment achitécture will assist program managers, chief architects, and systems
designers and implementers as they detérm‘ine the programmatic and solution strategies
that support the business case for future NSI and ISE 84R capabilities.1” :

During discussions 'with— project participants in September 2008, key challenges were
identified that impact an agencys participation in the project. These challenges included:

17See hitp:/ / www.ise.gov/ docs/ eaff ISEEAR_v2.0_20081021.pdf. - EGuardian-349
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5. Inability to consolidate SAR reports fromi muiltiple sources.

> Inab:il'ity to vet reperts and identify the SAR reports that have a nexus to
terrorism and hence need to be forwarded to the ISE-SAR Shared Spaces.

> Inability to enhance SARs since multiple data elements identified in the SAR
IEPD rhay not be fully supported by the agencys existing SAR records
management system. .

As a-result of these discussions, it was determined that there was a.need for the provision of
a "bridge’ betwsan the existing SAR legacy systems and the-$emiautomnated processes that
are being used today &t many agencles. This wouid impigve the quality and completeness of
. the SAR IEPD:based content and ensure that SARreeords that were submitted to the ISE
. Shared Spaces met the SAR criteria and the privaty guidelinés established by the ISESAR
Functional Standard. This would also ensure: that the agengy wouid retain operational
control and would be able to vet the SAR tnf@rmatlon bemg forwardéd. to the ISE:SAR Shared
Spaces.

The SAR Vetting Tool (SVT) was idekitified as a softiog that could be develbpéd once and
deployed to the various organizatiohg &s. ia foof for managmg the SAR creation and update
processes and ensures that highqualzty and: complete Smireports could be-forwarded 1o an
agencys ISE Shared Spaces enwronmeht

SYSTEIVI SECURITY ‘
The !SESAR EE is not a hgtiondl: ‘secymty systmmrand doos not con’caln clagsified information.
SEEAREE project UBSs FAUItpTE: sécure Sensitfve But Unclassified (SBU} networks,
|nc!udmg DOSsuppoerted Regional informatlon Sharing Systems® Secure  Intranst
(RISSNET™), the FBl-supported Law Enforcement Onfine, and DHS-supported Homeland
Securlty infermation Netwoils, as the igonnection and transport mechanisms for sharing
SARs. This gives law enforeément agencies accessto the ISE-SAR EE through the SBU
network(s) they cuirently utilize. The ISE-SAR EE uses a separate server for each agency,
controlled by that agency: Additionally, the eGuardian system provides the connection
between the JTTF and thig: |SESAR Shared Spaces, whereas the DHS Shared Space prov:des '
a connection to all DHS entities.

The ISBSARS are stored, processed, and disseminated In a protected. information
environment that provides adeguate security controls, These controls include:

» Controlled access to the information that allows only authorized users" limited

to certain individuals assigned by participating fusion centers® to access,
retrieve, and display ISE-SAR information.

EGuardian-350
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» Use of DOJs Trusted Broker solution fo allow access to the Shared Spaces

- from multiple SBU networks. The Ttusted Broker is an identity management
process that allows users to avoid having to use muitiple usernames and
passwords to sign on to different systems.

» Encrypted fransmission of lnformatlon sent beiween Shared Spaces sites and
the NCGIRC Portal.”

» Use of VPN and additlonal firewall technology mstalied at the fusion center
sites 1o limit.access by 1SESAR.EE users to only those servers that are
supporting the Shared Spaces environment.

> Forcing a ISESAR EE participating agency to- expilmtly "mark’ SARs that should
be pushed to the agencys Shared Spaces repository and thereby snsure that
only information it is allowed {o share by its const[tution or statutes, local

ordinances, or agency policy is made available to the broader ISE-SAR EE
community.

> The Implementation Guide.is used to ensUre that a[l partaclpants use the same
_standards, rules process; and :guidelines.

METHODOLOGY TO MEASURE, DGGUMENT, AND EVALUATE THE |SE-SAR EE

The ISE-SAR EE was developed to test the assurjtions of sharing ISESAR information
~ across multiple domhains in acedidance with the ISESAR Fuhctional Standard and business
rules. The project sought to identify pilot site. partners from state and major urban area
fusion centerg, DOJ, and DHS, The- 1SESAREER examined the usefulness of the ISESAR
Criterig-@iidance (Part B of the ISESAR Bunctional Standard) and the sharing of ISESAR
inforfnation among 'major city :and other ldw* enforcement agencies, JTTFs, and fusion
centers. The Evaluation Envirohinent has provided the capability fo establish, test, and
validate erid4o-end agency SAR prdéé$é¢s including-the development of priority information
needs, informatien gathering and reporting poltmes report vettlng and ana[ysrs and other
anabling actlvmes

!
h

Following meetings with: the partlolpatmg agencles, the project partners developed an
assessment for each of the pilot sites to evaluate thelr current SAR processes and
procedures and to assess the standing and threat-based information sharing need priorities,
Additionally, the site visits were conducted to evaluate the existing technology capabilities
and current business processes surrounding the gathering, analysis, and sharing of
terrorism-related SAR information. These site visits allowed project partners to document
the "As-ls' SAR process of the pilot sites. The discussion and deterrhination-of each
agencys "Ass' SAR process was developed based on the Suspicious Activity Reporting
Process Implementation Checklist. The reports developed as a result of these site visits
outline the current workflow, technology, and business processes of the SAR sites. ”Ihe
assessments were held for the foliowing locations on the foliowing dates:

EGuardian-351
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Washington, DC,'M‘etrop.olitan' Police Department November 4, 2008
Los Angelés, Ca]ifornia, Police Department - o Decemberzt,zooe'
()liicagd, lllincis, Police Départment December 16, 2008
.Boston,'Massachusétts, Police Department De-cefﬁber 17,2008

| Houston, Texas, Police'De,pa‘rtm:ent_ _ R January'l(%, 2009_ j
| Las Vegés, Nevad'a,'l\/letropoﬁtan Police. Dep*gg:thﬁ@mt:- January 15, 2009
Miami-Dade Police Department SR February 18,2000

| Flor’ida Depa_rtment of Law Enforcarjpéﬁf‘ | ‘EﬁélgruaryZO, 2008
Seattle, Washington, Police Departmé_ﬁ'b o Feﬁiruény-2_4,.2069
New York State Intell‘tgenééﬁé@i‘:lte_n , ' April 23,2009 |
Virginia State Police e T May1,2000
~ Arizona Oounter Terrdr?sm lnformatl@n Oanfer i July 23, 2009

Leading up to and foHong these site visits; there were numerous partner meetings and

Gonferencegcallsaheld to ensufe-partner eollabora‘blon and prolec’c awareness.

PRQIECF GOVERNANCE

A project mahagement stnucture Was developed at the beginning of this initiative that
emphasized state\and local igWenforcement participant project ownership, The governance
. process relied oh: Several key jimethods for communicating the project goals, objectives

current status, and nex: steps fncluding:

> Weekly project tesim meetmgs via conference call

» Face-toface working group meetings held approximately eVery 45 days
» Semiannual user group meetings

» User group conference calls as necessary

¥ Monthly activity summary newsletters

EGuardian-352
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The federal project sponsbrs were tantamount to the success of the initiative. Through their
work and collaboration, the project was able to meet its project goals and achleve project
objectives. These federal partners mclude
> U8, Department of Justice, Bureau of Justice Assistance
Federal Bureau of lnvestigatibn
U.S, Department of Homeland Security
--Office‘of the Program Manager for. the, information. Sharing Environment
POks Global Juétice Information Sharing -1nitiat;ik@
Criminal Intelligence Coordinating Council - '
U.S. Department of Defense |
> Office of the Director of National lﬁtéiifgence

Y V. V. ¥ V¥V ¥

Blending the state and local users with thé& federdl Partners creatgd a unified and
coordinated effort that producedi & seamless goverhaite structure. The openness and
frahsparency.of the governance structurevrepresents -Ofte. of the key successes of the overal|
project.
The support mechanigfa-n. place for thie ISESARIEE ineluded & Steering Committee, which
provided strategic: dlrectlon for, the project, The commlttee synchronized interagency
" activities, tesolves major issugs, and addresses resource needs. It is charged with
developing ISESAR polidies afid: rpractlces, ‘addressmg evolving SAR requirements, and
addressing: 4gefisy: .noncoiipliance issues. Tﬁe ISESAR Steering Commiitee forwarded
recopiniénded changgsregardiip.the !SE—SARfFunctlonal Standard gleaned from this project
to the Common Terrefism Tifgrmation Sharmg Standards: (CTISS) Committes for
-incorporétidn. into future vergions ofithie ISE-SAR Functional Standdrd and consideration with
other functivrghor technicalistandards-of the CTISS,

The SAR Project Management Team was responsible for overall oversight of the evaluation
project, The Projeck Nlanagement Team provides guidance to the SAR Project Working
Group; approves the priject scope, modifications, and updates; and resolves issues
forwarded by the Project Working Group. '

EGuardian-353
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“The 8AR Project Wbrking Group is compesed of the Project Management Team members,

the service providers implementing the project, and representatives from the state and local
agencies involved in the evaluation project. The Project Working Group 1s responsible for
the dayto-day project implementation and issue -resolution, providing subject-matter

. expertise when deveioping Sys‘:em requirements and capabilities, and maintaining/ tracking
project decision items. The Project Working Group constituted user/ focus groups for specific

project purposes. Unresolved issues from the Froject Working Group were prowded to the
Pro;ect Management Team 'For resolutlon and, ultlmately, the lSESARSteermg Comrnlttee

The fol!owmg graphic deplc‘cs the SAR Govemence Strueture:
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PM-ISE
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" PERFORMANCE MEASURES

The. Supportmg data for- the‘foiiowang observatlons came from several sources, Sltes were
asked to share statistics on m’cernal SAR processes, including the number of SARs collected,

vetted, and posted fo:the '$h_are.d Spaces. Another set of data came from the Shared Space

server recording transagtidhdl information such as the humber of users and search activity.
Finally, interviews were conducted with each site at the begmnmg and end of the evaluation
to provide a complete operational picturs. :

PROCESSES FOR REPORTI NG PROCESSING, ANALYZING, AND SHARING SAR
INFORMATION

A foundational process step is the ability fo apply criteria in & manner that discriminates

- between SARs and those with a terrorism nexus, known as ISE-8ARs. The sites were asked

to track the number of total SARs collected prior to and during the evaluation as well as the
' EGuardian-354.
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number of ISE8ARs that were produced from the whols, This is a key performance indicator
that confirms that the appropriate training and- operational steps have occurred: previously to
establish the means to identify and report suspicious behavior to the authorities and for the
reports to be codified and made avallable to the fusion center

Two examples illustrate this capability by vetting thenr previously coflected SAR records
together with those SARs received during the evaluation,

- > Forida Department .of Law Enforcement (FDLE) Qver the course of the
evaluation, FDLE vetted 5,727 SARs (most prada‘tmg the evaluatxon) and
identified 12 ISE-SARs.

> Virgima Fusion Oenter (VFC): Over the =course of the -evaluation, VFC vetted
347 SARs and identified 7 ISESARs,

Both FDLE.and VFCwere able to apply the ISESAR vetting cr.iteria,IWfﬁ,i_le:,mee‘cing privacy and
civil liberties protections requirements, and sglect analytically useful ISE-SARs with a
potential nexus to terrorism.  These ISE-SARs were then pldced and &ccessible in the

~ Shared Spaces,

Once the 1SE-SARs were posted to the. Shareg Spaces, the site team examined how the
searches were being ¢onducted. Two points of inférest emgfged: most searches were
equally against all setvers i the Shared $pades and the number of queries increased
steadily from August . N

Looking gt“'the:r?iumber of queries directed to £a8h sites server, nearly all searches tended
to be ditected equally fo all Shared Spates sités, though each query could be directed to
one Grmore sites. Figuré 3, below, illustrates each operational SAR server receiving similar
numberé-of queties. Conversely, ik 3|tes chose to drill into a single site's data (their own or
others), thé-guiery counts would show: Gsater vanab:ltty and not line up as they had.

J
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There was a steady increase in search activity beginning in August that remained fairly
constant into October. [f turned out that most of this growth may be attributed t¢-the
increase ‘in number of users recelving search access to the Shared Spaces. The data
indicates that Boston, FDLE, New York, and Virginia had the most significant increase in -
users. Yhen compared to the number of searches produced by these four sites, all showed
an increase, but FDLE showed a significant and sustained increase from the end of August.
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| - o Femed o | + -REURED

The Ingigase in queries, @bove, i§ consistent with the increase In users. Sites at Boston,
FDLE, New York, and Virdinia showed-—increases In users granted access to the SAR Shared
Spaces, a'é"cié;pi_qted in Figlré4, .\ Whahreviewing the search activity of these users, Boston
and New York térnained fairly:bnstant, while Virginia and espedially FDLE showed increases
in search activity (Figure 5).

It was learned through an jnterview that FOLES significant difference may be attributed to
the fact that it has updated Its Standard Operating Procedures to include the Shared Spaces
~ as one of FDLES required systems to search as a routine part of analysts+indices checks.
‘This provides an example of how the implementing policy can lead fo sustained levels of
activity. : '

RESULTS OBSERVED

At-the‘beginni'ng of the evaluation, a number of metrics were selected that were indicative of
the SAR process working effectively. These include investigations, arrests,, preparedness
' EGuardian-356
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activities, and analytical products and were collected through two surveys administered to
the ev_a(uation sites. Five sites wers able to report some results statistics.

. The following are the observations:

» Four of the five were able to report the number of federal investigations
initiated as a result of ISE-SARs.

» Three sites were able to report on ’fhe number of local mvestlgations imtlated
asa result of 1SE-SARs. - :

> Two sites were able to report on the numbenaf fotal or federal investigations
" that led to arrests or convictions in cases invdivingi SE-SARs: '

> Two sites reported that they use !SE»SARS for crltlcal nlnfrastructure protectlon
and | in the products generated as aaresult of pattern and’ tighd analysm

- The five sites providing results data are all miajor urbar area fusion cénfers. By function,
these fusion centers work closelywith the officéfs-andidatectives lnvestlgafing SARs in their
jurisdiction and may have moré igady access & guch information, TFor instance, in
Washington DC, detectives lnvestlgatmg. four SARs reselved at the fusion center led 1o the

_arrest of an individual for producmg 25, bomb fhreats. Several other sites produce analytic

products, though cnly RoE /-\ngeles and"Washmgton BC, pro\/Ided statistics on the number
produced, ,

it became apparent during the:-é\j}a!ua’cion that, collecting information through surveys was
‘challenging; dm -many cases; $i&8 did not Kave the automated ability to report on SAR
activity If the steps.grior {o: :pnstmg itr the: Sharéd Spaces or after in analytical and law
enfolcafient activities, se ohthe: Shared Spates, however, provided us with.an automated
© feed oftfientransactiondh actl\nty of each site. Future measurement activity should focus on

improving thesineans to collggt, automated reporting information.
!

i
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ISE-SAR EVALUAﬂ.N ENVIRONMENT OlSERVAﬂ ONS
AND LESSONS LEARNED

e r_eadershrp |

EXECUT!VE LEADERSHIP

Lesson learned: Executive Leadership is an iiportant component of
developing any new law -enforcement process. “Thig nead to have executive
buy-in and support, both from ‘the agency Jeadership and the project
managers, was determined to be critical to the succggsful implementation of
the Information Sharing EnwronmentrSusplclous Actiwty Reporting
Evaluation Environment (ISESAREE), - , '

Background: The support of the law enforcemerit agency-exgcutives wag eritical throughout
the development and implementation of the ISESAR.EE. . ‘Successful implémentation and
sustainment of the ISE-SAR EE requifét-a strong cormfiiifnent by the participating agency’
‘especially the agencyss leadership. Exécutive leadership-is seen through the adoption of
new General Orders, policies, and pr‘@cedures supporting the 1SE-SAR EE Executive-level
training was provided to-gll-of the ISE-SAR EE sités. At the oset of the project, the Major
Cities .Chiefs Assodiatign (MOGA); the U.S. Depattiient of Justice (DOJ), Bureau of Justice
Assistance (Bd); the-4L.S. Departrhent of Homé&land Security (DHS); and the Global Justice
Informaition Sharing Initiative (Giobai) isstied a regport titled Findings and Recommendations
of the Buspicious:-Activity Report:(SAR) ‘Support and Implementation Project. This report was
‘subsequent!y'endersed, by thiose agencles as well.4s the Intemational Association of Chiefs
of Poligg, the National® Shenffs*Assomatlon the-Major County Sheriffs+Assodiation, and the
Federal Bukeau of Investigafion (FBI). These endorsements reinforced to agency executives
the importansé:of the SAR Iniitiative toTaw enfordement. .
The fusion cenier lgadership. ¢surse being developed by the Naval Postgraduate School
- holds promise of ‘pr'o\iiding contiruity of leadership training for the nation-s fusion centers.

Recommendation “1: Prior to initiating the next phase of this project, the
project team must ensure that each agency has the support of the executive
leadership. This can be accomplished through regular briefings to law
enforcement associations and through the MCCAs Chief Exécutive Officer
Briefing. Facedodface briefings are important so that agency executives
understand the full scope of the project and the implications to their agency.

Recommendation 2: if the ISESAREE | is expanded conSIderatlon should be
given to conducting regional meetings with agency heads and fusion center
EGuardian-358
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directors to ensure that the agency cormmand staff understand the tenets of
the initiative and are prepared to support the activities needed to implement
the process within their agencles. Coritinuous trainings and briefings could
offset the concerns ralsed by leadership turnover. Meetings with the fusion
center leadership should take place at least blannually, with conference calls
everyquarter. :

Reeomrnendation 3: Consideration should be given to the development of
-an online training course for chief executives to facilitate the rapid distrlbutuon
of mformatfon concerning the processlng of SARs :

Recommendatlon 4; Bxacutive-level tralnmg' ffb‘r fusmn center leadership*
including directors, deputy dlrecters and .other commemd personne{" should

------

Recommendation 5: Periodic prqect status meetings sheuld be held
between the proposed Nationwide SAR Initiative: (NSI) program..manager%s
off:ce and the execuitive Ieaéiershlp of the pafﬁlcipa’tmg agensy.

NATIONAL PROGRAM MANAGEMENT

Lesson Learned: There must be leadershtpi gtthe national Ievel to ensure
that all comiponents of'the ISESARIES afe fully: itplemented and integrated -
into existingiaw. enforcement processes

Backgroungs ‘Buring ha ISE-SAR EE the preject was managed jointly by the various

‘partners, .mcl"udihg the Offi'é:‘e of the tProgram ‘Manager for the Information Sharing
Environfiient (PMASE)1eV, BdA the FB, and:pHs. ‘BJAprovided the leadership umbreiia to
ensure the coordinatiori 6f all dspests of the project. During the project, each agency
contributed its. knowledge cohc:ernmg the sharing of suspicious activity information. it was
discussed that if the ISE—SAR EE is expanded, a national program office should be
established to prevlde censustency of procedures and processes as well as assistance to the
participating agenciés, Asmg]e coordinating entity for all aspects of the project, as well as
management of the techiglogy and support functions is critical to maintalning consistency
and effective use of resources,

During the 1SE-8AR EE, agencies received assistance from privacy subjectmatter experts in
developing and strengthening their privacy policies.. This assistance proved to be invaluable
as agencies worked through issues assoclated with the protection of privacy and civil |
liberties. As the program develops, there will be additional privacy issues that must be

L ﬂwe development of the Naval Postgraduate School fuston center leadership program may help mest this
heed. EGuardian-359
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addressed concerning the appfopr’iateness‘ of sharing certain SAR information and any

- restrictions placed by local, state, or federal law or rule. The ISE Privacy Guidelines
- Committee (PGC)1® members met several times with privacy and civil liberties advocacy
. groups tolisten to concerns and to incorporate new ideas into revised ISESAR EE policies

and processes. Some of the pairticipating agencies agreed that assistance with privacy and
civil liberties issues should be continued to provide consistency of policies and procedures.

During the ISE-SAR EE, the sponsoting agencies pro\.f'ided‘.technioél a'ssi'st-ance in the form of

training, policy development,-and overall-project coordinétion, The assistance provided was

beneficial fo the state and local agencies in developm@ Standardizing, and implementing

: procedures and processes for the gathermg, analysis, #And sharing of suspicious activity.
Without the provision of policy temptates, coordmatloh project meetings, and policy reviews,

it would ‘have been difficult to develop a consrsfent nationmde,‘process for the sharmg of
SARinformation.

Recommendat:on 1. Should the. federal govemment expand“the ISESAR FE
beyond the 12 agencles curently” lnvolved “congidération should hégiven to
creating a program manggegiiignt, office to ‘byerses the expansion of the ISE-
SAR EE process natlonwide, This:would.includ&the. ability to provide technical
“training, business process, prwac;y expertise, and’ support to the participating =
agencies. ‘ . ,

Recommehigation 2: Naitional parfrisistiips shouldidentify financial support
for future part:czbatlng agéncies fo figlp implement the business processes,
'trammg; iet..hnoiogy:deveiopment and'§ pnvacy and civil hbemes requirements -
Anie cenSIStent and approprlate fRapper. «

"--Recommendatnon 3 The propused program management ofﬂce should'

contlnue the technical assastance provided in the ISESAR EE fo -the
partlmpa,tmg agencigs. to' enidure consistency and efﬁcrency in the
developtiént of a nationwide program, technology, and policies. The
proposed program mariggement office should continue dialogue with- privacy
and civil liberties.atvécacy groups to continue to malntain transparency and
openness of the prétess.

% The ISE Privacy Guidelines Committee is a standlng committee established by the PMHSE compesed of each
information Sharirng Councll agencyss ISE Privagy Official. The commities provides ongoing guidance on the
implementation of the ISE Privacy Guidelines so that, among other things, agencies can follow consistent
interpretations of applicable iegal requirements, avoid duplication of effort, share best practices, and have a
forum for resolving issues on an interagency hasis. See Section 12(b) of the ISE Privacy Guidelines,
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I SAR Business Process

- EXSTING SAR PROCESSES N

‘Lesson Learned: Prior 'to the ISESAR EE, most participating sites had
policies and procedures governing the handling of general law enforcement
information; however, most did not have an established process to ensure
c:or-nplianc’e with the-reguirements of .the..ISE—,SA\R'Eunctlonal Standard.

Background: During the initial phases of the ISE-SAR: EE, srte assessments were conducted

‘with the participating agencies in order to documenf hg-eisfing SAR processes. Prior to the

implementation of the ISE-SAR EE, all of the. sites héd sor&form of process; however, the
degree to which it was institutionalized throughitiit the agencigs«differed (during these site
assessments, many. promising practices wéré-identified). The sité visit tearms documented -
the agency-s process for gathering lnformaflcumregardmg behaviors andiincidents associated
with crime and establishing a process whershy: 'tnformatiton can be sharad o detect and-
prevent criminal activities, inciuditig those assodigtad: with terrorism. Ad@litlonaﬂy, during
the ISESAR EE, several participating: ‘agencies- elther\ developed or enhanced spemﬂc

' pollmes concernmg the handling of ierfonsm—felated SAF{imformat!on ‘

Prior to the 1n|t|ahon of the 1SE-SAR EE all partlclpatmg agehcies had some processes in
place to manage: the flow of $usp|C|ous ;repei"ts emiafigting from citizens but had . not
developed processeés:to. supportall of the rigéded activities identified in the Nationwide SAR

- Cycle. During the prqec’ﬁ sevardlof the Natiahwide SAR Cycle activities were addressed,
“including’ trammgl outreach; Hod risk sgsessmehts, However, due to the short duration of
‘the pr@]e,ct not “all ofthe. actlwtles of the Na

1__ciinw1 de_SAR Cycle were fully addressed. -

' Pnor to the begmmng of ,’uhe projec’c several of the agenmes had codes to identify the

behaviors g$8geiated with teftorism. For example, the Los Angeles Police Department had

‘more than 100 cedes. Additipially, the State and Local SAR Information Exchange Package

Document (IEPD) kg, more:. than 20-codes. During the MCGA Intelligence Commanders
meeting in July 2008, a»c@nsensus was reached that al! participating agencies could take
their existing code strutyre and map it to the code énumerated in Appendix B of the {SE&
SAR Functional Standard. This allowed the project managers to develop consistent training
on behaviors and allowed for a common message to be delivered to the public, |

During the ISE-SAR EE, the project team recognized .the importance of consistent S8AR
processes nationwide. These processes ensure consistency in the collection and sharing of

. SAR information. Agencies may have different infernal procedures to process 8ARs, but it is

important that all comply with the various Tesources, documents, and standards related to
the nationa!l project.
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Recommendation 1: If the I1SESAR EE Is expanded, future participating
agencies should develop pdlicies and processes that govern the processing of
SARs within all- areas of their agency. This will ensure compliance with the
ISE-SAR Functional Standard and related project resources. lt is understood -
that each agency will have unigue requirements, but a common set of
processes across the initiative is needed.

Recommendation .2: User groups composed of representatives from the
participating agencies-should: continue to meet and:ghare best practices. This
will ‘allow for the:continued refinement of policy and procedural templates,
which ensure the eptlmal conslstency and' effectweness of any future
expansion, .

PRIVACY PoLIC! ES

Lesson Learned Agencies participating-in the ISESAR EE generally required
assistance with updating existing privacy. policies o developing 4.policy that
meets the applicable requlrements of the lSE Privacy Guidelines.

liberties of citizens is a foundational element of theISESAREE. These policies demonstrate
to the public that as law ehfercement carfies out its-official durties, it does so while ensuring
thait cltizens+right$ are protected, The NatlonalaStrategy forinformation Sharing (NSIS) and
the ISE Privacy Guidélings identify key tenets:that should be included in an agencys policy.
The ISE Privagy Guideligs.alsd-establish that State and local agencies should develop and
| . implement appropriate policres andproceduresthat are, ata minimum, as comprehensive

+———— ——as—thosé- establlshed_by the: Guidelings..: te_partmipategn the_Information . -Sharing

Background “The development of | p®|ICle$ that proteel the. prwacy. civil rlgh’ts and civil

_ l : Envrronment Prior to particlpatmg in the ISESAR EE, most of the participatinig agericies had -
: policies coricerning the gether:ng and sharing of information, although none were in total

compliance with the Guidelipgs, Participating agencies were eventually abie to overcome
-additional hurdlgs such as. thelmore recent release of the 1SE Privacy Guidslines and the
systemic complexity of the agency policy development and approval process, Chbtaining

approval for privacy peliClee friom the participating agencyss command and legal staff proved _

to be a time-consuming &ffort. To assist in the privacy policy. development -effort, project
staff developed privacy policy templates and prowded direct technical assistance to the
sites. ,

Recommendation 1: Future pariicipating agencies should continue to be
required to have a privacy framework that rs consistent with the ISE Privacy
Guidelines.
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Recommendation 2: Agencies should ensure transparency and-openness in
their privacy policy development efforts by engaging privacy advocates and
community leaders as the policies are developed or refined.

" Recommendation 3: Privacy subject-matter expertise assistance should
continue to be provided to the state and local fusion centers as they develop
their privacy policies. The templates developed during the project are useful to
agencies; however, there are many unique state and local legal issues that
must be addressed. -As such, hands-on -assistance:and review. by a-common
subject—matter authority are beneficial,

: Recommendatlon 4. Completed policies. should rbe posted on the secure

National Criminal Intelligence Resource Center (NC!RC), with agency
permission, for viewing by other paitigipating agenciés «or other agencies
wishing to adopt the policies and ploeedures developed .du#i'ﬁg,»the project.

CRITERIA FOR ENTERING DATA

'Lesson Learned: At the begmmng «of the ISEGAR EE, there was. not a c!ear
agreement on what ‘constittited -a- térrorism-relaféd. suspicious activity. -
addition, the level of suspicion figdded to dlassify terronsm-related
information ag an {SEGAR that 'wiuld bg: shared with ‘ether taw enforcement
agencies'was-not clearly*deﬂned

Background: At the 'eu;.tset of f’f-hia ISE-SAR -l:;[lﬁ':?-,._thé.re were several discussions concerning
what'-sus,pizci_ous.;agtixv_ities.vWeréﬁtéi‘-ﬁQﬁiﬁ[ﬂ;@late},d;l? and how to apply the tenets of the ISE-SAR

FunctjpnalStendardite the shafing of terforjsm-elated suspicious activity reports among law

- -enfotcenent agencies. — Afer discussion amony-project- participants, legal experts;and— —~——
represétatives of privacy advocagy:groups, a determination was made that the reasocnably

indicative staindard would béequired-fer this project.

The more appropfiate term. for information gathering during this project would be that
information that is “t€asonably indicative of terrorismrelated activity.! The development of
training that stresses this issue and provides understanding to the participants about what
activities would be apprapriate to share was a key component in this project. ‘Suspicious
activity being collected and documented by the project for the ISESAR EE is the kind of data
that agencnes have always collected concerning suspmnons of other criminal activities.

Recommendation: NS[ leadership should provide specific guidance to future

participating agencies concerning the appropriate level of suspicion needed
for the inclusion of information inthe NS,
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' PERSONALLY IDENTIFIABLE INFORMATION

‘Lesson Learned: There was no- ciommen policy ameong the participating local, -
state, and federal agencies concerning the sharmg of personally |dentlfiable
Informatlon

Background: During the implementation of the .]SE-SAR EE, considergble discussion
surrounded the inglusion of personally identifiable information (PI) within the ISE-SAR
Shared Spaces. enwronment This discussion centered around who could. view Pil-and under
what cwcumstancee "During the discussion, there was’ a diﬁerence of opinion ‘among the
federal state, and local participants in the ISE-SAR Ek: en the value of Pll from a ISE-SAR
Shared Spaces investigative or analysis. perspective As.gcurrently deployed, authorized 1SE-
8AR EE users have access to all SAR data Includmg PIi... fThe Pl issue and the balance
between privacy and civil liberties protection.didiauthorized data-accessibility will remain as
additional homeland security partners request access to the Sharéd-Spaces. data. With the
adoption of an identity managsment apphcaﬁen the ablhty to introdugérole-based access is
achievable, However; even with role-based acoass, begausk some SART&cords entered into
the Shared Spaces may contain:Bi within free- Hext G marrative flelds, the: system cannot
guarantee that all Pil is pro’tecteds !Basplte that constramt two approaches are suggested
that may. mlnlmlze the lmpact .

Recommendathn, "lhe user mterface a’r fhe NC!RC portal could prowde a

filter solutighy that wdijd display anly fighdls that & wuser is authorized to see

~ based. on th& .credentigis established when system access is originally

authorized. The: edvaritage of this $@lution is that the central control of

. seEUty: HEGess and: seftware applicationis installed at existing and nearterm

gité installatisns would:iiet have t0de médified since all modifications could

e implanted &t the portal (NCIRC).  The “digadvantage from a security ~
perghective is that the Pl deta i$ retrieved but hidden from view as opposed
to not ibeing retrievéd: at all.. A second disadvantage I$ that should an
individugl $ite need tenmvoke locally controlied rolebased access, based on

~ center pollcy, statute, or regutation, and restrict sharing of Pil to ancther
agency, to a réle,.er fo:a spectfic individual, the centralized approach probably
is not the right solition. |

SHARED SPACE DATA ENTRY

Lesson Learned Due to two options available to agencies, the Shared. Space .
technology and the eGuardian program, there was confusion among
some agencies as to the best method for their agsncy te participate in the
|SE-SAR FE. '
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Background: The FBls eGuardian program and the ISE SAR Shared Spaces are both
components of the ISESAR EE.  Erch of these data entry options has its strengths and
weaknesses, and one may:be more appropriate for use by a local agency or fusion center
than the other method, The process for collecting, assessing, and sharing the information is
the same for both systems. There remains some lack of clarity among law enforcement
agencies as to the differences between the two options and which one would be the most
appropriate for thelr agsney to utilize in the sharing of SAR information. During the initial
implementation of this project, there remained a great concern over the control. of the
-information -being shared. Many of the participant agendies were adamant that the data
should not be located in a ceritral location where they would lose.-control of their local
mformatmn

Recommendation 1: Continue to provide a clear wnderstanding of the
process involved with both the |SEESAR Shared Spaggs. and eGuardian
through briefings and outreach efforts, This will enable agenc [&s to determine
the best process for their agency to pamclpate fia. any future: phase of the
pro]ect '

systems 80 that parhcipan‘cs ful!y %understand ‘b@th methods of entering
information mtouthe JSE-SAR Shared Spaces '

SHARED SPACE

Lesson. Learned Af thé: ;begmnlng of the‘pro;est there was a lack of clarity
rsgardmgﬂwhmh agenplas coulddéeess ‘tha;ISE—SAR Shared Spaces

' Background The ISESAR EE .lmplemen’fa‘clon Guide states ‘that ”oniy crimma!m

investigativé/.analytical. personnel frqm other avaluation project partlcipatmg federal, state,
and local law-enforcement \agencies by express agreement, are permitied access to the
system.’ This allows partlcipaﬂng fusion centers to decide who has access to the system.
Some have. restrlcted BcCess: te only a few members of the fusion center, whereas others
desire to open systeiil atGe8s to other local law enforcement agencies, fire, emergency
medical services, and puiblic sector .organizations with which they have a working
relationship. As the system continues to grow, additional agencies may have need to access
the information but may not be one of the participating agencies.

Recommendation 1: The proposed program  management offioe' working

with the participating agencies, should develop an appropr:ate policy to
govern access to users outSIde of taw enforcement.
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_ Recommendation 2: As the.!SE-SAR--EE expands, user :agreementsf should
be developed and sighed by all participants agreeing to abide by the policies.
This effort should be led and controlled by the states and local participants.

Training .

PROJECT-DELIVERED TRANING

Lesson Learned: The three training courses deviloped for the 1SESAR EE'
executive level; analyst/investigator, and line:@fficer” ensured that consistent
training was received nationwide and assistégiin ‘thigsticcessful development |
and Initial lmplementatlen of the agencigs+8AR procese -

Background: During the initial developmeﬁf of the ISE-SAR EE, the project team identified
three (3) levels of ’cramlng that should "be: developed. and delivared to the agsncies
participating in the ISESAR EE  The three levels fogus-on the roles of the executive,
analyst/investigator, and line officer and establishied:gonsistency-among the participants of

the ISESAR EE as they devel oped and- lmplemen’ced theii* SAR process.

Recommendatlon 1: The three trammg programs should be delivered o alf
agencies that are Jeveloping a SAR process .and will particlpate In the
Nationwide SAR lnltsat;v’e (NSIl). Tiat all practical; rainings should be held
contemporariggusly.

Recafiifmendation 21 1t wilk be a .Ia'r'gef Lhallenge to deliver these three
fraihing courses to the: more thaf 18,000 state, local, -and tribal law

-ehforcement sgsncies. . Varied methods of dlivery” including CD-based
training, Web-baséd training, and video streaming” should be considered as
delivery:mechanisms for these edurses.

Recommendation 3: The Chief Executive Officer Briefing should be delivered
to organizations. repf*ééenting chiefs of police, sheriffs, and other public safety
executives to maxifiiize chief execufives+ exposure to the NSI and their
‘responsibilities.

ADDITIONAL TRAINING -

Lesson Learned: As agencies began to implement their SAR process and
provide SARs to the ISE-SAR Shared Spaces, it bécame evident that
additional training beyond the three initial courses was necessary to assist
agencies in fully and consistently 1mplement|ng a 8AR process.
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Background: As the ISESAR EE sites were identified, they were provided the three initiel
levels of training” executive, analyst/ investigator, and line officer. However, as the project
moved forward and agencies institutionalized their 8AR process, it became apparent that
additional, more specific training should be developed and delivered to the agencles
participating in the ISE-SAR EE. The additional trairiing identified included SAR Vetting Tool
(SVT) user training, firstdine supsrvisor training, continued- prtvacy and civil liberties training,
and techmcal asmstance on developing policies.

-SAR Vetting Tool (SVT) ster---Tl?r.al-nmg“- During the ASESAR EE, a -tool {the SVT) was
deveioped by the BJA team to assist state or regional. qug;imr’l centers inthe vetting of SAR
information, ‘This program allows the agencies to-entértheir SAR data (sither manuslly or by

* automated interfaces to-existing legacy systems) 'i‘r'ﬁtqr&he’tf')él-zand use the SVTtodefetmine =

that approprigte and-high-<quality Information isibging pusheditathe ISE-SAR Shared Spaces.
It is important that the users of the progranivbe provided sufficiérit training with the SVT to
allow for the correct utilization of the tool. Lask of sufficient training-could ultimately lead to
inappropriate -i nformation being pushed to tha ISESAR Shar.ed Spaces, ‘

Flrst~Lme Supervisor/ Midlevel: ‘Mangager Tralning"“ A review - of the processes of the -
source agencies submltting SARinfermitionto-state and: regional fusion centers-determined:
that the first real analysls for SAR mf‘qrma‘tron i8.conducted by first- Iine super\flsors of these
law enforcement agencies. Futher review of the. lnfermatlon and process is conducted. by
midlevel managers ih. the &gencles. If firstding supervisors and. midlevel managers are
unfamiliar with the 1SE-SAR EE aid the behaviers critical té determining:precursor activities
to potential terrorist aftacks, thisn important -SAR information may not be reported and -
~shared. The: firstdine supérvisors-antmidlevelmanagers should also ensure that they gain
& complgté understanding of their tocalagencypolicies and-procedures-for the review and
forwarding of SAR irfeimation te the appropriate fusion center, A key aspect-of training
firstling supervisors ‘wag the use of Terrorism Haison Officers (TLO) or similar type of
programs. These officers provide- fision centers with direct liaison officers to field
operational uhits:and providéfor continuation training and programmatic Undarstanding

- Contjnuing Privacy: Trammg" #n. important component of the ISESAR EE is ensuring that

~all sites are fully educétéd: tegarding privacy and civil liberties protections, as well as federal

rules and regulations concerning these topics. Prior to the ISESAR EE, training and
technical assistance were delivered fo state and major urban area fusion centers. The
‘training focused on the understanding of privacy, civil rights, and civil liberties rules and
regulations to state and local law enforcement agencies, - Additionally, during the ISESAR
EE, a basic privacy and civil liberties training program was developed.

Recommendation 1: Training programs should be developed for both users
of the SVT and the firstdine supervisors/ midlevel managers. These additional
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courses will ensure a complete training package for agenoles mplementmg a
SAR process.

Recom'mendati;on 2: Privacy-related traijnin_g and technical assistance
should continue o be provided fo fusion centers and agencies participating in
the ISE-SAR EE, as well as agencies not participating in the NSL. '

Recommendation 3: The Terrorism Liaison Cfficer (TLO) programs proved 10
be .very. beneficial _in . providing :continuation training to field -personnel.
Support and training for the deve[opment of TL@ programs should be
enhanced and expanded

J’nstituﬁonaﬁzaﬁ’on of the SAR Process

ANALYTIC TOOLS AND PROCESSES

Lesson Learned: Although it was not origmally part of the pro;ect plan
agencies participating in the. 1SESAR EE expregsed the need for common
analytic tools to be develepad andfar-identifiediand made. available to all
. users accessmg the data in the Shared Spaces, allowing “for additional

Bac’:kg round: The ahalysis of information éi‘éafi\iéd from suspicious sictivity reports is key to
identifying potential threats. Theré was recogfiition that additional tools would be beneficial;
-however, due: to-the finiifed tﬂ:ne fi‘ame for thls project, not all aspects could be fully

developed: NtHOugh each pai‘t{mpatmg aggncy 2an. analyze its-own data or search data
from other participatifigs agencies through the: TSE-SAR. search tool, there are currentfy no
tools avallable to allow dhalysis of ]l SARs. Additionally, there is no process to ensure that
all SARs coligeted nationwide are beirig analyzed. Typically, agencies conduct detailed
analysis of inferthation that relates directly to their jurisdiction but do not have the time or
resources to condyat nationw;de analysis of i mcommg information.,

v

Recommendaflen 4 Conduct research and identify analytic tools that can
operate in the distributed environment. These tools would need to
simultaneously ‘protect the confidentiality and privacy of the information
contained within the shared space. The proposed program management

~ office should considér the adoption and provision of these tools to enhance
the capability of the search., ‘

Recommendation 2 Create a capability at the national level that would be
responsible for analyzing on a national basis all SARs entered into the ISESAR
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Shared Spaces. This capability would also provide analysis and feedback to
the agencies participating in the NSI.

NETWORK CONFIGURATION

lesson learned: Because the ISE-SAR &hared Space servers and
applications were not considered a “production’ system by most of the site
informatjon technology staff, sits 'system and network: administration
responsibilities were not clearly deff ned .

Background The Virtual Private ‘Network (VPN) gpprofach to the ISE Shared Spaces
connectivity was generally effective. However, becausa;the |SE Shared Spaces conflguratlon
was considered to.be a pilot, had demilitarized, ¥one (D2 components, and was time-
limited, in° many cases separate subnetwdiks were established for the ISESAR EE
-equipment for security reasons. A the b.eglmrﬁr‘ag of the project, Mgt participating agencies
showed a concern about a VPN access 1o their internal networks, . While this offered
desirable security protection to the site inforfingtion techiblogy (IT) faility, it also led to a
"one-off' situation, and site IT staff did not alweysfhgiiitor the subnet foi performance or
outages on & seheduled basis. Staff at:the NCIRE: gbv site most often were the first to
" recognize subnet problems and hadrto 4dyise fusion: Genter staff. These outages causéd
some problems with participating agent:nes~ab|lltya“c® fullysearch all-servers in the project,

Recom menda’tton Recenflgure ’the\JSE‘-SAR EE’ﬁé‘tWork architecture at each
site to "elevaty’. its- s{atbs as a: production sysiem, and as necessary,
integrate the ISESAR Shared Spates into ex]stmg network monltormg
chess.es currantly mstailed i fhercenters

BACKGROUND CHECKS

Less@nnLearned As a resu]t of the sﬁe visits, it was determlned that there
was no ¢onsistent bagkground check process that applied to all partlmpatmg
agencies andncontrac;t prsonnel involved in the 1SE-SAR EE.

Background: While nof_sh@"@‘essanly required by the project, the Technical Deployment Team
requested that each site "tlear' contractor staff who would be involved in on-site instaliation
and test activities, as well as postdeployment remote access o a sites |SESAR Shared
Spaoces equipment and data via the NCIRC.gov portal.  The requirement for batkground
chiecks was not due to the nature of [SE-SAR EE data (which Is unclassified) but the potential
access to a fusion centers internal network that hosts the Shared Spaces environment
along with other systems.

None of the contractor staff had any prior federal background checks that might suffice the
fusion oenters—speclﬂc requirements. As a result, each fuslon center site required some
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level of background check before thédep’loyment staff could begin work, Some sites
required only limited personal information and ran local checks in their jurisdiction, while
others completed full investigations requiring fingerprints and FBI background checks for

the ten contractor staff members assigned to the project. In only one. case did a fusnon )

center accept the background check: performed by ancther agency.

Participating agencies were also asked to accept existing state and local agency background
checks as being sufficient for allowing other agencies to view their data in the shared: space,

Although this-did not presént-a problem-inthe iSE—SAR EE, it:could become a larger-issue if -

~ the SARInitiative is deployed natmnwnde

'Recommendatlon The proposed prograr;: amanagement office (PMO) should
: coordmate obtaining appropriate backgrotmd cheoks for staff working at the
sites to implement any future roliout of this project, The: Glearances protocol

~ should cover all participating agen@igs. as wel as the staff for operatlons and
maintenance duties.

Lesson Leamed Agenmes]that develpp and lnstliute a SAR process should

include outreath.and awireness programs to better inform law enforcement,

the general publis; privagy advecates, .ghd private sector entities regardmg
f f’che%typesnefunformat:an*that shouidhibe- rep@rted

}

BackgroUnd Varfous @u‘nneach and pubhc awareness programs have been developed by

the agendéigs, involved in“the, ISE—SAR EE The purpose of these programs Is to support
agencies. in ‘syGeessfully rmpiementmg a comprehensive SAR process while engaging law
enforcement agengies, prlvatecsector entities, and the public. These programs clearly
identify the types f: behaviak/that should be reported and information that adheres o
appropriate privacy andidiviiliberties protections. These outreach and awareness efforts
assist in mitigating many-¢dncerns about improper police activities.

Some of the prqgréms that have been developed fo assist in outreach efforts include the
Safeguarding America; It All Starts With You DVD and associated material; a joint effort by
DQJand DHS; BJAs Communities Against Terrorism (CAT) program;2¢ the Los Angeles Police

20 The Communitles Against Terrorism program was created to assist law enforcement in the development of -

partnerships with communify members to make them awars of potential indicators of terrorism activities.
Templates of flyers containing potential indicators have been created for law enforcement to distribute fo
specific industries. EGuardian-370
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Department-s IWATCH program;2?.and fusion center tip lines and Web sites. Additionally,
fusion centers have utilized their Fusion Liaison Officer (FLO) programs as a link to engage
public safety and private sector entities and organizations and increase awareness of
sugpicious activity and what to report to law -enforcement. The Las Vegas NMetropolitan
Police Department, the Arizona Counter Terrorism  Information Center, and others used
videos to inform the public about behaviors that should be reported to law enforcement, A
public awareness campaign was found to be extremely useful in getting the public and
private sector businesses to report-relevant and useful Information concerning possible
criminal activity, Many of the centers worked with- privacy:gidvocates when developing their
iocal policles concermng susplmous actiwty reporting.

Recommendatmn 1. Agen‘cnes en_gaged 44 SAR program should further
engage and train their FLOs to assigh i public, ptivate sector, and law
enforcement outreach and awareng$s Opportunities. ‘Prowdmg additional
_{raining to ALOs utilizng the Safeguardmg America DVir and providing
* additional outreach material to the officers to jmteract with tig public and
private sector will provide: greater awareness of behawors indipative of
.potentlal terrorism-activitys

program for other faw enforceffient agenoies-xthat arg: éngaged in the end-to-

end SAR progess. This:program wrauld assist ‘agencles ini the development of a

statewide strategy for both the gath"erlrig and dissernination of SARs, as well

as identify the’types of kietiaviors of Whigh law enforcement officers should be

aware; Agencleé tha‘o fhave fristituted: & TLO program may.-use the TLOs to
_ asslst mtth;ase outreachaopportunitles‘ -_; e

iRecommendatlen B Agehcles engaged in a 8AR program should cons:der
aragtive pubilc awaru_‘ gness plj,cggram to inform the public of specific needs of
law erifdrcement and to build -communities of trust. This may include the
developrinént and use @f fip lines, Yseb sites, e-mail addresses, and various

types of outiggch ma’ctar;a!s, such as the 1V\ZATCH and.the CAT programs.

Recommendation 4; Law enforcement agenones and fusion centers '
engaged in a SAR program shouid develop and implement a private sector
awareness program. This program may utilize the CAT program and tensts of
the Safeguardmg America DVD, as well- as lncorporate TLO programs to assist
in these outreach efforts.

Recommendation 5: Resources should_ continue to be made readily
available to distribute as educational tools, such as the Safeguarding America

21 More information about the iWatch program can be found at www.iwatchla,org. EGuardian-371
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DVD and the CAT material, to state and local fusion centers to assist in
outreach and awareness efforts. Engagement with other stakeholders and
privacy advocates should be conducted on beth a national and local basis.

) SAR Technical Process |
| SYSTEM DEPLOYMENT PLANNING

Lesson Learned: Agencies must have certain sys’rem standards in. p]ace to
ensure the eeam[ees eharmg of lnformatron

' Background The ISESAR EE deploymen‘r tearii foTIowed normal IT business practrces and

" defined a " standard‘ template to plan eachu eystem deployment The templete |ncluded a

was approx!mately ’chree weeks In addltidh a preoperatlenal ”cheékhst‘ was used to
ensure that everything was In order technically: before &dch system wafitelive, A host of -

_center management processes aﬁdﬁstaff;ng issues ungxpectedly impacted the schedule and

delivery of the systems, For: examdle &fter one centet: ggreed to participate in the ISE-SAR
T T EE it thenrhad o formally __reguest:permresren Ffrorn-a-shate
o resources. Unfortunately: the board Mgt only oiigeper mohith:. As another example, after
agreemente were made o refmburse ceni"er etaff for labor ces’te to support the metallatron

‘ memorandum of underetandmg (MOJ) be draff:‘ed and approved to document the agreement :
(to cover about-24 hours.of WOrk) Pgfore the work could begin. As a final example, the
deployrhent téattidias. advised: ‘hy anotfigr centeirthat aceording to-its state Department of
Publics Safety, the NOIRE: igov sitewould haveto comply with FBI Criminal Justice information
Serwoess_,\(CJIS) IT Secutity-Standafds and submit a 40-page assessment of mandatory
requiremerits, Although th&iBJA teanisworked through each of the above issues, impacts to
schedule-'and"el.eployment .ac"ti\r‘i.tiee were unavoidable,

: Recommende’clon Significantly expand the planning phase activities,
commumcatione Jplaf;, documentation, and schedule to account for all of the
fusion center<drivén overhead requirements. [Ensure thalt all of the
stakeholders, especially senior leadership, are identified and agree to the
plan before actual deployment resources are scheduled or significant work
begins. In addrtron to senfor leadership, these stakeholders need to include
agency management/ oversight groups, IT security, center legal/ privacy
resources, system and network administrative staff, and key end-users:

EGuardian-372
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SITE SYSTEM SOFTWARE AND HARDWARE

Lesson Learned: A smgle Shared Spaces site software and hardware
solution may not be the best method for implementing a Shared Space
- technology. .

Background; To .support the accelerated schedule for the ISE-SAR EE infrastructure, a
Microsoft-based architecture was selecied (Windows Server 2003/2008, MS SOI. Server
2005/2008, .Net Framework V3.5, IS Server ASP.NET V3.5, etc) for ISESAR EE sites.
- Although this configuration matched the skills of the develeprient team, it was not the best
or preferred technology it for several of the sites. For@xarmple, of the 14 sites participating
“in the ISE-8AR EE,22 5 sites would have preferred adifferent operalmg system (e.g., UNIX), a
different relational- database management- system {RDEMS) {e.g., Oracle), or a different
programming environment (e.g., JAVA). In sgveralfinstances sitef] staff assigned to-support
the fusion center were familiar with, but net fully competent, in the:selected technologies.

Key components of the software architecture require: knowledge of ‘ExtenSIble Markup

Language (XML) and the Natlonal Information ‘Behange Model (NIEM), specifically the

'chlcal Entlty eXchange Spemficatlor're (LEXS) forma’ts for Search and Retneval (SR) and
site

'to provsde necessary system, network and dat‘abase admlmstratlon services as the pro;ect o
moved forward, replacing contractor staff who managed the ihitial deployment. As with

system software, site: IT staff-miy not have. had an opporﬁmlty to bacome proficient in XML
or familiar with N]EM.ahd LEXS

Eaifly on. r:the 1SESAR EE, a.dec:l?;mn*was made 0 select a standard economlcai hardware
and software conflguratlon that.provided- adequate CPU power and-RAW and disk-storage
but . alsd minimized ROBMS- Iicanse costs.  Since most IT centers use rack-mounted
squipment, suitable mndle\rel Dell; IHF’ and 1BM servers were selected, Each center was
given some legway 1o request modifications to the standard configuration to match existing
- site stendard$ < Qpreferenc;eé, This flexibility was greatly appreciated by the site IT
" management and. ifelped solfitify their acceptance of the ISESAR EE.  Unfortunately,
because of the entefprisemature of the ISE8AR EE, in terms of internal and external users,
CPU-based licensing was yequired for the RDBMS (MS-SQL Server). Conseguently, single
CPU-servers were purchased for each site for the evaluation period. With the exception of
DHS, the FBI (eGuardian), and the Washington, DC, Metropolitan Police Departrment, who

opted for a single-server configuration, all sites requested two servers® a Web server and a
database server.

22 Including the 12 sites, eGuardian, and BHS, EFGuardian-373
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Recommendation 1. The proposed progfam managaméht office should
evaluate the best method of deploying operating systems and examine the
pros and cons of other programmmg languages

Recommendation 2: Specific training courses or targeted technical
assistance .should be identified fo help site staff improve thelr teohnlcai
system edminlstratlon capabllltres

Recommendation 3: To _support fore robust usage partlouiarly from
external users, a secont! CPU and additional memory:should be added to both
servers. In-order to support traditional system-rédundancy and higher system
availability requirement, the proposed program managerﬂs office should
evaluate the need for backup servers, :

DATA MAPPING TO THE JSE-SAR FUNGTIONAL STANDARD: |

Lesson Learned: Legaoy data conG&thing, SAR mformatlon at the
participating agencies wag hot in oomplianoe W|th the’ [SESAR Funotlonal

Standard.

~ Background: Smce the TSESAR ™ Fuhot:ona?* $tandard Was deveioped “With ™ mput ffom T

selected fusion center 5ubject~matter experts, there. was & general sense that legacy
databases at fusmh Gehters gpitained most oﬁ‘che infokrvation reflected in the standard. At
the state level, this. assumptiof was generally frue. At the local level, howaver, there was
significant variability figm. the/ISESAR Funch’onal Standard since major city urban area

~ fusion cemtérs:gelected foir the ISESAREE hadwery little of the data enumerated in the I1SE-

SAR Funétional. Starjtlard. For: those sites that, d]d have fairly comprehensive data, the key
ISE-SAR fields describitg: ”obseryeti behavior*: threats and privacy controls were absent or

incompleté. As a result, earches-Jssued by users against other Shared Space databases

usually restiltéd in few or fig'hits. Campounding the issue was the situation In which cne
fusion center pidtided only SAFQS associated with eritical infrastructure incidents. However,
data about subjects-or vehidles associated with the suspicious activity was not. inciuded in
the ISE-SAR becauséiths. Ieg,aoy system was tesigned for another purpose.

- Recommendation 1: Evaluate legacy systems at each of the. potential future
sites and determine whether common vendér products might be candidates

~ for technology improvements to better support the ISE-SAR Shared Spaces
data requirements. If found, facilitate meetings with the vendor(s) to evaluate

. .options that might benefit multiple fusion center participants.

Recommendation 2: Depioy the SAR Vetting Tool (SVT) as a bridge between

a centers existing RMS or other database used for SARs so that key fields

necessary for effective information sharing can be populated or augmented by
EGuardian-374
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fusion ceriter staff before ISESARs are storéd at that centers shared space.
This common todl should contmue to be supportéd by the proposed program
manager—s office. :

| ACK OF STRUCTURED DATAIN LEGACY.SPR RECORDS

Lesson learned: Structured data was not available at most participating
agencies for the population of the shared space. data freids

Background: ‘This problem impacts many record mana@éﬂiﬁent' systems in use today and
reflects the reliance of most agencies on paper formé tsed by frontline officers to record
details of suspicious behavier as well as any «bther ingident that the officer may be
documenting. Even if online systems provide specifi¢ fields to:eapture names, vehicles, and
other descriptive structured data, users of {fio8& systems fréguéntly just enter a freetext
narrative of the incident, This tendency dgféats initiatives to improve the mapping of data
and frustrates users trying to search multipld Shared Spages using stiughyred fields. Having
to search long strings of narrative text takes tlme.xand oftén-results in the\retneval of records.
that have no true relatlonship to theﬁactual subject 'uaffthe search

..Recommendation.1.: At the ahalysf avel, enfgm,ejdata quallty stan_dgfds and__
request that strugtyred data figlds be updated as nétsssary (e.g., suspicious
activity codes, subjgét. names, Jocation. daty, {hredt codes) even If the
informationis also included in a narrahve descriptist. The SVT could be used.
to support this task. In‘pfactice, théfiumber of ISE-SARs that might require -
additional quallty ghecKs. and data entiipis quite low and does not represent
ane axcesswe =burden o any fusion centes Jparticipating in this initiative. The

¢ proposed progranm mahager-s offsce Showtd provide support to accompltsh this
geommendation: :

'Recéﬁxjtmand-ation 2¢ s part©f a technology refresh cydle, examine new
technol&gy: that might @upport more powerful text recognition and search
algorithms 6.iye applieéd to each shared space database upon the ingest of
ISE-SAR records ‘that would ssgmflcantly improve the speed and quality of
search operations..

SITE SHARED SPACE DATABASE DESIGN

Lesson Learned. The database design at each site may not be robust enough
to support a wider deployment to users nationwide.

Background: Because of the pilot nature of the ISESAR EE, the common 18E-SAR Shared

Spaces database structure was organizad based upon the 1SE-8AR Functicnal Standard but

normalized to improve efficiency from a search perspective (search fields were limited).
EGuardian-375
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However, the database was fully compliant in terms of the NIEM-based content and format
within the LEXSSR standard. This was accomplished by building the LEXS/NIEM record
upon data ingest into the Shared Spaces repository so that if queried by a remote NCIRC.gov
user, the CPU time recessary to build query results would be minimized. Although this
approach worked for the limited-use ISESAR EE, add:tlonal analysis is necessary fo support
‘a praduction environment.

‘Recom mendation 1: Eforts should be made to verify the database design,
broaden searchable parameters, conduct performance modeling-and tuning
activities, and perform some evel of stress testing; with particular focus on
sites that are hosting the AR Vettmg Tool (-,‘_ vARY .apphoat[on on the ISE-BAR .
Shared Spaoes Database server, L .

Recommendation 2: Vodify the database schema to mclude all Informatlon
exchange package documentation: fIEPD) fields to provide. fer attachments
and other desired metadata that wxlls fimprove {;Ine robustné‘s‘é of ISE~SAR
records maintained at each site. - . B

Racommendatlon 3. Indlade-indicators on -€de¢h IEPD data element ‘that

A e identify.it-as . privacy.field basediton the [EPD:ARg. augmented bystateor .. oo

local statute or pO|IQy

1

DEPLOYED SHAREJD SPACE APPLICA"!‘IQNS

Lesson Leamed No commpn process* for extractlng, transforming, and
!oadlngalegacy datawas;avallable L

BacKground: For the JSE—SAR E& vanous approaches were taken to import data from
legacy systems into the” Shared Spaces database. . These approaches generally included
both reusable: components and custéim components to support the overall extracting,
transforming, ‘&nd. loading \(ETL) process.  Primarily, two approaches were used: (1)
processing an input file contgumng candidate records with a traditional ETL script and (2)
using a database repiioatxoﬁa approach in which the source database pushed an extract foa
staging area on the Sharéd-Spaces database for subsequent processing and loading in the
Shared Spaces.repository. A third approach was created for processing records from the
~8VT. Two additional approaches were discussed buf not implemented in the pilot:- a Web
service option to allow legacy systems to push candidate SARs to the Shared Spaces and an
approach involving a direct query of a legacy database from the Shared Spaces to "pull
- records designated as candidates for sharing with [SESAR EE members. -

' Recommendation 1: Create an interface toolkit that fusion center IT staff or
other law enforcement agencies might use which contains various proven and

documented applications to process SARs into & Shared Spaces database.
EGuardian-376
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Recommendation 2. Provide the capabiiity to ingest attachments as part of
the ISE-SAR record, if available from the legacy system.

Recommendation 3! Reevaluate the current Shared Spaces database
"smash and replace’ approach to see whether other options might be
possible that stiil preserve the integrity of the Shared Spaces but improve the
timeliness of ISE-3ARs being made available to the user community. Cther
options could include Add, Update, Hide, and Purge femtures that would act
upon individual- -SAR records being pushed. to-the Shared Spaces. This
approach wmay better support situations whereMultiple legacy systems are
feeding a single Shared Space database ‘such as the situation envisioned by
DHS,

Recommendation 4: Design and inigiément an aujc@hwated approach to
provide feedback to users who mayihave retrieved SAR réeoids from a sites

Shared Space on earlier searches thit: a pre\nously viewed" SAR has besn -
purged from that sites Shared Bpace. :

Recony mendatlon 5: Evalugteithe feasmllity Bfa subscrlptlon-based alertlng
. ,fcapablh‘cythat weuld prowdeftwo bas;cjunctlons

1. Alert usgfs: Whem they add a.new. ISEE-S»QR to ’rhe;r‘Shared Space that a
p0551ble*Felaied‘SAR exists: ih“anof,her fuss@n center*cs Shared Space
: \ ;
2. Allow all analyst it o fusion ce’hter to request notlﬂca’non when any
fugion centeradids it [SE-SAR terits Shared. Spar;e that meets basic
Sritstiarestablished. bythahusén )

While the smash and' ‘rep!acé 'technique discussed above in Recommendation 3
complicates. the design of xth!s alei*ﬁmg capabllity, the ability to receive notifications
automatically without the ne&d to manually search the Shared Spaces periodically could
provide mgni’ﬂcanﬁbeneﬂts to ths analyst community.

SYSTEM DEPLOM EN?FPROGESS |

Lesson Learned: Preplanning readiness and postdeployment checklists
were beneficial to the installation of systems at each site.

Background: Owverall, the deployment of computer systems and software at most of the ISE-
SAR EE sites went surprisingly well, primarily due to a series of readiness check telecoms in
the weeks and days leading to the on-site visit. In every casg, slte persorinel agreed io
instail the servers and VPN in thaeir facility and support connectivity and application testing.
fn addition, on most occasions, [T staff also loaded the server system and database
software, Some delays were experienced at sites where the fusion center relied upon state
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or city IT for suppott and additional coordination was necessary. The process and sequence
of tasks was proven tobe effective.

Recommendation 1: "Dacument' the process and include templates for
future use, including ‘a more extensive checklist to cover unanticipated issues
-and/or constraints both before and after system deployment.

'Recommendation 2: It is imperative that specific points of contact for all
facets of the shared space support be provided. and maintained.. This will
assist with not only the setup of the shared space: foirthat location but alsoin

- addressing any Issues arising in the everyday operatlon and ability to connect
to that location. W

USE OF EXISTING REPORT FORMS

Lesson Learned: Modification of e)ﬂetmg law enforcement repertlng forms
eases the implementation of the tSE—&AR EE«preject in the 'partlmpatlng
agenctes .

within an agency is getting the repoited suspigivus activityfrom the patrol officer or other
person taking the initial:teport to the it chargedrwith aneilyzmg the information, Rather

- than creafing a ngw: form of implementlhgs.e M&w process, the agencies modified currently

used forms and progésses, wh!ch \made thé; process more acceptable to the officers initially
taking the |nformat|on .

The Los Ahgeles F’ollce. Depeftmen‘c (LAP”EJ rimedified its existing lnvestlgatlve report used by
offrcers te report crimées-&s prevrQUs_ly describéd in the report

The V\Jeshmg’den DC Metropdlltan Pol:ee Depaﬂmen‘c initiates a SAR WheneVer a crime or
incident repoiti] jirthe fieid is: tagged as involving suspicious activity, This cataloging occurs
when a box on thereport 'let;)eled "Suspicious Activity' is checked. As Terrorist Incident
Prevention Progrant-(@PR) forms and. crime/ incident reports are reported to MPD and
identified as suspicious; they are immediately forwarded to the Intelligence Fusion Division
(IFD) for review and analysis by a trained analyst.

Recommendation: Agencies implementing a SAR process within their
agency should review current processes and modify existing forms and
- processes to simplify internal reporting.

EGuardian-378
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REVIEWOF LEGACY SAR DATA

_Lesson Learned: Legacy SAR data. should be carefully rewewed before it is
shared in the ISESAR Shared Spaces. -

Background: The three mitial agencies ’to place data into the ISESAR Shared Spaces had
legacy SAR systems that contained several years+worth of existing data. The New York
State Intelligence Center, the Virginia Fusion Center, and the Florida Fusion Center all

Joaded’ their legacy data into the ISE-SAR Shared Spaces system. In an effort- to test the
~ system, a comprehensive review was not .conducted on- the ‘existing legacy data to ensure
that alithe data met the four-step process requireg Bythe ISESAR Functional Standard, .
After reviewing the legacy data tagged for sharingii-the ISE-SAR Shared Spaces, it was
determined that a comprehensive review needed 1o be completed on.each Individual $AR
contained within the legacy systems.

' Recommendation: Agencies that Havera legacy S-,AR:siysteni*s;.cy“ith' stored data
should complete. the fourstep process. required:by the ISE-8AR iFunctional
Standard before taggmgl the data to be; lncluded in the ISE-SAR Shared
—iSpaoes :

|NTERFACE \NITH '[HE FBHS EGUARDIAN ANED DHS‘S SHARED SPAGE

Lesson Ledrned:; Buﬂdmg mterfaces EtO the FBH«; eGuardian and DHS®
Shared Spate: allowed fér a srngle ‘search interface for local, state, and
federal users tp access all, SAR data and to operate with a common
uncierstandmg and; proe;ess \ e ,

Background 'ihe ISE~SAR Shared Space cohcept ‘was -designed to allow the systems fo
share iiformation while - aliovwng the submitting agencles to maintain control of their data, '
and all agénties would be: able to Impltament the processes and policies enumerated in the
ISE-SAR Functiohal Standard ‘One of the project challenges was how to share information
with the FBl and BDHS. Wlthou_{; figving to utilize different systems or processes.

The solution was twofald: ‘build Shared Spaces servers for use by the FB! and DHS to allow
them to share their data with other-users from a single interface and build a utility info
eGuardian that allows state and local agencies to share data with eGuardian via the Shared
Spacss User Interface. Users who place S8R data into their Shared Space server can tag
the data to be uploaded into-eGuardian, which allows the SAR information to be shared with
the FBI-s Joint Terrorism Task Forces. :

"Recommendation: The FBl and DHS should continue io support the
interface with the Shared Space environment to allow continued ease of
sharing SAR data with all law enforcement agencies.
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NCI RC.GOv PORTAL USER IN'IERFACE

Lesson Learned: During the ISESAR EE; it was determined that the User
Search functionality may need to be evaluated 'and enhanced to-ensure that
it can meet the technical and functional requwements of any future natlonal
roflout of this prcajeot

Background: A with other facets \ of the ISESAR EE software 'ar'ch-itecture., the user
-~ interface avolved as the project moved forward.. Functional and relatively easy to use with a

small number of tecords in the Shared Spacss, the usef {nferface was designed to quickly
permit information sharing activities between :partidpﬁﬁﬁg* sites. However, fo allow for an

early deployment of Shared Space search capabilifies;. user interface functions were

constrained- when .compared to other similar séarch "fo(p,'le used -by. law enforcement
“agencies, such as "read-only restrictions, lack of‘ analytics of: geospatlal visualization, lack
of attachments, lack of role-based access: mechanxsms and Ilm‘lted workflow and query
results navigation,

' Although the SAR User Ssarch furietioniality is acges eﬁl*lthreugh the N@IR:(ﬁ‘lporlal it is not
ithe portal. - Recommendatlons i this

the only application or :nformatidnseeurce available B
- dooument refer. on{yto the SAR User™ Searchffunctlonaht"y

Recommendat;enf e J\group ef .subjecimafter expel‘te fo include analyets
should be utilized to establlsh flrmfueerﬂ ni;erfaoearequirements conduct a gap
analysis agamst the ‘ISESAR EE luger - interface, and document an
enhancement plah\.for ’rhesuser Interfac“e

, sRecemmendatlon o ?Upon completlpn\ ef the gap analysis, evaluate the
' dgsirability of pidviding & Shared Space Search LEXSSRbased Web service
'capablllty to allowexisting: fusnon centers to conduct searches of ISESARs -~
-~ usitig; iexisting iegacy records. fhanagement -systems or case management
systernglnstead of havmg 1o physically log on to the NCIRC sife. This option,
though ‘cechmcaily feaSIbIe under the LEXS-8R standard, introduces possible
privacy and ciwl llbertles concerns ‘chat heed to be considered.

Recom mendatlon 3: Bvaluate the use of commercial or government off:the-
shelf technology or portal fools fo assist in the integration of additional
functional capabilities, with particular focus on the userinterface challenges
of federated searches against numerous databases (potentially up to 72).
Cther capabilities should include the integration of analytical tools, inclusion
of attachments .in query results (images, documents, video and/or audio,
etc.), storing retrieved results (perhaps only temporarily in a personal queue
or file), screen personallzatlon and other technigues to avoid information
overload. '
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Coservations and Lessons Learned

Recommendation 4: Provide & report generation capability so that users’
can create various reports based upon the results of ISE-SAR Shared Space
searches. This capabllity would allow users to tag individual retrieved records
to be included in a report. Consideration should be given to making these
reports "read only’ to preserve the ownership of the data for the contributing

agency.

Recommendation 5: Provide a capability to search audit logs based on
. various criteria“ such as monitoring of system use; .enforcement of security

and privacy policies, and performance managemgiit* and produce a series of

formatted reports. This feature would be restrigfédito management users.

1
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LEVERAGING PROMISING PRACTICES

The agencies involved in the Informati'o'n Shéring Environment-Suspicious Activity Reporting

Evaluation Environment (ISESAR EE) are professional and respected law enforcement

agencies. A significant component of the project was the ability to cbserve and codify
critical enabling activities of these agencies and adopt the promising practices for use where
appropriate, During the course of this project, an initial analysis. of four major city police
departments in Los Angeles, California; Boston, Massachusetts; Chicago, lllincis; and Miami-
Dade, -Florida, -revealed a number of promising practices regarding the gathering,
processing, analysis, and sharing of SARs. These promising practices were instrumental in
the foundation of the project and were shared through the ISESAR EE user group to be
replicated as the project was implemented. Additionally, a number of promising practices
were docurnented and shared. in professional journals in the law enforcement community.
Below are some of the significant promising practices 1dent|ﬂed during the course of the
- Bvaluation Enwronment

These promis-ing practices were discussed at all user group meetings and conference calls,
as well as shared in the monthly newsletter to all participating agencies. Many of the

promising practices were discussed and refined and later adopted by many of the users. Al _
- parthers agreed that this was critical to estéblishing common pragticés and procedures for - =~ 77

handling SAR information.

EXECUTIVE LEADERSHIP

Critical to the success of any program is the support from the agency-s executive leadership.
However, it takes more than just a word of encouragement or a statement of support; there
must also be an active commitment to ensure that the agencys members, the public, and
other government policymakers are informed and supportive of the operation. Executive
leadership should visibly and regularly support the adoption and implementation of an
agency SAR process. Without the agency leadership-s continued sponsorship and a sense
of importance, it will be increasingly difficult to knit together all the process pieces over time.

The Los Angeles Police Department-s (LAPD) leadership took an active role in developing a
comprehensive program fo collect, analyze, and distribuie suspicious activity information
related to terrorism. The chief of police at the time of the inttiation of the ISE-SAR EE shared
the lessons learned from LAPD with other a'genbies nationwide. LAPD frequently provided
staff members to crossdrain other SAR agencies regarding their behavior codes and SAR
processes. ‘Presentations were made by LAPD representatives to police organizations such
as the International Association of Chiefs of Police (IACP) and the Major Cities Chiefs
Association (MCCA}, as well as members of Congress and officials in the White House.
These efforts were a major impetus in the development of the NSI. LAPD deveioped an
agency-wide General Order, amended its incident report to simplify the reporting of
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suspicious information, created a SAR Unit-with the responsibility to analyze the information,

and communicated o the organization the importance of the SAR process. Al of its efforts

created a synergy that led to other innovative concepts for developmg and analyzing
terronsm#elated information.

The director of the Miami-Dade Police Department provided a SAR brief on two sepatate
occaslons o the Jocal Chiefs of Police Association. This was part of a larger process to
obtain support from various law enforcement and other government agencies in the South
Florida area, The Miami-Dade Fusion Center has trajned various county government
departments” including fire, emergency medical services,&viation, and public works" on the

process of the SAR program and how fo report suspigious. activity to the fusion genter. The.

director has also supported the creation of the Sputh Flofita Virtual Fusion Center, which
provides a platform for all agencies in the SoytfiFlorida area«fo*partlclpate in the sharing of
terrorismelated information throughout theureg[on -

The chief of police of the Seattle Police Depaﬁment and the sher;ff of the Las Vegas
Metropoiitan Police Department were principal-fianticlbants in the effotts.of the MCCA to
develop recommendations for a na‘uohwxde SAR proggss. The MCCA, through its Intelligence
Commanders Group,. helped speal‘head ithie-SAR effort-among law enforcement agencies in

~ the countrys major cifies. Without thlg_'lnﬁatlve,. efforts {d-gstablish a nafionwide process

for sharing of SARinfqrrﬁé’clon_ would Fige been Q‘ﬁéatlyhamﬁéréd

The chief of policé-pf- the Washxngton DC M.e_tropoiltan Pohce Departrnent was often called
upon to represent thé interests ,of law enforcement agencies nationwide in articulating
policies needed 1o enstié- tha‘c Buspicious actwlty information was being collected and
evaluatéd-throughaut the couhiry. Thesghief ropresented local law enforcement agencies
nationwide. befere Cangress anédithe VYWhite HMouse. The police department also had a major

role in the:supporting preparahonss for the Inauguration of a new President and was able fo

test many-otihe concepts bg‘"' ing developed by the project. The lessons learned from those .

efforts were shared with prOJoci\ participants to better develop their own policies.

.'

SHARED SPACE CoNCEPT

At the onset of dlscussmhs congerning the sharing of terrorlsm—related SUSpIClOUS activity,
there was concern by many of the state and local law enforcement agencies regarding the
impact of state and local laws, rules, and regulations.governing the sharing of information.
There was a concern about the agencys ability to maintain control of the information if the
information were placed in a data warehouse. Consequently, the concept of a Shared
Spaces was built to provide both the ability to share SAR information and ensure that the
originating agehcy would retain control of the information developed by its agencies. This
concept allows participating agencies to select the information they are willing and able to
share and place it in a "shared space’ server. Although other technology solutions could
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have been employed, the shared space servers were developed to be maintained by the
originating agency but made accessible for search by a common user interface available to
all agencies involved in the project. The following are the agreed-upon attributes that were
keystones to developing the shared space:

» The data contained in ISE—SAR Shared Spaces is not intended for use in
statistical research and/or reports, Participants are not able to download the
shared data in order to ensure that outdiated data will not be stored in systems
outside of the participating agencyss system.. -

» The ISE-SAR Shared Spaces database is not & cnmmal intelligence system or
database. )

» The data in ISE-SAR Shared Spaces is miapdged and'ma:ntalned (controlisd) by
the submitting agency, which is opérating under md:wdual state and local
jurisdictional laws and policies. .

> Data in ISESAR Shared Spaces is @gcessible by authorized ISE-SAR EE
participants in fusion centers, law erforcetfient agencies, Joint Teurorrsm Task
Forces (JTTFs), and Fedgrah Bureau of Investigation (FBI) Feld intelligence
_ Groups via the Sensitive Bul Unslawsjfnad (8BUjsfietworks that prov:de secure
~ communication.

> Vetting of data for inglusion in. the iSE—SAR Shared Spaces should include
contact with the local JITF Natlona! JTTF and tHe Werrorist Screening Center
(for Violent Gahg and Tqrrbnst Orgahi;iatlon File queries) in order to determine
whether currents nvestlgatlvesactlwty !Szongomg '

>, ﬁhe quéry: prq:wdes the opportufiityfor. a gearch of all selected ISE-8AR Shared
, .Spaces to indlude eGuardian and thesU.S. Department of Homeland Security
(RS} Shared Spasé §erver$:a§‘ resource availability allows.

> The user interface -Utilizeé -Gommonly accepted, secure Internet-hased
techndlogies.

> ltems presefifed inithe initiat results list displays submitfing organization,
contact informatior, and ISESAR information.

» Selection of a record from the query results list retrieves the specific ISE—SAR
identified in that selection, :

> An audit log is used to capture search transactions at a central query site and
agency database.

» User access to the ISESAR distributed search is prowded utilizing the secure
government networks: Regional Information Sharing Systems Secure Intranet
(RISSNET), Homeland Security Information Network (HSIN), and Law
Enforcement Online (LEO).
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> Shared:space ISESAR systems provide a uniform data representéﬁon of
agency dafa based on the ISE-SAR Functional Standard.

> A capability is provided to allow agencies to forward designated SARs to the-
aeCGuardian system from the shared space environment.

THE SAR VETTING TOOL

In developing the ISESAR Shared Spaces concept, it was anticipated that SAR information
could be extracted from each agencys legacy database-and submitted to the ISESAR
Shared Spaces. However, it was determined that manyéfithe participating agencies did not
have a separate SAR database that could be utilizéd té: analyze SAR information before it
was shared with the other agencies. Several agen¢iés haththe data in multiple databases,
and others used paper processes to analyze.drid:store the infofnation. To this end, the ISE-
SAR EE technical team developed a SAR Vefting Tool (SVT) for use by the participating
agencies that did not have a sufficient legacyssystem to sypport the sharmg of information in
the shared spaces environment. This is a fethnology iRt can continugte be refined-and
utilized as this concept is lmplemented nationwide. Sjgifficant developmenit assistance for
the SVT was received from the pdlice departments of, Beston, Massachusetts; Miami-Dade,

el ———— - Flotida;-and-Chicago,-liincls. . These .agengles. out[medz.a;he_speclﬂcatlons needed for this._ .

type of tool and were Instrumental in ’the\techmcal team:s fimiplementation of the SVT.

This tool ‘was develejied using ¢ommon ‘datahase stafiddrds and protocols, which allowed |

for quick developmédt.and dep’ioyment Ugmg the input from analysts from the participating
agencies, the team de\:eiaped & methed to Jrport data from multiple systems, allow for
manual. infarmation. lnput arid ultirately track the vetting of the information te ensure
comphance with the JSESARFunctional ‘Stafidard. Now developed and deployed, the SVT
can easxly be replicatetiand dlstributed to additional participants.

USE OF NATIONAL |NFORMA‘HON EXCHANGE MoDEL (NIEM) AND LOGICAL
ENTITY EXCHANGE SPECIFICATIONS (LEXS)

The National Inforn'iéﬁ:ﬁjnf 'Exchange Model (NIEM) is a parfnership of DQJ and DHS. It is
designed to develop, disseminate, and support enterprisewide information exchange

~ standards and processes that can enable jurisdictions to effectively share critical

information in emergency situations, as well as support the dayioday operations of
agencies throughout the nation. NIEM enables information sharing, focusing on common
processes and definitions for information exchanged among organizations as part of their
current or infended business practices. This model and its associated business processes
were developed by more than 50 state and local participants. Additionally, the model was
built from the foundational elements of the Global Justice XML Data Model, its companion
documents, training, and technical support mechanisms.
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DQJ.established the Law Enforcement Information Sharing Program (LEISP) to achieve the

. Department-s vision of creating relationships and methods for sharing criminal information
routinely and securely across jurisdictional boundaries. The LEISP developed the Logical
Entity eXchangs Specifications (LEXS), which is a family of information Bxchange Package
Documents that implement NIEM for many common typss of faw enforcement information
exchanges. LEXS specifies how law enforcement information should be packaged and
delivered to information sharing applications and how partnering applications can
implement federated search capabilities. -

Al of the applications utilized in the ISESAR EE were fuiilt utilizing these common data
sharing standards. The ISESAR Shared Spaces database;the SVT, and the FBls eGuardian
system all utilize these standards, which aliow fgf the &age of ‘sharing law enforcement
information. Because these standards were utilized during deVelopment these systems can
now easily be used to accomplish additional information sharmg based on these common
standards

LEVERAGING EXISTING SECURERUT UNCLASSIFIEED NETWORKS ™

Critical to the success of any law" enforcgment information sharing system is the ability to
“provide “security Tor the mformation durng stordge st ~fransmission. ~WHen aitcess
protocols for the shared-pace concept were desrgned it wa$, determined that access 1o
information needed'téb& provided over dsecufe Hetwdrkthat would protect the information
and provide for user aythenticatign. Threé 'SBY networks were identified as. being suitable
for this function: the D@&}suppoited RSSNET-the FBlsupported LEO; and DHS-supported

HSIN, Eagh.ofthe participating.agenciéshad ac‘éass to all three networks.

Accesg. 0 the. shared. space -Query tool usgririterface is supported using all three'of the
secure nétworks. This i ’the first fime a single application was -accessible by all three
networks. Farticlpating iaW ‘enforcément agencies were concerned about the creation of
another systemr requiring aiether set -of usernames, passwords, and credentialing. The
creation of an interface amohgithe three SBU networks to a single application made for an
easy and common mefhod f@r wser access and authentication to the system,

DEVELOPMENT OF PRIVACY POLICY TEMPLATES AND TECHNICAL ASSISTN\JCE

Central to the design of this project was adherence to the I1SE Privacy Guidelines. Many
agencies had policies in place that were designed to guard the privacy and civil liberties of
individuals. However, it was determined that a more comprehensive privacy policy
concerning safeguards for the sharing of suspicious activity reports would be needed for use
by all participating agencies. Aimed at protecting privacy rights and civil liberties, these
safeguards were intended to avoid the gathering, documenting, processing, and sharing of
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information such as race, ethnicity, national origin, or rehgaous preference that has no
reasonable relation to the criminal activity.

The project team provided subject-matter experts to review the privacy policies for each of
the pilot sites. The reviews were made to ensure that the policies were consistent with the
applicable requirements of the 1SE Privacy Guidelines. Additionally, technical assistance
was provided to all sites fo assist in the development of the policies. As a result, all
participating agencies are utilizing privacy policies that are common and acceptable by all
participants.

DEVELOPMENT OF SAR TRAINING PROGRAM:

Training was recognized as critical to the succeé's'ful impleMéhtation of the Nationwide 5AR
Initiative. The ISE-SAR Functional Standarg Qutlined a new set-gf: protocols and standards
that would need to be utilized by law enforcement before SAR inférmstion could be shared
among the agencies nationwide. Thereforg; #hree levgls of training: were designed and
implemented to ensure that agengy personnel 4t alllgvals had a clear. ynderstanding of

~what information was to be collgtiediand shared ifi.the ISESAR EE. Additionally, it was
_important to reinforce the need g apr@tebt individual8sgivil nghts and civil liberties. A
collaborative demgn method was establ;shedﬁutmzmg the'NIGCA, the TACP, and the Bureau of

Justice Assistance {BJA) fo- develop the fhree dlfferent aievels ghitraining and deliver to all the

‘participating agenclﬁs

Participating agenmes lsp develgped trainlngkto meet their local needs, The Los Angeles

Police Dgpartment built. regl@nal awareness if SARs by providing training to local law

enforcgiiiént parfners, Includmg the Lo&: Angales Fort Police, the Los Angeles Unified School
Distrigt Police, the 1% Angsles: Alrport Police, and the City of Long Beach Police. Al
commaigstaff were tritied on the agencys Special Order, with follow-up briefings and
PowerPolrif presentations &t general staff mestings. LAPD developed a training framework
for the tralningsof avery officgi-in the development and submission of SAR reports. Training
programs" mciudmg e-learning, iPowerPoint presentations, and roll call presentations* were

developed and provided to: &l command staff, new recruits, and civilian and sworn

personnel before the imgleinéntation of the SAR process.

All officers of the Houston Police Department have undergone & four-hour training course on
terrorism indicators and have been trained on identifying suspicious activity. The training
course includes privacy protections, ard the nsed for a criminal nexus when reporting
suspicious activity. The Houston Regional Information Service Center (HRISC) has a
terrorism indicator training program for private sector personnel, inciuding oil "industry
officials, and will be delivering the training to all private sector infrastructure owners.
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ANALYST PROFESSIONAL DEVELOPMENT |

The analytic function is a critical component of the Nationwide SAR Initiative. The ISESAR
Functional Standard calls for a fourpart analysis and vetfing process to ensure that
" information developed by a law enforcement agency concerning potential terrorism activities
meets the criteria to be shared in the ISE-SAR Shared Spaces. Although most law
enforcement agencies have long had well-developed tfraining programs for sworn officers,
developing high-level training programs for criminal intelligence anaiysts is & more recent
development. :

The Horida Department of Law Enforcement (FDLE) prewously developed a sixweek law
enforcement analyst training program that has begfi giehvered to more than 400 state, local,

and federal law enforcement intelligence analysts in the: state of Horida. The course -

delivers training in the following areas:

> Intelligence Analysis and the lntelligémé—}‘_é»Process
> Analysis and Analytical Precggses "
» Data Management and Anlyels ™ .

> Effective Briefings and Tearﬁw'érk—' -

s Cr|me~8pecific*lnvest:gatlons andenaEysm

An important cormponent of “the, Analysi ﬁcademy F’mgram is the continuing education
opportunities. The departiment todk the BJAgeveloped analyst training course and delivered
it to more than. 100 Anglyst Apademy graduatds representing 36 state, local, county, and
federal agenc»nes . , _

The New.. York State .tﬁtél]igencé-‘éiemer (NYSIC), working with DHS, developed an analyst
professioriat development program that includes analytic training as well as a mentoring
program. Thgdepartment cigated an analyst development workbook thet allows the agency
to track the pr@fess:onal development of its analysts to ensure they have received the
appropriate level of; frainingsiégded to conduct the analytic process.

UTILIZATION OF ROLL CALL TRAINING AND E-TRAINING PROGRAMS

Law enforcement agencies have long used roll call training as a method of delivering
important information to patrol officers without having to take them away from their normal
patrol duties. Although it varies in different agencies, roll call training is generally a brief
training delivery that emphasizes a particular issue determined to be important by the
agency command, Agencies are increasingly using some form of electronic fraining to fulfill
this training need. This method of training provides an excellent way for patrol officers o
understand the tenets of the Nationwide S8AR Initiative and their critical role in the process.
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The Miami-Dade Police Department provided inperson roll call training to all districts and
shifts. The training was provided on the SAR effort by the commander of the Homeland
Securlty Bureau. This provided the bureau the opportunity to answer all questions and to
stress the importance of the strest officers providing the information according fo
department protocols. The officers were also informed of privacy concerns and the need for
the suspected information being reported to be based upon the activities identified in Part B
of the ISE-SAR Functional Standard.

The Washington; DC;- Metropolitan Police Department had the task of providing training toits
own officers and the visiting out-of-area. officers wha would be participating in law
enforcement details associated with the 2009 Pregideritial Inauguration, The depariment
developed a roll call fraining stressing the behaviogté beréported to the fusion center. The
training was delivered via an online system dtje to the neeclr to provide the ‘iraining to
'thousands of officers ih a short period of time: .

The Chicago Police Department dissemindtés. suspicious activity”‘ﬁ!"ef‘r-.ts, warnings, and
notifications via intelligence bulletins to all law &nforéariient officars, 4§ well as selected
managers of critical mfrastructurevandﬁpther goverrimént agencies. The distribution of these
reports includes the command staff :then‘li)eployment herations Centers Web site, roll call
distribution ineach district office, thailsEQ Sp&dial Interest @Group, Homeland-Security State' '
and Local Intelligence- Qommunl’cy of Interest anda R[SSNEF

LIAISON OFFICER IE’ROGRN\IIS

It is important that fuswlﬁ centers “and agency intelligence bureaus have approprlately
trained wificers fromi other set;tlons dnd: departments who are frained in the mteliigence
procésé o assist in the: collestipn and reportifig of information needed for the intelligence
progess, Many agenoies have de\feloped formalized programs to select and frain the
officers who ibecome an ext’ensaon eﬁ the fusion center or intelligence bureau. Called
Terrorism Llanson Ol"hcers ('IL@S) !ntelhgence Liaison Officers, or Field Intelligence Cfficers,

The state of Arizona has:.z_c;ie,\;efpped an extenswe cadre of TLOs throughout the state who are
both law enforcement and other emergency response personnel. These individuals serve as

- primary contacts with local agencies to develop and report suspicious activity information,
These TLOs may enter information directly into the centers database, which promotes the
development of a SARwithin the fusion center.

The Chicago Police Department has a TLO program consisting of officers selected from all
25 districts and unlts, ohe per watch" approximately 80 members of the department. These
officers meet quarterly, have organized training programs with guest speakers, and kesp
lines of communication open with the departments Deployment Operations Center. These
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officers also function as distribution points for information fo be delivered to the street
officers in the department.

LAPD has a highly developed TLO program within the department. Every division office has
at Ieast two officers trained for that function. In addition, the department has trained a
number of TLOs to interact with other government agencies to assist the Counter Terrorism
and Criminal Intelligence Bureau in the implementation of the SAR process within their own
agencies and in the community. TLCs are responsible to liaise with officers at their assigned
LAPD division, -as well as with other government agencies-ahd local business partners within
their area of responsibility. The TLOs are utilized to providéfeedback to the officers and/ or
local agencies or business partners who originally submltted the SAR data. In addition, the
Bureau Commander provides personalized e-mails gid written commendatlons in response -
to SAR reports that have been received. '

NYSEC has developed a Feld Intelligencsd ©fficer program conslisting of 1,600 officers,
representing 85 percent of the states law @hforcement agencles. . These officers also
deliver training to the business cemmumty through the department*s Operahon Safeguard
program using tools .developed. waJA gtich as thé: Safeguardmg America® It All Starts With
You video training for first respondéis drid:the Commumtles Against Terrorism program. An
- example of the success of the' progrérvivis a Teper of susplgl_@u_s activity that was provided by

a business that was aJegipient of the tigining: ' ‘

In May of 2009, an empleyee notiﬁé@-zsﬁmething Uhusual while working at a
self-storage facility. A grogp of suspigiousdooking men had begun to meet
around: ap. outdoer si;cara,ge URit They: groused suspicion because they met
freguently? as muct 35,20 or 30:¥imes ifjithe 'span of a few days. They were
B I*a’lso very carefighto coriggal their pro”perty by backing their SUV right up to the-
‘storage unit door, The se[frstorage facility had been visited by local law
-enfmrcement in the past and hadibeen provided information on indicators and
warningg of suspicioys. Iactlwty as part of the New York States Operation
Safeguard: Qutreach - grogram. The employee contacted the local police
department tomeport tl‘je suspicious activity observed. He also provided them
with informatioix&riftie vehicle and renter. The police department ran checks
and found that the New York FBI Joint Terrorism Task Force (JTTF) had an
active investigation-and the individuals associated with the storage unit were
currently under surveillance, Two weeks after the employees report, the New
York JTTF arrested four men ofl a number of terrorism charges, including
charges arising from a plot to detonate explosives near a synagogue and to
shoot military planes with Stinger surfaceto-air guided missiles, The
empldyees information demonstrated the effectiveness of the Operation
Safeguard efforts to help prevent terrorist attacks in New York State.
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COMMUNITY OUTREACH

Incorporating the community into the SAR process is very important to build trust and

support for the agencys SAR program. There is a nead to clearly identify the types of -

information that should be reported fo law enforcement by the community and to stress the
importance of adhering to appropriate privacy and civil liberties protections. These outreach
and awareness efforts should assist in mitigating many concerns about improper police
activities. ' '

FDLE has developed several methods of reaching out tmthaupubllc The state has deve}oped
the BusinesSafe Web site for. use by private ind ustry‘smthe state of Florida to inform them of
terrorism-related concerns and to provide a metheds%r‘ éupplymg information to the Florida
Fusion Center. FDLEs Computer Crime Centermaintains 8 “Secure Florida® Web site to
provide information about cyber security to thespublic and the states business community.

\

MRISC has an .extensive outreach program ‘with. the public and has gonducted community
meetings, trained members on the Crime Stéfipers. .,pl”@@i'am and cbarthnated with the
Houston-area FBIs tip hotline, wittthe public méyiseto report suspicious activity, HRISC
also works with the US, Attorney-s! @Ffleeaand the Anh—'i’er[onsm Advisory Council to provide
outreach to the private sector and ‘has pravided tralnmg!-to human trafficking/ smuggling
enforcement groups. . Special trainihg:-has béar: ,prqudeds to the areas petrochemical
Industry because ofitsthaforpresence at{]'c}[-ipqtemtial‘*fﬁ)-ib@;a target of a terrorist attack.

LAPD introduced the: SAR progiam to the “gommunity through Community Forums and
meetlngs, and, there Is' & wnit within: ik APD that: Specifically deals with community outreach.
The pregeab fed,ucates th Blblic ok iWhat stigpicious activities -are, the behaviors and
indicaters of SUSpIGIOLIS wactivity,-and the eeth to report suspicious activity. The program
introdirees. a Web site (W, IV\AT@HLAorg) for national application 10 be used for the

" reporting of suspicious activity. The Web site is the central site/host for a network of

informationdlfiéports on pagt terrorist-related acts, terrorism indicators, case studies, and
other such edizcataonal tools €urrently available through open source networks. - The V\eb
slte provides links natienmdef’to local iaw enforcement agencies and notifications to various
sectors .

b

LAPD has also developed media commercials to emlain how the SAR program works and

the need to report information concerning terrorism to the police department. LAPD T.0s

also share in the responsibility to make presentations to community groups and other
interested sectors concerning the reporting of suspicious activity,. The American Civil
Liberties Union was involved with the development of the IWATCH program and provided
comments on the script of the Public Service Announcement. Informationat flyers have also
been developed. for release at the community trainings, and a DVD was developed that
relates fo the reporting of suspicious activity and contains all the information found on the

kb site. ‘ ' EGuardian-391
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NYBIC works closely with the New York Office of Homeland Security, which maintains a

_ public Web site (hitpy//www.security.state.ny.us) to conduct community outreach, NYSIC

uses the "If you see something, say something' program to inform the public as to what
actions they should take if they see suspicious activity, Additionally, the Operation
Safeguard initiative was created to inform the private sector on suspicious actlwtles that
should be reported to law enforcement and the statess Field lntelligence Officers.

The Seaftle Police Department is heavily involved in the Northwest Warning, Alert and
Response System Web site (NVWVWARN), which is designed io provide real-time alerts and
warnings to both government and private sector partnérs. Information developed by the
fusion center and determined to be important fgn‘-disfnibution to the other partners is
distributed -over this closed system. The Web sitexpidvidesifhe capability for those partners
to provide SARs and cther crime-related information to the fﬂéi@n..center.

The Washington, DC, Metropolitan Police Bebartment has a robust qéﬁ“mmunity and business
community outreach program. The departmént-conducied.a Homelairigh Security. Emergency
Management seminar, which wag a public arid :prlvate Sector event that attracted 100
people. The representatives distiissath-how to recogtiize and report suspicious activity. The
department has also distributed he BARYip informatign to storage facllities, pharmacies,
and several hatels to help these entlt;es undéfstand how-t@irscognize and report suspicious
actl\rlty Bl!lboards ongbuSesﬁhave also‘been utilized: l’wuexplaun howto report SARs,

i

The Arizona Counter Terrorlsm Informatlcbns aOenter (MTIC) has deve!oped a DvD for
distribution to the publlc. and first responders, litied 8 Signs of Terrorism, which educates
the public-abeut what t6: [ook f@r angl report regardlng terrorism-related suspicious activity.
The cehfer -alse: maintains, & pubhc Vakeh: $|te {http// cid.dps.state.azus) that provides
inforingtion for the public and explains the operatlon and mission of the state fusion center:
"The mission of the AcTICs. to prét‘ept the ditizens and critical infrastructures of Arizona by
enhancing' *Intelllgence aﬁd QOmesﬂn preparedness operations :for all local, staie, and
federal law efifgrcement agencnes Mission execution s guided by the understanding that
the key to effectiViépgss is th@ -deveiopment and sharing of information between participants

‘to the fullest extent asdg pefmitted by law or agency policy."

Based on the experienced gleaned from this project, BJA and PM-SE developed the Building
Communities of Trust project. This project focuses on developing relationships of trust
between police, fusion centers, and the communities they serve, particularly immigrant and
minority communities, so that the challenges of crime control and prevention of terrorism
can be addressed. Effective crime control and the prevention of terrorism require
meaningful sharing of information among police agencies and between the community and
police, Underlying information sharing are a number of important federal initiatives that
seek to support an effective information sharing environment, reflecting full transparency
and protection of privacy rights and civil liberties of all people. This initiative seeks to
: EGuardian-392
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explore the intersection of three critical partners® the community, focal law enforcement,
and fusion centers® in our nations framework to improve information sharing and protect
our local communities. The knowledge about communities that comes from trust-based
relationships between law enforcement and the local community is oritical, because it allows
law enforcement officers and analysts to distinguish between innocent cultural behaviors
and behavier indicative of criminal activity.

The project stressed the importahce of providing a robust outreach program. The ISESAR
EE outreach reached a multitude of agencies and organizaﬁi‘.tgns, including:

» 2008 and 2009 National Fusion Center Cbnférgnce Presentations, Exhiblts,
and Hands-on-Lab Demonstratlons

» 2007-2009 Reglonal Fusion Center :n’ieetlngs F%‘esen“tatlons and Resource
Materials

v

2008-2009 Gobal Justice Informa’flon Sharing !mt;atlve Pd\rismry Commitiee:
. Semiannual Status Updates )

CiCC: Quarterly Status Upda‘tES

PMASE Leadersh!p Quarterinyta“tusaUpda’tes ) I_

NIEM Prograrns Menagement Offlce Perlodlc Status Update
2008- 2009‘ IACP Nat} bnal Confei’ence o

. Major G)!ty Chlefs Executwe Committee Presentations and
‘ResourceuMateftal‘

e Ra"ltroad Pohce Bection; PréSenta’c:on and Resource I\/Iateﬁai

+ University and Coilége Commlttees Presentat:on and Resource
.~ Material

' h ’

V,VVV

o""-lF’G)Iice 1nvest:gatwe Operatlons Committee: Presentation and
Resoyrce Matfial

o Intelligenice: Goordination Panel: Presentation and Ré;source
Material -

e Homeland Security .Committee: Presentation and Resource
Material ‘

o Criminal Justice Information Systems Committee: Presentation
and Resource Material

¢ Hands-on-Lab Demonstration of the SVT and SAR Search Tool
+ Facilitation of Breakout Panel regarding ISE-SAR E=
| EGuardian-393
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» Cther National Law Enforcement Organizations:

¢ Major Cities. Chiefs Associa’c:on Presentations and Resource
- Materials

« Major County Sheriffs+Association: Presentations and Resource
Materials :

. National Sheriffe+ Association: Presentations and Resource
Materials - ‘ | ,
These outreach opportunities were often led by state and: l‘@c‘él participants who were able to
share their experiences, promising practices, and !ess&ﬁs Ieamed to a large populahon of
the law enforcement community. :

INSTITUTIONALIZATION OF PROCESSES: FOR THE HANDLING OF SAR
INFORMATION -
It is important that consistent processes be 'deVélop.ed‘ nationwide to ensufe consistency in .

the collection and sharing of SAR{iformation. Internal agency policies are very important o
successfully implementing an agefigy-wide: process 1t :gnsure that all agency members

understand thelr role in collecting arid-analyzing: suspicioug:activity reports. Written policies -

should be very specific-asto the interhal flow of SARinformation and to reinforce the need
fo respect civil rtghts anid: eivil liberties 'concerns Wwhen gathering, analyzing, and,
disseminating SARs.

The ArizonaCounter Ter'ré)rism-'lnffﬁrmati.on Center (AcTIC) has a policy te explain its use of
the oerterss Suspicious Activity Reporting Systern. After an entry is made, it is electronically
sent 1o.4n investigative-superviser, who réviews the information for investigative content
and assighs it to an invéstigatorfanalyst. The Watch Center Supervisor reviews all SAR
report entries daily for dofripletenéss and potential terrorism nexus and continuously
monitors and assesses situational awareness to determine if suspicious activity is present in
any reporting coviing, in to thesgenter, The SAR Gatekeeper reviews all entries daily for the
standardized behaviorspecific-activities, and if they are present, the entry is coded as a SAR
and prepared to be puskiéd {6 the ISE-SAR Shared Spaces,

The Houston Police Department-s General Order No. 800.07, Criteria for Submitting Incident
Reports, has a section on suspicious activity, The general order requires all information to
be initially reported to the departments Intelligence Bureau, where it is analyzed to
determine the type of information it contains and where the information should be routed
within the department. By this process, the Houston PD is able to take an "all crimes'
approach to monitoring suspicious activity and ensure that terrorism~elated suspicious
activity is properly monitored and forwarded for appropriate follow-up. Per this order, all

terrorism-related information is routed to the fuslon center. The fusion center has a process
EGuardian-394
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in place to review all SAR data consistent with the agency-s privacy policy. Afire program is

now being added to this routing process so that mformatlon from the fire department will be
routed fo the fusion center.

LAFD modified its existing lnvestigative Report used by officers to report crimes, Three
simple changes were made: {he addition of a check box fo identify as a SAR report, a check
"box for distribution to the Counter Terrorism and Criminal Intelligence Bureau (CTCIB) Major
Crimes Division (MCD), and a check box for "Involved Party (IP)' information. Modifying an -
existing report that officers were familiar with simplified the introduction of the 8AR process
throughout the department All SARs are fom:arded to theﬂMéD SAR Unit for processmg and
with the SAR ‘modus operandl codes, tracklng *fer stgtugs vettmg, and mvestlgatwe
assignment. Vetting includes informing the FBI ¢f those SARs that meet the criteria. A S8R
is first reported by a line officer and reviewed:by a supervisor, .Both officer and supervisor
have been trained in recognizing the behavigks and indicators that tgirorists may exhibit. If
the supervisor feels the SAR meets the critefigs. it will thén be sent fe. the MCDs SAR Unit,
 where it is further vetted and moved to the ISE-SAR Shéred Spaces. Following initial vetting,
the SAR Unit at the MCD makes a determination whiéthier to forward the information to the
regional fusion center and/ or to tha. JLTE.

LAPD developed audit ahd“managemeﬁf'-tpo!s to-evaluate the-current SAR reporting process
and continues to riiédify the program, as well as eahdnce training, based on emerging
trends and lessonsTsarned during the SAR:precess. The 1APD audit process includes both
internal and external dudits. Aibternal auditiis conducted daily by the SAR Unit to-ensure
that all reported $ARs arevecsived dndsthat all-activity which indicates that & SAR should be
reported:dees restilt in a SAR. The SARprotess was added to the external audit schedule of -
the Inspactor Generalg ©ffice gnd. the semisnhual internal audit schedule of LAPD, LAPD
Managermeént Tools include:-reporis té-help identify emerging trends and to identify gaps.

The Seaftle Palive Departinénts Criminal Intelligence Bureau (CIB) initially receives
information from gfficers withiii the Seattle Police Department . in the form of information
reports; field interv‘iew}frepaﬁt‘e;,»end other reporting mechanismes, After review by the CIB, the
reports are taken to thestaie fusion center, where they are further analyzed and distributed
1o the appropriate agency for follow-up investigation. This process has allowed the Seattle
~ PD to merge its procedures for the handiing of suspicious activity with those of the-state
fusion center, allowing for an efficient and streamlined effort,

The Mirginia State Police has a Standard Operating Procedure in place concerning the SAR
process within the agency, All employees of the Virginia State Police were provided with
Information Bulletin 200935, explaining suspicious activity reporting procedures for the
Virginta Fusion Center, The directive goes on to explain the types of information and types of
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activities that should be reported to the fusion center, as well as the appropnate forms for
reporting the information.

The Southern Nevada Counter-Terrorism Center has developed outreach materials that
assist the community with recognizing the signs of terrorism. Because of the Unique
jurisdictional challenges faced by the tourism and casino industry, Nevada has developed a
specialized liaison program. This outreach program focuses on hotel staff, including valet
attendants, private security, bell captains, and housekesping. In this effort, the
las Vegas 'Polic'e Departme'nt (LVPD)is providing SOftware (f‘]" rapwire) to severa! hotel/ casino
Involved, The oasmosl hotels populate a node at t;he.u~ sate with suspicious mcldents that
have been observed and reported and they also antet gproprletary data {which 'is not
shared). ‘The suspicious incidents’ are then. Shiared with the other sites involved in the
project and with LVPD. -

USING SAR INFORMATION IN AGENCY DECISIONaMAK!NG

It is Important that terrorlsm-related suspxchs actlwfy be shared wnth other law
enforcement agencies in the ISESAR Shared Spacss, - It is equally important that the
gathering agency utilize the information wher imaking dédisions on resource deployment
and asset allocations. Many law enfércement igencies have formalized processes for
utifizing mformatlan developgd: from the" R iprograrte ';n the agencys decislonmaklng
process. "

" ‘The BostornRolice. _Depa'r"'t'f'hfigan,tf:ﬁnd:ith‘é-*ﬁgs’cori‘ﬁ%ional Intelligence Center (BRIC) utilize the
excellgnt talztishghips that have besr Huilt with the surrounding Urban Areas Security
Initiaitive (UAST) regionial partnérs.and have &geheral agreement with the seven participating
UAS! cmes“ Quincy, BrosKline, Canibridge, Revere, BEverett, Summenville, and Chelsea” to
jointly lmpIEment a regiond;!8AR initiafive. The key component of the information sharing
initiative is daaly “gonference ¢alls with these agencies and components of the Boston Police
Department whéte informatidfiis shared and then utilized in the daily decision-making and
resource allocation processas. :

LAPD has a computerizéd statistics process whereby the agencys information analysis
process feeds the agencys decision-making process. Information from the SAR program is
analyzed and provided to LAPD commanders, who utilize that information to make decisions
on officer deployments and assignments. The department has developed a crime-mapping
program that includes information from the SAR initiative that allows the department-s
command staff to understand its crime environment and supports the declsion-making
process.

EGuardian-396
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DEVELOPMENT OF THE TERRORISM [NDICATORS DATABASE |

In order for law enforcement agencies to collect the correct information concerning activities '

that may have a nexus to the planning of a terrorist attack, it is important that they
understand the indicators from previous terrorist attacks that were part of the planning
process. An analysis has to be conducted of previous terrorist attacks so that law
enforcement can document those activities to provide a basis for collecting information
~ congerning the mdncators of future terrorist attacks.

BJAs State and Local Anti-Terrorism Tralmng (SLAT). !Program has long maintained
information on both domestic and international terronigt: &vents that affect the Unlted States.
As a part of this project, the databese was enhanged:to inolude information concerning the
© activities enumsrated in the ISE SAR Functional:Stafidard, Abpemdlx B, refating to suspicious
activities that can be shared in the ISE-SAR. Shared 8paces. Théihformation available in the
Terrorist and Criminal Extremist Events Database is avaliable in four*’formats" chronological,
bytoplc search engine, and geospatial.

The Calendar of Terrorist &figh Criminal Extremlst Events is a chrb_ﬁology of
antigovernment, terrorist, andCifiinal extremisiactivities that occurred elther
in the United States or involvad, a UiS. .interest frokyJanuary 1897 fo recent
time. These listingsillustrate aﬁbroad spécthum of aclivities from large-scale
acts of terotiai 1o 1Bcal acts 6F haragatient and intimidation. They also
highlight viglgit political. 4ttacks carrled out by terrorist and extremist groups,
clte the more- gignificant ¢riminal viélations perpetrated by extremists, and
ingludes aq:tlwst-re!a’fedfcour? degisions,

The Terrorist and: Crimiirial Extremist Inmdents lists are categorized by topic,
$garchable, and arranged v ghronological order, starting with the most recent
e\feh’rs, An explanation, of the: gontent included on each list is presented with
the data. _ *\ )
The Suspicitué: Actwli;wSearch allows searches to be conducted on multipie
data fields, mofudmg dates, Jocations, precursor terrorist indicators, affected
infrastructure type, and/ or group affiliation.

The Geospatial Search allows events to be mapped and reviewed by .a variety
of coriteria, including date, location, precursor terrorist indicafor, affected
infrastructure type, and/ or group affiliation in relation fo distance from a
specified location.

The SLATT project relied on the LAPD research of an extensive set of behavior-specific codes
for the reporting of suspicious activity. These codes provided the method for documenting

behavioral indicators that have a potential nexus to terrorism. LAPD used the codes to {rain
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its personnel in the recognition of suspicious activity. The process continued to mature as
LAPD conducted research to develop patterns and determine the frequency of use with the
codes. For this initiative, additional subject-matter experts from state and local agencies
reviewed the LAPD codes as well as those identified in.the Functional Standard. Throughout
the project, these behavior codes were consistently mapped and validated {o ensure that
they.are representative of the current terrorism threat environment.

EGuardian-398
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PARTICIPATING AGENCY ASSESSMENTS

Arizona Counter Terrorism Information Center

SAR PROCESS REPORT‘ POS'!'IMPLEMENTAT]ON PHASE

Following the conclusion of .the Information Sharing Environment-Suspicious /lcti\nty
Reporting Evaluation Environment (ISE-SAR EE), a discussion was held with the Arizona
‘Department of Public Safetys (ADPS) Arizona Counter Terrorism Information Center (AcTIC)
to document the implementation efforts conducted during the ISE-SAR EE. The results of
the discussion are detalled below.

EXECUTIVE LEADERSHIP

ADPS has the lead role for the operation of ACTIC. Colocated with ACTIC are components of
the U.S, Department of Homeland Security (DHS), the Joint Terrorism Task Force (JTTF), and
various police depariments, sheriffs+departments, and other emergency response agencies
around the state. It was noted that prior to the ISE-SAR EE, AcTIC had no standard operating
procedure (SOP)/ General Order regarding the SAR process.

During the ISE-SAR EE, command staff and senior management were briefed on the 1ISE-SAR
EE. ADPS command staff attended the Major Cities Chiefs Associations Chief Executive
Officer Briefing in June 2008, in which nine personnel from seven agencies participated.
The commander of ASTIC has been assigned to the SAR process development project; the
primary responsibility of the commander is to implement a formal SAR process within AcTIC.
The dayto-dlay implementation has been tasked to a lieutenant within ACTIC. During the [SE-
SAR EE, a SAR SCP had not been developed; howaver, command staff indicated that there is
a plan to develop a SAR SOR.

SAR BusINEss PROCESS

Prior to the ISESAR EE, AcTIC had developed a SAR process and collaborated with other law
enforcement agencies to develop policies and precedures concerning the reporting: of
suspicious activity, SARs are received by the center via phone calls directly to the center,
e-mails, and electronic postings, using the NC4 TIP system software operated by ACTIC. The
center operates a 24-hour watch center, which is the initial entry point for SAR information
into the center. However, some SAR information is received from local agency case
management systems, such as the Phoenix, Arizona, Police Department. Al SAR
information is eventually entered info the NC4 TIP system.

The state of Arizona has developed an extensive cadre of Terrorism Ligison Officers (TLOs)
throughout the state who are both law enforcement agents and other emergency response
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agents. These individuals serve as the primary contacts with local agencies to develop and
report SAR information. The TLOs may enter the information directly into the NC4 TiP
system or call the center. The TLO program is central to the centers ability to quickly
recelve suspicious activity information that is reportéd to law .enforcement and other
emergency response agencies throughout the state. These officers have been specially
trained and serve as liaisons to the respective agencies as well as to the public. Prior to the
ISE-SAR EE, AcTIC had a highty developed analytic section to conduct analysis of information
received at the center. This section is very successful because of the centers large joint
operation, and -information can quickly be analyzed and :gssigned . for |nvest|gatlon and
- follow-up. P

Prior to the ISESAR EE, AGTIC had submitted :z pnvacy policy during -the DHS/US.
Department of Justice (DOJ)-sponsored Fusion@snter Privacy:Folicy Development Technical
Assistance23 ACTIC was a late addition to the ISE-SAR EE, and itis currently reviewing and
modifying, as necessary, its current privacy:policy to ensure that it intlydes the SAR process
and meets the applicable requirements of ther ISE Privagy‘@uidelines. -

Durmg the ISESAR EE, AcTIC was in the process of developmg a standard operatmg
procedure (SOP) on SARs. In. addlition, it . js also in the:heginning stages of adopting the

behavior-specific codes identified in the ISEGA
EE, the NC4 TIP systemwés modified to. include SARiInformation fields for transition without
reentering informatiofh. ‘SAR data is retrievable-in the system and covers the response fo
and referrals and fingl.dispositiopiof SARs, ASTIC has developed a muttilayer review process
for the vetiing of SAR&.&nd moyan_g_them to the ISE-SAR Shared Spaces. An AsTIC TIP must
have two fieldvalues corﬁb]’etéd‘lfﬁ‘.ft‘:igger sub'm'is'sion into the ISE-SAR Shared Spaces:

. Under the ™ Basw Info' tab within ths: Information Sharing and Analysis Center

-|(ISAC) area, thé. "Status” ¢plor code must be one of the following: green,
véllew, orange, of ted, This field is ‘completed by the TIP initiator and/ or
responsible superviser, -

2. Under thé "Classified/ Threat Assessment’ tab and within the subreport
labeled "Target of Suspicious Activity' in the ISAC area, the drop-down tab
"PIIR/ SIIR' must have a "SAR' field selection. This field is to be completed
only by the AcTIC SAR Gatekeeper.

Orice both field values are completed, the selected TIP data fields are automatically pushed
to the Arizona ISESAR Shared Spaces-and the TIP database is synchronized dally af
midnight. Any updates to the TIP database are copied and pasted at this time. After an NC4
TIP entry is made, it is électronically sent fo an investigative supervisor who reviews the

28 The Fusion Center Privacy Policy Development Technical Assistance course ls offered through the DHS/ DOJ
Fusion Process Technical Assistance Program and Services. gy ardian-400

'$AR Functiciial Standard. During the ISESAR
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information for investigative content and assigns it fo an investigator/analyst. The Watch
~ Center Supervisor reviews all NC4 TIP entries daily for completeness and potential terrorism
nexus. Daily, the gatekeeper reviews all NC4 TIP entries for the -standardized behavior-
specific points, and if they are present, the NC4 TIP is coded as a SAR and pushed to the
ISE-SAR Shared Spaces. '

Currently, access to the ISESAR Shared Spaces is resiricted to the Watch Center
supervisory staff and the Situational Awareness Unit. Participants with access to the ISE
SAR Shared Spaces must sign a nondisclosure agreement. All queries on the information
within the 1SE-SAR Shared Spaces must be completed: fer 1aw enforcement purpoeses only
~and must have a criminal nexus. A this time, there is.ao formal process for notifying the

source agency if there in an error in conient; howe"\fer this issue will be addressed in the
SOP. _

SAR TECHNICAL PROCESS

Prior to the ISE-SAR EE and for several years; ACTIG and other partpier agencies have
collected and managed SARs wging the Tips and leads application tffered by NCA
Corporation. During the ISE-SAE EE, AsTIC decided oird-novel approach of using an existing
report generation capability on the: NC# system to géherate a comma-separated values
(CSV) file containing all of the SAR flelds that AeTIC has decided to submit to its sharsd

space. The CSV file isprocassed by an gxiract, trafsform, and foad routirie and loads all the |

SARs into the ACTIC Shared Spaces databgse.
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TRAINING

Prior fo the ISESAR EE, ACTIC had developed numerous training programs for state of
Arizona and fusion center persennel to train them on the SAR process as well as terrorism-
related information. - In addition, AcTIC developed a high-evel training program for its TLOs
within the state. This training has developed into a model for other states and fusion
centers for the training of its TLOs,

During the ISE-SAR EE, ADPS participated in the Chief Executlve Dfﬂcer Briefmg and the SAR
analyst/ investigator course. During the SARanaIyst/ mvest:gator course in the Phoenix area
in July 2009, 28 personnel were trained from 10 law. griforcement agencies. ADPS plans to
utilize the line officer training once it is made avallableeﬁatien\mde

INSTITUT OI\IALIZA'I'!ON CF THE SAR PROC‘ESS

Prior to and during the ISE-SAR EE, AcTIC'Had. a process to handié: BARs. This process has
been institutionalized with the local, state, afigifederal agencies becalise. of the colocation
of critical components of each of those agencies ifithe:ganter. The center“has implemented
a software solution to ensure that @Al SAR mformat;on leads are followed through with
' appropnate mvestigatwe actmty

.....

alerts, warnings, and notlflcatlon$ based on ihe analyms of 8ARs, crime, and arrest activaty
are developed: and shared é)tterna[ly with regional partners, local faw enforcement and
securlty&persohnef at ’Ql’ltlcal' mfrastructureﬁkey resource locations. :

OJTREACH To THE PUBLIU

Prior to and Iclurmg the ISE—SAR EE, the center had developed a DVD for distribution to the
- public and first fé¢gponders titlefl 8 Signs of Terrorism, which educates the public about what
io ook for and répirt regaré!mg terrorism-elated suspicious activity. The center also
maintains a public Y8k sit& {http:// cid.dps.state.azus) that provides information for the
public and explains the dpération of the state Tusion center. In addition, ADPS has a highly
developed T.O program that provides outreach to the publlc and first responder agencies in
the state.

PARTNERING VITH OTHER AGENGIES AND CONNECTING TO INFORMATION SHARING

AcTIC has healthy partnerships with the various state and local government agencies and

public safety offices and agencies in the region. Components of DHS, the Federal Bureau of

investigation-s (FBI) JTTF, the Phoenix Police Department, the Maricopa County Sherlffs

Cffice, the Phoenix Fire Department, and other emergency response agencies are colocated
' EGuardian-402
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at the center. The TLO program is utilized extensively by ACTIC for outreach to the private
sector as well as other government agencies, ASTIC has a strong relationship with DHS and
the JTTF through colocation at the center.

AcTIC has -access to the Regional Information Shating Systems Secure Intranet (RISSNET),
‘the Homeland Security information Network, and the FBle Law Enforcement Onling, which
allows the sending and receiving of secure e-mail via these secure networks. AcTICalso has
access to the states criminal justice network, participates in a number of regicnal
information -sharing ‘initiatives, and -operates & public Mieb site. AcTIC technical staff -
members are working with the SAR project feam to develep the ability to export the records
management system datain the National Informatlon ‘Exchange Model format.

' PARTNERING TO DEVELOP GEOGRAPHIC RISK ASSESSMENPS .

ASTIC works with federal partners in Arizogéds well as its federal headquarters counterparts
to develop the information needed to crests: .geographic risk assésgments. The primary
responsibility for these assessments rests with: AsTIC, e center alsa-works with federal
agencies to develop information: needs based on nek assessments as wellids other reviews
and analyses of SARs. :

v
1]

PrRouECT REOOMME%DA“HONS FROM THE ARIZ@NA COLN‘IER TERRORISM  INFORMATION
CENTER

> Therels no need fora natlona! program*offlce

> I naﬂonwde standards are to be» ‘gstablished and maintained, |t7 is
rec;ommended thlt aanatlonatbtrammg program for this project be created.

> It'is recommended that:. amnatlonal users group be established for this project
thiat, will assist with: yetting; ec;hengee identifying lessons learned and success
stofigs, networkmg,rend ideritifying challenges.

> There isgmneed for orggdmg technical support for the Nationwide SAR Initiative,

'l '
> It Is recomitighded thaf a national legal office for this initiative be established
to protect the gate being collected and to address concerns raised by the
American Civil Liéfties Union and other privacy advocates.

> [t is recommended that agencies receive fraining, technical support, and
funding for the servers during this initiative.
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Boston, Massachusetts, Police Department

SAR PROCESS REPORT* ‘POSTIMPLEMENTATION PHASE

Following the conclusion of the Information Sharing . Environment-Suspicious Activity
Reporting Evaluation Environment (ISESAR  EE), ~a discussion was held with the
Boston, Massachusetts, Police Dgpartments (BPD) Boston Regional intelligence Center
(BRIC) to document' the implementation efforts condygtet! during the ISESAR EE  The
results of the discussion are detailed below,

EXECUTIVE LEADERSHIP

Currently, BPD has no General/ Special - Grder relatmg to SAR however, the .agency
superintendent fully supports the SAR prooess, and the departmént is in the development
stage of issuing a SAR General/ Special Ordet. “The order will be released:in conjunction with
the department-wide online SAR training. The BF’lecommahd staff received:the Major Citles .
Chiefs Assoclations Chief Exeéutive Officer Brigfing in February 2000, in which 46
command staff personnel from elght‘law enforcement agencies participated. During the
ISE-SAR EE, a deputy superintenderif within BRIG was assigned - primary respensibility for
implementation of the ‘S’AR’*-process throughout BRIGand BP:

SAR BUSINESS PR@GESS
Prior to the |SESAR EE, BPD had aacheck box on its mmdent reports that allowed offrcers to

 identify &-potential SAR -Onoethis bax is check&d, the information is flagged for BRIC to

review. ‘Each district in the department filés its 8ARs with ‘BRIC, and BRIC assigns a
detechiverto serve as theformal re\hewer of all SARs submitted to the center. As part of the
business progess, the de’:ectwe reviews all SARs that have a potential terrorism-related
nexus within.the first 24 hours If & 'SAR is deemed to be terrorism-related, the detective
forwards the SAR#te the Jomt "Térrorism Task Force (JTTF). After the SARis analyzed hy BRIC
personnel, action is. faken to «gither respond fo the SAR, refer It to the investigative unit or
JTTF, or take no furthigr actipri and close the report. Feedback on the SAR®s dlsposmon is
provided to the submittlng ofﬁcer

BRIC can access all of BPDs automated systems through a data warehouse and can
retrieve SAR data from any of the systems, BRIC utilizes an automated search capability for
information in the records management system (RMS), computer-aided dispatch,
intelligence systems, and field interview card process to identify reports that have certain
terrorism-related behaviors requiring additional analysis. In addition, discussion has.

EGuardian-404
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occurred betwsen BRIC and the Massachusetts Commonwealth Fusion Center24 about
standardizing the SAR process between the two agencies.  Additional jurisdictions
participating in the Urban Areas Security Initiative (UAS!) have agreed to send their SARs to
BRIC: BRIC and BPD will then serve as the regional "vetting authority and send all
appropriate SARs to the ISE-SAR Shared Spaces.

During the ISE-SAR EE, BPD did not adopt the behavicr-specific codes detailed in the I1SE-
SAR Functional Standard but reviewed its own codes and can classify its activities based on
the Functional Standard. BRIC developed and implementéd a-privacy policy regarding the
reporting of suspicious activity that meets the applicalile vequirements of the ISE Privacy
Guidelines. During the ISESAR EE, BRIC deve!oped. “‘multilayer review for the vetting of
SAR mformatlon che a potential SAR is 1denﬂﬂegi And: ’;he pox is checked, the report is
adds any value to the report. If the anai__ys'i: r‘gi;l.e‘ems the repor't '-'t@' gontain terrorism-related
.informaticn, it is reviewed by a supervisor 'f'qi’s final approval. If the stifervisor designates the
information as an ISE-SAR, it is manually eritéried Into e, ISE-SAR Shared Spaces via the
SAR Vetting Tool (SVT). In order to protect £fg infbrriation within the ISESAR Shared
Spaces, it was determined that 'a¢éass-to the ISESAR Shared Spaces would be limited to
personnel within BRIC that have attéhdadithe analyst/‘thastzgator and privacy training. It is
BRIC policy that all queries on the mformatlona Within the 1SESAR Shared Spaces be for law
enforcement purposesLanTyaand must have acrirminaknexus.

SAR TECHNICAL PR@GESS . .
Prior to_the ISE-SAR EE’, }BRI(}B technlcal pr@cess included an in-house-designed data

warshquéé-seledidirwith afi [nterface {o:the Fnviionmental Systems Research Institute, Inc,
(ES'R[) geographic Tfotmation: system software application. Each night, all incident data,
|nc!udmg potential SARY, is loadad into the warehouse solution. BRIC analysts can then
search the warehouse fof: hiew mc:ldent records that may support ongoing investigations,
inciuding géneral crimes, gang violence, and terrorist activities. ‘Using the ESRI tools,

analysts can also,- rtrack crime Jpatterns and trends on maip background for use in daily

Once BRIC analysts determlne that incident data {terrorism or criminal indicators) is
important to an intelligence case, data from the data warehouse solution and/or RMS is
exported to an intelligence case management system. This type of system is also used by
the Massachusetts Commonwealth Fusion Center. Plans are under way to connect the two
systems {o provide effective data exchange between the two centers.

% The state-designated fusion center, as determined by the Federal Bureau of Investigation (FBI) and
the U.S, Departmant of Homeland Security (DHS). EGuardian-405
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8 &L=

During the |ISE-SAR EE, BRIC requested the use of the 8VT to augment existing legacy system
data and act as a bridge between the legacy system and the Shared Spaces database. The
SVT application and database were installed on the ISESAR Shared Spaces Server as an
economical approach to share hardware and MS-SCQL resources. The common architecture
is-described below.

3 gf/’B
Ny

Analyst = SAR Vatling Tool Server ) >

Shared Spacn Databasa
(Windows 2008 / SQL Server 2008 |

; A 581 Tunna!
L VN K
NCIRC SAR Postal

VPN Swiich |
Clsao BHD

TRAINING .

Prior to the ISE-SAR EE, the-department had fiot-devéloped nor implemented agency-wide
training on the SARjj progcess. BPD was develeping SAR traihing independent of the 1SE-SAR
EE, This training will focus oft homeland $gcurity and violent street crime and will be
appiicable-fo pérsennel outsideé of thie: departmant, including university pelice, . public school
police, parking enforcement, and code mspectors BFD was using portions of the State and
LocalAnti-Terrorism Training (SLATI®) Prograni instruction material in its in-service training
and preservice curricutum:in-the academy

During the ISE:SAR EE, BPD and BRIG partlclpated in the Chief Executive Officer Briefing and
the analyst/investigator courée, During the SAR analyst/investigator course in the Boston
area in February 2008; 24 personnel were trained from 10 law enforcement agencies. BPD
plans to utilize the line ©ffigéf training once it is made available nationwide, [n addition, BPD
continued its efforts to develop online SAR line officer training. It is anticipated that the
training will be finalized in November 2009 and made available {o line officers in December
2009. :

INSTITUTIONALIZATION OF THE SAR PROCESS

_Prior to and during the ISE-SAR EE, several efforts were under way in BRIC to institutionalize

the SAR process. While there is no formal liaison officer program within BRIC, officers in
each of the BPD districts and surrounding agencies work closely with BRIC. The commander
for BRIC conducts audits of the intelligence and SAR files, and the SAR reports are reviewed

EGuardian-406 |
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and analyzed on a regular basis. BRIC regularly compares its information needs against the

current jurisdictional trends and modifies its SAR process as nseded. SARreviewis alsoa -

part of BRICs alert and notification process, with alerts and notifications sent out to
distribution lists maintained by BRIC. These distribution lists include BPD+s district offices
and participating UASI agencies, and BRIC conducts daily .conference calls Wl’th those
entities to ehsure that all information is shared on a timely basis.

- QUTREAGH TOTHE PUBLIC

Prior to and during the 1SE:=SAR EE, BPD conducted citizefrégademies In order to inform the
public on terrorlsm behaviors and how to report sugpicious activity, In addition, there are
monthly forums that are held with the Middie EagtésneSmmunity groups within the city.
BPD is partnering with the state, local, and federal agencies:far the Building Communities of
Trust program. Currently, the department gohducts apptéximately 5,000 community
outreach programs a year for all crime typé's Ancluding terrorism. * .

PARTNERING WITH OTHER AeEr\le ESAND OONNEG'I']NG T INFORMAﬂON SHARING

Priorto and during the ISE-SAR: EE, ‘BRIC and BPD had various information sharmg initiatives

in place. Bxternal stakeholders irithe Boston area #fe-informed of and support BRICS
~ operations. BRIC has excellent relationships with the surrounding UASI regional partners
and has a general agreement with the seven partigipating WAS! cities* Quincy, Brookline,
Cambridge, Revers, Evérott, Surmmervills, and-Chigleéa e jointly implement a regional SAR
initiative. 1t was alsé.indicated that severak: mf;es outside ofthe UASI region may elect to join
‘the BPD SAR initiafive: |

BRIC caryatcess the Reglonal Informaiion Sharitig Systems Secure Intranet (RISSNET), the
FBs.lsaw Enforcement Gnline (LEQ) and thetiomeland Security Information Network and is
able to s¢hd and receivé Secure s malls through RISSNET and LEQ. BRIC can also access
the states \grlmmal justloe‘:network Although BRIC works closely with the Massachusstts
Commonwealtt Fusion Center: (& state fusion center representative is staffed in BRIC), the
two are not directlytonnectet];therefore, information sharing is not automated.

In addition, formal tréiiﬁi‘ﬁg«-.develops partnerships among public safety, the private sector,
and BRIC, After the forffial training is completed, BRIC will meet with public safety and
private sector personnel on an ad hoc basgis depending on the emerging trends throughout
the clty. BRIC has access to independent e-mail alert systems within the financial and hotel

industries and. hospitals throughout the city, Alerts can immediately be sent out over these '

systems, and the information is quickly disseminated by perscnnel within the industries.

PARTNERING TO DEVELOP CGEOGRAPHIC RISK ASSESSMENTS

Prior to and duﬁng the ISESAR EE, BRIC worked with DHS and the FBI to develop risk

assessments and information heeds, and all terrorism-elated SAR activity is reported to the
EGuardian-407
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JITF. Many iocal-area agencies, as well as state and federal agencies, are represented-, in
some capacity, in BRICand participate in the development of these assessments. '

PROUECT RECOMMENDATIONS FROM THE: BOSTON POLICE DEPARTMENT

> There is a need for some form of governing body, such as a national program
office, to monitor the Nationwide SAR Initiative (NSI) and take the lead in the
coordination efforts between agencies at all levels of government.

» It is recommended that the national progrem office be located
within DHSs State and Local Program Oﬁloe ot within the FBI.

> It is recommended that there be a national.:troj.r,mogs;program {o assist agencies
in the development and/ or delivery of SAR»‘FéIéted fﬁé}’ming.

> If it can be made affordable, there {8 tfémendous va'i'u_‘é,j'i.i‘q. the creation of a
national users group for the NSI. Anational users group w’oﬂild bring agencies
together so they can form relationships and dlscuss issuas best [practlces and
lessons !earned regarding the NS,

> There is a need for ongotrg: teohnloai support. in order for the technology to
evolve with the project '

> It is recommended. that a na‘uonal legal oﬁ;oe not ‘be-created. Multiple legal
respurces glready a’mst for law enforcemem‘t agencles at all levels of the
governmeiit. - L A : -

> ltis recommended theﬁ; a "daily dtgest‘ be created for the ISE-SAR Shared
‘Spages:  This capablixty, woulld:-allow : agenmes to monitor the SARs that are
being stibmifted to theSE-8AR Shtited Spaoes on a daily basis and could save
the time and &ffert if takesto condudt: multlple searches.

> It §§ recommendéd: that tha appropriate threshold be clearly defined for
entéiflig.a SAR into"thé, iSESAR’Shared Spaces. During the ISE-SAR EE, there
seemed fo. be a digparate amount of SARs being entered between the
agencies. *BPE), want$:#d avoid the entry of information into the ISE-SAR Shared
Spaces that i§ ‘nof @f value and avoid large volumes of information being
"dumped* into the:System,
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Chicagdo, lllinois, Police Department

SAR PROCESS REPORT POSTIMPLEMENTATION PHASE -

Following the conclusion of the Information Sharing Environmeni-Suspicious Activity
Reporting Evaluation Environment (ISESAR EE), a discussion was held with the Chicago,
lliinois, Police Department (CPD) to document the implementation efforts conducted during
the ISESAR EE. The results of the discussion are deta!!ed histow.

EXECUTIVE LEL\DERSHI P

Prior to the ISE-SAR EE, CPD did not have a paligy regardmg tthe collection and analysis of
suspicious activity information. The commgfigistaff in CPDs Deplownent Operations Center
had been briefed on the initiative and had attended conferences; and training. events in
which the SAR process implementation wes-discussed, -CPD command staff and senior
management had shown their ful! support for thisseffort,

Dunng the [SE-SAR EE CPD cqmmam,d-'s,taff received the Major Cities Chiefs Association-s
Chief Executive Officer Briefing in'#ay 2009; and 86 Semmand “staff personnel from
approximately 31 law-efiforcement agencies paiiipated. ‘Guryently, there is no separate
policy for the collectitnarid-analysis of SARlnf@rmationg howaver, there is a comprehensive
policy on the haﬁ't‘:ihhg of infofrpation repmrt’s 'As the' Project matures, the chief of the
Counterterrorism andritelligence Divislon (C]ED) will.be responsible for drafting a SAR policy.
A commandesfrom-ClD figis Béér: assigned to the SAR process development pl’O]eCt the
pr!maryxresponsmllltysof the commander fsh t@-!mplement a formal SAR process at CPD.

SAR BUSI NESS PROCESS

Prior fo the 18E-SAR EE, CPD utlhzed an “information report’ to collect data regardmg
suspicious activity..CPD forwartied all of the information reports containing terrorisim-related
issues to Cib. Base'd‘ on its aﬁaﬂysis and inves’cigation CID made a determination as to the
referral 10 another. agenby ffor lts review. Ad_atabase was deslgnated to document and track
the reported terrorism-related suspicious activity informatjon. CID is responsible for
providing feedback to the officars who submit the suspicious activity,

Prior to the ISE-SAR EE, CPD had not adopted the behavior-specific codes listed in the 15k

SAR Functional Standard. Al ferrorism-related information’ reports were vetted within 24

hours and a report provided to the on-duty lieutenant in ClD. After the lisutenant-s review,

relevant terrorism-related information reports were forwarded to the llincis Statewids

Terrorism and Intelligence Center, the U8, Department of Homeland Securitys (DHS)

National Operations Center (NCC), and the Federal Bureau of Investigation-s- (FBI) Joint
EGuardian-409
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Terrorism Task Force (JTTF) for further vetting. Prior to the ISESAR EE, the department was
using the eGuardian systerm to submit ferrorism-related SARs to the JTTF.

During the ISESAR EE_, CPD continued to use the same SAR mechanisms that were used
prior to the ISESAR EE. However, CPD created a multilayer review process for reviewing and
vetting SARs and moving them to the ISESAR Shared Spaces. The department requested
use of the SAR Vetting Tool (SVT) to input its SAR data for uitimate migration to the [SESAR
Shared Spaces. CID adopted the behavior—speciﬁb codes illustrated in the [SESAR
Functional Standard -and- developed -and implemented: @, privacy policy regarding the
reporting of suspicious activity that meets the apphcable réquirements of the ISE Privacy
Guidelines. In order to protect the information within: the 1ISE-SAR Shared Spaces, it was

determined that access to the ISESAR Shared Spac&s wiould be limited to personnel within

CID, and by policy, all queries on the informatiemwithin the ISEXSAR Shared Spaces is for law
enforcement purpeses only and must have.a eriminal nexus. "It ias indicated that if 8AR
information is identifisd as having an error, GID will immediately confact the source agency
and rectify the error, ' '

SAR TECHNICAL PROCESS

“Prior to the 1SESAR EE the center \df CP$ informatior Ifechn'ology infrastructure was the

Citizen Law Enforcement. Analysis and*sReporhhg {CLEAR) sys’cem Initially deployed in April
2000, the CLEAR sgysteiri ds the foutdation for & growing set of integrated CLEAR
applications used by CPD offieers and civilians i and @round the Chicago area. Handling
thousands .of querigs dally, the CLEAR system supports all law enforcement and

Jnvestlgatlve functions within GPL:

During: the ISESAREE, 'CFD réduested therusesof the SVT to augment existing-legacy. system _

data and.act as a bridge betwesn ithe legacy system and the Shared Spaces database. The
SVT appligation and database was ifistalied on the ISESAR Shared Spaces Server as an
economical approach to shayehardware and MS-SGL resources. The common architecture
IS described belaw:

EGuardian-410
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TRAINING

Prior to the ISE-SAR EE, CPD had developed & tive-day terterism trainirig:program and was in
the process of training all of its effiers. CID contipudusly monitors all 'in,('igg”jming terrorism-
refated information In order to identifyinew trends andiemerging issues. The results of this
analysis are provided to the trainingiiursau: '

During the ISE-SAR B8, 6P .continued jts efforts tedrain all officers in its fiveday terrorism

awareness progragi, dnd SARselated training: hias been provided to all Terrorism Llaison
Officers (TLOs) withir: the depart‘ment It 'was indicated ‘that CID continually monitors all
incoming SARs and evaltiates thoge for newtrends and emerging issues. The results of the

analysis arg provided to‘*tﬁ@',Traiﬁi‘mg,l&ureau; In addition, GPD participated in the Chisf

Executive: Officar Biiefing @nd the SAR sénalyst/investigator course.  During the SAR
analystfinvestigator cbirse in the Chicago aréa in March 2009, 21 personnel were trained
from thieg:law enforcenierit agencnes CID plans to utilize the line officer training once it is
made available. nationwide. :

!NSﬂTUHONAuzA*n@M oF "IHESAR PROCESS
Prior to and during ‘thie’ JSESAR EE and continued throughout the ISESAR EE, CPD

maintained a robust. TLO¥program within the department, Officers are selected from 25

districts, one per watch, and include approximately 80 members. T.Os meet quarterly and
have organized training programs with guest speakers. CPD disseminates suspicious
activity alerts, warnings, and notifications via intelligence bulletins to all law enforcement
officers, as well as selected managers of critical infrastructure and other government
agencies. The audience for these reports includes the command staff, the Deployment
Operations Centers Web site, roll call distribution in each district office, the Law
Enforcement Online (LEQ) Special Interest Group, Homeland Security State and Local
Intelligence Community of [nterest, and the Regional Information Sharing Systems Secure
Intranet (RISSNET). | EGuardian-411
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QUIREACH TO THE PUBLIC

Prior to and during the 1ISESAR EE, CFD had an aggressive outreach program to the
-community. The Chicago Alternative Policing Strategy is used to educate the public and
business community regarding activities of CPD. A weekly bulletin is distributed to the
business community, and posters are provided in public areas such as mass transit utilizing
the "See something" Say something’ concept. Additionally, officers are assigned to the
downtown business district to implement the department-s homeland security strategy.

PARTNERING WITH OTHER AGENCIES AND CONNECTING TG/ NF@RMATION SHARING

Prior to and during the ISE-SAR EE, CPD had developéd partnershlps with other public safety
agencies and utllizes the TLO program to mamfam and enhance relationships with ‘its
partners. Additionally, the mayor of Chicago. itk «City coundil:: committees are briefed on a
regular basis concerning homeland securlty actl\ntles

As noted during the site visits, CPD is a member of RISSNET, LEQ; and the Homeland
‘Security Information Network and:.gan send and:. feceive secure e-mails. via RISSBNET and
LEO, . CPD can access the Illincis:-griminal Justlce fi8twork and operates ‘several city and
regional information systems. t_hat are @ceéssible: by CliJ. CPD had a working relationship
with the state fusion center; however, there ismodirect elettienic connectivity.

PARTNERING TO DEVE:GP GE@GRAPch RISK ASSESSMENTS:

Prior to and during' the 1SE-SAR'EE, CPD indigated that it had developed threat assessments

and special a‘s,sessméﬁféj-,uamg.4‘t_ﬂa1ta. from the, FBI, DHS, and CPD information reports.
Althoughrif doés hat have a-foiral information rieeds process; CPD works closely with the
FBL, DK, and U.S. framigratior and Custonis Enforcement to gain relevant information and
fo provnde that informatioh. to rélgvant partners To determine and coordinate information
needs, CPD*staff membets.tioted thatthey regularly work with the JTTF as well as the NOC
and incorporate these information neéds as appropriate. They also explained that the
Human Intelligence. Squad is-fesponsible for developing information needs and managing
human assets. These effor’cs prowde additional feedback to CPD for further evaluatlon and
analysis, -

PRoECT RECOMMENDATIONS FROM THE OHICAGO POLICE DEPARTMENT
There needs fo be some federal level coordination; however, there does not need to be a

national program office. The initiative is primarily a local agency issue.

> Training on SAR should be handled at the local level.

»  Anational users group would be beneficial to help local agencies coordinate
their activities. :
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» There is a need for ongoing technical support for the current techno!ogy that
‘has been deployed for the ISE-SAR Shared Spaces

> There is noneed for a national legal office; legal issues for the Nationwide SAR -
Initiative are mostly a local concern.

EGuardian-413
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Florida Department of Law Enforcement

SAR PROCESS REPORT* POSTIMPLEMENTATION PHASE

Following the conclusion of the Information Sharing Environment-Buspicious Activity
Reporting Evaluation Environment (ISESAR EE), a discussion was held with the Horida
Department of Law Enforcements (FDLE) state-designated. Florida Fusion Center (FFC) fo
document the implementation efforts conducted during’ 1he 1SE-SAR EE The results of the
discussion are detailed below. :

* EXECUTIVE LEADERSHIP | .,
" Prior to the ISESAR EE, FDLE had no spegific General/ Spedial Qrder relating to. SAR;

however, it has several other investigative. procedures that &dver the receipt and
documentation of SAR information. FDLE s cuffently cempleting an Intelligence Procedures
Manual that will address the handiing of SAR infofingtion by all FDLE ahd: FFC personnel.

" “the FFC Standard Cperating Procédures Manual, as wgll.as the InSite Operating Guidelines,

addressed the receipt of domestic security and terrorlsm tips; these manuals ‘have been
updated 1o reflect the ISE-SAR process:

During the ISESAREE the FDLE command Staift and senior management were bnefed on’

FFC Dlrector persona!ly, ig_r{efed, the command staff as well as other state agenmes—

* command $taffs: FDLE utilizad the WMajor Gities Chiefs Association-s Chief Executive Offioer

Briefisig, 16 train more than a idozen law eﬁforcemsnt officials, During the project, the
command staff attendéd conferences and mestings in which the SAR process

implementation was discussed. As part-of the SAR process planning development, a director

was asmgned to.the project. The primary responsibility of the director is to implement a SAR
prooess througtigut, FDLE, including the FFC.

. SAR BUsINESS PROGESS.
Prior to the ISESAR EE, FDLE had a robust process for the collection of SARs. The FFC

serves as the intake point for the collection of domestic security tips and suspicious activity
data within the state. Law enforcement agencies throughout the state can electronically
enter SARS info FDLEs Horida Intelligence Site (InSite?5). Before this initiative, tips/ SARs
were initially reviewed by analysts within the Counter-Terrorism Intelligence Center (CTIC)%8

25 nSlte is the statewidé intelligence system,
% CTICis a component of the FFC, | .EGuardian-414
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to determine their disposition, forwarded to appropriate agencies, and used to produce
intelligence products, as necessary. :

During the 1SESAR EE, the FFC modified InSite to capture and retrieve suspicious activity
-data utilizing the ISE-SAR Functional Standard list of behaviors and indicators to determine
whether an entry is an ISESAR. It is standard policy-that tips/ SARs entered into InSite
receive an initial vetting by a local supervisor who will approve the report for entry. These
supervisors can assign these tips/ SARS for review and investigation. As tip/ SAR information
is ‘entered into InSite, analysts within the CTIC, immediately upon receipt, conduct initial
vetting of each SAR received and move the SAR to the |SESAR Shared Spaces. If, during the
. review progess, information is determined to have €rféks in the content or found to he
incomplete, a formal process exists through whlch vihiie | S@U}‘CG agency is contacted by the
analyst for follow-up, Al tips/ 8ARs enteredy ifito InSite afé: reviewed svery 90 days to
determine their dispositions and to ensure thatthey have been ful!y investigated. '

- During the ISESAR EE, the FFC developed and‘ mplemented a prwacyspollcy regarding the

reporting of suspicious activity that met the applicable fequirements -8f the 1SE Privacy
Guidelines. In order to protect the: Rfermation within: the ISE-SAR Shared Spacss, the FFC
determined that only fusion centgf personnel would: be. allowed access to the 1SESAR

Shared Spaces. By pdlicy, all querles on the ififormation Wthln the 1SE-8AR Shared Spaces

are for law enforcemeri purposes oniy and myst have a gfifminal nexus, To-ensure the

protection of mdawc;{Ual rightd: the FFG:iihas adoptdd: mternal operating policies and/ or

procedures that are in compliarée with, app]cable laws and regulations protecting privacy,

civil rights, and civil Ilbertles lncludlng but - not limited to the U.S. Constitution and state,
local, anq...fﬁeggra!_pnvacy,. Sivil rgghts_,c_ly.ll libertids, and legal requirements applicable to the

FFC. .~ ‘ ' ' '

Prior. to' the ISESAR EE, 4l trameq:l“jnSlte users” including personnel from FOLE, FFC, the
states urban area fusion génters,” and the Joint Terrorism Task Force (JTTF)" also had
" electronic accessmto the Floridgidata via InSite and could retrieve SAR data for further follow-
up. When apprepr!ate infofration is forwarded to the Regional Domestic Security Task
Force (RDSTF) and Hig-[TTE, ‘The Federal Bureau of Investigation (FBI) has access to InSite,

which contains FDLES #ips and leads (SARs) as well as intelligence information.
" Unfortunately, the fusion enter has no way to determine which $8Rs have been actioned by
the FBl. The assignment of an FBl analyst to the FFC to assist with this follow-up process
and analysis on InSite and eGuardian of ‘SARs with a nexus to Ferida would have been
beneficial. During the ISESAR EE, FDLE maintained its partnerships with the previously
mentioned agencies.

SAR TECHNICAL PROCESS

FDLE uses an intelligence system called inSite that is provided by ACISS Systems, [n¢. InSite
has mulitiple modules, including a case management application that is used to track 8ARs.
EGuardian-415
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SARs are flagged for submission to the Shared Spaces by analysts at the FFC. Unlike the
Virginia Fusion Center and the New York State intelligence Center, FDLE information
technology staff recommended a database repiication technique using MS-SQL Utilities to
" "push’ candidate $ARs to a staging area database on the Shared Space Server, A’
specialized routine would then process the staged records and load the Shared Space
repository. '

As Indicated above, the deplvoyment of the Shared Space Servers in FDLE is slightly different
from the standard deployment.

1. The virtual private network (VPN) connection ;between FDLE and the National
Criminal Intelligence Resource Center p.oﬁéjf‘- 5 over the Regional Information
Sharing Systems Secure Intranet (RISSNET) rather thaiithe Internet.

2. 'The firewall between the database ahi\eb servers was netrequired. .

(=it
(AN

Iniie

Sharexd Space
Database Server we?:hggsifep;:amr
 (Windows | QL Servor) (Windows(/ 19 Server)

! “Legaoy SAR"

wa s

y |
VPN B

NGIRC SAR Portal

L ' VPN

TRAINING

FDLE conducts numerous fraining events throughout the state of Florida; however, no
specific training on the reporting of suspicious activity existed before the ISE-SAR EE. Abrlef
description of the reporting of suspicious activity was mentioned in the required inSite
training material 27 '

27|ndividuals who have access to InSite are required to receive training on the system, ]
. gonmes EGuardian-416
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During the 1SE-SAR EE, FDLE coordinated several SAR training events, including the Chief
Bxecutive Officer Briefing, the SAR analyst/ investigator training, and the line officer
training.2¢ FDLE utilized the Bureau of Justice Assistance SAR analyst/ investigator training
within the state of Florida to target additional intelligence analysts. The analyst/ investigator
training was conducted throughout the state and had 103 aitendess, representing 36 state,
focal, county, and federal agencies. The FFC indicated that additional training will be made

available during agent in-service classes and that all SAR training is evaluated by the
attendees.

The FFCis currently working with a vendor to develop training for all Florida law enfereement
personnel on its SAR process. The training will inclute béhaviors and indicators of terrorist
activity and will also stress the importance of protectmg fprivacy, civil liberties, and civil
rights. To accomplish the longderm goal of traiing all Florzdaslaw enforcernent personnel
and fusion center partners, the FFC is seekifgto deliver this as a.\/\i{ab-based training, Once
developed, this training can quickly and efficiently be delivered to gl épplicable entities.

INSTITUTIGNALIZATION OF THE SAR:PROCESS

Prior to the ISE-SAR EE, the SARprocess was not institutionalized agency-wide. However,
since the inception of the ISESAR EE, the: FFC has figmerous initiatives” under way to
Institutionalize the process. The FFEhas an tintsiligence 1iajson Officer (ILO) program in
partnership with 12 -gtate. agencies {o assist ity the-gathering of suspicious information,
Additionally, the RDSTFs havedeveloped Intelligence liaisirofficers within their regions.

The FFC has implemiérited quantitative measures to gauge the effectiveness of the SAR
process; however, there ‘afé«.ﬂ@;@éﬁﬁr“mance metrics for gualitative data. The FFC currently
reviews: ll SAR datadn thé. InSite systefinfor quality control purposes. To fully integrate
criticalirifrastructure dngkkey resources (CIKRxnto the SAR process, the FFC coordinated its
efforts with.the FBI and thi&.U.8. Bepartment of Homeland Security (CHS) to develop alerts,
warnings, afidsnotifications and otherfelevant reports for CIKR entities. The center currently
has a list of codrdinated information needs that have been developed with DHS,

OUIREACH TO THE Plsiic

Prior to the ISESAR EE, FDLE had instituted multiple outreach initiatives throughout the
state of Florida and, due to the ISE-SAR EE, began ingluding the $AR process information
into its community outreach, FDLE has previously divided the state into seven regions fo
maximize reglonal support for local law enforcement. To harness this regional landscape for
outreach efforts, each of the RDSTFs was tasked W|th outreach efforts in its respective
region.

28 The fine officer training is under development, and the FFC worked with the International Assodiation of
Chiefs of Police during the pliot phase of the training. FGuardian-417
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The FFC continues” as it has in the past” to post information to the public Web site and has
an extensive e-mail notification system to reach out to stakeholders within the state.
Additionally,.FFC has provided further public outreach through the delivery of training and
has developed a public Web site for business owners that describes how these owners can
have a "safe business.' The Computer Crime Center maintains a.”Secure Florida' Web site
to provide information about cyber security. The FFC has provided each RDSTF and regional
office with the Safeguarding America” It All Starts With You DVD to identify the types of
suspicious activity the public should be aware of

PARTNERINGWITH OTHER AGENCIES AND CONNEGHNGT@lNFORMAﬂON SHARING
Prior to the ISESAR EE, the FFC had developed strang:partherships with other agencies and

“engaged in various forms of information sharing: - During the ISESAR EE, partnerships

became stronger because of the time devoted o the project ahdithe additional collaboration
required to make this initiative a success. Torensure comprehensiveinformation sharing, the
FFC has engaged in various efforts to denidfigtrate its current infofimation sharing efforts
and expand on these efforts. The FFC has worked clesely'with other state fusion centers,
homeland security officials, andt tkie JTTF. - The FFC has regularly conducted domestic
security brigfings to the Florida Leggsfature and. roufme!y provides briefings to the states
homeland -security advisor. The ceriter has glso provided ‘highdevel and general situational
awareness information.within the state:to FOLE command &taff in preparation for leg1siatrve
commit{ee meetings,

The FFC has partnérlad with nfirerous public safety agencies” including the Florida Fire

Chiefs+Association, the‘f=F'l‘c_bnid-atBHe§riﬁs_ Assodiation, the Florida Chiefs of Police Association,
the FloridaBivision-of Emefgeney Managément, :and the Forida Department of Health" in an

- effort'ty effectively shiare inforfration. The:FRC continues to work with other organizations

and ag"éh'g;;j,as in its infofthation shgring efforts, including the Nationwide SAR Initiative (NSI)

partners, ‘Spluthern Shield, and the LawEnforcement Intelligence Unit.

The FFC has ac¢ééss to numérous information sharing networks, including RISSNET, Law

Enforcement lel'hé-_ﬁlgEO), afidithe Homeland Security Information Network (HSIN). The FFC
can send and receivésdoure-2-mails and has access to the state criminal justice networks,
databases, and regiondl intelligence databases. Access to these systems allows for
comprehensive information sharing with all of the FFCss constituents.

PARTNERING TO DEVELOP GEOGRAPHIC RISK ASSESSMENTS

Prior to the ISESAR EE the FFC worked with the FBl 'and DHS in the development of
geographic risk assessments, which were mostly driven by special events in Florida (g.9., the
Super Bowl). However, the FBI does not provide these assessments routinely to the state.
The FFC has instituted a production calendar plan for the regular development of

coordinated risk assessments with federal, state, and local agencies and fusion centers.
EGuardian-418

Page 91

ACLUEGO000808




Final Report: ISESAR EE Pafticipating Agency Assessments

Once the risk assessments are compiete, a process will be developed to understand and
address the identified information needs, to task the RDSTFs with gathering information
related to these needs, and to incorporate them into the S8AR process, -

Athough FDLE and the FFC have a pfooess for developing geographic risk assessments with

federal agencies, during the ISE-SAR EE, there has been no additional empha51s placed on

this effort.

PROECT-RECOMMENDATIONS FROM THE FLORIDA DEPARTMENT OF LAW ENFORCEMENT

» The FFC believes that there needs to be a natfenal program office for the NS
that is a strong, centrally coordinated efforf The: efflce should not be divvied
- out to multiple federal agencies.

» A national fraining program is ‘recqmme'n'ded to main’t-éiih.u.consistency in the
collection of SAR Information. The:tenter suggested the cregfion of a trainthe-
- trainer program, with template teaching materia[s, so that ‘the states could
train their own regions andgurlsdlctlons »

» A small national users group for the initistive was suggested. The group

~~—should ‘meet regularly ‘andshéelgbe divided: ifito-subgroups todeal-with——— -

_policy/ legal issues, training, anditechriolegy.

» There needs: i’o be-continual technlcal suppr:)rt for the appllcatlons developed
by the pro;ect :

> There needs to be legdr asmstance tohhelp develop policies for participating

agendics.- However, the. iegai pffice shouiu not be so darge that it creates
problems for the staté and local dgendies. The legal assistance could be
iandied by twesof three‘fulbtlme subjectmatter experts. '

> TheFFC commentsd: that there are no policy, technical, or legal issues that it
 could:riot overcome..

> The privagy: pohcy template was very helpful in developing the FFC privacy
policy. ,

EGuardian-419
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Houston, Texas, Police Department

SAR PROCESS REPORT* POSTIVIPLEMENTATION PHASE

Foliowing the conclusion of the Information Sharing Environment-Suspicious Activity
Reporting Evaluation Environment (ISESAR EE), a discussion Was held with the Houston,

Texas, Police Departments (HPD) Houston Regional Intelligence Service Center (HRISC) to .

document the implementation sfforts conducted during, {hgISESAR EE. The results of the
discussion are detalled below,

EXEcUnVE LEADERSHIP

~ Prior to the ISE-SAR EE, HPD Chief Harold Hurtt fssued General Grder No. 800-07 regarding
" Criteria for Submitting Incident Reports® onJune 12, 2007.2¢ Thé-eider includes a section
on suspicious activity and lists 13 behaviors thét-officers:are required teweport, if observed.
“The command staff/ senior management had begribriefed-on HPDs SAR pélicy.

_During the 1SE-SAR EE, Chief Hurthgave-hisfull supportita.the SAR Initiative and has beena

nationwide leader in the development of SARPalicy. . Chilefkurtt and other members of the
HPD command staff attghded the Major Cities Chiefs.Assodiationss (MCCA) Chief Executive
Officer Briefing (CEOR) héld: it April 2008, which ingluded 30 participants from 27 law
enforcement agengigs. In addition, the entireIPD commatd staff has been fully briefed on
the 1SE-SAR EE and the: SAR progess, The’cemmand;ng officer of the Criminal Intelligence
Division (GIE)) ihas. been a551gned prifpary respensibility for handling and processing SARs,
and a Ofi9 lieutenant has esn assighed to |mplement the ISE-SAR EE efforts within the
HR!SC

SAR BUSI NESS PROCESS

Prior to the ISE—SAR EE, HPD:had a robust process for the reporting of suspicious activity.
HPD<s reporting pieess for -suspicious activity requires that all -officers complete an
"Investigation CID* tepert (jnformation report) concerning any suspicious activity theat is
identified in the Generaltrder. If a suspect identified in an information report is in custody
or suspicious circumstances require additional investigative assistance, the involved officer
will contact CID. For reports forwarded to HRISC, the center will attempt to contact the
officer who submitted the information report; however, no formal process was in place.

ClD is the intake point for all information reports and immediately reviews the reports to
identify any behaviors and indicators associated with terrorist activity. Within 24 hours, all
terrorism-elated SARs are forwarded to HRISC, which is designated as the primary entity to

22 copy. of the General Crder is available upon request. EGuardian-420
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analyze SAR data within the"department. Prior to the ISE-SAR EE, the HRISC did not use the

behavior-specific codes identified in the ISESAR Functional Standard for SAR data but
tracks the suspicious activity in similar categories that can be translated to the codes.

All 8ARs are also forwarded to the Joint Terrorism Task Force (JTTF), which is given the "right
of first refusal’ for follow-Lip activity relating to the SAR. [f the JTTF chooses not to follow up,
the SARs are then investigated by HRISC, HRISC also downloads all Terrorist Screening
Center (TSC) reports from Law Enforcement Online (LEO) daily and compares the reporis
with Jocal information. HRISC creates weekly summaries hased on the TSC reports and
sends those summaries to appropriate federal, state anﬁifiacaf agencies.

During the ISE-GAR EE, HPD adopted. the behawor»specnﬂq 'gpdes specified in the 1SE-SAR
Functional Standard, The command staff dedifed that they ‘would continue to use their
previous "Investigative CID¥ report because@Fiits comprehensivéfiess and familiarity to the
officers. The department has created a "tipis and leads' form for ffie fire department and
other -government agencies so that suspicious activity information ¢afihe routed to HPD,
The department continues to use its current recoids.mafiagement systemr(ﬂRMS), however, it
is reviewing and planmng for a new=system that will 'mc:lude new forms for SARs,

: Durlng the' ISE—SAR FE, HPD enhanéed its muitllayer rewew process 1o enter ‘SARs into the

ISE-SAR  Shared Spames TThe department ttilizes - its ‘Previous vetling process but
implemented a finahgupefvigtry approval ‘before & SARs entéred into the ISE-SAR Shared
Spaces. This will hsure that multlpie tra‘Ined personnel fidve reviewed the information for
accuracy and completeriess before submlssmm This continual review is in place to prevent
any errongous: informatiah frém ‘en{enng the: lSE-SAR Shared Spaces. If an error is ever
detactet], thesourceagency:di individlidlisseontéitted and the Information is corrected. The

(v[»] ‘and’ HRISC devéloped afid | tmplemenfed; ‘a privacy ‘policy regarding -the reporting of
_susplclou&ac‘cawty that gt the @ppllcable requirements of the ISE Privacy Guidelines.

Access to tedSE-SAR Shared Spacsids limited based upon the individuals role within the
HRISC, and byzpalicy, all querymg of SAR information must have a criminal nexus and be for
legitimate law ehfdficement purposes

SAR TECHNICAL PROCE$S

Prior t the ISE-SAR EE, HFD utilized a RMS as the central location for all HPD ofﬂcers-
information reports. CID conducts daily ssarches in the RMS system and identifies any
terrorism-related reports to forward to HRISC. Once forwarded to HRISC, the reports are
entered and maintained electronically in an internally developed SAR database. During the

ISESAR EE, HRISC requested that the SAR Vetting Tool (SVT) augment existing legacy

system data and act as a bridge between the legacy system and the ISE-SAR Shared Spaces
database. The SVT application and database were installed on the ISE-SAR Shared Spaces
Server as an economical approach to share hardware and MS-SCQL resources. The common
architecture is described below, .

: EGuardian-421
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TRAINING

Prior to the ISE-SAR EE, all HPD off_icefs had. undergehe- a' four-hout training course on
terrorism indicators and traineg on identifying suspididus activity. ~ The training couirse
includes privacy protections, 28 Code ofFederal Refilations (CFR) Part 23, and the need for

~a criminal nexus when “reporting susplclous activity, As pew-trends -emerge and-lessons.

learned are ;dentxfled ‘the training piograms wilkbe™ modlﬂed and enhanced &8 necessary.
Additionally, of‘flcers reqawewupdates from the fusiop: center cmncemlng current actlvities.

During the ISE-SAR EE, HPD mamtamed its current terronsm indicator and 1den‘t:fy1ng
suspicious activity tréining during in-service. and recruit training. In addition, HPD
participated i the CE@B and the SAR. analyst/mvestlgator course, 3¢ The SAR
analystﬁ'mVestlga’cer gourse was. dellvered inoMarch 2009 and 32 mdr\nduals received the
training: from eight agancies in the Houston area.

INSﬂTUTIONALIZAﬂON OFTHESAR PRO!ESS

‘and to ensure thaf the data. meets agency purge requirements. SARs are reviewed for
‘emerging frends arid ‘behéviors to determine priority information needs within the

department, and SAR ifformation is used in the development and issuance of alerts,
warnings, and nofifications. HPD also works closely with agencies such as the
U.S. Department of Homeland Security (DHS), the JTTF, and the Texas Department of Public
Safety (DPS) to determine additional information needs. Assessments are conducted within
the department to determine the effectiveness of the SAR process.

During the 1SE-SAR EE, HPD continued the previously mentioned institutionalization efforts
and began developing a Tefrorism Liaison Officer (TLO) program with other agencies in the

w0The CEOB was previcusly discussed In the Executive Leadership section.
EGuardian-422

Page 96

ACLUEGO000812




Fmal Report: ISE-SAREE - Participating Agenoy Assessments

T

Houston area. HPD is currently using the TLOs that have been trained to assist the fusion
center with providing tips and leads within their respective sectors,

QOUTREACH TOTHE PUBLIC

Prior to the ISE-SAR EE, HRISC had an extensive outreach program with the public and has
conducted community meetings, trained members on the Grime Stoppers program, and
coordinated with the Houston-area Federal Bureau of Investigation-s (FBI) tip-hotline. The

~ hotline can be used to report suspicious activity. HRISC algo works with the U.S. Aitorneys

Cifice and the Anti-Terrorism Advisory Coungcil (ATAC) ke eprowde outreach to the private
sector and has provided training to hurman trafﬁckmg[ smugg]mg enforcement groups

Durmg the ISESAR EE, HPD contmued its outreach efforts and is developtng an IWATCH
program based upon. the lessons learned fidm the Los: . Pngeles, California, Police

Department.

PARTNERING WITH OTHER AGENCI ES AND OONNEGTING e TRFORMATION: SHARING
Prior to the ISESAR EE, HFD Wprkeda with MCCA, ’che FBI, DHS and the Texas DPS to

. collaborate on fusion. center |ssue3rand &poiicles Extenr’xal stakeholders, including the state
legislature; ‘have been “briefed -on- the: BARprosess, -and-gducational outreach-has-been -

provided to public safetwa,hd the pnva{eeseotor ehtltles

HRISCis a member‘of the Reglsnnal Informatlone Sharlng Sys’fems Secure Infranet (RISSNET)
LEO, and the Homeldnd: Secunty Informa’clen Network and has the ability to send and
receive segurere-mails prmarily fhrough the LEQ e-mail system. HRISC has access 1o the
state-selfrinarfustios netwgik, and a TeXasﬁDPS«representatwe who can access the states

' Intelhgence databasé.|s ﬁasSJQne"d {0 the cetitet, HRISC has acoess to eGuardian but does
"not Inpuf information [ntei’the syste_m HRISC also posts Information to a specialHhterest
group on LE@

During the 1SE~SAR'.;EE, HPD-"-égﬁntinued its previous partnerships and efforts to connect to
information sharing-gystems. Ih addition, the assistant chief has briefed other members of
the HPD command staff antl appropriate outside entities on the ISESAR EE. HPD officers
work with the public heal’th and private sector Industries on identifying susplcious activity.

PARTNERING TO DEVELOP GEOGRAPHIC RISK ASSESSMENTS

Prior to the ISE-SAR EE; multiple assessments were being conducted in the Houston area.
HRISC works closely with DHS, the JTTF, the U.S, Altorneys Office, and the ATAC to develop
geographic risk assessments. Threat assessments are completed with the Bl and other
local agencies within the 13-county Urban Areas Security Initiative, and these assessments
drive HPD information needs. Critical infrastructure assessments are completed by another
agency within the city of Houston. EGuardian-423 -
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Buring the ISE-SAR EE, HPD continued |ts partnershlps in the deve}opment of mformatmn
needs and risk assessments,

PROECT RECOMMENDATIONS FROM THE HOUSTON POLICE DEPARTMENT

HPD felt that there is no.need for a national program office; however, there is a need for
national consistency in how SAR mfarmatlon is handled because every jurisdiction being
unigue.

There is a nead for consistent SAR training nationwide. The fundamentals are already in
place with the CEOB, SAR analyst/ investigator course, angdithe line officer training.

A national users group would be helpful as the project e)qaands nationwide to share best
practsces andto develop methods for the best {usé of the mformatlon

There is a need for nafionwide analyms of the data that is be:ng gathered by agencies
around the country.

~There is a continuing need far Aechinical suppoit gs information, systems change and
agenmes need assistance in purchaslng cempatlb!e systems :

There is a need for reportmg!tools to be used m order to coneuct ‘analysis of the agencys
|nformatlon

. ‘ '
There is a need for aunahonal Jegal office, sirice there are many difficult legal issues that
agencies faoe as athey are: trylng for share: lnformatlon

ADDITIGNAL COMMENTS

The privacy. pelicy template for the project was longer than the HPD attorneys felt was

needed. In dddition, the template was particularly troublesome in that if it is read literally,

every person who:&nters thé-genter regardless of role or responsibility' must have a ful
background check afdtbe bﬁt;aféd on privacy issues.

EGuardian-424
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Las Vegas, Nevada, Metropolitan

Police Department

SAR PROCESS REPORT* POSTIMPLEMENTATION PHASE

Following the conclusion of the Informatlon Sharing Environment-Suspicious Activity
Repotting Evaluation Environment (ISE-SAR EE), a discussipn was held with the Las Vegas,
Nevada, Metropolitan Police Departments (LVMPD) state:designated fusion center, the
Southern Nevada Counter-Terrorism Center (8N UTC) o document the implementation
gfforts conducted during the ISESAREE. The results@T th@dtscussmn are detalled below.

EXECUTVE LEADERSHIP

Prior to the ISE-SAR EE, LVWMPD had no Géiheral/ Special Order rélafed to SAR, however,
Sheriff Douglas Gillespie had been a principal paiticipart i the creation-6f. the Major Cities
Chiefs Associationss (MCGA) SAR priocess. Du ringitheSE-SAR EE, the comand staff was

briefed on the Nationwide SAR InltfatiVé (NS and_ the- |mplementation of the SAR progess, -

- which was-a- prferlty of.the sheriff. There is a plan & develop a standard operating.

procedure (8OF), but it has not been ifiplementediyet. Asiart of the LMMPD SAR process
planning developmeﬁt a Iléutenant was, ass‘,lgned té lmplement a SAR process throughout
LVMPD, lncludlngSNﬁ

During the ISE-SAR, the LVIVIPD rece[ved the MCCAs Chief Blecutive Officer Briefing in-

~ March 2009, .and:24 conmjand staff. personnel from approximately eight Iaw enforcement
‘agengies; partlmpated '

SAR BU’SI NESS PROCESS -

Prior to the ISEBAR EE, SN/“CTC served as the intake point for the collection and receipt of
8ARs and provides “real-timg’ thonitoring of all LVMPD reports, The field interview reports
and information reports\used’by LVMPD were not modified to report SAR data, but all reports
were reviewed by district sypérvisors for suspicious activity. If a report is deemed to contain
suspicious activity, it is forwarded to SN/ CIC for immediate investigation. All $ARs are
reviewed and & decision is made whether fo respond, refer, determine unfounded, or take
other action, inciuding investigative action. Feedback to the reporting officer’is a routine
internal operating procedure. Computer-aided dispatch (CAD) data is also reviewed by
SN/ CTC for potential suspicious activity.

During the ISE»SAR'EE'LVMPD adopted the behavior-specific codes specified in the [SESAR
Functional Standard. The department is in the beginning stages of developing a formalized,

policy-driven SAR process within the agency. There is a plan to evaluate and simplify the
EGuardian-425
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TRAINING

Prior to the ISE-SAR EE, LWMPD “developed’ @ terrorisgh: training program based on the
behaviors and indicators learned from prior terrérist attgéks around the weoild, including the
London bombings, the World Tradke ‘Genter attacks, arid'the train bombings in Spain. LMVPD
also utilizes a very robust Terrorisni Tigisot Offlcer (TLO) -program. The TLCs recelive.a four-
hour training class and are ass:gned th'L\A\JlF’I distrlct offites, The TLCs are respons&ble for
the implementation of ‘the: terrorism fraining program within- the department. 17 the
department- acadeniy, officérs: recelve tréining-en SN GTG:and its operations. The training
emphasizes privady protections and the obssrvation of behav:ors relating to precursor
activities of terrorist attacks. Fiowever, prior te the 1SE-SAR EE, no specific training on the
SARprocesseemsted - ‘

Duririg:the 1ISE-SAR EE, LVIV(PD partrcnpated ifi'the Chref Executlve Cfficer Brlefmg and the
analyst/investigator course. ,Durmg, the SAR analyst/ investigator course in the Las Vegas
area in Apr‘[l'2009 35 petsannel weie trained from 10 law enforcement agencies, In
addition, SN/ CTG.s currentiy: fdevelopmg a training program for line officers and will frain
officers based updr the SAR:. process, which will be defined in the SOP. The agency will
develop a mechanishte: capture feedback on the value of the information being coliected.

INSTITUTIONALIZATION OF THE SAR PROGESS

Prior to the ISESAR EE, SN/CTC had numerous initiatives under way that will aid in the
ingtitutionalization of the SAR process once it is formalized within the departmenti. In
addition to LMMIPD officers, the TLO program includes other first responders, such as fire
representatives and the private sector. SN/ CIC is also working to involve the university
campus police in the TLO program,

EGuardian-427
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reporting process and develop an internal multilayer review and vetting process to identify
ISE-SARs and a procedure for moving SARs to the ISESAR Shared Spaces. The new
processes and procedures will be included in the yet-to-be-developed SOP. SN/ CTC has nhot
modified the hasic report-and is creating a data warehouse of police databases to access
the SAR information. In addition, SN/ CTC is developing a search tool to allow for the review
of police reports for SAR data. During the ISE-8AR EE, 8N/ CTC utilized the SAR Vetting Tool
(SVT) for storing terrorism-related SARs. Currently, SN/ CTC is establishing a Web site to
enble direct SAR reporting from the public and other agencies. The center is also in the
process of staffing a 24-hour homeland security hotline as.emother form of reporting SARs.

During the ISESAR EE, SN/ CTC developed a prlvacy pohcy regarding the reporting of
suspicious activity, however, due to departmental rewew‘ﬁi“rbcesses the policy has not been
finalized. It is anticipated that once flnallzed the po'llcy will meet the applicable
requirements of the ISE Privacy Guidelines. {fy order to protest. the information within the
ISE-SAR Shared Spaces, it was determingdthat only personnel’ wlthin the fusion center
would be allowed access to the SVT end ISESAR ShareghSpaces, Byspolicy, all queries on
the information within the 1SE-SAR. Shared Spacasis.forlaw enfarcement guirposes on!y and

must have a cr:mmal nexus.

'SARTECHN]CA\LPRO@SS T

Priar to the 1SESAREE, tie 8N/ CTC SAR"technlt:al progess utilized a records management
gystem and a G\I*sysiem to gollect, storg; aiidFétrieve ‘SAR data. SAR data determined to
havé a potential fink e terrorist dctivity wagibt stored separately. -Prior to the 1ISE-SAR EE,
LVMPD was developifig; i, compoter systera® the Al Data Virtual Information Shanng

_Enwronment ABVISE)" thigt wilk allowrfor ithe cqllatlon of SAR data within the department.

ADVISE Wili aiso allow.ﬂ’or reg tlme gathermg, processing, analyzing, reporting, and sharing

During the ISESAR EE, L\AVIPEJ requef-;fed the SVT to augment existing legacy system data
and act as a brlq{ge_ between\,fhe legacy systemn and the Shared Spaces database. The SVT
application and database ,Wété installed on the ISESAR Shared Spaces Server as an
economical approachitd sliars hardware and MS-SQL resources. The common architecture
is described below, . :

EGuardian-426
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Prior to the ISE-SAR EE, no audits were being conducted on SAR data and no processes were
in ptace to determine the effectiveness of the SAR system; however, onece implemented, the
ADVISE system will allow for audits and performance analysis. - :

Prior to the ISESAR EE, the SAR process and priority information needs were interconnected
within LMMPD. The emerging trends, behaviors, and indicators from SAR data drove the
identification and enhancement of the depariment-s information needs. SN/ CTC also works
with the Federal Bureau of Investigation (FBI) and the U.S. Department of Homeland Security
(DHS) to determine Information needs and to develop erime and ferrorism alerts and
advisories and homeland security threat assessments, SARdRformation received by SN/ CTC
is the primary driving force behind the issuance of elerts~anq warnings.

During the ISESAR EE, SN/CTC continued its: &fférts to institutionalize the SAR process
throughout the department.

QUTREACH TO THE PUBLIC

Prior to the ISESAR EE, SN/ CTG had a very aggressive Gutreach program “When SN/ CIC
first opened in January 2008, thé rhédiawas invited:t6-the center and was provided a full
briefing on the centers operations,® Sihge the ceritér became operational, -numerous
public documents and pubhcatlons have been produced fo-éxplain terrorism indicators and
the purpose of the center. ‘More than 80,000 Seven Signs of Térrorism DVDs and If You See
Something, Say Seriigthing CD§ have béeh produced and distributed to the public. The
center also has an grline SAR forme? that thé public can access and use to submit "all-
crimes, all-hazards' suspisious ac’uvity, Pddltiona!ly, the center is developing a Web snte and _
a statewids tellfree !terrorlsm ething :

During. the 1SE-SAR EE‘, SN/CTG gontinued ite robust ouireach program and is currently
developifighan iVWatch program sirilar. to the program initiated by the Los Angeles Police
Department. Additionally, dug to the unique characteristics of Las Vegas, LVMPD is focusing
its outreach on hotel staff* Valet atiendants, security, bell captains, and housekeeping as
wel} as the casinos, -

PARTNERING WITH OTHER AGENCIES AND CONNECTING TOINFORMATION SHARING

Prior to the ISESAR EE, SN/ CTC held on-site briefings and invited external stakeholders”
including congressional delegates” to the center to learn about SN/CIC activities and
operations, Qutreach opportunities and partnerships have also been developed with
multiple agencies through the utilization of the TLO program and public media outlets.

#The LVFD press release fs avallable at http:// www.lvmpd,com/ news/ pdfs/ 2008/ 01 1808release.pdf.
32The 8AR form s avallable at hitp:/ /www.lvmpd.com/ pdif SAR_form.pef,

EGuardian-428
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The center can access the Regional Informatlon Sharing Systems Secure Intranet (RISSNET),

" Law Enforcement. Online, and the Homeland Security Information Network and through

these networks, as well as through the Homeland Security Data Network, has the ability to
send and recelve secure email. SN/ CTC has representation from DHS, the FBls Joint -
Terrorism Task Force, and other law enforcement entlties within the center. -However,
SN/ CTC does not have access to eGuardian. The center can also access the states criminal
justice network and the regional intelligence system. The Nevada State Fusion Center was
not fully operational at the time of the site visit, but once the states center has mformatlon
sharing capability, SN/ CTC will pursue a relationship with thé~center

Durmg the ISESAR EE1 SN/ CTC continued its aforementloned partnershlps in order to
maintain connectivity with other fusmn centers.

PARTNERING TO DEVELOP GEOGRAPHIC F\’JSK AssESSMENTs
Prior to the ISESAR EE, SN/ CT C noted that fhere is no formal processnn 1piace for the center

receives nsk assessments from:B IHSNand the FBI when fequested and doés coordinate to
develop information needs. SN/ -él*:i.}j31has deVeloped Vylnerabliity assessments for critical
infrastrusture and “key resources ify'the &g Vegas arég.and has also developed threat
“assessments on specific.events, such: ?S\hlgh!chubliglged §[ioiting events.

During the ISESAR EE, SNIGTC contiued its afotementioned partnerships in the
development of anformahon needs and risk, assessments fn addition, SN/ CTC participates -
in a multilogo assessmart: Wlthr‘federal agencre&’;* SN/ CTG indicated that threat assessments
" from thefedgraliagencies arg 86 geheral' as 10t ‘be -able o- develap-specific-infermation
needs. it is the fegponsibilify. of the lagdl fusion center to take the general threat
assessments and enhaneé, thema’:@nﬂt lts specific jurisdiction.

. PROECT REGOMMENDATI oNsiFRcm 1HE 'LAS VEGAS METROPOLITAN POLICE DEPARTMENT

" » There Ig a! need fo;. an NS national program office only as it relates to
consistency; ‘fundmg, and coordination natlonWJde

> There is a need for an NSI national training program that can illustrate the
value of the initiative to agencies. Anational training program will also provide
more exposure-of the program {o agenc_:ies nationwide.

> There is a need for an NS]‘nétionaI users group for the purpose of having a
good feedback loop, and todefine performance matrix.

» There is a continued need for ongoing NSl {echnical gssistance.

» There is a need for a general domestic security officer to address all national
- matters relating to fusion centers, including the NSI;

EGuardian-429
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» There needs to be improvement on marketing efforts 1o make sure the generai
public, legislatures, and others are fully informed about the SAR initiative.

EGuardian-430
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Los Angeles, California, Police Department

SAR PROCESS REPORT' POSTIMPLEMENTATION PHASE

Following the conclusion of the Information Sharing Environment-Suspicious Activity
Reporting Evaluation Environment (ISE-SAR EE), a discussion was held with the Los Angeles,
California, Police Department (LAPD) to document the implementation efforts conducted

~ during the ISESAR EE. The results of the discussion are detalled below.

EXECUTIVE L EADERSHIP

Prior to the ISE-SAR EE, Chief William Bratton:fssued Special @xder 11 on March 5, 2008,
titled "Reporting Incidents Potentially Relatgd:to Foreign or Dorfiéstic Terrorism.'  With the
release of the Special Order, the SAR prodgss was formalized withif.APD. After the order
was Issued, all command staff and personngl were tralned on the processes noted in the
order.

‘Buring the ISESAR EE LAPD" in partnership wutiq the Major Cities Chiefs Association

(MCGAY* hosted a Chief Bxecutive Officer Brigfing.in February 2009 with 51 attendees from
26 law enforcement ageiicies. In addrtion LAPTD Breavides eghtinuous training on the SAR
process to all new execuflvewleadershlp w:thln the departent.

- SAR BUSINESS PRO‘CES‘S, i

Prior to thgSE-SAREE, LAPI¥had anexifemesly-rabust process for the collection of SARs and
was Uséd as a natighal ‘model when d‘é\/élbping the ISESAR EE LAPD developed data
collection.codes (modus: aperandla IMQ] codes)-for the reporting of susplclous activity. The
purpose &F the MO codes. is to provide a standardized method to document behavioral
indicators that may have a po’centlal fiexus to terrorism and to provide the ability to analyze
the data by date,; time, and Itéca’tlon just as is done with crime codes. LAPD also uses the
codes to train it§ Personnal gn how to recognize suspicious activity. LAPD conducted
research to develop patterns:.and determine the frequency of use of the codes. In addition
to the development of théMO codes, LAPD modified its existing Investigative Report used by

officers to report crimes. Three changes were made: (1) the addition of a check box to

identify the report as contalning suspicious activity, (2) the addition of a check box for
distribution to the Counter-Terrorism and Griminal Intelfigence Bureau (CTCIB) Major Grimes
Division (MCD), and (3) "Involved Party (IP)' information. Modifying the exsting report

allowed LAPD to simplify the introduction of the 8AR process within the department and was

instrumental in the institutionalization of the SAR process..

Onece an Inves’ti‘gative' Report is identified as containing suspicious activity, it is forwarded to

the MCD 8AR Unit for processing and analys:s The MCD SAR Unit serves as the centralized
EGuardian-431
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unit responsihle for updating all incoming Investigative Reports with either the SAR check
box or CTCIB-MCD check box marked. The unit is also responsible for tracking, vetting, and
assigning MO codes and investigative responsibility for all SAR reports, During the vetting -
stage, SARs that met certain criteria (as determined by the SAR Unit) were sent to the
Federal Bureau of Investigation-s (FBI) Counterterrorism 6 (CT-6) Unit.3

~ Investigative Reports writien by LAPD officers that contain S8AR information are forwarded
within 24 hours to the SAR Unit at CTCIBs MCD for initial vetting by trained personnel and
appropriate response, A process is in-place to forward SARs to the Joint Regional
Intelligence Center (JRIC), which serves as the Los Angéles-area fusion center. Following
initial vetting of the information, the MCD SAR Unit fifakeés a determination on whether to
forward the information to JRIC and/ or to the Joint Tefrotiski Task Force (JTTF), Information
is forwarded to JRIC electronically and uploaded:to, JRICS systefn. using Memex software.

For SARs maintained by LAPD, further vetting takes place to: determine investigative
responsibility within MCD.. If a SAR is found tolbe emoneous or does Tigfimeet a certain level
of quality, the report is.categorized as Unfouritled and feedback is provided to the source
agency or citizen. The SAR Unit ridintains an upo-gate record of all SARS, including who
has investigative responsibility forthe ‘SAR, the current status of each SAR, the number of
unfounded reports, which reports are sharetl with JRIC &g or the JTTF, and which reports
are submitted tothe 185 Due diligence is.givehrtd sach and:évery SAR report. The SAR Unit
provides a timely, coligistent flow of SAR datd andi terorism-related information fo the
Terrorism Lialson :Qfficers (TI6%), who are: &gSigned ofi & geographic basis to all LAPD
© divisions. The TLOs#: responsibility inclutigs. ,communicating with the officers af their
‘asagned -LAPD. division dhd- halsmg with- othar government agencies and- local business
partners. ‘Wwithin: the: TL—area of respon51billty “The TLCs are also utilized to provide
feedhatk o the officers.and/ ot decal agenciesér business parthers that submit 8AR data to
the depaitrent. The bufeau comibander also sends e-mails and written commendations to
the entitiesithat submit a SAtho the department highlighting excellent work:

LAPD had an exigfing records management system, known as the Consolidated Crime and
Analysis Database f(@CAD) which housed all crime and arrest data. CCAD was modified to
- include SARs and SARMO £ddes. CCAD allows for the immediate retrieval of ‘all SAR and
crime data and stores the data indefinitely, allowing for reach-back capabilities. During the
ISE-SAR EE, LAPD replaced its 30-year-old Crime Mapping Database (CMDB) system with the
Crime Analysis Mapping System (CAMS). CAMS allows for the analysis and mapping of SAR
data. [AFD also developed a procedure for moving 8ARs to the ISE SAR Shared Spaces.
SARs that meet the behavior-specific codes outlined in the ISE-SAR Functional Standard are

32 This is a regionally based FBI counterterrorism squad located in & command center in Norwalk, California,
and is responsible for protecting seven counties and 18 milillion people. The CT6 Unit was created in
May 2004 after & serles of reporied threats diverted foo much manpower from other counterterrorism
investigators. EGuardian-432
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entered .into the SAR Vietting Tool (SVT) by trained analysts in the S8AR Unit and moved to.the

ISE-SAR Shared Spaces. Only a few personnel within the 8AR Unit have access {o the 1SE-
SAR Shared Spaces, however, and MCD plans to expand the access list. It is department
policy that querying and use of the tSE~SAR Shared Bpaces be for legitimate law
enforcement purposes.

Prior to the ISE-SAR EE and the formalization of the SAR process within the department,
LAPD had a long-standing privacy policy that was adjusted to include SAR processes. LAPD
consulted-with the departments legal section and the cityattorneys office to help in that
adjustment. LAPD also consuited with the American Givil Liberties Union (ACLU) and the
departments Office of the Inspector General, as well as regional private sector groups.
LAPD met regularly with ACLU representatives to-sortinue Gemmunication and information
flow. During the ISE-SAR EE, LAPD submitted-its privacy polisydocuments for the purposes
of particlpation in the ISE—SAR EE: the policy waa rev:ewed and"detarmined to be consistent

SAR TECHNICAL PROCESS

LAPD captures all incident data, including SARs, irr GGAD, which is ‘then downloaded to
CAMS. Based on flags in GAMS, ar extractioh-routine Pulls- SARs from CAMS and loads the
SVT. Once in the SVT, LAPD analysts.¢an thef:réview the basic information and augment
specific SARs with othierinforination it iidy possgss &g -theri élect to "push’ the 8ARto its
ISE-SAR Shared Spaces. Althistgh the nétwork aptions arid hardware equipment varied at
each site, the esseritial applications werethe same. In the common architecture, the
deCISIon was made to iavarade exrstlng hardware and database software resources fo

r—iseparated frem the \V\bb servar by.a. securlty flrewali LARD has.- moved one. s’tep further by, L

adding-a‘legacy-database. to feed the SVT with SAR incldent data as shown in the diagram
below. ,

o

-y

Shared §puce

! ~ : Weh Servicp Seivar
i %/\. (Windowea / IS Server 2000)
i ~
b
; @ %" famans) - s
L — R— m———

& T e —
. gy %ﬂ,.'
! Analyst N SAR Valllng Tuol Server

. And
i Shared Space Dalabase
: (Winchuwis 2008 / 8QL Sarver 2008) |
! VBN Switch
i Clscp 6610

) B
VPN (il

NGIRC SAR Portal

EGuardian-433

Page 108

ACLUEG000823




Final Report: 1ISE-SAREE Participating Agency Assessments

TRAINING

' Prior to the ISESAR FE [APD developed a framework for the training of each officsr involved

in the development and submission of 8ARs. Training programs® including edearning, a
training film, PowerPoint presentations, and roll call presentations” were created and
delivered to all command staff, new recrults, and civilian and sworn personnel prior to the
implementation of LAPDs S8AR process. - Additionally, ongoing TLOtraining will be included in
roll call training efforts. Training focuses on the importance of privacy and civil liberties
protections; the gathering of suspicious activity through behavior-based policing, including
behaviors and/ or incidents known to be exhibited in terrefismerelated suspicious activity; the
mechanism for reporting SARs (standardization); the ‘processing of SARs within the
department; steps taken in the analysis of SAR dél&; and the appropriate sharing of
suspicious activity within-and outside the depértinent,

During the ISE-SAR EE, LAPD continued its febust training throughout the department. In
addition to agency training, in July 2009, LAPD-participated in the SAR:analyst/ investigator -
training, in which 53 individuals from eight law.enforgeent agencies. were trained. The
outstanding level of 8AR infarmafiti being received by:the SAR Unit has been a testimony to
the multiple training efforts conductéd:thfeughout LARD:

INSTITUTIONALIZATION QF THE SAR PREGESS

Prior to and during tiie 1SE:SAR EE and:since the reléase of Special Order 11, LAPD has
taken numerous stéps to institutionalize. the SAR procéss within the department. As
previously Indicated, LARD has & highly déyeloped TLO program. . Each division office
includes atleast two officels tralnéd ag.aTL.O. The department also trains designated T.Os

to mteraot With other government agencles the ‘goal of this training sffort Is to assist the

CTOIB 6 the implerentation -aid institutionalization of the ‘SAR process among other
governmant agencies ang throughiout the community. The SAR process is also regularly
evaluated and-modified, aﬁd-"‘training-ais.-‘tenhanc:ed as a result of identified emerging trends
and lessons 1éarhed. 4

LAPD deveioped mternal ang externa} audits as well as managesment tools that evaluate the
current SAR reporting procéss. Internal audits are conducted dally by the SAR Unit to ensure
that a report is filed on &l documented $ARs. The SAR process was added to the annual
external audit schedule of the Inspector Generals Office and the semiannual internal audit
schedule of LAPD. LAPDs management tools include reports to help identify emerging
trends and gaps. Additionally, the CTCIB developed management "at-a-glance’ reports that
provide the status of all SAR reports and track SAR activity by date, time, and location. The

management accountability reports provide a foundation for managsment decisions as well
as-the allocation of resources.

LAPD analyzes ali SAR reporis and utilizes the allcrimes approach to identify emerging
trends and behavior patterns. As new information is received and new patterns and priority
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- information needs are identified, the SAR process is modified to meet these needs. The
CTCIB also leverages existing technology to develop the management of at-a-glance reports
to provide a complete overview of SAR activity in .the jurisdiction at ali times. Special
reports, alerts, warnings, and notifications based on the analysis of $ARs, crime, and arrest
- activity are deVeleped and shared internally within the department and externally with
regional partners, local law enforcement, and security personnel at eritical infrastructure
and key resources locations. :

“QUTREACH TO THE PUBLIC

Prior to and during the ISE-SAR EE, LAPD developed.dridfaunched the IWATCH3 program.
This program educates the public regarding SUSPICI@US gotivity, Including - ‘behaviors and
indicators of suspicious activity, and the lmportanoe of r&pditting suspicious activity. The
program includes a Web site for the reportingrof ¢ Buspicious aetivity?® Since the felease of
IWATCH in October 2009, the Web site has:alr&ady received severalithousand hits. '

In addition, LAPD developed publlc service Aiouncemént (PSA) métfia. commercials to
explaln how the S8AR programy ‘works and  articdlate the need to - reporl information
conceming terrorism fo the polxoeedepertment Department TLOs share in the responsibility
to present to community groups: end Thtérested seoters concerning the reporting of
suspicious activity. LARD also- m’crodljced the SAR prograim, to the community through
forums, meetings, and: thendistribution-@F informational flyers-during these events. LAPD .
“developed DVDs dbioigt suspiciolis activity:fepifing that ¢ofitain all the information that will
be available on the: Web sital LAPD glso has officers assigned to a tip line*
"(877) AThreat ™ that” ihdwlduals can call t& speak with an expert and let them deCIde
-whel:herfth“egectlvltylis SUSPICIOUS , . . .

: 7Durmgpthe development efr.lV\lf\TCH LAPD lnvolved the ACLU in the development of the scnpt

of iWATCH and’ellowthem to"make comments

PARTNERINGWITH @THER Aee\lees AND CONNECTING TO INFORMATION SHARING

Prior to the ISESAR EEG Ghtef Bratton was very public in informing external stakeholders
about LAPD's SAR program to build on its strong partnerships within the region. ~ Several
- meetings were held to introduce the AR program to the department-s partners, including
state and local government agencies and public safety agencies in the region. The TLO
program has also been utilized extensively by 1APD for outreach to the private sector.as well
as other government agencies. LAPD continues to have a strong relationship with the
U.S. Department of Homeland Security (DHS) and the JTTF through JRIC. Additionally, LAPD

34 See www.iwatchla.org. EGuardian-435
35 The Web site may be applied natlonally for other egenoles fo utilize in their SAR processes.
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has built a regional awareness of SARs and provides training to local law enforcement
partners, including the Los Angeles Port Police; Los Angeles Unified School District Police,
lLos Angeles Airport Police, and City of Long Béach Police. As previously stated, LAPD
‘provides all vetted SAR information to JRIC, and the information is also prowded to the FBls
CT-6 Unit and other agencies as appropriate.

' LAPD can access the Regional lnformatfion Sharing Systems Secure Intranet (RISSNET), the
FBls Law Enforcement Online, and the Homeland Security Information Network and can
send and recelve secure e-mail via these secure networks. LAPD can also access the
states criminal justice network; can participate in & fumber of regional intelligence
databases, including regional information sharing systérijs; and has a direct connection to
the regional fusion center as well as the other reglenai fusmn centers within the ‘state of
California,3¢ '

LAFD s actively engaged with nationwidé partners as well a5 federal officials in the
development of Its SAR program. After LARD formalized the SAR 1process within the
department, it collaborated with state and localiav enféféément agencles the Office of the
Program Manager for the Informiatioh-Sharing Envirsnmeént, the ACLU, and members of the
MCCAs Intelligence Commanders | Groupat@. discuss peljgies and procedures concerning the
reportlng of suspicious actl\!lty '

During the ISESAR Bk LARPD contirived its: ‘strong partnershlps with other agencies
throughout the city,. s'eglonal state and natuénal lovals.

PARTNERI NGTO DEVELGPIHIC R[SK ASSESSMENTS |

Prior tevand dukingithe ISE,-__.;."'.', EE, LAPD W@rked ‘with stte-and federal partners“ the FBI:
“thie U8, Drug Enforcetent Adiitistration; the “Bursau-of Alcohol, Tobacco, Firearms-and -
Bxplosives:; DHS Federal Al Marshial Service; the California State Board of Equalization;37
and the U Soclal Secyrity ,Bdnﬁinis'tration“ in the Los Angeles area to obtain the
information nedded to develop geographic risk assessments, LAPD has also worked with
these federal agéncies to/@dvelop information needs based on these assessments.
However, JRIC (the: reglenal fusion center) has the prlmary responsibility for the
assessments. :

PROECT RECOMMENDATIONS FROM THE LOS ANGELES PoLICE DFEPARTMENT

> A national program office would assist in the nationwide coordination, and
local agencies should have heavy involvement.

38 Ali of the regional fusion centers in California are connected to the state fusion center,

%7 The Board of Equalization collects California state sales and use tax, as well as fuel, alcohol, and tobacco
taxes and fees that provide revenue for state government and essential funding for countles cities, and
spedial districts. EGuardlan 436
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> There should be a national fraining program for the SAR prbcess.

> Anational users group would be extremely helpful. LAPD received many calls
regarding its SAR process from agencies around the country, Having a
national users group would assist in reaching cut to numerous agencies on a
regular basis. The users group should have a strong involvernent from Iocal
law enforcement agencies.

> There is a need for ongoing technical support.

» There is a need for a national legal office. Gwen the"new terrain' this project
is covering, a legal office could assist with transparancy on a national lavel,

> Agenmes need a SAR "ABC Implementatlom Book‘ to assist in the
implementation of the SAR process. &

» There is a need for an mspectlon/iecﬁﬁical aésistance’ ’t‘éam that can assess
agencies-+current SAR processes andsassist with the lmplementatmn of a 5AR
process.

> BEvery SAR should be treafed as a crimé: repart to ensure tha‘r it gets the
attention and proper emphasts needed

EGuardian-437
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Miami-Dade, Florida, Police Department

SAR PrROCESS REPORT POSTIMPLEMENTATION PHASE

Following the conclusion of the Information Sharing Environment-Suspicious Activity
Reporting Evaluation Environment (ISE-SAR EE), a discussion was held with the Miami-Dade,
Florida, Police Department (MDPD) Homgland Security Bureau-s (HSB) Miami-Dade Fusion
Center (MDFC) to document the implementation efforts- cenducted during the ISE-SAR EE.
The results of the discussion are detailed below.

EXECUTIVE LEADERSHIP
Prior to the 1ISESAR EE, MDPD had no Gengrall Special Order félating to SAR. MDPD had
issued a directive on February 27, 2008, wggarding the "Handling of Griminal Intelligence.’

Subsequent to the directives issuance, cémmand staff and senior management were
briefed on the directives purpose: :

During the ISESAR EE, it was degided by command. staff that the previously mentioned
directive was sufficient to cover the féporting of suspicioug activity. Director Robert Parker
sent a letter to the Officé of the Prograrrt Manager for. the Infofmation Sharing Environment
expressing MDPD-s:fulk support-of the SARiprogess and-affering MDPD-s-participation in the
Nationwide SAR Initjative (NSI). 'WIDPD corraand staff is fully aware of the 8AR program-and
the ISESAR EE and it a}'?ebruary- 2009, recslvéd the Major Cities Chiefs Associations Chief
Executive.Cfficer Brisfing, ih-whieh: 38 ecommand staff personnel from 16 law enforcement
agencies. parhclpatec[ As part, of the4gencys SAR process development, a major was
' *as'sz'gned the-primary- reeponsnblltty ef implementing the SARprecess Withiiri-MDPD and HSB.

SAR BUSI NESS PROCESS

Prior fo the ISBSAR EF, officeérreports were submitted in hard copy to MDPD. If an officer
determined that theseport indluded suspicious activity, the report was forwarded to. HSB,
which served as the ¢gllectiol point for all SARs within the department. Cfficers ware also
encouraged fo call HSB: to inform the center of the suspicious activity notated in their
reports HSB utilized an online form located on the South Florida Virtual -Fusion Centerd® to
collect SARs from agencies outside the department. Once a report is submitted, it is then
assigned to the sectordesignated fusion center representative, ‘depending on the
information contained in the report, After a SAR is assigned, it is vetted and reeponcled to
as appropriate, If the information is found to be reliable, it is posted to the South Forida
Mrtual Fusion Center, and if there is & terrorism nexus, the Joint Terrorism Task Force (JTTF)

3¢ The South Forida Virtual Fusion Center is a collaboration site that allows government agencies from the
South Florida area to post and share information, EGuardian-438
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is notified. If a SARis deemed to be credible, feedback is provided to the criginal submitter
of the SAR and, depending on the validity of the information, commendations can be issued.

During the ISE-SAR EE, it was decided by MDPD command staff that there would be no

changes made to the basic police report. Because MDFD does not have an automated
records management system, changing the ‘report would not have affected the SAR
collection process. However, the department is working on developing specific radio call
signs for suspicious activity. Al SARs continue to be forwarded to HSB, and it has adopted
the behavior-specific codes specified in the ISESAR Funefional Standard. HSB is utilizing
the SARVettEng Too! (SVT) provided by the NSl to retrie\;.éa\a’md'analyze SARs,

During the ISESAR EE, the center developed a multllafy“er review and vetting process to
identify SARs. Once the initial report is submitted, a field Sepervisor reviews the report to
ensure acouracy and appropriateness of thed#gport. Once it is $éitto HSB, it Is immediately
reviewed by an analyst and Investigative pergennel to determine itsrelationship to terrorism.
If the 8AR is credible, a detective will-deploy: “to.‘the scenenfor fo]low—up, ‘Onee the review is
complete and analytical value agded, the SAR' & then réviewed and abproved by an HSB
supervisor before entry into ther.ISE-SAR Shared Spaces. If at any time during the SAR
process areport is- determlned tor ha\ie an error or’ ihebmplete informataon the report is
from source agencieg:arg verlfied Vaiidated andr corroborated; HSB maintains the same
process prior to the\ISE-SAR"EE for fonrvard{ng SARS tbﬁlopal state, and federal agencies.

During the ISE—SNR EE, HSB de\/eloped arid lmp!emented a privacy policy regarding the

_ reportlng af susp;oaous ac;tlwfy that met the applxcable reqwremants of the [SE . Prlvacy :

allowed access o the SVT and ISE,-SAR Shared Spaces By pohcy, aII queries on the
information:Within the ISESAR Shared wSpaces is for law enforcement purposes only and
must have a cr;mma! nexus )

SAR TECHNICAL PRégESS -

Prior to the 1SE-SAR EE, #DPD did not maintain a database for the collection of SARs,
During the ISESAR EE, MDFD requested the SVT to augment existing legacy system data
and act as a bridge between the legacy system and the Shared Spaces database. The SVT
application and database were installed on the ISESAR Shared Spaces Server as an
economical approach to share hardware and MS-SCL. resources. ’Ihe common architecture
is described below.

EGuardian-439
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TRAINING

MDPD conducts numerous training events threughout thexgreater Miari fegion; however, no
specific training on the SAR process-existed beforéithe 1SE-SAR EE.

During the ISESAR EE, MDPD parficipated in severdl 'SAR training events” including the
Chief Executive Officer Briefing, the SAR analystlinvestigatot course, and agency-developed
SAR training. in Januaiy 2009, MDPD:attended.the-SAR analyst/ investigator course in the
Miami area, in whigh68 personnel were traingd-tiom 26 law enforcement agencies. During
a two-month initiative; HSB provided SAR roll-¢&l training to more than 1,100 officers within
the department. In addition, HSB:has trained various county government departments" fire,
emergeneymedical serviggs, awatlon and- pubhcxworks“ .on the process of the SAR program

- -and how+g Feport suspicioys: agtlwty to: the 'fL.ISlOT‘I center. Jt was indicated. that the training

curriculum is continually: ~revmed Jaased upon-itiformation that has been analyzed “from the
ga%herlng of SARs.% :

INSTITUTIONALIZATICN OF THESGAR PROCESS

Prior to the 1SE-SAREE, MDPD had several institutionalization efforis of the SAR process
within the departmerit. tdhe-officers received the BJA Pocket Guides for Law Enforcement,
and roll call training on tefrorism was provided to line officers. County agencies and law
enforcement agencies in the region had access to the South Florida Mrtual Fusion Center,
HSB is a controlied environment, so it was determined by command staff that no formal
audits were needed and qualitative and gquantitative measures were made part of the review
process. HSB released alerts, warnings, and notifications as necessary. '

% For example, {raining was developed for girport mainienance personnei to look for suspicious actwlty hased
upon the analysis of SAR Information received. EGuardian-440
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During the ISESAR EE, MDPD continued its aforementloned efforts to insfitutionalize the
SAR process throughout the departrent.

' OUTREACH TO'THE PUBLIC

Prior to the ISESAR EE, MDPS developed Seven Signs of Terrorism DVDs and. CDs and
distributed them to surrounding agencies and private sector entfties.®® The SAR process
was presented to community groups and external government stakeholders inthe regfon

During the ISE-SAR EE, MDPD contmued outreach similar ,-‘r;e-.\/vhat it was conducting prior to
the ISE-SAR EE by continuing to brief community grotps; distribute DVDs, bulletins, and
brochures to the public; and conduct officer{o-citizemiritéraction programs. In addition, the
Miami-Dade Fusion Center is involved in the joint " Building: Oemmunrtles of Trust’ program
with the federal government and other local agenmes

PARTNERIN_G WITH OTHER AGENGIES AND CONNECTING TOJNFORMAhdrchHARING

Prior to the ISESAR EE, HSB was & U.S. Departriight of Homeland Security(RHS)-recognized
fusion center and has a represéntative and an analyst from DHS assigned to the center,
Additional center.personnel: includé.a JITE: representative and three fulltime public safety
personnel. HSB also partners with surroundm@gevernmenf agencies via the South Florida
Virtual Fus:on Center, .

HSB can access the Reglonai Infermatlon' Shar!ng Systeme ‘Secure Intranet (RISSNET), the
Federal Bureau of Invéstigationss (FBI) Law Enforcement Cnline, and the Homeland Security
information: Network but does. not utilize these: systems. HSB can also access the states

3 otk aridh ;nfelIrgent:é,rdatabase__but does not post intelligence to them,

"has seture. communlcatlen_s._ at the. ‘Secret level for fax, phone, and video, It also has an
account withithe Secret Interkiet Profogel Router Network.

During the ISESAR EE, MDED continued the previously mentioned partnerships and
developed new partrérships. By developing a Terrorism Liaison Officer (TLC) program for
other public agendies. ‘Thésfiayor, city manager, and county commission have been briefed
and are aware of the SAR program and have mandated that agencies work with the TLO
program. In addition, MDPD has a working rela’c:onshrp with all the major private security
operations in South FHorida.

4 ‘The video 'Is also avallable on the MDFC Web site at httpy//www.miamidade.gov/ mdpd
/ BureausDivisions/ bureau_His.asp. EGuardian-441
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PARTNERING TO DEVELOP GEOGRAPHIC RISK ASSESSMENTS

Prior to the ISESAR EE, MDPD worked with the FBI, DHS, the U.S, Department of Defense,
and the Bureau of Alcohel, Tobacco, Firearms and Bxplosives on a continual basis to
develop geographic risk assessments. HSB also works with federal agencies to identify its
information needs based on the results of these risk assessments, including assigning two
personnel to the FBI-s Feld Intelligence Group in the development of the risk assessments,
It was indicated that most of the assessments in South Florida are conducted by the FBI,
and MDPD contributes to the assessments as necassary.

.Durmg ‘the ISESAR EE, MDPD continued -its afgrementioned partnerships in the
development of information needs and risk assessments '

PROECT RECOMMENDATIONS FROM THE MtAMiADE PDLICE E)EiﬁARmE\sT

» There should be a netional pragram to ensure that “standards and
measuremenis stay consistent. It shoulébe established 80 that losai agencies
have ownership in the sharmg of information.

-« The national program offiee. should nbtnbe Iocated within the FBI
but with an unlnvolvet:l.:thlrd«party agency:

» There is a need:féra standardﬁprccese f@r the sharing: ‘of SAR data from all of
the DHS prograins. .

» Thére should be a national online frammg program for sase of delivery
nationwide; however, the analyst trammg shouid be classroom—based smce
hatis: aicomplioated pigce ofilieproject. : -

: -7.:’;» ﬂwere isa needfor a natlenal SAR. users group, and the- fusmn center dlrectors - -
- .ghould be involved.

» There miust be ongasng technlcal support for at least three to flve years until
. the systeims become-stabilized.

> There should. e coptinuous technical assistance support for privacy policies;
however, thereiigsiomeed for a national legal officer for the project.

> it should be understood that the entire privacy policy development is a lengthy
and time-consuming process.

> Agreater awareness is needed from the local federal special agents in charge
concerning the SAR process.

» The NSI needs to stay focused on hehaviors and not individuals.

EGuardian-442
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| New York State Police

* SARPROCESS REPORT* POSTIMPLEMENTATION PHASE

Following the conclusion of the Information Sharing Environment-Suspicious Activity
Reporting Evaluation Environment (ISE-SAR EE), a discussion was held with the New York
State Pollees (NYSP) state-designated fusion center, the New York State intelligence Center
(NYSIC), to document the implementation efforts conduted durlng the 1SE8AR FE. The
results of the discussion are detailed below. ‘

 EXECUTVE LEADERSHIP |

Prior to the ISE-SAR EE, NYSP had no specific standard operating procedure {SOP) or
General/ Special Order relating to the SARwprocess. However, located. in the NYSP Manual
under "Article 30D: NYSP Law Enforcement Field Interviéw Card,’ thefgis a section on the
reporting of suspicious incidents.gr subjects. The:cefiter had also begun-fmplementing a
statewide program for the dollecfion of suspisidus activity with the creation of
Counterterrorism Intelligence Units (GIUs) within -each ¢f the troops. No formal training on
the SAR process had been conducted:fer the ¢ommand staff; however, command officials of
NYSP had been briefed: oir the operafigns of NYSIG as well as its efforts to obtain and
analyze SARs. In. addition #o-the brief, ]éadership réceives daily reports from NYSIC on
-SLISpIGIOLIS ac’clwty ahd has expressad fts sUpperT of the statewide muttatlve

During the JSESAR EE, the"NYSP gokhimand staff,, as well as the states Office of Homeland

Securlty (@HS) was.,brlefed b’ '-NYSIC pe_rsmnngi @n‘ its eﬂ"om: in ihe prc:aject In additaon the o

——————

 more than 60 law enforcement oﬁigals As part of the SAR process plannmg development :
a captain ‘was assigned td-the project with the primary. responsibility to fmplement a SAR
process througheut NYSP, "Enéluding NYSIC. During the ISE-SAR EE, NYSIC Isadership
decided that the: section op: suspicious incidents or subjects in the NYSP Manual was
sufficient and no SOP: or Geristal Order would be developed.

SAR BUSINESS PROCESS

Prior to the ISESAR EE, NYSIC had a process. in place for collecting and handling SAR
information. The center continues to refine its processes and increase the involvement of
troopers in the field and other law enforcement agencies in the state. NYSICalso maintains
a tip line that gives the public an opportunity to provide information directly to the center.
NYSIC includes representatives from the Federal Bureau of investigation (FBI) and the
U.S. Department of Homeland Security (DHS) who assist in the analysis and investigation of
SARs. Prior to the ISE-SAR EE, NYSICwas the central collectien point for $ARs in the state of

New York. Once SARs are forwarded to NYSIC, they are reviewed immediately by an analyst
EGuard:an 443
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to determine whether there is a terrorism nexus and to ensure that an-appropriate follow-up
investigation is conducted. Additionally, the ClUs assigned in sach troop work closely with
NYSIC on a variety of intelligence issues, including SARs. The CllUs in each troop work with
NYSIC personnel to ensure that all SAR information is forwarded fo the center. NYSIC also
reviews all field interview cards completed by NYSP troopers o ascertain whether any
terrorism-related information is included in the reports.

Durlng the ISE-SAR EE, NYSIC adopted the behavlor—specsflc cades located in the ISE-SAR
Functional Standard and developed and implemented; \a. privacy policy regarding the

reporting of suspicious activity that meets the applicable: Tequwements of the ISE Privacy

Guidelines. In order-to protect the information w:thlnu’che JSE-SAR Shared Spaces, it was
determined that access to the ISE-SAR Shared Spéages Watilg be limited to command staff
and personnel assignad to the Counter Terrorisii Center within-NYSIC. By policy, all queries
on the information within the ISE-SAR Shared:‘Spaces is for Iawuenforcemen’t purposes only
and must have a crlmmal nexus.

it was decided during the project that NYSIC wouid:'net’ !modn‘y the curren’e reporting process
or the existing offense report, Whlch‘ yiere In place bef@re the ISE-SAR EE, because both the
‘process and-report adequately adiii‘ess theproject aréas, NYSICis-currently-In the process
of developing a new intelligence and; ase management system that will house SAR data.
SARs that are currentlyréported.to thé¢enter afe: ntered irito-a tips and leads database,
where they recexvs,th@m[tlal éview by ani xn’telligencetanalyst After the analyst reviews the
SAR, a supervisor vw]l review and!\has the Hjrialitetermination to enter the SAR into the ISE-
'SAR Shared Spaces.” ‘If an, errof i8 found in ‘the information during any period of the vetting
process, it dsimmediately: cor?ecfed, ghd, the source agency notified. SARs are assigned to

- —-thes relavan*r e enf@reement agency --or;fellow-Up and disposition. Al SARs are fotwarded, o

to théxJoint Terrorism gk Force fwhlch has thé& first right ‘of refusal to investigate the SAR.

SAR TECHNIGAL PROCESS

The NYSP and NXYSIC are currently engaged in building a new intelligence and case
management syst&fiisto supp@rt all fusion center operations. For the ISE-SAR EE effort, they
plan o use a critical mfngs‘t_rucfure analysls system called C-8AR as the legacy system. The
configuration used is simillar to the Virginia Fusion Center solution described earlier.

EGuardian-444
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TRAINING

NYSIC conducts numerous terrorigr awarensss trafiiing events throughout the state of New
York; howsver, no specific training-gn the reportmg of SUSpIC!OLIS activity-existed before the
!SE~SAR EE

During the ISE-SARIEE, NYSPﬁpamclpated in, severaf SAR tralnmg events, including the Chief
Executive Officer Brjeflng, the SAR analyst/ii mvestlgator cofse, and the line officer training.
The line officer tramlng is undgr developrigrit, and NYSIC worked with the International
AssociationolShiefs of Poliegrduringithe pilot phase of the training. The analyst/ investigator

--caurse-was-congucted-in March-2009..ang.. 19~_analysts participated._ The fusion center
indicated that there s & need T6¢ Follow-up traihing on internal SAR procasses. To’ ‘Bdldress

this issue, INYSIC will madify its annual training to mcorporate specific examples of activities
that can bé:precursors to terrdrism. :

INS'H'I'U'I'IOI\IALiZA'ﬂON OFTHESAR PROCESS

 Prior to the JSE-SAR EE NYSI&had a very robust program to mstltutlona ize the SAR process

throughout the state. NYSICs existing SAR program is well-developed and provides a
process outlining how to receive, review, and analyze suspicious activity information. FBI

and DHS representatives are colocated within the center, giving it the ability to conduct -

additional follow-up investigation and analysis of SAR data. Al troopers in the state have
been trained in terrorism awarehess and are aware of the process for feeding relevant
information to NYSIC. The development of a Feld Intelligence Cfficer (FIO) program has

" been a critical componernit of the NYSIC $AR process., The FIO program is designed for local

agencies so that they have a method of forwarding terrorism and other criminal information
to NYSIC. The program is similar fo the Terrorism Liaison Cfficer programs developed in
other fusion centers. FIOs are trained in all aspects of inteliigence, including privacy/ civil

EGuardian-445
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liberties concerns and reguirements of the Nationwide SAR Initiative. Also important to the
institutionalization of the SAR process has been the aforementioned development of ClUs in
each of NYSPs troops, These units give NYSIC access to trained individuals in each area of
the state to help support statewide intelligence operations. NYSIC also produces alerts,
warnings, and notifications that can be sent to law enforcement agencies statewide. In
addition, NYSIC works closely with the states OHS, which has the primary responsibility for
distribution of information to the private sector,

‘During the ISE-SAR EE, NYSIC indicated that it is in the progess of developing quantitative
and qualitative measures to engage the sffectiveness ofithe SAR process, Currently, it has
more quantitative than qualitative data but will develop-these evaluation criteria further as
the process matures, NYSIC reported that it has traitigd approximately 1,600 FiOs, which is
85 percent of the states law enforcement agencies. Current!y, I’CB FIO program is focusing
on law enforcement and corrections personfiel.,

CUTREACH TC THE PUBLIC

“In comparison to other ISE-SAR EEgites, NYSIC hag-a«ifferent approach régarding outreach
to the public. Before and during th&|SEXSAR EE, the‘OHS has had the primary responsibility
for public outreach concerning teribristmglated issués in the state of New York. OHS
maintains . a public Web site that dficluded updates coneerning terrorism and other
awareness information thst ¢itizens should be-awire of and féport to law enforcement.*!
NYSIC supports thig mperatloﬁs of CHS and provides iifermation to it that can be made
available to the pubhc RN

‘The state utihzes the Seven Signs 6f Teprorssm DVD to_inform the public of behaviors and

“SUSPICIGUS- actvIty TiaT they SHoUJd Teport. irvaddition, NYSIC has & program called "See™

-Something, Say Something’ that advises the public on what they should do if they see
suspicious. actwlty The: program alsy: expiams how to identify suspicious activity.

NYSP also has a-program that =posts signs on interstate highways and at highway rest stops
providing informatiofr about 4etrorism and describing the types of suspicious behavior that
citizens should look for, The-Signs encourage citizens to call the state terrorism tip line if
they see something suspigious.

During the 1SE5AR EE, outreach to the public continued through the OHS, with NYSIC
providing support o its efforts.

“The New York OHS Wab site address is http 4 www.security.state.ny.us,
EGua rdian-446
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PARTNERING WITH OTHER AGENCIES AND CONNEGTING TO INFORMATION SHARING

Prior to the ISESAR EE, NYSIC had developed strong partnerships and engaged in various
forms of information sharing. Members of NYSIC have been leaders in the Northeast Region
Fusion Center Group and have worked to develop. information sharing protocols among
agencies in the region, NYSIC persennel have actively participated in the U.S, Department of
Justice-s Global Justice Information Sharing Initiatives (Global) Intelligence Working Group
as well as Globals Criminal Intelligence Coordinating Council, NYSIC is also developing a
Wb portal that will provide local.law enforcement agencies.with an additional opportunity to
share information with the ceriter. Additionally, NYSIC shéiiés intelligence electronically with
the New York Police Department® the largest metropahtah agency in the state. NYSIC can.
access the Regional - Information Sharing Systems Secure Intranet (RISSNET), Law
Enforcement Online, and the Homeland Secuyrity InformatlcjnNatwork and can send and
receive secure efmail via these secure netwdrks. NYSIC éap-also access the Federal
Protective Service Internet Portal and can pdst” lntelligence |nformat|e)n to the portal to share
. with other fusion centers. .

During the ISE-SAR EE, NYSIC aGtIVSlyAEHQHQEd w1th¢partners including the‘Bureau of Justice
Assistance, DHS, the FBI, and OHSHiHhé: @levelopmehtr of its SAR program.  In addition, the
Governors Office was briefed on thevegoa!s of the ISE-SAR EE. To ensure communication
with public health, NYSIG ipdicated thiat two fire officers wais. assigned to the center and
distribute the mtelhgence products to the: emergency medlcai gefvices and fire communities.

PARTNFRING TO DEVEL GEOGRAPHIC R[SK ASSESSMEN‘IS

Prior to the ISESAR EE- tthe: S 'had prlmaTy responsibility for the development of rlsk
_ :assessments in thie.gtate. NYSIC works Elosely with OHS to develop the assessments and
- obtaily; gritical informdtion to analyze and ‘publish as part of the assessments. The
colocatlen 1.0f federal Iaw enforcement agencses in the center allows NYSIC to obtain critical
the FBl and DHSH;Q deve!op pno,nty anformatlon needs and is Workmg with them to develop a
template for -usé By fusion Serters nationwide fo assist in the development of their own
priority information needs.

During- the ISE-SAR EE, OHS maintained the responsibility of developing geographic risk
assessments. Due to this unigue circumstance, there has been no additional emphasié
placed on this effort. NYSIC continues to work closely with the FBI and DHS to develop
priority information needs. :

EGuardian-447
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PROECT RECOMMENDATI CNS‘FROM THE NEW YORK STATE POLICE

» Due to the seope of the project, there should be a national program office to
assigt in the nationwide coordination. '

» To maintain consistency throughout the nation, there should be a national

.- training program; however gvery agency is somewhat unique in its tralnmg
needs,

" » Thereis aneed for a netional users group in order to maintain consistency and
share lessons learned and issues within the initiativé:.

> Due to ongoing changes with information technelqu systems there is a need
- for ongoing ‘technical support to mamtaln connectw[ty with the different law
enforcement systems. .

> Most of NYSICs legal issues were atithe state jevel; the?efere thereis noneed
for a natlonal legal office. Howaver,. there should be soife form of Iegal _
assistance available.

» There is a need for a prwacy -checkiist fof enalysts to utilize: durmg the initial
vetting of the 8AR. - S _

 ADDITIONAL COMMENTS-

NYSIC personnel ‘ia1diCated that there v\}ére napolicy, legal, or technical issues that they
could not overcome, They suggdeited that there should be improvements to the search tool
for the ISE’SAR Shared Speca&

EGuardian-448
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SeaﬁPeB Washington, Police Department

~ SAR PROCESS REPORT* POSTIMPLEMENTATION PHASE

Foliowing the conclusion of the Information Sharing Environment-Suspicious Activity
Reporting Evaluation Environment (ISE-SAR EE), a discussion was held with the Seattle,
Washington, Police Department (Seafile PD) to document the implementation efforts
conducted during the ISE-SAR EE. The results of the discussitn are detailed below.

--EXECUHVE LEADERSHIP

Prior to the ISE-SAR EE, Seattle PD had no General/ Speclai Crdler regardmg SARs. However,
Seattle PD had worked closely with the Ma,gb_r Cities Chiefs Assoclation (MCCA) to enhance
its current SAR process. Command staff and senior management have been briefed on the
Natlonvwde SAR initiative (NSI) and suppor't (t'he department%s effo'rts ' Addmonaliy, Chief

‘among law enforcement agenclea lna-the ‘gountry<s mqjor cnties

During the ISE-SAR EE, Seattle PD worked closeiy thh the: V\lashmgton State Fusion Center
(WSFC) and the Iocal .offige:of the Federa! Burear of: ivestigation (FBI), which both strongly
support the effort tq entianséthe SAR precess amongm’che 'agenmes and the participation of
Seattle PD in the fiitiative. Thi command' staff is fully awsre of the SAR program and the
ISE-SAR EEand in May 2009 ngt:ewed the MGGAS Chief Executive Officer Briefing, in which
31 commandistaff personriel'ffr'om abproximately 18 law enforcement agencies participated.

Duting tig1SESARIEE, the gemmand staif decided that existing policies were sufficient and

genefalsnough to covelthe repar*tlng of sugpicious activity, so-a new General Order was not
necessary; A deputy chigf from Jche Criminal Intefligence Bureau (CIB) was assigned to the
SAR process-development pro;ec:t “the. primary responsmillty of the deputy chief was to
|mplement a SAR process at\Seattle PD.

SAR Busl NESSPR@@E_S‘S,

Prior to the ISE-SAR EE,.Seattle PD indicated that the department had a process for
collecting and handling suspicious information, and It continues fo refine this process and
increase involvement from [ine officers and other law enforcement agencies in the area.
Seattle PD provides all of its collected suspicious activity information to WSFC. WSFC is
colocated with the FBIs Joint Terrorism Task Force to facilitate effective 8AR mformat[on
sharlng with both federal and state agencles

Seattle PD utilizes information reports, field interview reports, and other reporting

mechanisms in its SAR process. Officer reports are entered into the department-s records

management system (RMS). From there, terrorism-related reports are forwarded to GB,
' EGuardlan 449
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where the r.eport‘s are printed for review and vetting by CIB personnel, 'AH reports that are
determined to be terrorism-related are then "hand-carried' to WSFC for further review.

- Prior to the ISEGAR EE, Seattle PDs SAR process was not formalized and the department
did not assign behavior codes to 8ARs. Cnce the reports are recsived by WSFC, they are
reviewed and vetted by WSFC analysts along WI’Eh FBl and U.S. Department of Homeland
Security (DHS) personnel..

During the ISESAR EE, the agency.continued to use the same reporting mechanisms that
- were used prior to the ISEGAR EE. However, Seattle PDadopted the behavior-specific codes
illustrated in the 1SE-SAR Functional Standard and.:devéloped and implemented & privacy

policy regarding the reporting -of suspicious activitythat meets the applicable requirements -

of the ISE Privacy Guidelines. In order to proteiét the information within the [SE-SAR Shared

- Spaces, it was determined that access to the 1SESAR Shared Spaces would be limited to
command staff and personnel assigned té: fhe fusion center. Bypdlicy, all queries on the
information within the 1ISE-SAR Shared Spaces ds for law enforcemént purposes only and
must have a criminal nexus. If SAR informatiof 1§ identified as having ari.error, the fusion
center has an affirmative responsibllitysto notlfy in Wﬂtlng the source agency,

During the 1SE-SAR EE, a multilayer, feview:precess Was establlshed fo identlfy ISESARs
within 24 hours. SARs:that are submitted to Seattle:PD areséviewed by CIB and then sent
to WSFC for review: and analysis. Oncadhe fusion center detérmines that the Information
has a nexus to teftarism, the 18E-SAR is @ritered into the ISE-SAR Shared Spaces. During
this review process, $ARs are assighed to' arf investigator, and the disposition is tracked
utllmng theFusien Core’ Solutrons apphcatlon

SAR TECHNICAL F’ROGESS

Prior to th‘é‘ ISESAR EE, ’che.mitial mfmmat:on concerning suspicious activity at Seattle PD
was reported by officers i elther the RMS, if a Seattle PD officer writes an information
report, or in a figld intervieviergport, if the officer conducts a field interview;, CIB can-then
refrieve the inforfiigtion for, anatysis. The information in the RMS is not maintained in a
‘manner that allows the: inférimiation to be exported to the ISE-SAR Shared Spaces. Seattle
PD tracks all SARs recéived by GIB in a spreadshest, Additionally, the Washington Joint
Analytical Oanter (WAIAC) enters all statewide SAR data reseived into an agency-developed
database and also enters SARs info the FBIs classified eCGuardian system.

During the ISE-SAR EE, it was decided by Seattle PD and WSFC that the servers for the 1SE
SAR Shared Spaces would be housed at WSFC. Seattle PD and WSFC requested the AR
Vetting Tool (SVT) to augment existing legacy system data and act as a bridge between the
legacy system and the Shared Spaces database. The SVT application and database were
installed on the ISE-SAR Shared Spaces Sefver as an economical approach to share

hardware and MS-SOL resources. The common architecture is described below.
EGuardian- 450
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TRAINING

- Priorto the ISE-SAR EE; Seattle PD trained all‘ &fits offi icgig.on suspicioys.activity refating to -

~ terrorism and terrorism awarenesg. Once the agency:d privacy policy is fit-place, tenets of
the pollcywill be included i in offlcemn-serwce tratnlﬁg

. During the ISESAR EE, Seattle PD pafticipated-if-the Chlef Executlve Cfficer Briefing and the
analyst/ investigator catirse: -During the-SAR anglystfinvestigator course in the Seattle area
in May 2009, 23 persohne! were trairied from- 12 iaw-enfercement agencies. [n addition,
officers have been§ent bulletihs: explainingithie SAR program and the need for information
to be sent to CIB. The: Seattle BD plans to tilize the line officer tralnlng once it is made
availablenatiotiwide.

INSﬂTUﬂONALiZAﬂON @F'iHE SAR PROCESS

Prior to the [SE-SAR EE, Seattle PB. mstltutlonallzed a well-developed program to receive,
review, and aridlyze SAR daté: nRepresentatlves from the FBI end DHS are colocated with the
state fusion center, giving Seaitle PD and WSFC the ability to conduct additional follow-up
investigation and aridlysis; Al vfficers in the city of Seattle have been trained in terrorism
awareness and are aware:ofthe process for feeding information to WSFC,

Prior to the ISESAR EE, Seattie FD did not have a Terrorism Liaison Officer (T1.O) program,
although they work closely with law enforecement agencies in the area 10 share information
and intelligence. Seattle FD is also working on the development of a private sector SAR
process ufilizing the FBls InfraGard system. Seattle PD produces alerts, warnings, and
notifications that are sent to the department-s officers and command staff, as well as area
law enforcement agencies. The department also coordinates with WSFC in the production of
Intelligence and Information Bulletins to distribute statewide. It was noted that all
inteltigence functions of Seattle PD are the subject of an annual audit by the Cffice of the
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Chief of -‘Police. In addition, provisions are in place for regular outside audits of alf
intelligence and information systems within Seattle FD.

- During the ISESAR EE, Seattle PD continued the previously mentioned institutionalization
efforts throughout the department. Currently, the department is working to develop a TLO
program within- government agencies in the Seatfle area. In addition, Seatile PD
incorporated the SAR data into the development of alerts, warnings, and nofifications.

QUTREACH TO THE PUBLIC

Prior to and during the ISESAR EE, Seattle PD deve[oped several informational materials for
the public. The ity of Seattles Office of Emergency Mafiagement has the. responsibility of
providing the public with information coneerning.téftarism*2:gnd Seattle PD supports those
efforts. Seattle PD -also supports the Notthwest Warning, Alert and Response Network
(NWWARN), which is an e-mait alert systern developed to informthe-public, NWWARN is a
collaborative effort between government andiprivate sector partners within different regions
of the state. The goal of NW WARN is to. ihaximize reaktime shar’l‘ng of situational
information without delay and prévide |mmad|atevdlsinbutlon of intefligence to those in the
field who need to act on it. NWHAARN uses readily available communication methods to
rapidly disseminate actionable infommation ‘Between mernlaers Additionally, Seattle PD is
planning on participating.in the Comrriunities &f “Frust F?rogl‘am \

PARTNERING WITEHOTHER AGENGES AND CORNECTING TOINFORMATION SHARING

Prior to the ISESAR EE, personiigl from Seattle. PD were involved in the U.S. Department of
Justicers (BCX)Global Justice THferitistion Shafing Inltlatlveds (Global) Intelligence Working
Group. @itk Eiobalks Criminat; Intelligences Conrdinafing Council, In addition to participating in
WSFE, Sgaitle PD partitipates driather regiondl information and intelligence organizations.
Seattle PDhas developedian olfreagh program to the fire services and has utilized the
DHS/ DOJ Fysion Process Téchnical Assistance Program and Services to develop its outreach
program.

Prior to and during thé 1SESAR EE, Seattle PD accessed the Regional Information Sharing
Systems Secure Intranet {RISSNET), Law Enforcement Online, and the Homeland Security
Information Network and can send and receive secure e-mall via these secure networks.
The department has actively engaged with NS partners In. the development of its SAR
program and works closely with the states Emergency Management Division and the citys
Office of Emergency Management to develop partnerships with other government agencies
and the private sector.

42The link to the Seattle Emergency Ma'nagement public Weh site Is httpy//www.seattle.gov/ emergency
I hazards/ terrorism.htm. EGuardian-452
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PARTNERING TO DEVELOP GEOGRAPH;C RisK ASSESSMENTS

Prior to the !SE{‘;AR Ek, Seattle PD was working with WSFC and the colocated FBl ofﬁce o
develop its information needs based on the results of risk assessments. WAIAC and the FBI
jointly develop risk assessments according to local needs and are working on assessments
for the Giympics and developing an Olymplc intelligence Coordination Oenter fn Bellingham,
Washmgton : .

During the ISESAR EE, Seattle PD continued the prewously mentioned efforts in the
development of geographic risk assessments ‘

PROECT RECOVMMENDATIONS FROV THE SEATTLE Peik EE?_ERARTMENT

» There is a.need for a national programmfﬂce not neceésar|ly a fedleral office”
with joint operation by local, state, and:federal agenciss. The office nesds to
look at the all-crimes approach 6. 8ARs and recommerid that the deputy
directors of a national program office’ beastate andilocal officials:

> There is a need for a naﬂtanal training p‘rogram fo maintain consm’censy with
the Initiative. . . oo '

» The analyst training should Inqlude(ascenanos §6: fha’t everyone is domg the
same type of analysis. Achecklist for aidlysts, Would e very helpful when they
are rewevwnggany potent!al terrortsmmlated SﬂRs

» Thereisa need for a na’qonai usef” grtgup for the lmt:a"clve howéver, the group
should have & welimdefmed function thhm ’rhe NSl

> Theteds auneed for comtinued. [nitla! lmpiementatmn research, development,
- &fid technicalk ass;staneenas it relatégitoiechnology throughout the NSI.

> There is no neeeln fgr a: na’tlonal legal officer, but perhaps access to legal
advics; The legal needs are &t the local leval.

» There is:a:need for ‘EhIS‘E)I”OjeCt to be more than just terrorism-related SARs and
~ should expéafid. to all.cfitnes.
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Virdinia State Pehee

SAR PROCESS REPORT POSTIMPLEMENTATION PHASE

Following the' conclusion of the -Information Sharing Environment-Suspicious Activity
Reporting Evaluation Envircnment (ISE-SAR EE), a discussion was held with the Mrginia
State Polices (VSP) statedesignated Mrginia Fusion Center (WC) to document: the
- implementation efforts conducted during the ISE-SAR EE. “iHe results of the discussion are
detailed below.

EXECUTIVE LEADERSHIP

- Prior to the ISE-SAR EE, VBP had no specific@enéral/ Special d"deﬁ-“l:elating to SAR: however,
during the ISESAR EE, VSP developed Infertation: Bulletin® 2009 No. 35 that explained
suspicious activity reporting procedures. N specific cefimand staff ’crammg on the SAR

- process existed before the project. :

During the ISESAR EE, the c'ommaﬁd-."s’eaf'f."Was given défails on the projects, and the Fusion
Center Advisory Board was briefed of: the ISE=SAR EE  The superintendent released the
aforementioned informatiom.bulletin regardmg suspicious activity reporting procedures. In
addition, VSP utIIIZG.‘d“.‘the ‘Majgr-Cities Chxefs Assagiation:sChief Executive Officer Briefing to
train command staff =personne! throughout thiesstate, A8 part of the SAR process planning
development, a VSP Iteutenant and first sergeant were assigned to the project; the primary

responsibility:of-the. heutenant and: flrét sergeant 1s to mplement a SAR process throughout
V8P, mclUdlng VFC S

SAR: BusiNEss PROGESB

Prior to the ISESAR EE, VFC had a procees for the reporting of suspicious activity, WCwas
designated as thevintake poln‘c for the collection and receipt of all S8ARs within VSP. SARs
are processed intéfnally withi' VBP by submitting® an intelligence report to the center;
externally, the publi¢ er sother taw enforcement agencies can file a Suspicious Incident

Report via the VFC Web sité.44 An intelligence report filed with VFC receives an initial vetting

within 24 hours. When a report is submitted, the wetch center within VFC documents what
has occurred with the SAR and provides additional analytical value at the time of initial
vetting. The report is then sent back to the original submitter as well as other agencies that
may have a need for the information. Feld Intelligence Officers in the regions have the
responsibility of updating the disposition of the intelligence reports. All SARs with a Northern
Virginia nexus are sent to the Northern Virginia Urban Areas Security Initiative fusion center

“ Intelligence reports are sent to VFGeither electronlcally or in hard copy.
44 The Webr site is located at http!// wwwvsp state. va.us/ FuslonCenter/ Index.shim,

- EGuardian-454
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as well as the Joint Terrorism Task Force. VFC works closely with all local jurisdictions to
share SAR information throughout Virginia and the National Capital Region Intelligence
Center located in Fairfax, Mirginia, as well as jurisdictions in Washington, DC, and the
Maryland area. : '

Because of its robust SAR process prior to the ISESAR EE VBP had only minor
enhancements to its. SAR process as it implemented this project. The center adopted and
modified its current report to comply with the behavior-specific codes located in the ISE-SAR
Functional Standard; however, not all codes-are being utilized in the current system because
of records management system (RMS) limitations. In ad’difio’n the center modified its RMS
to add check boxes to indicate the data is a SAR; cthis function allows the RMS to be
searched for 8AR information. Lastly, VIFC deve!@ped a multliayer review for vetting SARs.
Information that comes into the watch ¢enter is- analyzed withiii24 hours, and if it meets the
criteria for an ISESAR, it is then sent to -aStipervisor for revigw.: Once approved by the
supervisor, the SAR is then entered into the JSE-SAR Shared Spacdes. Al SARs that mest
these requirements are also sent fo the Federai Bureau ghinvestigation (FBI), DHS, affected
VBP personnel, and affected ioca[gunsdlctlons

During the ISESAR EE, VFC developed and lmplemen’ced a privacy policy regarding the
reporting of suspicious activity that fnet “fhig apphcable«efeqmrements of the ISE Privacy
Cuidelines. . In order {g.piotect the. information wifhin, the 1SE:SAR Shared Spaces, It was
determined that only{rained; fusion center pergonnal weuld be allowed access to the ISE-
SAR Shared Spacg§; By polidy; @l queriés-&n the inforfiation within the ISE-SAR Shared
Spaces is for law enforcement purposes only and must have a criminal nexus. During the
' vetting precess, if an et in the: i#fotmation i& ldentlfied the reporting agency is notified
~.and theLerror s ooirguted. © B '

SARTE@I— NICAL PROCESS:

VFC re[ies Upah an aging mamframe to process SARs received and/or generated by V8P,
partner orgamzattons and/ of VFC analysts. The VFC information technology staff modified
the system to ldentifySARsf@r submission to the ISESAR Shared Spaces. Periodically, a file
download routine o the: indinframe would pull designated SARs for processing by an
extraction, transformatith; and load process on the !SE»SAR Shared Spaces Server and
update the ISE-SAR Shared Spaces database. The installation in Virginia is depicted below.

EGuardian-455
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Shored Ypacs

VWeb Servioh Servor
(Windows / 113 Serven)

. Shared Gpacs
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¢
_ SSL Tunne! |
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" NOIRC SAR Portal

TRAINING

VFC conducts numerous terroriérh awareness training events throughout the state of
Mirginia; however, no specific traiting:on: the reportifigrof suspicious activity existed before

- the ISE—SAREE

During the ISE-SAR EE, VG participatedin severigh $AR traifing events, including the Chisf -
Executive Officer Briéfing, the@AR analystfinvestigator colise, and the line officer training.45
The analyst/ Investigator traamngx was conducted in Apfil 2009 and had 48 analysts
participate. The superintendentss information: Bulletin regarding the reportmg of suspicious
actlvlty was distibuted {6 alkemployesswithin V3P, -and once available, VSP plans:to follow

~up the-release of the bulletimwith-the-onling-version-of theline- efflt:‘@'r“framzng totrainall-

sworh-gérsonnel on the: S4R process. “VFC indicated that there is no formal review process
for modifyirig.or enhancmg*fhe emsting SARtrammg program based on emerging trends and
patterns; however, the centems considering lmplementmg this type of enhancement.

lNSﬂTLm(]\[ALIZATQ*J OFﬂ-IExSAR PROCESS

Prior to the ISESAR EE, VFC' had taken steps to begin lnstltut:onaixzmg the SAR process
agencywide. VFC continués to build relationships with its fusion center partners. To further
enhance the process of gathering suspicious activity, a Fusion Liaison Oficer {FLO) program
has been developed within VP, The first phase of this program is to concentrate on training
one officer in each of the states seven regions to serve as the FLO. Once this phase is
complete, the center will expand the program and trdin other fusion parthers, such as first
responders, health agencies, and government agencies.

4 The line officer training is under deve1opment and VFC worked with the IACP during the pilot phase of the

~ tralning, . EGuardlan-456
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VFC-created information requirements based .on priorify information needs for emerging
trends and behaviors, and the center will modify the SAR process based on these needs.
The $AR process is incorporated into the current alerts, warnings, and notification process,
and information is distributed via e-mail or through the Homeland Security information
Metwork (HSIN) to VSP and other fusion center partners. Also, VFC works with the FBI to
satisfy the center-s information needs requnrements and is developing collection plans that

address these needs. - '

During the 1ISESAR EE, WC contlnued with the implemeritation of its FLO program, WFC -
indicated that it is in the process of developing quantifative and qualitative measures to
gauge the effectiveness of the SAR process, as well as. an audit process. The center has
 decidsd to Utilize the behaviorapecific todes desaﬂbéd ih.xthe ISE-SAR Functional-Standard
as the basis for collection of information.

OUTREACH TOTHE PuBLIC o
Prlor ‘co the ISESAR EE, VSP and VFC had II’IS’EI‘tUted£ numerous outreaoh initiatives that

the agency continuously attend andl,présent at publicmferums regardmg how the public can
report suspicious activity. WVFC dévelopEd ‘Ehe Seven: Slgns of Terrorism video, which is
available to view on the VSP Web &ite 46 iy addition o the video, VFC has a toll-free
Terrorism Hotl;ne avaliablé at 877) 4VNHPS Ayt cltlzens 6an call to report suspicious
activity. oo

During the 1SE-SAR EE, \/FC utllizéd and dis’ér'iiébted.the Safeguarding America" It All Starts

. With You BVie pssist the, public ivfdgntifying e types -of suspicious-activity. ‘In addition,

VFC. c@ntlnued to promete it& Web site, Whara: ditizens may review information concernmg
terrorism\uas well as repait: susplctoua actlvzty to the fusmn center

PARTNERING WITH OTHER A@ENG!ES AND CONNECTING TO |NFORMA'I'ION SHARING

Prior to the ISE—SDR EE, VFC: erked closely with the U.S. Department of Homeland Sacunty
(DHS), the FB, and" focal jyn§d|ct;o_ns to share information throughout the state. The center
has developed partnersliips-with public safety personnel and has hosted five analysts from
the public safety/ emergéhcy management sector In the center, as well as a U.S. Postal
Inspector. VFC has a strong relationship with the U.S. Department of Defense and has
established more than 200 military points of contact. Additionally, two US, Army National
Guard representatives are assigned to the center. VBP is also a member of a number of .
professional working groups throughout Virginia and the Southeast, including the Mirginia
information Sharing Working Group (MSWGE), which includes information sharing partners
from agriculture, health, power, and electric. VISWG conducts periodic meetings, where it

46 The Sevens Signs of Terrorism Is avallable at http:/ / www.vsp,state.va.us/ FusionCenter/ 7-Signs.shtm.
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shares information that is ‘ for official use only.' In addition to VISWG, VSP is also a member

of Southern Shield, an information sharing group that has members throughout the
southeastern Unlted States

"VFC can access the Region:al Information Sharing Systems Secure Intranet (RISSNET), Law .

Enforcement Online, HSIN, and the Homeland Security State and Local Intelligence

- Community of Interest and has the ability to send and receive secure e-mail through all of
these sites. V8P maintains the Mirginla Criminal Information Network and has access to the

Virginia Law Enforcement Information Exchange and the FBls Law Enforcement National
Data Exchange. Although the current VBP information teghhology systems are nct National
Information Exchange Model (NIEM)-compatible, the systéims being developed will be able to
share data with fuslon partnergin the NIEM format, .

Because of its robust partnerships prior to thesISE-SAR EE, during:the project, the center had
only a few additional SARvelated efforts Withi-Tusion center partnerg, The center cenducted
SAR presentations with local agencies and Hés jprovided 8AR trainingriaterials to its public
safety and private partners. Lletters were dlsor sent 16 all chiefs and sheriffs in the
commonwealth of Virginla expressmg ithe lmportanCe Bf:and prowdlng information on privacy
issues and concerns. In addition, YSP: prépares an annugal report to the Governors Office,
and the next report will include infor‘r?na'tion about the SARPiocess.

PARTNERING TO DEVEL@P HiC RisK Assgssmmrs

VFC has worked with BHS, the Federal Emergency Management Agency, and the FBI in the
development of geographic risk aggessments, MFC also worked with numerous local, state,
and othet federal agencles, as well aé. state.and urban fusion centers, to develop risk

. assessinéhits. An éxample isithe recent work with the Washington, DC, Metropolitan Police

Depaitiiient to develop: sk assessments for 'the 2008 election year and the 2009
Presideritigl inauguration. Buring that. time, VFC. identified intelligence gaps and provided
this informaticp, to DHS ang: the FBI as well as to its fusion partners. In addition, VFC
releases an Ahnual Threat Assessment to convey potential terrorism threats affecting the
commonwealth of Virginia.

Although VSP and WG Higve a process for developing geographic risk assessments with
numerous local, state, and federal agencles prior fo the ISESAR EE, during the 1SE-SAR E&
there has been no additional emphasis placed on this effort.

PROUECT RECOMMENDATIONS FROM THE VIRGINIA STATE POLICE

> There is a need to coordinate with federal partners for consistency nationwide;
however, the initiative focuses on state and local agency issues, so there is no
need for a national program office.

) EGuardian-458
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>

>

There is a need for a frain~th'e~traiher program for the states to help integrate
the 8AR process into local agenmes

Hements of the Chief Executive Officer Briefing and the line offlcer training

‘should be combined to ensure that a consistent message is being delivered to

both. audiences.

There is a need for a SAR-nationa‘l users group similar to the DHS Office of

Intelligence and Analysis/ Homeland Security State and Local Intelligence -

Community of Interest because of changmg behawors indicators, and
techniques. . '

‘There Is a need for ongoing technical assastanqe because agencies are
constantly changmg and updating systems

Legal issues are more associated athfhe'state and loca] levels, so there does
not need to be a national legal offige; however, there neétisito be "one voice’
from the federal government regardmg;]egal matters )

Al training should be provided within a oneweeksperrod followed: %by a project
meeting with all of the individuals trained. The close proximity of the training
would allow for the SARprocesseseioabe implefiighited in a more timely manner
and will assist with prowdmg amonmstent« method t\hroughout the agenoy.

~ EGuardian-45%
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Washington, DC, Metropolitan

Police Department

SAR PROCESS REPORT* POSTIMPLEMENTATION PHASE

Following the conclusion of the Information Sharing Environment-Suspicious Activity
Reporting Evaluation Environment (IS5-6AR EE), a discussion.was held with the Washington,
‘DC, Metropolitan Police Departments (MPD) Washingtor Regional Threat and Analysls
Center (WRTAQC) to document the implementation efforts gonducted during the 1SE-SAR EE=
The results of the discussion are detailed below .

EXECUTIVE LEADERSHIP

Prior to the ISE-SAR EE, MPD had no GengralfSpecial Order relatiigto suspicious activity
reporting; however, Chief of Police Cathy Lanier exgiéssed her full support of the
development and implementatiotidfa SAR procéss. AGeneral Order was in the planning
stages and, once complete, Chisf davier planned-te brief her agency and surrounding
agencies on MPD+s involvement in thed SEESAREE. \

During the ISE-SAR EE, the depariment feceivedithe initial Major Oi.ties Chiefs Associations
Chief Executive Offiger Briefing (CEOB). ‘held ih Degéfiber 2008, which included 51
participants from 29 law enforeernent agefi¢igés, Chief Lanier released the General Order,
GOHSC}SOZ 06 titied‘ “Shspic‘ibus Activlty Répibrting Program on January 18, 2009 The

the agencys SAR process clevelopmant the Asmstant Chief of Homeiand Security was
assigned the-éverall responsibility of 1mplementmg a SAR process within MPD,

SAR BUSINESS P‘R@(:Ess ‘

Prior to the ISESAR EE, WRIAC staff mdlcated that they had been working with the Los
Angeles, California, Policé Department (LAPD) to develop a SAR process within WRTAC and
MPD. To simplify the suspicious activity reporting process, MPD created a Web-based
Terrorist Incident Prevention Program (TIPP) form that gave the public a method of reporting
suspicious activity. The TIPP form can also be accessed by line officers, Fusion Liaison
Officers (F.Os), and investigators. SARs can also be initiated whenever crime or incident
repotts in the field are tagged as involving suspicious activity; this cataloging occurs when a
box on the report labeled ” Suspicious Activity' is checked. As TIPP forms and crime/ incident
reports are reported to MPD and identified as suspicious, they are immediately forwarded to

the Intelligence Fusion Division (IFD) for review and analysis by a trained analyst. This
EGuardian-460
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process allows for a centralized location for the coliection and receipt of $ARs within the
agency. Once information is submitted into the TIPP system, an e-mail is generated back to
the original submitter acknowliedging its receipt.

It was indicated that once SARs are reported, they gre maintained In MPDs records
management system. SAR data is also entered into a central repository?” and reviewed by a
trained SAR analyst at YWRTAC within 24 hours of receipt. Once a SAR is contained in the
central repository and deemed terrorism-related, an analyst assigns a code to the SAR prior
to its entry into the 1SE:SAR Shared Spaces. If a SAR needs further analysis, it is then
forwarded to the Investigations Division, To determine thesdisposition of 8ARs, IFD provides
MPD with a tracking sheet for the TIPP database, |tb track the disposition. There is no
retenition time for SARs, but if a pigce of inforfiyafion sises to the level of reasonable
suspicion, it is then moved to an intelligence database.

MPD was also in the process of automating:its PD-76 form to providemon-MPD officers with
an additional means to report suspicious activity to the. xde!oartment Mtomatlng the form
will provide other law enforcement agencies with: & sithple and efficigiif mechanism for
reporting SLISpICIOUS actwatyto V\JRTAC ' :

During the I1SESAR EE MPD adopted ithe behav;or—speclftc codes |dent|ﬂed in the ISESAR
Functional Standard .and: developed & multilaysr faview progess for reviewing SARs and
moving them to the ISE—SAR Shared Spates, - V\hen SARs are submitted to WRTAC, they
receive an initial remew from the: "SAR Czat;' who is e>qaer|enced and trained in identifying
terrorism indicators. WRTAC controls SAR dafarbut is not an investigative unit, and the "SAR
Czar’ has. theurespons:bll[twoﬁlde’temunmg thexdigposition and follow-up of the SARs coming

into theweeriter. The:MPD fias. an alI-crlméS appioach to SARs coming into the center. SARs ]

are rayiéwed to detérinthe the: appropnate crime category, -and then information is sent to
the appidpriate entity.for fellow—ljp, If at any time an error is detected during the review
process, theSource agency: or**mdlwduai is contacted and the information is corrected,

During the ISESAR EE, MPED iidicated that it had developed a privacy and civil liberties
policy regarding the-SAR process however, the policy is in the MPD legal office and has not
been made available for réview to determine whether the policy meets the applicable
requirements of the ISE Privacy Guidslines. Once the privacy policy meets the applicable
requirements, SARs will be entered into the ISE-8AR Shared Spaces for sharing with other
urban area, regional, and statewide fusion ¢enters and the Joint Terrorism Task Force (JTTF).
WRTAC command staff determined that there will be limited access to the 1SE-8AR Shared
Spaces to ensure accountability, and by policy, all querying of SAR information must have a
criminal nexus and be for legitimate law enforcement purposes. |

47 The MPD central repository is also referred to as the " swimming pool.' ]
EGuardian-461
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SAR TECHNICAL PROCESS

MPD had emibarked upon development of an Alert Management System {(AMS) to provide
overall records management capabilities at WRTAC, In 2008, with the pending Presidential
Inauguration, a decision was 'made to create a separate module on the AMS to support the
collection and vetting of SARs. Similar fo the Forida Department of Law Enforcament, the
AMS pushed candidate $ARs to a staging area on the ISE-SAR Shared Spaces Server, where
they can be processed via extracting, transforming, and loading routines and stored in the
ISE-SAR Shared Spaces repository. The deployment at MPD differs from the other sites in
colocating the Vieb and database servers on the same fachins. This is depicted in the
following Alustration. '

-Bhired Spaco
Weab Service and Databasa

AMS
aka

1 "Swimming Fool*
. (Legacy BAR)

W"

2| :
VPN &

NCIRG SAR Portal

i
|
|
L
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TRAINING

Prior to the ISE-SAREE, MPR-and WRTAC were participating in a number of training efforts
throughout the agency. NPD was working on lesson plans for the implementation of the
TIPP system within the départment and would modify the training curricufum based on the
analysis of SAR data, if needed. It was indicated that once the SAR process is fully
implemented within the agency, MPD will enhance its training based on emerging trends,
lessons learned, and identified gaps.

During the 1SE-SAR EE, MPD participated In the CEOB, 48 the SAR analyst/ investigator
course, and the fine officer training. The SAR analyst/ investigator course was delivered in

# Tne CEOB was previously discussed In the Executive Leadership section.
‘ EGuardian-462
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December 2008, and 15 individuals received the training from six agencies in the
Washington, DC, area. The line officer training was conducted during roll call in December
2008. An estimated 3,840 officers received training on the SAR process and the behaviors
associated with terrorist activity. :

INSTITUTIONALIZATION OF THE SAR PROCESS | |

Pricr to the ISE-SAR EE, MPD was in the beginning stage of developing a formalized SAR
process and institutionalization efforts were starting to emerge During the. ISE-SAR EE, IFD
developed a plan to conduct annual audits to ensure rthe validity of the SAR process to

determine whether improvements will need to-be madé. Eurther MPD worked withthe U.S.
Department of Homeland Security {DHS) {o e_s’cablisﬁ & FLO program with public. safety,

- puiblic health, and private sector entities within its jufisdictiop. - The goal of the FLLO program
~ will be fo ensure that multiple disciplines parficipate in the SARprocess and can serve as

the conduit through which homeland segufity-related mformatssn, can flow from outside
agencies to the fusion center for assessment and analys;s

~ During the ISE-SAR EE, WRTAC p!anmed to evalual;e_-&and»potentialiy mcdiiiyz:-‘:i'ts SAR process

based on priority information nesds. 1FR) hed recehfliridentified the information needs of
different departments within the agency 4figrestablishad eallection requirements based on
these needs. An IFD member was assrgned to.monitor colléction requirements. for each of

~ the department:s districts, ‘iED also utilized "Temperature Boards® in the district offices to
- display emerglng trends and behawors for*the lirie officars:Within those district offices.

“ QUTREACH TOTHE PUBLIC

MPD g WRTAC undersfand the lmporfance of educatmg the ‘community on the SAR
procéss fo ensure trapspareriéy and to obtdifi the communitys support and input. Chief
Lanier planned to maké a formal @hnouncement regarding MPDs involvement in the SAR
process, andiFD will work wzth the agencye publi¢ information office to develop additional
outreach efforfs

During the ISE-8AR EE, MPD conducted robust outreach efforts to ensure that the
community was aware. &f {8 SAR process. MPD has worked with several hotels to help
them understand how to feport suspicious activity. It has utilized billboards on buses to
explain how to. report suspicious activity and continues to send out SAR tip information to
critical infrastructure and: key resources facilities so they understand how to recognize and
report suspicious activity. In addition, MPD conducted a Homeland Security Emergency
Management seminar, which was a public and private sector event that attracted

‘approximately 100 people. During the seminar, representatives discussed how to recognize

and report suspicious activity. Currently, MPD is taking steps to develop an IVWWATCH program
similar tothe Los Angeles, California, Pelice Department and are In the process of securing a
domain name for this program.
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- PARTNERING WITH OTHER AGENCIES AND CONNECTING TO INFORMATION SHARING

Prior to the ISESAR EE, it was noted that WRTAC had a strong relationship with DHS and the
JTTE: a DHS representative and five JTTF representatives were located in [FD. IFD staff
members were in the process of obtaining Law Enforcement Online (LEC) and Homeland
Security Information Network-Intel (HSIN) accounts, WRTAC could also access the state of
Mrginias criminal justice network and had the ability fo share information with Virginia and
the surrounding region. IFD had a secure site from which #t could send and receive
information and had two Homeland Secure Data Network terminals to send secure e-mails.
MPD was also working with the 1JIS Institute to develop the fiécessary technhology to become
NIEM-compliant. In continuing efforts to collaborate and share SAR data with nationwide
partners such as fusion centers, homeland security sfficials, and the JTTF, MPD plans to
utilize the ISE-SAR Shared Spaces. '

During the ISE-SAR EE, MPD continued! it ‘previous partnership’ efforts and worked to
establish additional partnerships. WRTAC repoerted that 96 agency-heads in the National
Capitol Region as well as the city administrator were Brisfed on MPD SAR process and
involvement in the ISE-SAR EE. WIRTAC has fire anidifigalth officials locatedinside the center
and Indicated that they are resporigiblé-for conductingtheir own outreach to their respective
sectors. Since the inception of the ISESAREE, WRTAC has estabhshed accounts with the
secure law enforcement networks LEC and HSIN:

PARTNERING TO DEVEOP CEOGRAPHIC Rz.sm Assgssmgms

During the final sité .gssessmisnt, it was fhdicated that MPD is currently finalizing a.

- . department threat. assessment. This assessmant will focus on the 18 sectors that are

handled: by VRTAG {transportation, criminal; nuclear, etc.). For major events in the DC
Metro atea, WRTAC Werks, with & §pecial events warking group made up of local, state, and
federal agencles to develop assessmants The department works with DHS and the Federal
Bureau of {avestigation to:develop information needs based on the results of the risk
assessments it receives or panlglpates in.
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PROECT RECOVMIMENDATIONS FROM THE METROPCLITAN POLICE DEPARTMENT

» There is a coordination elemernit-to this effort that needs to exist: however,-
WRTAC is unsure whether a national program office Is needed.

- » There is a need for consistent training nationwide that focuses on the
behaviors and indicators which terrorists exhibit.

> There is a need for a national users group that is made up of fusion center
representatives at the state and local levels.

> There is a need for ongoing technical support fortiis 'firoject

> Athough privacy and civil liberties protecilens. are important parts of this
project, WRTAC is unsure whether a separate nétianal legal office for this
project is nesded. .
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f  Appendix One: Project Participants

PROJECT SPONSORS AND PARTNERS:

>

VY

P
>

U.S. Department of Justice (DQY), Bureau of Justice Assistance (BJA)
http:/ / www.ojp.usdaj.gov/ BJA

Federal Bureau of Investigation (FBI), http:// www.fbigov =~
U.S. Department of Homeland Security (DHS)', httr'é £ viww.dhs.gov

Program Manager, Information Sharing Enwremment (F’M ISE),
httpy/ fwww.ise.gov

Major Cities Chiefs Association (MCCA), http o D, majorcitleschaefs org

DQks Giobal Justice Information Sharing Initiative (Gobal) Griminal
Intelligence Coordinating Council (CIGE), http {1 www.it.ojp. gow,g!obal

U.S. Department of Defense (DoD),
http:/ /www.defenselink. mll/ ‘bolicyf sectionsf pehcy offices
/ hd/ index.html

International Association of @hlefs of‘Pehce (IACP) ;http /f wwwthelacp org
Major Courity Shgtiffs+Associatidh (MCSA), fittpy/ / wwwviincsheriffs.com

PROJECT PARﬂ i PANTS

>

vV v

VVVVVV\?’V\_?’

. '-;Publlc-Sa‘fety
":Boston Regional: Intelllganc:e Cen’cer/*Beston Police Department
‘Ehigago Police Départment-.

FloridaFusion Center/ Florlda Départment of Law Enforcement
Houstonﬂgggonal Inte;l[agence Service Center/ Houston Police Department
Los Angeles'Palice. Bepartment

Miami-Dade Poligé:Bepartment

New York State’ Intelllgence Center (NYSIC) New York State Police
Seattle Police Department/ Washington State Fusion Center

Southern Nevada Counter4errorism Center/ Las Vegas Metropolitan Police
Department . .

Virginia Fusion Center/ Virginia State Police
Washington Regional Threat and Analysis Center/ Washington, DC,
Metropolitan Police Department
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Appendix Two: Project Timeline

ISE-SAR EVALUATION ENVIRONMENT
TIMELINE

Hustrated below is a comprehensive timeline highlighting documents developed, meetings,
site visits, training, techriology, and other: significant milestones throughout the ISE-SAR
Evaluation Environment (JSE-SAR EE). Not captured béiew are the ad hoc planning efforts
and -countiess conference calls that went into the dévslopment of a standardized SAR
process and the ISE-SAR EE. Aspecial thank-you isséxiended to all the partners at the state,
local, and federal levels that helped make this. project a succesS m such a short period of
time.

. ISESAREE Publications

Documents : Date
SAR for Local and State Entities IEPD vO' | Januvary 22, 2008
ISE-SAR Functional Stéﬁdard Vei:%ion 1.0 _- . | January 25, 2008

1 ISESAR Funci;lonal Standard and Evaluatmn Enviionment inifial
| Privacy andfCiViilLibemes Malysis Version 1 '

September 2008

_ Fndmgs anc Recommendatlons*oﬁhe Susptc:o’us Activity Report

(SAR) Support and implementation ‘Progect {SAR Report) Cotober 24 2008

8AR Process miaiementation Ghecklist , | November 2008

1SESAR Segment'NchitectureJ | December 200.8

Nationwide SAR Inifative (NSI) CONGPS | December 23, 2008
4§ ISE-SAR EE imblementation Guide, Version 1.0 | January 9, 2009

ISE-SAR Functional Standard, Version 1.5 a May 21, 2009

N8I Activity Summary | | Monthly |
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... Law Enforcemgnt Associations SAR Resolutions -~ * -~

Associations

Date

1 Major Cities Chiefs Association (MCCA) SAR Resolution

June 10, 2008

Major County Sheriffs+Association SAR Rasolution

June 29, 2008

International Association of Chiefs of Police SAR Resolution: _

November 11, 2008

National Sheriffs+Association SAR Resolution

January 31,2009

Event

Date

PNMSE hosted a Stateiandtocal LE SAR Meetmg“ o
Washington, DC

| February 11, 2008

SAR Bxecutive Steering Commlttee Meetmg" Baitlmore MD

May 6, 2008

1 AR Ptlot Expansaon Prc)]ect Meetmg“ Washmgton DC

| dune 2, 2008

] AR P[lot Eb:pans:on Pr0]ect Techno[ogwand Mapping Meeting"

Washington, EBC

June 2-3, 2008

MCGCA !ntellsgence Commanders Meetmg" Las Vegas, NV

July 8-8, 2008

SAR Working Group I\a’leeat‘ing'—r Wash'ington, DC

July 80, 2008

Dialogue on Privacy and Civil Liberties" Wéshington; DC

September 3, 2008

Criminal Intelligence Coordinating Council (CIOC) Mesting;
CICC unanimously approves the Findings and Recommendations of
the Suspicious Activity Report (SAR) Support and Implementatzon

| Project (SAR Report)” Bethesda, MD

September 9, 2008
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1 SARWorking Group Meeting” Washington, DC

Septermnber 11, 2008

BAR Filot Project Meeting® St. Louis, MO

Septernber 16—47, 2008

| SARVNbrkmg Group Meeting” Washington, DC

Cetober 21, 2008

DQOJs Global Justice Information Sharing Initiative (Global) Advisory
Committee (GAC) Mesting: GAC unanimously approves the SAR
-} Report® National Harbor, MD

Ccetober 23, 2008

| SAR Working Group Meeting” Washington, DC

December 2-3, 2008

SAR Working Group Meettng" Washmgton DC

| Januaryzg 2009

‘ SARV\brkmg G’oup Meeting” Washington, DC '

l\/iaroh 25 2009

SAR Team Meeting“ 'V\’ashington DTG- '

June 1 ,_2009

ISESAR EE User Group Meetmg“ Bethesdat MD

June 2, 2009

ISESAR EE User Greup Meetmg" Washlngtoh IBC

Septemnber 1647, 2009

C 1iT . ISESAREESie Visis/Assessments

- Bvent Date
Ill_wei;i?ril project site wsutto Los Angéles Police Department by 8AR Apfil 12008
| initiat project site visit to éh%cago Poﬁc; Department by SAR Team April 3? 2008
Initial project site visit to Boston Police Departmenf by SAR Team April 8, 2008
[nitial project site visit to Miami-Dade Police Department by SAR ' April 24, 2008

Team
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Initial project site visit to New York State Police by SAR Technical

June 16, 2008

_‘ Team
Initial project site visit to Florida Department of Law Enforcement by '
SAR Technlcaf Team une 19, 2008
_ Initial project mte Visit to Virginia State Police bySARTechmcaI Jine 24, 2008
Team )
Ps-lsl conference call with Washington, DC, Metropolitan Rolige November 4, 2008
Department
| 7As-Is' site visit to Los Angeles Police Dep'artme'nt; L . | December 4, 2008

" Bagember 16, 2008

"As-ls' site vislt to Chicago Police Departme'r?it;- —
As-s' site \;fislt to Bog’ton Police Dépaﬁment December 17,2008
| As-ls' site visit to Las Vegas Metrogéi\irtéf;*éﬁlm Departmen’t . January 13, 2009
"Asds' site visit to HoustorBGlice Department S January 15, 2009
”As-ls‘ conference‘c'aill;‘-‘rﬂith Mia;r;ié?liﬁade Poliiltl;e‘*!,llif;éblartmen'tl - February 18, 2009
? "-A'a-ls" sitar ylsl‘r’c@Fkanda Depari;me-r{t.o-f;LaWaEnforcement -Februafyﬂ 9, 2009
‘ "As~lls". ;?s'i-tém_/_isit to S_eatt‘h:sff?-.,élige Dé‘ﬁ')fgliment :. February 24, 2009'
" As-is’ com;:é;mfi‘_emgall with NeW\York State Police April 23,2009
" st conference caIIWlthVirgmla State Police May 1, 2008
"As-ls' site vislt to ArizonalD—’e'partmant of Public Safety July 23,2009

ISE-SAR EE Final Assessment conference call with Arizona
‘Department of Public Safety

September 28, 2009

ISE-SAR EE Final Assessment conference call with Miami-Dade
Police Department

September 28, 2008
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ISE-SAR EE Final Assessment conference call with Flcnda
| Pepartment of Law Enforcement

September 30, 2009

ISE-SAR & Final Assessment conference call with Las Viegas
Metropolitan Police Department

September 30, 2009

ISE-SAR EE Final Afsbessment conference call with Houston Police
1 Department

Cctober 8, 2009

] Metropohtan Police Department

| 1SE-SAR EE Final Assessment conference call with V\lashing_tcn;ﬁD'C{

October 8, 2009

-' ISE-SAR EE Final Assessment conference call with Vrglnla State
Police

.| Cetober 9, 2009

ISE-SAR EE Final Assessment conference caltWith New York State
Police )

Cotgher 13, 2009

ISE-SAR EE Final Assessment conference call with S‘eétit_ljesPcllice
Department/ Washington State Fusmn Oenterr

Cotober 13, 2009

|SE-SAR EE Final Assessment ccnference call w1th Chicago Police
{ Depariment

.| Ootober 14, 2009

ISE-SAR EE Final Assessment conference CﬁlFthh Los Angeles
Police Department

Cotober 16, 2009

18E-5ARY EE Firial Assessment ccnference call wrth Boston Police
Department :

November 12, 2009

of Public Safety

L_;'[_;; L ISE—%&R EEt’raintng e
Agency and Event Date
Arizona Department of Public Safety
| Chief Executive Officer Briefing June 4, 2009
SAR Analyst/ Investigator Tramlng delivered to Arizona Department July 23,2009
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§ Line Cfficer Training

TBD

Boston Police Department

i SAR Analyst/ Investigator Training

February 3—4, 2008

 Chief Executive Officer Bfiefing

February 12, 2009

| Line Cfficer Training

TBD

Chicago Police Department

SAR Analyst/ Investigator Training

v March3 2009

| Chief Executive Officer Briefing

March 1.9 2009

Line Cfficer Training

TBD

U.8, Department of Homeland Securlty

SAR Analyst/ Invesfigator Trammg de!wered"to 'Federal AJr Marshais
Service

June 18, 2009

_; fFlorlda Department of Law Enforcement (FDLE)

SARMalyst! Investrgator Tl‘almng\to FDLE“ Miam1

January 26, 2009

SAR Analystl*lnvestlgator Trammg dellvered to FDLE‘ Taiiahassee
(funded by FDLE): _

June 5, 2009

SAR Analyst/ [nvestigator Tra:nmg delivered to FDLE* Tampa (funded
by FDLE)

June 23, 2009

SAR Analyst/ Investigator Training delivered to FDLE* Crlando
(fundad by FDLEY

June 25, 2009

1 Line Officer Training delivéred to FDLE' Tallahassee (final pilot)

August 8, 2009

| Chief Executive Cificer Briefing

September 15, 2009
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Houston Police Department

1 'SAR Analyst/ Investigator Training

March 5, 2009

Chief Executive Officer Briefing

April 23,2009

{ Line Officer Training

TBD .

Las Vegas Metropolitén Police Department

| Chief Pxacutive Officer Briefing

March 12, 2009

SAR Analyst/ Investigator Training

| Bpril 7, 2009
Line Officer Training TBD
| Los Anggles Police Bepartment
Chief Executive Officer Briefing ﬂ ) February 26, 2009
1 SAR Analyst/ Investig'étc.;r. :Frai-niﬁé. July 21, 2009
» —

_ Line-Officer Training

Miami-Dade-Police Department

SAR Analystilivestigator Traiithg

January 26, 2009

Chiéf Executive Cfficer Briefing

February 18, 2009

Line Officer Training

8D

| New York State Police

SAR Analyst/ Investigator Training |

March 18,2009

{ Line Officer Training (pilot)

May 2009

Line Officer Training {(pilot)

June 2009

- EGuardian-474
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Chief Executive Officer Briefing

September 24, 2009

Seattle Police Department

SAR Malys‘;/ Inves_ti'gator Training May 14, 2009
Chief Executive Officer Briéfing May 28, 2009 |
Line Officer Tralning | | TBD

Virgihia State Police | |

SAR Malys’f/ Investigator Training delwered teN rgf'nfa State Pollce.'l | April 2, 2009 |

Llne Officer Training delwered to Virginia State Poljc&(pllot) ‘

Juneg, 2009

| Chief Executive Cfficer Briefing delwered to'\/rgmla State! Pcahce

Cctober 29, 2000

w{ashington, DC, Metropolitan Police Department

'Line Officer Training- dalivered to’ V\fashlngton, IO Metropollfan
Police Department

December 2008

1 SAR Analyst/drivestigator Tramingfdehvered o Washlngton DC,
: -Metrgpelitan F’ollcetDepartment

December 12, 2008

Chief EXecutwe Officer Brlefmg dellvered to Washmgton DC,
Metropolitdn: F’oilce Department

-----

December 18, 2008

!SE-SAR EE P’rivacy Policy

AL.

Privacy Policies determined to be consistent with the applicable

- requirements of the ISE Privacy Guidelines Date
Miami-Dade Police Department May 6, 2008
May 6, 2009

Florida Department of Law Enforcement
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Virginia State Police | May 6, 2009
| Boston Police Department May 12, 2009
1 New York State Police May 12,2009
Chicago Police Department July 13, 2009

Houston Police Department

August 13, 2009

Los Angeles Police Department

| September 1, 2000

Washington State Fusion Center

" Cetober 27, 2009

s e [SE-SAREE Technology Milestones

Fvent

Bete

ISE-SAR EE Shared Space Install (:;omp!eted aﬁ"the New York State

Police

August 27, 3006

lSE—SAR‘EE,Shared Space Insta!]xCompletedzat Herlda Department
{ of Law: Enforcement

| September 19, 2008

ISE—SAR EE*Shared Space lnstall Oompieted at the ergmla State
Police . .

September 24, 2008

ISE-SAR EE Shared:fé'p'ace Instal‘_[:'Completed at Washington, DC,
Metropolitan Police Departmérit

December 17, 2008

ISE-SAR EE Shared Spacé and SVT Install Completed at Miami-Dade
Police Department

February 23, 2009

|SE-SAR EE Shared Space and SVT Install Completed at Chicago

Police Department

| March 13, 2009

[SE-SAR EE Shared Space and SVT Install Completed at Boston
Police Department

.| March 29, 2009
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1SE-SAR EE Shared Space and S\/TInstaI! Completed at Houston

April 24, 2009

_ Police Department
ISE-SAR EE Shared Space and SVT Install Completed at Las Vegas -Ma 19. 2009
Metropolitan Police Department Y%,
Chicago Police Department went "live" and was abie to utilize the

| 15E9AR EE Shared Space Jly 22, 2009
ISE-SAR EE Shared Spac_e Install Oompieted at U.S. Departmeni:of July 30, 2009

Homeland Security

Completed ISE-SAR EE eGuardian Interface

| August 15, 2009

ISE:8AR EE Shared Space and SVT Install Coftipleted at
Los Angeles Police Department

| Saptember 24, 2009

ISE-SAR EE 8hared Space Install Odmf‘npleted at eGuard;an

Octobsr 46, 2009

‘Houston Police Department went* Iiva nand was able to utllize*the
1SE-SAR EE Shared Space . :

November 30, 2009

(estimated)

Los Angeles Police. Depaﬂmen’c 1went "hve and was able io ufmze

the ISE~SAR EE Shared‘ Space

November 30, 2009
(estimated)

ISESAR EEehaned SPBCB anci S\!Tlnsta Il Comp|eted at Seattie
| __Pollce Department R ,

1| December 3, 2008
_ (estlmated)

!SE-SAR“EEShared Space‘#ln‘stall Cor‘ﬁpleted at Anzona Depar’tment

of Publlc Saféty o

. December 19, 2009

{estimated)

EGuardian-477

Page 1580

ACLUEGO000867




Final Report: 1ISE-SAR EE ' _ Appendices

BJA
CFR
cice
CTISS |
cul
DHS
DoD
DNI-U
DOJ
EAF

EE

FBI

2

FIG
Giobal
HSIN -
IACR
IEPD .
ISE
JTTF
LEISP
LEO
LEXS-PD’
LEXS-SR
MCCA
MCSA
MO
NCIRC
N-DEx

Appendix Three: Acronyms and Abbreviations

Bureau of Justice Assistance

Code of Federal Regulations

Criminal lntél-li_g_ence Coordinating Council -
Comimon Terrorism Information Sharing Stafidards
Controlled Unclassified Information
U.S. Department of Homeland Sesirity
U.S. Department of Defense o
Director of National Intelligenge—Unclassified
U.S. Department of Justice | |
Enterprise Architegtare Framewbrk._‘

Evaluation Environmént |

Federal Bureau of I'n\iéétigaﬁt‘ﬁr.i-

Field Irfterview: -

Fleld ntelligence-@roup |

Global Jstics Infifmation Shafing Initiative

#Homsland Seeufity Thformation ‘Network

Internatiomal Assegiatior of*GHiéfs of Police
Information Exchange Package Document

Jolit Terrorisnﬁ-'ﬂf‘:ask Force
Law Enforcemaiit Information Sharing Program
Law Enforeerment Online
Logical Entity eXchange Specifications—Publication and Discovery
Logical Entity eXchénge Specifications—Search and Retrieval
Major Cities Chiefs Association
Major County Sheriffs’ Association
Modus Operandi |
National Criminal Infelligence Resource Center

National Data Exchange Program  eguardian-478
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NIEM
NSIS
ODNI

PIA

PIN

PGC
PM-ISE
RISSNET
RMS
SAR
TSC

VPN
XML

National information Exchange Mode!

National Strategy for Information Sharing

Office of the Director of National Intelligence

Privacy Impact As-se'ssmént

Priority Information Need

[ISE] Privacy Guidelines Commities

Program Manager, Inférmation Sharing Epvirpnment
Regienal Information Sharing Sys‘rems Secure intranet
Records Management System

SuspIClOUS Activity Reporting

[FBI] Terrorist Screening Genter

Virtual Private Network

Extensible Markup:Language
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