Office of the Director of National Inteligence
Washington, DC 20511

Myr. Nusrat Choudhury

National Security Project ol 1D
American Civil Liberties Union Foundation

125 Broad Street

18" Floor

New York, NY 10004

Reference: DF-2012-00079 (FBI FOIA/PA 114958-002)

Dear Mr. Choudhury:

This responds to your 1 March 2010 letter to the Federal Bureau of Investigation
(FBI), wherein you requested, under the Freedom of Information Act (FOIA), “records
pertaining to the scope and impiementation of the FBI’s eGuardian program.” In
response to your request, the FBI located and referred two documents to the Office of the
Director of National Intelligence {(ODNI) for our review and direct response to you.

Your request was processed in accordance with the FOIA, 5 U.5.C. § 552, as
amended. Upon concurrent review with the FBI and the Nuclear Regulatory
Commission, it is determined that one document may be released in segregable form with
deletions made pursuant to FOLA Exemptions 3, 6, 7(C}), and 7(E); 5 U.5.C. § 552 (b)(3),

(b)(6), (bY7H(C), and (b)(THE).

The remaining document must be denied in its entirety pursuant to FOIA
Exemption 5; 5 U.S.C. § 552 (b)(5).

Exemption 3 protects information that is specifically protected by statute. In this
case, the applicable statute is the Central Intelligence Agency Act of 1949, 50 UJ.S.C.
§403g, as amended, which protects, among other things, the names of ODNI personnel.
Exemption 5 protects privileged interagency or intra-agency information, which in this
case, is deliberative and pre-decisional in nature. Exemption 6 protects information that
would constitute a clearly unwarranted invasion of personal privacy. Exemption 7(C)
protects law enforcement information, the disclosure of which could reasonably be
expected to constitute an unwarranted invasion of personal privacy. Exemption 7(E)
protects information that would disclose techniques and procedures that could enable the
circumvention of security procedures,

The document, as approved for release, is enclosed. Should you wish to appeal
this determination, please do so in writing to:

Office of the Director of National Intelligence
Chief, Information and Data Management Group
Washington, DC 20511
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Office of the Director of National Intelligence
Washington, DC 20511

Mr. Nusrat Choudhury

Appeals must be received within 45 days of the date of this letter. If you have any
questions, please call the Requester Service Center at (703) 874-8500.

In addition, by letter dated 29 November 2010 we responded to your FOIA
request on the same topic to the ODNI and advised that we did not locate any documents
responsive to the request. Upon receipt of the documents referred to us by the FBI, we
determined that the ODNI Office of the Program Manager for Information Sharing
Environment — which was not previously searched ~ may have records responsive to your
previous FOIA request. In light of this, we are reopening your FOIA request in which
you requested “records pertaining to the scope and implementation of the FBI’s
eGuardian program.” We will prioritize the processing of your request and anticipate
providing you with a response in four months from the date of this letter. For
administrative purposes, we have assigned your reopened request with a new reference

number, which is DF-2013-00036.
Sin f:rely,()/L W

} n F. Hackett _
ief, Information and Data Management Group

Enclosure
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6fficé of the Director of National Intelligence
Attention: Program Manager, Information Sharing Environment
Washington, D.C. 20511

(202) 331-2490

Visit us on the web at hitp!//www.ise.gov
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DELIBERATIVE//PRE-D WL

NSI Activities
1, REPORTS
BJA Evaluation Envivonment Report (per TR nputs Dates POC (Bob Cumnings s primary |}
10/6/03) POC for all BJA report items
finted)
Drufz Qutling Completed TG R
End-of-EE Site Assessments Gompleted (see Note £) [ 10720008 UR
Repert Mulerizl Thrafied and Ceordigated Intornally Ongoing, BFA, 1R, LIS, FBL, DH3
T Report Coordinated with PMAISE - TBD | BIA
RBeport Finalized BD BIA, R, 1718, FBI, DHE
Report Approved and Issusd 1130702 BIA
Privacy and Civil Liberties (FCL) Report
Asscsgment Calls Compleied and Notes Frepered 10009
Notes fom Assessment Calls Coordinated witk Siizs | 1043009
E= PCLL Resulis Analyzed and Asgezsed 111659
Report Materlal Drafted and Coordinated within PGC | 12/4/09
Report Coordinated with PH-ISE 12/13/00 o
Report Coordinuted Externelly, ifneeced 1271609 T
Report Finalized 12/26/09 .
Report Approved and Jssusd 12/30/09 PMBE T ISBNIEE
NSI Report
Jisl Assessment Findings Documented 702809 SARMT /
Lessens Learned Feeder Writlen QL2200 SARMT
Drafr Oatline Complered 10/23i60
Report | Tiaterial Dratied 12711709
Reperl Coordinated within PALISE 12/17469
Repert Fiualized ' 12723109

Repert Approved and Issred

12430002

Nota 1¢ Cafls for 11 of 12 siles complet=d. S8l need o close with Boston,

sAnd nzad to follaw up on Privacy guestions with GC.

ATIVE//PRE-DE
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2, TRAINING PLANS (Updated per IR, 10/6/09) Need 1o sevure funding, then can work the schoedule of sites

Front Line Officer (FLO)

Dates

Completion of FLO training pilot

B/06/09 (floal pilot)

Reviston of course materfal based on pilot

7IR Reformutting pkg

FL O tralning malerial made avallable on linke

11718409

Regional Training Sessions

1 Brobably

LoacziionsfiJates TED

Execative Tralning

Diccision on need 1o modily/updute

(RN

Complation of modification/update as app};’;\iﬂ'iaf&

Living document; no
maler verslon change

Delivery schedulz (by sits)

Alabamu TED
Pailns TBD
Indiana TBD o
Kansas Cily TiD
Mew Jarsey THD
Ohio B
Savannah TBD
Sowth Carpline TBD
Tennesses TBD
Wiszonsin TR

Velling {Analyst) Training

Decision on need to nodifvfupdate

Completion of modifieationfupdate as sppropriars

Living Document; 1o
major version chanpge

Delivery schedule (by site)

WO —

{ Alabama TBD _
Dallas TED
Tndians TBD
Kansas City TAD
New Jersey TED

" Giio et

T Savannah oD
Scath Caroling “THE

T Tepnessoe TED
Wiscotisin D)

Supervisory and Command Training

Cempletion of Development

Detivery schedyls (by sitc)

Not currently fumded but |

MCCA recognizes the
need based on experience
inDC &WNY., (VA also
comniented on need fo
PAMAISE porsenall

Toint of Contaet|

BELIB
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3. SAR Ouireach Efforts
BJA Projected Qutreach Efforts

ATIVE//PRERECISIONAL

Locatiol Purpose of Outreach Bifore BJA Point of f Projented Date Site Puiol of
Contact Contaet
Bausr’'s Box Sites §ite visise/Baseline Asszsamants Tom O'Reilly Aftor goeeplance o | THD
Privecy poboies
Wew Orleans Nl FC Conf8AR Discissions Dave Lewis 13714408 N
LYW EFC Visit Accompusyving AG Holdsy Tom O'Reilly 10/17/09 ¢
7 - NS8Y ‘r:rrin-fmg' to Global meeting Tom O’ Reilly Wlkol 13 Oct ?
L Describing SAR experiance o SE | Tom O Reilly 1072579 N&
Mg of FC Directors
Miami "1 Building Community of Trust Mig Tom O'Reilly Wi of 16 Mov 09 7 i
LA Pened dscussion for Predivlive Tom G Reilly Wk of 16 Nov D9 7
Policing Meetlng )
Felecons Weekly status discussions “Tom CFReilly Mondays P NA
TED CollegufOniversity Rench ont — Tom ORedlly Upcoming Rep from
vulnerabitifies/ireporting Chicago
TBD {ncorp of AMIBAK irto N8I [ Toni O'Reiliy Upcoming ey T
TED "7 Y Ugdates ebont NSI at difforent Tom O'Reilly As Reaueated NA
astisand forums (CICC, TC Migs,
Global migs, sie)
e-Gruardisa Outyeach Efforés
J Loeatiyn Purpose of Outresch Bffart | ¥BI Point of ' Pro‘jecmd Date Site Point of [
BN N N N % s SRR e o, KA
et »:- % ~ g%* S
gﬁp RIS 55K &'@ ‘ %:}'*{ o 4 : # ‘,,o‘ %4 L
S RIS :& 353 :{c{& 35 : ‘ \( totel ¥ete? :}?{{3{
atstets ..\.{I & % ,:,ufﬂx .‘,“4 2 _«x.:—:- Tets! W f«?‘x“‘w’ AR
i

FGuardian-662

DELIBERATIVE//PRERECISIONAL
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DEL TIVE//PRE-BECISIONAL
4, Federal Participation Plans
DHS Plaus (DHS Input 10/6/09)
Activity Completion Dafe Point of Contact
Approval of PIA/Privacy Pollcy 13/20/09 St Frame
Activation of Shared Spece 12/1/09 in Frome
Relocation of DHS Shared Spaca to DHS Facllities 11/15/09 St Frome
Incorporation of additions! data {by agency) into shared space
FAMS Completed Sty Frome
Federaf Protectiva Service (FRS) 12/1409 Stu Frome
U5 Coast Guard (USCG) 1/3/18 Stu Fraime
fational Infrastructire Coordination Cerder (NICC) 2{1/10 Sty Frame
US Secret Service {US55) 3af1/ae Stu Frome
NRC
NRC Aciivily Completion Date FPoint of Contact
Arrange NRC, PM-ISE, FBI, BJA mig to discuss options 10720709 PM-ISE
Conduet foctsed mesting 10/29/09 PM-ISE, FRI,
Provide mapping from PWS data to Selds in Functional Std 1177409
Request NRC TD what info they need to reach decision 13/14/09
Facilitate necessary orgatization interfices 11408 % 7

Notes: NRC posts their BAR Jdatn on = proteeted deever.
MRC also bey e-Gurrdian seconnt,

DELIRRRATIVE//PRE-D
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5. EVALUATION ENVIRONMENT SITE STATUS AT A GLANCE (Updated per telecon, 10/19/09)

Tzitiat Training Provided? Ifno,
specify training dates.
Participating EE Sites Privacy Policy Data Loaded Dsata Currently Executive Vetting Front
Status {In worl/ {yesfno) Being Shared with {Analyst) Line
In Review/ Others in NST Officer
Accepted) It ne, specify Environment? If
expected date. no, specify site
setivotion date.
.
Boston PD Accepted Yes Yes Yes Yes
Chicago PD Accepted Yes Yes Yes Yes
TDLE Accepted Yes Yesa Yes Yes Yes
Houston PD Arcepted Yes Na (TBD} Yes Yes
Les Vegas Metropolitan PD | In Work No No Yeg Yes "
Lj.os Anpeles FD Accepted In 8VTbut ot 58 | WNo (TBD) Yes Yes
Metropolitan (DC) PD In Review Yes Mo (Yes Yes Yes
Miami-Dade Accepted No (190c109) o (FBD) Yes Yes
NYSIC Accepted Yes Yes Tes Yes 1
Phocnix {ACTIC) In Review No (300c109) Ma (10/30/03) Yes Yes |
Seattle (WSFC) InReview No (1700t09) WNo (10/17/09) Yes Yes
Virginia BC Ageepted Yes Yes Yes Yes Yes
FBI (¢~-Guardian) Working PIA Yes Mo (TBD) New BETL seript sesms to be working
DES Working PTA [ Yes No (1BD} T —

|

6. FY10 EXPANSION SITE STATUS AT A GLANCE (as of 10/6/09)

Projected Training Dates
Candidate FY10 Privacy Policy Daia Loaded Site Activation Executive | Vetting Front
Expansion Sites Status {In review/ | (yes/no) Dnte? {Analyst) | Line
Accepted) Officer
Alabuma
Dellas In Review (8/4/08)
indigna In Review {$/17/09)
Kansas City
New Jersey
Ohio
Savannah In Review (§/11/09)
South Carclina In Review (3/6/09)
Tennessee In Review (3/21/09}
Wisconsin In Review (8/5/09)
5
DELIBERATIVE//PRE-UECISIONAL

.
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DELIBERATIVE//PRE-DECISIONAL

7. elGuardiae Aceount Holders actually providing dats info eGuardian

BEE Sites Providing data into &-Guardian 7 (ves/no) :I
Bosion PD
Chieaga PD
FDLE
Houston PD
Las Veges Metropolilan PD ]
Los Angeles PD
Metrapoliten (DC) ¥D
Minmi-Dade
NYSIC 1
Phoerix (ACTIC)
Seatls (WSFC)
Virginia FC
F¥zpansion Sites
Alebama
— Dallas
Tndiana ]
Kansag City
i New Jemsey
Obhic
Savanngh
South Caroling 1
Tennesses
Wisconsin
Others providing AR repoxts inte e-Guardian
yes
yes
yes
yes
| yes
yes
yes
yes
yes
B yes ]
yes
" yes
ves ]
-
yes

yes j

DELIBBRATIVE//PRE-
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