
Office of the Director of National Intelligence 
Washington, DC 20511 

Mr. Nusrat Choudhury 
National Security Project 
American Civil Liberties Union Foundation 
125 Broad Street 
18'h Floor 
New York, NY 10004 

Reference: DF-2012-00079 (FBI FOIAIPA 114958-002) 

Dear Mr. Choudhury: 

i [; 

This responds to your I March 2010 letter to the Federal Bureau of Investigation 
(FBI), wherein you requested, under the Freedom of Information Act (FOIA), "records 
pertaining to the scope and implementation of the FBI's eGuardian program." In 
response to your request, the FBI located and referred two documents to the Office of the 
Director of National Intelligence (ODNI) for our review and direct response to you. 

Your request was processed in accordance with the FOIA, 5 U.S.C. § 552, as 
amended. Upon concurrent review with the FBI and the Nuclear Regulatory 
Commission, it is determined tl1at one document may be released in segregable form with 
deletions made pursuant to FOIA Exemptions 3, 6, 7(C), and 7(E); 5 U.S.C. § 552 (b)(3), 
(b)(6), (b)(7)(C), and (b)(7)(E). 

The remaining document must be denied in its entirety pursuant to FOIA 
Exemption 5; 5 U.S.C. § 552 (b)(5). 

Exemption 3 protects information that is specifically protected by statute. In this 
case, the applicable statute is the Central Intelligence Agency Act of 1949, 50 U.S.C. 
§403g, as amended, which protects, among other things, the names of ODNI personnel. 
Exemption 5 protects privileged interagency or intra-agency information, which in this 
case, is deliberative and pre-decisional in nature. Exemption 6 protects information that 
would constitute a clearly unwarranted invasion of personal privacy. Exemption 7(C) 
protects Jaw enforcement information, the disclosure of which could reasonably be 
expected to constitute an unwarranted invasion of personal privacy. Exemption 7(E) 
protects information that would disclose techniques and procedures that could enable the 
circumvention of security procedures. 

The document, as approved for release, is enclosed. Should you wish to appeal 
this determination, please do so in writing to: 

Office of tl1e Director of National Intelligence 
Chief, Infom1ation and Data Management Group 
Washington, DC 20511 
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Mr. Nusrat Choudhury 

Office of the Director of National Intelligence 
Washington, DC 20511 

Appeals must be received within 45 days of the date of this letter. If you have any 
questions, please call the Requester Service Center at (703) 874-8500. 

In addition, by letter dated 29 November 2010 we responded to your FOIA 
request on the same topic to the ODNI and advised that we did not locate any documents 
responsive to the request. Upon receipt of the documents referred to us by the FBI, we 
determined that the ODNI Office of the Program Manager for Information Sharing 
Environment- which was not previously searched- may have records responsive to your 
previous FOIA request. In light of this, we are reopening your FOIA request in which 
you requested "records pertaining to the scope and implementation of the FBI's 
eGuardian program." We will prioritize the processing of your request and anticipate 
providing you with a response in four months from the date of this letter. For 
administrative purposes, we have assigned your reopened request with a new reference 
number, which is DF-2013-00036. 

s·n erely,t 

LA h F. Hackett 
ief, Information and Data Management Group 

Enclosure 
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· Office of the Director of National Intelligence 
Attention! Program Manager, Information Sharin~ Environment 

Washington, D.C .. 20511 

(202) 331-2490 

VIsit us on the· web ·at http://www.ise.gov 

---· 
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NSI Activities 

1. REPORTS 

1 0/6109) 

DEll· 

Nota 1! Culls for 11 or12 sites completed. Still need to dose wHh 8ostun. 

/111cl need to fol/o•N up on Pr1vt:~cy questions 'With DC. 

DELIS 'TIVE//PRE-DE IONAL 

POC (Hob Ormmfngs is prinHH'Y 
.POC fo1· all BJA report itcm.s 
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~o,,T"" ~ jODN/ b6 
DEL,~~//PRE·D~Il\l 

TRAINING PLANS (Updated per IlR, 1 0/6/09) Need to sceuru funding, theu can work d10 ochedule 

TBD 

LJvjng no 

major verslon change 

! ____ --;;;~;;~~~~~~~--------~ need bused on experience r hr DC & l\'Y. (VA also 
commeut~d 011 need Ia 
1>1'1-J.SE p(1r.:itxml.) 

-------L------------------~ 

2 

DEUS TI'IE//PHE-D 5/0NAl 
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DELl 

3. SAR Outrc~cb Effort• 

BJA Projected Outreach Efforts 

Location Purpose ofOutroaclt Err(;;~ JJJA.l'oint of 
Contact 

j Projooted Dll!e 

Bmt~r's Box. Site-s Site vis1J~aseHntJ _.\s:re:ssm-sn~s I Tom O'Reilly Afwr accept;:mce of 

~--· 

Ne•v Orleans 
LVFC Vi>it .. 
? ·--·· . 
FL 

. 
Mi•mi 
LA 

l.dt.X:OUS 

TBD 

.. 
TBD 
"roD .. -

L __ _ 

Ni11l }'C Cobft:SAR Discussion$ 
Accomptmying ·AG Holder ·-
NSI briefmg.to Globot me~t"ing 
Describing SAR cxper5anc~ £uSE 
Mtg of H~ Directors. 
BtiHding Corilillunlty;·ofTrus~ .i\·ltg 

.. 

I Panel discussion for J1redictivt:-
Policing !1.1eetlng 

I \Veekly 5lfl1US discusskms I Colleg"/University Reach out::: 
vulnembi!Wc~/rcporting 

imcorp of AMTRAK ';i-,to NSJ 
Updntes about NSI Oi:'diifbrcnt 

~ - . 
n~hOIIall011Jm., (CICC, l·C Mtg;;:1 

Global mlgs, e<c) 

·-

c-Guanlian Ontrouch Efforts 

Location Purpose ufOutrcncb EITurt 

Prlvacy poUdt::s 

J Dave Lewis ) !0/1<1/09 
I Tom O'Reilly /IDll7iD9 

Tom O'Reilly '1'<1< of !9 Oct 
Tom O'Reilly 1Ci28/09 

.. 
Tom O'Reilly I'll< of l<i NLw 09 
Tom O'Reilt)' Wk of 16Nov 09 

l Tom O'Roill~ 1v1onday!i P1v1 I Tom O'Reilly Upcoming 

\ Tmli O'Reilly Upc.mUing 
Tom O'Reilly 

- As Requested j 

l'rojcctcrl Date 

~/PRE- EGuardian-662 
ECISIOiML 

-

r ... ,.;.'l Cantacl 

rTBD- ... 
INA __ I 
p 

··-

-~~A 
.. 

I ? 

17 . 

jNX~ I Rep from lJ 
Cbicngo 
TBD . ·--

NA 

b'?(: 
b -~F. 
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' 

I 
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4. Federal Participation Plana 

~~ONAL 
DHS Pluns (DB'S lnput 1 0/15109) 
Activity Completion Date 
Approval of PrA/Privacv ?ollcv ll/30/09 
Activation of Shared Space 12/l/09 
Relocation of DHS shared Space to DHS Facilities 11/15/09 
Incorporation of additional data (by agency) Into shared space 

FAMS I Completed 
Federal Protective Service (FPS) 1 v./1/09 
Us Coast Guard (USCG) 1/3/10 
National Infrastructure Coordination Center (NICe) 2{1/10 

us Secret Service {USSS) 3/l/10 

IONAL 

I Point of Contact 
Stu Frame 

I Stu Frome 
I Stu Frome 

Stu Frome 
Stu Frome 
Stu Frome 
Stu Frome 
Stu Frome 

jNRC b6 

4 
I 

I 
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TIVE~Al 
5. EV ALUA'l'ION ENVIRONMENT SITE STATUS AT A GLANCE (Updated per telecon, 10/19/09) 

Initial Training Provlded? If no, 
specify training dates. 

Pa:rtkipating EE Sites Privacy Policy Data Landed Da.tn Currently Exe~utivc Vetting Front 
Status (In worl<l (yeslno) Being Shared with (Analyst) Lin• 
In Review/ Others in NSI Offieer 
Accepted) If nol specify Environment? If 

expected datn. no, specify site 
aclivatioo date. 

Boston PO Accepted Yes Yes Yes Yes 

ChicagoPD Accepted Yes Yes Yes Yes 

FDLE Accepted Yes Yes Yes Yes Yes 

HoustonPD Accepted Yes No(TBD) Yes Yes 

Las Vegas Metropo!ltanPD lnWork No No Yes Yes 

Los Angeles PD Accepted ln SVT but not SS No(TBD) Yes Yes 

Mettopolitnn (DC) PD In Review Yes No Yes Yes Yes 

Miami-Drule Accepted No (190cto9) No(TBD) Yes Yes 

NYS!C Acoepted Yes Yes Yes Yes 

Phoenix (A=C) lnRevlew No (300cl09) No (10130109) Yes Yes 

Seattle (WSFC) In Review No (170ct09) No (!Oil7/09) Yes Yes 

VirginiaFC Accepted Yes Yes Yes Yes Yes 

FBI (e-Gumdiao) Working PIA Yes No(TBD) New BTL script seems to be working 

DHS Working PIA Yes No (TBD) I I 

6. FY10 EXPANSION SITE STATUS AT A GLANCE (as of 10!6109) 

Projected Training Dates 

Candidate F¥10 Privacy Policy Data Loaded SiteActivnti(ln Executive Vetting Front 
Expnnsion Sites Status {In review 1 (yeslno) Dnte? (Annlyst) Linll 

Accepted) Officer 

Aiabn.ma 

Diillas In Review (B/4109) 

Indiana In Review (9/17109) 

KansasCily 

New Jersey 

Ohio 

Savannah ln Review (6111109) 

South Carolina ln Review (8/6/09) 

Tennessee In Review (5121109) 

\Visconsin In Review (815109) 

5 

DE LIB TIVE/ /PRE·D 
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DELIS TIVE/~AL 
7. eGuardian Account Holders actually providing data into eGuardian 

EE Sites Providing data into c-Guardinn? (yes/no) 

BostonPD 
ChicagoPD 

FDLE 

HoustonPD 

Las Vegas Metropolitan PD 

Los Angeles PD 

Metropolitnn (DC) PD 

Miami-Dade 

NYSJC 

Phoenix (ACTIC) 

Seattle (WSFC) 

VirglniaFC 

Expansion Siies 
Alabwna 

Dallas 
fudi8l'la 

Knosns City 

New Jersey 

Ohio 

Savannah 

South Carolina 

Tennessee 

Wisconsin 

Others providing SAR reports into e-Guardian 
yes 

yes 

yes 

yes 

yes 

yes 

yes 

yes 

yes 

yes 

yes 

yes 

yes 

yes 

yes 

DEll ATIVE/ /PRE- 15/0NAL 
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