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Section 1 Introduction

LRI

1.1 Background

The Nationwide Suspicious Activity Report (SAR) Initiative as described in this Concept
of Operations (CONQORPS) builds on what law enforcement and other agencies have
been doing for years—gathering information regarding behaviors and incidents
assaciated with crime—and establishes a process whereby SAR information can be
shared to help detect and prevent terrorism-related erirninal activity.' Although nat
specifically using the term “suspicious activity reporting,” the 8/11 Commission Report is
replete with examples of opportunities lost because available information was
inaccessibie outside a specific agency or narrow community of interest because of what
the Commission referred o as "the human or systemic resistance to sharing
information.” The Commission recognized that Federal, State, local, and tribal
governments have access to information which could, when synthesized with

- information from other sources, help identify precursor activities of terrorist attacks * The
challenge is to make this information available to those who need it in time to take the
-actions needed to protect our people and institutions while at the same time ensuring
that information privacy, civil liberties, and other legal rights are adequately protected.

In an explicit recognition that suspicious activity reporting (SAR) could make an
imporiant contribution to the Nation's efiorts to combat terrorism, the Counterterrorism
Security Group (CSG), an arm of the National Security Council, tasked the Nationa!
Counterterrorism Center (NCTC) in the fall of 2005 to work with the counterterrorism
(CT) communily to develop options for improving the value of SAR io the CT missian. In
Sepiember 20086, the CSG directed the Program Manager for the Information Sharing
Environment (PM ISE) to bulld on this work and incorporate it into implementation

.. planriing activities for the Information Sharing Environment.

Section 1016 of the Intelligence Reform and terrorism Prevention Act of 2004 (IRTPA) -
directs the President fo establish the ISE—defined broadiy as an approach that
facilitates the sharing of terrorism information—"in a manner consistent with national
security and with applicable legal standards relafing to privacy and civil liberties,”™ The
purpose of the 1SE is to rationalize, standardize, and harmonize the policies, businass
processes, standards, and systems used to share terrorism-related information.
Although the intent is to achieve as much uniformity as possible across the ISE, actual

T This CONEPS wses the term “Suspicious Activity Report” in its most general sense; see Section 2.1 for a formal definition.
Accordingly, this term or its abbreviatian (SAR) should not be canfused with the very specific use of tha same term in the Bank
Séerecy Act of 1470, 31 USC 5311-5330, {as amended}, and 31 CER §103.18 where it describus a stondardized report that banks are
requilred to make on suspicious Banking transactions relevant to a possible violation of law or regulation.

'J Final Report of the National Commission on Terrovist Attacks Upon the United States {July 2004), pp. 416-419,

Ina'li'u;enri' Reforim and Terrorism Prevention Act of 2004, Public Law No. 108-458 (Du:t.mbe. 2004), B1016(b}(T). The responsibitities of

the Program M'\nager are spelled out in §T016(FH(2).
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implementations will vary depending an different mission needs and available
capabhilities. Accordingly, the ISE goal is to achieve "mostly common” capabilities
tailored to the neasds of each participant. The Pregram Manager plans for and oversees
ihe implementation of the ISE in consultation with an interagency Information Sharing
Council (ISC). Additional information on the ISE can be found on the Program

Manager's website at htip//www.ise.gov/.

The CSG-direcied effort resulted in adoption of a common definition for SAR,
agreement on a common set of SAR data elements, and a development of a preliminary
set of criterla to assist in determining whether a report suspicious activity should be
designated as an ISE-SAR, i.e., one with a potential ferrorism nexus.® Further impetus
for an integrated Nationwide SAR process to support CT came from the
recommendations responding fo Prasidential Guideline 2, approved by the President in
November 2008, that callad for the development of "processas and protocoels for
ensuring that priorily information [to include SARs] are reported fo the appropriate law
enforcement (LE) authorities and national entities to support mclusxon into national

. patterns and trends analysis.”

in October 2007, the President issued the National Strategy for Information Sharing
(NSIS), The NSIS synihesized much of the foundational work already done in
establishing the 1SE into a set of explicit requirements (described in more detall in

" Section 2) for a unified SAR process, giving rise to a number of parallel but related
activities addressing different aspects of this process, including:

« The PM-ISE, through the Common Terrorism Information Sharing Standards
Committes (CTISS) of the ISC, issued an ISE functional standard that described
an 1SE-SAR business process, information flow, and an Information Exchange
Package Document (IEPD)—part of the National Information Exchange Model
(NIEM) standards program~—to better enable ISE participants to share ISE-SAR
information in a standard format.

« The Departments of Justice (DOJ) and Defense (DoD) are implementing a PM-
ISE-sponsored evaluation environment (EE) aimed at testing and evaluating the
{EPD and business process compenents of the [ISE-SAR Functional Standard,

« The Los Angeles Police Department (LAPD) established a department-wide
process for gathering, processing, and sharing terrorism-related SARs. This
process, which is consistent with the {SE-SAR Functional Standard, uses
e-learning and roll calf training to inform officers how to recognize potential

* The lerms "SAR” and “ISE-SAR are dafined formoily on page 1 of the Information Skering Environment (ISE$ unctional Standard,
Suspicinus Actinity Reporiing (SAR), I5E-F5 200 {Tanuory 2008}, The functional standard ean b found on the CTISS registry
website, wwvw, ctise.nel. Infarmation aboul the CTISS program is available on the PM-ISE website,

1 Hynfhwww.ise pov fpages/dogyments hmd
® Guidefine 2 - Detr fop & Connmon Framesvork for the Sharing of Taformation Bettoven and Ameng Lxecutive Depertments and Agencies and
State, Local, and Tribal Goveritments, Law Enfor cr.ment,",mmrx and the Private Scetor (November 2006), p. 18, The report is available

ol htip:fiwang ise gov/docs/guidence/guldeline#202%:30. 20comman%idDzharing 20 franwwork, prd f

ta
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terrorist activities while providing standardized reporting codes that facilitate the
reporting and review of terrorism-related suspicious incidents.

« Building on the LAPD experience, the D0QJ Bureau of Justice Assistance {BJA),
the Major Cities Chiefs Association (MCCA); the Criminal Intelligence
Coordinating Council (CICC), a part of DOJ's Global Justice Information Sharing
Initiative (Global); and the Departrent of Homeland Security (DHS) sponsored a
SAR Support and Implementation Project study that made a number of important
recommeandations that were adopted by the MCCA leadership in June 2008 and
endorsed by the CICC in September.®

o The Federal Bureau of Investigation (FBI} is festing a new system called
eGuardian that supports Joint Terrorism Task Force (JTTF) investigations of
terrorism-related crimes. The intent is that all suspicious activity reporting
informatlon in eGuardian will be accessible to the ISE and vice versa; and

« The PM-ISE established an ISE-SAR Siteering Committee, comprised of the
major Federal, State, and local stakeholders, to provide strategic direction and
serve as a forum for ariiculating and addressing ISE-SAR process requirements.

1.2 The Nationwide SAR Initiative

The Nationwide SAR Initiative (NSI) is an ouigrowth of these and other activities—
responding directly to the mandate to establish a "unified process for reporting, tracking,
and accessing [SARs]” as called for in the Natfional Strategy.” That end-to-end process
is depicted in Figure 1-1 as a cycle of 12 discrete sieps (described in detail in Section 4)
that includes all activities required to address the NSIS requirement.®* The long term
goal is that most Federal, State, local, tribal, and law enforcement organizations will
patticipate in a standardized, integrated approach to gathering, documenting,
processing, analyzing, and sharing infermation about suspicious activity that is
potentially terrorisme-related, In addition to government adencies, private sector
organizations responsible for critical infrastructure and foreigh partners are also
potential sources for terrorism-related SARs.

The NSI is not a single monolithic program, but is rather a coordinated effort that
leverages and integrates alf ISE-SAR-related activities into a national unified process.
Its strategy Is to develop, evaluate, and implement common policies and procedures for
gathering, documenting, processing, analyzing, and sharing information about terrerism-
related suspicious activities. The initiative will ensure that NS participants at all level of
government adopt consistent policies and procedure that foster broader sharing of

5F indings and Reconunentdadions of the Suspicious Activlty Reperl (SAR) Support and Implenignintion Profact, Final Draft (August 2008).
The report is currently belng prepared for final publication, .

T National § teategy for nformation Sharing INSIS) (Ortaber 2607), p. A2-6, 7,

8 The terms “process” and “eycle’ are used inteschangeably when referting to this chart in the semainder of this CONODS.
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terrorism-related SARs while ensuring that privacy and civil liberties are adequately
protected in accordance with Federal, State, and local laws and regulations.

1.3 NSI Concept of Operations
This document presents an operational view of the NS1. Specifically, the CONOPS:

« Pravides a comman understanding of the NSI process so that implementation
aciivifies can be planned, execuled, and measured;

« Defines the requirements that drive the NSI process and associated
implementation activities;

-« Describes the overall process and multiple ISE-SAR-related activities in sufficient
detail to ensure thal these activities adhere to standard approaches and that all
embody adequate protection for privacy and civil liberties,;

« Clarifies the role of the EE as a microcosm of the broader NSl—a smaller-scale
implementation testbed;

+ Describes the top-level NSI governance struciure; and

« Serves as the foundation for a number of other NS| Baseline Documents
described in Section 1.4.
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1.4 NSI Baseline Documents

1.4.1  ISE-SAR Functional Standard

Varsion 1 of the /1SE-SAR Functional Siandard was published in January 2008, and will
be revised based on the results of the EE and other NS| activities. The standard:

s Requires all departments or agencies that possess or use {errorism or homeland
security information or operate systems ihat support or interface with the ISE fo
follow a common format for sharing ISE-SAR information;

+ Provides an |IEPD—consistent with the NIEM standard—that governs [SE-SAR
information exchanges fo include a full inventory of data classes, elemeants, and
definitions;

« Outlings general criteria to guide law enforcement officers or analysts in
determining whether a parficular report has a potential terrorism nexus, i.e., one
that meets the threshoid for designation as an ISE-SAR; and

« Describes the ISE-SAR information flow, highlighting the filtering and decision-
making steps that separate terrorism-relatéd SARSs from.the Iarge volume of

unrelated information.

1.42  Privacy and Civil Liberties Analysis

The ISE-SAR Functional Standard and Evaluation Environment Privacy and Civil
Liberties Analysis, issued on September 5, 2008, examines the privacy and civil libertias
ramifications of the ISE-SAR Functional Standard and the vision for deploying if in
operafing environments, makes recommendations to address issues identified as a
result of the examination, and identifies policies and safeguards that should be
implementied at the preliminary stages of this process. [t will be revised as necessary
based on the results of the EE and other NS} acfivities.

1.4.3  NSI Performance Management Plan

The NS/ Performance Management Plan will describe strategic and performarnce goals
for the N8I along with an initial sef of perfermance {argets and measures for agencies
participating in the NSI. The plan will be completed in the Fall of 2008 and updated as
needed to refine performance goals and measures.

1.44 ISE-SAR Evaluation Environment Documents

The ISE-SAR Evaluation Environment Segment Architecture, planned for publication in
Fall 2008, establishes short term {threshold) and longer term (objective) operational
oufcomes for the EE, [t lays the foundation for building execufable operational solutions

ACLUEG000890
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{or systems) that meet or exceed EE requirements and performance goals within the
framework of the ISE.

The ISE-SAR Evaluation Environment Implementation Guide, also planned for Fall 2008
publication, describes specific services and capabilities, identifies the methods for
achieving operational outcomes, and defines specific information technology assets,
applications and components required for implementing the ISE process in the EE.
Since the Implementation Guide responds to the threshold outcomes described in the
Segment Architecture, it serves as the preliminary Selution Architecture for the EE.

1.5 Relaied Pocutiienis

Although not part of the farmal NSI baseline, there are & number of other documents
that have made important coniributions to the NSI. These include:

s The National Criminal Intelligence Sharing Plan. published in 2003, serves as a
foundation for a number of Information sharing initiatives including the NSI.

« Fusion Cenfer Guidelines: Developing and Sharing Information and Intelligence '
in a New Era, a2 2008 product of the Glohal Justice Information Sharing Initiative,
defined guidelines for establishing and operating fusion centars.

« Guideline 2 - Develop a Common Framework for the Sharing of Information
Between and Among Executive Departments and Agencies and State, Local, and
Tribal Governments, Law Enforeement Agencies, and the Private Sector,
approved by the President in Novernber 20086, established a number of
requirements that formed the basis for the initial ISE-SAR business process.

« Privacy Impact Assessment for the eGuardian Threaf Tracking System.
completed in August 2008, describes the measures taken to ensure that the
FBI's eGuardian system, that pracesses and shares terrorism threat information

satisfies privacy requiremeants.

« Findings and Recommendations of the Suspicious Activity Report (SAR) Support
and Implementation Project, 1o be formally released in September 2008,
describes the all-crimes approach to gathering, processing, reporting. analyzing,
and sharing of suspicious activity by the local police agencies.

[l .
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Section 2 NSI Requirements

LTS

2.1 Overview

Suspicious activity reporting documents "observed behavior that may be indicative of
infelligence gathering or pre-operational planning related to terrorism, criminal, or other
flicit intention.”® Examples include surveillance, photography of facilities, site breach or
physical intrusion, cars parked or boats anchored in atypical locations, cyber attacks,
possible testing of securily or security response, indications of unusual public health
sector activity, unawthorized attempts to obtain precursor chemicals or toxic materials,

or other unusual behavior or incidents.

Following a thorough assessment to ensure that the information has been legaily
obtained and has a potential nexus to terrorism—iypically involving reviews by both
local authorities and officials at a fusion center or Federal agency—repotris determined
to be terrorism-related are designated as ISE-SARs and are documented, processed,
analyzed, and shared by ISE participants. Development of this unified end-fo-end
process for the NSI is driven by specific operational requirements set forth in the NSIS.

2.2 Operational Requirements

2.21 Introduction

The operational requirements for the NS! have evolved over the last several years,
-culminating in the publication of the NSIS in October 2007, In 2006, for example, the
Guideline 2 Report cited the need to define requirements “...for reporiing, tracking, and
accessing suspicious incidents and activifies."® The NSIS synthesized this work info a
specific set of SAR requirements that form the basis for the development of the NSI
process discussed in more detail in Sections 3 and 4.

The requirements oullined below in Sections 2.2.2 and 2.2.3 come directly from the
section on Suspicious Activity Reporting in Appendix 1 of the NSIS. "' Although the
National Strategy assigns responsibiiity for some of these primarily to Federal
Government agencies and allocates others to State, focal, and tribal (SLT)
governments, it is clear that they need to be viewed holistically as a common set of
requirements for the N8I requiring collaboration across all levels of government.

gJSE-SAR Functional Standard, p.1.

18 utdetine 2 Reporl, p. 18,
" N1, pp. Al-6-Al-7. Note that, although these requirements are presented in the NSIS in the conlext of SAR, some may wlso be

applicabie to other processes that support sharing other types of ferrorism-related information,

ACLUEGO000892
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2.2.2  Federal Responsibilities

The Federal Government will develop a pian and provide State and major urban area
fusion centers a machanism to gather and repor locally generated information to
appropriate Federal entitles, other States, and localities. This locally generated
information will include reports by the public or governmental personnel regarding
suspicious incidents, events, and activities. Specific activities include:

1.

Providing reparts and awareness training to State, local, and tribal authorities
regarding the sirategic goals, operational capabilities, and methods of operation
utilized by international and domestic terrorist organizations so that local events
and behaviors can be viewed within the context of poteniial tetrorist threats:

Developing a priorifized listing of the specific types of tocally generated
information of interesi to Federal entitias responsible for assessing the national
threat environment and which supports the rapid identification of emerging

terrorist threats;

ldentifying resources capable of communicating and updating these information
requirements to State. local, and tribal officials via State and major urban area

fusion ceniers;

Establishing & unified process to support the reporting, tracking, processing,
storage, and refrieval of locally generated information; and

Ensuring that efforts to gather, document, process, analyze, and share locally
generated information are carried out in a manner that protects the pfivacy and

legal rights of Americans.

2.2.3  State, Local, and Tribal Responsibilities

State and major urban area fusion centers will support the gathering of locally
generated terrorism information, homeland security information, and faw enforcement

information related to terrorism. ** Specific aclivities include;

1.

2.
3.

Completion of a Statewlde and/or regional risk assessment (threat, vuinerability,
and consequence),

Using this assessment to identify priority information needs;

identification of data sources and repositories of prioritized information:

1z Although not specifically covered in the discussion of SAR, page AT-4 of the NSIS reguives Uthan Area Security Initiative (U ASI)
fusion centers tn work with State officials to determine the most effedlive manner In which lo incorporate the UASI inta the
staewide information sharing framework, te includé how information flows between UASIs and the fusion centar designated by
the governor as Lhe primary Stale interface with the Federal Government.
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4. Mainfaining an information gathering and reporting strategy utilizing existing local
capabilities;

5. Developing, mpiementing, and maintaining a method for communicating
information priorities to locat gatherers of information;

6. Ensuring that priority infformation, including SARs, are disseminated to and
evaluated by appropriate government authorities and appropriate critical
infrastructure owners and operators;

7. Ensuring that the processes and protocols for ensuring that priority information,
including SARs, is reported to national entities to support its inclusion into
national patterns and trends analysis and other States and localities to support
regional frends analysis;

8. ldentifying requirements that support a unified process for reporting, tracking,
~ and accessing SARs; and

9. Defining a feedizack mechanism.
2.3 Privacy and Civil Liberties Requirements®

2.3.1 Introduction

The overarching goal for the NS! is that ISE-5ARs be shared fo the maximum extent
possible among authorized State, local, tribal, and Federal LE. homeland security and
other ISE participants, while protecting privacy and other legal rights. Section 1016(d) of
IRTPA calls for the issuance of guidelines to protect privacy and civil liberties in the
development and use of the ISE. In response, Presidential Guideline 5 directed the
Attorney General and the Director of Natlonal Infelligence to develop guidelines “to
ensure that the information privacy and other legal rights of Americans are protected in
the development and use of the ISE, including in the acquisition, access, use, and
storage of personally identifiable information."™

The resulting ISE Privacy Guidelines, approved by the President in November 2006,
describe the means by which Federal departments and agencies participating in the I1ISE
will protect privacy and civil liberties in the development and operation of the ISE.*® The
Privacy Guidelines also require Federal agencies and the PM-ISE to work with State,

13 The requirernenis In this section are pssentially a more detailed exposition of Requirement 5 in Section 222, They are described
separately because of the averriding importznce of protecting privacy and civil liberties in the N8I process,
1% spfernoranduns for the Heads of Executive Departments anel Agencies: Guidelines and Requirements Ia Support of the
rfn!u:‘matiun Sharing Environment” (December 2005), Section (2) (e).
¥ Cuideline 5 -Guidelines o Implement Infurmation Privecy Rights and Other Legal Pratections in the Denelupmuf ond tse of the
Faformntion faring Enviconment (Movember 2005). See httpo/fyww.lsesov/docs/enidancnlyuidelinga05%20.
Hd0privacyih20riehts¥% Mend 2 lagal % 20protgctions. pot
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tribal, and local governments and private sector organizations that are part of the ISE o
ensure that they implement approptiate policies and procedures that prov:de protections
that are at least as comprehensive as those contained in the Guidelines.*® Therefore, all
NS|. participants—both Federal and non-Federal--must adopt policies and procedures
that are consistent with the ISE Privacy Guidelines.

The {SE-SAR Functional Standard embodies a number of features that protect privacy
and other {egal rights while still supporting broad dissemination of ISE-3ARs and
‘maximum sharing of the relevant information, For example, the IEPD in Section [V of
the standard allows for two different data formats for exchanging 1SE-SAR information.
The Detaifed Format includes all data elemenis set forth in Section |V of the ISE-SAR
Functional Standard. including those desighated as privacy fields, i.e., fields containing
personal information; the Summary Format excludes these privacy fields, but includes
all other data elements in the |EPD. The ability to choose belween these two formats,
depending on privacy laws and policies, provides a powerful mechanism for controlling
access to personal information. In addition, the IEPD contains source elements that
enforce the principle of limited retention of ISE-SAR information by enabling time-
dependent purging of ISE-SARs after human review."

2.3.2  Specific Privacy Requirements

in general, participating agencies must conform io the 1SE Privacy Guidelines and
associated implementation guidance.™ In addition, participating agencies should review
the recommendations in the ISE-SAR Functional Standard and Evaluation Environment
Privacy and Civil Liberties Analysis and adopt them where appropriate. Specifically,
agencies paficipating in the NSI must:

1. Demonstrate that poficies, pracedures, and mechanisms, consistent with the
Privacy Guidelines, are in place to ensure that privacy and civil liberties are
adequataly protected in the gathering. documenting, processing. analyzing, and
sharing terrorism-related SARSs;

2. Refrain from axchanging information using the Detailed Format until these
policies and procedures are in place;

3. Integrate the management of terrorism-related suspicious information with
processes and systems used to managa other crime-relaied information and
criminal intelligence, thereby leveraging existing policies and protocols that
protect the information privacy, civil liberties, and other legal rights of the publiic; -

Lud P 10

I‘:E SAR Funclional Stawdard, Section IV, pp. 12-22,
quppor!mg Guidance inctudes Lhe Privecy and Sivdl Liberties Inplenentation Cuidy for Phu Infarutation Sharing Environnren!
(September 2007) and a web-based all-inclusive souree of resources and tools to help ensure compliance with the 1SE Privacy
Guidelines, See htipu/fwwiv lse govfpagesfisvivace-lud himl.
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4. Provide adequate traihing to all ageney personnei participating in the gathering,
documenting, processing, analyzing, and sharing of terrorism-related SARs;

5. Use appropriate physical, technical, and administrative measures to safeguard
ISE-SAR information from unatthorized access, disclosure, modification, use, or

~ destruction; and

6. Promote a policy of openness and transparency when communicating fo the
public regarding their SAR policies and procedures.

ACLUEGO000896
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Section 3 NSI Business Process Overview

A

3.1 Existing (“As-Is”) Process

As noted earlier, use of SARs as a crime fighting and prevention tool is not new; it has
been a standard part of operating procedures for Federal, State, and local law
enforcement agencies for years. Although these local processes generally worked wel,
they were largely ad hoc, focused on individual agency needs, and often depended
heavily on long-esiablished personal relationships rather than a coordinated sharing
strategy. A standard approach for documenting and sharing SARs was lacking. As the
SAR Support and Implemeniation Project report observed:

There are over 17,000 loczl law enforcement agencies in the United States that
document information regarding suspiclous criminal activity including that related to
terrorism. In the absance of national guidance. individual jurisdictions have independently
developed intradeparimenial policies and procedures for gathering and documenting
SARs: however, (he lack of standardization has restricted the efficient analysis and
sharing of this information on a regional andlor national basis."*

In the Fall of 2008, an interagency working group under the auspices of the PM-ISE
documented a number of SAR processes used by Federal, State, and local agencies.
Although the details varied, these processes exhibited a number of commonalities. They
. all typically involved a lacal information acquisition step followed by a human review and
determination priar to further dissemination. All agencies stressed the importance of this
review step in weeding out reports that may appear {6 be “suspicious” at the local level
but are resolved after a more in-depth reviaw, perhaps including additional information
available to a fusion center or Federal agency. While these individual processes served
the needs of the separate organizations, they focused on the front end (gathering and
procéssing) but neglected the crilical end-to-end steps (documenting, analyzing, and
“sharing) required to fully address the NSIS requirements,

3.2 Obijective {“To Be”) Process

To addrass this deficiency, the PM-ISE in partnership with a number of Federal, State,
and local agencies, has been working 1o define and implement a process that maintains
the requisite degree of local control embodied in the existing processes, but also
incorporates standard approaches that support sharing terrorism-related SARs with
authorized recipients across the ISE. This process has evolved over the past two years
as the requiremenis have becaome betier understood. it was documented in Version 1 of

19 ... s -
T BAR Support and tmplementation Projest, p. b,
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the ISE-SAR Functional Standard in January 2008, and has since been madified to
incorporate requirements not fully addressed in the initial version.™

The steps in the NS| cycle depicted in Figure 1-1 are presented in detail in Section 4,
but first it is important o delineate some key principles that apply across the cycle:

» The process represents a cycle that responds to SAR requirements as set forth
in the NSIS, including some (e.g., Information Needs. Threat assessments) that
contribute to other ISE processes, not only SAR;

« It incorporates multiple levels of review and vetting to ensure that information is
legally gathered and managed and has a potential nexus o terrorism;

« Tosupport local agency needs and to ensure that all Federal, State, and local
jlaws and regulations are followed, the process relies on a distributed system of
sharing that maintains locat control over ISE- SAR information;

« The process is not static, but wili be medified to. lncorporate lessons-learned and
best practices from activities such as the EE;

= To foster collaboration across all levels of government, the process enables
greater awareness of Information needs among Federal and SLT agencies;

« Where possible, SAR handling will be incorporated into existing processes and
procedures used to manage other crime-related information and criminal
inteliigence so as to use comman policies and protocols that protect the
information privacy, civil liberties, and other legal rights of the public; and

« [SE-S5ARs containing parsonal information that are later determinad (either by the
original submitting organization or another participafing agency) {o have no
terrorism or criminal nexus, will be removed from the Shared Space and
participants notified of the change in stalus. :

Before discussing the individuat steps of the process, an example may cianfy overall
process, the flow of information, and the decision steps involved.

3.3 Example Operational Scenario

In rural Virginia, an owner of a seif-storage locker business takes his dog out for 2 walk
on the seif-storage lot. As he follows his dog he observes a U-Haul Rental Truck with a
Washington, D.C. license plate and three men unloading metal drums from the rental
truck and placing them in a locker. As he and his dog approach, the men quickly close
the back of truck and the storage locker door and one of them tries to hlock his view of
the license plaie, but not before the man makes a quick mental note of the license
number. He says helio but receives no acknowledgment from the men. The man

I The ISE-SAR Functional stondard will be updated ta incorperate these changes and the results from the EE,
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continues to walk his dog. but thinks this behavior is odd. So when he returns to his
office, he calls the [ocal sheriff's depariment to report what he observed.

By the time the deputy arrives the rental truck has departed. Following his training and
the department's operational guidelines, the deputy conducts a field investigation,
interviews the owner, and gathers as many facts as possible. The owner provides a
description of the three men and the license number of the rental truck. Additionally, he
provides the deputy with a copy of the storage locker's rental agreement which shows a
Washington D.C. address and telephone and a photocopy of the renfer's driver's
license. The deputy checks the information provided against the "fact based” systems to
which he has access and finds that no wanis or warrants are outstanding and no
additional information is available. Nevertheless, hecause of some information from the
Virginia State Fusion Center regional risk assessment that was included in a recent roll-
call fraining session conducted by the sheriff's office, the deputy does not discount the
possibility that this incident may have a cennection to terrorism.

The deputy completes his department's field investigation report and turns it in at the
end of his shift. The report is subjected to a review following the-department's policies
and procedures. Based on this review, a decision is made to forward the report to the
State Fusion Center for further review, The fusion center analyst raviews the report
against criteria for establishing a potential terrorism nexus. The analyst also has access
to NCTC reporting and other information that describes the use of remote storage
locations to stage equipment and supplies by terrorist organizations in several other
countries. Based on her training, experience, and knowledge of terrorist operations, she
determines that {he aveni is a suspicious activity with a potential nexus fo terrorism,

The fusion center analyst creates an ISE-SAR and stores i in the fusion center's ISE
Shared Space. Although, she knows the information is also available to the local FIG
and JTTF through eGuardian acting as a Shared Space, she decides io walk down the
hallway and make sure that the local FBI team is aware of this specific activity. Because
this incident appears to be similar to other unusual activity that had come to its
attention, the JTTF, in collaboration with local authorities, checks the information and
conducts a follow on inquiry. Based on a number of investigative technigues—
interviews, fact based data base checks, intelligence reporis, surveillance, and others—
additional information is acquired and an active case opened.

in the same timeframe, officers from the Washington Metropolitan Police Department
{(MPD) are conducting investigative activities related to a tip called info the police
concerning a group planning to use an improvised explosive device (IED) in the
Washington Capital area. The MPD queries the Virginia and Maryland Stata Fusion
Centers’ Shared Spaces for information that might be relevant to their investigative
activities concerning the [ED tip. Based on the information placed into the Shared
Space by the Virginia State Fusion Center, the MPD identifies a vehicie parked near
where someone was seen taking pictures of Federal buildings in Washington, BC and

14

ACLUEG000899



NS Copcent of Operdsions

e

traces the license plate to the same individual who had rented the U-Hau! Truck noted
eaflier in the rural Virginia seli-starage facility.

As additional pieces of investigative information are added, officers in ali three
metropolitan Washington jurisdictions worlk collaboratively with the JTTF as they move
closer to.making arrests and disrupting a potential terrorist operation against targets in

the national capital area.
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Section4 Steps in the NSI Cycle

This section describes the 12 steps of the NSI cycle shown in Figure 1-1. These steps
are grouped info five phases: Planning, Gathering and Processing, Analysis and
Production, Dissemination, and Reevaluation. Appendix A traces the activities in each
step back fo the baseline NSIS requirements outlined in Section 2 and also maps them
to the 9-step process and information flow in Part C of the |SE Functional Standard.

Before describing the individual steps, however, it is important to highlight a few points:

« Although presented as a series of discrete steps, the process must be viewed as
a continuous cycle that constitutes a unified process that uses suspicious activity
reporting as another saurce of information supporting CT operations.

« The cyclic nature of tha process means that the selection of the starting step is
somewhat arbitrary. We begin the discussion beiow with the Planning phase to
reinforce the point that an effective [SE-SAR process needs to be driven by
threat and risk assessments and conducted by trained personnet.

» The fundamental precept that runs through the entire process is that efforts to
detect and prevent terrorist attacks rely on accurate, timely, valid, and reliable
information to support Jaw enforcement investigations and other counter-
terrorism activitias. Accordingly, before any information is posted in an ISE
Shared Space as an ISE-SAR it will be subject to multiple leveis of review and
vetting by frained personnel to ensure that the information is accurate and
refiable, has been legally obtained. and has a potential nexus to terrorism.

4.1 Planning

4.1.1 Produce National Threat Assessments

The NSI cycle begins with the production and dissemination of information products
about terrorist plans, intentions, and capabilities that are then made available to 1SE
parficipants. These threat agsessments—typically but not exclusively, produced by
Federal agencies—may be derived from multiple information sources, take varying
forms, and be issued as classified or unclassified reports, Threat assessments, in furn,
help shape the development of local or regional risk assessments by State and major
urban-area fusion centers.”

One important contributor to federally-coordinated threat assessmeanis is the
interagency Threat Assessment and Coordination Group (ITACG) located at the NCTC.

n Although these threat sssessments are discussed here In the context of the NS SAR process, they alse contribute divecily ta othar
ISE processes as well.

[y
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The ITACG-~staffed by personnel from Federal, State, and local agencies—identifies,
reviews, and assasses relevant materiai of interest io SLT entities. It supports the
appropriate dissemination of federally-coordinated terrorism information products
fhrough existing websiies and distribution channels of DOJ, DHS, and other agencies.
Specifically, the ITACG supports the production of three types of reporting:

1. Alerfs, Warnings, and Noidifications and updates of time-sensitive information
related to ferrorism threats to locations within the United States;

Situational Awareness Reporting regardiﬁg significant events or actlivities
occurring at the international, national, State, or local level to meet the needs of

SLT customers; and

1.

3. Terrorism-Related Strategic and Foundational Assessments of terrorist threats to
the Unitad States that meet the needs of SLT cusiomers.

412 Conduct Local or Regional Risk Assessments

The threat assessments described in Section 4.1.1 contribute directly to local or
regional risk assessments performed by State and major urban area fusion ceniers, in
collaboration with local DHS representatives, JTTFs, and FBI Field Intelligence Groups
{FIGs).* Whereas threat assessments paint a broad national level picture of terrorist
plans, Intentions. and capabilities, risk assessments assess the threat in ferms of
specific local or regional conditions. Accordingly, they must take info account
vulnerabilities and consequences as well as threats. For example, an indication that a
terrorist group might be exploring atiacks on passenger rail transport would be of
significant interest o fusion centers in the Northeast corridor of the U.3., but would be
much lass important to regions less dependent on commuter railways. Although the
responsihility for the risk assessment rests with-the fusion cenier the need o collaborate
with other Federal, Staie, or local agencies as well as private sector organizations in the
region is essential. A risk assessment of critical infrastructure, for example, needs to
incorporate information that may only be available to DHS or its private sector parthers.

413 Develop Local or Regional Information Requirements

Local or regional risk assessments provide information that-should result in more
informed and focused gathering of suspicious activity information by adding a-more
dynamic component to the generic criteria described in Part B of the ISE-SAR
Functional Standard. In addilion, they form the basis for the fusion center’s inputs into
the national CT Information Needs process (see Secfion 4,5.1),

*2 I stime cases, State Homeland Securily Advisors or other officials may have already performed risk assessments. In these cases,
the assessments would be modified based on the updated threat informatlon if necessary.
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4.1.4  Train Personnel

The SAR Support and Implementation Project report highlights the fact that training at
all levels is a vital component of an effective process. It calls for, "a training program
that reaches all levels of law enforcement personnel so that they can recognize the
behaviors and incidents that represent terrorism-ralated suspicious activity,”™ Although
this report understandably dealt primarily with State and locai LE agencies, the need for
fraining is equally important for Federal LE personnel participating in the NSt
Specifically, training programs should:

« Ensure that all personnel, regardless of position, understand their roles in the
gathering, processing, analysis. and reporting of SAR information;

» See that fusion center personnel understand the overall process and can apply
the criteria and refated factors for determining that a parficular suspicious activity
has a potential terrorism nexus;

- Emphasize that SAR reporting is based on observable and clearly defined
behaviors and not individual characteristics such as race, culiure, religion, or

nolitical associations; and
« Inciude guidance on the protection of privacy and civil liberties, ™

4.2 Gathering and Processing

421 Acquire Suspicious Activity Information

Local LE agencies or field elements of Federal agencies gather and document
suspicious activity information in support of their responsibilities to investigate potential
criminal activity, protect citizens, apprehend and prosecute criminals, and prevent
crime. Information acquisition begins with an observation of unusual or suspicious
behaviar that may be indicative of criminal activily associated with terrorism. Such
activities include, but are not limited to, surveillance, photography of facilities, sile
breach or physical intrusion, cyber attacks, possible testing of physical response, or
other unusual behavior or sector specific incident.”

Regardiess of whethar the initial observer is a private citizen, a government official, or a
law enforcement officer, suspicious activity is eventually reported to a lacal LE agency
or local office of 2 Federal agency in the affected jurisdiction. The agency responds to
the repori of information and may gather additional facts through personal observation,

1‘ indings and Recommmendativns of the Suspicious Activity Report 1SAR) Sepport and Froplententation Project, p. 20

* Ihid. w21,
2% vt B of the ISE-SAR Fanctiona! Stadard contains seme general erlterls for wiiat constitutes lerrorism-related suspleions activity,
More sperific criteria codes are included in the Findings and Recormendations of the suspicious Activity Report sud Inplemedation

Projeck. (Final Draft, June 2008).

et
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interviews and other investigative activities. Context is an impartant factor in
determining whether or not a particular activity is considered suspicious, Taking a
photograph of a national monument is more often than not indicative merely of normal
tourist behavior. Photographing a nuclear power plant, on the other hand, especially if
the persons involved behave surreptitiously. is more likely to cross the threshold into
suspicious activity.

When the initial invesfigation or fact gathering is completed, the investigating official
documents the event in accordance with agency policy, local ordinances, and State and
Federal laws and regulations. The documentation can be in paper or electronic form,
and may be stored in a local information system.

4.2.2  Perform Local Processing

The information is reviewed within a department by appropriately designated officials for
linkages to other suspicious or criminal activity in accordance with depantmental policy
and procedures.™ Although there is always some level of local review, the degree varles
from agency to agency. Smaller agencies may forward most SARs directly to the State
ofF major urban area fusion center or JTTF with minimal local processing. Major cities,
‘on the other hand. may have trained CT experts on staff that apply a more rigorous
analytic review of the initial reports and filter out those that can be determined not to
have a potential terrorism nexus,

423 Provide SAR to Fusion Center or Federal Agencies

After appropriate local processing, agencies make SARs available to the relevant State
or major urban area fusion center. ¥ Field components of Federal agencies forward
their reports fo the appropriate regional, district, or headquarters office employing
processes that vary from agency fo agency.

Depending on the nature of the activity, the infarmation could cross the threshold of
“‘suspicious” and move immediately info law enforcement operations channels for follow-
on action against the identified terrorist activity. In those cases where the local agency
can determine that an activity has a direct connection to a possible terrorist-related
crime, it wili provide the information directly to the responsibie JTTF for use as the basis
for an assessment or investigation of a terrorism-related crime as appropriate.® The FBI
uses eGuardian, an unclassified extension of its GUARDIAN system, as the primary -

1y appropriate, the agency may consull with a JTTFE FIG, or fusion center.

N, although the [SE deals exclusively with terrorisin related SARs, many fusion centers have an "al} crimes™ mission.
Accordingly, jocal agencies can forward SARS to the fusion center even though the connection with tecrarism may be lenuous or
non-existent. The key point is that the SAR will not become 2n ISE-SAR unless a review at the fusion center establishes a potential
frrorism nexus.

2 The “Attorney General’s Guidelines for Damestic FBI Operations,” pp, 16-24 identifies three different lovels of investigative or
information gothering activity—Assessments, Predicated Investigations, and Enterprise Investigations.
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meachanism for JTTFs to receive and foliow up on investigative leads of terrorism-
related crimes. The Bureau is making eGuardian available to Federal, State, local, and
fribal law enforcement entities, and has agreed that eGuardian SAR information will be
made available to the ISE and vice versa. Consequently, eGuardian reports, whether
entered directly by the local agency or by the JTTF, will be accessible to the fusion
center through ISE Shared Space. Appendix B provides additional information on the
roles of ISE"Sharad Spaces and eGuardian in the NSL

4.3 Analysis and Production
43,1 Process and Analyze SAR at Fusion Center or Federal Agency

The fusion center or Federal agency anters the SAR info its local information system
and then performs an additional analytic review to atiempt fo establish or discount a
potential terrorism nexus. First, an analyst or law enforcement officer reviews the newly
reported information against ISE-SAR criteria outlined in Part B of the ISE-SAR
Functional Standard. Second, he aor she will review the input against all available
knowledge and information for linkages to other suspicious or criminal activity.

4.3.2 Determine and Document an ISE-SAR

Following this review, the officer or analyst will apply his or her professional judgment to
determine whether or not the information has a potential nexus fo terrarism. If he or she
cannot make this explicit defermination, the report will not be accessible by the ISE,
although it may be retained in local fusion center or Federal agency files in accordance
with established retention policies and business rules. As was already noted in the
discussion of processing by focal agencies (see Section 4.2.3). where the fusion center
or Federal agency can determine that an activity has a direct connection to a possible
-terrorist-related crime, it will provide the information directly to the responsible JTTF for
use as the basis for an assessment or invesligation.

4.4 Dhissemination

441 Post ISE-SARs to I5E Shared Spaces

The term “ISE Shared Spaces"—a key element of the ISE Enterprise Architecture
Framework (ISE EAF)—describes a functional concept, not a specific technology
implementation approach.® {SE Shared Spaces make standardized terrorism-related
information accessible to other ISE participants. Although viewable by other authorized

® Although the ISE SAR Functipnal Standard describes the determination of 2n ISE-SAR as a two-part process, in many cases the twe

steps take place almost concurmently.
® For example, although dedleated servers at State or major urhan area fusion centers nnd eGuardian mspond to different needs,
employ different technicul approaches, and provide different featares, both can function 2¢ 1SE Shared Spaces,

ACLUEGO000905



N Cameepd of e m’um

oA E R

ISE individuals and organizaiions, the information in an ISE Shared Space—in the case
of the NS, ISE-SARs—remains under the management and control of the organization
originally submiiting the terrorism-related information. ™

Once the defermination of a potential terrorism nexus is made, the information hecomes
an ISE-SAR and is formatted in accordance with the ISE-SAR Functional Standard's
IEPD.* This ISE-SAR is then stored in-the fusion center, JTTF, or ather Federat
agency's ISE Shared Space where it can be accessed by authorized law enforcement
and homeland security personnel in the State or major urban area fusion center's area
of responsibility as well as other ISE participants, including JTTFs through eGuardian. =
This allows the fusion center to be cognizant of all terrorist-related suspicious activity in
its area of responsibifity, consistent with the information flow description in the {1SE-SAR
Functional Standard. Although the information in Shared Spacas is accessible by other
ISE participants, it remains under the control of the submitting organization, i.e., the
fusion center or Federal agency that made the initial defermination that the activity
constituted an ISE-SAR.* :

4.42  Access and Display ISE-5ARs

By this stage of the process, all initially reported SARs have been through multiple
levels of review by trained personne!f and, to the maximum extent possible, those

. reports without a pofential terrorism nexus have been filtared out. Those reports posted
in ISE Shared Spaces, therefore, can be presumed by Federal, State, and local analytic
personnel to be terrorism-reiated and information derived from them can be used along
with other sources fo develop CT analytic products. As in any analyfic process,
however, all information is subject to further review and validation, and anaiysts must
coordinate with the submitting arganization to ensure that the information is stiil valid
and obtain any available relevant supplementary material before incorporating it into an

analylic product.

Information in ISE-SAR Shared Spaces can be searched, accessed, and displayed by
authorized ISE investigative and analytic personnel to support their CT missions.
Although the ISE is a distributed environment consisting of mulfiple Shared Spaces at
various locations, the intent is the federated search and query approach make it appear
to requestors as a single integrated information resource. As a rule, a requestor will first-
formulate a guery that will identify candidate ISE-SARs from all or selected |1SE Shared
Spaces that satisfy the search criteria. The requestor can then select and display

inﬁzrmu!rm. Shrring Evetrountent Enterprise Architeehure Frantevoors (August 2007), p. xvill,

ISE SAR Functiopal Standard, Section [V, pp. 12-23,

% Version1 of the JSE SAR Fanctional $tandard identifies the organizations that can designate ISE SAR as either (a) State and major

urhen ares fusion centers or headguarters, or (b) fivld components of Federal Government agencies with 2 CT mission, One of the
4 Dphon‘? to be evaluated during the BB is whether or not same or ali majar city police departments should have simitar ability.

" Saction 1V of the ISE-SAR Funetional Standard difterentistes between the “Source Crganization” (the agency thet inifates the

reporty and Submilting Organization” ¢the agency that provides the ISE-SAR ta the ISE), noting lhm in some cases, they coa be

the same. See ISE-5AR Fi rmcmmal Standard, p- 12,
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individual reports of interest. Depending on privacy policy and procedures established
for the NSi as a whole or by agencias respansible for individual Shared Spaces,
reguastors may only be able fo view reports in the Summary Format of the 1SE-SAR
IEPD, i.e. without privacy fields. In these cases, requestors may contact the submitting
organization directly to discuss the particular report more fully and obtain access to the
information in the privacy fields if appropriate.

4.5 Reevaluation
4,51  Establish a Natiomal Framework for CT Information Needs

in response to the NSIS requirement to facliitate “the exchange of coordinated sets of
requiremants and information needs across the Federal and non-Federal domains,” the
NCTC, FBI, DHS, and the PM-ISE are establishing a framework to enable sharing CT
information needs among Federal agencies and SLT organizations.™ When fully
implemanted, this process will incorporate a mechanism for SLT agencies to input
terrorism information needs and provide for annual review, revision, and sharing of CT
information needs across all levels of government.

4,52 Provide Feadback

Feedback takes place confinuously throughout the NSI cycle; itis not a single discrete
step. It is described here because it is conceptually related to the reevaluation phase of
the process. Feadback encompasses hath operational feedback to ISE participants—
information regarding the status of ISE-SARs—and administrative feedback—
-information regarding possible future process improvementis, e.g., best practices, or
changes to the Functional Standard. This latter type of feedback is managed through
the NS! governance process described in Section 6.

Operational feedback on the status of ISE-SARs is an important element of an
integrated NS| process. First of all, it is important to notify source organizations when
information they provide is designated as an ISE-SAR by a submilting organization and
made available for sharing-—a form of positive feadback that lets agencies know that
their initial suspicions have some validity. The second place feedback is essentiial is to
notify all ISE participants if further evidence determines that an ISE-SAR was
designated incorrectly so that the original information does not continue o be used as
the basis for analysis or action. This iype of feedback can support agency redress
processes and procedures where appropriate. To foster collaboration among
participants and ensure accountability, at feast inilially, operational feadback
mechanisms should be under human control, employing simple techniques such as
telephone or electrenic mail.

B usis, p. 1t
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Section 5 The ISE-SAR Evaluation Environment

51 Objectives

ISE Evaluation Envirenments represent & low risk approach for testing and evaluating
ISE policies, business processes, capabilities, and standards by sponsoring efforts that
implement and evaluate solutions to operational needs in a relatively controlled
environment.® An EE is not merely a proof-of-concept or technology demonstration, bui
serves as a preliminary phase of a longer term effort that assesses and refines
processes and capabilities prior to full-scale operational use.

The ISE-SAR Evaluation Environment serves as a microcosm of the broader NS1—a
smailer-scale implementation testbed. It provides a platform to test and evaluate the
staps in the NS cycle described in Section 4 in a real world setting. It allow
moadifications and improvements to be made in a controfled way wiih the goal of
publishing a guide or template for Federal and SLT agencies fo use in establishing a
national process for gathering, documenting, processing, analyzing and sharing of
terrorism-related suspicious. Specific objectives include:

1. Improving operational processes at local LE agencies and Fusion Cenfers by
providing capabilities to document, store, and share terrorism-related SARs;

2. Testing and validating fundamental ISE EAF concepts and core services;

3. Incorporating “Lessons-Learned” and “Best Practices” into an implementation
. guide and template for establishment of a national [SE-SAR process;

4. Informing ISE Invesiment Planning; and

5. Issuing an updated version of the ISE-SAR Functional Standard.

5.2 Participaiing Organizations

The ISE-SAR EE is sponsored and funded by the PM-ISE who is respansible for overall
diraction and oversight. DOJ/BJA provides planning, project marnagement, and
implementation services. The Office of the Assistant Secretary of Defense for Homeland
Defense and America's Security Affairs (ASD HD&ASA) participates in support of the
DoD force protection/anti-terrorism mission. DHS fusion center representatives will
support ISE-SAR activities at participating sites, and at least one DHS component
organization will implement an |SE Shared Space accessible by other EE participants.
The FBI will participate in the EE primarily through its JTTFs, some of which are

sk, Implenzentation Plan (Neuensher 2006), p. 30.
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collocated with fusion centars, who will use the eGuardian system both as a source of
CT investigative leads as well as a vehicle for accessing 1SE Shared. In addition to the
Federal organizations, the MCCA. the CICC, the Inlernational Association of Chiefs of
Police (IACP), and the Major County Sheriffs’ Association (MGSA) will help provide
aversight from the State and local perspective.

ISE Shared Spaces are currenily being installed at three State fusion centers—New
York, Florida, and Virginia. The latter two will also serve as testbeds for cross sharing
between the LE and Defense (force protectionfanti-terrarism} communities. In addition,
up 1o nine sites. including a mix of State and major urban areas fusion centers as well
as DHS and FBI {(sGuardian), will be added over the next year, providing a user base of
sufficient size and diversity to test the viahility and scalability of the process. Access to
the EE will be available through multiple SBU networks or portals—Law Enforcemeant
Online (LEQ), the Regional Infarmation Sharing System (RISS), and the Intelligence
segment of the Homeland Security Information Netweork (HSIN). The entry point for
federated searches and retrievals of ISE Shared Spaces is BJA's National Criminal
Intelligence Resource Center (NCIRC).Figure 5-1 shows a itop level view of the ISE-

SAR EE,

User's Secure Network
RISS-LEQ-HSIN Intel

e

i Federst
Boxes
eGuardian
DHS)

Figure 5-1. Top level View of ISE-SAR Evaluation Environment

ACLUEG000909



NS Coneept oF Olperaifon-

R X T Liom it

5.3 Functional Capabilities
The EE will provide the following capabilities to participating sites:

1. The ability to for authorized organizations to formmat incoming SARs in
accordance with the ISE-SAR Functional Standard and post the resulting reports
in an ISE Shared Space:

2. The ability for authorized EE participants in fusion centers; Federal, State and
local LE agencies; JTTFs; and FIGs to access and view ISE-SARs; ™

3. The abhility to store and retrieve free text SAR summaries with no personal
information in a sharable library accessible by EE participanis and others;™

4, Protected access to ISE Shared Spaces using existing networks authorized to
store and transport formerly Sensitive but Untlassified (SBU) information without
requiring additional identification or authentication;*

5. Assistance in developing and improving supporting procedures and business
processes as required, including privacy-related policies and procedures; and

6. Assistance in developing risk assessments and information needs to inform the
gathering of terrorism-related SARs on a local or regional basis.

I The long teem goal is that the informafion in [SE-SARs be usable in other toals and applications available to ISE participants. For

_ the EE, however, ISE-5ARs can only be accessed and displayed; there will be no capability to store them localty.

* The ibrary was origioally proposed as a "guick win” that coudd be implemented easily with minimn! privacy impact. What, if
any, long-term role it will plsy in the NSE i3 still under consideration
Although the term “58U” s still in cormnon use, a Presidential memorandum issued in May provided a new fromework for what
it defined as Controlied Unclogsified information {CUT). CUL will eventually replace the SBU designatian, but the teems will be
used inferchangeably. See Memprandun for the Heads of Execulive Departments and Agercies: Desiguation and Sharing of Controlled
Linciassified Iformation (CLT), White House (May 9, 2008). Available online ak:

ffwrw . whitehouse. pov/news/relenses/2008/05/20080509.6, html

2
o1}
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Section 6 Managing the NSI

6.1° Agency Roles, Missions, and Responsibilities

The NS! is a collaborative effort among a number of Federal and SL.T government
agencies with CT responsibilities. This section defineates their roles and responsibilities

in the NSL

6.1.1 Federal

1. The PM-ISE is the sponsor of the NSI pursuant {o his role of "assisting in the
development of policies, procedures, guidelines, rules, and standards as
appropriate to foster the development and proper operation of the ISE." *® The .
office of the PM-ISE

a. Provides broad direction, coordination, and oversight of all NSI activilies;

b, Coordinates ail outreach and pubiic affairs activities about the NSI;

¢. Reports results to the I1SC and other Federal Government organizations as
appropriate; ,

d. issues, maintains, and updates the ISE-SAR Functional Standard and other
NSI baseline documents in consuliation with the ISE-SAR Steering
Commitiee (ISE-85C) and the I1SC; and

e. Supports Federal agencies in pianning and budgeting for follow on activities.

2. The ISE Privacy Guidelines Committee (PGC}, a standing committee of the
ISC composed of ISC member agencies' |ISE Privacy Ofiicials, provides advice
and guidance to N8I participants as needed to assist them in ensuring that all
NSI aciivilies are conducted consistent with applicable laws and paolicies
protecting privacy and civil liberties,

3. DOJ/BJA

a. Provides overall project management for major pats of the ISE-SAR EE;

b. Executes all tasks and responsibilities described in the PM-ISE-DOJ
Memorandum of Understanding, dated July 29,_2008; and

c. Reports regularly on progress fo the PM-ISE and the ISE-S85C.

4. DOJFBI as the lead Federal organization responsible for investigaiing
terrorism-related crimes,

O IRTPA, SIO16(AEYA).

36
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Supports NCTC in establishing and managing a process that Incorporates the
CT information needs of SLT organizations;

Develops intelligence products—including products based in whole or in part
on analysis of ISE-SARs where appropriate—and makes them available to
Federal and SLT customers;

Shares FBI terrorism-related suspicious activity information with sites
participating in the ISE-SAR EE;

Trains personnel on their roles and responsibilities in the N8| process as
appropriate; and,

Assisis in the planning and execufion of the EE and collaborates with sites to
develop local or regional risk assessmenis and information requirements.

5. DoD/ASD (HD&ASA)

a. .
b. Ensures that information about suspicious activity relating to the protection of

Establishes one ar more sites as part of the 1SE-SAR EE;

DoD personnel and facilities is shared with sites participating in the EE; and

Trains personnel on their roles and responsibilities in the NS| process as
appropriate.

6. DHS/Undersecrefary of Homeland Security for Intefligence and Analysis

(1&4)

a. Coordinates SAR activities of DHS companents;

b. Supports fusion center SAR analytic activities as appropriate:;

c. Supporis NCTC in establishing and managing a process that incorporates the
CT information needs of SLT organizations;

d. Develops infeffigence producis—including products based in whole or in part
on analysis of |SE-SARs where appropriate~—and makes themn available to
Federal and SLT customers;

e. Participates in the ISE-SAR EE through one or more of iits component
organizations; :

f  Ensures that information about suspicious activity relating to homeland
security is shared with State and major urban area fusion centers participating
in the EE;

g. Trains personnel on their roles and responsibiiities in the NSI process as
appropriate and

h. Through its fusion center representatives, assists in the planning and

execution of the EE and helps sltes develop local or regional risk
assessments and information requirements,
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7. NCTC

a. Working with the Cffice of the Director of National Intelligence (ODNI), DHS,
and the FBI, establishes and manages a procass that consolidates and
shares CT information needs among Federal agencies and SLT
organizations; and

b. The ITACG, a component of the NCTC, informs and helps shape national
intelligence community products—including products based in whole or in part
on analysis of ISE-SARs where appropriate—by providing advice, counsel
and subject matier expertise to better meet the needs of SLT organizations,
and facilitates dissemination of these praducts to SLT agencies through
established channels.

8. ODNI/ Policy Plans and Requirements/ Homeland Security and Law
Enforcement

a: Supports NCTC in establishing and managlng the CT Infarmation Needs
process; and

b. ieads the effort to establish a framewotl for how ISE—SARS will be used as
part of the CT analysis process.

9. Other ISC member agencies
a. Ensure that agency processes that support gathering, documenting,

procdessing, analyzing, and sharing terrorism-related suspicious activity are
conducied in accordance with the ISE-SAR Functional standard and this

CONOPS;

h. See that adequate resources are programmed and budgeted to suppor’t
agency participation in the NSI; and

c. Train personnel on their roles and responsibilities in the NS! process as
appropriate,

6.1.2  State, Local, and Tribal
1. State, focal, and tribal law enforcement agencies
a. Train front line personnel ic recognize behavior and incidents indicative of
criminal activity associated with terrorism;

b. Ensure that personnel observe and document such hehaviars in accordance
with laws and regulations;

c. Review SARs for accuracy, completeness, and potential terrorism nexus; and

d. Forward SARs to State and major urban area fusion certers (and to JTTFs
where appropriate) for further analysis or action.
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2. Sfate and major urbah area fusion cenfers

a. Train personnel to process and analyze SARs received from SLT law
enforcement agencias; _

b. Demonstrate that policies and procedures are adequate fo protect privacy
and civil fiberiies; _

¢. Revlew SARs received from SLT law enforcement agencies to determine
whether they should be designated as [SE-SARs;

d. Post all ISE-SARs in an ISE Shared Space in a manner cansistent with the
ISE functional siandard;

e. Develop local or regional risk assessments in collaboration with local DHS
and FBI representatives;

f. Develop information requirements based on lacal or ragional risk
assessments and national information needs; and

0. Ensure that ISE-SAR information is accessible by the other fusion centers in
the State or geographic region as appropriate.

6.2 The ISE-5AR Steering Committee

The ISE-S8C provides overall direction and oversight of the NSI. The ISE-8SC, shown
in Figure 8-1, is chaired by the PM-ISE and is comprised of members from all the
Federal and State, local, and tribal stakeholders participating in the NSI. It serves as a

forum for:

<

Ensuring that all NSI participants have a common understanding of the goals and
activities of the NSI;

Coordinating agency cutreach and public affairs releases to ensure they are
consistent with the goals and activities of the N3I;

Reviewing and approving major N5| baseline documents (see Section 1.3);
Reviewing NS progress and making adjusiment to plans and activities as
required;

Reviewing the results of the iISE-SAR EE and planning for follow-on aciivities and
resgurces,

Providing requirements to the 1ISC CTISS Committee for modifications to the [SE-
SAR Functional Standard and approving changes where appropriate; and
Serving as a forum for addressing other ISE-SAR Community-wide issues of
concern.
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The ISE-SSC is linked to the overall ISE governance structure through the PM-ISE and
the ISC.** In particular, given the importance of the ISE-SAR Functional Standard and
privacy issues to the NSI, it has close ties to the [SC CTISS Committee and the PGC.
The ISE-88C can establish temporary working groups to address specific issues; these
groups wilt be disbanded when the issug is resolved. The {SE-S85C provides strategic
direction and oversight to the EE, but day-to-day execution is In the hands of a project

management feam.

Dol
DeD
[s]wA}
DOHS
DNI
FBI
NCTC
PMAISE
cice

. CTsE
| Commidee 7 ) .(/

|

i 1SE-SAR ~. !
. Privacy }---w-"""—---* Steering - |
Guldelines } Committee '

" ‘Compmitiee

O
7 Y

SAR Evaluation | e
Environment Adl MHoe Wis
{as needed)

r

Figure 6-1. ISE-5AR Steering Comimitice Structure

6.3 NB5I Performance Management

The long term goal for the N8| is that most Federal, State, iocal. tribal, and law
enforcement organization will participate in a standardized, integrated approach to
gathering, documenting, processing, analyzing, and sharing terrcrism-related suspicious
activity. Realizing this goal reguires that specific performance goals and measures be
established for the ISE-SBAR EE and other NSI activiies. These will be described in the

NSI Performance Management Plan.

“VISE Implemzriation Plon, Pp-36-39.
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Appendix A -~ Mapping of NSIS Requirements to N5I Process

Table A-1 maps the NSIS requirements identified in Section 2.2 to the associated
step(s) in the NSI process described in detail in Section 4 and to the steps in the
information flow description in Part C of the ISE Funclional Standard. Since Version 1 of
ISE-FS-200 dealt primatily with the parts of the overall process from initial observation
through sharing and use, some of the NSIS requirements have no direct mapping and
are denoted as N/A in the |SE-FS-200 column of the table. As noted earlier, ISE-FS-200
will be updated based on the EE and other NSI activities.

Table A-1. Mapping of NSIS Requiremenis to the NSI Cyele and the Funictional Standard

Federal Responsibiities

Providing reparis and awarenass training to State,
focai, and tribal authorities regarding the strafagic
goels, operational capabilities, and methods of
2221 operation ufilized by international end domestlc Section 4.1.1 Step 8
terrerist organizatiens so that local events and
behaviors canr be wiewed within the contexi of
potential terrarist thrests
Developing a pricitized Iisting of the specific types of
localty generated information of inlerast to Federal
2232 entities responsible for assessing the natlonal threat | Section 4.5.1 NIA
environment and which supports the rapid
identificaiion of emerging terronst threats
fdentifying resources capsble of communicating anct
- updeting these iniormation requirements to State, " .
2.2.23. iopcai. and ¥rinal officials via State and major urkan Sections 4.1.3, 451 | N/A
area fusion cantars
Establishing a unified process fo support the reporting,
2224 tracking, processing, storage, and retrieval of iccally | Seclions 4.1.4-4 42 | Sieps 1-8
generated information

Ensurmg that efforts to gather, process, analyze, and
store locally generated information are carried out in & Sacfions 4.1.4-4.42 | Steps 15

2.2.2.5 manner thet protects the privacy and legal righis of
Americans
s N - State and Local Responsibilities

a Compietian of a Statewide and/or regional rigk .

2.2.3.1. assessment (threal, vulnerability, and consequence) Section 4.1.2 NIA

2333, Using this assessment to identify priordy information Section 4.1.3 NZA
naeds

2233 |denfification of data sources and repositoriss of Seclians 4.1.2-4.4.3 | N/A

pricritized informahion

*2 The references are to spacific stbseclions of Section 4 of this CONOPS.
3 The relerences are to the steps described in the table on pages 29-32 of the ISE-SAR Functional Standard,

H
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Maintaining sn information gathering and reporting
strategy ulitzing existing local capabllilies

Sections 4 1.3-4.14

N/A

Developing, implementing. and mainiaining & msthod
for communicating infarmation priorities to local
gatherers of information

Sections 4.1.3-4.1.4

NiA

'Ensuring that priority information, meluding 8ARs, are

disseminated to and evaluated by appropriate
government authorities and appropriate critical
infrastructure owners snd operators

Sections 4.4 1-4.4.

Sleps 1-6

Ensuring that pricrity information, inciuding SARs, is
reported 1o natlonat entities to support its Inclusion into
national patterns and trends analysis and other States
and [ocalitizg to support regional trends anaiysis

Sectiong 44.1-4 4.2

-

-~

Sleps

ldentifying systam requirements that suppert a unified
process for reporting, tracking, and actessing SARs

Seciions 4 1 1-4.5.1

MIA

Defining a feedback mechanism

Sexction 4.5.2

NIA

[
3
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Appendix B —~ The NSI as an Integrated Shared Space

Overview

The goal of the NS is that Federal, State, local, tribal, and law enforcement
organization across the United States participate in a standardized, integrated approach
to gathering, documenting, processing, analyzing, and sharing terrorism-related
suspicious activity. The NSl is an umbrella initiative encompassing multiple, but
complementary, efforts 2ach of which plays an important role in supporting efforis by
Federal, State, local, and tribal agencies to detect and prevent terrerist crimes and to
bring offenders to jusiice, The emphasis is on improving and standardizing policies,
processes, and procedures for sharing SARs with a potential terrorism nexus rather
than employing specific automated tools or techniques.

Two important components of the unified NSI process are:

» An ISE inttiative that promotes the sharing of ferrotist-related SARs amaong
authorized users at local law enforcement agencies, State and major urban area
fusion centers, and federal agencies such as DHS through use of distributed I1SE
Shared Spaces (dedicated servers located at fusion centers); and

« The FBI's eGuardian sysiem that uses a centralized database and associated
tools to support Joint Terrorism Task Forces (JTTFs) in assessing and
investigating terrorism-related crimes and also to improve sharing of terrorism
Information between JTTFs and local agencies. The DoD has also decided to
use eGuardian as its repository of ISE-SARSs gathered as part of the EE in
support of its force protection/anti-terrarism mission,

Although the two afforts have some similarities—both enable improved sharing of
terrotism-related SARs; both implement the NIEM SAR [EPD; and bath incorporate
provisions that help protect privacy and civil liberties—they form two distinct but
complementary parts of a single unified nationwide initlative. This appendix clarifies the
roles of eGuardian and ISE Shared Spaces and establishes fundamental principles for
their operational use and interaction during the NSI Evaluation Environment (EE).

For a number of years the FBI has relied an the Guardian sysfem, operating at the
Secret level, as its principal toof for managing assessment and investigation of
terrorism-related crimes. Although access to classified information by State and local
agencies has expanded over the las{ few years, it is still far from universal,
Consequently, the information in Guardian is still inaccessible {o many Federal, State,
and lacal law enforcement agencies.

Development of eGuardian, a system that operates in the SBU domain, as an adjunct to
Guardian reflected the realities that initial indications of such crimes were generally not
classified and that JTTF operations would be improved if there were broader sharing of
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information and greater collaboration with local law enforcement agencies. The FBI
envisions eGuardian as the primary mechanism JTTFs will use o follow up on
investigative leads of potential terrorism-related crimes, using Guardian more as a.
systern for managing active terrorism cases. The Bureau is making eGuardian available
to Federal, State, local, and tribal law enforcement agencies, and has agreed that
eGuardian terrorism-refated SAR and threat azsessment Information will be made
available to ali participanis in the NS| EE. Conseguently, eGuardian reports—whether
entered by a local agency, fusion center, or JTTF—will be accessible either diractly
through eGuardian or through federated searches and queries of SARs stored in ISE

Shared Spaces.

The concept of ISE Shared Spaces--responding directly to the Congressional
requirement that the |SE provide “a decentralized. distributed, and coordinated
environment", for sharing of terrorism related information®—is a fundamental element of
the ISE Enterprise Architecture Framework. Shared Spaces are simply mechanisms
that make standardized terrorism-related information accessible to autharized 1SE
users. Although accessible by othar ISE pariicipants, the information in an 1SE Shared
Space—in the case of the NSI, ISE-SARs—remains under the management and control
of the organization originalily that originally submitted the terrorism-related information to
the ISE, i.e.. the fusion center or Federal agency that determined that the activity met
the criteria for designation as an ISE-SAR.

Information from ISE Shared Spaces is made available fo eGuardian In two ways. First,
since one of eGuardian’s functions is to serve as an ISE Shared Spaces, all ISE-SARs
will be accessible to users as soon as they are entered in any Shared Space. Second,
in those cases where it can determine that a reported activity has a clear connection 1o
a possible terrorist-related crime, the local agency or fusicn center will—in addition to
posting the report In its Shared Space—provide the information directly to the
responsible JTTF for use as the basis for an assessment or investigation.

The NSI EE setves as a microcosm of the broader NSl—a smalier-scale
implementation testbed with participation by Federal agencies (Dol}, DOJ, and DHS) as
weli as State and major urban area fusion centers. lf provides a platform to test and
evaluate the steps in the NSI cycle, aliowing modifications and improvements to be
made in a controlled manner to fornt the basis for an improved process to be used
nationwide. The remainder of this appendix outlines fundamental principles that wil
govern the way that Shared Spaces and eGuardian will operate during the NS{ EE,

Guiding Principles

1. Collaboration. Detecting and preventing terrorism-related crimes requires close
working coliaboration among law enforcement agencies at all levels of
government. Although the FBI leads the effort through its more than 100 JTTFs,

s Intalligence reform and Tecrorism Preveation Act of 2004, P.L, No. 1068-458 (December 2004), §10165)(2),
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State and local agencies provide unique knowledge and capabilities that are
essential to the overall effort. Collaborative efforts that allow each agency io
confribute its specialized local knowledge and insights to the overall effort will
significantly improve the chances of detecting and preventing attacks on our
people and institutions.

2. Transparency. A principle objective of the N8I is full and transparent exchange of

terrorism-refated SARs among all Federal, Slate, and iocal participants in the EE
regardiess of which sysfem is used fo initially enter the information. In addition to
supporing JTTFs in assessments and investigations, eGuardian will function as
another ISE Shared Space so that federated queries by law enforcement
officers/agents or analysts will refurn eGuardian resulfs along with resulfs from
the Shared Spaces at State or major urban area fusion centers, Conversely,
eGuardian users will be able to access ISE-SAR Information from participating
fusion centers as well as from eGuardian’s database. in addition, the FBI plans to
downioad relevant unclassified entries that were initially placed in Guardian to
eGuardian where they will be available to all participants with SBU access.

. Local Control. Afthough information will be shared as broadly as possible, the

process relies on a distributed system of sharing that maintains local control over
ISE-SAR information. The determination to provide an ISE-SAR immediately to
the responsible JTTF through eGuardian for use as the basis for an assessment
or investigation of a terrorism-related crime Is made by the responsible local
agency or fusion center. SARs stored in ISE Shared Spaces, even those directed
o a JTTF as investigative leads, remain in the submitiing organization's Shared
Space. They are still under the controtl of the agency that made the determination
that the activity had a potential nexus to terrorisim and can only be modified or

delefed by thal organization.”

. Local Process Variations, Relaled to the principle of local control is the

recognition that, although all participants will foliow the generai NSI process, the
detalls of that process will vary from one locality to another. The degree of
collaboration between State or major urban area fusion centers and JTTFs will
not be the same in all areas of tha country. Nor will the processes used by a
small town ar county be the same as those that work for a major urban area. The
[SE sirives to rationalize, standardize, and harmonize processes and policies
wherever possible, but recognizes thay must be tailored to local conditions.
Consaquently, the ISE promotes what are referred fo as "mostly common,” rather
than identical, capabilities and processes.* The EE will identify "best practices”

5 It 1SE Functional Standard refers to the agency tai griginates the SAR as the souree organizalion #nd the urganization that
provides the information to the I5E ag the submitting organization. In some cases the sowrce and submiiting erganizations may be

tye stme.
% Aumuat Repart to the Congress em the Inforimation Sharhig Ewvivonment Qune 2008), p. 3.
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from all participants that will help to better standardize and harmonize SAR
processes across the ISE, but some local variations will always remain.

. Feedback and Notification. Clear and effective feedback is an integral part of the

N8I process. Feedback takes place continuously throughout the process: i is not
a single discrete step. Examples include:

a. Submitting organizations notify source agencies when information they
provide is designated as an ISE-SAR;

b. All EE participants are notified when further evidence determines that an ISE-
SAR was designated incorrectly so that the original information does not
continue to be used as the basis for analysis or action;

¢. Local agencies or fusion centers notify the JT TF of potential investigative
leads when they submit a record to eGuardian; and

. Confidence Indicators. Although the details need to be worked oul, a standard

mechanism for grouping SARs info a few categories according to the likelihood
that they truly reflect precursor activities of a terrorist attack will be adopted and
implemented. This categorization will assist in improving the SAR process by
incorporating established patterns of suspicious aciivity that prove to be mare
reliable indicators of potential ferrorist behavior and by befter enabling agencies
to apply limited analytic resources to highest priority events.

. Data Entry Minimization. The EE wilt minimize unnecessary data entry wherever

possible. in particutar, no additional data entry will be requited when a fuslon
centar determines that a report meets the criteria for an 1ISE-SAR and should be
moved o a Sharad Space or when a local agency or fusion center decides fo
forward an existing 1ISE-SAR te eGuardian for JTTF assessment or investigation.
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Appendix C — Acronyms and Abbreviations

ASD Assistant Secretary of Defense

AWN Alerts, Warnings, and Nofifications

BJA Bureau of Justice Assisiance

cicC Criminal intelligence Coordinating Council
CONOPS Concept of Operations

CS8G Counterterrorism Steering Group

CT Caunterterrorism

CTISS Cornmen Terrorism information Sharing Standards
Ccul Controlled Unclassified [nformation

DHS Depariment of Homeland Security

DNI Director of National Intelligence

DoD Department of Defense

DOJ Department of Justice

EE Evaluation Environment

FBI Federal Bureau of Investigation .
FIG Field Inteliigence Group

FSs o Funciional Standard

Global Global Justice information Sharing Intiiative
HD&ASA Homeland Defense and America’s Security Affairs
HSIN Homeland Security Information Network

[ACP international Associafion of Chiefs of Police

IED Improvised Explosive Device

[EPD Information Exchange Package Docurent

P Implementation Plan

IRTPA Intelligence Reform and Terrorism FPravention Act of 2004
1SC Information Sharing Council

ISE Information Sharing Environment

ISE EAF Information Sharing Environmeni Enterprise Architecture Framewaork
ISE-SS8C ISE-SAR Steering Commitiee

ITACG intgragency Threat Assessment and Coordinatioh Group
I&A infelligence and Analysis

JTTF Jaint Terrorism Task Force

LAPD i.os Angeles Police Department

LE Law Enforcement
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LEO L aw Enforcement Online

MCCA Major Cities Chiefs Association

MCSA Major County Sheriffs’ Association

MPD [Washington, DC] Metropolitan Police Department
NCIRC National Criminal intelligence Resource Center
NCTC National Counterterrorism Center

NIEM National information Exchange Modet

NSt Nationwide SAR Initiative

NSIS Mational Strategy for Information Sharing

ODNI Office of the Director of National Intefligence

PGC Privacy Guidelines Commitiee

PM-ISE -Program Manager, information Sharing Environment
RISS Regional Information Sharing System

SAR Suspicious Activity Reporting

SBU Sensitive but Unclassified

UAS! Urban Area Security Initiative
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