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Section 1 Introduction 

1.1 Background 

The Nationwide Suspicious Activity Report (SAR) Initiative as described in this Concept 
of Operations (CONOPS) builds on what law enforcement and other agencies have 
been doing for years-gathering information regarding behaviors and incidents 
associated with crime-and establishes a process whereby SAR information can be 
shared to help detect and prevent terrorism-related criminal activity.' Although not 
specifically using the term "suspicious activity reporting," the 9/11 Commission Report is 
replete with examples of opportunities lost because available information was 
inaccessible outside a specific agency or narrow community of interest because of what 
the Commission referred to as "the human or systemic resistance to sharing 
information." The Commission recognized that Federal, State, local, and tribal 
governments have access to information which could, when synthesized with 

· information from other sources, help identify precursor activities of terrorist attacks' The 
challenge is to make this information available to those who need it in time to lake the 
actiol')s needed· to protect our people and institutions while at the same time ensuring 
that information privacy, civillib'erties, and oth'er legal rights are adequately protected. 

In an explicit recognition that suspicious activity reporting (SAR) could fliake an 
Important contribution to the Nation's efforts to combat terrorism. the Counterterrorism 
Security Group (CSG), an arm of the National Security Council, tasked the National 
Counterterrorism Center (NCTC) in the fall of 2005 to work with the counterterrorism 
(CT) community to develop options for Improving the value of SARto the CT mission. In 
September 2006, the CSG directed the Program Manager for the Information Sharing 
Environment (PM-IS E) to build on this work and incorporate it into implementation 

.. planning activities for the Information Sharing Environment. 

Section 1016 of the Intelligence Reform and terrorism Prevention Act of 2004 (IRTPA) 
directs the President to establish the ISE-defined broadly as an approach that 
facilitates the sharing of terrorism information-"in a manner consistent with national 
security and with applicable legal standards relating to privacy and civil liberties."' The 
purpose of the ISE is to rationalize, standardize, and harmonize the policies, business 
processes, standards, and systems used to share terrorism-related information. 
Although the intent is to achieve as much uniformity as possible across the ISE, actual 

1 Thl.~ CONOPS usc~s !hn Wnn "Suspicious Activity Report" in its most general;;ensl!; 1We Section 2.1 im· a formal definition_ 
Ao:on.i.!ngl}·, this term or its <JbbreviaHcm (SAR) should not be confused with the very spt:dfk use l1( the samt:' term in thco Bank 
SCcre.c:y Act of 1970,31 USC 5311-5330, (as amended), and 31 CFR §103.18 where itdcscribt>s a standardized TC.'port thilt banks are 
required to make on suspidou.;; bar,king trallsacllons relevilllt to a possible violation of law m wgulntlon. 

2 Fiml Repo1•t of the National Commission on Terrorist Attacks Upon the U1;lted States Uuly 2D04), pp. 4'16-419. 
3 Iutdltgence Reform and Ttrrortsm Prcrn.mtian Ad of 2004, Public Law No. TOB-458 (December 2004), §10J6(h)(J}. The ra:sporulbl!lties of 

the Program Manager nre spelled out in §1016(f)(2). 

~., ..... ~ ... ,~,..,...,.._-... ______________________ . ___ _ 
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implementations will vary depending on different mission needs and available 
capabilities. Accordingly, the ISE goal is to achieve "mostly common" capabilities 
tailored to the needs of each participant. The Program Manager plans for and oversees 
the implementation of the ISE in consultation with an interagency Information Sharing 
Council (IS C). Additional information on the ISE can be found on the Program 
Manager's website at huo://www.ise.2ov/. 

The CSG-directed effort resulted in adoption of a common definition for SAR, 
agreement on a common set of SAR data elements, and a development of a preliminary 
set of criteria to assist in determining whether a report suspicious activity should be 
designated as an ISE-SAR, i.e., one with a potential terrorism nexus' Further impetus 
for an integrated Nationwide SAR process to support CT came from the 
recommendations responding to Presidential Guideline 2, approved by the President in 
November 2006, that called for the development of "processes and protocols for 
ensuring that priority information [to include SARs] are reported to the appropriate law 
enforcement (LE) authorities and national entities to support inclusion into national 

. patterns and trends analysis."' 

In October 2007, the President issued the National Strategy for fnfo1mation Sharing 
(NSIS). The NSIS synthesized much of the foundational work already done in 
establishing the ISE into a set of explicit requirements (described ·m more detail in 
Section 2) for a unified SAR process, giving rise to a number of parallel but related 
activities addressing different aspects of this process, including: 

• The PM-ISE. through the Common Terrorism Information Sharing Standards 
Committee (CTISS) of the ISC, issued an ISE functional standard that described 
an ISE-SAR business process, information flow, and an Information Exchange · 
Pacl\age Document (IEPD)--,.part of the National Information Exchange Model 
(NIEM) standards program-to better enable ISE participants to share ISE-SAR 
information in a standard format. 

• The Departments of Justice (DOJ) and Defense (DoD) are implementing a PM­
ISE-sponsored evaluation environment (EE) aimed at testing and evaluating the 
IEPD and business process components of the ISE-SAR Functional Standard. 

• The Los Angeles Police Department (LAPD) established a department-wide 
process for gathering, processing, and sharing terrorism-related SARs. This 
process, which is consistent will'\ the ISE-SAR Functional Standard, uses 
e-learning and roll call training to inform officers how to recognize potential 

4 
The lt'rtn.!< "SAR'' nnd "!SE-SAI~" at!!' d~f!ncd formillly on page i of thl! ll![rwmntillJ; Sht:ring EnvinmmeutflSEJ Fm!ctiumll $/undard, 
Su~pkinus Acih1ily Rt:portiug (SA10t 15£~FS·2.0ll Unnu£!ry 2008}, Tht? functional stnndard can be found on tl1e CTISS r('gistly 
website, W\VW djsr.nrL Information nbout the CTJSS program i:; nvai!i'lb)~· on tht! f'M·TSE ,wbsite, 
hl1p·llw\~''"'·lfie fO\'/pi\t!l1!!fdocumentf';.htm! 

5 G11id~lillt.2- Dcttdop a_ CotllllJ!lll Fr·mm!wurA j<1r JJw Slurring oflrtfornratirm lktwr.enrmd .t\n/llrJg [:uculitli! Depari/Jie11l.~ aud Agc11des and 
Stntc, Lvr:al, nud Tribal Gm•rrrtlllt!lliS, Lmt' ~ll(ilrcemcnt AJ:encirs, nnd fhl' Pri1m1e Sedor (Novernl.1L'r 2006), p. 18. Th!! report is available 
al hltu:/fwww jse.~rnv/dors/gujdmwclguideline%202~;,?{).':.:.:'0cnmmon%2!h:harin•.,.'.~20franll•wqrk.pdf 

-----~-·· ~-~---------------·---2 
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terrorist activities while providing standardized reporting codes that facilitate the 
reporting and review of terrorism-related suspicious incidents. 

• Building on the LAPD experience, the DOJ Bureau of Justice Assistance (BJA), 
the Major Cities Chiefs Association (MCCA); the Criminal intelligence 
Coordinating Council (CICC), a part of DOJ's Global Justice Information Sharing 
Initiative (Global); and the Department of Homeland Security (DHS) sponsored a 
SAR Support and Implementation Project study that made a number of important 
recommendations that were adopted by the MCCA leadership in June 2008 and 
endorsed by the CICC in September.' 

• The Federal Bureau of Investigation (FBI) is testing a new system called 
eGuardian that supports Joint Terrorism Task Force (JTIF) investigations of 
terrorism-related crimes. The intent is that all suspicious activity reporting 
information in eGuardian will be accessible to the ISE and vice versa; and 

• The PM-ISE established an JSE-SAR Steering Committee, comprised of the 
major Federal, State, and local stakeholders, to provide strategic direction and 
serve as a forum for articulating and addressing ISE-SAR process requirements. 

1.2 The Nationwide SAR Initiative. 

The Nationwide SAR Initiative (NSI) is an outgrowth of these and other activities­
responding directly to the mandate to establish a "unified process for reporting, tracking, 
and accessing (SARs]" as called for in t11e National Strategy. 7 That end-tocend process 
is depicted in Figure 1-1 as a cycle of 12 discrete steps (described in detail in Section 4) 
that includes all activities required to address the NSIS requirement.' The long term 
goal is that most Federal, State, local, tribal, and law enforcement organizations will 
participate in a standardized, integrated approach to gathering, documenting, 
processing, analyzing, and sharing information about suspicious activity that is· 
potentially terrorism-related. In addition to government agencies, private sector 
organizations responsible for critical infrastructure and foreign partners are also 
potential sources for terrorism-related SARs. 

The NSI is not a single monolithic program, but is rather a coordinated effort that 
leverages and integrates ai!JSE-SAR-related activities into a national unified process. 
Its strategy is to develop, evaluate, and implement common policies and procedures for 
gathering, documenting, processing, analyzing, and sharing information about terrorism­
related suspicious activities. The initiative will ensure that NSI participants at all level of 
government adopt consistent policies and procedure that foster broader sharing of 

6 Ffndingt; and Rt'oJmmrrtdnlio/1$ nflhr. Srt:'Jdci<.Jus Ac!it•lfy Rryort (SARJ Supporlrmcf·lmplemr.nllrlian Projl!cl, Final Draft (August2008). 
The report ts currently beh1g preparl~d for finn! p~rbl!c<~ticm. 

7 Nulional Strntt>gy [11r l11jormation Sharing !NSlS) (Ortabrr 2007), p. tll-6, 7, 
8 The tcnm "proce55" and "cycle" are u.Gcd intcrchangeitbiy whcnrcfurring to this chart in the renlainder of this CONOPS. 

___ ......,..,,,..,.,_'='"""'=-=------------------------
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terrorism-related SARs while ensuring that privacy and civil liberties are adequately 
protected in accordance with Federal. State, and local laws and regulations. 

1.3 NSI Concept of Operations 

This document presents an operational view of the NSI. Specifically, the CONOPS: 

• 

.. 

• 

• 
• 

Provides a common understanding of the NSI process so that implementation 
activities can be planned, executed, and measured; 

Defines the requirements that drive the NSI process and associated 
implementation activities; 

Describes tl1e overall process and multiple ISE-SAR-related activities in sufficient 
detail to ensure that these activities adhere to standard approaches and that all 
embody adequate protection for privacy and civil liberties; 

Clarifies the role of the EE as a microcosm of the broader NSI-a smaller-scale 
implementation testbed; 

Describes the top-level NSJ governance structure; and 

Serves as the foundation for a number of other NSI Baseline Documents 
described in Section 1.4. 

r--·- ·-----'"----------. 
Frontline LE 

' Federal agencies personnel (FSL T) 

Produce and make Stare and major !rained to recognize 
urban aJea iusicn beha••-r d available lnte111gance Slate and major ""' an 

and ether informational urban area centers. In Incidents Indicative cl Observation and 
cocrdinaOon with crl·m· -• actl ., products to support the fusion ceniers. 111 ~'~ Vi Y rc-portmg ol 

dcvelopmant of in coordination !OClii-Feds, devElop essecialed w!th behaviurs and 
geographic risk wilh local-Feds, IOformalion terrorism. Community lnd~ents by trained 
assessments by state develop risk Jeq~irement based ?ulreach plan lE personnel during Supervisory review 
and major urban area assessments 011 nsl; assessment lmplemet~led their routine activity of !he report ln 

j National fii.s1011centers ,.,-~~-~~~J2'1--,. accordance with 

! ~~:~~~~ ~,,.,··"'~,~·{-~'- Nati011Vllide S~t\R Cjrcle 6,.<:""·''"·'~-"'-~~---""~";-Qepartmentalp~~icy 

I needs on ""~~"-;.- . ~·~,,,,_._ •• • • In major C1!1es, 
. annual and ·$-'"='--"·~'"'-:.::<~..._ _ _., _ __.., 1 _,_.~-,{'1'"%'~--- SAR reviewed 
i adhocbasi.s Authorlzed!SE ----~--i--~14 ;At ~~~=-· -= bytrainedCT 
/ particfpanls fSE-SAR CDsted i11 Determination and At fusion center or JTTF. SAR ntade expert 
! access and an ISE Shared Space docume.ntabon of a trained analyst or LE ofiicer available to fusion_ 
. reuieve ISE-SAR an ISE-SAR determines, ba~ed on center and/or JTTt­

lnionnafion avaijabfe, 
~nowledge, eXpErience. and 
persona! judgment. whether 
the lnformauon meeting the 
ISE-SAR criteria may have a 
terrorism nems 

-- ..... ·-·- -- ···-~-. -·-~-----·--~··-----·-- .......... ··-----~ ................... - ~-· ~-· ----- ... ···-~-·-~- -~~-----·. -. ------··--------~-----·---·- ---------! ~ Plarmir:~: a':.~ Ga!hering and Pmces~mg A /'.llG)~:;r~. Br:d P!OGur,lior {ie Dlssr:·l\lftilTIOn <;) Reevalu~lion 

Figu1·e 1-1. Ove1-view of NSI Cycle 

ACLUEG000889



1.4 NSI Baseline Documents 

1.4.1 ISE-SAR Functional Standard 

Version 1 of the ISE-SAR Functional Standard was published in January 2008. and will 
be revised based on the results of the EE and other NS I activities. The standard: 

• Requires all departments or agencies that possess or use terrorism or homeland 
security information or operate systems that support or interface with the ISE to 
follow a common format for sharing ISE-SAR information; 

Provides an IEPD-consistent with the NIEM standard-that governs ISE-SAR 
information exchanges to include a full inventory of data classes, elements, and 
definitions; 

• Outlines general criteria to guide law enforcement officers or an~lysts in 
determining whether a particular report has a potential terrorism nexus, i.e., one 
that meets the threshold for designation as an ISE-SAR; and 

• Describes the ISE-SAR information flow, highlighting the filtering and decision­
making steps that separate terrorism-related SARs from the large volume of 
unrelated information. 

1.4.2 Privacy and Civil Liberties Analysis 

The ISE-SAR Functional Standard and Evaluation Environment Privacy and Civil 
Uberties Analysis, issued on September 5, 2008, examines the privacy and civil liberties 
ramifications of the ISE-SAR Functional Standard and the vision for deploying it in 
operating environments, makes recommendations to address issues identi.fied as a 
result of the examination, and identifies policies and safeguards that should be 
implemented at the preliminary stages of this process. It will be revised as necessary 
based on the results of the EE and other NSI activities. 

1.4.3 NSI Performance Management Plan 

The NSf Performance Management Plan will describe strategic and performance goals 
for the NSI along with an initial set of performance targets and measures for agencies 
participating in the NSf. The plan will be completed in the Fall of 2008 and updated as 
needed to refine performance goals and measures. 

1.4.4 ISE-SAR Evaluation Environment Documents 

The ISE-SAR Evaluation Environment Segment Architecture, planned for publication in 
Fall 2008, establishes short term {threshold) and longer term (objective) operational 
outcomes for the EE. It lays the foundation for building executable operational solutions 

·--~----·--------------------: 
5 
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(or systems) that meet or exceed EE requirements and performance goals within the 
framework of the IS E. 

The ISE-SAR Evaluation Environment Implementation Guide, also planned for Fall 2008 
publication, describes specific services and capabilities, identifies the methods for 
achieving operational outcomes. and defines specific information technology assets, 
applications and components required for implementing the ISE process in the EE. 
Since the Implementation Guide responds to the threshold outcomes described in the 
Segment Architecture, it serves as the preliminary Solution Architecture for the EE. 

1.5 Related Documents 

Although not part of the formal NSI baseline, there are a number of other documents 
that have made important contributions to the NSI. These include: 

• The National Crimina/Intelligence Sharing Plan. published in 2003. serves as a 
foundation for a number of information sharing initiatives including the NSI. 

• Fusion Center Guidelines: Developing and Sharing lnfonnation and Intelligence 
in a New Era, a 2006 product of the Global Justice Information Sharing Initiative, 
defined guidelines for establishing and operating fusion centers. 

• Guideline 2- Develop a Common Framework for the Sharing of Information 
Between and Among Executive Departments and Agencies and State, Local, and 
Tribal Governments, Law Enforcement Agencies, and the Private Sector, 
approved by the President in November 2006, established ·a number of 
requirements that formed the basis for the initial ISE-SAR business process. 

• Privacy Impact Assessment for the eGuardian Threat Tracking System. 
completed in August 2008. describes the measures taf(en to ensure that the 
FBI's eGuardiim system, that processes and shares terrorism threat information 
satisfies privacy requirements. 

• Findings and Recommendations of the Suspicious Activity Report (SAR) Support 
and Implementation Project, to be formally released in September 2008, 
describes the all-crimes approach to gathering, processing, reporting, analyzing, 
and sharing of suspicious activity by the local police agencies. 

---···-~-.-------------------(> 
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Section 2 NSI Requirements 

2.1 Overview 

Suspicious activity reporting documents "observed behavior that may be indicative of 
intelligence gathering or pre-operational planning related to terrorism, criminal, or other 
illicit intention."' Examples include surveillance, photography of facilities, site breach or 
physical intrusion, cars parked or boats anchored in atypical locations, cyber attacks, 
possible testing of security or security response. indications of unusual public health 
sector activity, unauthorized attempts to obtain precursor chemicals or toxic materials, 
or other unusual behavior or incidents. 

Following a thorough assessment to ensure that the information has been legally 
obtained and has a potential nexus to terrorism-typically involving reviews by both 
local authorities and officials at a fusion center or Federal agency-reports determined 
to be terrorism-related are designated as ISE-SARs and are documented, processed, 
analyzed, and shared by ISE participants. Development of this unified end-to-end 

. process for the NSI is driven by specific operational requirements set forth in the NSIS. 

2.2 Operational Requirements 

2.2.1 Introduction 

The operational requirements for the NSI have evolved over the last several years, 
·culminating in the publication of the NSIS in October 2007. In 2006, for example, the 
Guideline 2 Report cited the need to define requirements " ... for reporting, tracking, and 
accessing suspicious incidents and activities."" The NSIS synthesized this worl< into a 
specific set of SAR requirements that form the basis for the development of the NSI 
process discussed in more detail in Sections 3 and 4. 

The requirements outlined below in Sections 2.2.2 and 2.2.3 come directly from the 
section oh Suspicious Activity Reporting in Appendix 1 of the NSIS." Although the 
National Strategy assigns responsibility for some of these primarily to Federal 
Government agencies and allocates others to State, local, and tribal (SL T) 
governments, it is clear that they need to be viewed holistically as a common set of 
requirements for the NSI requiring collaboration across all levels of government. 

9 JSE-SAR Functitmul S/nfl(/nrd, p.l. 
10 Guidelim' 2 Report, p. lB. 
11 

NSJS, pp. AHi.-Al-7. Note thnt, although l.heue reqiJlremcn!:s nre presented in the NSIS Jn !:he conlc:<t ofSAR. somL• maj'itl!iO be 
applit"itble to other proo~sses that support sharing other type.~ of h.•rrorism-.relnted irlformntion. 

-·-·---·---- 7 
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2.2.2 Federal Responsibilities 

The Federal Government will develop a plan and provide State and major urban area 
fusion centers a mechanism to gather and report locally generated information to 
appropriate Federal entities, other States, and localities. This locally generated 
Information will include reports by the public or governmental personnel regarding 
suspicious incidents, events, and activities. Specific activities include: 

1. Providing reporis and awareness training to State, local, and tribal authorities 
regarding the strategic goals, operational capabilities, and methods of operation 
utilized by international and domestic terrorist organizations so that local events 
and behaviors can be viewed within the context of potential terrorist threats; 

2. Developing a prioritized listing of the specific types of locally generated 
information of interest to Federal entities responsible for assessing the national 
threat environment and which supports the rapid identification of emerging 
terrorist threats; 

3. Identifying resources capable of communicating and updating these information 
requirements to State. local, and tribal officials via State and major urban area 
fusion centers; 

4. Establishing a unified process to support the reporting. tracking, processing, 
storage, and retrieval of locally generated information; and 

5. Ensuring that efforts to gather. document, process. analyze, and sl1are locally 
generated information are carried out in a manner that protects the privacy and 
legal rights of Americans. 

2.2.3 State, Local, and Tribal Responsibilities 

State and major urban area fusion centers will support the gathering of locally 
generated terrorism information, homeland security information. and law enforcement 
information related to terrorism." Specific activities include: 

1. Completion of a Statewide and/or regional risk assessment (threat, vulnerability, 
and consequence); 

2. Using this assessment to identify priority information needs; 

3. Identification of data sources and repositories of prioritized information; 

12 
Although not t;pedficaUy covered In tht• dlscu.;;s!on ofSAR, pnge Al-4 of thl~ N51S requin~sl!1ban Aren Security Initiative {UAS[) 

tusion c~n!-ers to work with Stall! officials to determinf! the most effecli\'l~ manm:r In which to in.:orporate the UASI inlo the 
statewide information sharing framework, to indude how informntii:m flows lwtwee.11 UASi!i and the fusiOJ-, cc!ltcr designated by 
the gowrnoo as lhc primary Stah! i!'l.terface wilh U,i! Federal Government 

--·--,--·------------~-------8 
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4. Maintaining an information gathering and reporting strategy utilizing existing local 
capabilities; 

5. Developing, implementing, and maintaining a method for communicating 
information priorities to local gatherers of information; 

6. Ensuring that priority information, including SARs, are disseminated to and 
evaluated by appropriate government authorities and appropriate critical 
infrastructure owners and operators: 

7. Ensuring that the processes and protocols for ensuring that priority information, 
including SARs, is reported to national entities to support its inclusion into 
national patterns and trends analysis and other States and localities to support 
regional trends analysis; 

8. Identifying requirements that support a unified process for reporting, tracking, 
and accessing SARs; and 

9. Defining a feedback mechanism. 

2.3 Privacy and Civil Liberties Requirements" 

2.3.1 Introduction 

The overarching goal for the NSI is that ISE-SARs be shared to the maximum extent 
possible among authorized State, local, tribal, and Federal LE. homeland security and 
other ISE participants, while protecting privacy and other legal rights. Section 1016(d) of 
IRTPA calls for the issuance of guidelines to protect privacy and civil liberties in the 
development and use of the ISE. In response, Presidential Guideline 5 directed the 
Attorney General and the Director of National Intelligence to develop guidelines "to 
ensure that the information privacy and other legal rights of Americans are protected in 
the development and use of the IS E. including in the acquisition, access, use, and 
storage of personally identifiable information."" 

The resulting ISE Privacy Guidelines, approved by the President in November 2006, 
describe the means by which Federal departments and agencies participating in the ISE 
will protect privacy and civil liberties in the development and operation of the ISE. 15 The 
Privacy Guidelines also require Federal agencies and the PM-ISE to work with State, 

13 ·n1e requiremenLs In this s~Xtion art' l!S.'>t~nlinliJ' il more del ailed l,u:pnsitim; ofRcquin:ment 5 in Sl•clitm 1.2.2. They arc- described 
saparatt'ly because of the overridil1g import;;.nce of pr(J!ecting privacy and civil libert-ies in th.:: NSI pr!lCl'SS. 

14 "Memorandum for the Hl•<i.d!> of Exm:utlw Departnwnt!> and Agl'ndt~1J: Guiclclhtcs and N.equitemc~nl~ In Support of the 
fn{ormation Shartns Environment'' {December 200!i), S~:ction (.2) (e). 

l:> Guide/in~ 5 ~GuidelinL-s to Implement Injtmnalhllf Pri:u:cy Rigl!la aml Ollr!'l' f.cgr.f Protcc/lum: iJT the D•-vl'lu;mwnf H;ul Use of the. 
lnfmmathm lmring Environment (N"ovember 2006). See hLtp://www.lse.•·ov!tlorsii!Uid~mc.e/•~ujddine%205'7,20. 
%20orl\•acv%20righ!s%20t!nd%201erra1%20prniL~di()11'LPdf 

~-·~-----~-~·~-----------------9 
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tribal, and local governments and private sector organizations that are part of tile ISE to 
ensure that they implement appropriate policies and procedures that provide protections 
that are at least as comprehensive as those contained in the Guidelines. 16 Therefore, all 
NSI participants-both Federal and non-Federal-must adopt policies and procedures 
that are consistent with the ISE Privacy Guidelines. 

The ISE-SAR Functional Standard embodies a number of features that protect privacy 
and other legal rights while still supporting broad dissemination of ISE-SARs and 
maximum sharing of the relevant information. For example, the IEPD in Section IV of 
the standard allows for two different data formats for exchanging ISE-SAR information. 
The Detailed Format includes all data elements set forth in Section IV of the ISE-SAR 
Functional Standard. including those designated as privacy fields, i.e .. fields containing 
personal information; the Summary Format excludes these privacy fields, but includes 
all other data elements in the IEPD. The ability to choose between these two formats, 
depending on privacy laws and policies, provides a powerful mechanism for controlling 
access to personal information. In addition, tile IEPD contains source elements that 
enforce the principle of limiied retention of ISE-SAR information by enabling time­
dependent purging of ISE-SARs after human reviewn 

2.3.2 Specific Privacy Requirements 

In general, participating agencies must conform to the ISE Privacy Guidelines and 
associated implementation guidance." In addition, participating agencies should review 
the recommendations in the /SE-SAR Functional Standard and Evaluation Environment 
Privacy and Civil Uberties Analysis and adopt them where appropriate. Specifically, 
agencies participating in the NSI must: 

1. Demonstrate that policies, procedures, and mechanisms, consistent with the 
Privacy Guidelines·, are in place to ensure that privacy and civil liberties are 
adequately protected in the gathering. documenting, processing, analyzing, and 
sharing terrorism-related SARs; 

2. Refrain from exchanging information using the Detailed Format until these 
policies and procedures are in place; 

3. Integrate the management of terrorism-related suspicious information with 
processes and systems used to manage other crime-related information and 
criminal intelligence, thereby leveraging existing policies and protocols Ilia! 
protect the information privacy, civil liberties, and other legal rights of the public;· 

16 Jbid., p. 10. 
17 ISE~SAR Funclionnl Strmdnrd, Sl~c.tion IV, pp. 12-22. . 
18 Supporting Guidtll1t.-c indudcs llw Primfy mrd Ci"m'l Lr1m·tie.~ Implcnwutnlian Guidr~for t1trt lnfam:nlillll ShtlliU.I) Etnrironmenl 

(September 2007) and n w~b-based all·lndusivc murct• of resources and tools to help ensure compliance with the lSE Pdvacy 
Guidelin~. See bi!p:liwww. L~l" _<>qvfpngl"~fpriv:lQ'·fllCI .!t!·mL 
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4. Provide adequate training to all agency personnel participating in the gathering, 
documenting, processing, analyzing, and sharing of terrorism-related SARs; 

5. Use appropriate physical, technical, and administrative measures to safeguard 
ISE-SAR informaiion from unauthorized access, disclosure, modification, us·e, or 
destruction; and 

6. Promote a policy of openness and transparency when communicating to the 
public regarding their SAR policies and procedures. 

~ .. ,.~,~----="'= ..... ..-..~~ ............... --------------------·---~ n 
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Section 3 NSI Business Process Overview 

3.1 Existing ("As-Is") Process 

As noted earlier, use of SARs as a crime fighting and prevention tool is not new: it has 
been a standard part of operating procedures for Federal. State. and local law 
enforcement agencies for years. Although these local processes generally worked well, 
they were largely ad hoc. focused on individual agency needs, and often depended 
heavily on long-established personal relationships rather than a coordinated sharing 
strategy. A standard approach for documenting and sharing SARs was lacking. As the 
SAR Support and Implementation Project report observed: 

There are over 17.000 local law enforcement agencies in the United States that 
document information regarding suspicious criminal activity inducting that related to 
terrorism. In the absence of national guidance. individual jurisdictions have Independently 
developed intradepartmental polides and procedures for gathering and documenting 
SARs; however, the lack of standardization has restricted the efficient analysis and 
sharing of this information on a regional and/or national basls."u1 

In the Fall of 2006. an interagency working group under the auspices of the PM-ISE 
documented a number of SAR processes used by Federal, State, and local agencies. 
Although the details varied, these processes exl1ibited a number of commonalities. They 

. all typically involved a local information acquisition step followed by a human review and 
determination prior to further dissemination. All agencies stressed the importance of this 
review step in weeding out reports that may appear to be "suspicious" at the local level 
but are resolved after a more in-depth review, perhaps including additional information 
available to a fusion center or Federal agency. While these individual processes served 
the needs of the separate organizations, they focused on the front end (gathering and 
processing) but neglected the critical end-to-end steps (documenting, analyzing, and 
sharing) required to fully address the NSIS requirements. 

3.2 Objective ("To Be") Process 

To address this deficiency, the PM-ISE in partnership with a number of Federal, State, 
and local agencies, has been working to define and implement a process that maintains 
the requisite degree of local control embodied in the existing processes, but also 
incorporates standard approaches that support sharing terrorism-related SARs with 
authorized recipients across the ISE. This process has evolved over the past two years 
as the requirements have become better understood. It was documented in Version 1 of 

1
9 

SAR 5tif1port and lnrplmw:ulafitm Phljrct, p. 6, 
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the ISE-SAR Functional Standard in January 2008, and has since been modified to 
incorporate requirements not fully addressed in the initial version." 

The steps in the NSI cycle depicted in Figure 1-1 are presented in detail in Section 4, 
but first it is important to delineate some key principles that apply across the cycle: 

• The process represents a cycle that responds to SAR requirements as set forth 
in the NSIS, including some (e.g., Information Needs. Threat assessments) that 
contribute to other ISE processes, not only SAR; 

• It incorporates multiple levels of review and vetting to ensure that information is 
legally gathered and managed and has a potential nexus to terrorism; 

• To support local agency needs and to ensure that all Federal, State, and local 
laws and regulations are followed, the process relies on a distributed system of 
sharing that maintains local control over ISE- SAR information; 

• The prqcess is not static, but will be modified to. incorporate lessons-learned and 
best practices from activities such as the EE; 

• To foster collaboration across all levels of government, the process enables 
greater awareness of Information needs among Federal and SL T agencies; 

• Where possible. SAR handling will be incorporated into existing processes and 
procedures used to manage other crime-related infomnation and criminal 
intelligence so as to use common policies and protocols that protect the 
information privacy, civil liberties, and other legal rights of the public; and 

• ISE-SARs containing personal information that are later determined (either by the 
original submitting organization or another participating agency) to have no 
terrorism or criminal nexus, will be removed from the Shared Space and 
participants notified of the change in status. 

Before discussing the individual steps of the process, an example may clarify overall 
process, the flow of information, and the decision steps involved. 

3.3 Example Operational Scenario 

In rural Virginia, an owner of a self-storage locker business takes his dog out for ·a walk 
on the self-storage lot. As he follows his dog he observes a U-Haul Rental Truck with a 
Washington, D.C. license plate and three men unloading metal drums from the rental 
truck and placing them in a locker. As he and his dog approach, the men quickly close 
the back of truck and the storage locker door and one of them tries to block his view of 
the license plate, but not before the man makes a quick mental note of th(llicense 
number. He says hello but receives no acknowledgment from the men. The man 

20 Htc !SE*SAR functional standard will bl:' updated to incorpornte thes~~ changl.!..'l and th~ rl!"sults from the EE, 

ACLUEG000898



continues to walk his dog. but thinks this behavior is odd. So when he returns to his 
office, he calls the local sheriff's department to report what he observed. 

By the time the deputy arrives the rental truck has departed. Following his training and 
the department's operational guidelines, the deputy conducts a field investigation. 
interviews the owner, and gathers as many facts as possible. The owner provides a 
description of the three men and the license number of the rental truck. Additionally, he 
provides the deputy with a copy of the storage locker's rental agreement which shows a 
Washington D.C. address and telephone and a photocopy of the renter's driver's 
license. The deputy checks the information provided against the "fact. based" systems to 
which he has access and finds that no wants or warrants are outstanding and no 
additional information is available. Nevertheless, because of some information from the 
Virginia State Fusion Center regional risk assessment that was included in a recent roll­
call training session conducted by the sheriffs office, the deputy does not discount tl1e 
possibility that this incident may have a connection to terrorism. 

The deputy completes his departmer1t's field iflvestigation report and turns it in at the 
end of his shift. The report is subjected to a review following the· department's policies 
and procedures. Based on this review, a decision is made to forward the report to the 
State Fusion Center for further review. The fusion center analyst reviews the report 
against criteria for establishing a potential terrorism nexus. The analyst also has access 
to NCTC reporting and other information that describes the use of remote storage 
locations to stage equipment and supplies by terrorist organizations in several other 
countries. Based on her training, experience, and knowledge of terrorist operations. she 
determines that the event is a suspicious activity with a potential nexus to terrorism. 

The fusion center analyst creates an ISE-SAR and stores it in the fusion center's ISE 
Shared Space. Although, she knows the Information is also available to the local FIG 
and JTIF through eGuardian acting as a Shared Space, .she decides to walk down the 
hallway and rnake sure that the local FBI team is aware of this specific activity. Because 
this incident appears to be similar to other unusual activity that had come to its 
aitention. the JTTF, In collaboration with local authorities, checks the information and 
conducts a follow on inquiry. Based on a number of investigative techniques­
interviews, fact based data base checks, intelligence reports, surveillance, and others­
additional information is acquired and an active case opened. 

In the same timeirame, officers from the Washington Metropolitan Police Department 
(MPD) are conducting investigative activities related to a tip called into the police 
concerning a group planning to use an improvised explosive device (JED) in the 
Washington Capital area. The MPD queries the Virginia and Maryland State Fusion 
Centers' Shared Spaces for information that might be relevant to their investigative 
activities concerning the lED tip. Based on the information placed into the Shared 
Space by the Virginia State Fusion Center, the MPD identifies a vehicle parked near 
where someone was seen taking pictures of Federal buildings in Washington, DC and 
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traces the license plate to the same individual who had rented the U-Haul Truck noted 
earlier in the rural Virginia self-storage facility. 

As additional pieces of investigative information are added, officers in all three 
metropolitan Washington jurisdictions work collaboratively with the JTTF as they move 
closer to making arrests and disrupting a potential terrorist operation against targets in 
the national capital area. 
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Section 4 Steps in the NSI Cycle 

This section describes the 12 steps of the NSI cycle shown in Figure 1-1. These steps 
are grouped into five phases: Planning, Gathering and Processing, Analysis and 
Production, Dissemination, and Reevaluation. Appendix A traces the activities in each 
step back to the baseline NSIS requirements outlined in Section 2 and also maps them 
to the 9-step process and information flow in Part C of the ISE Functional Standard. 

Before describing the individual steps, however. it is important to highlight a few points: 

• Although presented as a series of discrete steps, the process must be viewed as 
a continuous cycle that constitutes a unified process that uses suspicious activity 
reporting as another source of information supporting CT operations. 

• The cyclic nature of the process means that the selection of the starting step is 
somewhat arbitrary. We begin the discussion below with tl1e Planning phase to 
reinforce the point that an effective ISE-SAR process· needs to be driven by 
threat and risk assessments and conducted by trained personnel. 

• The fundamental precept that runs through the entire process is that efforts to 
detect and prevent terrorist attacks rely on accurate. timely, valid, and reliable 
information to support law enforcement investigations and other counter­
terrorism activities. Accordingly, before any information is posted in anISE 
Shared Space as an ISE-SAR it will be subject to multiple levels of review and 
vetting by trained personnel to ensure that the informatitln is accurate and 
reliable, has been legally obtained, and has a potential nexus to terrorism. 

4.1 Planning 

4.1.1 Produce National Threat Assessments 

The NSI cycle begins with the production and dissemination of information products 
about terrorist plans, intentions, and capabilities that are then made available to JSE 
participants. These threat assessments-typically but not exclusively, produced by 
Federal agencies-may be derived from multiple information sources, take varying 
forms, and be issued as classified or unclassified reports. Threat assessments, in turn, 
help shape the development of local or regional risk assessments by' State and major 
urban ·area fusion centers." 

One important contributor to federally-coordinated threat assessments is the 
Interagency Threat Assessment and Coordination Group (ITACG) located at the NCTC. 

21 
Although these threat nsses!lmcnl-; nrc discussed hmc In the context of thP NSI SAR process. they also cnntributc directly to othl!r 

JSE pmcessL'!> as well. 
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The ITACG-staffet;f.by personnel from Federal, State, and local agencies-identifies, 
reviews, and assesses relevant material of interest to S L T entities. It supports the 
appropriate dissemination of federally-coordinated terrorism information products 
through existing websiies and distribution channels of DOJ, DHS, and other agencies. 
Specifically. the ITACG supports the production of three types of reporting: 

1. Alerts, Warnings, and Notifications and updates of time-sensitive information 
related to terrorism threats to locations within the United States; 

Situational Awareness Reporting regarding significant events or activities 
occurring at the international, national, State, or local level to meet the needs of 
SL T customers; and 

3. Terrorism-Related Strategic and Foundational Assessments of terrorist threats to 
the United States that meet the needs of SL T customers. 

4.1.2 Conduct Local or Regional Risk Assessments 

The threat assessments described in Section 4.1.1 contribute directly to local or 
regional risk assessments performed by State and major urban area fusion centers. in 
collaboration with local DHS representatives, JTTFs, and FBI Field Intelligence Groups 
(FIGs)."' Whereas threat assessments paint a broad national level picture of terrorist 
plans, intentions. and capabilities. risk assessments assess the threat in terms of 
specific local or regional conditions. Accordingly, they must take into account 
vulnerabilities and consequences as well as threats. For example, an indication that a 
terrorist group might be exploring attacks on passenger rail transport would be of 
significant interest to fusion centers in the Northeast corridor of the U.S., but would be 
much less important to regions less dependent on commuter railways. Although the 
responsibility for the risk assessment rests with· the fusion center the need to collaborate 
with other Federal, State, or local agencies as well as private sector organizations in the 
region is essential. A risk assessment of critical infrastructure, for example, needs to 
incorporate information that may only be available to DHS or its private sector partners. 

4.1.3 Develop Local or Regional Information Requirements 

Local or regional risk assessments provide information that should result in more 
informed and focused gathering of suspicious activity information by adding a ·more 
dynamic component to the generic criteria described in Part B of the ISE-SAR 
Functional Standard. In addition. they form tl1e basis for the fusion center's inputs into 
the national CT Information Needs process (see Section 4.5.1 ). 

22 In sOme cll5cs, State Homeland Security Advisors or other officials may have alrendy pl'tformed risk <lSS~ssmeilts. In these cases, 
lhe asse.'i5menl'> would be modified based on the updated threat inform<~ lion if necess<Jry. 
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4.1.4 Train Personnel 

The SAR Support and Implementation Project report highlights the fact that training at 
all levels is a vital component of an effective process. It calls for, "a training program 
that reaches all levels of law enforcement personnel so that they can recognize the 
behaviors and incidents that represent terrorism-related suspicious activity."" Although 
this report understandably dealt primarily with State and local LE agencies, the need for 
training is equally important for Federal LE personnel participating in the NSI. 
Specifically, training programs should: 

• 

• 

• 

• 

Ensure that all personnel, regardless of position, understand their roles in the 
gathering, processing, analysis, and reporting of SAR information; 

See that fusion center personnel understand the overall process and can apply 
the criteria and related factors for determining that a particular suspicious activity 
has a potential terrorism nexus; 

Emphasize that SAR reporting is based on observable and clearly defined 
behaviors and not individual characteristics such as race, culture, religion. or 
political associations; and 

Include guidance on the protection of privacy and civil liberties.'' 

4.2 Gathering and Processing 

4.2.1 Acquire Suspicious Activity Information 

Local LE agencies or field elements of Federal agencies gather and document 
suspicious activity information in support of their responsibilities to investigate potential 
criminal activity. protect citizens. apprehend and prosecute criminals, and prevent 
crime. Information acquisition begins with an observation of unusual or suspicious 
behavior that may be indicative of criminal activity associated with terrorism. Such 
activities include, but are not limited to, surveillance, photography of facilities, site 
breach or physical intrusion, cyber attacks, possible testing of physical response, or 
other unusual behavior or sector specific incident." 

Regardless of whethe1· the initial observer is a private citizen. a government official, or a 
law enforcement officer, suspicious activity is eventually reported to a local LE agency 
or local office. of a Federal agency in the affected jurisdiction. The agency responds to 
the report of information and may gather additional facts tl1rough personal observation, 

23 Ff11diugs and Rcmmmr.l!dnlicm::. of thr. Stwpicivus Aclit1ity Reparf iSAR) Supporf 1md Tmp/rmrmlntiou Prujec/, p. 2fl. 
;;~.:. Ibid. c. 21. 
25 Pn1t B of the 15£-SAR Fuudirmnl 5/amltm/ contnins some general trlleria for what constitutes lenorlsm-rclntcd suspicious acth•it-y. 

Man! specific criteria cori~o; nre included In the Finding1: m!d Rrr.onmlelufaii!ln.• uf llic l1w;pidmls Ar.fit1ify Report anrllmp/emr.lllnlim! 
Pnljr.ci. (Final Draft, June 2008). 
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interviews and other investigative activities. Context is an important factor in 
determining whether or not a particular activity is considered suspicious. Taking a 
photograph of a national monument is more often than not indicative merely of normal 
tourist behavior. Photographing a nuclear power plant, on the other hand, especially if 
the persons involved behave surreptitiously. is more likely to cross the threshold into 
suspicious activity. 

When the initial investigation or fact gathering is completed, the investigating official 
documents the event in accordance with agency policy, local ordinances, and State and 
Federal laws and regulations. The documentation can be in paper or electronic form, 
and may be stored in a local information system. 

4.2.2 Perform Local Processing 

The information is reviewed within a department by appropriately designated officials for 
linkages to other suspicious or criminal activity in accordance with departmental policy 
and procedures." Although tl1ere is always some level of local review, the degree varies 
from agency to agency. Smaller agencies may forward most SARs directly to the State 
or major urban area fusion center or JTTF with minimal local processing. Major cities, 
on the other hand. may have trained CT experts on staff that apply a more rigorous 
analytic review of the initial reports and filter out those that can be determined not to 
have a potential terrorism nexus. 

4.2.3 Provide SARto Fusion Center or Federal Agencies 

After appropriate local processing, agencies make SARs available to the relevant State 
or major urban area fusion center." Field components of Federal agencies forward 
their reports to the appropriate regional, district, or headquarters office employing 
processes that vary from agency to agency. 

Depending on the nature of the activity, the information could cross the threshold of 
"suspicious" and move immediately into law enforcement operations channels for follow­
on action against the identified terrorist activity. In those cases where the local agency 
can determine that an activity has a direct connection to a possible terrorist-related 
crime. it will provide the information directly to the responsible JTTF for use as the basis 
for an assessment or investigation of a terrorism-related crime as appropriate." The FBI 
uses eGuardlan, an unclassified extension of its GUARDIAN system, as the primary 

;w.]f appropriate, the agenCy may consul! with a JlTF, FIG, or fusion center. 
27 N.H., although tht! fSE deal:\ t>xdusively with tcrrorism-fdated SAR.'l, many fusion cemers h<l\'C' an "all crinws" mission. 

Accordingly, local egcnde.o; can forward SAl~ to ihe fw;ion center even though thL' connection wllh terrorism may be tenuous or 
non-exl~tcnt. The kt!}' point Is that thL' SAR will not becomezr, ISE·SAR unless a review ill the fusion center e.stablishes a potential 
terrorism n"xus. 

28 The "Attorney General's Guidellne,;;Jo~ Don~e.stic FBJ Operation:;," pp. J6~24 identifies thrt!e differ~nt levels ofinvestigtttive or 
information r;othcring uctivity-Assessment:>, Predicated lnvcstigo.tions, and Enterprise Jnvest:igations." 
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mechanism for JTTFs to receive and follow up on investigative leads of terrorism­
related crimes. The Bureau is making eGuardian available to Federal, State, local, and 
tribal law enforcement entities, and has agreed that eGuardian SAR information will be 
made available to the ISE and vice versa. Consequently, eGuardian reports, whether 
entered directly by the local agency or by the JTIF, Will be accessible to the fusion 
center through ISE Shared Space. Appendix B provides additional information on the 
roles of ISE'Shared Spaces and eGuardian in the NSI. 

4.3 Analysis and Production 

4.3.1 Process and Analyze SAR at Fusion Center or Federal Agency 

The fusion center or Federal agency enters the SAR into its local information system 
and then performs an additional analytic review to attempt to establish or discount a 
potential terrorism nexus. First, an analyst or law enforcement officer reviews the newly 
reported information against ISE-SAR criteria outlined in Part B of the ISE-SAR 
Functional Standard. Second, he or she will review the input against all available 
knowledge and information for linkages to other suspicious or criminal activity."' 

4.3.2 Detennine and Document an ISE-SAR 

Following this review, the officer or analyst will apply his or her professional judgment to 
determine whether or not the information has a potential nexus to terrorism. If he or she 
cannot make this explicit determination, the report will not be accessible by the ISE, 
although it may be retained in local fusion center or Federal agency files in accordance 
with established retention policies and business rules. As was already noted in the 
discussion of processing by local agencies (see Section 4.2.3). where the fusion center 
or Federal agency can determine that an activity has a direct connection to a possible 

. terrorist-related crime, it will provide the information directly to the responsible JTTF for 
use as the basis for an assessment or investigation. 

4.4 Dissemination 

4.4.1 Post ISE-SARs to ISE Shared Spaces 

The term "ISE Shared Spaces"-a l<ey element of the ISE Enterprise Architecture 
Framework (ISE EAF)-describes a functional concept, not a specific technology 
implementation approach." ISE Shared Spaces make standardized terrorism-related 
infonmation accessible to other ISE participants. Although viewable by other authorized 

211 Although the JSE SAR Fm1t'tional Slmularrl di!5Cribe~ the d~te1·minaUon of an lSE-SAR us a two-part pron"~s. in nuny cases the- tv.•o 
:;teps take place ulmcs~ concurrently. 

3° For ex.mlpk, aUhuugh dcdlco.tcd !:erver::o ~t Stntc or m;;jor urban urea fu;;ion cente~s nnd eGuardian respond to different nl!t•ds, 
employ different teclmimlnpproachL>s, and provide diHenmt Ecntur~. both can function as TSE Shared SpnO!'S. 
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ISE individuals and organizations, the information in an ISE Shared Space-in the case 
of the NSf, ISE-SARs-remains under the management and control of the organization 
originally submitting the terrorism-related information." 

Once the determination of a potential terrorism nexus is made, the information becomes 
an ISE-SAR and is formatted in accordance with the ISE-SAR Functional Standard's 
IEPD." This ISE-SAR is then stored in the fusion center, JTIF, or other Federal 
agency's ISE Shared· Space where it can be accessed by authorized law enforcement 
and homeland security personnel in the State or major urban area fusion center's area 
of responsibility as well as other ISE participants, including JTIFs through eGuardian." 
This allows the fusion center to be cognizant of all terrorist-related suspicious activity in 
its area of responsibility, consistent with the information flow description in the ISE-SAR 
Functional Standard. Although the information in Shared Spaces is accessible by other 
ISE participants, it remains under the control of the submitting organization, i.e., the 
fusion center or Federal agency that made the initial determination that the activity 
constituted an ISE-SAR."' 

4.4.2 Access and Display ISE-SARs 

By this stage of the process, all initially reported SARs have been through multiple 
levels of review by trained personnel and, to the maximum extent possible, those 

. reports without a potential terrorism nexus have been filtered out. Those reports posted 
in ISE Shared Spaces, therefore, can be presumed by Federal, State, and local analytic 
personnel to be terrorismcrelated and information derived from them can be used along 
with other sources to develop CT analytic products. As in any analytic process, 
however, all information is subject to further review and validation, and analysts must 
coordinate with the submitting organization to ensure that the information is still valid 
and obtain any available relevant supplementary material before incorporating it into an 
analytic product. 

Information in ISE-SAR Shared Spaces can be searched, accessed. and displayed by 
authorized ISE investigative and analytic personnel to support their CT missions. 
Although the ISE is a distributed environment consisting of multiple Shared Spaces at 
various locations, the intent is the federated search and query approach make it appear 
to requestors as a single integrated information resource. As a rule, a requestor will first· 
formulate a query that will identify candidate ISE-SARs from all or selected ISE Shared 
Spaces that satisfy the search criteria. The requestor can then select and display 

51 lnforuwtim; Slmrh1g Em,in.mnrent £ntcrpri~~· ArchittrJure FrontJ!iiJilri. (August 2007), p . .'<Viii. 
" ~~ ISE-SAf{ Functional Standard, St!ctiun IV, pp. 12-23. 
:i:J Version 1 of the J5E S;tR. Functinmll S!.m:Jard identifies the org;:mization:;!hat can designate ISE 5:\1~ as either (n) State and m<~ior 

urbnn am<:~ fusion centers or h£'adqtJarter:., or (b) (il'ld components of Fedl!rnl Govemrm:nt agenclt!s- with aCT mission. Om: of the 
. options lobe !!valuated during !he EE is whethel' or not some oral! major city police dl•partment.~ nhould have simi lor ubility. 
34 Section JV of the ISF.·SAR Functit1tm! Standnrd dif{urentinleS belwl•en the ''Source Organization" (the agency thnt initiates the 

report) o.nd Submllting Or.grrnizntion'' (the agency that provides th~ ISE·SAR to the ISEJ, noting that, in some cases, they Cl!.l\ be 
t..l-Je same. See iSE -SAR .flmcrional S/mulnnt, p. 12. 
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individual reports of interest. Depending on privacy policy and procedures established 
for the NSI as a whole or by agencies responsible for individual Shared Spaces, 
requestors may only be able to view reports in the Summary Format of the ISE-SAR 
IEPD, i.e. without privacy fields. In these cases, requestors may contact the submitting 
organization directly to discuss the particular report more fully and obtain access to the 
Information in the privacy fields if appropriate. 

4.5 Reevaluation 

4.5.1 Establish a National Framework for CT Information Needs 

in response to the NSIS requirement to facilitate "the exchange of coordinated sets of 
requirements and information needs across the Federal and non-Federal domains," the 
NCTC. FBI, DHS, and the PM·ISE are establishing a framework to enable sharing CT 
information needs among Federal agencies and SL T organizations." When fully 
implemented. this process will incorporate a mechanism for SLT agencies to input 
terrorism information needs and provide for annual review, revision, and sharing of CT 
information needs across all levels of government. 

4.5.2 Provide Feedback 

Feedback takes place continuously throughout the NSI cycle: it is not a single discrete 
step. It is described here because it is conceptually related to the reevaluation phase of 
ihe process. Feedback encompasses both operational feedback to ISE participants­
information regarding the status of ISE-SARs--,-and administrative feedback-

. information regarding possible future process improvements, e.g., best practices, or 
changes to the Functional Standard. This latter type of feedback is managed through 
the NSI governance process described in Section 6. 

Operational feedback on the status of ISE-SARs is an important element of an 
integrated NSI process. First of all. it is important to notify source organizations when 
information they provide is designated as an ISE-SAR by a submitting organizatron and 
made available for sharing-a form of positive feedback that lets agencies know that 
their initial suspicions have some validity. The second place feedback is essential is to 
notify a!IISE participants if further evidence determines that an ISE-SAR was 
designated incorrectly so that the original information does not continue to be used as 
the basis for analysis or action. This type of feedback can support agency redress 
processes and procedures where appropriate. To foster collaboration among 
participants and ensure accountability, at least initially, operational feedback 
mechanisms should be under human control, employing simple techniques such as 
telephone or electronic mail. 

" N~IS. p. 11. 
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Section 5 The ISE-SAR Evaluation Environment 

5.1 Objectives 

ISE Evaluation Environments represent a low risk approach for testing and evaluating 
ISE policies, business processes, capabilities, and standards by sponsoring efforts that 
implement and evaluate solutions to operational needs in a relatively controlled 
environment." An EE is not merely a proof-of-concept or technology demonstration, but 
serves as a preliminary phase of a longer term effort that assesses and refines 
processes and capabilities prior to full-scale operational use. 

The ISE-SAR Evaluation Environment serves as a microcosm of the broader NSI-a 
smaller-scale implementation testbed. It provides a platform to test and evaluate tile 
steps in the NSI cycle described in Section 4 in a real world setting. It allow 
modifications and improvements to be made in a controlled way with tile goal of 
publishing a guide or template for Federal and SL T agencies to use in establishing a 
national process for gathering, documenting, processing, analyzing and sharing of 
terrorism-related suspicious. Specific objectives include: 

1. Improving operational processes at local LE agencies and Fusion Centers by 
providing capabilities to document, store, and share terrorism-related SARs~ 

2. Testing and validating fundamentaiiSE EAF concepts and core services~ 

3. Incorporating "Lessons-Learned" and "Best Practices" into an implementation 
guide and template for establishment of a nationaiiSE-SAR process~ 

4. Informing ISE Investment Planning~ and 

5. Issuing an updated version of the ISE-.SAR Functional Standard. 

5.2 Participating Organizations 

The ISE-SAR EE is sponsored and funded by the PM-ISE who is responsible for overall 
direction and oversight. DOJ/BJA provides planning, project management, and 
implementation services. The Office of the Assistant Secretary of Defense for Homeland 
Defense and America's Security Affairs (ASD HD&ASA) participates in support of tile 
DoD force protection/anti-terrorism mission. DHS fusion center representatives will 
support ISE-SAR activities at participating sites, and at least one DHS component 
organization will implement an ISE Shared Space accessible by otller EE participants. 
The FBI will participate in the EE primarily.through its JTTFs, some of which are 

36 lSE nnplt."!u!!nlation Pltm (Ncroemlu!r 2D06). p. 3D. 
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collocated with fusion centers, who will use the eGuardian system both as a source of 
CT investigative leads as well as a vehicle for accessing ISE Shared. In addition to the 
Federal organizations, the MCCA. the CICC, the International Association of.Chiefs of 
Police (IACP), and the Major County Sheriffs' Association (MCSA) will help provide 
oversight from the State and local perspective. 

ISE Shared Spaces are currently being installed at three State fusion centers-New 
Yorl\, Florida. and Virginia. The latter two will also serve as testbeds for cross sharing 
between the LE and Defense (force protection/anti-terrorism) communities. In addition, 
up to nine sites. including a mix of State and major urban areas fusion centers as well 
as DHS and FBI (eGuardian), will be added over the next year, providing a user base of 
sufficient size and diversity to test the viability and scalability of the process. Access to 
the EE will be available through multiple SBU networks or portals-Law Enforcement 
Online (LEO), the Regional Information Sharing System (RISS), and the Intelligence 
segment of the Homeland Security Information Network (HSIN). The entry point for 
federated searches and retrievals of ISE Shared Spaces is BJA's National Criminal 
Intelligence Resource Center (NCIRC).Figure 5-1 shows a top level view of the ISE­
SAR EE. 

Us.er's Secure' 
RISS·LEO'HSIN Intel 

Figure 5-1. Tap level View of ISE-SAR Evaluation Envi1·om11eat 
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5.3 Functional Capabilities 

The EE will provide the following capabilities to participating sites: 

1. The ability to for authorized organizations to format incoming SARs in 
accordance with the ISE-SAR Functional Standard and post the resulting reports 
in an ISE Shared Space; 

2. The ability for authorized EE participants in fusion centers; Federal, State and 
local LE agencies; JTIFs; and FIGs to access and view ISE-SARs;" 

3. The ability to store and retrieve free text SAR summaries with no personal 
information in a sharable library accessible by EE participants and others;" 

4. Protected access to ISE Shared Spaces using existing networks authorized to 
store and transport formerly Sensitive but UnClassified (SBU) information without 
requiring additional identification or authentication;" 

5. Assistance in developing and improving supporting procedures and business 
processes as required, including privacy-related policies and procedures; and 

6. Assistance in developing risk assessments and information needs to inform the 
gathering of terrorism-related SARs on a local or regional basis. 

37 
Tiw long term gr1<1l i:; thal fhc infonnafmn in ISE-SA!l<. i:la usable- in orher tools. ilnd app!itatiOJt." nvailnhlC< ttl ISE pari.idp.:mts. For 
the EE, however. !SE·SAR:; c;m only bl' acn•s.."ed and di~played; tlwre wHI be no c>~pabUity to 5lore thctn locaUy. 

3ti The Jlb;;uy was originally pwposcd ns a ··quick win" that wold be implemented cnsily tvith minimnl pti.V<~C}' Impact What, if 
any, long· limn rolt• it wili piay in th£• NSf is ~fill under cnnsfderntlon. 

39 
Although the term "SBU" is still in comnwn use, a Presidential n'IL'morandum issued in May pro-vided a new frr~mework for what 

l.t defined ns Contmllt'd Uncln~sified !n{ormotlon (CU1). CUI willt>vcntually replace the SBU designation, but thc tl'nns \>.!Ill be 
used interchangeably. See Mrmortmdumjor 1/!e Head~ of f.:l.·ecutiu( Dap:Irtmrnls {J;rld Agclicic~: Droigunliou mul Sharing o.fCmtlrnlled 
Um:la~sified llrformnlhi:J (CUI), While Hou~~ (Mny9, 2008), A'•ailnble onlin~ ul: 
ltl!p:Uwww.whitehL1t!!>e.gou/new!>/relei1~e.c/20()8/QSG008{)509.6.html 
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Section 6 Managing the NSI 

6.1· Agency Roles, Missions, and Responsibilities 

The NSI is a collaborative effort among a number of Federal and SL T government 
agencies with CT responsibilities. This section delineates their roles and responsibilities 
in the NSI. 

6.1.1 Federal 

1. The PM-ISE is the sponsor of the NSI pursuant to his role of "assisting in the 
development of policies, procedures, guidelines. rules, and standards as 
appropriate to foster the development and proper operation of the ISE." 40 The 
office of the PM-ISE 

a. Provides broad direction, coordination, and oversight of all NSI activities; 

b. Coordinates all outreach and public affairs activities about the NSJ; 

c. Reports results to the ISC and other Federal Government organizations as 
appropriate; 

d. Issues, maintains, and updates the ISE-SAR Functional Standard and other 
NSI baseline documents in consultation with the ISE-SAR Steering 
Committee (ISE-SSC) and the ISC; and 

e. Supports Federal agencies in planning and budgeting for follow on activities. 

2. The /SE Privacy Guidelines Committee (PGC}, a standing committee of the 
ISC composed of ISC member agencies' ISE Privacy Officials, provides advice 
and guidance to NSI participants as needed to assist them in ensuring that all 
NSI activities are conducted consistent with applicable laws and policies 
protecting privacy and civil liberties. 

3. DOJ/BJA 

a. Provides overall project management for major parts of the ISE-SAR EE; 

b. Executes all tasl<s and responsibilities described in the PM-ISE-DOJ 
Memorandum of Understanding, dated July 29, 2008; and 

c. Reports regularly on progress to the PM-ISE and the ISE-SSC. 

4. DOJ/FBl, as the lead Federal organization responsible for investigating 
terrorism-related crimes, 

40 
lRTPA, §l016(0(2)(,\). 
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a. Supports NCTC in establishing and managing a process that Incorporates the 
CT information needs of SLT organizations; 

b. Develops intelligence products-including products based in whole or in part 
on analysis of ISE-SARs where appropriate-and makes them available to 
Federal and SL T customers; 

c. Shares FBI terrorism-related suspicious activity information with sites 
participating in the ISE-SAR EE; 

d. Trains personnel on their roles and responsibilities in the NSI process as 
appropriate; .and, 

e. Assists in the planning and execution of the EE and collaborates with sites to 
develop local or regional risk assessments and information requirements. 

5. DoDIASD (HD&ASA) 

a. Establishes one or more sites as part of the ISE-SAR EE; 

b. Ensures that information about suspicious activity relating to the protection of 
DoD personnel and facilities is shared with sites participating in the EE; and 

c. Trains personnel on their roles and responsibilities in the NSI process as 
appropriate. 

6. DHS!Undersecretary of Homeland Security for Intelligence and Analysis 
(/&A) 

a. Coordinates SAR activities of DHS components; 

b. Supports fusion center SAR analytic activities as appropriate; 

c. Supports NCTC in establishing and managing a process that incorporates the 
CT information needs of SL T organizations; 

d. Develops intelligence products-including products based in whole or in part 
on analysis of ISE-SARs where appropriate-and makes them available to 
Federal and SL T customers; 

e. Participates in the ISE-SAR EE through one or more of its component 
organizations; 

f. Ensures that information about suspicious activity relating to homeland 
security is shared with State and major urban area fusion centers participating 
in the EE; 

g. Trains personnel on their roles and responsibilities in the NSI process as 
appropriate and 

h. Through its fusion center representatives, assists in the planning and 
execution of the EE and helps sites develop local or regional risk 
assessments and information requirements. 

·~··---~--·-----------------­,_ 
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7. NCTC 

a. Working with the Office of the Director of National Intelligence (ODNI), DHS, 
and the FBI, establishes and manages a process that consolidates and 
shares CT information needs among Federal agencies and SL T 
organizations: and 

b. The ITACG, a component of the NCTC, informs and helps shape national 
intelligence community products-including products based in whole or in part 
on analysis of ISE-SARs where appropriate-by providing advice, counsel 
and subject matter expertise to better meet the needs of SL T organizations, 
and facilitates dissemination of these products to SL T agencies through 
established channels. 

8. ODN/1 Policy Plans and Requirements! Homeland Security and Law 
Enforcement 

a. Supports NCTC in establishing and managing the CT Information Needs 
process; and 

b. Leads the effort to establish a framework for how ISE-SARs will be used as 
part of the CT analysis process. 

9. Other ISC member agencies 

a. Ensure that agency processes that support gathering, documenting, 
proc4essing, analyzing, and sharing terrorism-related suspicious activity are 
conducted in accordance with the ISE-SAR Functional standard and this 
CONOPS; 

b. See that adequate resources are programmed and budgeted to support 
agency participation in the NSI; and 

c. Train personnel on their roles and responsibilities in the NSI process as 
appropriate. 

6.1.2 State, Local, and Tlibal 

1. State, focal, and tribal law enforcement agencies 

a. Train front line personnel to recognize behavior and incidents indicative of 
criminal activity associated with terrorism; 

b. Ensure that personnel observe and document such behaviors in accordance 
with laws and regulations; 

c. Review SARs for accuracy, completeness, and potential terrorism nexus; and 

d. Forward SARs to State and major urban area fusion centers (and to JTTFs 
where appropriate) for further analysis or action. 
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2. State and major urban area fusion centers 

a. Train personnel to process and analyze SARs received from SL T law 
enforcement agencies: · 

b. Demonstrate that policies and procedures are adequate to protect privacy 
and civil liberties; 

c. Review SARs received from SL T law enforcement agencies to determine 
whether they should be designated as ISE-SARs; 

d. Post all ISE-SARs in an ISE Shared Space in a manner consistent with the 
ISE functional standard; 

e. Develop local or regional risk assessments in collaboration with local DHS 
and FBI representatives; 

f. Develop information requirements based on local or regional risk 
assessments and national information needs; and 

g. Ensure that JSE-SAR information is accessible by the other fusion centers in 
the State or geographic region as appropriate. 

6.2. TI1e ISE-SAR Steering Committee 

The ISE-SSC provides overall direction and oversight of the NSI. The ISE-SSC, shown 
in Figure 6-1, is chaired by the PM-ISE and is comprised of members from all the 
Federal and State, local, and tribal stakeholders participating in the NSI. It serves as a 
forum for: 

• Ensuring that all NSI participants have a common understanding of the goals and 
activities of the NSI; 

• Coordinating agency outreach and public affairs releases to ensure they are 
consistent with the goals and activities of the NSJ; 

• Reviewing and approving major NSI baseline documents (see Section 1.3); 

• Reviewing NSI progress and maldng adjustment to plans and activities as 
required; 

• Reviewing the results of the ISE-SAR EE and planning for follow-on activities and 
resources; 

• Providing requirements io the ISC CTISS Committee for modifications to the ISE­
SAR Functional Standard and approving changes where appropriate: and 

• Serving as a forum for addressing other JSE-SAR Community-wide issues of 
concern. 
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The ISE-SSC is linked to the overaiiiSE governance structure through the PM-ISE and 
the ISC." In particular, given the importance of the ISE-SAR Functional Standard and 
privacy issues to the NSI, it has close ties to the ISC CTISS Committee and the PGC. 
The ISE-SSC can establish temporary working groups to address specific issues; these 
groups will be disbanded when the issue is resolved. The ISE-SSC provides strategic 
direction and oversight to the EE, but day-to-day execution is In the hands of a project 
management team. 

DoS 
DoD 
DOJ 
DHS 
DNI 
FBI 
NCTC 
PWt-ISE 
CJCC 
IACP 
MCCA 

Figul'e 6-1. JSE-SAR Steel111g Committee St1'tlctz11·e 

6.3 NSI Performance Management 

The long term goal for the NSI is that most Federal, State, local. tribal, and law 
enforcement organization will participate in a standardized, integrated approach to 
gathering, documenting, processing, analyzing, and sharing terrorism-related suspicious 
activity. Realizing this goal requires that specific performance goals and measures be 
established for the ISE-SAR EE and other NSI activities. These will be described in the 
NSf Performance Management Plan. 

41 
JSE lmplemr:t:tali!JU Pltm, pp.36-39 . 

. .,----~-·----------------------10 

ACLUEG000915



Appendix A- Mapping of NSIS Requirements to NSI Process 

Table A-1 maps the NSIS requirements identified in Section 2.2 to the associated 
step(s) in the NSI process described in detail in Section 4 and to the steps in the 
information flow description in Part C of the ISE Functional Standard. Since Version 1 of 
ISE-FS-200 dealt primarily with the parts of the overall process from initial observation 
through sharing and use, some of the NSIS requirements have no direct mapping and 
are denoted as N/A in the ISE-FS-200 column of the table. As noted earlier, ISE-FS-200 
will be updated based on the EE and other NSI activities. 

Table A-1. Mapping ojNSIS Requireme!lts to the NSI Cycle aud the Frmc!ional Standard 

Prov1ding reports and awareness trammg to State. 
local. and tnbaf authorities regarding the strategic 
goals. operational capabilities. and methods of 

2.2.2. 1. operation utilized by international and domestic Section 4. 1.1 Step 8 
terrorist organizations so that local events and 
behavtors can be VJewed within the context of 

terrorist threats 

Developing a prioritized l!sting of the SPECifiC types of 

I Section 4.5.1 
locally generated intormaiion of interest to Federal 

2.2.2.2. entities responsible for assessing the national threat N/A 
environment and which supports the rapid 
!denttficatron of emerging terronst threats 

Identifying resources capable of communicating and 

2.2.2.3. 
updating these iniormaUon requirements to State. 

Sections4.1.3. 4.51 N/A 
locaL and tribal officials via State and major urban 
area fusion centers 

i process to support the reporting, 
2.2.2 4 i , storage, and retrieval of locally Sections 4.1.4~4 4.2 Steps 1-5 

Ensurrng that efforts to gather, process, analyze, and 

2.2.2.5 
store loca!ly generated information are carried out in a Sections 4.1.4·4.4.2 Steps 1·5 
manner that protects the privacy and legal rights of 
Americans 

2.2.3. 1. Compietion 
Section 4.1.2 N/A 

2.2.3.2. 
Using this assessment to identify prionty Information Section 4. 1.3 N/A 
needs 

2.2.3.3. 
of data sources and repositories of 

Sections 4. 1.2-4.1.3 N/A 
i i 

42 
TnL' refl'renccs iHL'lOSfH!c:ifk subsections ofSedinn 4- of thi,; CON01}5. 

43 The referentes i!f(' to tlw steps dcscrib~d in the table on pages 29-32 of the l~E-SAF. fmrctlmwl Strmdnrcl. 
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2.2.3.4. 

2.235. 

2.2.3.6. 

2.2.3.7. 

Developing. implementing. and maintaining a method 
for cornmunJcating information priorities to local 
gatherers of Information 

priority information, Including SARs. are 
to and evaluated by appropriate 

government authorities and appropriate critical 
Infrastructure owners and 

Ensuring that priority information, including SARs. is 
reported to national entities to support its Inclusion into 
national patterns and trends analysis and other States 
and localities to I trends I 

Sections 4.1.3-4.1,4 N/A 

Sections 4.4 1-4.4. Steps 1-6 

Sections 4.4.1-4 ~.2 Steps 1-7 

Sections 4 1 1-4.5.1 N/A 
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Appendix B -The NSI as an Integrated Shared Space 

Overview 

The goal of the NSI is that Federal, State, local, tribal, and law enforcement 
organization across the United States participate in a standardized, integrated approach 
to gathering, documenting, processing, analyzing, and sharing terrorism-related 
suspicious activity. The NSI is an umbrella initiative encompassing multiple, but 
complementary, efforts eacl1 of which plays an important role in supporting efforts by 
Federal, State, local, and tribal agencies to detect and prevent terrorist crimes and to 
bring offenders to justice. The emphasis is on improving and standardizing policies, 
processes, and procedures for sharing SARs with a potential terrorism nexus rather 
than employing specific automated tools or techniques. 

Two important components of the unified NSI process are: 

An ISE initiative that promotes the sharing of terrorist-related SARs among 
authorized users at local law enforcement agencies, State and major urban area 
fusion centers, and federal agencies such as DHS through use of distributed ISE 
Shared Spaces (dedicated servers located at fusion centers); and 

• The FBI's eGuardian system that uses a centralized database and associated 
tools to support Joint Terrorism Task Forces (JTIFs) in assessing and 
investigating terrorism-related crimes and also to improve sharing of terrorism 
information between JTTFs and local agencies. The DoD has also decided to 
use eGuardian as its repository of ISE-SARs gathered as part of the EE in 
support of tts force protection/anti-terrorism mission. 

Although the two efforts have some similarities-both enable improved sharing of 
terrorism-related SARs; both implement the NIEM SAR IEPD; and both incorporate 
provisions that help protect privacy and civilliberties-t11ey form two distinct but 
complementary parts of a single unified nationwide initiative. This appendix clarifies the 
roles of eGuardian and ISE Shared Spaces and establishes fundamental principles for 
their operational use and interaction during the NSI Evaluation Environment (EE). 

For a number of years the FBI has relied on the Guardian system, operating at the 
Secret level, as its principal tool for managing assessment and investigation of 
terrorism-related crimes. Although access to classified information by State and local 
agencies has expanded over the last few years, it is still far from universal. 
Consequently, the information in Guardian is still inaccessible to many Federal, State, 
and local law enforcement agencies. 

Development of eGuardian, a system that operates in the SBU domain, as an adjunct to 
Guardian reflected the realities that initial indications of such crimes were generally not 
classified and tl1at JTTF operations would be improved if there were broader sharing of 
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State and local agencies provide unique knowledge and capabilities that are 
essential to tile overall effort. Collaborative efforts that allow each agency to 
contribute its specialized local knowledge and insights to the overall effort will 
significantly improve the chances of detecting and preventing attacks on our 
people and institutions. 

2. Transparencv. A principle objective of the NSI is full and transparent exchange of 
terrorism-related SARs among all Federal, State, and local participants in the EE 
regardless of which system is used to initially enter the information. In addition to 
supporting JTTFs in assessments and investigations, eGuardian will function as 
another ISE Shared Space so that federated qu.eries by taw enforcement 
officers! agents or analysts will return eGuardian results along with results from 
the Shared Spaces at State or major urban area fusion centers. Conversely. 
eGuardian users will be able to access ISE-SAR information from participating 
fusion centers as well as from eGuardian's database. In addition, the FBI plans to 
download relevant unclassified entries that were initially placed in Guardian to 
eGuardian where they will be available to all participants with SBU access. 

3. Local Control. Although information will be shared as broadly as possible, the 
process relies on a distributed system of sharing that maintains local control over 
ISE-SAR information. The detemnination to provide an ISE-SAR immediately to 
the responsible JTTF through eGuardian for use as the basis for an assessment 
or investigation of a terrorism-related crill)e is made by the responsible local 
agency or fusion center. SARs stored in ISE Shared Spaces, even those directed 
to a JTIF as investigative leads, remain in the submitting organization's Shared 
Space. They are still under the control of the agency that made the determination 
that the activity had a potential nexus to terrorism and can only be modified or 
deleted by that organization." 

4. local Process Variations. Related to the principle of local control is the 
recognition that, although all participants will follow the general NSI process, the 
details of that process will vary from one locality to another. The degree of 
collaboration between State or major urban area fusion centers and JTIFs will 
not be the same in ail areas of the country. Nor will the processes used by a 
small town or county be the same as those that work for a major urban area. The 
ISE strives to rationalize, standardize, and harmonize processes and policies 
wherever possible, but recognizes they must be tailored to local conditions. 
Consequently, the ISE promotes what are referred to as "mostly common," rather 
than identical, capabilities and processes. 45 The EE will identify "best practices" 

45 Thu lSE Functional Stnndard refers to the .:~gcncy tal originates the SAR us the sourct> organi7..otinn and the or'6an!zatlon thut 
provide.<; the lnformation to the ISE ~s the ;mbmlttinrr orgnni7:ntion. In some case~ the ~ource nnd submitting organizations may be 
the snme. 

46 Awnwl R~J(ll't to tile O.mgrr.~!i mt the Jn}mlfatiml Sharing EJ1ili1'0l!J/It:'llt Oune 2008), p. 3. 
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from all participants that will help to better standardize and harmonize SAR 
processes across the ISE, but some local variations will always remain. 

5. Feedback and Notification. Clear and effective feedback is an integral part of the 
NSI process. Feedback takes place continuously througl1out the process: it is not 
a single discrete step. Examples include: 

a. Submitting organizations notify source agencies when information they 
provide is designated as an ISE-SAR; 

b. All EE participants are notified when further evidence determines that an ISE­
SAR was designated incorrectly so that the original information does not 
continue to be used as the basis for analysis or action; 

c. Local agencies or fusion centers notify the JTTF of potential investigative 
leads when they submit a record to eGuardian; and 

6. Confidence Indicators. Although the details need to be worked out, a standard 
mechanism for grouping SARs into a few categories according to the likelihood 
that they truly reflect precursor activities of a terrorist attack will be adopted and 
implemented. This categorization will assist in improving the SAR process by 
incorporating established patterns of suspicious activity that prove to be more 
reliable indicators of potential terrorist behavior and by better enabling agencies 
to apply limited ana lytle resources to highest priority events. 

7. Data Entry Minimization. The EE will minimize unnecessary data entry wherever 
possible. In particular, no additional data entry will be required when a fusion 
center determines that a report meets the criteria for an ISE-SAR and should be 
moved to a Shared Space or when a local agency or fusion center decides to 
forward an existing ISE-SAR to eGuardian for JTTF assessment or investigation. 
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Appendix C- Acronyms and Abbreviations 

ASD 

AWN 
BJA 

CICC 

CONOPS 
CSG 

CT 

CTISS 

CUI 
DHS 

DNI 

DoD 

DOJ 

EE 
FBI 

FIG 

FS 

Global 
HD&ASA 

HSIN 

IACP 

lED 

IEPD 

IP 
IRTPA 

ISC 

ISE 

ISE EAF 

ISE-SSC 

ITACG 
I&A 

JTTF 
LAPD 

LE 

Assistant Secretary of Defense 

Alerts, Warnings, and Not"ificaf1ons 

Bureau of Justice Assistance 
Criminal Intelligence Coordinating Council 

Concept of Operations 
Counterterrorism Steering Group 

Counterterrorism 

Common Terrorism Information Sharing Standards 
Controlled Unclassified Information 

Department of Homeland Security 

Director of National Intelligence 

Department of Defense 

Department of Justice 

Evaluation Environment 
Federal Bureau of Investigation 

Field Intelligence Group 

Functional Standard 

Global Justice Information Sharing Initiative 
Homeland Defense and America's Security Affairs 

Homeland Security Information Network 

International Association of Chiefs of Police 
Improvised Explosive Device 

Information Exchange Pacl<age Document 
Implementation Plan 

Intelligence Reform and Terrorism Prevention Act of 2004 

Information Sharing Council 

lnformaflon Sharing Environment 

Information Sharing Environment Enterprise Architecture Framework 

ISE-SAR Steering Committee 
Interagency Threat Assessment and Coordination Group 

Intelligence and Analysis 
Joint Terrorism Task Force 

Los Angeles Police Department 

Law Enforcement 
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LEO 
MCCA 

MCSA 
MPD 

NCIRC 
NCTC 

NIEM 
NSI 

NSIS 
ODNI 

PGC 
PM-ISE 

RISS 

SAR 
SBU 

UASI 

Law Enforcement Online 
Major Cities Chiefs Association 

Major County Sheriffs' Association 
[Washington, DC] Metropolitan Police Department 
National Criminal Intelligence Resource Center 

National Counterterrorism Center 

National Information Exchange Model 

Nationwide SAR Initiative 
National Strategy for Information Sharing 

Office of the Director of National Intelligence 

Privacy Guidelines Committee 
·Program Manager, Information Sharing Environment 

Regional Information Sharing System 

Suspicious Activity Reporting 

Sensitive but Unclassified 
Urban Area Security Initiative 
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