From:
Sent:
To:
Lo

T S Lewis,
Lavia

RE: eGuardian Web Service

TXFCU0000-2011-00005 pdf; T‘XFCUOOOO~2011-00004.33(:5‘?; TXFCUQ00D-2011

TXFCUO000-201 l~00002.pdf;-HRORIDOL2011~OODO4.pCif,‘ HRORI001-2011-0
TRORIC01-2011-06006 ndf: TXFCU0000-2011-00007 pdf; TXFCUOR00-2011

- Subject:
Attachmants; -OOIDUB.pd‘f;

0005, pdf;

-00006.pdf

Here you go. You can confirm that they match what was sent,

loe

nper ZQI 2011 z:ii ii I
: Y . i v
Subject: RE: eGuardi ; _ ;

We just pushed & test records successfully, Can you confirm they are correct? The incident ID's are:

TXFCUGD00-2011-00002
TXRFCUD000-2011-00002
TXFCU0QB0-2011-00004
TXFCUEDOO-2011-00005%
TXFCU0060-2011-00006
TXFCUO000-2011-00007

I-don’t have my LEQ account fully setup vet sa | can't access the records yet to view them.

Thanksl

Sent: Tuesday, Noveriber 29, 20 :
Tc:w

oo

Sabjct KE: etiereic T o)

¥m not sure what you mean by 'explicit tag'.

David Lewis

| am saying to do the following:

<ParsontHeightMeasure>
<MeasurePointVaiue>7 3<MeasurePaintValues
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. <LengthUnitCode>INH</.engthUnitCode>
</PersonHeightMeasure>

<PersonWeightMeasure>
<MeasurePaintValue>230</MeasuraPoiniValug>
<WelightUnitCode=>t. BR<MeightUnitCode>
</PersanWeightiMeasure:>

Froin: |
Sent: Tuesday, November 011 12:33 PM

Ce: | S - cis
Subject: RE: eGuardian web Service

Do you think we putting an explicit tag in there would work? | can make the changes and ry it out,

97 Route 18 South, Suite 3000
East Brunswick, NJ 08816

SRR David Lewis

Subject: RE: eGuardian

I'm sfilt not sure why this is fatling for you, but not failing in the dev environment. However, I'm 99% sure that It has to do
with the unitcode of your heights and weights,

Try setting your LengthUnitCode to INH {'m assuming that you are using inches)
Set your WeightUnitCode {o LBR (I'm assuing you are using pounds)

Right now both of those values are NiL

From:

Sont: Tuesday, Novemn 29, 2011 11:53 AM ‘
Cex - BN Dzvid Lewis

Subject: RE: eGuardian
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v
!“

| just pushed it and got an error of “java.Jang. NullPointerExce ption”

e R DM et

From:

Sent: Tuesday, NOVeMbEr 1 11:50 AM
To:h

ce: N R Y (. vl

Subject: RE: eGuardian-Web Service

DK, I'm watching the logs now

David Lewis

If you are ready, | will go ahead and push the joel_3.xml SAR. | will let yvou know when it has been pushed,

Thanks]

Furdy, Jeremy;

Da\{z BWIS
Subject: RE: eGuardian Web Sarvice .

Forpz.xml, it looks like again that you have an invalid code listed for the TipClassCode from ObservationActivity
. There is an enumerated list of values in the schema which vou must adhere to,

For__'a‘.xml, | had no problem submitting to my dev envirenment. Maybe you can attempt to submit that ene again and
| can watch the logs.

. From:

Sent: Tuesday, November 29, 2011 6:35 AM
David Lewis .

Subject: RE: eGuardian Web Service

~ Good Morning.
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We modlified our code to introduce the sur name if it is not there. We are either popuiating it with UNKNOWN in cases
where there is no Name on the SAR and in cases where we have a full name we parse it out.

We also modified the Person height value to be converted from the ANSI notation of height to inches.

But, after these changes we still are having Issues with submitting the SAR. Right now we are getting a NULL pointer
excepiion.from the service and we are not able to submit the attached 2 XML records. ‘Could you please take a look at it
and update us on what needs tobe changed.

Also if we could get on a conference call and do this real-time that would be great as well,

Thanks very much for all the support you have provided so far,

Tetrus
197 Route 18 South, Suite 3000
East Brunswick, NJ 08816

Frbm:
Sant: Mnday, November 28, 2011 4:52 PM

Dav: ewls
Subject: RE: eGuardian Web Service

Thanks for the update,

The lexsdigest:EntityPerson/lexsdigest:Person/nciPersonName is the high level node, what do you expect under that?

4
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" Can this node be empty? Or do you need the Surname or EuliName to be populated under that?

Tetrus
197 Route 18 South, Suite 3000

Front:

Sent: Monday, November 28, 2011 4'37 PM
To: (R

Co:

David Lewis

Subject: RE: eGuardian Web Service

it works after fixing those two things

From:

Sent: Monday, November 28, 2011 4:36 PM
To: ﬁ

Ce
David! Lewis
Subjert: RE: eGuardian Web Service

Did the submission work afteryou fixed these 2 issues? Orthese are the first things you saw?

Tetrus
197 Routa 18 South, Suite 3000
fast Brunswick, NJ 08816

i Sk
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A e e

2011 4:31 PM

David Lewis
Subject: RE: eGuardian Web Service

A couple issues with this submission.

FY1: We are taking hote of these exceptions and entering them into ourbug lists. We are finding that there are some
errors that we have to cafch in our code in order to present them in a fashion that is helpful to the uset. Thanks for
helping us find them!

From: [
Sent: Monday, November 28, 2011 3:45 PM
Cor B

David Lewis
Subject: RE: eGuardian Web Service

The attached XMLs are failing when we try to push them. Could you please run it through your client and let us know
the reason. '

We still are not getting validation errors from the service. We only get a one liner saying it is a Validation Error.

Tetrys
197 Route 18 South, Suite 3000

East Brunswick, NJ 08816

. 2011 10:17 AM
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‘David Lewis
Subject: RE: eGuardian Web Service

- From

Serit: Wednesday, November 23, 2011 10:11 AM '
T
e .

David' Lewis
Subject: RE: eGuardian Wel Service

Tharks very much-for the update. Yes we submitted-one more just a faw mins back.

We don't have a leo account yet, it Is in the pracess. If you could send a PDF version of the file we just submitted that
would be great, : '
1 will aiso be submitting a few more in the next hour, to wrap up the testing,

Thanks

Tetrus
197 Route 18 South, Suite 3000
Fast Brunswick, NI ORR16

ednesday, Novernber 23, 2011 10:07 AM

-Subject RE: eGuardian Weh Service

Congrats! | see a successiul submi$sion in eguardian training at 9:12 AM this morning.

Do you have a lec account so that you can jog in and see it? 1f not, | can send you a PDF copy of your submltted incident
for your verification purposes.

rrorm
Sent Wednesday, November 23, 2011 8:18 AM

7
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“Te:
L
David Lewis
Bubject: Re; eGuardian Web Service

v; I

Thariks for the update will call you after confirming with il on the submission. Do you think the attached
XML should go through fine?

RIS

OI! NUV 23, 2011, at 7:09 A_N{[: o

Yes, you are correct on those two items below. Sorry about the typo. 'm debugging on a separate
system from where | use my email appiication.

wrote:

{ checked our log file, and the last submission that | see from your organization was at 15:39
ET. However, that submission does not look like the XML that you attached to this email, it still looks fike

the old submission (i.e., it still has the date range instead of the datetime, and it still does not have an
identificationid).

Pl be available-all of this morning, however, | may have fo leave around 12:30 ET today. 'm nof sure as
of yet. :

: David Lawis

We fixed the issues that you had mentioned, but we still are getting the sama srror.
Mot sure what is happening, 1 am attaching the XML, could you please run and check.

The only differances | observed is, in the snippet you providad below. You have mentioned
1. lexsdigest:Activity ~ This is not lexsdigest:Activity instead it should be ne;Activity
2. The date time you provided <nc:DateTime>2011-01-06710:00:00.000+5:00</nc:DateTime>, -
make ft invalid XML because it has to be +05:00 not +5:00.
I-did try sending both time formats below to the servar but stilf getting errars from the server:

Valid Format : <ng;DateTime>2011-01-06T10:00:00.000+05:00</nc:DateTimes
Format you provided : <nc:DateTime>2011-01-06T10:00:00.000+5:00</nc:DateTime>

8
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Thanks for your help.

Note: Please et me know if you would have sometim e tomorrow 1o do some real-time debugging. | can

fix and update the code as you debug it front your sicke. This will greatly heip us to be ready for Nov 30
deadline, : .

Thah‘ks.

Tetrus
197 Route 18 South, Sulte 3000
East Brunswick, NJ 08816

Subject: RE: eGuardian Web Service ‘ ‘

All,

We ware able to successfully submit to our dev environment, after making the following fixes:

1) your <nc:Activityldentification> element was null. We require the identification of your SAR in this
alament.

So for example:
<lexs:Digest>
<Jexsdigest:EntityActivity>
<lexsdigést: Activity>
<ne; Activityldentification>
<ne:ldentificationiD>LATD-00357</ne:Identification D>
</nec:Activityldentification>

2) We do not accept date ranges for the activity. You should use this element (FYL youneed to
specify the Hmezone... +8:00 in this example)
<lexs:Digest>
<Jexsdigest:EntityActivity>
<lexsdigest: Activity>>
<neActivityDate>
<pc:DateTime>2011-01-06T10:00:00.000+5:00</nc:Date Time>
</nc:ActivityDate>

After making these changes, we submitted successfully.,

g
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'David Lewis'; I EINEN (51 Contact); Bl

Subject: RE: eGuardian Wab Sefvice
We are tweakihg the web-services tfient so that it can be more easily run inside of Eclipse. ' Stay tuned..,

And we are looking into the rags.xml error. We think our error handiing of what was wrong in this.case
is not very good, thus the lousy error message. Stay tuned..

One easy way 1o test error processing on your side is to using a working submission, and then simply
change the ORI fields to something bad, and you should get this error: “Certificate ORI does not match
author ORI”.

Fiom:
Sent: Tuesda‘ November 22, 2011 1:12 PM

(FBI Contact); SRS

'Dav:d Lewis', (S

Sub]ect RE: eGuardian Web Service 3

Thanks BB, Can we have a call at 20m EST if that works for you. The call number details are below

Tetrus
197 Route 18 South, Suite 3000

www . tetruscorp.com

Please consider the environment befora printing this emait,

CONFIDENTEALITY NOTE: .

This e-mail and any attachments may be confidential and protected by legal privilege. ¥ vou'are not the Intended
recipient, be aware that any disclosure, copying, distribution or use of the e-mall or any attachments is prohibited.
if you have recelved this emall In error, please notify us immediately by replying to the sender and deleting this
copy and the reply from your system. Thank you for your cooperation.

10
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| (FBI Contact); S
Subject: RE: eGuardian Web Service

Sure. Il need to hav<iiland/or [RIRI from the eG team (cc’ed) phone on the line too.

Sent: Tuesday, November 22, 2011
co: BN O-vic Lowis (B (FBI Contact): RIS
: (FBIY ‘

Hope you are well. As we are trying to meet the Nov 30 deadiine that we have and In view of the
Thanksglving holfidays, | wanted to see If we could schedule a call today to discuss some of the validation
errors that we are experiencing and get your insights so that we do not have to keep coming back to
you, '

Would you be available sometime this afternoon for a quick cali? Thanks so much for your help-with
this,

Thanks,

President & CEO

Tetrus

www.tetruscorp.com

Please consider the environment before printing this emafi,

CONFIDENTIALITY NOTE:
This e-mall and any attachments may be confidentia_i and protected by legal privilege. If you are not the intendead
recipient, be-aware that any disclosure, copying, distribution or use of the e-mail or any attachments is prohibited.

If you have received this email in etror, please notlfy us immediately by replying to the sender and deleting this
copy and the reply from your system, Thank you for your cooperation.
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Rere is another version of the XML where we have a dded the Reporting Organization and validates per
the IERD schema. We also compared it with the minimal_sar and all tags seems to be populated. Could
you please let us know [f you need any other tags to be poputated?

The only error we are getting is the following:
Submission s missing a record.

Tetrus
197 Route 18 South, Suite 3000
East Brunsw;ck Nj DB&16 _

Direct
Work
Fax

Skype

(FBI Contact),
S bject: RE! eGuardian Web Serwce

The errors are being returned—but you might have to have your code dig deeper to find them.

er 18, 2011 12:51 PM

_{FBI Contact); FBI)

Suliject: Re: eGuardian Web Serwc:e

Thenk

Is there any way we can turn up-the error message level at the service so that we could make
progress w/o bugging yon?

12
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On Nov 18, 2011, at 1237 PM, i . wrote:

This is the error that gets returned when we submiit that file to our test client:
org.springframewotk.ws.soap.tlient.SoapFawitClientException: Unable to.locate
ActivityReportingOrganizationAssocigtioh for SuspiciousActivity: LACT-122
FAULY CODE= {htip://schemas xmisoap.org/soap/envelope/IServer _
Fault Detall: SOAP-ENV:ServerUnable to locate ActivityReportingOrganizationAssoclation for

.SuspiciousActivity: LACT-122

As in the minimalist_sar, there needs to be an ActivityReportingOrganization slement defined 1o link the
ActivityReference to the OrganizationReference,

Hope that helps!-

Joe

Ce; David Lewis; [
(FBI}
Subject: RE: eGuardian. Web Service

R (5! Cortact); NGNS

We are trying to submit the attached XML, but receiving the following ervor from the web service,
We are not sure what it means.

1:Submission Is missing 2 record.
We have validated both the LEXS envelope and the SAR! payload, they vahdate successfully agamst SAR

1EPD 1.5 schermas,
Could you piease let us know if vou require any specific element to be added to the XML?

Thanic,

Tetrus
197 Route 18 South, Suite 3000
East Brunswick, NJ'08816

13
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Cez David Lewis; (FBI

Contact); FBL
Subject: RE: aGuardian Web Service

Here is what | found:
1. First, Fhad to adjust the namespaces in <doP ublish>, so that |-can validate in my debugging

enviranmerit
2. <incident> and <egSubmitincidentRequest> are both invalid
3. in <SystemContact> there is this validation e rror:
e cve-complex-type.2.4.a: Invalid content was found starting with eiement ‘ne:PersonFuliName’, One of

{"htin://niem.gov/niem/niem-core/2.0": PersonGivenName, "bn://niem.oov/nieminferm-
coref2.0":PersonMiddiaNarne, "hitn://niem.aov/riem/nlem-core/2.0" PersonSurName}’ is expectad

4, Solreplaced
“<nc:PersonFullNames>_ FCUASI_SYSTEM_CONTACT _FULL_NAME___ </nc:PersoriFullName>

with
<nc:PersonGiveriName>lohn</nciPersonGivenName»<ne:PersonSurName>Smith</nc:PersonSur

Name:>
Fve attached a document that validates with those changes {again, with the namespaces in <doPublish>

tweaked).
Let me know If that gets you further.

_ Thanks!
rrore
Sent: {hursday, November 17, 24 AM
To N |

Ce: David Lewis; $EES
Subject: eGuardian Web Service

We tried to use the eGuardian web service (in test environment) last night and were getting a
validation error. There was not a whole lot of information in this. Can you find any additional

information at the server?

Thanks,

Tetus

Wy

<minimalist_sar.xml>

i4
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