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¢ The DIOG was written to implement The Attorney General's
-Guidelines for Domestic FBI Operations (AGG-DOM) and applies to all
domestic investigative activities and intelligence collection conducted
by the FBI.

~ « The Domestic Investigations and Operations Guide (DIOG) was
approved by FBI Director Robert Mueller on December 16, 2008.

» The purpose of the DIOG is to standardize policy to ensure thét
criminal, national security, and foreign intelligence investigative
activities are consistent throughout the FBI.

* The DIOG applies to all FBI employees, Task Force Officers, and all
~ other individuals operating under FBI authority.
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The DIOG prowdes gwdance throughout the FBI
investigative process. Investigations progress through the
following three phases:

e Assessment

 Preliminary Investigation

e Full Investigation
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Prior to opening an assessment, an FBI employee must:

determine an authorized purpose;

follow specific work flows for management and
documentation; |

not initiate based solely on the exercise of these First
Amendment rights; (unless a group exercising its First
Amendment rights also threatens or advocates
violence or destruction of property)

and must ensure that the assessment is an.
appropriate use of personnel and financial resources.
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A Preliminary Investigation may be initiated if:

~* afederal crime or a threat to the national security has,
is or may occur, of; ‘ .

* an individual, group, property or activity is or may be
a target of federal criminal activity or threats to the
national security; and

« the investigation may obtain information relating to
the subjeci(s) involvement in such activities or protect
against the activity or threat.
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The AGG-DOM authorizes a third level of investigative
activity-predicated investigations. Full Investigations may
be initiated if there is an “articulable factual basis” of
possible criminal or national threat activity.

The three types of Full Investigations include:
* Single and Multi-subject
e Enterprise
* Positive Foreign Intelligence.
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I nvestlgatlons and Assessments are deemed “Sensmve
Investigative Matters (SIMs)” when they involve activities of:

A domestic public official (involving corruptlon or
national security threat)

A political candidate (mvolvmg corruptlon or national

security threat)

A religious or political organlzatlon or individual
prominent in'such

News media |
Matters having an academic nexus

Any other matter which should be brought to the
attention of FBIHQ or DOJ, in the judgment of
authorizing official |
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"Policy driven by EO 12333 |
AGG-Dom required a UDP policy and AG
approval of that policy

'FBI Policy seeks uniformity in National Security
Investigations and Criminal investigations

b2
b7E
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General Undisclosed Participation (UDP):

General UDP occurs when an FBI employee or Confidential Human Source (CHS)
acting on behalf of the FBI, becomes a member or participates in the activity of an
organization without disclosing FBI affiliation to an appropriate officlal of the |
organization :

» “Orgamization” means an association of two or more persons formed for any lawful
purpose (social, political, religious, business, etc.)

b2
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UDP Approval Levels for Assessments and Pradicated investigations

-CHB tashing of use must be in conformity with FBI OHS Palloy

b2
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~ The following charts outline Investigative Methods and
" approval requirements for these methods, as well as the
categ|or|es of Investigations.
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Fleld Office investigations Chart _

Type 6 and PF(

Assessiments

Identity, assess, validate or maintain the
cover or credibility of a CHS

(PFI) Intarest responsive to Fl
requirament

Predlanllon

CHSPM and
AGG-CHS

Matters of PositiveForelgn Intelligance  As long as necessaryto .,

achieve purpoese and
objective; No time limit

classification

e initintine

CHSPM and
AGG-CHS

Prior SSA or SIA,
and HQ/DI Approval

CHS Manual

Every 90 days: If
probationary
cmployae, every 60

Investigation Purpo: Duratlon Docui'nan!atlon Approvel Justification Review SM Responsibia Entity
L Activities constituting violations of .
Type 1 {edaral criminal {aw or threats to tha As Ion FD-71 ar ! |
) g as to) Any can
- e B and | 2gacanas practical nliate; SSAorSiA | Everydodays | CDCreview: SAG Squad
° r Jective; No tims umlt . Approval PR
Type 2 groups, or organizations in such
activities {(# 1 abov .
Evary 90 days; I
Potential targets of or vulneratilities to JAs long as neceasaryta] EC bafore inltiating FIG {Collestion
Typa 3 criminal activities In violation of federal | achleva pumoss and Edat 8SA or SIA CDCG raview; SAG| 1) or
law or-threata to the y jective; No time it b o investigative Squad

N
Nol addressed in

DIOG;
Follow CHS
Manual

COC Reoview, SAC
Approval

FIG or Investigative
Squad

FIG (Investigalive
Squad can support)

DIOG Section 8.4

: Investigation Duration Documantallon i‘l‘-‘!ﬂ'ﬁ'—‘!ﬂﬂ-‘-‘-’lﬁ"—' Sim Responsible Entity |
P Smonthe; Ofe : Y ; o
) " Initiated ondhe bagls of "in!ormaﬂdn or- extenalqn SAG:not $PC Roview, SAC .
U llcating i
'Z’: a gircumptance degoribed I lnmﬂqauva Sqund
' ++. . .Gl
—at PRSI, Jree Jog X i &
inltiated if thers Is an “articulable factuai Priar SSA with Every90days; it [COCGRaviaw, SAG
No time limit; Factual N
Ful basis” that EC FBIHQ (& DOJ prabatianary Notification to | Investigative Squad
circumstancas described in DIOG outcoms notice on NSB employes, avery80 | \;ene or DOJ &
Section 7.5 exist USPER matters) days HQ within 30 days | -
investigation is predicated when there is| CDC Review, SAC
an-amculub‘:‘eatacwal basis for te No time limit; Faotuai SSAwith Ev:gb?a?l::m it Approval;
Full the group or is din|P EC FB'HSO:":: DOJ 1 ampioyee, every 60 U';OAﬂoimorﬂgnoflo& Investigative Squad
Raokatesting, IT, DT, orother. See days HQ within 30 days ‘

PFI Fult

Investigation may abtain Positive
Forelgn intelligence (PF) that fa
reaponslvs 1o a foreign Intailigence

equlrament

Uniit the requirementis

mat; No tims limit

Biior DIVCMS
approval; notcs to
DOLNSO within 30

days

EveryLso days; it

CDG Rsyiew BAC|

employee, evary 60
days
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Obtain publicly available information

Access and examine FBI and other DOJ records; and obtain information from any FBi or DQJ personnel

Access and examine records maintalned by, and request information from, other faderal, state, local, tribal, or foreign govemmentai entities or
- agencles

Use online services.and resources (whether nonprofit or commercial)

Use and recruit human sources In conformity with AG Guidelines Regarding the Use of FBI Confidential Human Sources )

interview or request information from members of the public and private entities

Accépt information voluntarily provided by govermnmental or private entities

Engage in observation or survelilance not tequiring a caurt order

Mail cavers

Physical searches:of personal or raal property whers a warrant or court arder is nat legally required because there s no reasonable expectation
of privacy (e.g., trash covers) :

Consensual monitoring of cammunications, including consensual computer monitoring, i subject to legal review by the CDC or the FBI 0GC.
Where a sensitiveimonitoring circumstance is invalved, manitoring must be approved by the Criminai Division or, if the investigation concems
fareign intelligence or a threat to the national security, by the National Security Division

Usa of closed-circuit televislon, direction finders, and other menitoring devices, subject to legal review by the CDC or FBI OGC
Polygraph examinations ) :

Undercover opsrations

Compulsory process as authorized by law, Inciuding Federal Grand Jury and othar subpoenas and Natianal Security Letters (Faderal Grand Jury
subpoenas for telephone and electronic mall subscriber records can be used during type 1 and 2 Assessments only)

Accessing stored ere and electronic communications and transactional recards

Use of pen registers and trap and trace devlces

Electronlc surveiilance

i Forelgn Inteliigence collection under Title VIi of FiSA

+ Physical searches, Inciucing mall openings, whare a warrant or court order s legaily required because there Is an expectation of privacy
B

Investigations

Full
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-

s3essments and Predicated Investigations

N Approval Levels for A
Authorizad Method and DIOG Reference’ Aosecamonts g " Predicated Forelgn intelllgence
1] 594 Obtain publicly avallable Information None Requirad None Heqqlrad None Required
) ‘fasking a LGE o attend a religious service Not Permitied S5A Approval S84 Approval
Physical surveillance of a person of group
(Consult the DIOG for handheld pholo and video I |eonsull
survelliance with no reasonable expactalion of or requirements None Requlred None Requirad
2] 688 .
[ Fleld Offlcs Approvel Flald Offlos Approval
I ’ ASAG Approval ASAC Approvel ASAG Approvel
Access and examine FBI and othar Depariment of ’
3 | 5.9C JJuslice (DOJ) records, and obtaln Inlormation from Nons Required None Requirad None Required
any Bl or otheriDOJ personnel
Hocessandasamine rcots maushned by, and | val s required byl -None (Unless such approval is requied by MOU of | Nons (Unlass such approval s required by MOU
4 | 58D |request information from, cther federal, state, local, or { nleelsjs such approval Is required by} -None (Unless suomapp r::u by MOU or 8 (Untess su mappm s nr?:u y
\rbal, or forelgn governmental entlies or agencles MOU or other agreements) or agresments) or ather agreements)
5| G6E g:;z:‘m‘;;:,wm and resources twhelniar nonproft None Required None Required Nons Required
r’:ﬁ:m‘gmr:xpg:;a"x: ‘S“g None Required excapt for contact with represented None Regulred except for contact with
6| s9F Inteniew or request information from members of the cg . omek sl;ﬂs Wit Hou;el persons, members of U.S, Congress, or their staffs, represented parsans, members of U.S.
" Ipubilc and private entilies ngress, ™ White House personnsf, or other substantive  ]Gongress, or their staffe, Whits House parsonnel,
rsonnel, or other substantive division
pe ' requitaments : division requirements or other substantive division requirements
__fequiramonts
Accept Information voluntarity provided by
7] 5% lgovernmental or private entilies None Required None Fequired Nane Required
g | 5.gy [Fe ond recrult humen sourcea Nane Required (uttize ] None Required (utlize Detta) None Required (ullize Dalta)
‘Fasking a OHS to attend 8 religious senvics SAC Approval S8K Appraval S8A Approval
ol s Faderal Grand Jury subpoenas for telaphione or US Attomey Office Approval US Attamey Office Appraval Mot Pemilted *
""" |electronic mail subscriber Information (Type 1 and 2 Assessments Only)
10} 58C SORC SORC SORC

Pattern Based Data Mining

- ™

RSN

b2
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ek

roval Lavals for Assessmerits and Fradicated Inv

] on;

Authorized Mathad snd DIOG Assessments redicated Foreign Intelligance
11| 11.3 {Mall covers | |
Physical searchas of personal or real property where '
12] 14l warrant or court order is not lagally required | I
=" |bec: raasonable expeciation of privacy
(eg
X of col CDG or OGG Review CDG or OGC Review
13| 115 | consenausl computer monttarin Mot Pamitiad SSA Approval SSA Appraval
1a| 115 lc"““““‘"" moniloring of ”mm“"m‘i‘;":““' including Not Fermited CDC or OGG Review, SAC Approval, DOJ Criminal | GDG or OGC Review, SAG Approval, DOJ
) lmonlto clrcumstance. or DOJ NSD Approval Criminal or DOJ NSD Approvat
Use of ciosed-circuit direction finders, and I |
18] 1.8 ;g devices I l I
16| 11.7 |Polygraph axam!nall 1 { $SA Approval SSA Approval
CBC Haview, or
. CDG Review, SAG or ASAG with dalepated
17| 11.8 jtndercover operations, Group ft E: aul:urlty::alhnal Security cases also mqulr? NSD a mnomy.'N 9B-Un ;U ACB Approval
| | CDC review, SAC, and AD and CUORG or UCRG | CDC raview, SAC and AD and UCRC (EAD/DD
18| 11.8 |Undarcavar operations, Group { (EAD/DD certain cases) Approval certaln casee) Approval
Cormpulsory process as autharized by iaw; Fedaral - )
18] 1.9 lerang Jury and irla) subpoanas ] US Attomey's Offics Approval I——.—.I
Administralive Subpoenas: Drugs 8AC, ASAG, SSRA, or Drug Squad SSA
20] 11.9 |Adminisirativa Subpoanas: Sexual Exploltation Not Parmitled | Not Permitted
A Health Fraud 1.8, Atlornay's Office Approval
. Fleld Office; CDC Raview, ADIC or SAG Approval. Not Parmiited
21] 11.9 |National Security Letiers Not Parmitted +Q: NSLB Raview; DD or EAD-NSB or AD & DADs Not Permitied
CT/CDICYD or GG or Deputy GC-NSLB Approval
Accassing siored wire and electronic communications )
221 1110 and \ransactlonal records Not Permitted Stahrla/CouﬂOgdsr, Consult DIOG Not Permitted
23} 11.11 |Use of pen reglsters and trap and trace devices NotParmitted FISA Court or District Gourt Order ny Aval rNen-
24] 11,12 |Etectronlo surveltiance I | | | | |
25| 11.13 Physlcal searchas, where there is reasonable

expaciation of privacy, including mall openings

11.14

Acquisiion of foreign Intaligence information In

lcontormity with Titie VII of the Foreign

Survelllanca Act

FISA Court order

b2
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e Section 4 of the DIOG, Privacy and Civil Liberties, and Least
Intrusive Methods outlines the FBI’s oversight, self-regulation, and
.~'strict adherence to the Constitution of the United States.

 Throughout section 4, the DIOG discusses the protection of First
Amendment rights (Freedom of Speech, Freedom of the Press,
Freedom of Peaceful Assembly and to Petition of Government for
Redress of Grievances, and Exercise of Religion), civil liberties and
privacy issues, and Equal Protection of all Americans under the
Fourteenth Amendment.

« Section 4.4 of the DIOG requires FBI employees to use the “Least
Intrusive™ means or method possible to obtain intelligence or evidence.
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- *The DIOG reiterates Department of Justice (DOJ)
guidance which permits the consideration of ethnic and
racial identity information based on specific reporting (i.e.
eyewitness accounts).

» Consideration of race or ethnicity is permitted in
investigative or collection scenarios, if relevant. Examples
may include investigations of ethnic-based gangs or
~ terrorist organizations known to be comprised of members
of the same ethnic grouping.
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«. The DIOG also reiterates DOJ guidance permitting the

- collection and analysis of demographics if the identification
of concentrated ethnic communities will reasonably aid in

" the analysis of potential threats and vulnerabilities or aSSIS'[
domain awareness for the purpose of performlng
mtelllgence analysis.

e |n addition, the locations of ethnic-oriented businesses or
other facilities may be collected if their locations will o
reasonably contribute to an awareness of threats and

vulnerabilities and intelligence collection opportunities.
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"o If the collection of ethnic/racial demographics is legally
allowable in an investigation, it may also be “mapped”
using sophisticated computer geo-mapping technology.

e These maps may be used for domain awareness of an
area of responsibility, to track crime trends, or to identify
specific communities or areas of interest to support specific
assessments or investigations. '

 Regardiess of the purpose for its use, the relevance of
the ethnic or racial information must be clearly
demonstrated and documented.
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" The FBI determined that several types of information should be redacted in the Public Release of
the DIOG. These types of information include: -

Redaction: FBI Policy Directives
Justification: These are internal FBI policies that govern administrative and operatlonal matters not
directly related to the DIOG.

Redaction: Terms and Definitions
Justification: Knowledge of specific FBI terms and definitions could allow for circumvention of
investigations and spoofing. :

Redaction: Collection and/or Analysis of Information
Justification: Knowledge of these internal decision-making criteria could allow for circumvention of
collection and analytical techniques. :

Redaction: FBI Data Systems
Justification: Many data systems used by the FBIl are proprietary.

Redactlomr Scenarios & Examples

Justification: Many scenarios and examples used In the DIOG Involve sensitive mformatlon such
as the names actual terrorist organizations, and provide |nS|ght into targeting, recruitment, or FBI
assumllatlan of sug anizations . . :
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Redaction: Survelllance and Monltorlng Techniques '
Justification: Knowledge of these specific criteria could allow for circumvention of the techniques.

Redaction: Time Periods

Justification: Knowledge of time period requirements for lnvestlgatlve techniques could damage
the effectiveness of the technique or allow for circumvention. For example, a person who believes
he may be under investigation may stop using his celluiar phone for the specified period of time,
thereby hindering the investigation.

Redaction: Notes
Justification: Notes in the DIOG provide internal guidance to FBI operators and Intelligence
Analysts.

Redaction: Internal Web and E-mall Addresses
Justification: Publicly releasing contact mformatlon of FBI staff could allow for harassment, spam,
or spoofing.
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