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Course Overview

Overall Training Objective:

Provide an instructional foundation on the DIOG
and then apply the knowledge gained by using
hypothetical examples and scenarios. Upon
completing this course of instruction you should
have a firm grasp of the concepts and principles
underpinning the DIOG.
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Course Overview

Participation Standérds:

Questions are welcome; however, If your question is about a specific
- set of facts that may divert the training objective, please direct your
“question to one of the Training team members at a break fora
response.

During the scenario exercises, particlpants will be called upon to
provide their response to particular facts or circumstances. Each
Unit/Section should select a representative to speak for the
Unit/Section and rotate that responsibility among the group. The
scenarios are meant to prompt discussion, but the presenters must

- keep the scenario moving forward. Please understand that everyone
may not be able to voice their perspective in the group setting. Keep in
mind there. may be several avenues to reach the:same.justified
conclusuon You may use your handouts and4raining aids to lnform

UMCLASSIFIEDAFOUO
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Course Overview

‘Course Completion:

*You must complete the entire mandatory 16.5 hours of training. You
must score an 80% or higher to pass. You will be notified of your score
via e-mail. If you do not pass the first time, you will be permitted to
take the test again. ’

*Please annotate on the éttendancé sheet your presence at the training
- if you pre-registered. If you did not pre-register, please print your
name, division, and the items requested on the attendance roster.

» After the course is complete, you will be receiving a survey e-mail
containing questions that will test your knowiedge and understanding
of the material presented. The test is open book.

UNGCLASSIFIEDIFQUO
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AGG-Dom:

Overview

» Provides ability to FBI authorities to be more proactive
and preventative, and the flexibility to deal with complex
threats that do not fall neatly into individual programs

» Provides clarity and improves compliance by combining
several sets of guidelines into one consistent set of
guidelines

UNCLASSIFIED/FOUO

Teaching Point: Removés,discrépancies, sets uniform rules for criminal, national
“ security, and foreign intelligence collection cases. Each program will have a
program-specific policy guide (PG)

ACILIIRMO000299
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AGG-Dom:

Overview

. Reduces reporting requurements partlcularly in the
national security area

* Recognizes Special Events and Domain Management as
part of the FBl's mission

» Recognizes the FBI's obllgatlon to prowde mvestlgatlve .
assistance and joint operational support to other
‘agencies, including the U.S. intelligence community

« Creates a new category outside of predicated
investigations named “Assessments”

UNCLASSIFIED/FOUO
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Policy Environment for Domestic Operations

Constitution, Statutes, and Executive Orders

| \ AG GUIDELINES (AGG-Dom) /
Apply to domeslic national security and ciiminal nvestigative activities, Including
interagency coordination and intelligence analysis,
FBI's Domestic Investigations and
Operations Guide (DIOG)

Program Policy implementation Guides

Program |} Program-
Gulde Gulde

Program
Gulde

UNCLASSIFIED#FOUO

Téaching Point:

FBIHQ Division Program Policy implementation Guides
. (PG) '

«Cannot be less restrictive than the DIOG
*Must comply with the policy contained in the DIOG

*Requests for program policy deviations from the DIOG must be revuewed by
. the OGC and approved by the Deputy Director

ACLURMO000301
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DIOG:

Table of Contents

10. Sensitive Investigative Matter _

2. General Authorities and
Principles

11. Investigative Methods

3. Core Values, Roles and

12. Assistance o Other Agencies

Responsibilities

| 4. Privacy-and. Civil Liberties, and | 13. Extraterritorial Provisions
Least Intrusive Methods ‘
5., Assessments 14. Retention and Sharing of

| Information

B. Preliminary Investigations

| 15. Intelligence Analysis and
Planning

7. Full Investigations

| 16, Undisclosed Participation:

8. Enterprise Investigations

17. Otherwise lllegal Activity

9. Foreign Intelligence

TR o s e e e AN S T g
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Appendices
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DIOG Section 1:

Scope & Purpose

* DIOG applies to all investigative and intelligence
collection activities conducted by the FBI

— within the United States
~ in the Un_ited States territories
— outside the territories of all countries

* DIOG does not apply to investigative and Intelligence
collection activities of the FBI in foreign countries

— governed by AGGs for Extraterritorial FBI
Operations (national security and criminal)

—

UNCLASSIFIED/FQUQ
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DIOG Section 2:

General Authorities & Principles

~ + The AGG-Dom replaces six guidelines: :

-~ The Aftorney General's Guidelines on General Crimes,
Racketeering Enterprise and Terrorism Enterprise Investigations
(May 30, 2002)

-~ The Attorney General's Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection (October 31,
2003) * _

- The Attorney General's Supplemental Guidelines for Collection,

Retention, and Dissemination of Foreign Intelligence (November
29, 2006) . :

UNCLASSIFIEQ/FOUQ
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DIOG Sectlon 2:

General Authorities & Principles

* The AGG-Dom also replaces:

- The Attornéy General Procedure for Reporting and Use of
Information Concerning Violations of Law and Authorization for
Participation in Otherwise Illegal Activity in FBI Foreign
Intelligence, Counterintelligence or international Terrorism
Intelligence Investigatiohs (August 8, 1988) *

— The Attorney General’s Guidelines for Reporting on Civnl
Disorders and Demonstrations Involvmg a Federal Interest (April
5, 1976)

~ The Attorney General’s Procedures for Lawful, Warrantless

Monitoring of Verbal Communications (May 30, 2002) (only
portion applicable to FBI)

UNCLASSIFIED/FOUO
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DIOG Section 2:

General Authorities & Principles

Note: Regarding Extraterritorial FBI's Operations, the
AGG-Dom did not repeal or supersede certain portions
of the prior guidelines (marked * in prior slides). These
national security extraterritorial portions continue to
remain in effect pending the approval of new Attorney
General's Guidelines for Extraterritorial FBI Operations
for both national security and criminal investigations.

Additionally, the classified Attorney General Guidelines
for Extraterritorial FBI-Operations and Criminal
Investigations (1993) continue to remain in effect
pending approval of the new guidelines.

g o
UHCLASSIFIED/FOUQ
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Comparison of Prior and New

Attorney General Guidelines

» Genei‘a] COmpari'son'

Prior AGG
Vo Guidelines and Compliance Ruls:

The six guldelines goveming invastigative and
y\\teaglgeneu gathering replaced/suparseded by the naw

« Tha Attomey Genaral's Guldelines an Genaral
Crimas, Rackalsednd; Enlorpme and Terrotism

. Enterprise Inves tigation

« The Attomey Genarai's Gu|dn|lneﬂor FBI
National Security investigations and Farslgn
Intelligence Callaction

« Tha Attomey Genaral's Supplamantal Guidslines
for Collection, Retantion, and Disseminetion of
For Intelligence

s The aneral Procedure for Reporting
and Uge of [nformation Conoemlng Violations of

and Authorlu Parﬂd =Dlﬂ0ﬂ In

O\hONMB 1l AclMty ln In?
Intelligent ntarlnlplllgence nr emations!
Terto at Intall ance lnvasﬂg

* The ltnmey aneral’s Gul allnes for Reporing
on Civil Disorders and Demonsirations involving a
Federal Intarast

« The' Attomay General's Procedures for Lawful,
Warrantiass Monitoring of Verbal .
Communications (superseded, as to the FBI)

Numerous and different guldetines usad for compliance
Diffarant rules for national sacurity and criminal

.

New AGG
Investigative Gyldelines and Compliance Ryles -

The Attomey General's Guldllln v”g\GG) for Domestio
FBIOp sratbns govem a | investigative and :
lnla“lgenoa 88 conducted in the United

tates or ou lda tha lenltorles of all other countrles
replanes five guldetines and supersedes one

Onp standardizad guideline used for compllance
One sot of rules for national secunty and &imina)
hmﬁga%ns ' :

ACLURMO000307
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Comparison of Prior and New

Attorney General Guidelines

Asse_ssmenté

Prior AGG (Threat Assessments)
Authorizad Mothods
+  Obtain publicly nvanaglo Information

*  Access and axamine FB! DOJmcoma,andoblaln
lnfon'nauon from eny FBI/DO. nel

o - Check ather federa, state, an Ioul racords
+ . Use online sorvlces and resou
. nterv ost ab!lshed Human Sources (not -
inchyd g nsw lask{nF of such sources
. oy formallon from membears of the
&_ublln and rivate enlitios (other than protext Interviews
reque!

¢ Accept vulunmﬂly Information

e VI S YL e i e et T P T ppare¥ ey b T

New AGG (Assessments)
Authorized Methods
Obtaln publicly avaliabie Information
Accass and examine FB1 and other DOJ records, and
obtaln information from any F8i or DOJ pemonnel
Access and examina records melntained b
request Information from, other federat, stara tocal,
|, or forelgn govamment or agencies

Uss onilne services and rasources

Usa and recrult human sources In conformity with AG
Guldellnee Reganding the Use of FBI Confl anﬁal

Human oumu

intarview or Iinformation from members of the
pubﬂc and pdvala snlltl as
Ac;a&eg Informallon voiuntarily provided by govemmental
Engsge ln oboarvuuun or survelliance not requiing a

Faderal Grand Jury ul a8 forte!ephnno and
etactronic mall « subscriber records

T Y T RO G XA Ll P W ) P

UNCLASSIFIEDAFQUO ’ 15
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arison of Prior and New

Preliminary I'nvestlgixtlons'

Prior AGG ew AGG
Authorized Methods Authosized Methods
 © AlThrentAssessment tachiniques + Al Assessment Mathod:
‘s Interviows (Including pratext) of subject arid others o Mall eov?n ohods
' Recmmmo!nmhunwmww&mkbgnimdsﬂm +  Physlcal saarches of personal or ree! property wh
walral rt ordef is not I ba
. lnqulry of foraign law enforcerment, Intvmnunw. or uecumy o m&m m& e %mulmd “uu mm s
* . Consensual monltoring of unications
. Ml" mvm consensual eompummnm) Gnchudeg X
+  Consensual montaring ef communications » Clased clecult TV, direction finders, and monitoring devices
+  Closed circult TV, diraction finders, and monitoring devices s Polygraph examinations R
«  Undercover operations »  Undsroover operations b2
e _Physical , and vidso survellisnce e Compulsary as authorized by law: Fedaral Grand Jury
. nmw:r;u poonasmdl:a\bnalSwmym and b7E
. Polygraph examinations . Accasying store wire and slactronic communications
«  National SecurityLettsrs - transactional records
. stored *  Useof pen registers and frap and trece devices
. Pen reqlsiors/Trap & Trace
«  Obtain business racords
+  Grand Jury subpoenas
. Raporting Requirements
Hegorting Requimanta
. & ummo h Wﬁs"r‘j“" Noldy FBIHQ BHM
+  Flold notfication of lndiation to FBIHQ (10(0:5. ) mw WW Hlmsﬂw matterisa
+  FBIHQnotiication t DOJ-OI of Inkiatan (10 Days) . reat
o FEHQnollly DAG Y intiaticn b dissppraved et ket "m‘“““ m"“

16
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Comparison of Prior and New

Attorney General Guidelines

Full Investigations
Prior AGG . New AGG
Authorized Mathods . Authorized Methods
All Threat Assassment techniques * ANl Assessment Mathods
All praliminary Invastigation techniques e’ll Preliminary Inﬁmllgallon Methods

Electronie Survelllance urvel
- Physical searches and Mall openings . Foralgn Intelligence callection under Tiis Vil of FISA
Physlcal searches and Mall openings

Reporfing Requirements Renorting Requirements
¢ Flald nolﬂcallon of Inluallon tn FBIHQ (16 D . Nollfy FBIHG ard DOJ/U.S. Aﬂomay sensitive
«  EBIHQ notification to DOJ-O1 of Initlation (10 ) Investigative matt er Noﬂix_ SO if sanslﬂve matierisa
«  FBIHQ notity DAG I lniﬁatlon is disa rr:md nallonal sacurity threat (NLT 30 Days}
+  Aanual summary submitted DOJ-S . ‘BIHQ notification to -NSD (NLT 30 Days) only if :

. lnlt!allon on U.S, parson relaling to a national

ecurlty
. Inlﬁnllon basod on foreign Intalligence
requirement

«  FBIHQnotily the DAG If Initiation Is disapproved based
: on insufficlent predication for national security matiars

UNCIJ\SSIFIEDIIFOUD
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DIOG Section 2:

General Authorities & PrlnCIples

The FBl is authorized to:

« Conduct investigations and collect evidence (criminal and natlonal
security) and collect foreign intelligence (AGG-Dom, Part I1)
» Provide Investigative assistance to federal, state, local, tribal, and
- foreign agencies (AGG-Dom, Part lll) and (DIOG Section 12)

+ Collect information necessary for and conduct Intelligence analysis &
planning (AGG-Dom, Part Il & IV) and (DIOG Section 15)

* Retain and share information (AGG-Dom, Part Vl) and (DIOG Section
14)

UNCLASSIFIEDAFOUC
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DIOG Section 2: |
General Authorities & Principles

The word “Assessment” has two distinct meanings:
* The AGG-Dom authorizes as an investigative activity
an “assessment’ which requires an authorized
~ purpose and objective as discussed in DIOG Section
5. ‘

« The U.S. intelligence community uses the word
“assessment” to describe written intelligence products
as discussed in DIOG Section 15.7.B.

UNCLASSIFIED/FQUO
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UNCLASSIFIED/FOUQ

DIOG Section 2:

General Authorities & Principles

 The FBI is an intelligence agency as well as a law
enforcement agency

. The FBI is authorized to engage in intelligence
analysis and planning, using all lawful Sources o
information: : . :
- development of overviews and analysis

— research and analysis to produce reports and
assessments

— operate intelligence systems that facilitate and

support investigations through ongoing éompilation
and analysis of data and information

UNCLASSIFIEDIFQUO

- ACLURMO000313
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DIOG Section 2:
General Authorities & Principles

* The FBIl is the “lead federal agency” in the following
areas: :

— Federal Crimes of Terrorism (listed in DIOG Section
2.4.C)

— Other non-Terrorism federal crimes (listed in DIOG
Section 2.4.D) o

— Counterintelligence and Espionage (listed in DIOG
Section 2.4.F) -

— Criminal Investigations (some listed in DIOG Section
2.4.G; see also CID PGs) :

UNCLASSIFIEDIFOUO
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DIOG Section 2:
General ‘Authorities & Principles

Departures from the AGG —~ Dom: |
In Advance: FBI Director, Deputy Director, or EAD
(NSB or Criminal Cyber Response and Services

Branch) must approve with notice to the General
Counsel. ' :

In Emergency: Approving authority who authorizes the
departure must give notice as soon thereafter as
practical to Director, Deputy Director or EAD with
notice to General Counsel — OGC must keep records
of all departures to advise DOJ, as required.

UNCLASSIFIEDAFOUO

ACLURMO000315
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DIOG Section 2:
General Authorities & Principles

Departures from the DIOG:
In_Advance: Appropriate substantive AD or DAD must

approve with notice to the General Counsel or appropriate
Deputy General Counsel (DGC).

In Emergency: Approving authority who authorizes the

departure must give notice as soon thereafter as practical;
- SAC or HQ Section Chief must provide written notice to

appropriate substantive AD and the General Counsel.

UNCLASSIFIEDIFOUQ

ACLURMO000316
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DIOG Section 2;

General Authorities & Principles

The AGG-Dom and DIOG apply to all FBI domestic
investigations and operations conducted by “FBI
employees” — defined as:

~« applicable support personnel
* intelligence analysts -
» special agents _
« task force officers (TFO)
* detailees
* FBI contractors
« confidential human sources (CHS)

UNCLASSIFIEDIFQUO

ACLURMO000317
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DIOG Section 2:

- General Authorities & Principles

FBIHQ Division Program Policy Implementation Guides
(PG): \ _ : -
« Cannot be less restrictive than the DIOG
* Must comply with the policy contained in the DIOG

—requests for program policy deviations from the
DIOG must be reviewed by the OGC and approved
by the Deputy Director

UNCLASSIFIEDIFOUQ
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DIOG Section 2:

General Authorities & Principles

Authorities of an FBIl Special Agent: :

1. Investigate violations of the laws, including the criminal drug laws, of
the United States (21 U.S.C. § 871 28 U.S.C. §§ 533, 534 and 535;
28 C.F.R. § 0.85)

2. Collect evidence in cases in which the United States is ormaybe a
party in interest (28 C.F.R. § 0.85 [a]) as redelegated through
exercise of the authority contained in 28 C.F.R. § 0.138 to direct
personnel in the FBI

3. Make arrests (18 U.S.C. §§ 3052 and 3062)

4. Serve and execute arrest warrants and seize property under warrant;

issue and/or serve administrative subpoenas; serve subpoenas
issued by other proper authority; and make civil investigative
demzands (18 U.S.C. §§ 3052, 3107; 21 US.C. § 876 15 U. S C.§
1312)

UNCLASSIFIED/FOUQ
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UNCLASSIFIED/FOUO

DIOG Section 2:

General Authorities & Principles

A_tx_t_horities of an FBI Special Agent (‘ cont.):

5. Carry firearms (18 U.S.C. § 3052)

6. Administer oaths to witnesses attending to testify or
depose in the course of investigations of frauds on or
attempts to defraud the United States or irregularities or
misconduct of employees or agents of the United States
(5 U.8.C. § 303)

7. Seize property subject to seizure under the criminal and
civil forfeiture laws of the United States (e.g.,, 18 U.S.C. §§
981 and 982)

8. Perform other duties imposed by Iaw_

UNCLASSIFIEDITOUO

ACLURMO00320
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DIOG Section 2:

General Authorities & Principles

The AGG-Dom d|d not limit other authorlzed FBI
activities, such as:

» Conducting background checks and inquires
concerning applicants and employees under federal
personnel security programs

~» Maintenance and operation of national criminal
records systems and preparation of natlonal crime
statistics

* Forensic ésmstance and administration functlons of
the FBI Laboratory

UNCLASSIFIEDIFQUO

~ ACLURMO000321
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DIOG Section 3:

FBI's Core Values

The FBI’s Core Values are:
« Rigorous obedience to the U.S. Constitution
* Respect for the dignity of all those we protect
» Compassion .
* Fairness

* Uncompromising personal mtegnty and institutional
integrity
» » Accountability by accepting responsubmty for our
actions and decisions and their consequences

* Leadership, by example, both personal and
professnonal

UNCLASSIFIED/FOUO

- Teaching Points: DIOG Section 3.1:

1. Core values must be fully understood, practlce, shared vigorously defended

-and preserved.

2. By observing core values — FBI w1|l achieve a high Ievel of excellence in
- performing both our natlonal securlty and criminal missions.

3. Information for reportlng violations is available from the Office of lntegnty and
- Compliance (OIC)

© ACLURMO000322
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DIOG Section 3:

Compllance

Everyone s Responsublhty

* To learn and understand the laws, rules and
regulations that govern their activities

* To fully comply with all laws, rules and regulations
governing investigations, operations, programs and
activities

* To report to proper authority any known or sus!pected
failures to adhere to the law, rules or regulations

UNCLASSIFIED/FOUO

Teaching Point: DIOG Section 3. 1

1. DIOG compliance applles to all FBI employees task force oﬁ' icers, contractor's:

etc.
2, May notdisregard the law, rule; etc. for sake of expedlency.
3. lnformatlon for reportmg :

ACLURMO000323
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5y DIOG Section 3:

Deputy"Director Roles and Responsibilities

DIOG Sectlon 3.2:

~« DD is the proponent of the DIOG and subordinate . -
implementing procedural directives and specnf ic policy
implementation guides (PGs) : )

» DD has oversight of DIOG compllance, momtonng
and auditing processes

» DD has responsibility for DIOG training

-+ DD, through the Corporate Policy Office (CPO), will
ensure the DIOG is updated one year from
implementation, and every three years thereafter

UNCLASSIFIEDHFQUO

Teachmg Point: DD, through the CPO will review the Program Guides (PGs) for
all divisions to ensure compliance with DIOG standards. -

ACLURMO000324
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DIOG Section 3: Special Agent, Intelligence

Analyst, Task Force Officer, FBI Contractor,
and Others - Roles and Responsnb:lltles

DIOG Section 3.3:

« Comply with AGG-Dom and DIOG standards for
" initiation, conducting, and closing investigative
activity; collection activity; or use of an |nvest|gat|ve
method

+ Obtain training on DIOG standards relevant to their
position and perform activities consistent with those
standards

+ Ensure all investigative activity complies with all laws
and policy

.- » ldentify victims, offer FBI ass:stance and furnish
information to the FBI Victim Specialist

UNCLASSIFIEDIFOUD

Teaching Point:

1. - Laws/policy include the Constitution, federal law, Executive Orders,
'Presidential Directives, AGG-Dom, other AGGs, Treaties, MOAs/MOUs, DIOG
and other pohcy When in doubt — consulit their Supervisor, the CDC or OGC..

R 2. Victims include those who have suffered direct physical, emotional, or financial -

harm as a result of the commission of federal crimes.

ACLURMO00325
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DIOG Section 3: Special Agent, Intelligence
Analyst, Task Force Officer, FBI Contractor,
and Others - Roles and Responsibilities

~ (Continued ~ DIOG Section 3.3) I
« Ensure civil liberties and privacy are protected
throughout the assessment or investigative process
- » Conduct no investigative activity solely on the basis of
activities protected by the 1t Amendment or solely on
the basis of race, ethnicity, national-origin or religion
-of the subject ' -

+ Report non-compliance to the proper authOfity

UNCLASSIFIEDIFQUO
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UNCLASSIFIEDIFOUO

DIOG Section 3:

SupeerSOI‘ Roles and ResponSIbllltles

DIOG Section 3. 4 A - Supervisor Defined

« Field Office or FBIHQ personnel, including: SIA, SSA,
- 8SRA, UC, ASAC, ASC, SAC, DAD, AD, ADIC,.and .
EAD

" UNCLASSIFIEDIFOUO

34
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DIOG Section 3:

Supervisor Roles and Responsibilities

DIGG Section 3.4.B - Supervisor Respoﬁsibilities:
» Determine whether the DIOG standards are satisfied
for initiating, approving, conducting and clasing an
investigative activity, collection activity, or

investigative method

« Ensure all investigative activity complies with all laws
and policy

“+ Obtain training on DIOG standards relevant to their |

position and conform their demsuons to those
standards

» Ensure civil liberties and privacy are protected
throughout the assessment or investigative process

UNCLASSIFIEDIFQUO
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UNCLASSIFIEDIFOUO

DIOG Section 3:

‘Supervisor Roles and Responsibilities

Contlnued DIOG Sectlon 3 4B - Superwsor
Responsibilities:

e If encountering a practice that does not

comply with the law, rules, or regulatlons the
superwsor must:

1. report that compliance concern to the |
proper authority

— 2. take action to maintain compliance,
when necessary
-« Ensure no retaliation or adverse action is

taken against persons who ralse comphance |
concerns

UNCLASSIFIEDIFOUO

Teaching Points:

1. Should report noh-compliance to immediate Supervisor and/or QOIC.
2. OIC nonsret'aliation policy located in the CPO policy and guidance library

ALLIIDNOOAOR220
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DIOG Section 3:

Supervisor Roles and Responsibilities

. DIOG Section 3.4.C - Suparvisory Delegation:

+ Any DIOG requirement imposed on a Supervisor may be
delegated/performed by a designated Acting, Primary, or Secondary Relief
supervisor as indicated below, uniess specified otherwise by federal
statute, EO, PD, AGG, FBI Policy or any other regulation.

— Supervisor may delegate authority to a supervisor one level junior to
himself/herself (e.g. SAC to ASAC; or SC 1o Asslstant/SC)
*» Must identify the task delegated

-+ Must identify the supervlsory posmon given approval authority
» Must be in writing
 ‘Must be retained appropriately -

~ Higher: level Supervisors in the same chain-of-command as the original

. supervisor may approve a particular actuvnty without written delegation
documentatlon

UNCLASSIFIED/FQUQ

Teachmg Pomts. Questlon Can SSAorSIA- delegat e? No, but an approprlately

designated Acting or Relief Supervisor can assume the responSIbllltles in the
absence of the SSA.

DIOG 3.4 C

ACLURMO00330
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DIOG Section 3:

Supervisor Roles and Responsibilities

DIOG Sectlon 3.4. D - lnvestlgatlve File RevIeWS'

s Conducted by. full-time supervisors or primary relief supemsors
with subordinates

~ (other relief supervisors must have written SAC authority to
conduct)

Conducted with all Agents, Resident Agents, TFOs, analysts
detailees, and FBI contractors, as appropriate

Conducted in-person or by telephone when nec%sary
Conducted in private .
Documented/noted on ACS ICMC report, FD-71 or Guardian

Conducted at least every 60 days for Probatlonary Agents,
recommended every 30 days

UNCLASSIFIEDIFQUO

Teaching Points:_ ACS Investigative Case management Case Reviéw report.

~ ACLURMO000331
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DIOG Section 3:

Supervisor'Roles and Respon3|b|lmes

Assessment JustiﬂcatlonIFlle Reviews. »
» Conducted for every 30 day period for Type 1 and 2 Assessments
' — (with 10 additional days to complete and document)
» Conducted for every 90 day period for Type 3, 4, and 6 Assessments
— (with 30 additional days to complete and document)
« Supervisor Must:

~'Evaluate progress made toward the achlevement of authorized
purpose and objective

- Ensure activities that occurred during prior. penod were appropriate

~ Determine whether it is reasonably likely that information may be
obtained that is relevant to the authorized objective — thus
warranting an extension for another 30/90 day period

~ Determine whether adequate predication has been developed to
open a predicated investigation

- Determine whether the assessment should be terminated

Teaching Points: DIOG Section 5_details file -review requireménts.

ACLURMO000332
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DIOG Section 3;

Supervisor Roles and Responisibilities

Predicated (Preliminary and Full) Investigation File Revlews:
» Conducted for every 90 day period
— (with 30 additional days to complete and document)
-« Supervisor Must:

— Evaluate progress made toward the achievementvof authorized
purpose and objective ' . '

- Ensure activities that occurred during prior period were
appropriate -

— Determine whether it is reasonably likely that information may
be obtained that is relevant to the ‘authorized objective — thus

- warranting an extension for another 90 day period

— Determine whether adequate predication has been developed
to open/or continues to justify a predicated investigation

UNCLASSIFIED/FQUO

Teaching Points: Probati’onairy Agent File reviews conducted at least every 60
days, recommend 30 days ' L S

40
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UNCLASSIFIED/ITOUO

DIOG Section 3;
Unaddressed Work

_ [Note: the FD-71 provides a new mechanism to
assign an Assessment to an electronic Unaddressed Work File

in the appropriate classification

UNCLASSIFIEDIFOUO

ACLURMO000334
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UNCLASSIFIEDIFOUO

DIOG Section 3:

CDC’s Role and ResponSIbllltles

CDC’s Role and ResponSIblllties

1. Must review all Assessments, Preliminary Investlgatlons
(P1) and Full Investigations (FI) that lnvolve a “Sensitive
Investigative Matter” (SIM)

2. Must review particular mvestigatlve methods as
mandated by DIOG Section 5 and 11

3. Requirements imposed on the CDC may be performed
by an Associate Division Counsel, Legal Advisor, or
designated Acting CDC. All delegatlons mustbein
writing and retained appropriately. :

UNCLASSIFIEDIFQUO
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UNCLASSIFIEDIFOUQ

DIOG Section 3:

'CDC Roles and Respon3|blllt|es

CDC Determinations

The primary purpose of the CDC’s review is to ensure the
legality of the actlons proposed. in this context, the review
includes a determination that the:

Investigative activity is not legaily objectlonable (can be overruled

_ by OGC)

—  Activity is not based solely on the exercise of 1t Amendment
rights or on the race, ethnicity, national origin or religion of the
subject

The investigation.is founded upon an “authorized purpose”

(Assessments) or have adequate factual predication (Preliminary

and Full)

Advise as to the “wisdom” of the proposed action

UNCLASSIFIEDIFOUO
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UNCLASSIFIEDIFOUD

DIOG Section 3:

CDC Roles and Respon5|b1l|t|es

Contmued CDC Determinatlons

The CDC's determination is based on facts known at the
~ time of the review and recommendation. |

The CDC may require additional reviews or provide
guidance as to monitoring the results of investigative
activity to ensure that the authorized purpose and/or
factual predication remain intact after addltlonal facts are
developed.

UNELASSIFIEDAFOUQ
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UNCLASSIFIEDIFOUO

DIOG Section 3:

OGC Roles and Responsibilities

OGC Role: In coordination with the DOJ NSD, the OGC is responsible for
conducting regular reviews of all aspects of FBI national security and
foreign .intelligence activities.

The primary purpose of the OGC's review is to ensure the legality of the
actions proposed. These reviews, conducted in the field offices and in HQ
* Units, broadly examine such activities for compliance with the AGG-Dom
and other requirements. In this context, the revnew mcludes a determmatlon
that the:

+ Investigative activity is notlegally objectlonable (Activity is not based
solely on the exercise of 1t Amendment rights or on the race, ethnicity,
national origin or religlon of the subject)

» The investigation is founded upon an “authorized purpose”
(Assessments) or have adequate factual predication (Preliminary and
Full) and meets the standards in the DIOG

. Adwse‘as.tcrthe "wisdom" of the proposed action

UNCLASSIFIED/FOQUQ
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UNCLASSIFIEDIFQUO

DIOG Section 3:

OGC Roles and ResponSIbllltles " -

Contlnued OGC Determmatlons

» The OGC's determination above is based on facts
known at the time of the review and recommendation.

* The OGC may require additional reviews or provide
guidance as to monitoring the results of investigative
‘activity to ensure that the authorized purpose and/or
factual predication remain in tact after facts are .
developed

UNCLASSIFIEDIFQUO
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DIOG Section 3:

Other Roles and Responsibilities

CPQ = Corporate Policy Office: Oversight and Implementation of
.the DIOG; Report compliance risks to OIC (DIOG Section 3.7)

0IC = Office of Integri;F- and Compliance: ldentlfy compliance risk
areas, adequa% é)f olicy and training programs, monitor DIOG -

compliance (DI ection 3.8)

DCO = Division Compliance Officer: One identified in each Field
Office to assist the OEC to idenfify potential non-compliance risk
gr1eg)s and report them to proper authority and OIC (DIOG Section

PM = Program Manager: HQ entity that identifies, prioritizes, and
analyzes compliance risks and takes appropriate corrective action
(DIOG Section 3.9) : : .

UNCLASSIFIEDIFOUQ
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UNCLASSIFIEDIFOUO

DIOG Section 4. Privacy and Civil

" Liberties, and Least Intrusive Methods

+ Responsibility to protect the American public, not only from
crime and terrorism, but also from incursions into their
constitutional rights; accordingly, all investigative activities

~must fully adhere to the Constitution and the principles of
civil liberty and privacy.

* Provisions of the AGG-Dom, other AG guidelines, and
, oversnght from DOJ components, are designed to ensure
FBI's activities are lawful, appropriate, and ethical, as well
as effective in protecting civil liberties and privacy.

« DOJand FBI's Inspection Division, Of,ﬂcet of Integrity and
Compliance, the OGC, other Bureau components, and
- you share responsnblhty for ensuring the FBI meets these

UNCLASSIFIEDITQUO

Teachlng Point:

- The FBlisa very important agency with dedlcated highly professnonal greatly dlscnpllned

- Government sérvants.. These words, uttered in in 1975 by then Attomey General Levi, are just as

true today — if not more so — than they were 34 years ago. But when these words were spoken, it

- was in the context of Senate hearings on the intelligence function of the FBI and the substantial
concems expressed by a parade of wntnesses that for the purpose of protecting the national security

‘ and preventmg violence, the Bureau was engaglng in activltres that "tread[] on forbldden ground S

- Fashxoning mvestigatlve activitles that navlgate between Constltutlonal leqmrements and the

" imperatives of protecting the natlon is often a difficuit balancing act and one of the hardest issues that

- an'agent or analyst can face is whether and under what circumstances a particular investigative -
activity is appropriate. The rewards when we find the right balance often go unnotlced by the general

* public, but the criticism when we don't can be heard far and wide. .

: The Attomey General Guldelines for Domestlc Actlvutles and the lmplementlng Domestlc
Investigations Operations Gulde are built on a history of attempting to fashion the proper balance

- between investigating crimes and coliecting intelligence while protecting the civil liberties of our
people. You are sitting here today because itis your job to help educate your colleagues on how to
strlke the nght balance. ‘

ACLURMO000341
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DIOG Section 4: Privacy and Civil

Liberties, and Least Intrusive I\/lethods

* No lnvestlgatlon or-assessment can be- commenced
- based solely on race, ethmmty, national origin, religion of
the subject or the exercise of First Amendment rights.

» Corollary to this AGG requirement is the Prlvacy Act,
which states that each agency that maintains a system
of records shall “maintain no record describing how any -
individual exercises rights guaranteed by the First

- Amendment unless expressly authorized by statute or by
the individual about whom the record is maintained or
unless pertinent to and within the scope of an
authorized law enforcement activity. 5 U.S.C.
552a(e)(7)

UNCLASSIFIEDAFCUO

‘Teachmg Pomt

“The first two conditions in the Privacy Act are fairly S|mply and not typical If
Congress says we can collect and maintain records about how an individual

~ exercises First Amendment rights or if the subject of the record consents; there's no
- “problem ~ and any resultant records would not be based solely on First Amendment

. - activities.

The purpose of (e)(7) of the anacy Act as artlculated in the llmlted leglslatlve
_‘ history that we have, is to prevent the “collection of protected information not ‘
- immediately needed, about law-abldmg Americans, on the off-chance that o
- ~Government or the particular agency might possibly have to deal with them in the L
-~ future.” The Act does not define an “authorized law enforcement activity,” but the
courts have been generous in finding a law enforcement purpose for FBI activities.

- 49
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UNCLASSIFIEDIFOUO

DIOG Section 4: Privacy and Civil

Liberties, and Least Intrusive Methods

* The test is whether the collection of information is
relevant to a law enforcement activity.

"« Consider the following cases:
- — Patterson v. FBI, 893 F.2d 595 (3d Cir. 1990).
— Bassiouni v. FBI, 436 F.3d 712 (7" Cir. 2006).

UNCLASSIFIED/FQUO

Teachmg Point:
Cases interpreting thls sectlon of the anacy Act have approved

1. The t" rst cases |nvoIved the FBI s malntenance of records descnblng a 6th
.- grader's letters, written as part of a school project, to a large number of foreign
- embassies. The return address on the letters was his father's business and the
. résultant records not ‘only examined the company, but also the 6t grader. The
- court found that maintenance of records about the 6% grader was relevant toa
* law enforcement activity. Interestingly, the investigation In this case was ’
R undertaken pursuant to the then existing AG Guldehnes

. 2. Inthe second case ‘we argued that the plalntlff’s records were relevant to current ﬂ

FBI “investigative interests” because the investigation of terrorism is a top FBI
- priority and the records concerned the plaintiff's contacts with, and activities
concerning, the Middle East. The court agreed. We also argued that we
needed to keep the records foi contextual reasons, if we received new
information about the plaintiff, and also to evaluate the credibility and veracity of
FBI sources. The court found all these reasons for maintenance of the records
: persuaslve and conslstent with an authorized law enforcement act1v1ty

50

ACLURKMU00343.



UNCLASSIFIED/FOUO

DIOG Section 4: Privacy and Civil

Liberties, and Least Intrusive Methods

. The AGG Dom says that any actnwty undertaken
. pursuant to the Guidelines is an authorized law
enforcement activity for purposes of the Privacy Act.
* Is this enough?

UNCLASSIFIEDAFQUO

Teaching Point:

ACLURMO000344
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UNCLASSIFIEDIFOUO

DIOG Section 4‘v Scenario

-What can you do with this information?

UNCLASSIFIED/FQUO

b2
b7E
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DIOG Section 4 Scenario

UNCLASSIFIEDSFOUO

Teachlng Pomt.
These are difficuit issues, but it is |mportant to understand not only what is permissible, but how to document

. what action Is taken

AL LIDALOQOQD AL
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UNCLASSIFIED/FOUO

DIOG Section 4: Privacy and Civil

Liberties, and Least Intrusive Methods ,.

FIRST AMENDMENT RIGHTS: ,
Individuals or groups who communicate with each other or with
members of the publlc in any form in pursult of soclal or palitical

causes—such as opposing war or foreign palicy, protesting government -
-actions, promating certain religious beliefs, championing particular local,

national, or international causes, or a change in government through
non-criminal means, and activeiy recruit others to join their causes—
have a fundamental constitutional right to do so. An assessment may
not be initiated based solely an the exercise of these First Amendment
rights. If, however, a group exercising its First Amendment rights also

~ threatens or advacates violence or destruction of property, an

assessment would be appropriate

UNCLASSIFIEDAFQUO
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UNCLASSIFIGDIFOUO

DIOG Section 4: Privacy and Civil

Liberties, and Least Intrusive Methods

FIRST AMENDMENT RIGHTS (cont.):

No investigative activity, including assessments, may be
taken solely on the basis of activities that are protected by
-the First Amendment or on the race, etthIty, national

origin or religion of the subject.

If an assessment or predicated investigation touches on or

is partially motivated by First Amendment activities, race,
ethnicity, national origin or religion, it is particularly
important to identify and document the basis for the
"assessment wuth clarity

UNCLASSIFIEDIFOUO
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UNCLASSIFIED/FOUQ

DIOG Section 4: Privacy and Civil

Liberties, and L east Intrusive Methods

- All activities must be consistent with the Attorney General’s 2003
Guidance Regarding the Use of Race by Federal Law Enforcement

- Agencies (forbids the use of racial profiling and requires activities
Involving the investigation or prevention of threats to the national
security to comply with the Constitution and laws of the United States)

The DIOG stresses several points in each section:

‘No investigation or assessment can be commenced based SOIely on»

race, ethnicity, national origin, religion, or exercise of First
Amendment rights

+ - The FBI must use the least intrusive method that is feasible under
the circumstances ‘

+ In connection with Foreign Intelligence collection, agents must
operate openly and consensually with U.S. Persons, to the extent
practicable

« Al mvestlgatwe activities must have an' authorized purpose’

UNCLASSIFIED/FOUC
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UNCLASSIFICD/IFOUO

DIOG Section 4:

Use of Race or Ethnicity

’DIOG Guidance on use of Race or Ethnicity
As to Individuals:

1. Permits the consideration of ethnic and racial ilentity
information based on specific reporting;

2. The race or ethnicity of suspected members,
associates, or supporters of an ethnic-based gang or cnmmal
enterprise may be collected when gathering mfomlatlon about or

: investlgatlng the organization; or

3. Ethnicity may be considered in evaluating whether a subject is—
or is not—a possible associate of a criminal or terrorist group that
is known to be comprised of members of the same ethnic -
grouping—as long as itis not the domlnant factor for
focusing on & partlcular person

UNCLASSIFIED/FOUO
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UNCLASSIFIEDIFOUO

DIOG Section 4: |
Use of Race or Ethnicity

DIOG Guidance on use of Race or Ethnicity

~ As to a community: | |

1. Collecting and analyzing demographics - if these locations  will
reasonably aid the analysis of potential threats and vulnerabilities,
and, overall, assist domain awareness -

2. Geo-Mapping ethnic/racial demographics — if properly collected

3. General ethnic/racial behavior ~ cannot be collected, unless it
bears a rational relationship to a valid investigative or analytical need
4. Specific and relevant ethnic behavior

5. Exploitive ethnic behavior — by criminal or terrorist groups

UNCLASSIFIED/FQUO
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UNCLASSIFIEDIFOUO

DIOG Section 41

Least Intrusive Investigative Method

The AGG-DOM and the DIOG require that the
“least mtruswe” means or method be

considered and, if operationally sound and
effective, used to obtain intelligence or

“evidence in lieu of a more intrusive method

UNCLASSIFIEDIFQUO

' Teabhing'Point:- There'is a 'comenént of efﬁcienCy in being “efféctive”. R

o In some mstances a more mtrusnve method ie.useofa CHS, may be more

_operationally sound and effective for resolvmg an outstanding. investigative need, =

than:a less intrusive method such as acquiring financial records or business
‘records. The totality of the circumstances surrounding the investigative activity
‘plays an |mportant role in considering the use of the least intrusive alternatlve for
; ~:obta|n|ng mtelllgence or evndence Iti isa balancmg test

ACLURMO003 52
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DIOG Section 4: Privacy and Civil Liberties,

and Least Intrusive Methods

By e'm—phasizing the use of lesé intrusive
means, employees will be able to balance:

Our need for evidehcelintelligent:e
VS.

Mltlgatmg potentlal negatlve impact on the privacy and civil

, llbertles of peoplelpubllc

UNCLASSIFIED/FOUO
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UNCLASSIFIED/FOUO

DIOG Section 4. Privacy and Civil leertles

and Least Intrusive Methods

: Prima‘ry'fa(:tor’ih determining “intrusiveness”:

~ » The degree of procedural protection that the law and the g

AGG-DOM provide for the use of the particular method.

-—EXamples of “more intrusive” methods: Search-
Warrants, wiretaps, UCOs '
—Examples of “less intrusive” methods: checks of

‘government databases, state or local criminal record

checks, commercial databases, interviews

UNCLASSIFIEDIFQUO
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UNCLASSIFIED/FOUD

DIOG Section 4: Privacy and Civil Liberties,

and Least Intrusive Méthods -

Items to con5|der when determining the relative mtrusweness of
an investigative method: '

Is method permitted prior to the initiation of an assessment?
Is the method relevant to the assessment or investigation? ‘

Wil the information collected-or obtained Ilkely further the

investigative objective?
What alternatives exist for gatherlng the same lnformatlon?
Are those alternatives relatively less intrusive?

- What time span is involved in using the mvestlgatlve method

(days, weeks, months)?

‘What confidence level is associated with the mformatlon

gathered using the investigative method?
Will the method resolve a pending investigative issue quickly?

UNCLASSIFIEDAFQUO
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Factors to Determine “Intrusiveness”

1.

2,
3,

4.

SJ'I

UNCLASSIFIEDIFOUD

DIOG Section 4:

Least Intrusive Investigati\}é Method

Nature of the information sought
Scope of the |nformat|on sought

Scope of the use of the mvestlgatlve
method

Source of the lnformatlon sought
Rlsk of publlc exposure -

UNCLASSIFIED/FQUO
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UNCLASSIFIEDIFOUQ As of February 20, 2009

nvestigative Methods

DIOG Section 5 &11: |

" Obtain plbiicly avalabla Informaton
Acceas and examing FBI dn from soy FBl or DOJ p

m.:mmm cord by, trom, (Mmbﬂhm«fmhnmmmmw‘
Uss onllne services and  {whiother nonprot i ) S
Uio and recrulth sources in with AG Use of FBIX Human Sources
imarview orteqiast Information om membars of the pubio and private antties ckid )

provided by o privata entdes
Engageln k 0k roquiing & court oder,
Mal covers :
Phy‘iulumndpmwundmwvm-ummumn rdor b quired because hera ls
of privecy (0 g- trash covers)
of '4*', enmm monhoriag, ls mumhmmbubymcncummnsc.

Wheva s sansrtive monkoring circumstance is involved, monlioring must nmvmw Criminal Division or, If the lnveatigation concoms
wmmlmunmum-mmmwmumasow .
Usa of cioead-clrcilt telaviiion, direction flodets, and 6 davices, 4 by the COC or FB) OGG
Polygraph examinations ) : ’
Undercover oporations

* Compulaary procass a8 by law, Grand & d olh um(FadudGnndJuy

for and il b8 bised during type 1 and 2 Aumnmaonly)
" Yor— -

Use of pen roglaters and rap anid trace devices

1 Elactronks stevelance .

. N Fomwmmuuaomnmm-cmo\mam . .
i *Phywical saarchon, lncluding ma¥ opanings, whers & warruni or court crr I bogely requined becsuse thars s an expectation of privacy-
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Investigative Methods/Approvals Chart

b2
bTE
Usa crdos saerion: .
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N Iy ! oF oner .
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N Uss and recrut human sourcss i “"““""“ﬁl | Hone Reqired (utikzs Deka) None Requind (ueitzs Daks)
N S posee for o Py ) U3 Acomwy Otice Apgeon Notwrited .
UNCLI\SSIFIEDI/FOUO AS 0fMay19 2009
Teaching Points: . : )
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Investigative Methods/Approvals Chart
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-Teachlng Polnts‘

1. Mail Covers: The DIOG currently states that for national security mall covers, “after being
approved by the SSA, the Field Office must transmit the mail cover letter request by EC, with the
. draft letter as an attachment to the National Securig Law Branch (NSLB) for legal review and
“concurrence. Upon review and concumence, the NSLB must transmit the letter request for. . -

S|gnature to the D Natronal Secunty Branch or, in his or her absence. to the Drrector

ICe must ensure

- app
~ fo?‘ consensual monitonn to the SSA, up o% CDC review, the SSA can approve the conserisual .
~. monitoring and OIA. If OIA authonty was not delegated to SSA, approp ate supervisory authorlty
* must expressly-approve OlA:

3. Administrative Subpoenas: Within the FBI the authority to issue admlnrstrative subpoenas is
. ...vlimited to those positions holdin the dele ated authority from the General;

' Vidual
\ rf the SAC has delegated authonty to approve OlA .

Three Types of Administrative Subpoenas Authorized (iz dmg program investlgations (Ii) ch|ld
sexual expioltation and abuse rnvestigations, (tii) heal h care fraud investiga ions

4, Natlonai Security Letters Authority to srgn NSLs has been delegated to the De uty Director.
EAD and Asslstant EAD for NSB; ADs and all DADs for. CT/CD/Cyber; General Counsel; DGC
for NSLB; ADICs in NY, DC and LA; and all SACs. Every NSL must be reviewed and approved
" bya CDC or NSLB attorney
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