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Course Qverview

I .:"'-Overall Traming Objectlve' '

" Provide an mstructlonal foundatlon on the DIOG
' "”,and then apply the knowledge galned by usmg
" hypothetical examples and scenarios. Upon
" completing this course of instruction you should .
‘have a firm grasp of the concepts and prlnclples
- underpmnlng the DIOG
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Course Overview

Particlpation Standards.

Questions are weicome; however, if your questlon is abouta speclflc

- set of facts that may divert the training objective, please direct your
question fo one of the Tralning team members atabreakfora
response,

During the scenario exercis‘es, particlpants wilI be called upon to
provide their response to particular facts or circumstances. Each
- Unit/Section should select a representative to speak for the
Unit/Section and rotate that responsibliity among the group. The
scenarios are meant to prompt discussion, but the presenters must
keep the scenario moving forward. Please understand that everyone -
may not be able to voice their perspective in the group setting. Keepin -
mind there may be several avenues to reach the same.justified:
' ')concluslon. You may use your ‘handouts and training aids to inform -
_yourdecision.. " L

UNCLASSIFIED/'FOUO

URCLASSIFIEDAFOUD

Course QOverview

;,Course Completion

" " sYou must complete the entlre mandatory 16 5 hours of tralnlng You .
mist score an 80% or higher to pass. You will be notified of your score: -

* .viae-mail. If you do not pass the first time, you will be- pennltted to
take the test again. .

Piease annotate oni the attendance sheet your presence at the tralnlng' '
Hf you pre-registered.. If you did not pre-register, please print-your
“name, dlvision, and the. Items requested on the attendance roster.

-+ After the course Is complete, you wiil be recelwng a survey e-mall .
- containing questions that will test your knowledge and understandlng
of the material presented The testis open book
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AGG-Dom:

Overview

-« Provides ability to FBI authorities to be more proactive

and preventative, and the flexibility to deal with complex
threats that do not fall neatly into |nd|v1dual programs

Provides clarity and improves compliance by comblmng
several sets of gmdehnes into one consistent set of -
. guidelines

Removes discrepanmes sets uniform rules for cnmmal
national security, and foreign intelligence collection

cases. . Each program wull have a program-specuﬁc pohcy >

- gunde (PG)

UNCLASSIFIEDIFOUQ

UHCLASSIFIEDIFQUO

AGG-Dom:
Overview

‘ "Reduces reporting requurements partlcularly In the o
natlonal secunty area "

Recognlzes Spemal Events and Domaln Management as

- part of the FBI's mission _
Recognizes the FBI's obligation to provude |nvest|gat|ve
‘assistance and joint operational support to other
. agenmes |nclud|ng the U.S. mtelligence community
« Creates a new category outside of predicated -~
_Inve,st‘igatlons.named “Assessments”

UNCLASSIFIEDSFQUO

AL LIRALIOOOD N

PR e ws i TE avasavavav s,




UNCLASS!IFIER/FOUO

Policy Environment for Domestic Operations

' Constitution, Statutés, éndvaxe‘c:Utivé Orders /

: \ ~ AG GUIDELINES (AGG-Dom) /
. Applyto domestic nallonal secusily and criminal investigative activities, hdudlng '
. - - Interagency coordination and Inteliigance analysis. . y
- FBI's Domestic Investigations and
’ ‘ Operations Guide (DIOG)
Program Policy Impiementation Guides

Program |I Program

Gulde Guide

Pragram
. Gulde

> ,v g
UNCLASSIFIEDIFOUO
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DIOG Section 1:
Scope & Purpose

'+ DIOG applies to all investigative and intelligence -
" collection activities conducted by the FBI
- 'Wlthln the Unlted States -
< inthe Umted States territories . -
- outsnde the territories of all countnes '

. DIOG does not apply to mvestlgatlve and mtélligence
collection activities of the FBI in foreign countries

= governed by AGGs for Extraterrltorlal FBI
Operatlons (natlenal securlty and cnmmal)

UNCLASSIFIEDNFOUO
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DIOG Section 1:

Scope & Purpose

- » The primary purpose of the AGG-DOM and the DIOG is to
" standardize policy so that criminal, national security and foreign
- intelligence investigative activities are performed ln alegai and
consistent manner

* « The DIOG replaces numerous FBI manuals, electronic
' communications, letterhead memoranda and other poiicy
documents. The DIOG is located on the Corporate policy Office
(CPO) Policy and Guidance Library web site
+ The changes Implemented by the DIOG better equip you to protect
the people of the United States against crime and threats to the -
national secunty

+ The DIOG stresses the importance of oversight and self-reguiatlon '
tc ensure compllance

UMNCLASSIFIEDIFOUO

UHCLASSIFIEDIFOU0

DIOG Section 2
General Authorities & Principles

. The AGG-Dom replaces slx guldellnes.

~ The Attomey General's Guidelines on General Cnmes, ‘
' ‘Racketeering Enterprlse and Terrorism Enterprise investigatlcns
- (May 30,2002) -

- The Attcmey General's Guldeiines for FBI Naticnal Security
* Investigations and Fcreign Intelligence ( Collecticn (October 31
2003)* )

- The Attcmey General ] Supplemental Guidelines for Collection,
- Retention, and Dissemlnation of Foreign lntelligence (November
29 2006)

UNCLASSIFIED/FQUO 10




UNCLASSIFIEDYFOUD

DIOG Section 2:

General Authorities & Prmcnples

. The AGG-Dom also replaces.

" — The Attorey General Procedure for Reporhng and Use of .

Information Conéermning Violations of Law and Authorization for
- Participation In Otherwise. lllegal Activity in FBI Foreign
Intelligence, Counterintelligence or Intemnational Terronsm
intelligerice Investigations (August 8, 1988) * :

- The Attorney General's Guidelines for Reporting on Civil
" Disorders and Demonstrations Involving a Federal interest (April
- 5, 1976)

- The Attomey General's Procedures for Lawful, Warrantless
Monitoring of Verbal Communications (May 30, 2002) (only
portion applicable to FBI) :

UNCLASSIFIEDZFQLIQ

UNCLASSIFIEDHFOUO

DIOG Section 2:
General Authorltles & Principles

Note. Regardlng Extraterntonal FBI s Operatlons the

_ AGG-Dom did not repeal or supersede certain portrons_
. of the prior guidelines (marked * in prior slides). These
- national security. extraterritorial portions continue to -

- remain in effect pending the approval of new Attorney
- General's Guidelines for Extraterritorial FBI Operations

- . for both national security and criminal investigations.

> Additionally, the classified Attorney General. Guidelines

" for Extraterritorial FBI Operations and Criminal
Investigations (1993) continue to remain in effect

'pendmg approval of the new gundellnes ‘

UNCLASSIFIEDAFQUO
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UNCLASSIFIEDIFQUO

DIOG Section 2:

General Authorities & Principles

The FBI is authorized to:

« Conduct investigations and collect evidence (cnminal and national
- security) and collect forelgn intelligence (AGG-Dom, Part II)

s Provide lnvestlgatlve assistance to federal, state, local, tribal, and
foreign agencies (AGG-Dom, Part lil) and (DIOG Section 12).

+- Collect Information necessary for and conduct Intelligence analysis &
planning (AGG-Dom, Part Il & 1V) and (DiOG Section 15)

» Retain and share information (AGG-Dom, Part Vi) and (DIOG Section
14 ‘ ' :

UNCLASSIFIEDIFOLO

UNCLASS FIEDHFOUD

DIOG Section 2:
General Authorities & Principles

’ 'Tlie word “Assessment” has g\No distiriét méénihgs: .
-+ The AGG-Dom authorizes as an investigative activity
an “assessment” which requires an authorized

purpose and objectlve as dlscussed in DIOG Sectlon

> . The u.s. mtelligence communlty uses the word ,‘ N )
assessment" to describe written intelligence products '
as dlscussed in DIOG Sectlon 15. 7 B. S :

UNCLASSIFIEDFFOUC
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UNCLASSIFIED/IFOUO

DIOG Section 2:

General Authorities & Principles

. The FBI is an mtelllgence agency as well as a law
enforcement agency

« The FBI is authorized to engage in mtelllgence

analysis and planning, usmg aII lawful sources of
information: :

— development of overviews and analysis

— research and analysls fo produce reports and
assessments

- operate intelligence systems that facilitate and
support investigations through ongoing compilation
and analysis of data and information )

UNCLASGIFIEDIFOUQ
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DIOG Section 2:
General Authorltles & PrmClpIes

. The FBI is the “Iead federal agency” in the followmg
’ f areas ' .

" — Federal Crlmes of Terrorlsm (Ilsted in DIOG Sectlon
24.C) :

— Other non—'l"erronsm federal cnmes (llsted in DlOG
Section 2.4.D) :

B Countenntelllgenoe and Esplonage (llsted in DlOG
- Section 2.4.F) :

= Criminal Investigations (some llsted in DIOG Sectlon _' |
2 4.G; see also CiD PGs)

UNCLAGSIFIEDIEOUO
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UNCLASSIFIED:FOUD

DIOG Section 2:

General Authorities & Principles

Departures from the AGG = Dom:
‘In Advance: FBI Director, Deputy Director, or EAD
- (NSB or Criminal Cyber Response and Services
Branch) must approve with notlce to the General
Counsel.

In Emergency: Approving authority who authorizes the
departure must give notice as soon thereafter as
practical to Director, Deputy Director or EAD with
notice to General Counsel — OGC must keep records
of all departures to advise DOJ, as required.

UNCLASSIFIEDIFOUO

UNCLASSIFIEDAFOUD

DIOG Section 2:
General Authorities & Principles

Degartures from the DlOG | C S
In Advance Appropriate substantive AD or DAD must '
_-approve with notice to the General Counsel or approprlate
Deputy General Counsel (DGC) : .

“In Emergency Approving authonty who authorlzes the

- departure must give notice as soon thereafter as practical;
. SAC or HQ Section Chief must provide written notice o
S appropriate substantive AD and the General Counsel.

UNCLASSIFIEDAFOUO
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UNCLASSIFIEDLFQUO

DIOG Section 2:

General Authorities & Principles

The AGG-Dom and DIOG apply to all FBI domestic
- investigations and operations conducted by “FBI
employees” — defined as:
» applicable support personnel
* intelligence analysts
-« special agents
~» task force officers (TFO)
* detailees '
« FBI contractors
» confidential human sources (CHS)

UNCLASSIFIEDIFOUO

UNCLASS'FIEDIFQUO

DIOG Section 2:
General Authorities & Principles

Authorltles of an FBI Sgeclal Agent

- the United States (21 U.S.C. § 871 28 U S.C. §§ 533 534 and 535
' 28C.F.R.§085)
2. Collect evidence in cases in whlch the Unlted States is or may be a
" party in interest (28 C.F.R. § 0.85 [a]) as redelegated through
exercise of the authorlty contalned In 28 C F. R § 0. 138 to dlrect
personnel in the FBI - , .

. Make arrests (18 u.s. C §§ 3052 and 3062)

.4; wv

issue and/or serve administrative subpoenas; serve subpoenas
issued by other proper authority; and make civil investigative
demands (18 U. S.C. §§ 3052, 3107; 21-U.S. C §876 15 U.8.C. §
1312) ‘

UNCLASSIFIED/TOUO
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- 1. Investigate violations of the laws, including the criminal drug Iaws of ,

. Serve and execute arrest warrants and seize property under warrant ‘

10
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DIOG Section 2:

General Authorities & Principles

~ Authorities of an FBI Special Agent (cont.):
5, Carry firearms (18 U.S.C. § 3052) '

6. Administer oaths to witnesses attending to testify or
depose in the course of investigations of frauds on or
attempts to defraud the United States or irregularities or
misconduct of employees or agents of the United States
(5U.8.C. §303) :

7. Seize property subject to seizure under the criminal and

981 and 982)
8. Perform.other duties imposed by law

UNCLASSIREDIFOUO

UNCLASSIMEDHOUD

DIOG Section 2:
General Authorltles & Pnncuples

The AGG-Dom dld not l|m|t other authorlzed FBI
actlvltles, such as: '

e Conductlng background checks and mqurres ‘ ,
‘concerning applicants and employees under federal
personnel security programs

« Maintenance and operation of national crlmlnal
records systems and preparat|on of natlonal crime .
StatlSthS

T Forensm assiétance and admlmstration funct|ons of
the FBI Laboratory

UHCLASSIFIEDIFCUO
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civil forfeiture laws of the United States (e.g., 18 US.C.§§
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7y DIOG Section 3:

“ Deputy Director Roles and Responsibilities

DIOG Section 3.2:

* DD is the proponent of the DIOG and subordinate
|mplement|ng procedural directives and specrf c pollcy
" implementation guides (PGs) :
« DD has oversight of DIOG compliance, monitoring
-and auditing processes -

« DD has responsibility for DIOG training -
* DD, through the Corporate Policy Office (CPO), will

- ensure the DIOG is updated one year from
Implementation,-and every three years thereafter

UNCLASSIFIEDIFOUQ

DIOG Section 3: Speeial Agent, intelligence
Analyst, Task Force Officer, FBI Contractor,
and Others Roles and Responsrbrlltles

DIOG Sectlon 3. 3

-+ Comply with AGGH Dom and DIOG standards for
~ initiation, conducting, and closlng investigative

activity; collection activity; or use of an |nvestlgat|ve '
method '

+ Obtain tralnmg on DIOG standards relevant to thelr )

position and perform actlvmes conslstent W|th those

standards

v':-° Ensure all mvestlgatlve act|V|ty complles wrth all Iaws _ ]

and policy -

« ldentify victims, offer FBI assistance, and furnlsh
_information to the FBI. Vrctlm Spectalrst

UHCLASSIFIEDIFOUO
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UNCLASS!FIEDFOUO

DIOG Section 3: Special Agent, Intelligence

Analyst, Task Force Officer, FBI Contractor,
and Others - Roles and Responsibilities

(Continued — DIOG Sectioﬁ 3.3)
« Ensure civil liberties and privacy are protected -
throughout the assessment or investigative process

« Conduct no investigative activity solely on the basis of
activities protected by the 1t Amendment or solely on

- the basis of race, ethnicity, natlonal orlgln or religion
of the subject

* Report non-compllance fo the proper authorlty

UNCLASSIFIEDAFOUQ

UNCLASSIFIEDIFOUQ

DIOG Section 3:
Superwsor Roles and ResponSIblhtles

DIOG Sectlon 3.4.A - Supervisor Deﬂned

-« Field Office or FBIHQ personnel, |nclud|ng S'IA SSA :

SSRA, UC, ASAC ASC, SAC, DAD AD, ADIC and
- . EAD

UHELASSIFIEDNFQUO
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UNGLASSIFIEDIFOU0

DIOG Section 3:

Supervisor Roles and Responsibilities

*DIOG'Section 3.4.B - Supervisor Responsibilities:
» Determine whether the DIOG standards are satisfied
for initiating, approving, conducting and closing an
investigative activity, collection actiwty, or '

investigative method

« Ensure all investigative actrvrty complies with all laws
and policy

-« Qbtain training on DIOG standards relevant to their
position and conform their decrsrons to those
standards

« Ensure civil liberties and privacy are protected _
throughout the assessment or investigative process

Say g L

UNCLASSIFIEDIFOUQ

YNCLASSIFIEDSTOUQ

DIOG Section 3:
Supervisor Roles and Responsibilities

| Continued DIOG Sectlon 3 4, B Supervrsor

'Responsibilities:
« If encountering a practice that does not

. comply with the law, rules, or regulations 'the_'

superwsor must:

‘1. report that compliance concern to the
proper authority

— 2.take action to malntain compliance
when necessary

-« Ensure no retaliation or adverse actlon is

“taken against persons who ralse compliance '_

concerns

UNCLASSIFIEDSFQUO

AT TIDNINNNDTD

15

OO TITOVIOOYI 7O




UNCLASSIFIEDFOUO

DIOG Section 3:

Supervisor Roles and Responsibilities

" DIOG Section 3.4.C - Supervisory Delegatlon

+ - Any DIOG requirement imposed on a Supervisor may be
- - delegated/performed by a designated Acting, Primary, or Secondary Relief
_ - supervisor as indicated below, unless specified otherwise by federal
. statute, EO, PD, AGG, FBI Pollcy or any other regulation. '

- Supervisor may delegate authority to a supervisor one level junior to
himself/herself (e.g. SAC to ASAC; or SC to AssistantlSC)

-+ Must identify the task delegated
» Must identify the supervisory posrtlon given approval authority
» Must be in writing
«» Must be retained appropriately
~ Higher level Supervisors in the same chain-of-command as the original

supervisor may approve a particular actlvity without written deiegation
documentation

UNCLASS'FIEDIFQUO
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DIOG Section 3:
Supervisor Roles and Responsibilities

DIOG Sectlon 3.4. D - Investlgative Flle Rewewsv ‘

* » Conducted by full-time supervisors or primary relief supervisors |
“with subordinates -

— (other relief supervisors must have written SAC authority to
*.conduct)

-+ Conducted with all Agents, ResldentAgents, TFOs, analysts, o
" detailees, and FBI contractors, as appropriate -

Conducted in-person or by telephone when necessary
Conducted In private. .
Documented/noted on ACS iCMC report FD-71 or Guardlan

" Conducted at least every 60.days for Probaﬂonary Agents
o recommended every 30 days .

. o & »
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DIOG Section 3}

Supervnsor Roles and Respon5|b|l|t|es

Assessment JustlﬂcatlonIFlle Reviews
« Conducted for every 30 day period for Type 1 and 2 Assessmerts
(wnth 10 additional days to complete and document)
+ Conducted for every 90 day period for Type 3, 4, and 6 Assessmerits
- (with 30 additional days to complete and document)
« Supervisor Must:

— Evaluate progress made toward the achievement of authorized
purpose and objectlve

- Ensure activities that occurred during prior period were appropriate

- Determine whether itis reasonably likely that information may be
obtained that is relevant to the authorized objective - thus
warranting an extension for another 30/90 day period

— Determine whether adequate predication has been developed to
open a predicated investigation

- Determine whether the assessment should be terminated

UNCLASS'FIERAFOUQ

UNCLASS FIEDSFQUO

DIOG Section 3:
Supervisor Roles and Respons:bllltles

_Predicated (Prellmlnary and Full) Investlgatlon Flle Revlews'
-+ Conducted for every 90 day periad
. .= {with 30 additionai days’ to complete and document)
« Supervisor Must:

- Evaluate progress made toward the achlevement of authonzed o

- purpose and abjective

.~ Ensure activities that occurred during prior penod were
~ appropriate

— Determine whether It is reasonably likely that lnformatlon may -

be obtained that is relevant ta the authorized objective ~ thus -
..“warranting an extenslon for ancther 90 day period

~— Determine whether adequate predicatlon has been developed .

to open/or continues to justlfy a predlcated investigation

UHCLASSIFIEDNFQUO
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DIOG Section 3:

Unaddressed Work

‘ | Note: the FD-71 provides a new mechanismto
assign an Assessment to an electronic Unaddressed Work File

in the appropriate classification

UNCLASSIFIEDAFOLO

UNCLASS:[FIEDIFOUO

DIOG Section 3:
CDC’ S Role and Responsubllltles

" CDC’s Role and ReSponSIbiIities

1 ‘Must review all Assessments, Prellmmary Investlgatlons
- (P1) and Full Investigations (FI) that involve a “Sensmve
- Investigative Matter” (SIM) : i

2 Must review particular lnvestlgatlve methods as
3 mandated by DIOG Section 5 and 11

3 Requirements imposed on the CDC may be performed
. by an Associate Division Counsel, L.egal Advisor, or

~ designated Acting CDC. All delegatlons must be in
writing and retamed appropnately

UNCLASSIFIEDHFOUO
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UNCLASS'FIEDFOUO

DIOG Séction 3:

CDC Roles and Responsibilities

CDC Determinations:

The primary purpose of the CDC'’s review is to ensure the
legality of the actions proposed. Inthis context, the review
includes a determination that the:

investigative activity Is not legally objectionable (can be overruled
by OGC)

~ - Activity is not based solely on the exerclse of 1**l Amendment
rights or on the race, ethnicity, national ongm or religion of the
‘ subject

The Investigation is founded upon an “authorized purpose”
(Assessments) or have-adequate factual predication (Preliminary
and Full)

Advnse as to the “wisdom" of the proposed acﬁon

UHCLASSIFIEDIFOUO

UNCLASS!FIEDIFOU0

DIOG Section 3:
CDC Roles and ResponS|b|I1t|es

Contmued CDC Determinatlons

_The CDC's determmatlon is based on>fact_s known at the L

.. time of the rewew and recommendatlon

The CDC may require addmonal reviews or provlde
guidance as to momtorlng the results of investigative
activity to ensure that the authorized purpose and/or

factual predlcatlon remain mtact after additional facts are
developed.

UNCLASSIFIEDSTQUO
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UNCLASS'FIED'FOUD

DIOG Section 3:

OGC Roles and Responsibilities

OGC Role: In coordination with the DOJ NSD, the OGC is responsible for
conducting regular reviews of all aspects of FBI national security and
foreign intelligence activities. -

The primary purpose of the OGC's review Is to ensure the legallty of the
actions proposed. These reviews, conducted in the field offices and in HQ
Units, broadly examine such acdtivities for compliance with the AGG-Dom
and other requirements. In this context, the review includes a determination
- that the:
+ Investigative activity is not legally objectionable (Activity is not based
- solely on the exercise of 1t Amendment rights or on the race, ethnicity,
natlonal arigin or rellglon of the subject)
« The investigation Is founded upon an “authorized purpose”
. (Assessments) or have adequate factual predication (Prellmlnary and
Full) and meets the standards in the:DIOG

* Advise as to the "wisdom” of the proposed action

UNCLASSIFIEDIFOUQ

UNCLASSIFIFDIFOUQ

DIOG Section 3:
OGC Roles and Respon5|b|ht|es

’Contmued OGC Determmatmns

 The OGC's determination above is based on facts
- known at the time of the review and recommendatlon.

.+ The OGC may require additional reviews or provide
- guidance as to mohitoring the resuits of investigative
activity to ensure that the authorized purpose and/or
factual predication remain in tact after facts are
developed ' ~

UNCLASSIMEDIFQUO
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UNCLASSIFIEDIFOUO

DIOG Section 4: Privacy and Civil

Liberties, and Least Intrusive Methods

No investigationAor assessment can be commenced
based solely on race, ethnicity, national origin, religion of
the subject or the exercise of First Amendment rights.

Corollary to this AGG requirement is the Privacy Act,

which states that each agency that maintains a system
of records shall “maintain no record describing how any
individual exercises rights guaranteed by the First
Amendment unless expressly authorized by statute or by
the individual about whom the record is maintained or
unless pertinent to and within the scope of an
authorized law enforcement activity. 5 U.S.C.
552a(e)(7).

UNCLASSIFIEDFOUO.

UHCLASSFIEDIFOUO

DIOG Section 4 Scenario

What can you do with this information?.

UNCLASSIFIEDSFOUQ

O
bTE

22

ACLURMO000379




UNCLASSIFIEDLFOUO

DIOG Section 4 Scenario

UNCLASSIFIEDAFOUO

UNCLASSIFIEDEFOUO

DIOG Section 4: Privacy and Civil
Liberties, and Least Intrusive Methods

~ FIRST AMENDMENT RIGHTS

‘Individuals or groups who communicate with each other or wnth
members of the public in any form in pursuit of social or political
causes—such as opposing war or foreign policy, protesting government

actions, promoting certain religlous beliefs, championing particular local,

national, or international causes, or a change in ‘govemment through
non-criminal means, and actively recruit others to join their causes—
have a fundameéntal constitutional right to do so. An assessment may
not be Initiated based solely on the exercise of these First Amendment
rights. If, however, a group exercising its First Amendment rights also
threatens or advocates violence or destruction of property, an
assessment would be approprlate '

UNCLASSIFIEDHFOUO
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UNCLASSIFIED!FOUO

DIOG Section 4: Privacy and Civil

Liberties, and Least Intrusive Methods

' FIRST AMENDMENT RIGHTS (cont.):

-No investigative activity, including assessments, may be
taken solely on the basis of activities that are protected by
* the First Amendment or on the race, ethnicity, national

~ origin or religion of the subject.

If an assessment or predicated investigation touches on or
is partially motivated by First Amendment activities, race,
ethnicity, national origin or religion, it is particularly
important to identify and document the basis for the
assessment with clarity '

g 4
UNELASSIFIEDHFOUQ

UNCLASSIFIEDSFOU0

DIOG Section 4: Privacy and Civil
Liberties, and Least Intrusive Methods

All activities must be conslstent with the Attorney General's 2003
-Guidance Regarding the Use of Race by Fedéral Law Enforcement
" Agencles (forbids the use of racial profiling and requires activities
involving the investigation or prevention of threats to the national
security to comply with the Constitution and iaws of the United States)

The DIOG stresses several points in each sectlon

- No investigation or assessment can be commenced based solely on '

race, ethnicity, national origin, rellglon or exercise of First
 Amendment rights »

-+ The FBI must use the least lntrusnve method that is feas1ble under
' the'circumstances

"« _ In connection with Foreign lnteillgence collection, agents must
operate openly and consensually with U.S. Persons, to the extent
. practicable

. AII investigatlve acches must have an authonzed purpose”

UHCLASSIFIEDIFOUOQ
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UNCLASSIFIEDLFOUO

DIOG Section 4:

Use of Race or Ethnicity

DIOG Guidance on use of Race or Ethnicity
As to individuals: -
1. Permits the consideration of ethnic and racial identity
information based on specific reporting;

2. The race or ethnicity of stispected members, '
assaclates, or supporters of ‘an ethnic-based gang or criminal

investigating the organization; or
~ 3. Ethnicity may be considered in evaluating whether a subject is—

is known to be comprised of members of the same ethnic
grouping—as long as it is not the dominant factor for

focusing on.a.particular person

PSP g .. N . - -

UNCLASSIFIEDIFOUO

UNCLASSIFIEDYFOUO

DIOG Section 4:

Use of Race or Ethmmty

DIOG Guidance on use of Race or Ethnlcity

Astoa_mu

1. Collecting and analyzing demographlcs -if these locations wlll

" reasonably ald the analysis of potential threats and vulnerabilltles,
' and overall assist domain awareness.

D2 Geo-Mapping_ ethnic/racial demographics — if properly-coileote‘d

3. General ethnic/raclal behavior — cannot be collected, Unjess it
bears a rational relationship to a valid Investlgatlve or analytlcal need

4. Specific and relevant ethnic behavior
5. Explomve ethnic behavior —- by cnmmal or terronst groups

UNCLASSIFIEDIFQUO
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enterprise may be coliected when gathering mformatlon about or

or is not—a possible associate of a criminal or terrorist group that -

.25
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UNCLASSFIEDSFOUD

DIOG Section 4:

Least Intrusive Investigative Method

“The AGG-DOM and the DIOG .reguire that the
“least intrusive” means or method be
considered and, if operationally sound and

 effective, used to obtain intelligence or

evidence in lieu of a more intrusive method

UNCLASSIFIEDAFOLO

UNCLASSIFICDAFOUO

DIOG Section 4: Privacy and Civil Liberties,
and Least Intrusive Methods

By emphaS|2|ng the use of less mtruswe
means, employees W||I be able to balance

Our need fdr evidencé/intelligeriCe

- letlgatmg potenfaal negative |mpact on the pnvacy and civil - |

llbertles of people/public

UNCLASSIFIEDIFQUO

. I‘j_‘LJJ_R\ e 2.0
AC T UNIVIOUUI0D

26




UNCLASSIFIED..FOUO

DIOG Section 4: Privacy é:nd Civil Liberties,

and Least Intrusive Methods

- Primary factor in determining “intrusiveness”:

+ The degree of procedural protection that the law and the -
AGG-DOM provide for the use of the particular method.

—Examples of “more intrusive” methods: Search
Warrants, wiretaps, UCOs
—Examples of “less intrusive” methods: checks of

government databases, state or local criminal record -
checks, commercial databases, interviews '

UNCLASSIFIEDIFCLO

UHICLASSIFIEDIFOUO

DIOG Section 4: Privacy and Civil Liberties,
and Least Intrusive Methods

Items to conslder when determinlng the relative Intruslveness of .
" an investigative method: -

-+ |s method permitted prior to the initiatlon of an assessment?
+Is the method relevant to the assessment or investigation?

« Wil the information collected or obtained likely further the:
'~ Investigative objective?

- .« What alternatives exist for gatherlng the same informatlon?
- Are those alternatives relatively less intrusive?

«. What time span Is Involved in using the Investlgative ‘method
(days, weeks, months)?

"« What confidence levelis assoclated with the informatlon
-gathered using the investigative method? . :

e thl the method resolve a pendmg mvestlgatlve issue quuckly?

UNCLASSIFIEDIFOUC

—Mq



UNCLASSFIED FOUO

DIOG Section 4:
Least Intrusive Investigative Method

Factors to Determine f"lntrusivéne'ss”:
1. Nature of the information sought
2. Scope of the information sought

3. Scope of the use of the investigative
method '

4. Source of the information sought
5. Risk of public exposure

UNCUASSIFICDEFOUO As of February 20, 2009

DIOG Section 5 &11: Investigative Methods

Hia

fedacal, sisle, local, tribel, of forein govemmerialentios o JEEERENNI

Use i with AG Gy Use GBI Humen Soures
- e i . - - i
Mall covars
Phoical saarch propetty » - ——" e
of prvecy {a.gi, trash covers) CL : . . )
iy : In subject Lo leg y tha. COC of the FBI OGC. .
0 ity .  the Criminal Ohiaon o6,
forak [y tha national sacuxdty, by the National Security Division:
of chosed: e r davi g 5y the COC of FRLOGG,
™ » inckuding Faderal Grend Jury and other subposnies snd National Securky Letiees {Fadersl Grand Jury B
nd bebsed 1and2 only)
2 Electronle survollance R
Forskgn inteligenoe colleckion under Tie Vilof FISA :
Fhysical searches, incuding fived oparings, whar & warsnt of ¢ galy '] privacy

ACLU KlVlUUU.? [



UNCLASSIFIED/FOUO

Investigative Methods/Approvals Chart

P prov: o ATseaEnents. et
Authorized Methed sad DIOG Relorenes® yrrry : - T
N Obtain publicly avalstie kformaton Hona Raed Hone Requiied Hone Required
Ta%llx:euundlnh_‘w_nm Nt Pernad SSA Asoronl SSA Approva)
64 3 POrs 0N 81 grolp. X :
survellance Wih 1o Fessonsbis epeciationod | TIOG for tequirerints : None Raguired Hone Reqred b2
2| 5 - - -
S ASAS Approwl T MAChpeal . bIE
1 ] _AACKvl ReAC heponl o FEACTevad
3| 502 {aueti i Hons Facpred Haone Raquied Neow Racuired
arry Ot o4 othar DO persannad
Access o d -:u I — Nerva trdees such socrevel K pecisk
4|50 . " k. ondal HOU e othar agreamends) kbt agtesmeais) o7 othet Bgreements)
o v ’ HNons. Hona Required
] EL boyiinire Hoow Raguid Roied . Roqut
[ cantactwih |\ "
st | 1pressstod parmons, members ltA8, mambers of US. Cangrass, or the stafis,]  reprasartad mambars ofULS,
] s Conpress, ot their stalls, Wiks Housa | P300% i pertons. !
feukbe and povate erdtes ot othars ‘Whits Hewea parsorned, of othet substanines vauumwnmm_owm
| et i ""“"“m o bkl othar
1 rforeston Yokt iy provdad -
7 '”@m.ﬁlu rhy provdadty Nons Racplred Nor Requred Hone Raquived
o s sandiecrud hiaman sources "WW"MI{:I None Roqurod (wil? Ne .
Tedkng s CIS T alond 8 [sJios satuce EAGAeperal SSA Repronl SR Aol i ’ !
US Azom Acpreral [ rovterd -
8] 89 [scroricomal shecrbarinfomaten (Type § and 2 Assaserments Ok HetBumisd

UNCLASSIFIEDAFQUO

Investigative Methods/Approvals Chart

13] 919 foor e -y o 1 1 - ] 1 I__ l. . H1B
. [18) 347 [Povoreh scimencenn - ‘Mot Pewited B3A Approvel S3A Apprenal | ER . L
17] 130 [undwoover soursbens, oo B 3 oo ] Eaapvmgorikporriyieoncunlll | :

“ s} 55 fusceromesesoursans, cempt ] p— eocm-.uc.‘:::ow;amo-m COG rvvew, G arxd A0 bnd UCRG (EADVOD |
B L KAL) reeprmidespony A L bl § 8 Allosrry's Offics Approvel
T Paminratrs Svweenas Drgs BAC, ABAQ, BORA, o Drag Scpund B34
2] 197 Janrmraine Sumomas Semwi Cpistioen . ot Pomnineg y 10 Promtes
e raive Bubpesnse. Hosthcam Fomal ) U 8. Aoerery's Offcs Approvel . )
N ek Ofiow: COC Rievbew, A w 843 Approve, ol Pemond
2] 119 Fsansd Samty Loson UNMPemead T[S Ao, OO o EADHE0 of AD A DAY R
L] CTICORVO o OC o Deputy GC-HSLB Apprond -
22| y10| $10090 0 LIS SecHONRE OIACARCN| Nt Porntnee : Stne/00U Orcer, Conmut DK ot Poamcard
| Bty ¢ ored Waoe dndoss ot Paimaed FISA Court of Dot Cour Onbot P hd
24{ 1112 {iecirmns survedence C O HPeoneed b | 1
2] 1039 [ retabon chariveay, kot mad spernge | RN | .
— - T —
ElRiR] m”“'““lnh“* ) I I nhe - oy
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