U.S. Department of Justice

Federal Burcau of Investigation
Washingion, D.C. 20535

December 22, 2010

MR. DAVID J. MCGUIRE
ACLU OF CONNECTICUT
SUITEL

2074 PARK STREET
HARTFORD, CT 06106

FOIPA Request No.: 1151874- 000
Subject: ACLU/DIOG INFORMATION

Dear Mr. McGuire:

The enclosed documents were reviewed under the Freedom of Information/Privacy Acts (FOIPA), Title 5,
United States Code, Section 552/5652a. Deletions have been made to protect information which is exempt from
disclosure, with the appropriate exemptions noted on the page next to the excision. In addition, a deleted page
information sheet was inserted in the file to indicale where pages were wilhheld entirely. The exemplions used to
withheld information are marked below and explained on the enclosed Form OPCA-16a:

Section 552 Section 552a
O(b)(1) Qb)) A) 0{d)(5)
®{b}2) n(b)(7)(B) o@)2)
O(b}3) B(b)(7)(C) o)1)
D(b)(7HD) o(k)(2)
B(b)(7)(E) O(k)(3)
O{b)(7)(F) O(k)(4)
O(b)(4) O(b)(8) D{k)(5)
D(b)(5) O(b)(©) 0{k)(6)
2(b)(6) Ok)(7)

298 pages were reviewed and 298 pages are being released.

0O Document(s) were located which criginated with, or contained information concerning other
Government agency(ies) [OGA)]. This information has been:

O referred to the OGA for review and direct response to you.

D referred to the OGA for consultation. The FBI will correspond with you regarding this
information when the consulation is finished,

® You have the right to appeat any denials in this release. Appeals should be direcled in writing to the
Director, Office of Information Policy, U.S. Department of Justice, 1425 New York Ave., NW,

Suite 11050, Washinglon, D.C. 20530-0001. Your appeal musi be received by OIP within sixty (60)
days from the date of this letter in order to be considered timely. The envelope and the lefter should be
clearly marked “Freedom of information Appeal.” Please cite the FOIPA Number assigned to your
request so that it may be easily identified.

O The enclosed material is from the main investigative file(s) in which the subject(s) of your request

was the focus of the investigation. Qur search located addifional references, in files relating to other
individuals, or matters, which may or may not be about your subject(s). Our experience has shown,
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when ident, references usually contain infoermation similar to the information processed in the main
file(s). Because of our significant backlog, we have given pricrity to processing only the main
investigative file(s). If you want the references, you must submit a separate request for them in writing,
and they will be reviewed af a later dale, as time and resources permil.

'® See additional information which follows.

Sincerely yours,
David M. Hardy
Saction Chief
Record/Infermation

Dissemination Section
Records Management Division

Enclosure(s)

The enclosed documents represent the first interim release of information responsive to your Freedom
of Infermation Act (FOIA) request.

Your request for a fee waiver remains under consideration. A decision will be made ¢nce all
responsive material has been received and reviewed.
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EXPLANATION OF EXEMPTIONS
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552

(bX1)  (A) specifically authorized under criteria established by an Executive order to be kept secret in the interest of national defense or foreign
policy and (B) are in fact properly classified to such Exccutive order;

(b)2)  related solely to the internal personnel rules and practices of an agency;

{b}(3)  specifically exempted from disclosure by statute (other than section 552b of this title), provided that such slalitefA) requires that the
matters be withheld from the public in such a manner as to leave no discretion on issue, or (B) establishes particular criteria for
wilhholding or refers to particular types of matters to be withheld;

(b)(4)  trade secrels and commercial or financial information oblained from a person and privileged or confidential;

(b)(5) inter-agency or infra-agency memorandums or letters which would not be available by law to a party other than an agency in litigation
with the agency;

(b)6)  personnel and medical files and similar files the disclosure of which would constifute a clearly unwarranted invasion of personal privacy;

(b7 records or information compiled for law enforcement purposes, but only to the exlent that the production of such law enforcement
records or information ( A ) could be reasonably be expected to interfere wilh enforcement proceedings, (B ) would deprive a person
of aright to a fair trial or an impartial adjudication, { C ) could be reasonably expected Lo constitute an unwarranted invasion of personal
privacy, { D ) could reasonably be expected to disctose the identity of confidential source, including a State, local, or forcign agency or
authority or any private institulion which furnished information on a confidential basis, an, in the case of record or information compiled
by a criminal law enforcement authority in the course of a eriminal investigation, or by an agency conducting a lawful national security
inteltigence investigation, information furnished by a confidential source, ( E ) would disclose techniques and procedures for law
enforcement investigations or prosecutions, or would disclose gnidelines for law enforcement investigations or prosccutions if such
disclosure conld reasonably be expected to risk circuinvention of the law, or ( F ) could reasonably be expected to cndanger the life or
physical safety of any individual,

(b}(8)  contained in or related to examination, operating, or condilion reports prepared by, on behalf of, or for the use of an agency responsible for
the regulation or supervision of financial institutions; or

{(b)(9)  geological and geophysical information and data, ineluding maps, concerning wells,
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552a
(d)(5)  information compiled in reasonable anticipation of a civil action proceeding;

\
(G)(2) material reporting investigative efforts pertaining to the enforcement of criminal law including efforts lo prevent, control, or reduce
crime or apprehend criminats;

(K)(13  information which is currently and properly classified pursuant to an Excentive order in the interest of the national defense or foreign
policy, for example, information involving intelligence sources or methods;

(k)(2)  investigalory material compiled for law enforcement purposes, other than criminal, which did not result in loss of a right, benefit or
privilege under Federal prograins, or which would identity a source who furnished information pursuant 1o a promise that his/heridentity
would be held in confidence;

(k)(3)  material mainlained in connection with providing protcctive services to the President of the United States or any other individual pursuant
lo the authority of Title 18, United Statcs Code, Section 3056;

(k)(}  required by statule to be maintained and used solely as statistical records;
(k)(5)  investigatory material compiled solely lor the purpose of determining suitability, eligibility, or qualifications for Federal civilian
employment or for access to classified information, the disclosure of which would reveal the identity of the person who furnished

information pursuant to a promise thal histher identily would be held in confidence;

(k)(6)  testing or examination material used to determine individual qualifications for appointment or promotion in Federal Government service the
release of which would compromise the testing or examinalion process;

(k)7 material used lo determine potential for promotion in the armed services, the disclosure of which would reveal the identity of the person |

who furnished the material pursuant lo a promise that his/her identity would be held in confidence.
FBI/DOJ
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