U5 Depariment of Justice

Federal Bureau of Investigation
Wasihingfon, D.C 20515

Decamber 22, 2010

MS. JULIA HARUMI MASS

ACLU OF MORTHERM CALIFORMIA
39 DRUMM STREET

SAM FRANCISCO, CA 94111

FOIPA Request Mo 1151951- 000
Subject; ACLUMHGGS INFORMATION

FOIFA Request Mo 1151848 000
Subject; ACLLTHCS INFOREMATION
Dear Ms. Harumi Mass:

The enclozed documents were reviewed undar the Freedom of Information/Privacy Acts (FOIPA), Title 5,
United States Code, Section 552/552a. Deletions have been made to protect information which is exempt from
disclosure, with the appropriate exemptions noted on the page next to the excizsion. In addifion, a delsted page
information sheel was inserted in the fila to indicate where pages wera withheld entirely. The exemplions used to
withhold infonmation are marked below and explained on fhe enclosed Form OFCA-18a:
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2898 pages were reviewed and 288 pages are being released.

O DOocumeni(s) were located which onginated with, or contained information concerning other
Govemment agencyiles) [OGA]. This infarmatlan has been:

O referred fo the OGA for review and direct respense {o you.

O refarred to the OGA for consultation. The FBI will carrespond with you regarding this
infarmation when the consultation is finishead.

& You have the right to appeal any denials in this release. Appeals should be directed in writing to the
Directar, Office of Information Policy, U3, Depantment of Jusfice, 1425 New York Ave., HW,

Suita 110580, Washington, D.C. 20530-0001. Your appeal must be received by QIF withln sixty (G0
days from the date of this letter in order to be considersd timaly, The envelope and the letter should be
clearly marked "Freedom of Information Appeal” Flease cite the FOIPA Number assigned o your
request so that it may be easily identified.

O The enclosed material is from the main investigative file(s) in which the sublect{s) of your request
was the focus of lhe investigation. Our search located additional references, in files relating to other
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individuals, or matters, which may or may not be about your subject(s). Qur experience has shown,
when ident, references usually cantain information simllar to the information processed in the main
filefz). Becauze of our significant backlog, we have given priority to processing anly the main
investigative file{s), 1T you want the references, you must submit a saparate request for them In writing,
and they will be reviewed at a later dafe, as time and resoutess permit.

&8 See additicnal information which follows.

Sincerely yours,

David M. Hardy

Section Chief

RecordfInformation
Cizzemination Sectlon

Fecords Management Division

Enclosure(s)

The enclosed documents represent the first interlm release of infarmation responsive to your Freedom
of Information Act (FOIA} request.

Your request for 3 fee walver remaing under consideration. A decision will be made once all
responsive material has been received and reviewsd,
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EXPLANATION OF EXEMPTIONS
SURSECTIONS OF TITLE 5, UNITED STATES CODE, SECTTON 552

{4} specifically autharized under criteria established by an Executive order to be kept sscret in the interest of national defense or foreign

© policy and (B) ars in fact properly classified 1o such Executive arder;

related solely ta the internal parsonnel rules and practices of an agency;
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SpEC ICalTy ERETprad Troim e elre by Satme (ritm s s 33 2h i itk prorided tharsoehrs tatote{Ayrequires thatthe
roanters be withheld from the public in such 4 manner as ta leave na discrétion on fssue, or (B) ¢stabilishes particular eriteria for
withholding ot refers to particular types of matters 1 be witchheld,

trade secrats and commercial or financial information obtained from a person and privileged or confidential,

intcragency Or inlra-agensy memorandyms or leteers which would oot be available by lew to a party other than an ageney in litigation
with the agency,

personne] and medical files and sitilar files the disclosure of which would constitate a ¢learly unwatvanted invasion of personsl privacy,

records or information commiled for law enforcement purposss, but only to the extent that ihe praduction of such law enforcement
records or information [ A ) could be reasonably ba expected to interfere with enforcement proceedings, (B ) would deprive a person

at a right to 4 fair irial or an impartial adjudication, (€ ) eould be reasonably expectad to sonstitute an unwarranted invasion of personal
privacy, [ D'} could reaseoably be expested o disclose the identity of confidential soures, neluding a State, local, or foreign sgency or
authority or any private instibution which furnished information on a confidential basis, and, in the sase of tecord ar information compiled
by & criminal law enforcement authority in the course of & ctiminal invesligation, or by an sgensy senducting a lawtul national security
intelligence invesiigation, information furnished by a canfidential sowrce, { E ) would disclese rechniques and pracedures for Jaw
enforcement nvesligalions or prosecutions, or would disclase guidelines for law enforcement investigaions ar prosecutions if such
disclosure eould reazonably be expected to risk cirguyraventian of the law, ar [ F ) could reasonably be expected 10 endanger che life or
physical safety of any individual;

contained in or related to examination, operaling, or condition reports prepared by, oo behalf of, or far the use of an agency respansible for |
the regulation ot supervision of financial institutions; ar

geological and peophysical infarmation and data, including maps, concerning, wells.
SUBSECTIONS OF TITLE 5, UNTTED STATES CODE, SECTTION 5524
information compiled in reasorable enticipation of & civil action procesding,

material reporting investigative effarts pertaining to the enforcement of eriminal Taw jogluding efforts to prevent, control, or reducs
crime ar apprehend criminals;

information which is currently aod properky classified pursuant 1 an Bxscutive order in the interest of the national defense or iorergn
policy, for example, informarion invalving intelligence saurees or methods;

irrvestigatory material compiled for law enforcement purpeses, other than criminal, which did not result in lass of & dght, benefit or
privilege under Fedsral programs, ar which woold identify & source wha furnished information pursuant to a promise hat hisfher identicy
would be hald in contfidence,

material mainiained in connectiot with providing pratective services to the President of the United States or any other individual puesuant
to the authorily of Title 18, United States Cade, Section 3036;

tequired by statute o be maintained and used salely as statistical reconds;
investigatory mekerial compiled salely for the purposs of determining suitability, eligfbility, or qualifications for Federal civilian
employment or for astess to classified information, the disclosure of which would reveal the identily of the person who furnished

information purswant i e promise that hisfher identity would be held io confidence,

tesling or expmination material nsed to determing individusal qualificadons for appoinfment or pronation in Federal Government serviee the
releaze of which would compromise the esting or examinetion proress,

roarerial wsed to determine potential Tor promation in the prmed services, the disclosure of which waoyld reveal the identity of the person

wiha furnished the material pursuant t a pramise that hisher identity would be held in confidence.
FEI/DOS
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