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Policy Environment for Domestic Operations

T LY

\Constitution, Statutes, and Executive Orders

\ - AG GUIDELINES (AGG-Dom)
L

Apply to domestic. national security and criminal investigative activities, including
interagency coordination and intelligence analysis.

FBI's Domestic Investigations and
Operations Guide (DIOG)

Program Policy Implementation Guides

Program ]| Program
Guide Guide

Program
Guide
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Assessments Approval and Monitoring

Summary’

Approval ,

Purpose (Seeking/obtaining Information Criminal . National Security | Sensitive Invest, Matters File Type

) " aboutrelated to) ) .
Activities conslituting violations of federal criminal | 71 or
law or threats to the nafional security D-71. Guardia CDC Review, SAC

. . - n {lapproval as soon as

The |qvolyemgnt orrole qr }r}deuals. groups, or ‘_Mth_ recurring 3‘0 day ecuring 30 day justification |practical.
organizations in such azfivities (# 1 above) justification review review
Po G of 0 bilities to Prior CDC Revie

e on of lede 0 {he 1.Prio A0 A appro quired a od approva

atlo olledion req eq ppro a g dard
ere bject to gard b7E
Obta 8| o] 0 !
4 i ! e
elg e [} g |
0 o} B Po
a e (aw 0 g COVEr ¢ o 0 a a conio A
d confo A
GID C
} Q Appro
of Foreig q e Q Appro equired D 0 dard Lo quired b 0
‘. ( po gto eq | qJ dard a
1, Incidenta of Fureign Ir Is in'any open A or P
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Predicated Investigation Summary

Opening Approval

Closing Approval

Notification

Investigation

Preliminary SSA SSA
Investigation
Full SSA SSA FBIHQ substantive unit;

DOJ/NSD for USPER national
security cases '

Enterprise

Investigation

SSA; FBIHQ unit

S$SA; FBIHQ unit;
30 days unless

FBIHQ substantive unit;
DOJ; US Attorney’s Office

| Intelligence

* In certain circumstances as policy dictates.

advised to the (USAO)
contrary by the FBI ‘
Sensitive CDC review; SAC DOJ/ USAO;
Investigative SAC approval; FBIHQ substantive section
| Matters (SIM) * Sensitive
Operations Review
‘Committee (SORC)
Review
Foreign FBIHQ - CMS FBIHQ - CMS FBIHQ CMS, DOJ NSD
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Field Office Investigations Chart

Inveostigation Purpose

Duration

Documantation

Activites constituling violations of
federabziminal law or threata to the
national security

Type 1

As long as necessary to|

Tha inve.vement or role of individuals,

Type 2 grougs, or arganlzatlons in such
activitle:

|
1
H covzr or credibility of a CHS
i

Type 6 and PFII

{Assesaments |

Matterp of Ferelign Inteliigence (Fly
Interest esponslva to Fl requlrement
1 ;

Identity, assess, validate or maintain the

achleva purpose and
objective; Na time limit

Approval

Justification Reviow SIM Rosponsiblo Entity

FD-71 or Guardian

CHSPM and
AGG-CHS

As long as necessary to

|l achleve purpose and |

tlma Hmit

Any employee can
Initlate; SSA or SIA
Approval

CHSPM and
AGG-CHS

Pdor SSA or SIA,
and HQ/DI Approval

Every 30 days COC review; SAC | |0 yinative Squad

{| Not addressed in

i 0I0G:
CHSManual '\ gow Chis

i Manual

inltatad ¥ there ts an *articulable faciuat| oy oy co SSA with Every 90 days: If CDCA'::‘:‘;/";'I‘W
basis® that reasenably Indicates - FBIHQ (& DOJ prabationary Wt
Ful predication determines EC Nolifcation to Invesiigative Squad
dmm";’;ﬁ:g?;‘::;'“ DibG outcoma U’:;‘;"R“’;‘;:zg) WP'WZ‘; 2ver¥60 | usag erbou &
) HQ within 30 days
invesligat'on is predicated when there i3|
" . CDC Roview, SAC
e | monanizieteecuolbase re. | o ima i Facus piosssawin | Semsdmmn | OOLN
4 the grour or organizalion s engaged in ! EC FaiHQend oS | FOCSIOEY | wotifeationta | investigative Squad
Racketerlng, | T, DT, or othor, Sea outcome notice da’ys HL(j)stvI(!Jhrrs%o:a&
DIOG Sectlon 8.4 n s
I N Every 90 days: if
Inves igation may oblain forelgn " Prior DIFCMS notice CDC Revisw, SAC
PFI Full intellig>nee (hatia rosponsive o g | U he teduremettis 2 to DOJNSO witnin | m;mbi""e“g’ o0 | Approvai Section FiG
foreign intelligence requirement 30 days oyga. . 24 Chlef approvai
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Investigative Meth

ds Summary

Sy i it Ve i b e e

i indicates methods o1 under a particular operational activity; C. : indicates methods :

j Assessments
investigations

Ohbtain pubiicly avaiiable information

" Access and examine FBI and other DOJ records, and obtain information from any FBI or DOJ personnel

Access and examine records maintained by, and request information from, other federal, state, tacal, tribal, or foreign governmentai entities or
agencies :

Use online services znd resources (whether nonprofit or commerciai)

Use and recruit human sources in canformity with AG Guideiines Regarding the Use of FB! Confidential Human Sources

interview or request information from members of the public and private entities

Accept information voiuntarily provided by govemmental or private entities

Engage in observaticn or surveillance not re{quiring a court order

Mail covers

' Physical searches of personal or real property where a warrant or court arder is not legally required because there is no reasonable expectation
of privacy (e.g., trash covers) .

Consensual monitoring of comrunications, including consensual computer monitoring, is subject to iegai review by the CDC or the FBI OGC.,
Where a sensitive monitoring circumstance is involved, monitoring must be approved by the Criminal Division or, if the investigation concems
foreign intelligence o a threat to the national security, by the Natlonal Security Division

Use of closed-circuit elevision, direction finders, and other monitoring devices, subject to legal review by the CDC or FBI OGC

Polygraph examinations

Undercover operations

Compulsory process-as authorized by law, inciuding Federal Grand Jury and other subpoenas and National Security Letters (Federal Grand Jury
subpoenas for telephone and electronic mail subscriber records can be used during type 1 and 2 Assessments only)

Accessing stared win: and electronic communications and transactional records

Use of pen registers and trap éind trace devices

Electronic surveillancz

Foreign Intelligence collection under Title VIl of FISA . >

Physical searches, inzluding mail openings, where a warrant or court order is legally required because there is an expectation of privacy
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Investigative Methods Approval Summary

.. " N Approval'Levals for and F
Authorizad Wethod and DIOG Assoessments 1 Prodicated Foreign
1] 59 Obiain publicly available information None Required b7 EI . None Required None Required
Tasking a UCE io allend a religious service Noi Permittad SSA Approval SSA Approval
Physical surveilance of a person or group .
{Consult the DIOG for handheld photo and video SSA Approval, up i nsult N
surveillance with .o reasonable expectation of DIOG for requitemen None Required None Required
2 sbgB fyacd .
JASAC Approval - onl ‘Jeriod only ASAC Approval “ASAC Approval
ASAC Approval ASAC Approval ASAC Approvsl
Access and examme FBI and alher Departmeni of
‘31 5.9C [Juslice (DOJ) records, and obtain information from None Required None Required None Required
any B! or other COJ perscnnel
Access and exam:ne records mairtained by, and Mone (Unless such approval is required by| None (Unless such approval Is requlred by MOU or | None (Unless such approval is required by MCU
4| 580 |request Informalion from, other lederal, state, local, or MOU or other agreements) other agreements) or olher agreements)
iribal, or foreign govemmental entities or agencies 9 9 | g
Use onfline services and resuurces. (whether nonprofit . .
5| 59E ar commercial) None Required None Required None Required
6! s9F Injerview or request ipformation from members of the
" |public and private entities
Accepl information voluntarily provided by . N
7159 overnmental or private entilies None Required None Required None Required
o | 5o U and recrult human sources Nore Requm{ I None Required I None Requir
Tasking a CHS to attend 2 rafiglous service SAC Approval SSA Approval SSA Appraval
Federal Grand Jury subpoenas for telephone or US Altarney Office Approval US Attomey Office Approval .
9f 59 ic mail subscriber inf i {Type 1 and 2 Assessmenis Only) Not Permitted
103 59C [Patiern Based Data Mining SORC SORC SORC

TS Shg)
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Investigative Methods Approval Summary

cont.

ol - and BIOG N | Approval Leveis for Assessments and Prodicatod Investigations
e Assossmonts. Prodisated Forolgn Intelligenco
7 11| 113 |Mail covers . Not Permilted L A 55 Not Permitted
B Physical searches of personal or real property whaso
a warrani or csurt arder Is not legally required . N
12] 114 becauss Lhers is no reasenablo axpactation of privacy| Not Permilted None Required Nene Required
@,
13 115 Net Permitied
14 115 Not Permitted
Use of closed-circuil tefevision| . CDC or OGC Review . CDC or OGC Review
bIE . 15) 11.6 Net Permitlad SSA Approvai SSA Approval
18} 11.7 [Polyaraph exemmations Not Permitted SSA Approvai SSA Approve! "
TOC Review, SAC of ASAC wilh delegated N -
17} 1.6 |Undercovar opecations, Group i . NotPermited autory: National Securty cases aiso requira NS | COG Fviwr S48 5 A2C W deienied
unit UACH i
. CDC review, SAC, and AD and CUQRC or UCRC | CDC review, SAC and AD end UCRC (EAD/OD
18| 11.8 |Undercover operations, Group | No{Pemitied (EAD/DD cartaln eases) Approval certaln cases) Approval
Campulsory process as authorizad by law; Faderai s
19 118 Grond Jury andtrial subpoenas Nol Parmitted {excepi for #9) US Allorney's Cfice f\pprnva! Net Parmitted
Administrative Subpoenes: Drugs SAC, ASAC, SSRA, ar Drug Squad SSA
20| 118 i Sexuel Not Permifted « l Net Permitted BT
E
L Fraud U.S. Alterney's Qffice Approvei
Field Offica: COC Review, ADIC or SAC Approval, Noi Parmitted
21| 119 |Natlonal Security Lelters . - Net Permifted | HQ: NSLB Review; DD or EAD-NSB or AD & DADs
. CT/CDICYD or GC or Depuly GC-NSLE Approvai Net Permied
(Accessing stored wira and alectronic communications B
?2 11,10 and transactionei records Noi Permilted Statute/Ceurt Order, Censult DIOG . Nat Permitted
23| 11,14 |Use of pen registers and rap and Irace devices Not Permitted ] b7E
—
- FISA Court or Qiatrict Court Order FiSA Court Order
24| 112 |Eiectronio survetlance . Not Permitted Permilted in Full investigations Onty Permilted in Fullinvastigations Only
25| 11,43 |Physical searches, whero ther is reasonadie - Not Permilisd FiSA Courl or District Court Order unlass by cansenl| FISA Court Order unless by consent
expectation of privacy, including mail openings Permittad in Full Investigaiens Crly Permited n Full nveatigotions Only !
of foreign on In . FiSA C.
conformity with Title VIl of the Foralgn nteifgenca Not Parmitted ourt Order FISA Court ordar
Permilted in Fuil Investigetions Only Permitted in Fufl investligations Only
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Undisclosed Participation (UDP)

Approval Levels

UDP Approval Levels for A

ts and Predicated Investigations

b7E

Non-Sensitive UDP

1

Sensitive UDP*

Use of Resource
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