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Course Overview

Overali Training Objective:

Provide an instructional foundation on the DIOG
and then apply the knowledge gained by using
hypothetical examples and scenarios. Upon
completing this course of instruction you should

have a firm grasp of the concepts and principles
underpinning the DIOG.
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Course Overview
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Participation Standards:

Questions are welcome; however, if your question is about a specific
set of facts that may divert the training objective, please direct your
question to one of the Training team members at a break for a
response.

During the scenario exercises, participants will be called upon to
provide their response to particular facts or circumstances. Each
Unit/Section should select a representative to speak for the
Unit/Section and rotate that responsibility among the group. The
scenarios are meant to prompt discussion, but the presenters must

- keep the scenario moving forward. Please understand that everyone
may not be able to voice their perspective in the group setting. Keep in
mind there may be several avenues to reach the same justified
conclusion. You may use your handouts and training aids to inform

our decision.

UNCLASSIFIED/FOUO 3
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Course Overview

Course Completion-

*You must complete the entire mandatory 16.5 hours of training. You
must score an 80% or higher to pass. You will be notified of your score
via e-mail. If you do not pass the first time, you will be permitted to
take the test again. )

*Please annotate on the attendance sheet your presence at the training
if you pre-registered. If you did not pre-register, please print your
name, division, and the items requested on the attendance roster..

* After the course is complete, you will be receiving a éurvey e-mail
containing questions that will test your knowledge and understanding
of the material presented. The test is open book.

UNCLASSIFIEDJFOUQ 4

ACLURMO003969




UNCLASSIFIED..FOUO

AGG-Dom:

Overvsew
. Prowdes ablhty to F‘BI authormes to be more proactlve
and preventative, and the flexibility to deal with complex
threats that do not fali neatly into individual programs
« Provides clarity and improves compliance by combining
several sets of guidelines into one consistent set of
guidelines

UNCGLASSIFIED/FOUO 5
S .

Teaching Point: Removes discrepancies, sets uniform rules for criminal, national
security, and foreign intelligence collection cases. Each program will have a
program-specific policy guide (PG)
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AGG-Dom:

Overview

* Reduces reporting requirements, particularly in the
national security area ‘

» Recognizes Special Events and Domain Management as
part of the FBI's mission -

* Recognizes the FBI's obligation to provide investigative
assistance and joint operational support to other
agencies, including the U.S. intelligence community

+ Creates a new category outside of predicated
investigations named “Assessments”

|
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Policy Environment for Domestic Operations

\Constitution, Statutes, and Executive Orders/

\ AG GUIDELINES (AGG-Dom) /
) Apply to domestic national security and crimbnal investigative activities, including

interagency coordination and intelligence analysis.

FBI’'s Domestic Investigations and
Operations Guide (DIOG)

Pragram Policy Implementation Guides

Guide Guide

Program || Program

Program
Guide

UNCLASSIFIEDIFOUO

Teaching Point:

FBIHQ Division Program Palicy lmplementatxon Gundes
(PG):

«Cannot be less restrictive than the DIOG
*Must comply with the policy contained in the DIOG

*Requests for program policy deviations from the DIOG must be rev;ewed by
the OGC and approved by the Deputy Director
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DIOG:

Table of Contents

1 Scope and Purpose

10 c=em-twe lnvest!gatlve Matter

2. General Authorities and
Principles

1. lnvestlgatlve Methods

3. Core Values, Roles and
Responsibilities

12. Assistance to Other Agencies

4. Privacy and Civil Liberties, and
Least Intrusive Methods

13. Extraterritorial Provisions

5. Assessments

| 14. Retention and Sharing of

Information

6. Preliminary Investigations

115. Inielligencé Anaiyéis' and

Planning,

7. Full Investigations

16. Undisclosed Participation

8. Enterprise lnvest!gat(ons

17. Otherwise Illegal Actxvnty

9. Foreign Intelllgence

i Appendlces

UNCLASSIFIED/FOUO
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DIOG Section 1:

Scope & Purpose

« DIOG applies to all investigative and intelligence
collection acfivities conducted by the FBI

'— within the United States v
— in the United States territories
— outside the territories of all countries _
+ DIOG does not apply to investigative and intelligence
collection activities of the FBI in foreign countries
— governed by AGGs for Extraterritorial FBI
Operations (national security and criminal)

’ UNCLASSIFIED/FOUO ]
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DIOG Section 1:

Scope & Purpose
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+ The primary purpose of the AGG-DOM and the DIOG is to
standardize policy so that criminal, national security and foreign
intelligence investigative activities are performed in a legal and
consistent manner

+ The DIOG replaces numerous FBI manuals, electronic -
communications, letterhead memoranda and other policy
documents. The DIOG is located on the Corporate policy Office
(CPO) Policy and Guidance Library web site

« The.changes implemented by the DIOG better equip you to protect
the people of the United States against crime and threats to the
national security N

* The DIOG stresses the importance of oversight.and self-regulation
to ensure compliance ’

UNCLASSIFIEDIFOUO
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@; DIOG Section 2:

General Authorities & Principles

* The AGG-Dom replaces six guidelines:
— The Attorney General's Guidelines on General Crimes,
Racketeering Enterprise and Terrorism Enterprise Investigations
(May 30, 2002) ’
— The Attorney General's Guidelines for FB| National Security
Investigations and Foreign Intelligence Collection (October 31,
2003) *
— The Attorney General's Supplemental Guidelines-for Collection,
Retention, and Dissemination of Foreign Intelligence (November
29, 2006)

UNCLASSIFIEDAFOUO 11
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DIOG Section 2:

General Authorities & Principles

s Tihe AGG-Dom also replaces:

— The Attorney General Procedure for Reporting and Use of
Information Concerning Violations of Law and Autharization for
Participation in Otherwise lllegal Activity in FBI Foreign
intelligence, Counterintelligence or International Terrorism
Intelligence Investigations (August 8, 1988) *

— The Attorney General's Guidelines for Reporting on Civil
Disorders and Demonstrations Involving a Federal Interest (April
5, 1976)

— The Attorney General's Procedures for Lawful, Warrantless
Monitoring of Verbal Communications (May 30, 2002) (only
portion applicable ta FBI)

UNCLASSIFIED/FCUQ 12
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UNCLASSIFIED FOUO

DIOG Section 2:

General Authorities & Principles

Note: Regarding Extraterritorial FBI's Operations, the
AGG-Dom did not repeal or supersede certain portions
of the prior guidelines (marked * in prior slides). These
national security extraterritorial portions continue to
remain in effect pending the approval of new Attorney
General's Guidelines for Extraterritorial FBl Operations
for both national security and criminal investigations.

Additionally, the classified Attorney General Guidelines
for Extraterritorial FBI Operations and Criminal
Investigations (1993) continue to remain in effect
pending approval of the new guidelines.

UNCLASSIFIEDSFOUO
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Comparison of Prior and New

Attorney General Guidelines

General Com parison

Prior AGG New AGG
Investigative Guidolines and Cemgllamo Rules
Investigative Guidelines and Compliance Rules
Tha six gulddlines goveming mvesﬁgalwa and
I}\‘CS]G“"W by the new * ThoAtomey General's %qugﬂnes ‘G‘G?J for dDomestc
eratiens govem a nvestigative an
* TheAttomey General's Guidelines on General iniefigence gaﬁfaning Bctnes sonducted e Unitad
. En“{:f:ﬁ B aa::'\(leelselfgau%sn priseand Terrodsm States or outsida the temtories of al other countries
. The MomeyG enerarsz widefines for FBI raplaces five guidelines and supersedesone
Natignal Security nvestigations and Foreign
intelligence Colloction
. '{l’he AttomeyGenerd's Su;:plememal Guldeh}es
Forelgn Inkelllg
. i u enerd Pmcedum for Repuring
n
Law and Aulhonzahon !or Parﬁu gtlon in
Qthorwise llegal Activty in FBI .
Inteltigence, Counterinteligence or In maional
Terroristinte! éjenoe Invest ’3
« The A(lomay eneral s Cuk eines farReporling
on Civii D a
Federal Interest
«  The Attamey General's Pmcemres farLawhul,
Warrantlass Monitoring of Verbal e ke .
Communications (superseded, as {o the FBI) ¢« Cre used for
d cifferant guidelinas used for «  One set of rules for national security and ciminal
lrwesﬂgalfons
Different rules for nalional sacurity and ciminal
mvasﬁgaﬁons

UNCLASSIFIEDHFOUO
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Comparison of Prior and New

Attorney General Guidelines

Assessments
Prior AGG (Threat Assessments| New AGG (Assessments)
AMEAM&M&
Authorized Methods

. Obtainpubiich =

«  Agoess and examing FBIIDOJ :ecords. and obtain
information from any FBUDQJ personnel

«  Checkother federal, state, and Jocal records

+  Usa anlina sapvicas and résourcas

«  Inteniew previously established Human Sourcas (not
Including new tasking of such sou:

. Interview o¢ mquusun!mnauonf embers of the
pubhc and rivate entities (otherthan prebxt Interviews

reque.
. Accepl volumarﬂy information

Obtain publicly available Information

Access and examine FBI and otherDOJ records, and

obtain informalon from any F8l or 00J pesonnél
Access and examine rocordsmaintained b {
requastinformaton from, cther federa), stals, Iocal
tribal, urlarelgn govenment or agencies

Use online services and rasouces

Use end recruithuman sourcasin conformty wi

Human Soums

Gundelmes Regarding the Use of FB) Ccmﬁdenhal

public and pnvate entites
+  Accoptinformalon

from

of the

or private entties

" . court o

YP

UNCU\SSIFIEDI/FOUO

Y g

. Enqaqa’dln ebservation or surveillence not requiring a

+  Foderd Grand Jury subpoenas for lo:phone and
only

15
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Comparison of Prior and New

Attorney General Guidelines

“Preliminary Investigations

Filor AGG New AGG
'
Awthorzed Methods Authorized Methods

< AlThreat Assessment techniques « Al Assessment Methods
. lmcwlpus (mcluding pratext) of subject and others . Mzl covers "
‘ Reguitment of new humaa sources & tasking of existing . Physical searches of personal or real property where a

sources warrantor court order s nol hqa y required because there Is
. Inqulg of foreign law enbrcernent, intefigence, er secunty no reasonabie em of privacy

agencies . of cludi

Mail covers consensud computer monitoring) fincluding

of
Closed circuit TV, directlon {inders, and monlierng devicas
Undercover operations
and vidae surveillance

ations
Nlllom:l Security Letters
ing slored
Pen registers/Trap & Traca
Obtah business records
Grand Jury subpoenss

Repontiog Requirements
Freld notdieation of Mitiation to FEIHQ (10 Days)

FBIHQ notfication to DOJ-OI of initiation (10 Days)
FBIHQ notdy DAG [f initiation Is disapproved

Closed creuit TV, direction finders, and monitoring devices
Pelygraph examinations

Ummuwar operailons.

Compl asammﬁzedbylaw'Federal Grand M1y
and Gher sugpnm and National Security Leite;

Accessing store m and elsctronic wrnmuniuiuons and
{ransactional roco!

Use of pen ms(ersmu trap and trace devices

Repading Requizpments

Onw If sensithve Investigativa matter - Notify FRIHQ and
DOJU.S. Altomay - Noidy NSD if sensitive matter s a
natloral secumy threat (NLT 30 Doys)

FBIHQ rotify the DAGI{ lakistlon Is disapproved based on
insufficien? predication fr naticnal secumty matiers

T T 7T TUNCLASSIFIEQKFOUD

BL7E
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Comparison of Prior and New

Attorney General Guidelines

“Full Investigations

Brior AGG
&uthorized Methods
:}: Thraat Assessment techniques

Elactronic Surveillance ,
Physical searches and Mail openings

Ronorting Reeuirements

Flold notlﬁalwn ofinitiation to FBIHQ {10 Da;
FBIHQ notification o DOJ-Oi of Initiation (10
FEIKQ notify DAG if inftiation is d“?gf""
Annual summary submitted to DOJ

Soe)

New AGG
Authorized Methods

All Assessment Mehods
Al Prelimonary Investuganon Methods
Electronic Surveill

FomnFn hlalllgence mna:ﬂon undar Tife Vii of FISA
Physieal searches and Mai openings
Beporting Requijrements

Notity| FB!HCI and DOJ/U S. Attamney sensitive
investigative - Nnu NSD if sensitve matteris a
national secunty !hrea&) 1)

FBIHQ notfication &NSD (NLT'30 Days) onlyif :

« Initiation on U $.person relaing to a nationd
secu!

. |mlxauan hased onfonalgn inteligence
roquire!

FBIHQ nolifythe DAG ¢ nnmaum is disapproved based
on insuffident predication farnationd security matiers

UNCLASSIFIED/FOUO
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DIOG Section 2:

General Authorities & Principles

The FBI is authorized to:

« Conduct investigations. and collect evidence (criminal and national
security) and collect foreign intelligence (AGG-Dom, Part 11}

 Provide investigative assistance to federal, state, local, tribal, and
foreign agencies (AGG-Dom, Part 11I} and (DIOG Section 12)

> Collect information necessary for and conduct intelligence analysxs &
planning (AGG-Dom, Part Il & IV) and (DIOG Section 15)

* Retain and share information (AGG- Dom Part Vi) and (DIOG Section
14)

UNGLASSIFIEDIFOUO 18
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DIOG Section 2:

General Authorities & Principles
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The word “Assessment” has two distinct meanings:

» The AGG-Dom authorizes as an investigative activity
an “assessment’ which requires an authorized
purpose and objective as discussed in DIOG Section
5.

-

» The U.S. intelligence community uses the word
“assessment’ to describe written intelligence products
as discussed in DIOG Section 15.7.B.

UNCLASSIFIED/FOUQ 19
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- The FBlis an intelligence agency as well as a law
enforcement agency

+ The FBlis authorized to engage in intelligence
analysis and planning, using all lawful sources of
information:
— development of overviews and analysis
—~ research and analysis to produce reports and

assessments

— operate intelligence systems that facilitate and
support investigations through ongoing compilation
and analysis of data and information

UNGLASSIFISDIFOUO
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DIOG Section 2:

General Authorities & Principles

* The FBI is the “lead federal agency” in the following

areas:

— Federal Crimes of Terrorism (listed in DIOG Section
240) .

— Other non-Terrorism federal crimes (listed in DIOG
Section 2.4.D)

— Counterintelligence and Espionage (listed in DIOG
Section 2.4.F)

— Criminal Investigations (éome listed in DIOG Section
2.4.G; see also CID PGs) '

UNCLASSIFIEOFOUO
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DIOG Section 2:

General Authorities & Principles

Departures from the ACG = Dom:

In Advance: FBI Director, Deputy Dlrector or EAD
(NSB or Criminal Cyber Response and Services
Branch) must approve with notice to the General
Counsel.

In Emergency: Approvnng authority who. authorlzes the
departure must give notice as soon thereafter as
practical to Director, Deputy Director or EAD with
notice to General Counsel — OGC must keep records
of all departures to advise DOJ, as required.

UNCLASSIFIED/FOUQ 22
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UNCLASSIFIEDFOUO

DIOG Section 2:

General Authorities & Principles

e P

Bepartures from the DIOG:

In Advance: Appropriate substantive AD or DAD must
. approve with notice to the General Counsel or appropriate
Deputy General Counsel (DGC).

In Emergency: Approving authority who authorizes the
departure must give notice as soon thereafter as practical
SAC or HQ Section Chief must provide written notice to
appropriate substantive AD and the General Counsel.

ACLURMO003988
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DIOG Section 2:

General Authorities & Principles

The AGG-Doii aind DIOG apply to all FBI domestic
investigations and operations conducted by “FBI
employees” — defined as:

* applicable support personnel

« intelligence analysts

* special agents

« task force officers (TFO)

+ detailees

» FBI contractors '
+ confidential human sources (CHS)

UNCLASSIFIEONFOUO
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UNCLASSIFIED FOUO

DIOG Section 2:

General Authorities & Principles

FBIHQ Division Program Policy Implementation Guides
~ (PG): :

< Cannot be less restrictive than the DIOG

* Must comply with the policy contained in the DIOG

—requests for program policy deviations from the
DIOG must be reviewed by the OGC and approved
" by the Deputy. Director

UNCLASSIFIEDYFOUO 25
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UNCLASSIFIED FOUQ

DIOG Section 2:

General Authorities & Principles

Authorities of an EBI Special Agent:
1. Investigate violations of the laws, including the criminal drug laws, of

the United States (21 U.S.C. § 871; 28 U.S.C. §§ 533, 534 and 535;
28 C.F.R. § 0.85)

2. Collect evidence in cases in which the United States is or may be a
party in interest (28 C.F.R. § 0.85 [a]) as redelegated through
exercise of the authority contained in 28 C.F.R. § 0.138 to direct
personnel in the FBI

3. Make arrests (18 U.S.C. §§ 3052 and 3062)

4. Serve and execute arrest warrants and seize property under warrant;
issue and/or serve administrative subpoenas; serve subpoenas
issued by other proper authority; and make civil investigative
demands (18 U.S.C. §§ 3052, 3107; 21 U.S.C. § 876; 15 U.S.C. §
1312)

UNGLASSIFIEDIFOUO 26
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UNCLASSIFIED: FOLIO

DIOG Section 2:
General Authorities & Principles

* Authorities of an FBI Special Agent (cont):

5. Carry firearms (18 U.S.C. § 3052)
6. Administer oaths to witnesses attending to testify or
~ depose in the course of investigations of frauds on or
attempts to defraud the United States or irregularities or
misconduct of employees or agents of the United States
(5 US.C. §303)

7. Seize property subject to seizure under the criminal and.
civil forfeiture laws of the United States (e.g., 18 U.S.C. §§
981 and 982) :

8. Perform other duties imposed by law

UNCLASSIFIEDFQUO
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The AGG-Dom did not limit other authorized FBI

UNCLASSIFIEDFQUC

DIOG Section 2:

General Authorities & Principles

activities, such as:

+ Conducting background checks and inquires
concerning applicants and employees under federal
personnel security programs

» Maintenance and operation of national criminal
records systems and preparation of national crime
statistics

« Forensic assistance and administration functions of -

the FBI Laboratory

UNCLASSIFIED/FOUD

ACLURMO003993

28




UNCLASSIFIED.FOUO

DIOG Section 3:

FBl’'s Core Values
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The FBl's Core Vaiues are'

+ Rigorous obedience to the U.S. Constitution

+ Respect for the dignity of all those we protect

« Compassion

- Fairness

+ Uncompromising personal integrity and institutional
integrity

* Accountability by accepting responsibility for our
actions and decisions and their consequences

* Leadership, by example both personal and
professional

UNGLASSIFIEDIFOUO 29

Teaching Points: DIOG Section 3.1:

1.

2.

Core values must be fully understood, practice, shared wgorously defended
and preserved.

By observing core values — FBI will achieve a high level of excellence in
performing both our national security and criminal missions.

. Information for reporting violations is available from the Office of Integrity and -

Compliance (OIC).

29
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DIOG Section 3:

Compliance

Everycne’s Responsibility:
+ To learn and understand the laws, rules and
regulations that govern their activities
+ To fully comply with all laws, rules and regulations -
governing investigations, operations, programs and
activities
+ To report to proper authority any known or suspected
failures to adhere to the law, rules or regulations

UNCLASSIFIEDIFOUO 30

" Teaching Point: DIOG Section 3.1:

1.

DIOG compliance applies to all FBI employees, task force officers, contractor's

© ete. :
2.
3.

May not disregard the law, rule, etc. for sake of expediency.
Information for reporting..

30
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.7y DIOG Section 3.

Deputy Director Roles and Respon3|b|ht|es

DIOC Qe::tn:m 3 2

* DDisthe proponent'of the DIOG and subordinate |
implementing procedural directives and specific policy

~ implementation guides (PGs)

» DD has oversight of DIOG compliance, monitoring
and auditing processes

+ DD has responsibility for DIOG training

+ DD, through the Corporate Policy Office (CPO), will
ensure the DIOG is updated one year from
implementation, and every three years thereafter

UNCLASSIFIEDYFOUO 31

Teaching Point: DD, through the CPO, will review the Program Gundes (PGs) for
all divisions to ensure comphance with DIOG standards.

31
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DIOG Section 3: Special Agent, Intelligence

Analyst, Task Force Officer, FBI Contractor,
and Others - Roles and Responsibilities

* DIOG Section 3.3:

+ Comply with AGG-Dom and DIOG standards for
initiation, conducting, and closing investigative:
activity; collection activity; or use of an investigative
method :

+ Obtain training on DIOG standards relevant to their
position and perform activities consistent with those
standards '

» Ensure all investigative activity complies with all laws
and policy

* |dentify victims, offer FBI assistance, and furnish
information to the FBI Victim Specialist

UNCLASSIFIEDAFOUO 32

Teaching Point:

1.. Laws/policy include the Constitution, federal law, Executive Orders,
Presidential Directives, AGG-Dom, other AGGs, Treaties, MOAs/MOUs, DIOG
and other policy. When in doubt — consult their Supervisor, the CDC or OGC.

2. Victims include those who have suffered direct physical, emotional, or financial
harm as a result of the commission of federal crimes.

32
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DIOG Section 3: Special Agent, Intelligence

Analyst, Task Force Officer, FBI Contractor,
and Others - Roles and Responsibilities

e T = e

(Continued - DIiOG Section 3.3)
« Ensure civil liberties and privacy are protected
throughout the assessment or investigative process

the basis of race, ethnicity, national origin or religion
of the subject

» Report non-compliance to the proper authority

UNCLASSIFIEDAFCQUO

+ Conduct no investigative activity solely on the basis of .
activities protected by the 15t Amendment or solely on

ACLURMO003998
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DIOG Section 3:

Supervisor Roles and Responsibilities

DIOCG Section 3.4.A — Supervisor Défined:

+ Field Office or FBIHQ personnel, including: SIA, SSA,

SSRA, UC, ASAC, ASC, SAC, DAD, AD, ADIC, and
EAD

UNCLASSIFIED'FOUO
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DIOG Seciion 3.4.B - Supervisor Responsibilities:
 Determine whether the DIOG standards are satisfied
for initiating, approving, conducting and closing an

investigative activity, collection activity, or
investigative method :

» Ensure all investigative activity complies with all laws
and policy

* Obtain training on DIOG standards relevant to their
position and conform their decisions to those
standards

+ Ensure civil liberties and privacy are protected
throughout the assessment or investigative process

UNCLASSIFEDSFOLO
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DIOG Section 3:

Supervisor Roles and Responsibilities

 Gontinued DIOG Section 3.4.B - Supervisor
Responsibilities: -

+ If encountering a practice that does not
comply with the law, rules, or regulations, the
supervisor must:
— 1. report that compliance concern to the
proper authority
— 2. take action to maintain compliance,
when necessary
» Ensure no retaliation or adverse action is

taken against persons who raise compliance
concerns .

UNCLASSIFIEDSFCUO 36

Teaching Points:
1. Should report non-compliance to immediate Supervisor and/or OIC.
2. OIC non-retaliation policy located in the CPO policy and guidance library.

ACLURMO004001




UNCLASSIFIED FOUO

DIOG Section 3:

Supervisor Roles and Responsibilities

e e e

DIOC Section 3.4.C « Supervisory Délegation:
* Any DIOG requirement imposed on a Supervisor may be
delegated/performed by a designated Acting, Primary, or Secondary Relief
supervisor as indated below, unless specified otherwise by federal
statute, EO, PD, AGG, FBI Policy or any other regulation.
— Supervisor may delegate authority to a supervisor one levd junior to
himself/herself (e.g. SAC to ASAC; or SC to Assistant/SC)
+ Must identify the task delegated
» Must identify the supervisory position given approval authority
* Must be in writing

» Must be retained appropriately .

— Higher level Supervisors in he same chain-of-command as.the original

supervisormay approve a particular activity without written delegation
documentation

UNCLASSIFIEDIFOUO 37

Teaching Points: Question — Can SSA or SIA deleqate? 'No, but an appropriately

designated Acting or Relief Supervisor can assume the responsibilities in the
absence of the SSA. '

DIOG34C
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DIOG Section 3:

Supervisor Roles and Responsibilities

DICG Section 3.4.D - investigative File Reviews:
+ Conducted by full-time supervisors or primary relief supervisors
with subordinates

— (other relief superwsors must have written SAC authority to
conduct)

« Conducted with all Agents; Re5|dent Agents, TFOs, analysts,
detailees, and FBI contractors, as appropriate

Conducted in-person or by telephone when necessary
Conducted in private
Documented/noted on ACS ICMC report, FD-71 or Guardian

Conducted at least every 60 days for Probationary Agents,
recommended every 30 days

¢« o e »

UNCLASSIFIEDAFOUO 38

Teaching Points: ACS Investigative Case management Case Review report.

38
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DIOG Section 3:

Supervisor Roles and Responsibilities

Asscssmient Justification/File Reviews:
+ Conducted for every 30 day period for Type 1 and 2 Assessments
— (with 10 additional days to complete and document)
+ Conducted for every 90 day period for Type 3, 4, and 6 Assessments
— (with 30 additional days to complete and document)
» Supervisor Must:

— Evaluate progress made toward the achievement of authorized
purpase and obgctive )

— Ensure activities that occurred during prior periodwere appropriate

— Determine whether itis reasonably likely that information may be
obtained that is relevant to the authorized objective — thus
warranting an extension for another 30/90 day period

— Determine whether adequate predication has been developed to
open a predicated investigation

-~ Determine whether the assessment should be terminated.

UNCLASSIFIED/FQUO

Teaching Points: DIOG Section 5 details file review requirements.
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DIOG Section 3:

Supervisor Roles and ResponSIblll’ues

Predlcated (Prellmmary and Full) Investlgation File Rev:ew:;
» Conducted for every 90 day period
— {with 30 additional days to complete and document)
« Supervisor Must:
~ Evaluate progress made toward the achievement of authorized
purpose and objective
— Ensure activities that occurred during prior period were -
appropriate
— Determine whether it is reasonably likely that information may

be obtained that is relevant to the authorized objective — thus
warranting an extension for another 90 day period

— Determine whether adequate predication has been developed
to open/or continues to justify a predicated investigation

UNCLASSIFIED/FOVO 40

Teaching Points: Probatlonary Agent File reviews conducted at least every 60
days, recommend 30 days

40
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UNCLASSIFIED#FOUO

DIOG Section 3:

Unaddressed Work

|Note: the FD-71 provides a new mechanism to

assign an Assessment to an electronic Unaddressed Work File
in the appropriate classification

UNCLASSIFIEDAFOUO
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UNCLASSIFIED/FOUO

DIOG Section 3:
CDC’s Role and Responsibilities

CDC’s Role and Respohsibilities:

1. Must review all Assessments, Preliminary Investigations
(P1) and Full Investigations (FI) that involve a “Sensitive
Investigative Matter” (SIM)

2. Must review particular investigative methods as
mandated by DIOG Section § and 11

3. Requirements imposed on the CDC may be performed
- by an Associate Division Counsel, Legal Advisor, or
designated Acting CDC. All delegations must be in
writing and retained appropriately.

UNCLASSIFIEDIFQUO
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GDC Determinations:

. by OGC) ‘

UNCLASSIFIED! FOUD

DIOG Section 3:

CDC Roles and Responsibilities

The primary purpose of the CDC’s review is to ensure the
legality of the actions proposed. In this context, the review
includes a determination that the:

Investigative activity is not legally objectionable (can be overruled

—~  Activity is not based solely on the exercise of 1 Amendment
rights or on the race, ethnicity, national origin or religion of the
subject

The investigation is.founded upon an “authorized purpose”

(Assessments) or have adequate factual predication (Preliminary

and Full)

Advise as to the "wisdom” of the proposed action

UNCLASSIFIEDAFQUO a3
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UNCLASSIFIED'FOUD

DIOG Section 3:
CDC Roles and Responsibilities

Continued: CDC Determinations
The CDC’s determination is based on facts known at the
time of the review and recommendation.

The CDC may require additional reviews or provide
guidance as to monitoring the results of investigative
activity to ensure that the authorized purpose and/or

factual predication remain intact after additional facts are
developed.

UNCLASSIFIEEITOUO
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DIOG Section 3:

OGC Roles and Responsibilities
OGC Raole: In coordination with the DOJ NSD. the OGC s responsible for
conducting regular reviews of all aspeds of FBI national security and
foreign intelligence activities.

The primary purpose ofthe OGC’s review is to ensure the legality of the
actions proposed. These reviews, conducted in the field offices and inHQ
Units, broadly examine such activities for compliance with the AGG-Dom
and other requirements. In this context, the review includes a determination
that the:

» Investigative activity is not legally objectionable (Activity is notbased
solely on the exercise of 15t Amendment rights or on the race, ethnicity,
national origin or religion of the subject)

» The investigation is founded upon an “authorized purpose”
(Assessments) or have adequate factual predication (Preliminary and
Full) and meets the standards inthe DIOG

* Advise as to the “wisdom” of the proposed adion

UNCLASSIFIEDHFOUD 45
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DIOG Section 3:

Richrsstroresl

Coiitinued: OGC Determinations

« The OGC'’s determination above is based on facts
known'at the time of the review and recommendation.

+ The OGC may require addifional reviews or provide
guidance as to monitoring the results of investigative
activity to ensure that the authorized purpose and/or
factual predication remain in tact after facts are
developed

UNCLASSIFIEDHFOUO
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DIOG Section 3:

Other Roles and Responsibilities

CPO = CO[gorate Policy Off c OverSIght
the DIOG; Report compliance risks to OIC (DIOG Section 3.7)

'OIC = Office of Integrity and Compliance: Identify compliance risk
areas, adequacy of policy and training programs, monitor DIOG
compliance (DIOG Section 3.8) :

DCO = Division Compliance Officer: One identified in each Field
Office to assist the OIC to identify potential non-com ghance‘risk
§r1eg)s and report them to proper authority and OIC (DIOG Section

PM = Program Manager: HQ entity that identifies, prioritizes, and
analyzes compliance risks and takes appropriate corrective action
(DIOG Section 3.9)

UNCLASSIFIEEDIFOUO 47
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UNCLASSIFIED 'FOUO

DIOG Section 4: Privacy and Civil

Liberties, and Least Intrusive Methods

. Respons:bihty to protect the Amerlcan publlc not only from
crime and terrorism, but also from incursions into their
constitutional rights; accordingly, all investigative activities
must fully adhere to the Constitution and the prmcnples of
civil liberty and privacy.

+ Provisions of the AGG-Dom, other AG guidelines, and
oversight from DOJ components, are designed to ensure
FBI's activities are [awful, appropriate, and ethical, as well
as effective in protecting civil liberties and privacy.

+ DOJ and FBI's Inspection Division, Office of Integrity and
Compliance, the OGC, other Bureau components, and

youlshare responS|b1I|ty for ensuring the FBI meets these
goals

UNCLASSIFIED/FOUO 48

Teaching Point:

The FBI is a very important agency with dedicated, highly professional, greatly disciplined
Government servants. These words, uttered in in 1875 by then Attorney General Levi, are just as
true today — if not more so — than they were 34 years ago. But when these words were spoken, it
was in the context of Senate hearings on the intelligence function of the FBI and the substantial
concerns expressed by a parade of witnesses that for the purpose of protecting the national security
and preventing violence, the Bureau was engaging in activities that “tread[] on forbidden ground.”

Fashioning investigative activities that navigate between Constitutional requirements and the
imperatives of protecting the nation is often a difficult balancing act and one of the hardest issues that
an agent or analyst can face is whether and under what circumstances a pariicular investigative
activity is appropriate. The rewards when we find the right balance often go unnoticed by the general
public, but the criticism when we don't can be heard far and wide.

...The Attorney General Guidelines for Domestic Activities and the implementing Domestic

Investigation's Operations Guide are built on a history of attempting to fashion the proper balance
between investigating crimes and collecting intelfigence while protecting the civil fiberties of our

people. You are sitting here today because it is your job to help educate your colleagues on how to
strike the right balance.

48
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DIOG Section 4: Privacy and Civil

Liberties, and Least Intrusive Methods

Cogeeey praeereonaprys e e e e ERyorm s m AT g P R iy et et

= No investigation or assessment can be commenced
based solely on race, ethnicity, national origin, religion of
the subject or the exercise of First Amendment rights.

« Corollary to this AGG requirement is the Privacy Act,
which states that each agency that maintains a system
of records shall “maintain no record describing how any
individual exercises rights guaranteed by the First
Amendment unless expressly authorized by statute or by
the individual about whom the record is maintained or
unless pertinent to and within the scope of an
authorized law enforcement activity. 5U.S.C.
552a(e)(7). '

UNCLASSIFIEDAFOUO 49

Teaching Point:

The first two conditions in the Privacy Act are fairly simply and not typical. If
Congress says we can collect and maintain records about how an individual
exercises First Amendment rights or if the subject of the record consents, there’s no

problem — and any resultant records would not be based solely on First Amendment
activities. )

The purpose of (e)(7) of the Privacy Act, as articulated in the limited legisiative -
history that we have, is to prevent the “collection of protected information not
immediately needed, about law-abiding Americans, on the off-chance that
Government or the particular agency might possibly have to deal with them in the
future.” The Act does not define an “authorized law enforcement activity,” but the
courts have been generous in finding a law enforcement purpose for FBI activities.

49
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DIOG Section 4: Privacy and Civil

Liberties, and Least Intrusive Methods

-+ The test is whether the collection of information is
relevant to a law enforcement activity.
+ Consider the following cases: -
— Patterson v. FBI, 893 F.2d 595 (3d Cir. 1990).
— Bassiouni v, FBl, 436 F.3d 712 (7th Cir. 2006).

UNCLASSIFIEDIFOUO 50

Teacﬁing Point: . .
Cases interpreting this section of the Privacy Act have approved:

1.

The first cases involved the FBI's maintenance of records describing a 8
grader's letters, written as part of a school project, to a large number of foreign
embassies. The return address on the letters was his father's business and the
resultant records not only examined the company, but also the 6% .grader. The
court found that maintenance of records about the 8 grader was relevant to a
law enforcement activity. Interestingly, the investigation in this case was
undertaken pursuant to the then existing AG-Guidelines.

In the second case, we argued that the plaintiff's records were relevant to current
FBI “investigative interests” because the investigation of terrorism is a top FBI
priority and the records concerned the plaintiff's contacts with; and activities
concerning, the Middle East. The court agreed. We also argued that we
needed to keep the records for contextual reasons, if we received new
information about the plaintiff, and also to evaluate the credibility and veracity of
FBI sources. The court found all these reasons for maintenance of the records
persuasive and consistent with an authorized law enforcement activity.

50
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Teaching Point:
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» The AGG-Dom says that any aetivity undertaken
pursuant to the Guidelines is an authorized law
enforcement activity for purposes of the Privacy Act.

* Is this enough?

UNCLASSIFIED.FOUD

DIOG Section 4: Privacy and Civil

Liberties, and Least Intrusive Methods

UNCLASSIFIED/FOUO

ACLURMO004016

51




UNCLASSIFIED:FOUO

DIOG Section 4 Scenario

* What can you do with this information?

UNCLASSIFIEDSFOUQ 52

Questions continue on-next slide

ACLURMO004017
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UNCLASSIFIED FOUO

DIOG Section 4 Scenario

bL7E
L ]
UNCLASSIFIED/FOUQ 53

Teaching Point:

These are difficult issues, but it is important to understand not only what is permissible, but how to document

what action is taken.

b7E
53
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DIOG Section 4: Privacy and Civil

Liberties, and Least Intrusive Methods

FIRST AMENDMENT RIGHTS:

Individuals or groups who communicate with each other or with
members of the public in any form in pursuit of social or political
causes—such as opposing war or foreign policy, protesting government
actions, promoting certain religious beliefs, championing particular local,
national, or international causes, or a change in government through
non-criminal- means, and actively recruit others to join their causes—
have a fundamental constitutional right to do so. An assessment may
not be initiated based solely on the exercise of these First Amendment
rights. If, however, a group exercising its First Amendment rights also
threatens or advocates violence or destruction of property, an
assessment would be appropriate '

UNCLASSIFIEO/FOUO 54
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DIOG Section 4: Privacy and Civil

Liberties, and Least Intrusive Methods

FIRST AMENDMENT RIGHTS (cont.):

No investigative activity, including assessments, may be
taken solely on the basis of activities that are protected by
the First Amendment or on the race, ethmcnty national

origin or religion of the subject.

If an assessment or predicated investigation touches on or
is partially motivated by First Amendment activities, race,
ethnicity, national origin or religion, it is particularly
important to identify and document the ba3|s for the
assessment with clarity

UNCLASSIFIED/FOUO 56
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UNCLASSIFIED. FOUO

DIOG Section 4: Privacy and Civil

Liberties, and Least Intrusive Methods

o—

All activities must be consistent with the Attorney General's 2003
Guidance Regarding the Use of Race by Federal Law Enforcement
Agencies (forbids the use of racial profiling and requires activities
involving the investigation or prevention of threats to the national
security to comply with the Constitution and laws of the United States)

The DIOG stresses several points in each section:

« No investigation or assessment can be commenced based solely on
race, ethnicity, national origin, religion, or exercise of First
Amendment rights

« The FBI must use the least intrusive method that is feasible under
the circumstances

+ In connection with Foreign Intelligence collection, agents must
operate openly and consensually with U.S. Persons, to the extent
practicable

+ All investigative activities must have an “authorized purpose”

UNGLASSIFIEDZ?FOUO 56
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UNCLASSIFIED FOUO

DIOG Section 4:

Use of Race or Ethnicity

DIOG Guidance on use of Race or Ethanicity

As to individuals:

1. Permits the consideration of ethnic and racial identity
information based on specific reporting;

2. The race or ethnicity of suspected members,
associates, or supporters of an ethnic-based gang or criminal
enterprise may be collected when gathering information about or
investigating the organization; or

3. Ethnicity may be considered in evaluating whether a subject is—
or is not—a possible associate of a criminal or terrorist group that
is known to be comprised of members of the same ethnic
grouping—as long as it is not the dominant factor for
focusing on a particular person

UNCLASSIFIEDJFOUO
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UNCLASSIFIED:FOUO

DIOG Section 4:

Use of Race or Ethnicity

e e o S s

DIOG Guldance on use of Race or Ethnicity

As to a community:
1. Collecting and analyzing demographics ~ if these locations will
reasonably aid the analysis of potential threats and vulnerabilities,
and, overall, assist domain awareness
2. Geo-Mapping ethnic/racial demographics — if properly collected
3. General ethnic/racial behavior — cannot be collected, unless it

4. Specific and relevant ethnic behavior
5. Exploitive ethnic behavior — by criminal or terrorist groups

UNCLASSIFIED/FOUO

bears a rational relationship to a valid investigative or analytical need
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UNCLASSIFIEDFOUO

DIOG Section 4:

Least Intrusive Investigative Method

The AGG-DOM and the DIOG require that the
“least intrusive” means or method be
considered and, if operationally sound and
effective, used to obtain intelligence or
evidence in lieu of a more intrusive method

UNCLASSIFIEDIFOUQ 59

Teaching Point: Thereis a component of efficiency in being “effective”.

In some instances, a more intrusive method, i.e. use of a CHS, may be more
operationally sound and effective for resolving an outstanding investigative need,
than a less intrusive method such as acquiring financial records or business -
records. The totality of the circumstances surrounding the investigative activity
plays an important role in considering the use of the least intrusive alternative for
obtaining intelligence or evidence. It is a balancing test.

ACLURMO004024
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UNCLASSIFIEDFOUO

DIOG Section 4: Privacy and Civil Likerties,

By emph\asizing the use of less intrusive
means, employees will be able to balance:

Our need for evidence/intelligence
vs. '
Mitigating potential negative impact on the privacy and civil
" liberties of people/public

URCLASSIREDIFOUO 80
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UNCLASSIFIED FQUO

DIOG Section 4: Privacy and Civil Liberties,

and Least Intrusive Methods

Primary factor in determining “intrusiveness”:

— Examples of “more intrusive” methods: Search
Warrants, wiretaps, UCOs

—Examples of “less intrusive” methods: checks of

checks, commercial databases, interviews

UNCLASSIFIEDAFOUO

e I A e T =T ===

« The degree of procedural protection that the law and the
AGG-DOM provide for the use of the particular method.

govemnment databases, state or local criminal record

ACLURMO004026
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UNCLASSIFIED. FOUO

DIOG Section 4: Privacy and Civil Liberties,

and Least Intrusive Methods

ltems to consnder whnn determmmg the relatwe mtrusweness of
an investigative method:

+ |s method permitted prior to the initiation of an assessment?

+ |Is the method relevant to the assessment or investigation?

« Will the information collected or obtained likely further the
investigative objective?

« What alternatives exist for gathering the same information?

- Are those alternatives relatively less intrusive?

» What time span is involved in using the investigative method
(days, weeks, months)?

+ What confidence level is associated with the information
gathered using the investigative method?

« Will the method resolve a pending investigative issue quickly?

UNCLASSIFIEDIFOUO
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UNCLASSIFIEDSFOUD

DIOG Section 4:

chtors 13) Detefﬂme “Intrusweness”'
1.

2.
3.

:h .

Least Intrusive lnvestlgatlve Method

Nature of the information sought
Scope of the information sought

Scope of the use of the mvestlgatlve
method

Source of the information sought
Risk of public exposure

UNCLASSIFIEDIFOUO
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UNCLASSIFIED'FOUO As of February 20, 2009

DIOG Section 5 &11: Investigative Methods

Jindicates mathods . .. *.. junder apaniicular operational activity; © indicates mcthods

Preliminary
Investigations

~ Ottan publicly svalabie information

Access and examine FBI ard other DO records, and obtsin formaton #om any FB) of DOJ personnet

Access and examme records mantained hy and request hformation from, other fedaral state, bcal. tribal or breign govemmental entbes of
agencies

Uso online sarvices and resources {whether nonprofit or commereiaf)

Use and recrut human sources in conformty with AG Gudelnes Regarding the Use of FEI Corfidantial Human Sowces.
Intervi request of the public and prizate entties [ncludas pretextual inteniewe)

Accept hformason voluntarly provided by govemmental or privale enities

Engage n 0bsorvation or surveilance fict requiring a oceurt order

Mo covers R
: of personal where a warrant of b ot gally requaed because thers s no seasonable expeciaton
! ot privacy (e g., trash covers) .
¢ ncluding computer mamtering, is subject to legal ceview by the COC or the FBI OGC
Whare o senstva mentonng cacumstance is Invelved, nnmtavhg mustbe npprwod bytnl Crimnal DMsion or, if ths investigation concems
foreign arathreatto ional securtty, by
" Use of dosed-crout television, drection fiodera, and sthar manttoring devices, subject to legal review by the CDC o1 FBI OGC
Polygraph examinations
. Undercover operatons
Compulsery process as authorized by law, incuding Jury and cthe Jury
subpognas for talsphone and slactronic mal subscibor records canbe used dulhg type 1 andz Alsasumnum!,)
Accessing wire end snd racords
Use of pen registers and taap and trace dovices
Elactranke survellance

Forelgn Intetigance collecton undar Tatle VIl of FISA

Physical saarches, including mod openings, where a warmant or sout sidecis lagely hero s f peivacy

64
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UNCLASSIFIEDLFOUO As of May 19. 2009

Teaching Pointss
1.

Obtaln Publisly Ausk nglcgg(lcr!&alon- Supervitor rovalis not d for use of this methad, except as ta information gathered at areligious Service, Notwithstanding any cther policy, tasking a CHS or UCE toattenda
|ac m‘:l Service durng a predicel mv:sﬂ:gtm.vg w:(omnwm;e&“gﬁcwmtmqmes SSA!awm?i Taskmgacnshw:umdnteuéoitg service, whether open to m"f;ﬁymunﬁﬂmm gss:smn(r:wessm

2 ‘Engﬁo n oh%uﬂm or su!zeilbaw Eﬁ H iiring a court g;g% devices / & user t {og- bk ind-held cameres; radiabon, chemica) wh:doigﬁl detectors)is authordzed in gl us
survellance ? fice 13 not USt f informaton tn Imuersmnasa f privacy (¢.g.. 2 a parabiofic or other iistening device that would intercept a private
onvetsalion ‘of thermal imaging a haM)
Physk

L : ceb e e pan ot itaion of suvelane. Reaires SSA 1 SA sprows, SSAE SIA ! i essn DTE
inulemen'al periacd Jrevemploy "’m“s o °1" for one ime appraval, o Bintaian o e of fxed o For pre b e iatan

SA or SIA. Mustbo In witing and sppropriately fled.,
ASAC zn delegate appravalta SSA sr SIA. Must be In wnting and appropriatety fled.

7 [0 t omek: Supervisol unprwalh nn(ne ired to uss tis method dusing sssessments o predicated investigations,
it et dafa mning under the Fedes fa Mining nnmq Act of 2007, it must be reviewed b RcmdthaFBlmnsm the pattem-based data mining ta Congress.

Pattern-Based Data Mining Defincd; Useuhnaovmm data base:ln search for pemmsmmmu setof 5roup charactesistics nrpanemsofb&aviwr(:n .lhe {8 perticular N
4. Uso Onling Services end Resources {whether non-profit or commerchl}: to or vico mustbe d Bl
s, g‘::&m‘:« l?:vf:\:dmoueshmng of an individual (to includs the aubject) desighed lo gather on from th fs am pertnent Lo, and within the scope of en suthorized assessmentor

noﬂm! ema of| i i i
In ol ee :vt‘:l:':’\“v P:ﬂds:':;:g mzimﬁ&" n:!ﬁiuhan with FB! and tue pwpc’::'e m?ll i;}arvlaw i pmﬁm‘ﬁzﬁ%ﬁx&"‘““ desire not u;?e‘;mﬂa nformstion, FBI emp! vyee mav not stats of I;mply i 2ny way thal
c"""?,“c'é'l.'“f(f,'ﬂé’ Miranda warnings are required to be given pror to custodial interviews if the subject is signi restrictsd in histher fe of mon {0 a degres normaly smaud wm armt. See FBILegal Handbook for

) comactwith n:pmsemred pel’:;ﬂs I(equites COC review,
] Mombersufu Col Staff: Generally, FB] employecs may take information rec t a3 they would from other sources, and they may act upon I accordm: lowever, prior CDC review, SAC and appropriate

¢ mwarlgund pdur notce to tho ADwt‘) / o( Eﬁgea-m‘&l Aefalllrs are reqtmé HiZ emplcyelseeks 1o establish a formal ula'o%vshng mluup\dewn memhéi'.'ynl Cengrass gvd(:ang'euhnnl staffin conn;g:ummh 2

lorelgn coun elligence and/oe publie comuption .

(] Whln Housa Personnel! CDCreview and SAC avpmvul i# e o befere initfating contact vath White House omel, CDCraview, SAC F8IKQ Sectin Chi btained prior to
ondutting an interview of a member ef the Whils House. e e pe

6. Accaptintormation y Providod Privah Entities: Veluntanly provided Information includes, but is nottimited to: oral as well s documentary evidence and physical evidenoo such as: a computer bT7E
haord drive ot other e i that contains Ay erphysical abjects (e'g - handgun ornarcotics}, oy phys Pt
FB! employee may rot request nor knowingly accept lalotm:ﬁonvdmn d‘udum would be prohibited by (e.9., racards).
7. aﬁ?’: g;(den E:t(;renlnu Rslcun'i’:ynlnhnmd by, and Request lnrummlon mel OIMI quml, Staw.l.wcal, Tnbnl, | anlm Enttties sr Agenciis: When g this authonty, care
8, [ Goacd, | Usedanlydurhquypu 1 ur2usesunen|{ buutﬂm{ ' .
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Investigative Methods/Approvals Chart

A,

M daed Method st I0S etoremse”
Hf 1) juaavn ?-I
Prrytical earhws of Garicrad of fesl roaty mowre | -
o, caan
 Conaeruial men g of communcatr, Ik T CCa OGCRemew O CCCraves
L3 115 Jooreanmont comourar mont ~ et Pemied Py iy
_im-'-__ﬁmdmmmmw =
W us P C0C or OGC Review, SAC Aol D013 Crimenl | €0 c# OGC Flevirw, £422 Ascroval, DOJ
¥
P heviann, drwcton e, g I N I I ' I I
18| 117 [Povoresh marnason Yol Permeted SSA AoV S8 Accroval
e e e T - oo ot
| we P [ | o . COC Ao, SAC o AACHENCregatn)
]
ol e p— 1 COC trvarw_ EAG, o0 AD and CUORC or LKRG. cnc:m_ucwm)wuaicm
19| 110 [STOUSTYpTOILS a8 Mehartrad by 19w, Fesw) I 1 S Aomey's Oftow Aspromal | ]
parines e Suoooens onga SAGATAG SSRA @ Oroy Squad 334
2] 110 [sanremire Subpoerne Serval Expotaton HtPeeig NotPamem
[rcrire e Subposras’ Heastoars Frawd U S Azorrey's GRice Approvel
Pt Ofios COG Roview, AGCor SACAITL Not P evnted
n| ue Het Pamirted HQr NSLB Review, TO or EAD- NS0 of AD L DAY, NetPermied
YOO o G& ur ety GEHEL 0 Acwromad
22 11 10 [ACHIAng cormd wiw et Peracd SanswOun Ordw, Corsul OG- ot Peratiod
73] 111 [Use of pen reps'ers wnd tinp and Naca devices Not Parmated FISA Cout o Dhct Oout Ovder o
2} un . |
25| 19 43 [Frrecat souien, wtve Duvd i ressonsiie i |
s
T r
28] 11 14 [rorvormuey wen T50 V1 o Eow Foveign Peetgarce
Sovetrres At

Teaching Points: :
1. Mail Covers: The DIOG currently states that for national security mail covers, "after being

appraved by the SSA, the Field Office must transmit the mait cover letter request by EC, with the -

draft letter as an attachment, to the National Securig Law Branch (NSLB) for legal review and
‘concurrence. Upon review and concurrence, the NSLB must transmit the letter request for
signature to the EAD, National Security Branch, or, in his or her absence, to the Director.

2. itaring- | - |
| [Field Office must ensure that the individual who
approves IS SO authorized. For example, if the SAC has delegated authority to approve OIA

for consensual monitorin? to the SSA, upon CDC review, the SSA can approve the consensual
monitoring and OIA. If-OIA authority was not delegated to SSA, appropriate supervisory authority
must expressly approve OfA.

3. Admiinistrative Subpoenas: “Within the FBI, the authori

Adi to issue administrative subpoenas is
limited to those positions : j
-mav not be redelegated.

Three T¥pes of Administrative Subpoenas Authorized: (i) drug program investigations; (ily chitd
sexual exploitation and abuse investigations; (jii) health care fraud investigations.

4. National Security Letters: Authori‘%to sign NSLs has been delegated to the Deputy Director,
EAD and Assistant EAD for NSB; ADs and all DADs for CT/CD/Cyber; General Counsel; DGC
for NSLB; ADICs in NY, DC and LA; and all SACs. Every NSL must be reviewed and approved
by a CDC or NSLB attorney. .
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