CLASSIFIED:FOUO

FEDERAL
BUREAU OF
INVESTIGATION

OVERALL CLASSIFICATION:

TRYRSNS

FBIHQ DIOG
Training
§ession C

UNCLASSIFIEDIFOVD
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UNCLASSIFIED; FOUO

DIOG Section 5:
Assessments

A new type of activity formed by combining:

Assessment activities:

- UNCLASSIFIEDIFOUO 2

“Threat assessments” from the former AGG for
FBI National Security Investigations and Foreign
Intelligence Callection

The “prompt and extremely limited checking of
initial leads” allowed under the former AGG on
General Crimes, Racketeering Enterprise and

Terrorism Enterprise Investigations

Must always be based on an authorized purpose

Require specific work flows for managem
documentation (FD-71, Assessment Files

ACLURMO004101




UNCLASSIFIED FOUO

DIOG Section 5:

Assessments

Before Initiating or approving an assessment, an FBI employee
or approving official must determine whether:

»  Anauthorized purpose and objective exists to conduct the
assessment

. The assessment is based on factors other than the exercise
of First Amendment activities or the race, ethnicity, national
origin or religion of the subject

+  The assessment is an appropriate use of personnel and
financial resources

UNCLASSIFIED/FQUQ 3

ACLURMO004102




UNCLASSIFIED FOUO

DIOG Section 5:

Assessments

FIRST AMENDMENT RIGHTS:

Individuals or groups who communicate with each other or with
members of the public in any form in pursuit of social or political
causes—such as opposing war or foreign policy, protesting
government actions, promoting certain religious beliefs,
championing particular local, naticnal, or international causes, or a
change in government through non-criminal means, and actively
recruit others to join their causes—have a fundamental
constitutional right to do so. An assessment may not be initiated
based solely on the exercise of these First Amendment rights. If,
however, a group exercising its First Amendment rights also
threatens or advocates violence or destruction of property, an
assessment would be appropriate

UNCLASSIFIEDIFOUO 4

ACLURMO004103




ne AN A o o

oo ool oo o Tt VO oo 2o op oot st Pt oatao s Soppoctechors igreiopal g iopgmacmiptat

Investigative Methods in Type 1 and 2
Assessments require higher supervisory
approval:

. Physical surveillance
. Certain interviews
. Tasking CHSs

UNCLASSIFIEDH/FOUO 5
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UNCLASSIFIEDZFOUQ

DIOG Section 5:

Type 1 and 2 Assessments

tovestigtion Arpon Ductin Bowmmttian Appont feEndf
Actiies cmstubrg witiors of | . -
Tipe1 fecn) critndlaw o theatsto e |, g HDalloc Gatdan,
L] vepupae a litas; SSASI  Eveys0ay | P et spnd
Tpe2 goup, o againtons [euh - ] Apporal N
achvitied 1boe;

UNCLASSIFIEDAFOUO As of May 19, 2009
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UNCLASSIFIED FOUD

DIOG Section 5:

Type 1 and 2 Assessment Example

b7E

*_ What would you do with this information?

UNCLASSIFIED/FOUC

Teaching Point: Individuals or groups who communicate with each other or with members of the public in any form in pursuit of soclal or polticai causes—such as
opposing war or foreign policy, protesting govemment actiens, promating certain refigious beilefs, championing particular local, national, or international causes, or a
change in govemment through non-criminal means, and actively recruit others to join their causes— have a fundamentat constitutional right to do so. An assessment
may not be Inilialed based solely on the exercise of these First Amendment rights, if, h , @ group 1sing its First A J rights also threatens or
advocates violence or destruction of property, an assessment would be appropriate. DIOG 5.3

Assessments may not be initiated based solely on the exercise of 15t Amendment rights. People have the fundamental right to actively recruit others to join their cause
as Iong as ll s lawful acﬁvlty No lnvesligmwe achvny, mclumng pre"mlnary mvestlga‘llcns may be iaken solely on the basis of activities that are protected by the First -
(}

If this information is entered into Guardian, is there anything else that couid be done with it before closing it? If appropriate and there is a purpose for doing so, e.g.,

the empioyee wants o know more about the son who sent the emall, an FBI employee could conduct intemai (FBI) or other U.S. Government database checks to
which they have access without opening an assessment.

" b7E
Does it matter how old the son is? Yes, this can be considered as a factor in the evaluation of the facts. Can they the mother be re-contacted for additional .

information without opening an assessment? Yes, ciarifying interviews that stay within the confines the original complaint may be conducted without opening an
assessment.

DIOG 5.1 An FBl employee can search higlrical
to which an FBl employee has access (e.g (ili) any other United
States Government database 1o which an FETE e CTIOTCT TS o without initiating an
assessment (open-Source intermet searches do ncl mclude any paid for-sennce b such as Lexis-Nexi and ChoncePcml) Thls alluws the FBi empioyee to

possibiy resolve a matter without the need to conduct new mvesllgauve activity or open an it H , the use of p: rvice datab cannot be
accessed before initlating an 1t or a pred dir !

gmmunity (USIC) systems

if these systems and the open Internet are checked and no additional information is developed, the Guardian entry shouid not be assigned by the SSA (which would
make this matter an Assessment). The Guardian entry, along with the negative database andfor internet checks should be piaced in an unassigned/deleted category.

ACLURMO004106




UNCLASSIFIED FOUO

DIOG Section 5:

Type 1 and 2 Assessment Example

b7E

» What can the agent do with this information?

UNCLASSIFIED/FOUD

Teaching Point: Type 1 Assessments are initiated when we are seeking information
proactively or in response to other information constituting federal criminal activity or threats to
- the national security. In order to initiate a Type 1 Assessment you must have an authorized
purpose and a clearly stated investigative objective; it must be based on factors other than 1st
Amendment activities, race, ethnicity, national origin or religion; and-the assessment must be

an appropriate use of personnel and financial resources. Type 1 and 2 Assessments do not
require prior SSA approval fo initiate

DIOG 5.1 Although “no particular factual predication” is required, the basis of an assessment

cannot be arbitrary or groundless speculation nor can an assessment be based solely on the bTE
exercise of First Amendment protected acfivities.

ACLURMO004107




UNCLASSIFIED: FQUO

DIOG Section 5:

Type 1 and 2 Assessment Example

+  What action will you take?

UNCLASSIFIED/FOUO

Teaching Point: Type 2 Assessments are opened when we are seeking
information proactively or in response to other information relating to the role of
individuals, groups, or organizations in criminal activities or threats to the national
security. In order to initiate a Type 2 Assessment you must have an authorized

. purpose and a clearly stated investigative objective; it must be based on factors
other than First Amendment Activities, race, ethnicity, national origin or religion; the
assessment is an appropriate use of personnel and financial resources. Type 1 and
2 Assessments do not require prior SSA approval to initiate.

DIOG 56 A1, 2

Based on the reliability of the source, you may consider opening a Pl

b7E
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UNCLASSIFIED"FOUO

DIOG Type 2 Assessment:

Example

b7E

UNCLASSIFIED/FOUO 10

Teaching Points: You do not have to start with the initiation of an Assessment.
The facts can warrant the opening of a predicated investigation, (either Preliminary .
or Full Investigation). Additionally, The facts of each case dictate the type of
investigation you initiate as well as the methods of investigation. Is T&T an
appropriate method under these circumstances? The least intrusive means

standard is required by the AGG-DOM and DIOG 4.4.A it requires that the “least
intrusive” means or method be considered and, if operationally sound and effective,
used to obtain intelligence or evidence in lieu of a more intrusive method. In this
case, a more intrusive method may be needed based on the seriousness of the
criminal activity and the potential harm to the victim. In this example, the

intrusiveness question does not really come into play if the parents consented to the
pen register.

An emergency pen register must be approved by DOJ.

DIOG 11.11.4 B.3 If approval has not been obtained within 48 hours the installation
of the pen reglister/trap and trace must be terminated.

In-this particular investigation, there were indicators that that teacher and student
left the state which invokes the federal nexus.

10

ACLURMO004109




UNCLASSIFIEC FOUO

FD-71: Complaint Form — Updates

» Current version of the form: FD-71 v1.4; dated
3/10/2009

* V1.4 has major changes to:
— SIM process .
- Supervisor decisions
~ Information dissemination

+ Changes or new features are highlighted in this
presentation with orange text. boxes .

UNCLASSIFIEDLFOUD

Teaching Point: The FD-71 must be used for initiating all Type 1 & 2 assessments
involving criminal or counterintelligence matters. National security related threats
(CT, WMD, DT, Cyber) use Guardian to document the threat information. '

ACLURMO004110
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UNCLASSIFIED/FOUQ

FD-71: Complaint Form — New [ntake

UNCLASSIFIEDIFOUO 12

Teaching Point: The link to the FD-71 is located on the DIOG web page. This

page also contains a user guide with step-by-step instructions on how to use the
FD-71 and an FAQ section.

The FD-71 is an InfoPath form created in SharePoint. The data fields used in the
FD-71 are searchable in the FD-71 SharePoint database.

\
\

ACLURMO004111

bTE

12




UHCLASSIFIED FOUO

FD-71: Complaint Form — Intake

forms and the work flow will be integrated into Sentinel in the future.

ACLURMO004112

Teaching Point: This is the look and feel of the InfoPath forms. These type of ‘

b7E
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UNCLASSIFIED FOUO

FD-71. Complaint Form — Intake

ACLURMO004113

b7E
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UNCLASSIFIED. FOUO

FD-71: Complaint Form — Intake

b7E

15
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UNCLASSIFIED.FOUO

FD-71: Complaint Form — Intake

e S eSS

UNCLASSIFIEDAFOUO

ACLURMO004115
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bTE
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UNCLASSIFIEDFOUD

FD-71: Complaint Form — Intake

UNCLASSIFIED/FOUO

ACLURMO004116

b7E
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UNCLASSIFIEQ.FOUC

FD-71: Complaint Form — Intake

ACLURMO004117

b7E-
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b7E

UNCLASSIFIEDIFOVQ

19

ACLURMO004118



UNCLASSIFIED FOUD

FD-71. Complaint Form —-

UNCLASSIFIED.FOUO

b7k

20
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UNCLASSIFIEDFOUD

FD-71: Complaint Form — Intake

ACLURMO004120

b7E

21




UNCLASSIFIED FOUQ

FD-71: Complaint Form — Intake

ACLURMO004121

bTE
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UNCLASSIFIED/FOUO

FD-71: Complaint Form — Intake

b7E

23
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UNCLASSIFIED/FOUO

FD-71: Complaint Form —
Supervisor Review

UNCLASSIFIEDIFOUO

ACLURMO004123

b7E
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UNCLASSIFIED FOUO

FD-71: Complaint Form —

Supervisor Decision

UNCLASSIFIEQIFOUO

b7E

25
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UNCLASSIFIEDFOUD

FD-71: Complaint Form —

Supervisor Decision

UNCLASSIFIEDIFOUO 26

Teaching Point: The automated FD-71 allows a supervisor to perform multiple
functions and to monitor the progress of the assessment.

b7E

26
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UNCLASSIFIEDZFOUO

FD-71. Complaint Form —

Supervisor Decision

ACLURMO004126

bTE
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UNCLASSIFIED'FOUO

FD-71. Complaint Form —

Supervisor Decision

ACLURMO004127

b7E
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UNCLASSIFIED' FOUO

FD-71: Complaint Form — Intake

b7E

30
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UNCLASSIFIED FOUO

FD-71: Complaint Form —

Supervisor Decision

b7E

UNCLASSIFIEOHFOUQ

31
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bT7E
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UHCLASSIFIED FOUO

FD-71. Complaint Form —

Supervisor Decision

b7E

33
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UNCLASSIFIED FOUO

FD-71. Complaint Form —

Supervisor Decision

UNCLASSIFIEDI/FOUO

34
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UNCLASSIFIED/FOUO

bTE

35
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UNCLASSIFIEDFQUO

Other FD-71 Updates

UNCLASSIFIED/FOUQ 36

ACLURMO004135

b7E
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UNCLASSIFIED' FCUD

AGG DOM and Guardian

Guardian has been modified to coordinate with the 12/1/08 implementation of
the new Attomey General Guidelines for Domestic FBI Operations (AGG-
' . bom)

bTE
Guardian incidents once assignhed with an authorized
UN:LASSIFIEDIIOUO‘ h
Teaching Point: : it bTE
should be stressed once a (3uardian incident is assianed an autharized nurpose and
objective, it is considered a : Matters
not assigned are not considered Assessments.
37
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UNCLASSIFIED{FOUQ

Guardian Policy

Infermation NQT permitted in Guardian:

UNGLASSIFIEDIFOUQ 38

b7E

b7E

ACLURMO004137
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UNCLASSIFIEDZFQUD

Teachlng Poin

UNCLASSIFIED/FOUO

b7E

b7E

39
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UNCLASSIFIEDZFOUO

Guardian:

Ability to Delete

UNCLASSIFIEDAFOUO

'ntI

Guardian Help Line

b7E

b7E

40
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Teaching Point: Regarding the first change in Guardian, here is a reminder of what

UNCLASSIFIED/FOUQ

Guardian:

Sensitive Investlgatlve Matters

. lnvestxgatrons and Assessments are deemed “Sensitive Investigative
Matters (SiMs)” when they involve activities of:

. A domestic public official (involving corruptlon or natlonal
security threat)

A political candidate (involving corruption or national security
threat)

A religious or palitical organization, or individual prominent in
such

News media
Matters having an academic nexus

Any other matter which should be brought to the attention of
FBIHQ or DOJ, in the judgment of authorizing official

*  SIMs Require Chief Division Counsel (CDC) review, SAC approval and
notice to appropriate HQ Section/Unit

UNCLASSIFIEDIFOUO

constitutes a Sensitive Investigative Matter.

ACLURMO004140

41




UNCLASSIFIEDFCUO

Guardian

Teaching Point] ' ‘ l

|

lt.is planned that “SAC approval” will be added to this

language.

»7E

42
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CA . -
Hent Note
b7E
UNCLASSIFIEDIFOUD
_Teaching Point{ |
bTE
43
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| ‘@lGUARDIAN

_1»

Teaching Point

| ' These are the only investigative methods approved
TNg an Assessment. T

ACLURMO004143

bTE
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UNCLASSIFIED:FOUO

Guardian:

FGJ Subpoenas

The results from a FGJS can be placnd inanotein Cuardlan, as
long as the information is not attributed to the Grand Jury

Usage:

Add a note to the incident and choose the method “FGJS
for...subscriber information” to document that a subpoena is
being sought '

Example note: '

UNCLASSIFIED/FOUO

Teaching Point: As a special note regarding the investigative Methods change, a
- narrow category of Federal Grand Jury Subpoenas are now approved for use during
an Assessment. |

b7E

45
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UNCLASSIFIEQ FOUO

Guardian:

FGJ Subpoenas

Wl‘eﬁ ;he esulus comie bdck ddd G new note o Lhe
incident and choose the method “Administrative note
for informational purposes” and simply state the
results. Do not refer to the FGJS

Example note:

UNCLASSIFIED#FOUO

Teaching Point: As a special note regarding the Investigative Methods change, a
narrow category of Federal Grand Jury Subpoenas are now approved for use during
an Assessment/| [

ACLURMO004145

b7E
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UNCLASSIFIED FOUO

Guardian:

Disposition of Incidents

UNCLASSIFIEDHFOUQ

bTE

Teaching Point: The last two changes in Guardiar|

b7E

47
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UNCLASSIFIED*FOUD

UNCLASSIFIEDIFOUO

'nl

ACLURMO004147

BIE

b7E
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UNCLASSIFIED FOUO

Legost Hema MyAccouet Hefy Foadback ',.

b7E |
R . )t
1 e e e e e e e e e e i
l_]'_eachinu Paint] ‘ . |
: € USer must ChooSe the subiile 10 which the b7E
FD-71(a) will upload i i is i i inci no ‘
group was identified ’ : : ,
Ve
49
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. - UNCLASSIFIED FOUO

Type 3 Assessments

b7E

UNCLASSIFIED:FOUO As of May 19, 2009

DIOG: Section 5.2 - 5.6

50
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~

The objective is to seek an

swers relating to the potential
_threat and vulnerabili |

UNCLASSIFED! FOUD

Type 3 Assessment:

Authorized Purpose & Objective

~ The authorized purpose of a Type 3 assessment is to

obtain information on an identified potential threat or
vulnerability in your domain.

UNCLASSIFIED/FOUO

Tlrchinu Point:l

ACLURMO004150

b7E

b7E

51




UNCLASSIFIED/TOUC

Type 3 Assessment:

Key Points

». Opened based upon a potential identified threat or
vulnerability

+ One assessment file per threat or vulnerability identified
* Must initiate a separate assessment if active collection

falls out of the purview of an open assessment or
predicated case

« Incidental collection does not require opening a Type 3
- assessment, but can be reported out of the case it was
collected in

bT7E

UNCLASSIFIEDIFOUO

and Field

Office substantlve operational squads or FBIHQ units can initiate Type 3
assessments.

52

ACLURMO004151



UNCLASSIFIED.FOUQ

Type 4 Assessments

In;a'l Hon Pupse Dution Daurertdion Poerna Jusfiction Reiew] SiM IRmﬂJ_J
- - Obigoing ertgronor | bong ayaser HBT A 0l .’._,SVOG':::’VI‘; omemie] b7E
T | fadnale!lrllgee.e?a.ga and adum:e p:nq‘ jf%‘-wm:_ “\;%mﬁﬁ e
uﬁcussfmsulmouo As of May 19, 2009 53
Teaching Point: Type 4 Assessments are
b7E
Type 4 assessments require prior SSA or SIA approval and the authorized purpose
and objectives documented in the opening EC.
53
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UNCLASSIFIED; FOUO

Type 4 Assessment:
Key Points

= The authorized purposé of a Type 4 assessment is to
obtain information to inform or facilitate intelligence

‘analvsis and planning.

b7E

UNCLASSIFIEDSFOUO

54
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UNCLASSIFIEDFOUD

Type 4 Assessment:

Key Points

~« One file per assessment
* Must have authorized purpose and objective
» SSA/SIA approval needed to initiate

» CDC review/SAC approval for Sensitive Investigative
Matters

»_Subjected to 90 day file review

UNCLASSIFIED/FOUO 55

Teaching Point: Al investigative methods authorized durlng assessments
are permitted in Type 4 assessments.

b7E

55
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UNGLASSIFIED FOUO

Type 4 Assessment:

Scenario

UNCLASSIFIEDIFOUO 5%

Toachinag Dninf'l

|

ACLURMO004155

b7E

b7E
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UNCLASSIFIED FCUO

Type 5 Assessments

Dudion

Idenbfy ess, rdate camtinthy ~ CiSMand (HSRand
cover cedbifop GIS AG-GS ACGES

UNCLASSIFIED/FOUO

Nt addreed in

00G. AGalrvesgat

Follow 6H Sad
Manual

As of May 19, 2009 s7

ACLURMO004156

b7E
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= Two Distinct Activities

- If@&lgm? information on a potentiél ,

_ ' b7E
o imited techniques
* Thy create
- LAEﬁfor anlAtodoa - :

~ Interim ACS solution dntil CHSPM is updated and
approved (Difference between CHS and Type 5)

— HUMINT Squad broad based recruitment

UNCLASSIFIED/FOUO 58

Teaching Points: On 12/3/08, “interim” policy was issued to establish the following are the only
investigative methods that may currently be used in conducting Type 5§ Assessments. However, the

Dl is working on comprehensive policy regarding the use of Type § Assessments in the CHS
program.

1. Obtain publicly available information
2. Access/examine FBI & other DOJ records and obtain information from any FBI or DOJ personnel

3. Access and examine records maintained by and request information from other federal, state, local,
tribal or foreign government entities or agencies -

4. Use online services and resources (whether non-profit or commercial)

5. Interview or request information from members of the public‘and private entities
6. Accept information voluntarily provided by govemment or private enfities

7. Engage in observation or surveillance not requiring a court order

58
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UNCLASSIFIED’ FOUO

Type 5 Assessments:

Key Points

UNCLASSIFIEDAFOUO 59

Teaching Points: On 12/3/08, "interim” policy was-issued to establish the following are the only
investigative methods that may currently be'used in conducting Type 5 Assessments. However, the

Dl is working on comprehensive policy regarding the use of Type 5 Assessments in the CHS
program.

1. Obtain publicly available information .
2. Accessfexamine FBI & other DOJ records and obtain information from any FBI or DOJ personnel

3. Access and examine records maintained by and request information from other federal, state, local,
tribal or foreign government entities or agencies

4. Use online services and resources (whether non-profit or commercial)

5. Interview or request information from members of the public and private entities
6. Accept information voluntarily provided by govemment or private entities

7. Engage in observation or surveillance not requiring a court order

ACLURMO004158

b7E

59




UNCLASSIFIED.FOUO

DIOG Section 9:

Foreign Intelligence

Incfigtia Pradeian Duda Daurmitin bl EGH
. Investigatayohtain foreify),. . Big DS notl o o [CIE RriewAR
FIEN | intelligence thatis raspcﬂ‘#ﬁ?g"?;ﬁ: ° EC | loDoNS it PRSI Approvat afet bTE
foreignliges equiresh 30 day P g Ciefappval

UNCLASSIFIERYFOUO As of May 19, 2009

60
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Forelgn Intelhgence is "mformatlon relating to the capabmtles
intentions, or activities of foreign governments or elements thereof,
foreign organizations, or foreign persons, or international terrorists.”

A Foreign Intelligence Requirement is a collection requirement
issued by USIC and accepted by the FBI DI. Foreign Intelligence
Requirements from the USIC fall into two categories which are

UNCLASSIFIEDFQUO

DIOG Section 9:

Foreign lntelligence

e A A T T R T T T o m =y

FBI Requirements are those that address national security
issues that are within the FBI's core national security mission

Positive Foreign Intellige nce Requirements are those that
address the military, economic and foreign relations concerns
of foreign governments, which are within FBI's responsibility
as part of the USIC but are not directly related to national

secunty concerns

UNCLASSIFIED!FOUO

61
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UNCLASSIFIEDYFOUD

DIOG Section 9:
Foreign Intelligence

+ Requirements in the first category that are accepted by
the DI as “FBI Requirements” will be worked within a
properly authorized Type 3 Assessment or incidental to a
predicated case worked by a substantive sguad.

 Foreign Intelligence Requirements that fall into the

bL7E

UNCLASSIFIEDAFOUO

62
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UNCLASSIFIEDFOUO

DIOG Section 9:

Positive Foreign Intelligence

» Positive Foreign intelligence'(PFI) collection in the FBl is a
requirements-based activity ’

» Under the AGG-Dom, there are two categories of “authorized
activity” under which PFl may be collected:

— a(non-predicated) Assessment relating to “a matter of foreign
intelligence interest” responsive to FI requirements

- aFull Investigation predicated 6n an Fl requirement
—  Both must be requirements-based and approved by FBIHQ DI

» In collecting FI, the FB! will generally be guided by nationally-
determined intelligence requirements, including the National
Intelligence Priorities Framework and the National HUMINT
Collection Directives, or any successor directives issued under the
authority of the Director of National Intelligence

UNCLASSIFIEDSFOUO 63

Teaching Point: Further explain difference between foreign intelligence and
positive foreign intelligence -

63
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UNCLASSIFIED:FOUO

PFI Full Investigations

* Used when a collection capability (sdurce) is established or positively
identified.

+ PFl requirement must have been accepted by the FBI as the agency with
“primary” collection responsibility.

. nted in the opening EC (see

« Mustbe approvedin advance by DI, CMS, CPMU - Files opened by the
Field Office. ' bTE

+ Sensitive PFlI matters require field office CDC review, SAC approval & CMS
Section Chief approval.

» Approval EC from CPMU will contain explicit directionsregarding the
approved PFlinvestigation title, requirement, etc.

» No duration fimit for PF| full investigations.

: UNCLASSIFIED/FOUO €4
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UNCLASSIFIEDFOUD

Privacy Act / USPER Considerations

~ Avoid identifying individuals (USPERS) in PFI files unless ID is
essential to satisfy the collection requirement.
~ If you must ID U.S. persons {covered by the Privacy Act) limit
any/all identifying info to basic identifiers.

-[Jmu_mu_guMp_eﬁi)ns (covered by the Privacy Act)
]

- Utilizq |or aType5 assessment to record information about
prospective or potential sources, etc.

UNCLASSIFIEDAFOUO

b7 E

65
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UNCLASSIFIED/FOUO

DIOG Section 9:

Example

Teaching Point: A PFI A 1t or Full should NOT he opene
questions are located in 1 they do not fit the definition of

UNCLASSIFIEDSFOUO 66

Althouah the

response to a National Requirement

Luinder an Type 3 Assessment in-

ACLURMO004165

b7E

b7E
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UNCLASSIFIEDFOUD

DIOG Section 9:

Example

UNCLASSIFIEDHFOUO &7

Teaching Point: Preliminary investigations for the sole purpose of collecting
positive foreign intelligence are NOT authorized. New York may open a full
investigation.

New York may request t6 open either: a Type 6 Assessment, or a PFI full -
investigation. CPMU would approve a PFI full investigation based on NY’s
assertion that it has sources who are willing and able to report on the requirement.

ACLURMO004166

bTE
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UNCLASSIFIED{FOUO

Type 6 Assessments

UNCLASSIFIED/FOUO As of May 19, 2009

ACLURMO004167

b7E
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UNCLASSIFIED:FOUD

Type 6 Assessments:
Key Points

+ Must be approved by DICPMU. .

« PFlis Fl that is not directly related to the FBI's core national
security and law enforcement missions.

+. If Fl can fall under one of the substantive programs
(T DT CD GYR GID WMD) then it is not PFL

» One Type 6 assessment file per USIC Requirement

* Incidental collection does not require a Type 6 assessment opehing b7E
j d in

UNCLASSIFIEDHFOUO 69

Teaching Point] |ﬁles used for Type 6 assessments are - _
country specific. Each assessment must have an authorized purpose documented RTE

in opening EC.

" Collection priorities are primary—collecting incidental to the
investigations/assessments will not be a priority.

69

ACLURMO004168




UNCLASSIFIED FOUO

Type 6 Assessments:

Authorized Purpose and Objective

The authorized purpose of a Type 6 assessment is to obtain
positive foreign intelligence that is responsive to a USIC
foreign intelligence requirement that the FBI has been
designated as a primary collector.

The objective is to seek answers relating to the USIC foreign
intelligence requirement that the FBI has been designated as
a primary collector. The objective should define the scope,
time and manner to achieve the underlying purpose.

UNCLASSIFIED/FOUC 70

Teaching Point: Type 6 Assessments are used to determine whether the FBI has
the ability to collect information on the approved Foreign Intelligence requirement.
Once that capability has been established, a Full PFI may be approved.
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DIOG Section 15:
Intelligence Analysis and Planning

Overview: Authority for planning and developing intelligence
analysis to support the intelligence functions and missions of the
FBI is incorporated in AGG-Dom, Part IV. This section elaborates
upon the means by which the investigative assessments outlined in
AGG-Dom, Part || are authorized for the FBI to undertake in
executing its mission to discover and avert criminal threats and
threats to US national security -

The term “assessment” as used within the DOJ to describe aspects
of investigativé activity should not be.confused with the intelligence
community use of the same word to describe intelligence analysis
products such as an intelligence assessment
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DIOG Section 15:

Intelligence Analysis and Planning
Strateglc Planmng and Analysns The FBI is
authorized to develop overviews and analysis of
threats to and vulnerabilities of the United
States and its interests in areas relative to the
FBI's responsibilities. The FBI employs the
following methodologies to |dent|fy target and
assess these threats:

— Domain Management

~ Collection Management

— Written Intelligence Products

— Geospatial Intelligence (GEOINT)
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DIOG Section 15:

Intelligence Analysis and Planning

Domain Management (cont.): Domain Management is undertaken at
the Field Office and national levels. All National Domain Assessments
must be coordinated in advance with the Directorate of Intelligence. All

infi nagement must be documented in
a

Collection Management: A formal business process through which
Intelligence Information Needs and Intelligence Gaps (e.g., unknowns)
are expressed as Intelligence Collection Requirements (questions or
statements requesting information), pricritized in a comprehensive,
dynamic Intelligence Collection Plan.
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DIOG Section 15:

Intelligence Analysis and Planning

e e e e

Written Intelligence Products: The FBI produces written
intelligence products which represent the results of callection efforts
in the field (raw inteliigence) and analytic judgments made from the
compilation and synthesis of relevant raw intelligence (finished
intelligence).

US Person Information: Information regarding US persons is nat
ta be included in intelligence products if the pertinent intelligence
can be conveyed without including identifying information. An
exception wauld be if the context for usage is publicly accessible
information, i.e., the white powder anthrax letter addressed to
Senator Tom Daschle in October 2001. |
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DIOG Section 15:
Intelligence Analysis and Planning

| Such reporting information is
typically captured in Intelligence Information Reports (IIRs), FD 302s
and ECs.

the Intelligence Bulletin (IB), [ntelligence Assessment (IA) and
Special Event Threat Assessment (SETA). Domain Assessments
and briefings can also represent finished intelligence products.
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DIOG Section 15:

Intelligence Analysis and Planning

Intelligence Systems: The FBI is authorized to operate intelligence,
identification, tracking and information systems in support of
authorized investigative activities or for such other additional
purposes as may be legally authorized, such as intelligence tracking
systems related to terrorists, gangs, or organized crime groups.
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DIOG Section 15:

Intelligence Analysis and Planning

B bepioptobrtppypeiotngmar gt gubp ity ——— -

Geospatial Intelligence (GEOINT) is the exploitation and analysis of
imagery and geospatial information to describe, assess and visually
depict physical features and geographically- referenced activities on
the Earth. Mapping is an activity under GEOINT and may be used in
assessments (Domain Management; Collection Management) and
predicated investigations
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