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2 o3 Policy Environment for Domestic Operations

Constitution, Statutes and Executive Ordcers

Apply to domestic national security and criminal investigative activities, including
interagency coordination and intelligence analysis.

FBP’'s Domestic Investigations and
Operations Guide (DIOG)

Program Policy Impiementatlon Guides

AG GUIDELINES (AGG-Dom) /

Program jj Program
Guide Guide

Program
Guide
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DIOG Table of Contevnts

1. Scope and Purpose 10. Sensitive Investigative Matter
2. General Authorities and | 11. Investigative Methods
Principles , | -

3. Core Values, Roles and 12. Assistance to Other Agencies

Responsibilities _
4. Privacy and Civil Liberties, and | 13. Extraterritorial Provisions
Least Intrusive Methods

5. Assessments | 14. Retention and Sharing of
| Information '
6. Preliminary Investigations 15. Intelligence Analysis and
. _ Planning B
7. Full Investigations | 16. Undisclosed Participation
8. Enterprise Investigations 17. Otherwise lllegal Activity

9. Fdreign' Intelligence Appendices
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Assessments Approval and Monltorlng

Summary

Approval
# Purpose (Sesking/chtaining Information Criminal National Security | Sensitive Invest, Matters File Type
about/related 10) :
Activities canstituting violations of federal criminal : .
. . . Documented in FD-71 or
[aw or threats (o the national security Doc'u mented in FD-71. Guardian (Terrorism). CDC Review; SAC - ——
: Assigned by SSA/SIA ) . appropriate classification or

. o : . . Assigned by SSA/SIA with  |approval as soan as N N
The involvement or role of individuals, groups, or  with recurring 30 day ) P . open Predicated case in

L L - A recurring 30 day jusification {practical. N o
"lorganizations in such activities (#1 above) |ust\ﬁca?|gn review review appropriate-classification

R B “ ’ IR E—

i =i
iPotential targets of or vulnerabilities to criminal anor CDC Review, SAC
3 iac&i\'ities in violation of federal law or threats to the | i i i
|‘national security (cellection requirements) | \.appropnale substartive
_-__,.___.,__. lassnflcatron assessment file
Elnte[l igence analysis and plannin

[ I "
Iidennf,', assess, validate or maintain the cover or  { FBI CHS Palicy Manual and conformity with AGG - 7Bl CHS Policy Manual _

i credibility of a CHS |CHS ;and conformity with AGG - 1|c!assiﬁcat\'ons
-l |

inci ton of Foreign ce is ized in any open A nent or P:

UNCLASSIFIED//FOUO
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Predicated Investigation Summary

Type

Opening Approval

Closing Approval

Notification

Investigation

Preliminary SSA ‘| SSA FBIHQ unit as dictated by
Investigation program guidance
Full - SSA SSA FBIHQ substantive unit;

DOJINSD for USPER national
security cases

* In certain circumstances as policy dictates.

UNCLASSIFIED/FOUQ

Enterprise SSA; FBIHQ unit SSA; FBIHQ unit; FBIHQ substantive unit;
Investigation 30 days unless DOJ; US Attorney’s Office
‘ advised to the (USAOQ). '
contrary by the FBI _
Sensitive CcDC review;' SAC DOJ/ USAO;
Investigative - | SAC approval; FBIHQ substantive section
Matters (SIM) * Sensitive
‘ Operations Review
Committee (SORC)
Review
Foreign FBIHQ - CMS FBIHQ - CMS FBIHQ CMS, DOJ NSD
Intelligence .

As of February 20, 2009
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Field Office Investigations Char

sim Rosponsiblo Entity

Documentation Approvat Justitication Review

FD-71 or Guardian

Purpose X Duration

| Investigation >urpose
Activities censtituting violations of
Type 1 federal criminal law or threats to the |\ long as necassary to
- Mﬂ% = achlova purpose and
The wor role ofir objectiva; No time limit
Type 2 groups, or organizations In such .
activities (# 1 abave)

COC review: SAC
a val investigative Squad

Any employee can
initiate; SSA ar SIA
Approval

Eymy 30 days

b7E

YSTs
Every 90 days, If
probationary
employee, every 60
days

:ll nvastigative

‘Squad can suppert)

CODC raview; SAG
approval

Obtaining information to Inform'or . .
Pdor SSA or SIA
faciiitate inteliigence anelysis and. - | S aperoval
‘ | ; Notaddressed in |

Typs 4
pianning
CHSPM and H DIOG:
Follow CHS l Squad

Idenufy assess, validate or maintain thei! CHSPM and |
cover or cradibility of @ CHS AGG-CHS i AGG-CHS
¢ j Manual b

CDC Review, SAC|

Semltm )
. oML e . | 2
initlated If thera is en "articulablo factual . Prior SSA with Every 90 days; if A
No time limit; Factuai Approval;
basis” that reasonably Indicates FBIHQ (& DOJ probationary
Fuil predication determines . EC Natification to Investigative Squad
clrcumstasr;f;; :e;;rlebx?; in DIOG autcoma Unsuél;; on Itgss) smplwy::, evary 80 USAO or DOJ &
' mattar ye HQ within 30 days
investigation is predicated when there is| COC Review, SAC!
Enterprise et o e o | NO time limit; Factuat Pdot SSA with B o ‘Approvai:
FJ:‘ the group or in predication determines EC FBIHQ and DOJ em:l ayee, avary 60 Notification to Investigative Squad
‘ netice | " USAQ orCOJ & . '
Rackeleegrg. l;e‘:l-lr u:; o‘lhsr See days HQ within 30 days |
OG Section 8.
Brios DICMS notice [ VoY 90 92¥: I Ho0¢ Review, sAC
to DOJ/NSO within P 4 Approval; Sectior| D
employee, evary 60 | "ot anroval

{nvestigation may abtain fareign
intelligence that is rasponsive to a U"::;?m’z?:::w;w s
" 30days
daya

As of May 19, 2009
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Obtain publicly available information

investigations

Assessments
Proliminary

Access and examine FBI and other DOJ records, and obtain information from any FBY or DOJ personnel

Access and examine records maintained by, and request information from, other federal, state, local, tribal, or foreign governmental entities or
agencies i

Use online services and rescurces (whether nonprofit or commercial)

Use and-recruit human sources in conformity with AG Guidelines Regarding the.Use of FBI Confidential Human Sources

Interview or request information from members of the public and private entities

Accept information voluntarily provided by govemmental or private entities ~

Engage in observation or surveillance not requiring a court order

Mail covers

Physicat searches of personal or reat property where a warrant or court order is not legally required because there is no reasonable expectation
of privacy (e.g., trash covers)

Consensual i '3 of commt including cor 1al computer monitoring, is subject to legal review by the CDC or the FB! OGC.
Where a sensitive monitoring circur is involved, itoring must be approved by the Criminal Division or, if the investigation concems
foreign intelligence or a threat o the national ity, by the National Security Division

Use of closed-circuit television, direction finders, and other monitoring devices, subject to legal review by the CDC or FBI OGC

Polygraph examinations

Undercover operations

Compulsory process as autharized by law, including Federal Grand Jury and other subpoenas and National Security Letters (Federal Grand Jury
subpoenas for telephone and electronic mail subscriber records can be used during type 1 and 2 Assessments oniy)

1 ‘wq

. Accessing stored wire and electronic communicalions and transactional records

Use of pen registers and trap and trace devices

Electronic surveillance

Fareign Inteliigence collection under Titte VI of FISA

! Physlcal searches, including mail openings, where a’warrant or court order is legally required because there is an expectation of privacy

A DIFOUO A

investigations

Full
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Investigative Methods Approval Summary

T Adtharbad: and DIOG! N B R Ap evels'for’A ts and Predicated Investigations ~ - .
-A“"m'md Mattiod:and DIOG Referarice’ Assassmenis - Predicated Forelgn Intelligonce
1] 594 Obtain publicly available information None Required None Required None Required
Tasking a UCE to attend a religious service Not Permilted SSA Approval SSA Appioval
- |Physical surveillance of & person of group o T ” T
(Consult the DIOG for handheld pheto and video - cansult . . . . . -
ilance with no o of DIOG for requiraments None Required . None Required
2] 598
ASAC Approval ASAC.Approval
ASAC Agproval ASAC Approval ASAC Approval
Access and examine FB! and other Department of -
3| 5.9C lJuslice (DOJ} recards, and obtain information from None Required Nene Required Nona Required
any FB! or ather DOJ persannel
Access ?m’ exan ine records maintained by, and None (Unless such approval Is required by} None (Unless such approval is required by MOU or | None (Unless such aparoval s required by MOU
4| 590 Jrequestinformation from, other federal, slale, local, or MOU cr other agreements; other agreements) or ofiher agreemenis)
tribal, or foreign governmental entities or agencies ther ag ) o . ¢
Use anfine senices and resaurces (whether nonprofit ) .
5| 59 or commercal) None Required None Required None Required
r?l:ssegﬂ re: E:eept for gﬁc} \Sg None Required except for contact with represented None Required except for contactwith
61 59F or request inf tion from bers of the C:n regs :mrs"":é?e"‘;vn.te ;0 > | persons, members of U.S, Congress, or their slaffs, represented persons, members of U.S.
" |public and private entities vsg an e': o cl: b:ia” ti\lfe ph use. White Heuse personnel, or other substantive | Congress, or their staffs, White House personnel,
pe er substantive disian division requirements or other substantive division requirements
requirements
, Accept information voluntarily provided by N . B
71596 overnmental or private entties None Required None Required None Required
o | 5.y |ce and recnithuman sources None Requied (utlizel | Nane Required (utiizg j None Requirzd (utiizd
Tasking a CHS to attend a reffgious service SAC Approval SSA Approval SSA appraval
| |Federal Grand Jury subpcenas for telephiona ar US Atlerney Office Approval * US Attomey Office Approval .
9] 58 jc mal subscrb i (Type 1 and 2 Assessments Only) . NotFemiled
10| 6.9C |Pattem Based Data Mining SORC SORC SORC

IFIED/FOUO As of May 19, 2009
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Investigative Methods Approval Summary

laxpectation of privacy, including maii openings

[

f g i d d! . B .
‘Authorizod Methad and'DIOG ] i 2E a0 Ivastigatlons et
41| 11.3 [Mafl covers
Physlical searches of persona! or res! property whese ——
12 1»1‘ 4 @ warrant er court ardes is net legaily sequired
* |be asonabla axpectation of privacyl| 1 .
(e - - = . [
C of including N CDC or OGC Raview CDC or OGS Raviaw
| 115 consensual computar monitoring Not Permiticd SSA Approval SSA Approval
. C: i of Including N
14| 115 |consensua! computer monitoring, with a sensitive No! Permitted cocoroGe 'Z:V:&' :g :Fp:z::' DOJ Criminal coc ‘(’:’ rgniili;‘g%‘:l :lgg :ﬁ:ﬂ:‘,‘ pos
monitering circumstanca
15| 11,6 [Use of closed-clrcui talovision, diroctian finders, and | 1 —I
© |other itoring devices r =
18} 11.7 |Polygraph axaminations ] l ‘SSA Approval $SA Approval
aview, er. wil elegate:
17{ 11.8 |Undercover operatiens, Group 1) I | authority; Nationat s:::rm ?Eu also requise NSO CD(: fl;:z;f :/s\g ﬂ:. m% ;d‘l\r; ;i:::g]ehd
CDC review, SAC, and AD and CUORC or UCRC | CDC reviaw, SAC and AD and UCRC (EAD/DD
18] 118 |Undercover operations, Group | . I____I (EAD/DD certaln cases) Approval certeln casas) Apprevel
[Compulaory process as authorizad by faw; Federat B l
19| 1.8 Grand Jury snd trla subpoenas US Altomey’s Office Approvai
Administrative Subpoenas: Drugs SAC, ASAC, SSRA, or Drug Squad SSA |
| 1o Sexuai Not Permitied | Not Permitted
; Fraud | U.S. Attarnay's Office Approval
Field Difice: CDC Raview, ADIC o SAC Approvai. Not Parralitad
21| 11.8 |National Secunlly Letlars Nol Permitiad HQ: NSLB Review; DD or EAD-NSB or AD & DADa Not Permaitad
CT/COICYD er GC or Daputy GC-NSLB Approval
|Accessing slored wire and elecironlc communications, " .
22{ 11.10 end transactionai racords Not Permitted Statute/Court Order, Canault 0I0G Not Permifted
23| 11.11 {Uso of pen regiatera and Irap end irace devicas Not Permitted FISA Court or District Court Drdar nly Aval Y
24| 11.12 |Electronic survoiliance I I I I
25| 1143 Physical searches, where there Is ressonable

Aequisitien ef feraign inteliganca Information in

11,14 |confermily with Titie Vil of the Feroign inteiligence
| ISurvelllancs Act -
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Undisclosed Participation (UDP)

7 Approval Levels
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