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AGG-Dom: What It Does

» Gives the FBI authorities to be more prdactive and
preventative, and the flexibility to deal with complex
threats that do not fall neatly into programmatlc silos

» Provides clarity and improves compliance by
-~ combining several sets of guidelines into one
consistent set of guidelines

- » Removes discrepancies, sets uniform rules for
criminal, national securlty, and foreign intelligence
collection cases

- Because one-size does not fit all, each division
~will have its own program-specific operational
- procedures, requirements, and guidance
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AGG-Dom: What It Does

» Reduces reporting requirements, p'avrticularly in the
National Security area

> Recognlzes SpeC|aI Events & Domain
Management as part of the FBI S mission

» Recognizes the FBl's obllgatlon to prowde
investigative assistance and joint operational
support to other agencies, including the U. S
lntelllgence community

» Creates a category outside of predicated
investigations: Assessments
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ACLURMO005330




UNCLASSIFIED/FOUO

Implementation of the AGG-Dom

> Development of the FBI s Domestlc Investlgatlons &
Operations Guide (DIOG)

Team of field and FBIHQ SSAs, Attorneys from NSLB, ILU and OIC
have worked with Subject Matter Experts (SME) since May 2008

Held regular meetings with senior FBI Executives, Advisory
Councils and Division Policy Officers )

Consulted with DOJ, other Executive Brarich Offices

> Transition to new AGG-Dom
DIOG replaces significant portions of the MIOG and NFIPM
Update SACs and host core cadre training sessions

Begin coordination of AGG-Dom and DIOG into Training Division
curriculum
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.. T 3} Policy Environment for Domestic Operations

Constitution, Statutes, and Executive Orders.

AG GUIDELINES

Apply to domestic national security and criminal investigative activities, including
interagency coordination and intelligence analysis.

FBI’s Domestic Investigations and
Operations Guide (DIOG)

Program Policy Implementation Guides

Policy ~ Policy '
Imp. Guide Jfimp. Guide

Policy
Imp. Guide
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Assessments Approval and Monitoring Summary:

Purpose Approval
# | (Seekingloblalning Information Standar na) Secur ensitive (nvest Matters?
aboutirelated t0) ndard Natlo! ecurity | Sensitive inv
Activities constituting violations of federal Documentedin | Supesvisory review
1. criminat {aw of threats ta the national R eomplalmfmtalke and documentation R
security form with lhrougn Guarfian | CDC Review, SAC Approval As
o | The or role of individ recurring 30 day | with 930 | Soon As Practical.
* | aroups, o organizations in such activities | justification day ustiicaton
(#1 above) review review

olontal targels of of vuinorabAtes o 1 e Prior COC Review, SAC
i triminal activities in viclation of federal 13w || SSA or S1A approval required; cerlain | APPOVaL, subsequent notice to
| or threats to the nationa curily, methods require higher approval. File i, FBIHQ !
h has re slandard fite review it Sub;ect to standard recuring

; inform
b |mehgenoe analysis and planning ‘|

Identify, assess, vatdate or mantan the EBICHS Poi¢cy Manual and conlamnty

cover or credibility of a CHS with AGG - CHS
Q Appioval alwa);s requred. [ al_arways required. T
ubject fo standard cecumng file 1 Sub|ecl to standard recurmng
i dfleceview
1. 5 b 2 y 9 -
2. Anymsiter gz A de - i e - National Security Thewat): refigious o poktical
i or individual prominent in such; news media
Matiers an NG reus;

Any other malies which should be brought i the atiention of FBIHQ or DQU, in the judoment of the authorizing ofSicial

Type 3: special events, collection, etc
Type 4: Domain only
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Assessments Approval and Monitoring Summary:

Purpose i ‘ : . Approval
| (Seekinglobtaining Information Standard Mational Security | Sensitive Invest. Mattars?
} aboutirelated to) : :
Ag:ﬁn.fiﬁes constituting violations lDf federal Documented in 'SuDewisou}r review
1. cmmlrl»al law or threats to the national complaintintake | and documentation ’
securty __| form with through Guardian | CDC Review, SAC Approval AS
' The involvernent of role of individuals, recurring 30 day | with recuming 30 Boon As Practical.
2 groups, of organizations in such activiies | Justification day justification
{# 1 above) ) : review Teview

——

} Potential taTgeﬁs of of vulnerabilities o —.ji R | Prior CDC Feoxiow, SAC )
criminal aciivities in wolatmn of federal law . S | Approval, subsequent notice to
methods requine WQHEE’ appmval‘ File | FEIHQ .
has recuming standard file review il Subject to standand recurring
i| Tfile revicw
FBICHS Policy WManual snd canfanmity FBI CHS Felicy Marual and
with A5G0 - CHE conformiyy with 4G - CHS

yroval always reqwredi o
Subject to standard recurring
L S

R ) Approval always required. || HOL 2
i Matters of Forsign Inteligence (Fl) Interest i
YPSDI nsive o Fl req uiremsnis \ riﬁ:,iift 10 standard recurring fle '

A

1. imcidental collection of Foreign MEIIigenoe is autfywizad in any open Assessmant or Predicaied Investigstion. :

2. Any msifer involving: A damestic pubik: officisl or poliical cendidate {ipnofbing cunuphum ar Natiomsl Security Threat); refigicus orpoliticat
argenizafion or individua! prominent in such; news media
Maliers heving an acedemic nesxus;
Any ather metter which should be brought tn the atiention of FBIHG ar DOJ, in the judgment of the authorizing official
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Documenting Assessment Activities on FD-71

« FD-71 records information relating to:
« complaints :
« FBIl-initiated assessments.

*Maintained in SharePoint Library and, once closed, uploaded to
~appropriate file in ACS:

h7E

NOTE: All | subject to recurring 30 day reviews
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ACLURMO005335



UNCLASSIFIED/FOUO

Documenting Assessment Activities on FD

~ records information relating to:
- mplaints
l-initiated assessments

ned in SharePoint Library and, once closed, uploaded to
iate file in ACS

bTE

S ~ |subject to recurring 30 day reviews;

UNCLASSIFIED/FOUO

FD 71 created by Complaint Desk, assigned SA, etc — normally no action.
required by SAS
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b7E

UNCLASSIFIED/FOUQ

ACLURMO005337




UNCLASSIFIED/FOUO

- Exambples of

b7E

UNCLASSIFIED//FOUO

bIE
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Use of Guardian to Initiate Terrorism
7 Assessment Activities

~ « Incident Reports stored in Guardian and serialized

Incident Report opened as assessment, preliminary,
full or enterprise case.

XAMPLE

UNCLASSIFIED//FOUO
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. Use of Guardian to Initiate Terrorism
. Assessment Activities

~3nt Reports stored in Guardian and setialized

Incident Report opened as assessment, prelimil
full or enterprise case.

EXAMPLE

UNCLASSIFIED//FOUO

Also done via new (revised) FD-71
Guardian will be used for|

b7E .

Guardian provides the ability to set action leads. .
Now have IT or DT files o 10

ACLURMO005340
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Substantive/Investigative Squad
—__Assessments
> Opened with EC- |

bTE

» -Opened in appropriate classification to:
assess vulnerabilities and threats
understand trends, causes ‘ _
understand/assess criminal or threat activity

Summary Field will contain statement:

—  “Purpose: Seek information related to”

—  Description of assessmeﬁt purpose must be added
Assessment .Begin date mandatory

Assessment Deadline optional

UNCLASSIFIED//FQUO
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‘Substantive/Investigative Squad
Assessments

sned with EC

sned in appropriate classification to:
assess vulnerabilities and threats
understand trends, causes |
understand/assess criminal or threat activity

nmary Field will contain statement:

“Purpose: Seek information relafed to”

Description of ass'ess;nent purpose must be added |
essment Begin date mandatory

essment Deadline optional

bTE

UNCLASSIFIED//FOUO

| _ Title will be changed to Substantive Squad

"bTE

13
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Obened from

> FD-71 opens case |

> Can be As.sessment, Pl, Full, Enterprise

> If Assessment, S'ummary‘FieId will contain statemént:
— “Purpose: Seek informatibn related to”

— Description of assessment purpose 'must be added

UNCLASSIFIED//FOUC
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UNCLASSIFIED/FOUO

‘Opened fro

/1 opens case

| be As‘sessment, Pl, Full, Entérprise

ssessment, Summary Field will contain statemer

“Purpose: Seek information related to”

B Description of assessment purpose must be adc

UNCLASSIFIED//FOUO

BTE

19

b7E
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Intelliaence Proaram Assessments

"> Only Classification
> Opened with EC

> Intelligence Program Classifications

> Domain I\/IanagementL

Collection Management

>
>
>

Foreign Intelligence Program
mraways be

> Summary Field will contain statement:

“Purpose: Seek information related to”

UNCLASSIFIED/FOUO

_ Description of assessment purpose must be added

ACLURMO005345




ly Classification|- ~ |nvestigative files
iened with EC |

slligence Program Classifications o o7

, Domain Management |

Collection Managemen|

- Fareian Intelligence Program
. Wil always be | |

- mmary Field will contain statement:
“Purpose: Seek information related to” -

scription of assessment purpose must be added

UNCLASSIFIED//FOUO

b7E

21
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7} Assessment Spin-Off Case

Spin-off cases can be Assessment, PI; Full, or Enterprise cases and are

opened with an EC

Subjecf name

UNCLASSIFIED/FOUO
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Assessment Spin-Off Case

sases can be Assessment, PI, Full, or En'terprlse cases an
vith an EC -

Vi

AsseSsment Case (motorcycle gang')

UNCLASSIFIED//FOUO

An assessment case can be converted, but it can also continue as an ongoing (pending) case, and
generate spin-off cases.

I, or Enterprise) » b7E

ACLURMO005348




UNCLASSIFIED//FOUO

Converting a Case

Assessment Case

 New begin date cannot be prior to15 days from the current date
~» New begin date cannot be prior to current begin date |

UNCLASSIFIED//FOUO
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Converting a Case

Sment Case

( begin date cannot be prior to15 days from the current
begln date cannot be pl'lOl' to current begln date S

UNCLASSIFIED/FOUQ

Assessment cases may go on indefinitely (with recurring 30 day approval) or at some paint, the case agentsa may
accumulate sufficient documentation to convert the assessment to a predicated case. An assessment may be converted
to a PJ, Full, or enterprise investigation.

The new case (P}, Full, etc) can’t have a conversion date mare that 15 days prior to the curreritdate
The begin date of the new case can't be before the current begin date (is this right?)

28
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Closing an Assessment

" When closing an assessment, the FD 71 or EC must
have statement:

“It is noted that the individuals and groups identified
during the assessment do not warrant further FBI

- investigation at this time. It is recommended that this
assessment be closed.” -

Statement automatically populates in FD-71

UNCLASSIFIED//FOUQ
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Closing an Assessment

closing an assesSment, 'the FD-71 or EC
tatement: |

»ted that the individuals and groups identi
the assessment do not warrant further FE |

gation at this time. Itis recommended the |
sment be closed.”

1ent automatically populates in‘ FD-71

UNCLASSIFIED/FOUO

As noted above, many assessments will not collect sufficient documentation to -
follow any of the above scenarios, and will be closed. This statement must be in
the closing EC (or FD-717?)

- FD-71 — automatic statement
EC must add statement _
32
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7} Reopening an Assessment Case

> If additional information is received after a case is
closed, the assessment case can be reopened with
documentation . \

> Source codes can be modified during reopening of
cases, case can be reopened as another
investigative category

> New Begin date cannot be prior to 30 days from the
current date

» New Begin date cannot be prior to previous begin
date : |

UNCLASSIFIED//FOUO
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Reopening an Assessment Case

If additional information is received after a case

closed, the assessment case can be reopened
documentatlon | .

Source codes can be modified dunng reopenmc
cases, case can be reopened as another
investigative category |

New Begin date cannot be prior to 30 days from
current date o

New Begin date cannot be prior to previous beg
date

UNCLASSIFIED//FOUO

As noted above, many assessments will not collect sufficient documentation to
- follow any of the above scenarios, and will be closed. This statement must be in
the closing EC (or FD-717)

35
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Disposition of Closed Assessment Cases

> Cases that are converted or spun off from
Assessment files take on the retention rules
of their new classification

UNCLASSIFIED/FOUO
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Additional Information and Contacts

Director’s Offi»c'e

DIOG Webs‘ite:

plC
b7E
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