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Policy Environment for Domestic Operations

Constitution, Statutes, and Executive Orders

AG GUIDELINES (AGG-Dom)

Apply to domestic national security and criminal investigative activities, including
interagency coordination and intelligence analysis.

FBI’'s Domestic Investigations and
- Operations Guide (DIOG)

Program Policy Implementat|on Guides

Program || Program
Guide Guide '

Program
- Guide
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Assessments Approval and Monitoring

Summary

Approval .
# Purpose (Seeking/obtaining Information Criminal National Security Sensitive Invest, Matters Fite Type
about/related to)
Activifies constituting violafions of federal criminal )
1 I . . Documented in FD-71 or .
law or threats to the national security Doc_umenled in FD-71, Guardian (Terrorism). CDC Review, SAC ‘ ‘
Assigned by SSA/SIA ; . appropriate classiiication or
\ Lo ) . Assigned by SSA/SIA with {approval as soon as ) )
The involvement or role of individuals, groups, or  jwilh recurring 30 day A e " open Predicated case in
e e e ) recurring 30 day justification | practical. . .
organizations in such activities (# 1 above) justification review review : appropriate classification

Potential targets of or vulnerabilities to criminal ‘
activities in violation of federal law or threats to the [|Prior SSA or SIA approval required; certain methads  [fapproval
national security (collection requirements) require higher approval. File has recurring standard appropriate substantive

I
= - = file review {|Subject to standard classification assessment file
recurring file review g

clligence analysis and planning

i
- - ool
Identify, assess, validate or maintain the cover or ~ FBI CHS Policy Manual and conformity with AGG - FBICHS POI,ICY Manual _
5 and conformity with AGG -
‘credibility of a CHS CHS “CHS classifications

b7E

. IHQ Approval always
Matters of Foreign Intelligence (F1) Interest HQ Approval always required. Subject to standard  frequired. Subject to
respansive to Fl requirements [recurring file review . listandard recurring file

3 review

1. tncidental collection of Foreign Intelligence is authorized in any open Assessment or Predicated Investigation.
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Predicated Investigation Summary .

Type Opening Approval Closing Approval Notification

Preliminary SSA SSA FBIHQ unit as dictated by
Investigation program guidance
Full SSA SSA FBIHQ substantive unit;

Investigation DOJ/NSD for USPER national

security cases

Enterprise SSA; FBIHQ unit SSA; FBIHQ unit; FBIHQ substantive unit;
Investigation 30 days unless DOJ; US Attorney’s Office
advised to the (USAO)
contrary by the FBI
Sensitive CDC review; SAC DOJ/ USAO;
Investigative SAC approval; FBIHQ substantive section

| Matters (SIM) * Sensitive

Operations Review
Committee (SORC)
Review

Foreign FBIHQ - CMS FBIHQ - CMS FBIHQ CMS, DOJ NSD
Intelligenc

m— saammam——

* In certain circumstances as policy dictates. UNCLASSIFIED/FOUQ As of February 20, 2009
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" Field Office Investigations Chart

Investigation Pumpose Duration Documentation Approvai
Activities constituting violations of i
Type 1 federai criminal [aw or threals to the As long as necesséry ol Any employee can coc ew: SAC
= natlonai security - achleve purpose and [ | initiate; SSA or SIA .- Every 30 days OC review;
The invoivement or role of individuals, objective: No time limit Approvai approval
Type 2 groupa, or organizalions in such X M
i s (#

Justification Revlaw Sm

FD-71 or Guardian

nihi:élnlonnaﬂun o

{ yadjiratgfintelligenca ana  purposs ALY fie S L : : : ¢ p ks PIE
S W sranning 3 3 i, ! . ¢ .
«Identify, assess, validate or maintain the CHSPM and —: CHSPM and DIOG; - Investigative
Types cover or credibility of a CHS AGG-CHS Ciasscation AGG-CHS CHS Manual Follow CHS Squad
Manual
i e——— - e " Every e —_—
. . As long as necessary to“ PV . Every b0 days; if . o .
Type 6 and PFI Matters of Foraign Intelligence {FI) ‘achieve purpose and EC before initiating | Prior SSA or SIA, | probationary CDC Review, SAC {Investigative
Assessments | Interest respansive to Fl requirement | 2STNeVe PURO ot MR ;) | and HQ/DI Approval | employee, every 60 Approval 1 can support) |
i . objective; Ne time fimit || . . days
. 4 _ i __ . ___ — __ L days N
investigation Predication Duration Documentation Approval Justification Review sim Responsibie Entity
6 months; One f . )
Initiated on the basis of “information or | extension by SAC, net Prior SSA Approvas | EVBIV90 deysin | COC Roviow SAC
Pl an allegation” indicating the existence of} delegable. Beyond 1- ec _Q—(CI also repuires praobationary N uu‘?’ icati on‘(o Investigative Squad
a circumstance describad in DIOG year - HQ unit and Ny employee, svery 60 g a
= h FBIHQ notice) USAO orDOJ &
Section 6.5 sectlon (for "good days HQ within 30 days
i} - causs”) wi v
Initiated if there is an “articutabla factuai No time fimit; Factual Pior SSA with . Every 90 days; if CDCA%?D‘:LEVV;_SAC
basis” that reasonably Indicates " FBIHG (& DOJ probationary " * "
Full clreumstances described in DIOG predlca:zrcg;!:rmlnes EC notice on NSB employee, every 60 U’;‘:gcoarnggfjo& investigative Squad
Section 7.5 exist USPER matters) days HQ within 30 days
investigation is predicated when therg is . coc .
" " . Review, SAC
Enterprise invaenslai;::llg:t::’!eaﬁ:(:::::;; it:c;i:t:ha?es No time fimit; Factual Priot SSA with Evperroybs;‘t)i:::y; ! Approval; -
Fuil the group or organization is engaged in predication determines < EC FBIHQ and DOJ amployes, evary 60 Notification to Investigative Squad
. outcome notice .| USAQ orD0Y & .
, Racketeering, 1T, DT, or other. Ses . days HQ within 30 days
OIOG Section 8.4 ! Y
. . y Every 90 days; if .
Investigation may obtain foreign " N B Prot DVCMS notice CODC Review, SAC
PRI Fuil inteiligance that is responsive to a U"::;:',e'\":?;fzm‘ is EC to DOYNSO within | "I?Zif"’er::“’ 0 | Approvat; Section l:] b7E
) foraign intelfigence raquirement " 30 days P yd " Y Chief approvat

~ UNCLASSIFIED/FOUQ
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Investlgat ve I\/Iethods Summary

; Green indicates methads allowed.

Obtain publicly available information

* Access and examine FBI and other DOJ records, and oblain information from any FB! or DOJ personnel

Access and axamine records maintained by, and request information from, other federal, state, local, lnbal or foreign governmental entities or
agencies

Use online services and resources (whether nonprofit or commercial)

Use and recruit human sources in conformity with AG Guidelines Regarding the Use of FBI Confidential Human Sources

Interview or request information from members of the public and private entities

Accept information voluntarily provided by governmental or private entities

Engage in observation or surveillance not requiring a cour order

Mail covers

: Physical searches of personal or real property where a warrant or court order is not legally requwed becauss there is no reasonable expectation
'. of privacy (e.g., irash covers)

Consensual monitoring of communications, inciuding consensual computer monitoring, is subject to legal review by the CDC or the FB| OGC.
Where a sensitive monitoring circumstance is involved, monitoring must be approved by the Criminal Division or, if the investigation concerns
foreign intelligence or a threat to the national security, by the National Security Division

Use of closed-circuil television, direction finders, and other monitoring devices, subject to legal review by the CDC or FBI OGC

Polygraph examinations

Undercover operations

Compulsory process as authorized by law, including Federal Grand Jury and other subpoenas and National Security Letters (Federal Grand Jury
subpoenas for felephone and electronic mail subscriber records can be used during type 1 and 2 Assessments only}

. Accessing stored wire and electronic communicaticns and transactional records

Use of pen regislers and lrap and trace devices

Electronic surveillance

Foreign Intelligence collection under Title VIl of FISA

Physical searches, mcludmg maII openmgs where a warran! or caurt order is legally requlred because there is an expectanon of pr(vacy

UNCLASSIFIED/IFOUO As of February 20 2009
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Investigative Methods Approval Summary

B R Approval Levels for A 1ts and Pred| d Investigati
Authorized Metfiod and DIOG Assessments . Predicated Foreign IMgence
1] 504 Obtain publicly available information None Required None Required None Required -
Tasking a UCE to attend a religious service Not Permitted SSA Approval SSA Approval
Physicat surveilance of a persan ar group . . B7E
(Consult e DIOG for handheld photo andvideo  |[__ Fonsut . ) :
surveillance with no reasanable expectation of DIOG for requirements None Required . None Required
2| 598 |priyacd
ET ASAC Approval ASAC Approval
T | ASAC Approvai ASAC Approval ASAC Approval
Access and examine FBI and other Department of ’
3| 5.9C {Justice (DOJ) records, and obtain information from None Required None Required None Required
any FBI or other DOJ personnel .
Access and examing records maintained by, and None (Unless such approval is required by| None (Unless such approval is required by MOU ar | None {Unless such approval is required by MOU
4| 5.8D {requestinformation from, other federal, state, local, or MOU or other agreements) ofher agreements) of other agreaments)
tribal, or foreign governmental entities or agencies 9 9 ) 9
Use online services and fesources (whether nonprofit . . .
5] 59E or commetcial) None Required None Required Nong Reguired
. ggs;::tilgre:,:;ip,l,::,'n%i':?;: ‘l'J"l; None Required except for contact with represented Nane Required except for contact with
6| soF interview ar request information from members of the Congress orplheir st'affs, White Hou;é persans, members of U.S. Congress, or their staffs, iepresented persans, members of U.S.
™ |public and private entities gress, i P White House peisonnel, or other substantive | Congress, or their staffs, White House personnel,
personnel, or other substantive division . L . R
. X division requirements or other substartive division requirements
. requirements
Accept information voluntarily provided by . . . .
7| 58G ovemmentaior private entiies None Required None Required None Required -
a| 5.gy |U5eand recmuit human sources None Required [utilizel | None Required (ulizd ] None Reguired (ulihze|:|
Tasking a GHS 1o altend a religious service SAG Approval SSA Approval SSA Approval
9] sa Federai Grand Jury subpognas for telephone or US Altorney Office Approval US Attomey Office Approval Not Permilied
. " |electronic mail subseriber information (Type 1 and 2 Assessments Only) .
Pattem Based Data Mining SORC SORC

uctions
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Investigative Methods Approval Summary

Approval Levels for Assessmanis and Pradicated Invesiigations
Autharized Mathed and DIOG Asgessmonls Predicated Foretgn Intelilgance
11] 1.3 |Mait covers I | J
Physical searches of personal of 1eai property where .
12! 114 |2 warrant or court arder is not legally required
Al lhornicon of privacy|
(a.9] 1
C i of in¢luding N CDC or OGC Review CDC or OGC Review
13| 15 jtor - Not Permitied SSA Approval SSA Approval
C i monitoring of including . T N .
.CDC or OGC Review, SAC Appioval, DOJ Criminal CDC or OGC Review, SAC Approval, DOJ b7E
14| 11.5 [consensual computer manltoring, with a sensitive NOi Permitted by
maniloring cireumsiance or DOJ NSD Approval Criminal or DDJ NSD Approval
15| 116 |Useof closed-clroult lelevision, direciion linders, and I J
" |other maniloring devices
16| 117 |Poiygreph examations . j| | . 5$A Approval SSA Approval
TDC Review. SAL of ASAL walh de egated
Al ¥ . CDC Review, SAC or ASAC with delegated
~ 17| 11.6 |Undercover operations, Group li authority; National Securily cases also require NSO
. P 4 | ty oA eq autharity, NSB-Uni/UACS Approval
N N CODC review, SAC, and AD end CUORC or UCRC | CDC review, SAC and AD and UCRC (EAD/OD
18] 11.8 [Undercover aperations, Group | |—]_l (EAD/DD eertain cases) Approval certain cases) Approval
Compulsory process as authorized by law; Federal
18] 118 Grand Jury and liial US Attomey's Office Approvai
Administralive Subpoenas: Drugs SAC, ASAC, SSRA, or Drug Squad SSA
20| 119 ini: i : Sexual Not Permilted Neot Permitied
i 5 Fraud B U.S, Attarney's Office Approval
Field Office: CDC Review, ADIC or SAC Approval. Not Permitted
21| 11.8 {National Security Letters Not Permiited "RQ NSLB Reviaw, DD of EAD-NSB of AD & DADs Not Permlttad
. ) CT/CDICYD or GC or Deputy GC-NSLB Approval ermitief
22{ 11.1g [Acvessing stored wire and eleclionlc communications Not Permited Statuie/Count Orcler, Consull DIOG Nol Permited
and transactional records - .
N N " y Available Tor Non-USPER by FISA Court |
23] 11.11 |Use o! pen regisiers and trap and trace devices Not Permitled FiSA Court ur District Court Order Galy Rvai or Non Y ou
24| 11.12 [Etectronic surveiitance : J I | I— ]
i, PIE
25| 11.13 Physicat searchgs, where there is reasonable N \
¥ lexpectation of privacy, Including maii openings .
Acquisition of foreign intelligence information in m
26| 11.14 ity with Title Vii of the Foreign inteiligence :
Survafiance Act
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