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Policy Environment for Domestic Operations 

Constitution, Statutes, and Executive Orders 

AG GUIDELINES (AGG-Dom) 
Apply to domestic national security and criminal investigative activities, including 

interagency coordination and intelligence analySis. 

FBI's Domestic Investigations and 
Operations Guide (DIOG) 

Program Policy Implementation Guides 

Program 
Guide 

Program 
Guide 

Program 
Guide 
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AG GUIDELINES (AGG.Dom) 
Apply t9 domestic national security and criminal investigative activities, including 

interagency coordination and intelligence analysis. 

FBI's Domestic Investigations and 
. Operations Guide (DIOG) 

Program Policy Implementation Guides 

Program Program 
Guide Guide 
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1. Scope and Purpose 

2. General Authorities and 
Principles 

3. Core Values, Roles and 
Responsibilities 

4. Privacy and Civil Liberties, and 
Least Intrusive Methods 

5. Assessments . 

6. Preliminary Investigations 

7. Full Investigations 

8. Enterprise Investigations 

9. Foreign Intelligence 

10. Sensitive Investigative Matter 

11. Investigative Methods 

12. Assistance to Other Agencies 

13. Extraterritorial Provisions 

14. Retention and Sharing of 
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15. Intelligence Analysis and 
Planning 

16. Undisclosed Participation 

17. Otherwise Illegal Activity 



Matters of Foreign Intelligence (FI) Interest 
responsive to Fl requirements 

Activities constituting violations of federal criminal 

law or threats to the national security Documented in FD-71. 
Assigned by SSNSIA 

with recurring 30 day 

justification review 

Documented in FD-71 or 

Guardian (Terrorism). 

Assigned by SSA/31A with 

recurring 30 day justification 

review 

 

CDC Review, SAC 

approval as soon as 

practical. 

    

The involvement or role of individuals, groups, or 

organizations in such activities (# 1 above) 

   

appropriate class' 'cation or 

open Predicated case in 

appropriate classification 

 

  

1 

     

       

Potential targets of or vulnerabilities to criminal 

31 activities in violation of federal law or threats to the 

national security (collection requirements) 

'11 
Obtaining information to inform or facilitate 
intelligence anal sic and planning 

5 
Identify, assess, validate or maintain the cover or 

credibility of a CHS 

FBI CHS Policy Manual and conformity with AGG -
CHS 

HQ Approval always required. Subject to standard 
recurring file review 

Prior CDC Review, SAC 

Subject to standard 

recurring file review 

FBI CHS Policy Manual 

and conformity with AGG 
CHS 

HQ Approval always 

required. Subject to 

standard recurring file 

review 

Prior SSA or SIA approval required; certain methods approval 

require higher approval. File has recurring standard 

file review 
appropriate substantive 

classification assessment File 

classifications 

Purpose (Seeking/obtaining Information 

about/related to) 

Sensitive Invest. Matters 
	

File Type 

Approval 

Criminal National Security 

UNCLASSIFIED//FOUO 

Incidental collection of Foreign Intelligence is authorized in any open Assessment or Predicated Investigation. 

As of February 20, 2009 
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Assessments Approval and Monitoring 
Summary' 

b7E 
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Sensitive Invest. Matters File Type 

b7E 

Incidental collection of Foreign Intelligence is authorized in any open Assessment or PredIcated Investigation. 



•••••••••••••••••••••••••••••••••••••••••••• 

UNCLASSIFIEDWOU0 

Predicated Investigation Summary 

Type Opening Approval Closing Approval Notification 

Preliminary 
Investigation 

SSA SSA FBIHQ unit as dictated by 
program guidance 

Full 
Investigation 

SSA SSA FBIHQ substantive unit; 
DOJ/NSD for USPER national 
security cases 

Enterprise 
Investigation 

SSA; FBIHQ unit SSA; FBIHQ unit; 
30 days unless 
advised to the 
contrary by the FBI 

FBIHQ substantive unit; 
DOJ; US Attorney's Office 
(USAO) 

Sensitive 
Investigative 
Matters (SIM) 

CDC review; 

SAC approval; 

* Sensitive 
Operations Review 
Committee (SORC) 
Review 

SAC DOJI USAO; 

FBIHQ substantive section 

Foreign 
Intelligence 

FBIHQ - CMS FBIHQ - CMS FBIHQ CMS, DOJ NSD 

* In certain circumstances as policy dictates. 
	UNCLASSIFIED1IFOU0 
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:.;...- -. 
Type Opening Approval ~Iosing Approval Notification 

Preliminary SSA SSA FBIHQ unit as dictated by 
Investigation program guidance 

Full SSA SSA FBIHQ sUbstantive unit; 
Investigation DOJ/NSD for USPER national 

security cases 

Enterprise SSA; FBIHQ unit SSA; FBIHQ unit; FBIHQ substantive unit; 
Investigation 30 days unless DOJ; us Attorney's Office 

advised to the (USAO) 
contrary by the FBI 

Sensitive CDC review; SAC DOJI USAO; 
Investigative SAC approval; FBIHQ sUbstantive section 
Matters (SIM) * Sensitive 

Operations Review 
Committee (SORC) 
Review 

FBIHQ· CMS FBIHQ. CMS FBIHQ CMS, DOJ NSD 
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Field Office Investigations Chart 

Investigation 	 Pu • oso 	 Duration 	Documentation MR. Justification Review 	SIM 	MEM 
Activities constituting violations of Type 1 	federal criminal law or threats to the 	 FO-71 or Guardian 

 Type 2 	groups, or organizations in such 	objective; No lime limit 	 Approval  

• ..  
national securit 	 CDC review; SAC As long as necessary to 	 Any employee can 	 • achieve purpose and 	 Initiate, SSA or SIA 	• Every 30 days 	 Investigative Squad ' 

activities # 1 above 
The involvement or role of Individuals, 	 approval 

- 	'. • 	 tk•i;ltilifpfwililiA 	;.e.ki.i* 	OW, 	-,,!' 	L ..,:.'t.. 
• c.e.,' .. 	• ., .1 ,saimtelpff, 	ITTAFTIAPEAL 	 bl'ii 	.if , -- •..•,y 	,,., 	., I, :,,,JiviF.d:KI 	c-pgri4:1.o: 	 !y2a.-,trW,Aexf .-^.16.;! 	' 	-,11-,,,, 	vsfg.K:o • .; 	 . 
:,...,,-101).,.•:.:-1;16,44,,T.e 	c;f:::44.,r,.,m=„T,i,i 	 • 	- - 	,- . r ,,,,e - .0., ,i 	40m:.• oilin.y4xi 	 ll" . . .. 	•04q11.13a*,-W 	• Milt 	, 	. 	 . 	. 	- 	 •.Vi 

■ Identify, assess, validate or maintain the 	CHSPM and 	 CHSPM and 	 DIOL; 	r Investigative cover or credibility of a CHS 	AGG•CHS 	ciassitication 	AGG-CHS 	 Follow CHS 	Squad 

OPTP,A*'4,,viS 	 T.... 

	

1' ,: ■ , 	FtO.41  nik$'1nformation lb att.; As tong as nertee'S 

	

) 4 	',Ilan:let 	teillgence ada 	A : •.echleVe puh5o." 

	

._, 	,. 	N . 	it.. , 	. 	plartrInti 	_ ,.m 	. Li: 1 pbjective; No tins. 	it 

	

i 	. 	. 	•, 	v. 	. 	.  

_.,,...,.._ 

	

., 	, 	. 	• 	E 	e 	,, 	.- • et OA • 	Or 	tii4yreW 	WI 	s,.... „.. 
eln0T0 	'''''''5'0 	'.'./1 	' 	•-, 	il. 

Not addressed it 

_ 	Manual 
Type 5 	 CHS Manual 

achieve puipose and objective: No time lima 
11 	,: 	.. 

	

As long as necessary toy' EC 6 and PFI 	Matters of Foreign Intelligence (FI) 	. 	E 	before initiating i 	Prior SSA or SIA, 	probationary 	CDC Review, SAC 	;Investigative 

	

Assessments 	Interest responsive to Fl requirement 	: 	 3)• 	- l and HO/DI Approval 	employee, every 60 	Approval 	i can support) 

	

Investi•ation 	Predication 	Duration 	Documentation 	A 	royal 	Justification Review 	SIM 	MEM 

Everyb 	days; I ' 

days  

6 months; One Initiated on me basis of Information or 	extension by SAC, not 	 Every 90 days: II . 	an allegation' indicating the existence of 	delegable. Beyond 1- 	 Probationary PI 	 EC 	(CI also requires 	 Notification to 	Investigative Squad a.circumstance described in DIOL 	year - HO unit and 	 employee, every 60 Section 6.5 	section (for "good 	 days cause" 

• CDC Review, SAC Prior SSA Approval 	 Approval: 
F131HCI notice) 	. 	 USA° or DOJ & HD within 30 days 

Initiated if there is an "articulable factual 	 Prior SSA with 	. Every 90 days; If No time limit; Factual 	 Approval; basis" that reasonably Indicates 	 FBIHQ (& 00.1 	probationary Full 	 predication determines 	EC 	 Notification to 	Investigative Squad circumstances described in DIOG 	 notice on NSB 	employee. every 60 outcome 	 USA° or DOJ  Section 7.5 exist 	 USPER [natters) 	days 	• 

CDC Review, SAC 

HO within 30 clays 
Investigation is predicated when there is 

Enterprise 	investigation that reasonably indicates 	. 	 probationary Full 	the group or organization is engaged in 	 employee, every 60 Racketeering, IT, DT, or other. See 	 days DIOL Section 8.4 

an articulable factual basis for the 	 Every 90 days; If No time limit; Factual 	 atm SSA with 	 Approval; . predication determines 	- 	EC 	FBIHO and DOJ 	 Notification to 	Investigative Squad outcome 	 notice 	 USED or OW & 

CDC Review. SAC 

HO within 30 days 
Investigation may obtain foreign 	 Prior DI/CMS notice 	 COC Review, SAC 

	

Until the requirement 	 probationary PFI Full 	intelligence that is responsive to a 	 EC 	to DOJ/NSO within 	 Approval; Section 

	

met; No time limit 	 employee. every 60 	. foreign intelligence requirement 	 30 days 	 Chet approval 
Every 90 days; If 

da s 
UNCLASSIFIED//FOU0 	 
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PI EC 

Full EC 

", EC 

.E.!:!,QLSSAwUh 
FBtHQ{&OOJ 
no1iceon N$8 

USPER maHers) 

.e!im SSA with 
F81HQ and DOJ 

notice 
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Investigative Methods Summary 
-,t1)(Alif; 

Rod indicates methods not allowed under a particular operational activity; Green indicates methods allowed. 

Obtain publicly available information 

Access and examine FBI and other DOJ records, and obtain information from any FBI or DOJ personnel  i.;  

Access and examine records maintained by, and request information from, other federal, state, local, tribal, or foreign governmental entities or 
agencies 1 

Use online services and resources (whether nonprofit or commercial) 
- 	J 

Use and recruit human sources in conformity with AG Guidelines Regarding the Use of FBI Confidential Human Sources 

Interview or request information from members of the public and private entities 

Accept information voluntarily provided by governmental or private entities 

Engage in observation or surveillance not requiring a court order 

Mail covers 
_ __ 

Physical searches of personal or real property where a warrant or court order is not legally required because there is no reasonable expectation 

• 
of privacy (e.g., trash covers) j 

..,..--,I 

,---01..-., 
Consensual monitoring of communications, including consensual computer monitoring, is subject to legal review by the CDC or the FBI OGC. 
Where a sensitive monitoring circumstance is involved, monitoring must be approved by the Criminal Division or, if the investigation concerns 
foreign intelligence or a threat to the national security, by the. National Security Division 7-,H-7 Use of closed-circuit television, direction finders, and other monitoring devices, subject to legal review by the CDC or FBI OGC 

Polygraph examinations 
-.1.--. 

I 

Undercover operations 
........,—.. 

Compulsory process as authorized by law, including Federal Grand Jury and other subpoenas and National Security Letters (Federal Grand Jury 
subpoenas for telephone and electronic mail subscriber records can be used during type 1 and 2 Assessments only) 

Accessing stored wire and electronic communications and transactional records 

Use of pen registers and trap and trace devices 

Electronic surveillance 

1 	Foreign Intelligence collection under Title VII of FISA 
PP .. 1 . le • 

awe, 
Physical searches, including mall openings, where a warrant or court order is legally required because there Is an expectation of privacy 

UNCLASSIFIED//FOUO 	 As of February 20, 2009 

ACLURM005618

....................... ~~ .................. . 

Access and examine records maintained by, and request information from, other federal, state, local, tribal, or foreign governmental entities or 
agencies 

Physical searches of personal or real property where a warrant or court order is not legally required because there is no reasonable expectation 
of privacy (e.g., trash covers) 

Consensual monitoring of communications, including consensual computer monitoring, is subject to legal review by the CDC or the FBI OGC. 
Where a sensitive monitoring circumstance is involved, monit.oring must be approved by the Criminal Division or, if the investigation concerns 

intelligence or a threat to the national security, by the National Security Division 

Ccmpulsory process as authOrized by law, including Federal Grand Jury and other subpoenas and National Security Letters (Federal Grand Jury 
subpoenas for telephone and electronic mail subscriber records can be used during type 1 and 2 Assessments only) 
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Investigative Methods Approval Summary 

Authorized Method and DIOG Reference' 
Approval Levels for Assessments and Predicated Investigations 

Assessments Predicated Foreign Intelligence 

1 5.9A 
Obtain publicly available information None Required None Required None Required 

' 
Tasking a UCE to attend a religious service Not Permitted SSA Approval SSA Approval 

2 

3 

598 

Physical surveillance of a person or group 
(Consult the DIOG for handheld photo and video 
surveillance with no reasonable expectation of 

ri 

None Required None Required 
I 	 6nsult 

DIOG for requirements 

I ASAC Approval ASACApproval 	• 

ASAC Approval ASAC Approval ASAC Approval 

5.9C 
Access and examine FBI and other Department of 
Justice (DOJ) records, and obtain information from 
any FBI or other DOJ personnel 

None Required None Required None Required 

4 5.9D 
Access and examine records maintained by, and 
request information from, other federal, state, local, or 
tribal, or foreign governmental entitles or agencies 

None (Unless such approval is required by 
MOO or other agreements) 

None (Unless such approval is required by MOU or 
other agreements) 

None (Unless such approval is required by MOO 
or other agreements) 

5 5.9E 
Use online services and resources (whether nonprofit 
or commercial) 

None Required None Required None Required 

6 5.9F 

• 

Interview or request information from members of the 
public and private entities 

None Required except for contact with 
represented persons, members of U.S. 
Congress, or their staffs,'While House 
personnel, or other substantive division 

. 	requirements 	• 

None Required except for contact with represented 
persons, members of U.S. Congress, or their staffs, 

White House personnel, or other substantive 
division requirements 

None Required except for contact with 
represented persons, members of U.S. 

Congress, or their staffs, White House personnel, 
or other substantive division requirements 

7 5.9G 
Accept information voluntarily provided by 
governmental or pnvate entities 

None Required None Required None Required 

8 5.9H 
Use and remit human sources None Required (uttizel 	I None Required (utiliz None Required (utilize' 	I 

Tasking a CHS to attend a religious service SAC Approval SSA Approval SSA Approval 

9 5.91 
Federal Grand Jury subpoenas for telephone or 
electronic mail subscriber information 

US Attorney Office Approval 
(Type 1 and 2 Assessments Only) 

US Attorney Office Approval 
Nol Permitted 

10 5.9C Pattern Based Data Mining SORC SORC SORC 

b75 

b7E 
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Authorized Method and OIOG Reference· 
Approval Levels for Assessments and Predicated Investigations 

Assessments Predicated Foreign Intelligence 

1 5.9A Obtain publldy available information None Required None Required None Required , 
Taskino a UeE 10 attend a reli ious service Not Permitted SSA Approval SSA Approval 

Physicat survetllance of a person or group 

I bon suit (Consulilhe DIOG for handhetd photo and video None Required 
surveillance with no reasonable expectation of OIOG for requiremen~s 

None Required 
b7E 

2 5.98 ri 

1 ASAC Approval ASAC Approval 

1 ASAC Approval ASAC Approvaf ASAC Approval 

Access and e,amlne FBI and other Department of 
3 5.9C Jusllce (DOJ) records. and obtain infonmalion from None Required None Required None Required 

any fBI Dr other DOJ personnel 

Access and e:c:amine records maintained by, and 
None (Unless such approval IS required b None (Unless such approval is required by MOU or None (Unless such approval Is required by MOU 

4 5.9D request Information from, other federal, state, local, or 
Itibal, or foreign governmental entliles or agencies 

MOU or olher agreements) ather agreements) or ather agreements) 

5 5.9E 
Use online services and ,resources (whether nonprofit 

None Required None Required None Required 
or commerclal) 

None Required except for contact with None Required except for contact with represented None Required except for contacl with 
Interview or request informalion from members of the 

represented persons, members of U.S. 
persons, members of U.S. Congress, or their staffs, represented persons. members of U.S. 

6 5.9F Congress, or their st£!ffs, While House 
public and private entmes personnel, or other substantive division 

White House personnel, or other substantive Congress, or their staffs, While Hause personnel, 

rcmuiremerns 
division requirements or other subslanlive division requlremenls 

7 5.9G 
Ace"pl infonmation voluntarily provided by None Required None Required None Required 
ovemmental or privale entities 

Use and recruit human sources None Required (utilize[ I None Required (Umi~ None Required (utilizer 1 8 5.9H .-
Taskino a CHS 10 attend a reli ious service SAC ADDroval sSA-AiiprovaT SSAApproval 

b7E 

9 5.91 
Federal Grand Jury subpoenas for telephone or US AIIorney Office Approval US AHomey Office Approval 

Nol Permilled 
electronic mail subscriber Information (T)!le 1 and 2 Assessmenls Only) 

10 5.9C Pattem Based Data Mining SORC SORe SORC 
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Investigative Methods Approval Summary 
(cont.) 

Authorized Method and DIOG Reference; 
Approval Levels for Assessments and Predicated Investigations 

Assessments Predicated Foreign Intelligence 

11 11.3 Mall covers 
I 

12 11A 

Physical searches of personal or real property where 
a warrant or court order is not legally required . 
be 	 . 	asonable expectation of privacy 
(09. 

1 	 1 

13 11.5 
Consensual monitoring of communications, including 
consensual computer monitoring 

. 	Not Permitted 
CDC or OGC Review 

SSA Approval 
CDC or OGC Review 

SSA Approve( 

14 11.5 
Consensual monitoring of communications, Including 
consensual computer monitoring, with a sensitive 
monitoring circumstance 

Not Permitted 
,CIDC or OGC Review, SAC Approval, DOJ Criminal 

or DOJ NSD Approval 
CDC or OGG Review, SAC Approval, DOJ 

Criminal or DOJ NSID Approval 

15 11.6 
Use of closed-circuit televiskin, direction enders, and 
other monitoring devices 

16 11.7 Polygraph examinations SSA Approval SSA Approval 

17  11.8 Undercover operations, Group II 
CDC Review. SAC or ASAC vein delegated 

authority; National Security cases also require NS0 
unit UACB 

CCC Review. SAC or ASAC with delegated 
authority, NSB-UnIVIJACS Approval 

18 11.8 Undercover operations, Group I 	 I— 
CM review, SAC, and AD end CUORC or UCRC 

(EAD/DD certain cases) Approval 
CDC review, SAC and AD and UCRC (EAD/DD 

certain cases) Approval 

19 11.9 
Compulsory  jrsutWalarndozesis,ausbpaouethnoar.1 zed by law; Federal 

I 	 I 
US Attorney's Office Approval I 

20 119 

Administrative Subpoenas: Drugs 

Not Permitted 

SAC, ASAC, SSRA, or Drug Squad SSA 

Not Permitted Administrative Subpoenas, Sexual Exptoltation 

Administrative Subpoenas: Healthcare Fraud U.S. Attorneys Office Approval 

21 11.9 National Security Letters Not Permitted 

Field Office: CDC Review. ADIC or SAC Approval. Nol Permitted 

HQ: NSLB Review; DO or EAO-NSB or AO 0, DACs 
CT/CD/CyD or GC or Deputy GC-NSLB Approval 

Not Permitted 
 

22 11.113 
Accessing stored who and electronic communications 
and transactional records 	- 

Not Permitted Statute/C.ourt Order, Consult DIOG Not Permitted 

23 11.11 Use ol pen registers and trap and trace devices Not Permitted FISA Court or District Court Order 
Only Available tor Non-USPER by EISA Loud 

 

I I 	 I 4 24 11.12 Electronic surveillance 

25  11.13  Physical searches, where there is reasonable 
expectation of privacy, Including well openings 

	 t=r_ —, 

26 11.14 
Acquisition of foreign intelligence information in 
conformity with Title VII of the Foreign Intelligence 
Surveillance Act 1 

118.%;1: 	ari. ••.-1-18itt.. 	17P, s • 	' 	
UNCLASSIFIED//FOU0 	 As of May 19, 2009 
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11 11.3 Mailcavers 

Physical searches 01 personal or real propenywhere 

12 11.4 a warront or co~rt order is nollegally required 
be as~al:lle expectation of privacy 
(e.g. 

13 11.5 
Consensual monitoring of communications, including 
COI"IS91'\Suat computer monitoring 
ConSBnsuai monitoring of communications, Including 

" 11.5 consensual computer monitOring, wltn: a sensitive 
monitorln circums1anc& 

15 11.6 Use of ClosBO-<;lrcult lalavisiol"l. direction findars, and 
other moniloffng de ... ices 

16 11.7 PolygraPh examfnatiolls 

17 . 11.6 Undercover operaUons, Group Ii 

18 11.8 Undercover operations, GrtlUP i 

19 11.9 Compulsory process as authorized by law; Federal 
Grand Juryand Irial subpoenas 

Administrative Subpoenas: Drugs 

20 11,9 Administrative Subpoenas: Sexual E)(ploilation 

Admlnislrallve Suhpoenas: Healthcare Fraud 

21 11.9 National Security letters 

23 11.11 Use 01 pen regislers and trap and trace devices 

24 11.12 Electronic surveillance 

25 11 13 PhYSical searches, where there is reasonable 
. expectation of pri ... acy, Including mail openings 

Not Permitted 

Not Permitted 

Not PermUted 

Nol Permilted 

Not Permitted 

CDC or OGC Review 
SS.t\ Approval 

,CDC or OGe Review, SAC Approval, DOJ Criminal 
or DOJ NSO Approval 

SSAApprOlo'al 
ev ow, or A WIt e ega 

authority; National Security cases also require NSD 
unitUACB 

cec review. SAC, and AD end CUORC or UCRC 
(EAO/CD certain cases) Approval 

us AUomey's Ofnce Approval 

SAC, ASAC, SSRA, or Drug Squad SSA 

U.S. Attorney's Office Approval 

CDC or OGe Review 
SSAAllPfOvat 

CDC Review, SAC or /lSAC with delegated 
authority, NSB·UnIlIUACB Approval 

Not Permitted 

_ Fietd_ ~~~e: CD~_~_~~ew~.~_~~_?~ •. ~~C A~~~~~_f-____ .:.:NO::'~p.::e<.:.:m:::'"::ed::.-___ -I 
HQ; t-tSLa Reviaw, 00 or EAO-NSa or ACl &. DAC-s. 
CTICO/CyD or GC or Oepuly GC-NSLB Approval Not Permitted 

Slatute/Coun Oroar, Consuli ClOG Nol Permitted 

FISA Court or District Court Order 

b7E 
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