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.1z} Policy Environment for Domestic Operations

".p'
*

Constitution, Statutes, and Executive Orders

AG GUIDELINES (AGG-Dom)

Apply to domestic national security and criminal investigative activities, including
interagency coordination and intelligence analysis.

FBI’'s Domestic Investigations and
Operations Guide (DIOG)

Program Policy Implementation Guides
Program JJ Program
Guide Guide

Program
Guide
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1. Scope ad Purpose

10. Sensmve Investigative Matter

2. General Authorities and
Principles

11. Investigative Methods

1 3. Core Values, Roles and

Responsibilities

12. Assistance to Other Agencies

4. Privacy and Civil Liberties, and
Least Intrusive Methods

13. Extraterritorial Provisions

5. Assessments

14. Retention and Sharlng of
Information

6. Preliminary Investigations

15. Intelligence Analysis and
Planning '

7. Full Investigations

16. Undisclosed Participation

8. Enterprise Investigations

17. Otherwise lllegal Activity

_ | 9. Foreign Intelligence
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Assessments Approval and Monitoring

Summary’

1
RN

Approval

Purpose (Seeking/obtaining Information Criminal National Security

about/related to)

Sensitive Invest. Matters

File Type

Activities constituting viclations of federal criminal Documented in FD-71.or

law or threats to the national secunty Doc'umented in FD-71. Guardian (Terrorism),
Assigned by SSA/SIA e ]
) - . . Assigned by SSA/SIA with
The involvement or role of individuals, groups, or  {with recurring 30 day . L
o - R ) recurring 30 day jusfification
organizations in such activities (# 1 above) justification review review

Potential targets of or vulnerabilities to criminal ‘

activities in violation of federal law or threats to the |iPrior SSA or SIA approvat required; certain methods

national security (collection requirements) Hrequire higher approval. File has recurring standard
Hifile review

Oblaining information to inform or facilitate
llintelligence analysis and planning

6

Identify, assess, validate or maintain the cover or  FBI CHS Policy Manual and conformity with AGG -
credibility of a CHS CHS

—
'HQ Approval always required. Subject to standard

Matters of Foreign Intelligence (FI) Interest '
iiresponsive to Fl requirements Mrecurring file review

CDC Review, SAC
approval as soon as
practical.

Prior CDC Review, SAC
approval

Subject to standard
ecurring file review

FBI CHS Pelicy Manual

and conformity with AGG -

CHS

e —
] ’[HQ Approval always
wrequired. Subject to

I S ,ww,._‘ieyje_wm____

Incidental collection of Fareign Inteliigence is authorized in any open Assessment or Predicated (nvestigation.

UNCLASSIFIED/FOUO

in

1 appropriate classification or

open Predicated case in
approprigte classification

Appropriate -or

appropriate substantive
classification assessment file

S

classifications

s

As of February 20,2009

b7E

b78
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Predicated Investigation Summary

Type Opening Approval Closing Approval Notification

Preliminary SSA SSA FBIHQ unit as dictated by
Investigation program guidance
Full SSA ’ SSA FBIHQ substantive unit;
Investigation : DOJ/NSD for USPER national
- 1 security cases
Enterprise SSA; FBIHQ unit~ SSA; FBIHQ unit; FBIHQ substantive unit;
Investigation 30 days unless DOJ; US Attorney’s Office
advised to the (USAO)
contrary by the FBI
| sensitive CDC review; SAC DOJ/ USAO;
Investigative SAC approval; . FBIHQ substantive section
Matters (SIM) " « gepsitive
Operations Review
Committee (SORC)
Foreign FBIHQ - CMS FBIHQ - CMS FBIHQ CMS, DOJ NSD

Intelligence

* In certain circumstances as policy dictates. UNCLASSIFIED/FOUO As of June 9, 2009
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Field Office Investigations Chart

tnvastigation Purpose Duration I Documentation l Approvatl —l Justification Review SiM Responsible Entil
Activiliss constituling violations of |
Type1 federal crlrr::{:::‘:z:crulg‘mals 11 |45 tong as necessary 1o :‘D;Z:no;?uamllan. Any employee can CDG review: SAG
The _—y—or Tole of achleve purp: and initiate; SSA or SiA Every 30 days ‘approv a'| investigative Squad
Typo 2 groups, crcrléanlzatluns insuch objactive; No time fimil Approvat
activities (# 1 above
i ‘ 2 i
|
i
i f
v = f s =
) 5 .
I | 3
T N * o N ot addressed
a d e date o a a e [ d P and DIO e g
pe over o o} a a ollo q d
90 da
pe 6 dP 0 eig ellig e : 0 Prio Ao A probatio B R A oF] e
achleve purpose and
= espo 0 aq o o o a d Q/D! Appro plo C. G0 Appro q dca [e]e]e]
d
Investigation Predication Duratlon Documentatton Approval Justification Review Stm Responsible Entity
6 months; One ]
Iritiated on tha basis of “information or | extension by SAC, not . s Evary 90 days; if coc Revlew..SAc .
an ion® I the exi of| d Beyond 1- Erior SSA Approval probationary A.p proyal, N
Pl a cireumstance described in DIOG year - HQ unit and &G (Ci also requires employss, evary 60 Notification to Investigative Squad
Section 6.5 section (for "good FBIHQ notics) days USAQ or DOJ &
- ause®) ¥ +Q within 20 days
initiated If there is an “articulabie factual No time Iimi‘l’ Factual Prior SSA with Every 90 days: If CDCAE?":?V:;_SAC
basis® thal reasonsebly Indicates . . . FBIHQ (& DOJ probationary My .
Full circumstances described in DIOG predlca;l:‘r;:;frmmes EC notico on NSB empioyee, every 60 U';‘Xg?r"g&o& investigative Squed
Seclion 7.5 axist USPER matters) deys HQ within 30 days
invastigation is predicated when thare is
. CDC Review, SAC
Enterprise an arﬂcul:l::; :ar:lual basis for the No time fimil; Factual Prior SSA with Ev:rr:;t‘)l ::ayrsy' if ApprOv: ai;
> predicslion determines EC FBIHQ end DOJ Notification to Investigative Squad
Full the group or organization is engaged in outcome nofice employee, evary 60 | | caq o Ba &
Racketeering, IT, DT, or ather. Seo days HQ within 30 da
DIOG Section B.4 within 30 days
Prior DICMS Every 90 days; il .
Investigation may oblaln !?reim Untll the requirement is approval; notice to probatlonary coe Rev!aw. S.AC
PFI Fuit Inlelllgence that is responsive lo a o c EC Approval, Section
forelgn intelllgence requirement mel; No time limit DOJ/NSQ within 30 | employee, every 60 o
. e days da
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Investigative Methods Summa

thorized Methods far Assessments and Predicated Investigations
ndicates methods ot ellovred under a particular operational activity; Green indicates methods allowed.

Assessments

Obtain publicly available information

B

Access and examine FBI and other DOJ records, and obtain information from any'FBI ar DOJ personnel

Access and examine records maintained by, and request infarmation from, other federal, state, focal, tribal, or foreign govemmental entities or
agencies

Use online services and resources (whether nonprofit or commercial)

Use and recruit human sources in.conformity with AG Guidelines Regarding the Use of FB! Confidential Human Sources

Interview or request information from members of the public and private entities

Accept information voluntarily provided by governmental or private enfities

Engage in observation or surveillance not requiring a court order

Mail covers

"Physical searches of persanal or real property where a warrant or court order is not legally required because there is no reasonable expectation

of privacy (e.g., trash covers)

Consensual monitoring of communications, including consensual computer monitoring, is subject to legal review by the COC or the FBI OGC.
Where a sensitive monitoring circumstance is involved, monitoring must be approved by the Criminal Division or, if the investigation concerns
foreign intelligence or a threat to the national security, by the National Security Division

Use of closed-circuit television, directlon finders, and other monitoring devices, subject to legal review by the CDC or FBI OGC

Polygraph examinations

Undercover operations

'Compulsory pracess as authorized by law, Including Federal Grand Jury and olher subpoenas and National Security Letters (Federal Grand Jury

subpoenas for telephone and electronic mail subscriber records can be used during type 1 and 2 Assessments only)

Accessing stored wire and electronic communications and transactional records

Use of pen registers and trap and trace devices

Electronic surveillance

Fc;reign Intelligence collection under Title VIl of FISA

Physical searches, including mail openings, where.a warrant or court order is legally required because there is an expectation of privacy

UNCLASSIFIED//FOUQ

As of February 20, 2009
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Investigative Methods Approvél Summary

Approval Levels for and P
Authorlzed Method and DIOG Aoscesments Fredicated Forelgn Intetiigence
11 59 Obtaln publicly avaitable information None Required None Required None Required
Tasking a UCE to attend a religicus service Not Permitted SSA Approval SSA Approval .
ysical survelitance of a person or group
R (Consuit the DIOG for. handheld phate and video consuit . .
. surveillance with no reasonabie expectation of DIOG far requirements Nane Required None Required TR
2] 5.98 log
ASAC Approvai ASAC Approval
ASAC Approval ASAC Approval ASAC Approval
Access and examine FBI and other Department of - : . .
3 { 5.9C |Justice (DOJ) records, and obtain information from None Required None Reguired None Reguired
any FBI or other DOJ personnel
4| 590 Are?:::l ?&g:ﬂ:?r;:nm;ﬁ eTsz::f dstgk alr;gm o None (Untess such appraval is required by| None {Unless such approval is required by MOU or | None (Unless such approval is required by MOU
kribal, or foreign g entilies o ! MOU or other agreements) other agreements) ar olher agreements)
Usa online services and resources (whether nonprofit . . .
5] 5.9 of commercial) None Required Nane Required None Required
r:ilz:ig‘gre;::ﬁ:pg:;g:wg} ng None Required except for contac! with represented None Required excepl for contact with
Interview ar request information from members of the presentec p . SO .S persons, members of U.S. Cangress, or their staffs, represented persons, members of U.S.
6| 59F . " Congress, or thelr staffs, White House " :
public and private entities ersonnel. or other substantve division White House personnel, or other substantive  |Cangress, or their staffs, White House personnei,
P ! rements division requirements or other substantive division requirements
Accept information voluntarily provided by N K
71596 qovernmentat or private enlilies None Required None Required None Required
8| sen Use and recruit human sources None Required] | None Required I None Reguired] |
Tasking a CHS 1o attend a religious service SAC Appraval SSA Approval SSA Approval b7E
ol 50 Federal Grand Jury subpoenas for telephone or US Attorney Office Approval US Attomey Office Approval Not Permilted
" |electronic mail subscriber infarmetion (Type 1 and 2 Assessments Only) ermiite
10| 5.9C [Pettern Besed Data Mining SORC SORC SORC

UNCLASSIFIED/FOUO

As of May 19, 2009
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Investigative Methods Approval Summary

Authorized Method and DIOG

Approvai Levels for Assessments and Predicated Investigatiens

Assgssmants Predicated Foreign [ntelligence
11} 113 [Mail cavers | | |
Physical searches of persenai or real property where )
12] 1.4 2 warrant or cour order is not legaily required
i beﬁuﬂm}uﬁ reasonabie expeclation of privacy|
(e.g
C. ing of i including , COC er OGC Review CDC or OGC Review
13| 115 Not Permitted SSA Approval SSA Approval
C: i of i .
141 11.5 |[consensuai computer monitoring, with a sensitive Not Pemitted CRC or OGC Review, SAG Approval, DOJ Criminal coc (gri%?ncali:‘gcovﬁ S‘S\g ﬁgg‘r::: Doy
monltoring circumstanca
15| 11,6 [Use of closed=cirult televiston, direction finders, and |
~ tothar dovices
16| 11.7 [Potygraph examinations N SSA Approval SSA Approval
|~ CDT Review, SAC or ASAC wilh delegated "
CDC Review, SAC or ASAC with delegated
17| 118 {Undercover operations, Group li aulhorlty; Natlonal Security cases also requira NSD i .
' unit UACB authority, NSB-Unit/UACB Approval
18] 11.8 Jund i 6 ' CODC revigw, SAC, snd AD and CUORC or UCRC { CDC review, SAC and AD end UCRC (EAD/DD
J Indercover oparations, Group (EAD/DD certain ceses) Approval certain cases) Approval
C Y process as by law; Federai I I
19 19 (S Jury and trial subpoenas US Attorney’s Office Approval
[Administrative Subpoenas: Drugs SAGC, ASAC, SSRA. or Drug Squad SSA .
20| N9 Sexuai Not Permitted Not Permitted
A + Fraud U.S. Attorney’s Office Approval .
Figld Offics: COC Reviaw, ADIC or SAC Approval, Not Permitted
21| 11.9 [Nationai Security Lalters Not Pemmitted HQ: NSLB Review: DD or EAD-NSB or AD & DADs Not Permitted
CT/CD/CyD or GC or Deputy GC-NSLB Approval o
Accassing stored wire and electronic communications .
22| 1.0 and transsclional recotds Not Permitted Statute/Court Order, Consuit DIOG Not Permitted
23| 11.11 |Usa of pen ragisters and trap and trace devices Not Pemmitted FISA Court or District Court Order iy Avatiabls for Fon-L2 Y o
24| 11.12 |Electronic survelliance L I l | I
25| 11.13 Physicat searches, whare there is reasonabla :
~~ expectation of privacy, including mail openings
Acquisition of foreign Inteligence informaton in FISA Court Ordar FIS,
26| 11.14 |conformity witheTitle VII of the Foreign inteiigence | I L A Courl order

Surveiilance Act

| . 1

UNCLASSIFIED/IFOQUO
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Undisclosed Participation (UDP)

Approval Levels

b7E

b7E

UNCLASSIFIED/FOUO- As of June ¢, 2009

ACLURMO006852



	Page 1
	Page 2
	Page 3
	Page 4
	Page 5
	Page 6
	Page 7
	Page 8
	Page 9
	Page 10
	Page 11
	Page 12
	Page 13
	Page 14
	Page 15
	Page 16
	Page 17
	Page 18
	Page 19
	Page 20
	Page 21
	Page 22
	Page 23
	Page 24
	Page 25
	Page 26
	Page 27
	Page 28
	Page 29
	Page 30
	Page 31
	Page 32
	Page 33
	Page 34
	Page 35
	Page 36
	Page 37
	Page 38
	Page 39
	Page 40
	Page 41
	Page 42
	Page 43
	Page 44
	Page 45
	Page 46
	Page 47
	Page 48
	Page 49
	Page 50
	Page 51
	Page 52
	Page 53
	Page 54
	Page 55
	Page 56
	Page 57
	Page 58
	Page 59
	Page 60
	Page 61
	Page 62
	Page 63
	Page 64
	Page 65
	Page 66
	Page 67
	Page 68
	Page 69
	Page 70
	Page 71
	Page 72
	Page 73
	Page 74
	Page 75
	Page 76
	Page 77
	Page 78
	Page 79
	Page 80
	Page 81
	Page 82
	Page 83
	Page 84
	Page 85
	Page 86
	Page 87
	Page 88
	Page 89
	Page 90
	Page 91
	Page 92
	Page 93
	Page 94
	Page 95
	Page 96
	Page 97
	Page 98
	Page 99
	Page 100
	Page 101
	Page 102
	Page 103
	Page 104
	Page 105
	Page 106
	Page 107
	Page 108
	Page 109
	Page 110
	Page 111
	Page 112
	Page 113
	Page 114
	Page 115
	Page 116
	Page 117
	Page 118
	Page 119
	Page 120
	Page 121
	Page 122
	Page 123
	Page 124
	Page 125
	Page 126
	Page 127
	Page 128
	Page 129
	Page 130
	Page 131
	Page 132
	Page 133
	Page 134
	Page 135
	Page 136
	Page 137
	Page 138
	Page 139
	Page 140
	Page 141
	Page 142
	Page 143
	Page 144
	Page 145
	Page 146
	Page 147
	Page 148
	Page 149
	Page 150
	Page 151
	Page 152
	Page 153
	Page 154
	Page 155
	Page 156
	Page 157
	Page 158
	Page 159
	Page 160
	Page 161
	Page 162
	Page 163
	Page 164
	Page 165
	Page 166
	Page 167
	Page 168
	Page 169
	Page 170
	Page 171
	Page 172
	Page 173
	Page 174
	Page 175
	Page 176
	Page 177
	Page 178
	Page 179
	Page 180
	Page 181
	Page 182
	Page 183
	Page 184
	Page 185
	Page 186
	Page 187
	Page 188
	Page 189
	Page 190
	Page 191
	Page 192
	Page 193
	Page 194
	Page 195
	Page 196



