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DATE: 06-02-2011
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WHERE SHOWN OTHERWISE __—W DECLASSIFY ON: 06-02-2036

- ASSET
CODENAME/CODEWORD
MANUAL
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L\

_SPOREL_

;

SCHEDULE

Time/Day Tuesday Wednesday Thursday
8:00am  Introduction of the Review Questions Review Questions
Class :
9:00am Outline - Asset Unit Codename &
Codeword
10:00am Discuss the Hands-on Hands-on
Conversion
11:00am Overview J II eletype
ands-on
12noon LUNCH LUNCH LUNCH
1:00pm Case File Asset
Exercise Hands-on
2:00pm Hands-on
Hands-on )
Closing EC
3:00pm Group exercise Group exercise Questions &
' ‘ Concerns
4:30pm (N3 ” ”» Criﬁques

ACLURMO007149

b7E




o CLASS OBJECTIvESs

The Assé i i i il & jew/explanation " b7D
\ : . b7E

as to why _

This class wll focus on:

@ information fro ase files and

b7D
bTE

Discuss the b7E
. [ [showing the time saving

factor,

Retrieving information for the bTE

LK

Policy/Procedures for handlinq
information. : :
* Define thel ‘ b7E
A >
@ Attendees will be expa'__s,"'e:fl to] codename -

and codeword informﬁt}oi
liminating’unnecessary

Ly
N
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bTE




(8

THE}

bL7E

bl
b7E

b7E
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St

WHAT IS AN ASSET? -
©7E
An Asset is a human source. A person, is
able to provide the FBI with information which is pertinent to a legitimate FBI
investigative interest.
. ASSETCATEGORIES -
. ' b1
(5] B , bI1E
J
bl
bTE
E‘here is no 1 v , ind
|i§ Tequired.
bl
b7E

I_' F?reqmred.
. }}ER{ . 2

ACLURMO07153




lfs required.

[ © TYPESOFASSEIS

s required.

UC = Undercover Special Agent.

SECKET

capacity in connectoR WAthd .o

ion in an |
bperation:’

ACLURMO007154

bl
b7E

bl
b7E

bl
b7E

bl
b7E

b1
Db7E




- | _Speret
® |

TYPES OF ASSETS (Cont.)

81

bl
b7E
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SERRET -

FILE STRUCTURE

rhl

FTLES

b7E

Case - case information
Document - serial information

FILES

/ I\

‘ No]u.hare id
. Th

b. more thorough analvysis can be perforn

b7E

b7E

ACLURMO007156




CASE FILE OVERVIEW

OVERVIEW In this section we will learn case definitions,
: _r.ascmlmmf proceduresl ‘
OBJECTIVE Students will be able td ' ]

“They will also gain knowledge of
case policy and procedures.

ACLURMO007157

b7E




e
I3

Information Resources Division (IRD) has‘

b7E

==

b7E

Jusg EA!
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S

Thel |is used to| Ipertaining

_to the case. Beford ]

I

to do is

Tnstead BT as

SAM:PL]l

ACLURMO007159

b7E

b7E

b7E

bT7E

b7E

b7E




b7E

NN

ThlJ day.
[ sted onl| [———

information. The finformation fron] [If your office does not have anj I

D7D
Sample
bl
bTD
bTE
22327423 L
WHEN IN DOUBT ASK!

Spsrgr

10
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‘ (SJ

(5)-.

CASE

N

CASE POLICY AND PROCEDURES

ACLURMO007161

11

bl
b7D
b7E

bl
b7E




(8):

bl
b7D
b7E

ACLURMO007162

12

bl
b7E




B1
BIE

().

=R |

(8)

bl
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®

. Case Information i BTE

Case| .

(3).

bl.
b7D
b7D

It is mandatory td _ | ThJ stually the

l[The user can only havq |a case. Once

the case is close , | bl
bTE

b7E

b7E

When an Asset isI

|_ [Whed fo reflect thd

Refer to the step oy STEp

mstructions on the next tew pages.

. ﬁﬁ@ 14
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(8)-.

(8.

bl
b7D
b7E

(8)-.

SBCRET

CHANGING THE

> Go directly to thg

only.

b7E

bl
b7D
b7E

b7E

> The document

>|

|shoutd then

15

b7E

b1
b7D
b7E

bIE
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will then be given a choice to makl

> The

has changed. |

ACLURMO007166

16

B1
b7E

b7E

b1l
b7E

bl

b7D

b7E

b7E




We remember...

10% of what we read;

20% of what we hear;

30% of what we see;

50% of what we see and hear;
80% of what we say;

90% of what we say and do.

17

bl
b7D
b7E

bT7E
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on how to change instructions, I
how to do it”

@m@r

ACLURMO07168

) CHANGING] -
b7E
)
bIE 1
b7E
> will then receive the new information. <
© bl 2
' b7E 2
“I’m reading up 1 dow’tneed
b7E

18




(5)-..

bl
b7E A

b7e ﬁ kit menml_l__lmow whe

(8-,

bl
b7E

b7E

(B8P

b7D
b7E

b7E

> will receive the

Ia.nd make the

|w1'll receive al

}n{

19
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> ' Iknow what has beexJ 7
o7 [1 ___ Piththe| i|andth{ ' J
NOTES
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SECRET

DATE INFORMATION

The open date is the

l'l he close date is the date the

_ will nevexl
':S ) datethecasewaSODene
_casewasclosed

1'

These dates are alsol

SECRET

21
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bTE

bTE




@
S

‘ ‘ UCFN VERSUS NON-UCFN

| : ' but different file numbers.

b7E ] -
l as an UCFN. If thq imother case (pre-ucfn), a

{S)-.

bl
b7D
b7E

b7E I rl
|'| | See below:
bIE
= — “
bl
b7D 1
b7E ~_[Please wait for your] I
| The pre-ucfn casq : |
(S ]
|: S :I VVVVVVVV e ) the new Ucmase'

® <
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(8]

Ifsizk

—Pre-IICFN Case : ’ J IICFN Case

Example of th

ACLURMO007173

bl

b7D
b78

b7E

bl
b7E




b7E

AN ASSET

bl

bTD
b7E

b7D
b7E

(8]

{5]

<
o
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T e

WE ARE FINALLY FINISHED WITH THE
| CASE FILE!

“Mr. Buck, may I be excused? My brain is full.”

25
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o ®
Seemm

Name 2 things that are wrong with

bTE

()

bl
b7D
b7E

® Pad ' :
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Letter

C 2

154

e

Case Puzzle

Case word answer

34

words)

114

124

13-

14 -

16 1

17 -

2 words)

18- (O__

27

b7E
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‘ . _ . ' %
] _ Hints - -
-

(8) |

3 - Every document has one.
4 ]
5 | | it used to be called

6 - Universal case file number is also known as

(5)-

8 - Automated case support is also known as

bl
. 9 - A FBI agent operating in an undercover capacity is known as this type of asset. b7E

10 - v is also known as .

11

| 12

) R — |
14 ' .

5 - What we have — |

. Fm

18 - Pending or closed are the values for the attribute we call case

o P s

-

ACLURMO07178
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OVERVIEW

OVERVIEW In this section, at;endges_wjﬂ_lg_axd:l
_ policy/procedured and
learn th | :

OBJECTIVE

_Smdmts_\adﬂ.b:_abm_disﬁnlquish between the

ACLURMO007180

b7E

|

b7E

b7E




b7E

b7E

is used t(i pertaining to an

: N

bTE

ACLURMO007181




bre:

bl
b7E

. MT ' 31
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(8)-

-

ACLURMO007183

32

bl
b7D
b7E




bl
b7D
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. | ;ses;mf 34

J— —

ACLURMO07185



lan asset

o I.] [This i

The fo}lowingfaé.

{

C{XaIDplfes:o' B2 AR
: i ARSI .

1.

Y
e,

bl
bTE » 2.

IThe

L

ing | i d whed
b7E .

Fhis information 1

().

bl
p7D
bTE

35
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bTE

OVERVIEW

OVERVIEW In this section attendees will learn the definition

_ofl | bIE
- policy and procedures. ’
OBJECTIVE Students will be able to identify -

. —_—
determine where to| information. -

ACLURMO0071 87




(8}

bl
b7D
bTE

bl
bTE

POLICY AND PROCEDURES

36

ACLURMO07188




L

S

A LATER DATE

bl

TO

b7E
(g) -
b7E

b7E

ARE YOU

b7E

37
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et

VALUE " DESCRIPTION

bTE

}@ 38
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{8

40

b7E

b1
b7D
b7E
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bl
b7D
b7E

(5):

b7E

41
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42

bTE

- | b1
1 »7D
bTE
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OVERVIEW -

OVERVIEW In this sectjon, attendees will

Telé?ng, Thev will accomplish this -

OBJECTIVE Sfudents will be able to] | ESE

o I i | . teletype.

SECTION IV

ACLURMO007195



TELETYPE/
ELECTRONIC COMMUNICATION

(EC)

b7E
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b7E

TELETYPE/EC

Policy:

(8

bl
b7E

bl
b7E

(5)

. (i) Steps that]

- 0)

The following information is contained within the] EC:

(a) Asset]

®
©
(@]

(e)
@

()

(h) Examples o

ACLURMO007197




® e
e

@ ®)| | , |
' Q) Assetl '

(m) ' bf the asset
: ) Reaue,s,t_assml

Ll [Request sufﬁciend |

b7E

'|...ON THE LOOKOUT FOR THE b7E
[ELETYPE!!!

o @( &

ACLURMO007198



® —
TELETYPE! ! ! |
R b7F
SAMPLE COPY TELETYPE
(),
b7D
b7E

® =g

ACLURMO007199



bl
bTE
i
o - 7
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IS UNSURE ABOUT WHAT|

READ THE ABOVE!)

ACLURMO007201

48

bl
b7E

b7E




® >

HOWT(__ : TELETYPE

b7E

1) o -
l: S ] ’ ) bl

2y _ | bTE

3)

(8)- | | b1

b7D
b7E

(5) -
bl
b7E

¢ . }e@( f »

ACLURMO007202



(8}

(8.

4)

SECRET

- ACLURMO007203

50

bl
b7E

b7E

bl
b7E




()

%)

GENERAL

(8]

Bl

51

bl
b7E

b7E

bl
b7D
b7E
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®.

STEPS F_oni

| bl

b7E

e bl
0 : b7E

b7E

b7E

bl
b7D
b7E

YOU HAVE SUCCESSFULLY] ELETYPE! !! b7D

ACLURMO007205




et ¥ S

LTE

bl

bTE

et s P T
s w . P ‘

D AR CECS MR

DR D SR PSS R N
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pIE




(8}

|ASSETS
\
When an asseI they
the asset should b

+ I
4
4
+ the asset § |H the asset 1s|

% 56
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b1
b7D
b7E

bIE

b7E




\\

(8)-.

<*

> &

'\

This is where you ' |

i

that the asset receives would be

ACLURMO007210

bTE

bl
b7D
b7E

b7E




T

. | 'ASSE o | | o7E

On occasions the Asseﬂ IThes| bTE

Below shows you how tg

(8.
bl
b7D
bTE
* From the Assel
¢
¢ ‘ b7
14 the asset and the] B7E
¢ Tf any items are|

ACLURMO007211




-t
i ]
-~

bl
bTD
bTE

ey c
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b7E

bl
b7D
b7E

(8],

_SrexgT

60
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)

' CODENAME/CODEWORD
OVERVIEW

OVERVIEW

OBJECTIVE

In this section, attendees will gain an

e dine of the codename/codeword
bTE
and [earn CNCW policy.
Students will be able to distinquish between a _
b7E

ACLURMO007214




]

(8)

£

i %
CODENAME/CODEWORD

«.E S
O iy T

AN -
g

ngt:'oderjiahi&cédgw&f&

e
4

odenaimes aid codewords;

..::; . :‘1:'.‘_.- LT ..‘:»»;‘ "e
The CodlgumiiCatenords e

Codenames and

‘Qﬁ\' L »c“g}r AN

Codewords are

ACLURMO007215

61

b7E

bl
b7E

bl
b7E




b7E

(81

® e
e

CODENAME/CODEWORD

dename/Codeword

62

bl
b7E

ACLURMO007216




{
_Seene

' CODENAME/CODEWORD

b7E
bT7E
The “CODENAME/CODEWORD b7E
l ' |
“CODENAME -
codenames.

63
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(5.

(8) -

“SwerET_

b7E
L'HE CODENAME :
bl
B7E
_ The “CONENAMES] : e codename off - bTE
fhe codename

- 64

ACLURMO007218




(85

(8)-.

Dot

A CODENAME

Once the] , | This will
| __fc odename/CodewordL

2 codename wa#

65

b7E

b1
b7E

bl
b7D
b7E

b7E

b7E
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b7E

e

ACLURMO007220

66

bl
b7E

b7E




® @
_Sexg?

. A CODEWORD °TE
b7E

The “CODENAME/CODEWORD bTE

“CODEWORD) .  oE

Codewords.

R L
' U . , 578

. }E’é{ 67
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=L

THE CODEWORD|

Codewords are assigned

Codewords are used

“The“Codewords"l

| the codml_— )

b7E

bl
b7E

b7E

bTE

68




(5)

P

A CODEWORD

69

b7E

" bl

b7E

b1l

‘b7D

b7E
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® (51~

(53

ACLURMO007224

70

bl
b7E

bl
b7E




CODEWOR]H b7E

b7E

bTE

used in the event an Agent comes tol
|a Codeword. Refemper: ‘ b7E

Use

Thel lcodewor ' ' I
[codeword optio ' [Codeword : b7E

The Codewords ard

b7E

SpeRel : 71

ACLURMO007225




CODEWORD

- b7E-

. b codeword

the codeword.

. The agentl

_“Codename/Codeword]

}o‘deword

]which enables the codeword to be assigned.

This will

fakd

ACLURMO007226

bl
b7E

bTE
Db7E

bTE




b7E

[44

b7E

b7E

73
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'M |
, ‘ CODENAME /CODENAMH PTE
b7E
/,
L4 b7E
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S T
‘ | CODENAME/CODEWORD)|
| , |codenames available
_ Icodewordsavailable]
L ‘
:odenamesl—‘
codename. Notice the They wili |

[

Fodename/codeword

L |

|codewordJ |

b7E

b7E

codewords
codenames/codewordi ,
‘ l rodenames and codewords
codename4 Iasse
codewordsr
the codename/codeword . |
codename/codeword]

Ser

75
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Codename/Codeword

(8]

%@ : 76

ACLURMO007230

b7E

bl
b7E




~ b7E

. ADDITIONAL CODENAME/CODEWORD
description oi{ |
_codename or endeward I
PTE
pll codenames that arg
of codewords]
. L that arg
lsymbol number/codename/codeword information must be b7E

. E&é 77
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’\ - N BIE

ASSET)
ASSET:

b7E

V.o
SN
i - X
L e A NS
t. i AN ] N
RN ) N
L

b7E

ASSE'II

ASSET] | b7
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ASSET]

veret

ACLURMO007234

80

b7E

b7E

b7E

b7E




b7E
>
> ‘ information pertaining to an Asset. b7E
[
‘ 1
> | i pertainine to an
Asset] '
—
b7E
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b7E

EXAMPL}J

}s@

b7E

b7E

bl
b7E.

82
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b7E

EXAMPLE

(8]

ACLURMO007237

b7E

b1
.b7E

83




(&)

EXAMPLH

> ‘When an

bTE

bTE

bl
b7D
b7E

bTE
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b7E

(81,

> ‘When an

ACLURMO007239

85

b7E

bl
b7E

b7E




b7E

@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@

(8) - -
_bi
b7D
DbTE

QREAAECAEAECCRACLCEARRERARRECEERARREREREE

b7E

> all information pertaining to an ASSET.

o P .
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%

(8.

%

o/o/0/0/0/0/0/0 /0 /070 /0/0/0/0 /070 /06 /0/0/0/07/0/0/0/0/0/0/0 /0 /0 /0 /070 /0 /0/0/0/0/0
v

—eg

ACLURMO007241

04040, 04070,

pertaining to an Asset.

b7E

bl |
b7E

b7E




b7E

|is used td I
finformation]

|
: Itsset, open and closed bTE

I need| I can use N ! -
Where - th |
do I go from
here?

b7E
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(8}
bl
b7E
is js the ﬁrSJ b7»E

>

)

»

) b7E

>

)

89
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(8

>

Example of th 4—|

(8

ACLURMO007244

90

bl
b7E

b7E

bTE




(81

Yy

unavailable at this time

__Segr

b7E

ACLURMO007245

91 .

bl
b7E

bl
bTE




18]

b7E

b7E

bl
b7E
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b7E

92




(5) -

SET

ASSET]

}Nhere apphcable for your assistance.

}w@-

ACLURMO007247
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b7E

bl
b7E

b7E




from

example

bnly information

94

bTE

b7E

bl
b7E

ACLURMO007248




b7E

b7E

.Eseq 95
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(3.

_ IKSSETl

ASSET

o >

96

bTE

bl
b7E

b7E
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5

T

)

(‘s:,

bl
b7E

llsted ab ove.

b7E

o3

bl
b7E

g

97

b1
b7E




bTE

(8]

bl
bTE

I N  B7E
| 2 | , erEFOLLome FROMI:| '

a

b7E

b7E

._ | Sgpwef 98
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:b7E"
bl

b7E

bl
b7E

08)

(8)-

ASSET

bl
b7E

99
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1)
ap If the
b) r , with the names of] the date the|
brietf description 0

2)

3) . a brief
description about the| {he description
but not| |

4) the description of the

from ths

5ﬂ , e entirel

6) | |this will the enﬁi'e

n addition tq

the description.

7

8) I‘I : ‘wi_ll be

Zse

100

khe mtuq m:hli:

B7E
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BELOW IS EXAMPLE OF A{

=

101

b7E

b7E

b7E
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b7E

the ASSET

b7E

b7E

.. , % ‘ 102
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| |from the ASSET]

b7E

b7E

_Hel:e..am.a.list.nii_—_which can be very helpful whel4

3. l b7E

%T ’ 103
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10.

11.].

12.

13.

14.

15.

16.

BE VERY CARE

WITH THIS

|MAKE SURE YOU DON’Y]

P

104

b7E
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bIE

b7E

TWO OPTIONS:

1.

J—
s

Below 15 example of the

P

105
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h7E -~

b7E

b7E

b7E

|
b7E
|

¢

_BReREL,

|1 | This is werd | _,
l N
(1) Example:
Ex.
@
Below 1s a Iist olI

ACLURMO007260

106




HELPFUL B

Below are list of Helpfu : bIE
b7E

e stk e e ks sk ok * ok S oo oo o o oo oo o Ao o oo o o o sk ok ok ook
bIE

Sk s e o ok o Ao e e s i s e s s s ok s e o o ks e s ok o o el s s o o ke s e s o o sk e sk s ok K ok o o ok

S T 107
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|
l ..................... ]
bl
b7E
R ¥k ok ko ok kdkkk ki kkk ko sk kok ek kk ko k
(5)
bl
b7E
FEFFFFREFFERREFRERFEFFFFFFFFRFEFFFFFFFERFFFEFFFFFRFFFERFFFFFFFFFERERT
FOR HQ USE ONLY
bl
(5) - m
e P



(8) -

P4

109

/bl

b7E

ACLURMO007263




110

ACLURMO007264



FILE

A file is a group of relatedd ion. Example:
ali_of_t'.h.Linﬁmimation abou is stored in
the ile. Every ile begins with

the letters

Fo identify the file location.

/%Q ' 11

ACLURMO007265
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b7E




Ead

112

b7E
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G
S

X

- 113

b7E
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. WT

1ls

at thev mean by

that
The information
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. Notice the

SECRET

| th

is means the]

lof the

No |

as can be seen 1n the]

[with 4

acfuaIIyT_lave

b7E
| are the

| they

I b7E

. The reason forl ' Iis to|

EXAMPLE:
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S. GROUPS

. Groups are a list of which are related.

b7E
* i
‘ . . fact
, _ a group is b7E
[— fhere 1s no diitference between a group and a
. Grnnnl are uqedl bIE

.Of EHe
—ZTTTIbUTE.
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