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The Evolvmg FBL

. Creatlon of FBI (1908) e IR

= Lawless Years (1921 - 1933): Gangs - | o

- » WWII Period (late 1930s -1945): Nazis T
w Post WWII (1945 — 1960s): Communism .

= V|etnam War Era (1960s — 1970s): Organlzed Crlme

m Spies Decade (19805) :

s Post Cold War (1987 - 1993) Gangs Savmgs and Loan
CrISIS and Health Care Fraud e

Counterlntelllgence, Cyber
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The Evolvmg FBI

u 1908 Focus on ~ . |

> Anti-trust and busmess fraud e

= 1935: Focus on Natlonal Threat | -
| > Gangsters

‘= 2001: Focus on
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he FBI's Global Expansion |

a Legal Attaches (LEGATs)
> 44 to 60 | |

ACLURMO11095




The Evolving Global FBI

Post-9/11 re-allocation of resources resulted in the
re-prioritization of FBI's responsibilities

= Bank robberies to gangs (Domestic/ International)

- Internatlonal Drug Cartels
= Gangs
. Fugltlves (Domestlc/ Internat|onal)
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The Evolving Global FBI

= Moving from a reactive to an

“driven organization

= Focusing efforts on addressing

n Fiel'd Division realignment of squads

= Creation of the San _FranCich
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Cyber-Th reat

- Potentlal

cr|m|nals |

using computers to facmtate attacks

> Website defacement
> Denial of service

~ » Intrusion
5 v

. Does the FBI fuIIy capltallze on the role of

Iaw enforcement partners in|_
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Cyber -Threat

= Howare| . cnmmals using the
internet? e
> steganography
> | - spam emails to scientists,

" universities, and Department of Energy
National Laboratories -

~» Criminal: Romanian auction scam
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bwork U.S. SHAKEN BY QAEDA 007

By NILES LATHEM _

X2 Emadl Septerber 6, 2005 - WASHINGTON — U.S.
& pring (%':;;?::s counierterrorism authorities have been engaged for months DO Vou pav
in a shadow war with @ computer hacker extraordinaire who [RCIVIN 111V (0 (IR (16
is using cutting-edge technology to help al Qaeda and other jihad groups with their
vast Internet operations, The Post has learned..

Auto

Experts inside and outside the govemmeni confirmed in recent interviews that an Insura nce‘?
intensive effort has been under way for more than a year to track and shut down the
mysterious cyber~ghosl who ldenllf ies himself as Irabi 007 — or "Terrorist 007."

Whils officials said Irhabi 007 might not be a hardened al Qasda terorist, they believe
he is a vital cog in thejlhadl network, which relies on the lnternei for communications,
rectuitment, fund-raising and propaganda.

ity Medals

ol Nevrs "We don't know whelher Irhabi 007 is a man or woman — an al Qaeda terrorist or a
o News 16-year-old kid in a basement somewhers. But he ig a fairly important figure who is
 Now getting increasingly popular and has a growing following,” said tetror expent Rita Katz,

s whose SITE Institute monitors al Qaeda communications on the Intemnet. !
TR monttet -
D Blotier v T

oPIHION The FBI has been investigating Irhabi 007 since July g8&d
ESTATE Arkansas Highway and Transportation Deparment
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Conclusions

~ w The FBI is evolving into a

. critical to visualizing] and

= The FBI's relationships with local partners is
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