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g ristAttack, o
2. Prolect the U S against foreign Intelligence

Operations.
Protect the U.S. against Cyber Attacks.
Combat Public Carruption.
Protect Civil Rights. '
Combat National Crime Qrganizations. 3 i
Combat Major White Collar Crime. |
Combat Significant Violent Crime. -
Support fedegal state, localand.iternational partné'n%'_‘ g

lmUpgrade echnology to successfuny perform FBI
mission

- Pubhc Corruptlon
* = Corporate/Securities Fraud
. = Health Care Fraud

" = Financial Institution Fraud
* Morigage Fraud

FBI014741
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) = Examples:
— Bribery
— Extortion
- Conflict of Interest
»~ederal, State, Local officials
LS, —

e e e s T

ghting corruption is m g the
" —great challenges of our times...When corruption
. flourishes, it weakens confidence in public
institutions such as law enforcement, and
undermines the honest values that democracy
depends upon. All people deserve legal
systems that spread opportunity, instead of

protecting lhe~arow interestsiof awell- ~ -
connected few.” '

- President Bush, May 2003

i SR ool L ke

- .:.“delicﬂmoney is like holy water; everyone
helps himself to it
—ltalian Proverb

= “| can resist everything except for

temptation” ]
ﬁOscame

3/24/2011

ACLURMO014628
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= “Big Country” Advantage
» Tends to be less local ties for
Investigators, Prosecutors, Judges
...you must first enable the government

to control the governed; and in the next
" e —
lace,obligeiitito control” itselr, i

~ James Madiscn, father of the U.S.
Constitution

= “Protection” of Criminal Organizations
= Escorting Deliveries of Contraband
» “Tipping” of Criminal Investigations

= Drug Trafficking

oney, Drug, Stolen Property
» £
; lsoGuard.Corruptnon‘E' -j—\“ \'F'
4 s

Washinglon Post January 4, 2005

FBI014743
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rimary Targets '~

U.S. Congress/State Legislators

- Lobbyists/Consultants
= Typical Official Acts

~ Intraduce bills/resolutions

: -Vote/Not Vote l
r - Exert tanglble.improper‘inflﬁEnce over others

Payments

—Cash, campaign contributions, property,
hidden business interests and investments

. =\ i . %
_v SANDIEGO, CA = On November 26, 2005, U.S. Representative Randafl

"DUKE" Cunninpham, pled gullly to accepting gifts and bribes lrom

defense contractors in exchange for providing preferential teeatment,

ensing/Certifications

L LiquoiTgonstruction, professional

= Inspections
-~ Non-enforcement of city/county codes

~ Extortion despite code compliance

‘ Zoning Changes _
@ﬂqe“ﬁrt‘commemsal’?
- Low-density to high-density

ACLURMO014630
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“Rainmaking” Scheme:

— Attorneys/clerks soliciting bribes for influence
= Court Appointment Kickbacks

= Probation-Related Fraud N
= Obstruction of Justice

0 = Witness/jury tampering
F — Perjury/fajse.statements e
) Traditional

- Reduced charges, sentencing,
- Forfeitable property, fines

- = Corporate Fraud

. —Accounting Fraud

: - Examples: Enron, Worldcom, Adelphi
: = Insider Trading

rket Ma'pulation e

FBI014745
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\ccounting Fraud
{“Cooking the Books")

The falsification of financial information, including:
False accounting entries

Bogus trades designed to inflate profits or hide
W3lse transactions designed to evade reguiatory

oversight

SelFDealing
- (“Me First")

Self-dealing by corporate insiders includes:
« Insider Trading
Mznipulating stock option dates
s Kicikbacks = -
~S*Misuse of corporate property for personal gain
- Individual tax violations related to self-dealing

I -Thdividual Shareholders
» Employee Pension Plans
« Mutual Funds
. Financial Institutions (Lenders)
. Market Stability and Reliance

FBI014746
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P heEBI Résponse

«Corporate-Fraud Response Teams (CFRT):

- Special Agents and Financial Analysts with accounting and
Corporate Fraud experfise.
- Deployed on temporary assignment to the location of

Corporate Fraud cases to help carry out investigations:
» Conduct interviews

+Analyze documents

Ve Lougets .
-G Review inancial statements

- Handle evidence

|+ White Collar Crime Priority

#3

* Fraud: 3-10% of $3.31 trillion spent on
health care

= Work with Inspectors General
. = Examples:

= Hospital Cost Reporting -
Qutpatient-Surgery Centers
—Medical Transportation

= To identify, investigate, and assist in the prosecution
of individuals and entities which:

— Defraud US Government Health Care Programs
— Defraud Private Health Care [nsurers & Programs

FBI014747
ACLURMO14633
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~ = Apptopriated special funding to
the FBI1 for health care fraud
enforcement

= Eight FBI Special Agents in the
- San F isco Division

%= Services not reridered ™
= Services not necessary

» Upcoding

* Product substitution

* Durable medical equipment fraud

= Substandard products

= Infusion therapy fraud

» lllegal Intgenet prescription drug sales
Countéﬁ%ﬁﬁf?}

« Prescription drug diversion

» Medical privacy

DILUTED TRUST

Ao
0 nix
co. Mo, homw with o
for Irhn wifo.
deves boFore
Aying of cancer.
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» Narcotics for injections trade

« Palient Deaths

_gt.-359 Million billed lo Medicare, Medicaid, OBWC, etc.

* June 9, 2006 — First life sentence for HCF Resulting
in Death (18 USC 1347)

" = Crimes against banks
— Mortgage fraud
— Otherloan frauds
— Large scale check fraud
- Intemal fraud
Extemal fraud

c‘e"“W
T

'~ HELOC froud

What Is the Most Common
Form of Financial institution
Fraud Today?

FBI014749
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MORTGAGE LOAN E‘RAU'D

“‘;}fortgage fraud in US is becoming more
S

ophisticaled = PR
L aking on a “criminal enterprise” aspect

Top 10 Mortgage
Fesud Hot Spots

Emergng
Problematc
T |

Hortg
Froud Aress

10
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_Mortgage
#Fears Rock
Wall Street

Freddie, Fannie shares

ﬁ plummet on rumors
3 of government bailout

T Movsa, Surrama sl

U.S. Seizes Control

4 @he Washington ,133515{%@@ _' |

Of Mortgage Giants

:uﬂ;:::‘muww “Tokeover of Fannie
ra W At ldar s ban s g e N 1o Al '
oY TEY0H UL KT wisct et At rakety, 2 A"d rrtddleMns

ko naseze R ok wsinaomieensas, 10 Revive Housing,
sty Moo mmnadaotot Fianei

L tmech i eism iyrespetion F 0] Marhels
DD A wteti whory Ny pawragm AIDEL 11 fohiraii o]

{MUELPING SOLVE
THE FINANCIAL
CRIGSON PALL

STREEL

11
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Financial Companies’
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Losses Top $1 Trillion

S&P 500 index loses
i nearly $150B in value
in trading Monday

NEW YORK | ULS, financial compa~
niew have lost inorethan St enllon
in value thin yeas, and yet another

an Drothers, Morgan Staaley and

Merrill Lynch caused e financial
'vcllan of the Standard & Pour
e - 500 1ndex to lose
almoxi ¥150 il-
lion 1n value on

arcnt gulng awey

Danks and brokerazes began
the week Jawerant the xanse feare
1hat havo been prover tow N
1ast sumimer fn 1o ergalng eredit
e, The inancial opctor was hit
with a conflucnce uf troubles on
Mondry: suatious rewnrkn from
a Fodeend Raum-o' oifielel nnd new
cagital cottoemaat Freddio Mae and
Fanule Mac,

“The dreogs f11 names liko Lehine

{2e Daginglan Ject)

BUSIN ESS

L frnd s

)Iacbe'lh and lhe Mkt

i 65 inandal com=
inv Mnl ponents have lost

some $1.3 trillion
Ve e — — - sinee tha sector
reached a high laxt Octoher:

FHowurd Sibverblotl, S& P acnior
Srcchex mrualyat, mald Blomucinl xtoske
will Likely contraue to bo hure uneid
some sisisdvelopUiat showbanks
andb haveabetive grip on

oL pirblonre, sot vevesons tom

1 Mem]l Lynch Posts
$4.65 Billion Loss

» In Second Quarter

* Moo 5 G T Tl

Capnl.nl One’s Profit Phges 40 l‘cnznl

rech? Lore Gistnd Dies fuoe ot Defoshs

Mortgage Crisis Reverses
Tlde of Urban Renewal

12
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100,000

LA

umbee of SARS received

Mogtgage Fraud Commercialog
i Fraud

P ra ar 2004
€1 Fiscal Year 2005 FIFiscal Year 2006
{J Fiscal Year 2007 ) Fiscal Vear 2008 ( as of June 2008);

Dollar Losses Reported of
= B A

008

TIFiseal Vear 2004

iscal Vear 2005 I Fiscal Year 2006
(GFiscal Year2007  OFiscal

] TE) ébiain a property

= To gain a profit

14
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MOKIGAGE FRAUD 18
IAVASNGA'I LO BY' 1L b4

" Tntent to occupy
» Straw buyers

- = Inflated Income

© = False Assets

‘Big Busingss
— MBA estimated that loan originations would reach $2.28
trillion during 2007

» Booming market causes increased workload,
procedures not followed.

fsider involvement, — B
sufficlentiTTaI T SHe exernal controls
. * Increase in activity by organized criminals
* Subprime lending and inflated real estate prices

The Previous Mortgage L oan Process

Hold In
Portfoliof
Collect
Payments

UNCLASSFIEQ/FOUOLES

15
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Invesiment Bank, Brokerage House,
or Real Estate Investment Trust

Investors

Life Insurance
Campanles
Other Commercial Banks
State & Local
Govemments
Central Banks
Fund Managers
The Public
Brokerage Firms

g " —e

2 . A v T et o <o e |
« “THié San Francisco Division Has 50 Special
““Agents Assigned To Five WCC Squads

— 2 Squads In San Francisco

— 1 8quad in Oakland

— 1 Squad In San Jose

~ 18quad In Concord \

=" Agents assigned in North Bay,and MOMHEIEY: |

i 3(CAS -

16
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" 37 Public Corrupt
= 63 Corporate And Investment d
Fraud

" = 24 Health Care Fraud
: = 28 Financial Institution Fraud

!’JMelhods of Enforcement

Dé
: .~ Undercover lechniques SO
- - Elecironic surveillance 0 C
~ Cooperaling witnesses h7E
Assel seizure and forfeiture

Financial Crimes Task Forces
Asslgn more agents {o
investigate financial ciimes
- Adapt o an evolving criminal
¢lement
| Jraining and liaison with
h sty

nancial services i

= State Agencies

= Lacal Agencies

e

1« e P i
Approximately 20 pending investigations

17
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)
[ NTEGRITY §
bb
Supenvisory SofiggRgent hic
Y : ) bHTE
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