
Federal Bureau of investigation 
San Francisco 

The Current State of the old Mortgage Fraud "Tools" 
House recently sold for $1.75 on eBay 

(Sold In October 2008 Saginaw, Michigan) 

FBI Citizens Academy 
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Mortgage Fraud 

al "Retail Mortgage Fraud" 
— Loan Origination Fraud 

—Short Sale Fraud 
—Foreclosure Rescue Fraud 

— Builder Bailout Fraud 

—Anything else you can (or can't) think of 
fraud... 
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LB To obtain a property 

in To gain a profit 

Mortgage fraud is committed 
for one of two reasons 

Most Common Type of Fraud in the 
Bay Area 

is Fraud for Profit/Commissions 
IN Orchestrated by Real Estate Professionals 

—Mortgage Brokers 

— Loan Officers 

— Real Estate Agents 

—Anyone who makes a cut of the commission 
when a transaction closes.  

Most Common Type of Mortgage Fraud 
Across The United States 

The classic property "flip." 
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SARS in General 

Suspicious  Activity Reports 

— Tens of Thousands of SARS 
— Billions of Dollars in Estimated Losses 

Important Tool for FBI 

— Direct Resources 
— Assist With Ongoing Cases 

— Track Trends 
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Pending Mortgage Fraud Cases 
Fiscal Years 2003 to 2010 
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Mortgage Fraud Stats 
Fiscal Year 2010 
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Mortgage Fraud Cases Opened 
Fiscal Years 2004 to 2010 
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Dollar Losses 
Commercial Loan Fraud SASS 

FY 2003 to FY 2010 
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Mortgage Fraud Stats 

Fiscal Year 2009 

53,000,000,000 

32,500,000,000 

$2,000,000,000 

31,500,000,000 

31,000,000,000 

3500,000,000 

$0 

10 Restitutions 110 Recoveries 0 Fined 

1/41.5uurea1510/0 
	 4.1.0.113 li 300 

ClConvictionsIPTO 

O SontencIngs 

°Arrests 

MinformationsAndlc1ments 

DiamantlemonloilDiarUptlona 

IRMA 11.1121.1111 IS 300 

1,000 

750 

500 

250 

FY 2009' 

N
u

m
be
r
  o
f
 S
A

IL
s  r

ec
ei

ve
d 

Number of Violations of 
Commercial Loan Fraud SARS 

FY 2003 to FY 2010 
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Pending Mortgage Fraud Cases 
Fiscal Years 2003 to 2010 
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FBI Statistics 

Reflect Increase in: 
— Reporting of Crimes 
— Resources Allocated 

— Approach to Investigations 

Mortgage Fraud Cases Opened 
Fiscal Years 2004 to 2010 
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Mortgage Fraud Stats 

Fiscal Year 2009 
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Mortgage Fraud Stats 

Fiscal Year 2010 

 

Where is the crime problem? 
19 FBI field offices reside in the top ten mortgage fraud hotshots as identified 
through Intelligence from multiple source Indicators. 
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FBI Mortgage Fraud Cases By Region 

South 
Central 
18% 

Emerging Schemes 

® FBI Always seeking to ID new Schemes 

rio FBI Annual Mortgage Fraud Report 
— Produced with the Assistance of the Mortgage 

Industry 

— Identifies Emerging Schemes 

Southeast 
22% 

Northeast 
10% 

North 
Central 

27% 
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Default on House #1 
Live in House #2? 

Re-emerging Scheme: Builder-Bailout 
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Mortgage Crisis Reverses 
Tide of Urban Renewal 

Does the lender know about the rd Home? 

Emerging Scheme: Short-Sale Fraud 
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How the FBI Responded 

t More Resources (Field/NMFT) 
u Innovative Intelligence Products 
13 Innovative Investigative Strategy 
ca "Fast-Track Prosecutive Strategy 
Ts Working Together: 

—Task Forces 
3 IRS, USSS, USPIS, FTC, TARP, State/Local Etc. 

La Operation Malicious Mortgage 

Operation Malicious Mortgage 

21Hundreds of Agents! 
AHundreds of Bad Guys! 
ABillions of Dollars! 
JO Massive Asset Seizures! 
1Long Prison Terms Expected! 

Seized Assets from Operation Malicious Mortgage 

nro.A4i 
41  

9 

LA Times 03/17/2009 

11 "Nearly a year after the FBI set up a task 
force in Southern California, the state has 
dropped from fourth place to eighth for 
mortgage fraud, according to a report 
released Monday by the Mortgage Asset 
Research Institute, a branch of data firm 
LexisNexis. 

Operation Malicious Mortgage 
March 1, 2008 to June 18, 2008 
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Seized Assets from Operation Malicious Mortgage 

The Old Way 

ia Bulk Cash Smuggling 

Weight of One Million USD 

Denomination 	Kilos 	Pounds 

909 	2,000 
$5  182 400 

$10 91 200 
$20 45 100 
$50 18 40 
$100 9 20 

Volume of One Million 
USD in $20 Bills 

3 Stacks 

	 6.1 Feet or 
Sy 	 1.87 Meters 

High 
174 
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a 4 a 

$51,000 Seized in New York 

$231,340 Secreted in a bicycle tire 
discovered in the Miami International Airport 

$65,221 .46 pellets ingested ($700 each), 35 
pellets on body, in addition to cash on hand 
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E/ Digital Currency 
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Women., 
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5412 6789 1234°567 

OtfOT 11=11.4"  
CARD 1401.041t 

Stored Value Cards 
Prepaid Cards 

An Emerging Threat 
21A Money Laundering Tool 

Prepaid Cards: Open System 

m Used to make purchases or access cash using the 
MasterCard and Visa global payment networks 

a Cards are marketed to: 
— Unbanked, teens, and others without a credit card 

si —10 million households In U.S. are unbanked; significant 
number are Latino immigrants. 

Senders/receivers of cross-border remittances 

a Remittances sent from U.S. were -$34 billion in 2003 

—50% of Individuals in U.S. who used remittances are 
unbanked 

— People who need help budgeting 

Open System Prepaid Cards 

Bank-issued, but no bank account is required 

Corporate & Securities Fraud 

is Complex Long Term Investigations 
la Nationwide Partnerships 

— FBI, IRS, SEC, TARP etc. 

Sub-Prime Meltdown Timeline 
	

Sub-Prime Meltdown Timeline 

	

2004 	  

	

Juno 
	Federal Reserve began a series of Fed Funds Rate 

increases. By June 2000, there will have been 17 
consecutive increases raising the rate from 1% to 
5.25%. 

	

2006 	  

December The weakest Sub-Prime mortgage originators begin to 
fail; by December 2007, over lie mortgage origination 
companieswill have closed their doors. 

2007 

April 	New Century (2.,  largest originator of Sub-Prime loans) 
flied for bankruptcy. 

UNCLASSMEMVOU0 

2007 

July 	
hedge funds would receive little or no recovery; the two 
Bear Stearns announced that investors in their Sub-Prime 

funds had lost 90% of their value. 

August 
one year. 
RealtyTrac announced that foreclosures had risen 93% in 

November Goldman Sachs forecasted Sub.Prime losses for the 
financial sector would reach $400 billion. 

2008 
Sub-Prime losses reached $232 billion and the IMF April 	
estimated that financial institulionsworld-wide may face 
losses of 3945 billion over the next two years. 

VrCLASSIFIEDTFOW 
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,': 
The Previous Mortgage Loan Process 

Investors 

Pension Flinch 
Life Insurance Compardes 
Other Commercial Banks 

Slate a Local Governments 
Control Banks 

Fund Managers 
The Public 

Brokerage Firma 

investment Bank, Brokerage Hawn, or 
Real Wale Investment Trust 

Current Loan Origination 
Structure 

Sub-Prime Meltdown Timeline 

	

2008 	  

	

June 	Ralph Cloth & Matthew Tannin are indicted and arrested on 
Securities Fraud and Insider Trading charges related to the 
failureof the Bear Stearn's Sub.Prime based hedge funds. 

	

July 	IndyMac Bank, located Pasadena, California, became the 
second largestThrift in U.S. history to fail and be 
assumed by the FDIC. 

	

August 	Investment houses begin to settle Auction Rate Securities 
cases with a number of state regulators. 

September Wall Street is radically transformed: Fannie Mae & Freddie 
Mac are taken over, Lehman Brothers declares bankruptcy, 
Bank of America purchases Merrill Lynch & a $700 billion 
Bailout is issued. 

UNCLASSTIEDTOU0 

SUB-PRIME COLLAPSE 

• 80.2% of nom/Mind sub-primo loans originated during 2005 had ad notable 
rates; 74.9% of these loans were 2/28 adJustable-rale loans. 

0 These ARMS had fixed mortgage rates for the first two years after origination 
and were subject to reset In 2007. 

Rowe 	 LonIelornm11.114.1.4... 

FBI Statement to Congress in 2004 

E "The potential impact of mortgage fraud on financial 
institutions and the stock market is clear. If 
fraudulani practices become systematic within the 
mortgage industry and mortgage fraud is allowed to 
become unrestrained, it 	althnately place financial 
institutions at risk and have adverse effects on the 

stock market " 

— Chris Swecker, Former FBI Assistant Director, Criminal 
Investigative Division, Introductory Statement: House 
Financial Services Subcommittee on Housing and Community 
Opportunity, October 7, 2004. 
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FBI Sub-Prime Fraud Investigations 

Brokerage Houses 

Mortgage Lenders 

IInvestment Banks  

Sub-Pnme 
InvestigatIons Hedge Funds 

IBuilders/ Developers 

UHOLASSWIZIWCA10 

/.1  . TROUBLED ASSET RELIEF PROGRAM (TARP) $700 BILLION 

62 FREW ORS - 
MIMI S60RIIIS  
OYER 1.2 NIG. TO PASS AT 30 MPH 

White Collar Crime Cases Conclusion 
What do we want? 

a The Bad Guys Assets! 

—The cash you made and the toys you bought! 

/Money Laundering: The bad guys always 
make laundering criminal proceeds a high 
priority. 

"Crime Doesn't Pay if they can't use the 
money. 

aWe pay the victims back and keep the rest 
for ourselves (DOJ - AFF). 

a The Bad Guys in Jail! 
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AN FRANCISCO 
4 years for lawyer who robbed cleats 
Iola from poor, disabled he repreeented to live In the tap of luxury on their money 

Chenrida Sooff *rear 
v24442455, 44120, 5045 

Utleanne.elme.1: 
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A once.prominent San Francisco lawyer convicted of stealing from his poor and 
sickly clients to support his luxurious lifestyle was sentenced Tuesday to more 
than 14 years in prison, after a federal judge upbraided him for disgracing the 
legal profession. Nikolai Tehin "looked his victims in the eye," U.S. District 
Judge Vaughn Walker said. 

"Nickwas ready for the worst," said his attorney, Harold Rosenthal. But he 
suffers quietly." For Rosenthal, however, the sentence came as a shock. "I'm 
floored," he said. "This Is the longest sentence km ever had one of my clients 
receive in federal court." 

Once he was at the top, he couldn't afford to slay there. Financial pressure 
"makes people do things they never would," Rosenthal said, adding that his 
client had already paid a heavy price for his crimes, including giving up his 
license to practice law. "Mr. Tehin started at the bottom and will ultimately end 
up et the bottom, "Rosenthal said. "He has no savings, no retirement. He's 
impoverished and is going to jail. And maybe he deserves it. I'm just asking you 
to give him a little light at the end of the tunnel." 

Walker acknowledged Tehirrs rags-to-riches slory, but said his crimes called for 
severe punishment. "It was an American success story," the judge said,  
"Unfortunately, it was an American success story that has gone very wrong," 
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Dollar Losses Reported of 
Credit Card Fraud SARS 
Fiscal Years 2004-2010 

(10110003 — 212000101 Nationwide 
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Number of Violations of 
Credit Card Freud SARS 
Fiscal Years 2004 — 2010 

(10110003— 2080010) Nationwide 
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Dollar Losses Reported in Millions 

Cmdit Card Ta 	Counter/ll 	De1,11 Card Rand 
Credit/Debit Cara 

Fraud 

0 Fiscal Year 2004 0 Fiscal Year 2005 0 Fiscal Year 2006 

0 Fiscal Year 2007 0 Fiscal Year 2000 M Fiscal Year 2009 

11 Fiscal Year 2010 

§ 1029. Fraud and related activity 
in connection with access 

devices 

El (a) Whoever: 
D (1) knowingly and with intent to defraud produces, uses, 

or traffics in one or more counterfeit access devices; 
el (2) knowingly and with intent to defraud traffics in or uses 

one or more unauthorized access devices during any 
one-year period, and by such conduct obtains anything 
of value aggregating $1,000 or more during that period; 
(3) knowingly and with intent to defraud possesses 
fifteen or more devices which are counterfeit or 
unauthorized access devices; 

§ 1028A. Aggravated Identity Theft 

® (a) Offenses. 
m (1) In general.— Whoever, during and in relation to any 

felony violation enumerated in subsection (c), knowingly 
transfers, possesses, or uses, without lawful authority, a 
means of Identification of another person shall, in 
addition to the punishment provided for such felony, be 
sentenced to a term of imprisonment of 2 years. 

is (2) Terrorism offense.— Whoever, during and in 
relation to any felony violation enumerated in section 
2332o (9)(5)(13), knowingly transfers, possesses, or 
uses, without lawful authority, a means of identification of 
another person or a false identification document shall, 
in addition to the punishment provided for such felony, 
be sentenced to a term of imprisonment of 5 years. 

Anybody Anywhere Under 1029 

(h) Any person who, outside the jurisdiction of the United 
.5fates, engages in any act that, if committed within the 
jurisdiction of the United States, would constitute an 
offense under subsection (a) or (b) of this section, shall 
be subject to the fines, penalties, imprisonment, and 
forfeiture provided in this title if— (1) the offense involves 
en access device issued, owned, managed, or controlled 
by a financial institution, account issuer, credit card 
system member, or other entity within the jurisdiction of 
the United States; and 

a (2) the person transports, delivers, conveys, transfers to 
or through, or otherwise stores, secrets, or holds within 
the jurisdiction of the United States, any article used to 
assist in the commission of the offense or the proceeds 
of such offense or property derived there from. 

What 1028 Does 

2 Years Imprisonment 

No probation 
Cannot run concurrent 

(i.e. the bad guy does one stretch 
followed by the next, not two for 
the price of one!) 
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1- Is this a Compromised ATM? 
It sure looks normal. 

.2- Is there an additional slot ? 

•FALSE slot Fixed to the original card slot. (Same color and 
sticker ). Contains additional card reader to copy your card 
information ..and duplicate your card 

3- A monitor and pamphlet holder at the 
side 	anything wrong? 

• Multi Expresso 

4- wait 	 Is it really a pamphlet holder .... 
The side of box facing the ATM screen 

has a reflective glassy hole ....thats a 
CAMERA! 

Tho micro camotaat 11717.21/&4;11AMIL■ KtaYPAR 
and alsoAlIQOPFiutp-rotvii0"*Pkt"'" 

ATM Face Plate Replacement 

rit A successful trend. 

a Does not require a "sucker" because the 
victim is merely conducting a transaction 
on a normal looking machine as they 
would any other time. 

5-False pamphlet box affixed to the ATM 
cubicle side 
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The Victim 
a Here we see the next 

customer to use the 
machine after the trar 
has been set. He 
inserts his card and 
attempts a 
transaction. 

'6:35:05 95OH 
II- 9-2001 FRI 

6-Inside the "pamphlet box' 

The Lookout 
e Rigging the machine 

is very risky business 
therefore the services 
of a "lookout" is 
required in order to 
warn of possible 
witnesses and/or 
potential victims. 

Caught in the Act: How they do 

m At first glance it would 
appear as though this 
individual is simply 
performing a simple 
ATM transaction. 

'6:31:41. HON 
11- 9-2001 FRI 

PIN Pad Face Plate: 
Records you type your PIN (no need for a 

camera you may get in the way of). 

DINA el. 
1] 	= 
7111 (111 

r11 

Setting the Trap 
m What he is in fact 

doing is rigging the 
slot on the machine 
so as to capture (or 
keep) the card of the 
next person who uses 
the ATM. 
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Obtaining the P.I.N 
a He convinces the 

customer that he 
would be able to 
retrieve his card if he 
entered his P.I.N 
while he holds down 
both the "cancel" and 
the "enter" buttons. 

The Pickup 
ai Satisfied that the 

coast is clear the 
Fraudster returns to 
retrieve the card that 
has been captured by 
his trap. He not only 
has the customers 
card he also has his 
P.I.N. 

20 

The Surrender 
a After several attempts 

the customer is 
convinced that the 
machine has captured 
his card. Both he and 
the Fraudster leave 
the ATM. 

The Exit 
Armed with card and 
P.I.N he left and was 
able to withdraw 
$1000 from the 
account. 

The Capture 
a The card has been 

captured and the 
customer is confused 
as to why this is so. 
However in the 
background we see 
that help is on the 
way 	or is it? 
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Federal Bureau of Investigation 
San Francisco 

• 

SA =NM 
Basic Mortgage Fraud Conference 

Denver, Colorado 
May 26, 2010 

Identity Crime Connections 
le Identity crimes are usually associated with other 

crimes and are used as a facilitator, through 
financing or anonymity, to commit other crimes: 
- Terrorism 
- Narcotics/Drug Trafficking 
— Organized Crime 
— Mail Fraud/Mail Theft (can be a precursor to ID crime) 
— Financial Fraud (i.e. Money Laundering) 
— Mortgage Fraud 
— Weapons trafficking 
— Homicide 
— Wire Fraud 
— Computer Crime 

Identity Crimes 

CBWin Win Situation for the Bad Guys 

IA Financing & Anonymity 
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Why? 

Why are we working more 
mortgage fraud today than ever? 

b6 
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Pending Mortgage Fraud Cases 
Fiscal Years 2003 to 2010 

l';',410,===tr•—"'" 
Steady Growth in Podding CUSS 4000 

3000 

2000 

1000 

Because of the Financial Crisis 
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U.S. Seizes Control 
Of Mortgage Giants 
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VpJacd 4/1.1/2010 

What did the FBI do as a 
result of the financial crisis 

to Opened 3941 cases from 2005 — 2010 
st 1571 of which were opened during 2009, 

the year of the "meltdown." 
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Mortgage Fraud Cases Opened 
Fiscal Years 2004 to 2010 

FY 2004 FY 2005 FY 008 FY 2007 FY Mt FY 2009 FY 2010 

ID Cases Opened During Fiscal Year 	
/14/20111 

IL.Snorect M11,%14 
	

FT ZOO■GPICoin, 20E11006-wil 	1311.42VAC 
/Ft 2007, ttttt 321C1mIlk.lont Only 

a By a borrower to obtain a house in our 
expensive real estate market. 

a By real estate professionals to obtain 
the big commissions associated with 
closing high cost transactions. 

What the San Francisco FBI did as a 
result of financial crisis 

SAR Party 
EACRP 
is CPArty 
Ea Rocky Road 
laTango & Cash 
miThe Big Short 
caTrials 

SF MF Background: Most 
Common Type of Fraud 

a Fraud for Profit/Commissions 
a Orchestrated by Real Estate Professionals 

— Mortgage Brokers 
— Loan Officers 
— Real Estate Agents 

—Anyone who makes a cut of the commission 
when a transaction closes. 

What happened to you  as a result of 
the financial crisis 

Mortgage fraud in San Francisco is 
typically committed for one of two reasons 

SF MF Background: Most 
Common Fraudulent Documents 

a Income 
—W-2s, Pay Stubs, Tax Returns, CPA Letters 

a Assets 
—VODs (Fake / Bank Insider), Bank Records, 

Vehicles, etc. 

on Payment History 
—VOR 

13 Occupation (self-employed) 
— Reference Letters 
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§ 1028A. Aggravated identity theft 

®(a) Offenses. 
is  (1) In general.— Whoever, during and in relation to any 

felony violation enumerated in subsection (c), knowingly 
transfers, possesses, or uses, without lawful authority, a 
means of identification of another person shall, in 
addition to the punishment provided for such felony, be 
sentenced to a termiof impnsonment of 2 years. 

it3 (2) Terrorism offense.— Whoever, during and in 
relation to any felony violation enumerated in section 
2332b (g)M113 , knowingly transfers, possesses, or 
uses, With 	lawful wful authority, a means of identification of 
another person or a false identification document shall, 
in addition to the punishment provided for such felony, 
be sentenced to a term of imprisonment of 5 years. 

SAR PARTY 

['Fiscal Year 2001 el Fiscal Year 2004 0 Fiscal Year 2005 CIFiscalYear 2006 
ElFiscarf ea! 2007 IIFIscarf ear 2DG0 MF1scalYear2009 CIFistalYear2010 

CPArty 

a CPAs/ Licensed Tax Preparers paid by brokers/real 
estate agents to create fraudulent tax returns 
(inflating income) submitted to lenders. 

a How: Ongoing cases, loan files obtained from 
lenders, SARS, FBIHQ list 

a Why?: Easy, productive efficient, clean 

- Targets name and signature on the document 

- Targets created documents for multiple brokers 
and kept records 
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Building Simple Cases I 
m Mail/Wire Fraud 

-Single loan 

- Deed of Trust 

lo 1028A Aggravated Identity Theft 
-2 years mandatory Minimum 

- No concurrent terms 

-Works for many SF schemes 

Building Simple Cases H 
a Interview Techniques (1st serial is the confession) 

– Two tracks 
– Do you want to be witness against next guy or do you 

want them to be the witness against you. 
– Conduct interviews at FBI office. How? 
– WCC documents float around forever (and we have 

thousands.,.) 
– Target signed/notarized multiple documents to commit the 

crime. 

a iTACC System 
- Easy 
– Works best operationally 
– Organization 

a SF Procedures 
– FD-759s 

AC RP 

a Accelerated Case Resolution Program 

a EC Opening Case 

la ITACC Number Assigned to Case 

a Cases assigned across Division 

m Preparation level prior to interviews and 
recorded phone calls = 	 

a Ultimate results: ongoing, Intel, practice, 
cases, cooperators. 
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ROCKY ROAD 

a Ongoing case led to the discovery of a 
single individual who produced fraudulent 
V1/-2s/Pay Stubs for dozens of 
Brokers/Agents, and saved all 
records/emails 
— Fast and efficient case targeted most 

egregious offenders. 
cl Record calls, obtain loans, match up with mails. 

The Big Short 

a Short Selling Schemes 

—Old bad guys committing new crimes 

Use cooperators to find new targets 

Possible adverse results of fast- 
track investigations/prosecutions 

m Phone calls 

Emails 
31 Overt nature of investigations 

a Motions to Suppress Confessions, Dismiss 
cases and others post arrest legal process 

TANGO & CASH 

in Spin-off from ongoing case involves 
targeting subjects based on loan files 
already obtained (reverse investigation). 
— Fast / efficient (we have the evidence before 

we ID the subjects) 

—Simple complaints/indictments charge a 
single loan. (mail/wire due to "non financial 
institutions" 

2 statute of limitations problems 

TRIALS 

a Everything you do should be to maximize 
efficiency and create clean trial proof 
cases. That is our job. Clean cases save 
the FBI/tax payers $. 

to Trial #1: Conviction early this year 

a Trial #2: Set for this Summer 
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