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IS 31..2044 

• Terrorism 
— The use of violence and threats 
— To intimidate or coerce 
— Especially for political purposes 

• Adding prefix "cyber could be used In 2 ways 
— A terronst attack that uses cyber weapons 

• Akin to •bioterrorism• and •nuclear terrorism• 
• Than what Is violence In cyberspace? 

— Use of cyberspace to support terrorism 
• Akin to •nercotertorism• 

• Term •cyberterrorisnr coined by Bony Collin in 1980's 
— Refer to convergence of physical and virtual worlds where cyber 

weapons produce physical consequences —I.e., the terrorist ant 
is committed wilt, cyber weapons (1.1nterpretation above) 

• Facilitation 
- "The three C's• 

• Command 
• Control 
• Communications 

• Attacks 
- Hacktivism 
- Conventional Cyberterrorism 

Command/Control/Communications 
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140 characters 

is maximum leasht of a single 'Neat 

Terittar users are sending 

55 	Tweets per day. 

That gives circa G40 lsereolc per second. 

Twitter's search engine gets 

600 118IIl en goods. every day. 
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Nimyspace. 

•122 Million Subscribers 	- 	-.• 70 Million in the U.S. 
	- 
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Recruitment & Training 

• Lengthy rationales from 
religious leaders on why 
Jihad not just allowed, but 
necessary 

• "Come join the jihad" 

• Interviews with jihad) In the 
field, battle accounts 

• Poetry glorifying acts, 
leaders and rationale 
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U.S. warns financial firms of al Qaeda threat 
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> Terrorism is carried out by disrupting 
activities, undermining confidence, and 
creating fear. 

S. In the future, cyberterrorism may become 
a viable option to traditional physical acts 
of violence due to: 
- Perceived anonymity 
— Diverse targets 
— Low risk of detection 
- Low risk of personnel injury 
- Low investment 
- Operate from nearly any location 
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Availability of Capability 

, 
Cruise Mbdle Precision 

Invasion Strategic Missiles 	
Guided Computer 

Hecker ICBM & SLBM 	Munitions 

By Imam Samudra 
— Sentenced to death for 2002 Ball 

bombings 
Book chapter In Me Against the 
Terrorist!, 2004 

— Written in prison 	 • 
Advocates Cyber attacks to mine 
money. especially via credit card 
fraud, and 'bnng America and its 
cronies to its knees.' 
Rudimentary guide to hacking 
(mainly 'carding') methods and 
reSOrateS 
Credit card numbers found on his 
computer 

tree Iiiiitire/be' 
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Atter 9111, OBL allegedly told Hadmid Mir (ed. Ausaf 
newspaper) 

'... hundreds of Muslim scientists were with bliss and who would use 
their knowledge In chemistry, biology and (sic) ranging from 
compilers to electronics against the infidels? 

• lsuspected member of at aside, said in 
8C 2001 

— Terrorists had penetrated Microsoft' 
attempted to plant Trojan horses and bugs In Vvinclaws 
(Newabyles) 

Sheikh Omer Bakri Muhammad, London-based head of al-
Muhaiiroun, told Computer World In Nov 2002 

— "... would not be surprised If  tomorrow' hear of a big economic 
collapse because of somebody attacking the main technical 
systems in big companies.' 

Principle 34 (electronic jihad) of The 39 Principles of Jihad, 2003 
— Directs computer users to use their skills and experience In 

destroying American, Jewish and secular websiles 

Atta ks 
• Fouad Hussein, al-Zarqawi—at-Qaeda's Second Generation, 2005, 

in Arabic 
— Desenbas 7 phases of al.O.aircla's long-term war based on Interviews of 

top lieutenants 
— Phase 4,20104013, includes cyberterrcrism against US economy 

• jihad' of-Foroun web forum wwwafferoue comAib - 2005 
— Postings call for cyber attacks against US and allied government 

websites 
— Participant 'achrafe• proposed laming an operaeons unit within the 

Islamic Hacker Army (Jaish al-Hacker al-Islami) 
• .AI-Ekhlaas web forum posting on Sep 11, 2006 

— Proposals to counter •Cnisader media campaign in 'rag' 
— One proposal is for a group of young hackers to disable websites that 

attack Islam, jihad, etc, Including viniror Info 
• Statements about inflicting economic damage 

— Numerous postings about using cyber attacks to achieve this 

— Webslte defacement 
• More of a nuisance than threat 

— Denial of service 
• Easiest to do 
• Can cause severe disruptions, but only 

temporarily 

— Intrusion 
• Provides access to data 
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• Types of Activities 
- E-mail cracking 

• Used to vet recruits 
• Used to gather intell on enemies 

— tutorials 
• Manuals (fairly basic) 
• Classes 

- Offerings of e-attack software and 
Vulnerabilities 

- Software piracy and Internet financial fraud 

Smithsonian 
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• Flood a server with network traffic (usually 
malformed data packets), denying valid users 
access to the services of the computer. 

• Attack Methods: ICMP, UDP, SYN Floods, and 
Smurf. 

D i t,e4  
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• DDoS -Denial of Service on steroids. An 
attacker (Bot Herder) controls an army of slave 
computers, called "agents° or "hots", to perform 
a coordinated denial of service attack. 

• Attack tools are freely available on the Internet: 
Trinoo, TFN, Stacheldraht, and TFN2K are 
examples. 

-September 2000 

-Israeli hackers (reportedly teens) DoS 
attacked Hezbollah and Names sites In 
Lebanon 

-WizeLoom 

-FloodNet attack 

-Pro-Palestinian hackers attacked VVizel 
and Israeli e-business sites 

-Horizontal Escalation 

-Spilled over borders 

-Continued through approx April 2002 
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Intruders gain access by various methods such 
as using exploits for a particular computer 
system or exploiting a weak account password. 
(Goal is to gain root or administrator privileges) 
Results 
-Theft and/or destruction of sensitive data 
-Computer network damage 
-Control of computer for other uses (BOT 
networks, DDoS attack) 
-Set up a Jihadi FTP Site 

• 
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11.  

4. Collecting the data. A typical 
wireless access point at Comanche Peak. 
So far, Azims has installed Monitoring 
devices On mere than 50 pieces of critical 
equipment within Unit' 2. Courtesy: 7X11 

Event: January 2008, a Polish 
teenager modifies a 1V remote and 
hacks Lodz Tram system. 

Impact 12 people Injured, 4 
derailments. 

Specifics: The 14-year-old modified 
a N remote control so that It could 
be used lo change track points. Local 
police said the youngster trespassed 
in tram depob to gather information 
needed to build the device. The 
teenager told police that he modified 
track setting for a prank. 

Lessons   4,Irtutzlf.  
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'!'._,F.V/-0;5°cu4Y.. 
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Impact Motorists distracted and 
provided false Information. 

Specifics: Some commercial 
road signs can be easily altered 
because their Instrument panels 
are frequently left unlocked and 
their default passwords am not 
changed. -Programming Is as 
simple as scrolling down the 
Menu selection; a blog reports. 
Type whatever you want to 
display ... In all likelihood, the 
crew will not have changed (the 
Password]: 

Recovelytimo: 
• Four days until 'atom to normal 

operations 

Lessons borne& 
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Event August 21, 2008, disgruntled 
traffic engineer hacked Into the uty's traffic 
control computer. 

Impact Shut down traffic signals at four 
critical points In the road nehvork causing 
cripplusg delays. 

• 
specifies: Thought to have been panda 
pay-bargaining procedure between 
employers and the Engineers and 
Architects Association, 

Event: October 2006, foreign hacker 
penetrated security at a water filtering 
plant. 

Impact: The intruder planted malicious 
sofhvare that was capable of affecting 
the plant's water treatment operations. 

Specifics: The infection occurred 
through the Internet and did not seem to 
be an attack that directly targeted the 
control system. 

eessons 	1,1,44,10 
ot 

Secure remote'compulem 
Defense•fo•depth strategles,-,;,,,, 
*Wells 8 inpusion detection cm. 
systems 

-Critical patches,  and anthvimet
led and, updated 
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Space,S •Von 

Event: Aug. 2008. Vim's, Intended to 
steal passwords and send them to a 
remote sewer infected laptopa in the 
InternadOnal Space Station (again). 

Impact: Created a 'nuisance to non-
critical space station laptops. 

Specifics: The virus did make it onto 
more than one laptop— suggesting a 
it spread via some sort of intranet on 
the space station or via a thumb drive 
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betniao 

Event: March 2000, more than 
750,000 gallons of untreated sewage 
intentionally released into peeks, livers, 
and hotel grounds. 

Impact: Loss of marine life, public 
health jeopardized, $200,000 In 
cleanup and monitoring costs. 

Specifies: SCADA system had 300 
nodes (142 pumping stations) 
governing sewage end drinking water. 

Mai are implicated in fatal 
Spanair plane crash 
•••••■■■••■••••••,6■••••••••• ■••41,•■.• norsow• 

Event: August 2003, Slammervnemt 
infects plant 

Impact Complete shutdown of digital 
portion of Safety Parameter Display 
System (SPOS) and Plant Process 
Computer (PPC). 

Specifics: Worn started at 
contras:tore site. ei.iori§leathed' 

Secure remote trustedreccess' 
chogfelSZO•::: 
&muse defensn:fn.depth 
stralegisthwth ippropriale4, 

coxalpalshos noento.ho• 
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-yberterro fists 

• Evolution of existing terrorist groups 
— Tech-savvy members or new recruits develop cyber capabilty, 

or 
— Group hires hackers to conduct attacks 

• Emergence of new terrorist groups 
— New group has interest in cybeoterror —develops skills or hires 

hackers 

Individuals or groups with hacking skills 
— Operate Independently 

— May align themselves with terrorist networks and objectives 

— May have insider help 
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Operational Matters Through FBI Legat- Canberra 

b5 
b7C 
1D7E 

13 

FBI015018 
ACLURM014904


	Page 1
	Page 2
	Page 3
	Page 4
	Page 5
	Page 6
	Page 7
	Page 8
	Page 9
	Page 10
	Page 11
	Page 12
	Page 13



