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Terrorism
- Theuse of viclence and threats
- Tointimidate or coerce
- Especially for polifical purposes
Adding prefix “cyber” could be used in 2 ways
- A tenorist attack that uses cyber weapons
« Akin to "bioteworism® end "nuclear tercnsm®
« Thenwhat is violence In cyberspace?
~ Use of cybarspaca to support terrorism
« Akin to "narcolerorism®
Term "cyberteworism” colned by Barry Collin in 1980°'s
— Refer to convergence of physical and virtual worlds where cyber
weapons produca physical mnsn?uences ~1.e., the terrorist act
is d wilh cyber ju above)

.

Facilitation
~ “The three C's”
+ Command
« Control
« Communications
Attacks
- Hacktivism
- Conventional Cybenerrorism

> Advertising
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- Facebook Uners

Omma - {in milions)
-

24 140 characters

is maxlmum fenght of a single Tweet.

Twitter users ace sending

55 mitlion tweet per doy.

That gives circa 640 Twoeels per sesond.

oo ——
oo qpamm—v—y - Twitter's search eagine gets
forsg—
e = 600 mIHEN querica every day,
v = nn
e =
ke = Yeuusidgy ond F1. Sy aro o most uclive days on Twitler,
e ekt e = o
ova Facabook Users il aach necouniing for$6 %acf tola! Twosts.
i {on mlion) g FaccdockUsens
Mo B ity AN Pt {mibousands). .
bk & — freanerricwaiaiadend 10-11pin 1t 1na most activa our on Tatier, accountsg
et s s for 4,B% ol tho tweets In #n sverage dxy.
o] oo 1 i
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=3 falennid 20% 41%
ot 5 e ¢ " rbnvre . o ot ey
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Month

« 122 Million Subscribers
« 70 Million'in the U.S.
+ 8.2 Billion Minutes /

+18-24 yo Demographic
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Recruitment & Training

necessary
“Come joIn the jihad”
Interviews with jihad! In the
field, battie accounts
Poetry glorifylng acts,
leaders and ratlonale

Lengthy ratlonales from
religious [eaders on why
jihad not just allowed, but

FBI015008
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| > Terrorism s carried out by disrupting
i activities, undermining confidence, and
{ creating fear.
| U.S. warns financial firms of al Qaeda threat i
i TR to stock > In the future, cyberterrorism may become
i INDEPENDENT a viable option to traditional physical acts
[ | e T ) o of violence due to:
oo b et ey s gt reeess oo - Perceived anonymity
. Tohnaiony - Diverse targets
Tho now breed of cybor-torvorist editor's chaice - Low risk of detection
Pryirx ikt o iy < — Low risk of personnel injury
a4 g . 5l Bt ~ Lowinvestment
i s i - Operate from nearly any location
;
|
|
|
|
! B
|
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Capability

Availability of Capability

s e *
s~ oot
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CrulscMissiic Precition _Joad
Guided  Computer

Invasion Strategic  Migdles L
Munilions

Nuclear [CBM & SLBM
ST

« After9/11, OBL allogediy told Hadmid Mir (ed. Ausaf
newspaper}
*... hundreds af Muslim scientists were with him and who wouid use
their knowledge in chemistry, bialagy and (sic) ranging from

computars to elactronics against the infideis.”
- l } member of a} Qalda, saidin
ac 2001
- Tarorisis had penelrated Mimsslmnd
altempted to plant Trojan hers2a and Dugs In WINGQWS AP-
{Nawsbytes) .
« Sheikh Omar Bakn Muhammad, London-basad head of al-
Muhejiroun, told Computer World in Nov 2002
~ *... would net be surprised if temarrow{ hear of a big economic
coliapse because of somebody atlacking the msin lachnical
systems in big compsnlea.”
* Principle 34 (electvenic jihad) of The 39 Principles of Jihad, 2003
- Directs computer usars (o use their skills and experience in
destroying American, Jewish and secuiar websilee
\

.+ Bylmam Sanwdra
= Sentenced fo daath for 2002 Bali
bambings
Baak chapler in Ma Against tha
Termroristi, 2004

— Written in prison
Advocates cyber atlacks ta raise
money, especially via credit card
fraud, and *bnng America and its
cronies to its knees,*
Rudimantary guide to hacking
{mainly "carding’) metheds and
resources .

Credit card numbers found on his
computar

.

- foxadbﬂussein, al-Zargawi-at-Qaeda’s Second Generation, 2005,

in Arabic

= Dasenbas 7 phases of al-Qa'tda’s long-tenm wsr basad an Interviews of
top lieutenants

— Phase 4, 2010-2013, includes cyberterrcrism against US economy
. jihadi ef-Farouq web forum, www.al-farouq comivb - 2005
- Postings cali far cyber attacks against US and eliied govemment .

— Participant "achrafe” pm?oud forming an operations unit within the
islamic Hacker Aamy (Jaish al-Hacker aHsfami)
Al-Ekhlaas web forum posting on Sep 11, 2008
— Proposals ta counter *Crusader madia campalgnin lraq”
= One propasal s fara groucf of young hackers 1o disable websites that
attack Istam, jihad, ete, including www.naterroc info
Statements abaut inflicting economic damage
— Numerous posiings about using cyber attseks 1o achlave this

+ Types of Attacks
- Webslite defacement
* More of a nulsance than threat

- Deniai of service
« Easlast to do . .
» Can cause savere disruptions, but only
tamporarily

~ Intrusion
« Provides access te data

bo
b7
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+ Types of Activities
- E-mail cracking
* Usod to vet recruits
* Used to gather inteil on enemies
-~ EsJihad tutorials
* Manuals (fairly basie)
¢ Glasses ’
- Offerings of e-attack software and
Vulnerabilities
_ ~ Software piracy and Internet financial fraud

* Flood a server with network traffic (usually
malformed data packets), denying valid users \
access to the services of the computer.

Depanumeistof . » Aftack Methods: ICMP, UDP, SYN Fioods, and

justico

Smurf.

-September 2000

~ DDoS -Denial of Service on steroids. An
attacker (Bot Herder) controls an army of slave -Isracli hackers (reporiedly teens) 00§

. '3 » d Hezbolk; d ites i
computers, called *agents® or “bots”, to perform altacked Hezbolizh and Hamas sites in

) R > Lebanon
a coordinated denial of service attack. Wizel.com
+ Atftack tools are freely avaiiable on the Intemet: FloodNat attack
Trinoo, TFN, Stacheldraht, and TFN2K are Pro-Palestinian hackers attacked Wizeh

examples. and Israell e-business sites
: -Horizontal Escalation
-Spiited over borders

4
-Continued through approx April 2002 /r) ( ‘
'gh app p o )ﬂl“lﬁllll n':!hl'@

/ i)
Q2 Walstonn L G O Ppde OY.
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. -Computer network damage

e " T "Ff—f'r—wjxa'ﬂ ,"r
D) CoTmuHItm g
S POURRREY. * S -5 1% m P R R m——
Intruders gain access by various methods such
as using exploits for a particular computer

system or exploiting a weak account password.
(Goai is to gain root or admxnlstrator privileges)
Results

-Theft and/or destruction of sensitive data

-Control of computer for other uses (BOT
networks, DDoS attack) .

-Set up a Jihadi FTP Site

Al Qaeda holds server hostage
ANkansas gevernment 1Ko forcibly comverted
By Kk £yl Wesimeadoy 14 00y 04,0762

. \(I

ng?wmm MN" &
Dvoerment FTP stover|

il
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Performance P4 Server
Orerpourexpriation
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4. Collecting the data. A typical
wireless access point st Comanche Peak.
So far, Azima hes installed monitoring
devices on more than 50 pisces of crtical
squipmont within Unit' 2, Courtesy: TXU

Event: January 28, 2009, Texas

foad signs compromised. Event: August 21, 2008, disgruntiad

traffic enginear hacked info the city's traffic

Impect: Motorists distracted and conirol computer,

previded false Information.

mpact: Shut down traffic signals at four

Spacifics: Some commercial critical polk siny N
road signs can be aasily altered m::m?dmx_mu road network, cansing Recovery time;

becausa their Instrument panals . = Fourdays unil retum lo normal

are frequenty aft unlocked and Specifics: Thought lo have bean partof a operations

their default passwords are not pay-bargaining procedure betwean

chsnged. "Programmingis as : emptoyars and the Engineers and

simplo as scrolling down the Architacts Assoclation,

ith fmanufacturers:lo, menu selection,” a biog reports.
fentify,andpfctect password “Type whatever you want o : .
00/ 9.59,!?&05,9!"?'[9_5 display ... In ail likefihood, the
crew will not have changed jthe
password].” .

Event: January 2008, a Polish
teenegar modifies a TV remote and
hacks Lodz Tram system.

Event: October 2006, foreign hackar
penetrated sacunity et a water filtering
plant.

Impact: The intrudar planted malicious

software thal was capable of affecting
the plant's water lrea‘ment eperations.

Impact: t2 psople injured, 4
darailments,

Spacifice: The 14-year-old modified
a TV remote control so that it could
be usad to change track points. Local
pelice sald the yeungsier trospassed
in tram depols to gather informetion
needed lo build ths device. The
taenager teld pelice thet he modiiad
frack setling for 8 prank,

Spacitics: The infaction occurrod
through the Intemet and did not seem te
be an attack that directly targsted the
contro system,

iy 4
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Event: August 2003, Slammer worm

Event: March 2000, more than infects plant.

750,000 galions of untreated sewage impact: Complete shutdown of digital
intentionally released into parks, civers, portion of Safety Paramatar Display
and holel greunds. . System (SPDS) and Plant Procesa
Impact: Loss of marne fife, public Computer (PPC).

haalth jecpardized, $200,000 in Specirics: Wormstartad at

cleanup and meniioring costs, .} contracters site.

Specifics: SCADA system had 300
nodes (142 pumping stalians)
goveming sewage end drinking water,

Malware implicated in fatal
Spanair plane crash

EDoptor A 51T 201 W1 91 Bofit A sveTs sof

Evant: Aug. 2008, Viruses intended to
steal passwords and send themto &
remote server infected laplops in the
intemaltional Space Statien (agaln),

Z Spanalr oory
¢ =S fo i irat wan e

TSRO0

Impact: Created a "nuisance” to non-~
critical space station laptops.

s e i b, £

Specifics: The virus did make it onte bio v S g S mntin
maore than one laptop — suggesting that oy oot
il spread via soma sorl of intranet on

ety e s d b

onnac
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v
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-

Evolution of existing terrorist groups

- Tech-savvy members cr new recruits develop cybsr capabilty,
or

— Group hires hackers to conduct ettecks

Emergence of new terrorist groups

- New group has interest in cyberteror — develops skills or hires

hackers

Individuals or groups with hacking skills

~ QOperato independently

- May afign with terrarist and
— May have insider help

b7E
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Operational Matters Through FBI Legat - Canberra

necisco

\ 15 March 2084
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