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Terrorist Exploitation of the Internet 
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Websites 
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Recruitment & Training 
• Lengthy rationales from 

religious leaders on why 
jihad not just allowed, but 
necessary 

• "Come jots the jihad" 
• Interviews with jihadl In the 

field, battle accounts 
• Poetry glorifying acts, 

leaders and rationale 
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Yahoo Groups 
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Cyber Terrorism 
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U.S. warns financial firms of al Qaeda threat 
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Terrorism 
> Terrorism is carried out by disrupting 

activities, undermining confidence, and 
creating fear. 

> In the future, cyberterrorism may become 
a viable option to traditional physical acts 
of violence due to: 
— Perceived anonymity 
— Diverse targets 
— Low risk of detection 
— Low risk of personnel injury 
— Low investment 
— Operate from nearly any location 
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Cost of 
Capability 

Availability of Capability 

Cost & Means of Attack 
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Cyberterrorism 
a Types of Attacks 

- Website defacement 
More of a nuisance than threat 

- Denial of service 
▪ Easiest to do 

o Can cause severe disruptions, but only 
temporarily 

— Intrusion 
o Provides access to data 

b7E 

Cyberterrorism 
a Types of Activities 

- E-mail cracking 
o Used to vet recruits 
n Used to gather Well on enemies 

- E-jihad tutorials 
n Manuals (fairly basic) 
le masses 

- Offerings of e-attack software and 
Vulnerabilities 

- Software piracy and Internet 
financial fraud 

Denial of Service (DoS) 

12 Flood a server with network traffic (usually 
malformed data packets), denying valid,  
users access to the services of the 
computer. 

is Attack Methods: ICMP, UDP, SYN Floods, 
and Smurf. 
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Palestinian-Israeli Cyber Wars 

-September 2000 

-Israeli hackers (reportedly teens) 
DoS attacked Hezbollah and 
Names sites in Lebanon 

-Wizel.com 

-FloodNet attack 

-Pro-Palestinian hackers attacked 
VVizel and Israeli e-business sites 

-Horizontal Escalation ' 

-Spilled over borders 

-Continued through approx April 
2002 
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Distributed Denial of Service 

Ea DDoS —Denial of Service on steroids. An 
attacker (Bot Herder) controls an army of 
slave computers, called "agents" or "bots", 
to perform a coordinated denial of service 
attack. 

Attack tools are freely available on the 
Internet: Trinoo, TFN, Stacheldraht, and 
TFN2K are examples. 

Computer Intrusions 

a Intruders gain access by various methods such 
as using exploits for a particular computer 
system or exploiting a weak account password. 
(Goal Is to gain root or administrator privileges) 

a Results 
-Theft and/or destruction of sensitive data 
-Computer network damage 
-Control of computer for other uses (BOT 
networks, DDoS attack) 
-Set up a Jihadi FTP Site 
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4. Collecting the data. A typical • 
wireless access point at Comanche Peak. 
So far. Azime hes installed monitoring 
devices an more than 50 pieces of critical 
equipment within Unit 2. Courtesy: 7,21 
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Worm infects Nuclear Power Plant 

0 Ohio's Davis-Besse 
Nuclear Power Plant 
0 January 2003 
0 Slammer worm 
0 Disabled safety ret  

monitoring system for 
five hours but there was 
a redundant system 
0 Entered through 
contractor network 
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• Cyber Counter Espionage 

YOU CAN CLICK 
BUT YOU 

CAN'T HIDE 
Unauthorized downioadIng inappropriate for all ages 
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