
U.S. Department of Justice 

Federal Bureau of Investigation 

Washington, D.C. 20535 

December 22, 2010 

MS. DARCY M. GODDARD 
ACLU OF UTAH 
355 NORTH 300 WEST 
SALT LAKE CITY, UT 84103 

FOIPA Request No.: 1151905- 000 
Subject: ACLU/DIOL INFORMATION 

Dear Ms. Goddard: 

The enclosed documents were reviewed under the Freedom of Information/Privacy Acts (FOIPA), Title 5, 
United States Code, Section 5521552a. Deletions have been made to protect information which is exempt from 
disclosure, with the appropriate exemptions noted on the page next to the excision. In addition, a deleted page 
information sheet was inserted in the file to indicate where pages were withheld entirely, 	The exemptions used to 
withhold information are marked below and explained on the enclosed Form OPCA-16a: 

Section 552 	 Section 552a 

o(b)(1) ❑(b)(7)(A) 0(d)(5) 

(b)(2) ❑(b)(7)(B) D(j)(2) 

0(b)(3) n(b)(7)(C) ❑(k)(1) 

o(b)(7)(D) 0 (k) (2) 

0(b)(7)(E) ❑(k)(3) 

❑(b)(7)(F) o(k)(4) 

❑(b)(4) ❑(b)(8) (k)(5) 

0 (b)(5) 0(b)(9) ❑(k)(6) 

3(b)(6) ❑(k)(7) 

298 pages were reviewed and 298 pages are being released. 

❑ Document(s) were located which originated with, or contained information concerning other 
Government agency(ies) jOGAj. This information has been: 

❑ referred to the OGA for review and direct response to you. 

Q referred to the OGA for consultation. The FBI will correspond with you regarding this 
information when the consultation is finished. 

0 You have the right.to appeal any denials in this release. Appeals should be directed in writing to the 
Director, Office of Information Policy, U.S. Department of Justice,1425 New York Ave., NW, 
Suite 11050, Washington, D.C. 20530-0001. Your appeal must be received by 01P within sixty (60) 
days from the date of this letter in order to be considered timely. The envelope and the letter should be 
clearly marked "Freedom of Information Appeal," Please cite the FOIPA Number assigned to your 
request so that it may be easily identified. 

❑ The enclosed material is from the main investigative file(s) in which the subject(s) of your request 
was the focus of the investigation. Our search located additional references, in files relating to other 
individuals, or matters, which may or may not be about your subject(s). Our experience has shown, 
when ident, references usually contain information similar to the information processed in the main 
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Dear Ms. Goddard; 

f) .S. Depllrtment or Justice 

Federal Bureau of Investigl1llon 

WashinglOn, D,C. 20'535 

December 22, 2010 

FOIPARequest No.: 115'1905- 000 
.subject: ACLLJIDIOG INFORMATJON 

The enclosed documents were reviewed' under the Freedom of Informatioh/Prlvacy Acts (FOIPA) Tille 5, 
United States Code, Section 552/5528_ Deletions have been made to protect Int'ormation whtch rs e)(empt from 
disclosure, with the appropriate exemptions nt'lted on the page ne:xt 10 the excrsion, In addition , a d'eleted page 
information sheet was inserted tn the file to indic'lte where pages were withheld entirely The exemptions used to 
Withhold nformation are marked below and explained on t e enclosed Form OPCA-1 6a 

Seetion 552 Section 552a 

CJ (b)(1 ) O(b)(7)(A) D(d)(5) 

.® (b)(2) D(b)(7)(8) 0 0)(2) 

Cl (b)(3) ~(b)(7)(C) D(I<)(1) 

CJ(b)(7)(D) 0(k)(2) 

t31(b)(7)(E) 0(k)(3) 

D(b)(7)(F) 0(k)(4) 

0(b)(4) C1 (b)(S) tJ (k)(5) 

D(b)(5) D(b)(9) 0(k)(6) 

~(b)(6) 0(k)(7) 

295 pages Were reviewed and 298 pages are being released. 

o Document(s) were tocated which originated with , or contained Informalion concerning other 
GOI/ernmen! agen.cy(ies) [OGA), This information has been: 

o referred to the OGA for review and direct response to YOll. 

o referred to tile OGA for consultation. The fBI Will correspond with you regarding this 
information when the consLJltation Is fin.ished , 

l!2 You have the rlght'lo appeal any denials n this re lease, Appeals should be directed In writing 10 the 
Director, Office of Information Policy, U.S. Departrnent ot Juslice, 1425 New York Ave., NW, 
Suite 11050, Washington, D,C, 20530·0001 , Your appeal must be received by OlP Within sixty (60) 
days from the date of this letter tn order to be considered timely, The envelope and the letteF should be 
clearly marked "Freedom of Information Appeal " Please cite the FOIPA Number assigned 10 your 
request so that il may be easily Identified. 

Cl The enclosed material is from the main investl.sstive nle(s) In Which Ihe subjecl(s) of your request 
was the focus of the investigation, Our search localed additional reterences, in fi les relallng 10 other 
Individuals, or matlers, wh ich mayor may not be about your sullject(s). Our experience has shawn , 
when Ident, references Llsually contain Information similar to the tnformation processed In the main 



file(s). Because of our significant backlog, we have given priority to processing only the main 
investigative file(s). If you want the references, you must submit a separate request for them in writing, 
and they will be reviewed at a later date, as time and resources permit. 

E See additional information which follows. 

Sincerely yours, 

David M. Hardy 
Section Chief 
Record/Information 

Dissemination Section 
Records Management Division 

Enclosure(s) 

The enclosed documents represent the first interim release of information responsive to your Freedom 
of Information Act (FOIA) request. 

Your request for a fee waiver remains under consideration. A decision will be made once all 
responsive material has been received and reviewed. 
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Enclosure(s) 

file(s), Because of our significant backlog, we have given priority to processing only the main 
investigative file(s} It you wanl Ihe refe rences, you must submit a separate request for them in writing, 
and they will be reviewed at a IClter date, as lime and resources permit. 

e See additional Information wt)lch follows 

Smcerely yours, 

David M. Hardy 
Section Chief 
Recordltnformatlon 

Dissemination Section 
Records Management Division 

The enclosed documents represent the first interim release of information reSPOnsiVe to your Freedom 
of Information Acl (FOIA) request. 

YOLlr request for a fee waiver remains under consideration , A decision Will be made once all 
responsive malerial has been received and reViewed, 



EXPLANATION OF EXEMPTIONS 

SUBSECTIONS OF TITLE 5., UNITED STATES CODE, SECTION 552 

(h)(I) 	(A) specifically authorized under criteria established by an Executive order to be kept secret in the interest of national defense or foreign 
policy and (B) are in fact properly classified to such Executive order; 

(b)(2) 	related solely to the internal personnel rules and practices of an agency; 

(b)(3) 	specifically exempted from disclosure by statute (other than section 552b of this title), provided that such statute(A) requires that the 
matters be withheld from the public in such a manner as to leave no discretion on issue, or (B) establishes particular criteria for 
withholding or refers to particular types of matters to be withheld; 

MO) 	trade secrets and commercial or financial information obtained from a person and privileged or confidential; 

(b)(5) 	inter-agency or intra-agency memorandums or letters which would not be available by law to a party other than an agency in litigation 
with the agency; 

(h)(6) 	personnel and medical files and similar files the disclosure of which would constitute a clearly unwarranted invasion of personal privacy; 

(h)(7) records or information compiled for law enforcement purposes, but only to the extent that the production of such law enforcement 
records or information ( A ) could be reasonably be expected to interfere with enforcement proceedings, ( B ) would deprive a person 
of a right to a fair trial or an impartial adjudication, ( C ) could be reasonably expected to constitute an unwarranted invasion of personal 
privacy. ( D) could reasonably be expected to disclose the identity of confidential source, including a State, local, or foreign agency or 
authority or any private institution which furnished information on a confidential basis, and, in the case of record or information compiled 
by a criminal law enforcement authority in the course of a criminal investigation, or by an agency conducting a lawful national security 
intelligence investigation, information furnished by a confidential source, ( E ) would disclose techniques and procedures for law 
enforcement investigations or prosecutions, or would disclose guidelines for law enforcement investigations or prosecutions if such 
disclosure could reasonably be expected to risk circumvention of the law, or (F) could reasonably be expected to endanger the life or 
physical safety of any individual; 

(b)(8) 	contained in or related to examination, operating, or condition reports prepared by, on behalf of, or for the use of an agency responsible for 
the regulation or supervision of financial institutions; or 

(b)(9) 	geological and geophysical information and data, including maps, concerning wells, 

SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552a 

(d)(5) 	information compiled in reasonable anticipation of a civil action proceeding; 

0)(2) 	material reporting investigative efforts pertaining to the enforcement of criminal law including efforts to prevent, control, or reduce 
crime or apprehend criminals; 

(k)(1) 	information which is currently and properly classified pursuant to an Executive order in the interest of the national defense or foreign 
policy, for example, information involving intelligence sources or methods; 

k)(2) 	investigatory material compiled for law enforcement purposes, other than criminal, which did not result in loss of a right, benefit or 
privilege under Federal programs, or which would identify a source who furnished information pursuant to a promise that his/her identity 
would he held in confidence; 

ik)(3) 	material maintained in connection with providing protective services to the President of the United States or any other individual pursuant 
to the authority of Title 18. United States Code, Section 3056; 

(k)(4) 	required by statute to be maintained and used solely as statistical records; 

(k)(5) 	investigatory material compiled solely for the purpose of determining suitability, eligibility, or qualifications for Federal civilian 
employment or for access to classified information, the disclosure of which would reveal the identity of the person who furnished 
information pursuant to a promise that his/her identity would be held in confidence; 

(k)(6) 	testing or examination material used to determine individual qualifications for appointment or promotion in Federal Government service the 
release of which would compromise the testing or examination process; 

(k)(7) 	material used to determine potential for promotion in the armed services, the disclosure of which would reveal the identity of the person 
who furnished the material pursuant to a promise that his/her identity would be held in confidence, 

FBI/Dal 
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EXPLA ATJON OF' EXEMPTIO S 

SUBSECTIONS OF TITLE S, t lNrTEll 'TATES CODE, SECTlON 5S2 

(b)( I) (Al sneciffcally aU ll'i ()n7.ed Linder 'ri t~rla cstnblishcd by an E. eculive order 10 hll kept Sllcret in the Interest of n3tion~ 1 defense or fOfl:ign 
pnlic)' und (Blare In fOCI properly cl~ssiJi;;:d Lo suCh Executivt! urricTi 

(b)(2) r~lated ~olel>, 10 (h I; Internal personnel rules nnd ptartke of an agel\cy ; 

i'h)(3) ~rec ifi cally c)\cmpted from disclosllrt by statul~ (olh~r rhun sct't ion 552b Of lhi~ \i tle), prov ided Ihnl sucli .shltute(A) requires Ihurthc 
rnall~r b \ ilhllCld frum Iht: public in such 8 man ner as .0 leave no discretion on J SSU~, Of (B) eslublishes panJcular criteria for 
lI',ith holdlng or rel~rs (0 particular types of rna llers [0 be w Ihheld; 

t~)(-I) \l'ild.: s\!cr~ts nnd. COl1lml;rc i ~\ 1 or lInancinl in formatio n obtai nee rrom a perSOI\ IUld prl ilegcd Or cUll lidcntial i 

I b)( 5) flllcr-agency or intr I-agency menlOrflnuum or lett rs which would not be availllbl.e b~ Inw tu fi party other 1111111 an agency in litigation 
with tl)e a&crlcy: 

Il')(6 ) ~ rsonnt:1 anti medical files and simi lar fiks the disclosure of'wh eli would conslil ute a okarly unW:lrran ((~d in vriSlOrl of' pt:rsonBI privacy; 

(b)(7) records or informalton compiled ror I"IV enforcement purpos~s , hut I,mly to thc c;<teJl1 1hal th e prod uction or such laW enforcemenl 
reeo ds or i nforn'l~lion ( ,A, ) could be rCa! onllbly be e, nected to intc rrure with enforcement proceedings, (B) would deprive ~ p~rson 
o ' j] right to n fair trial oran impartiul I!ujudleation, (C) cou ld be rell.5onobly expected to constitut~ an unwarran ted inv asion of pcrsonltl 
privacy., ( D ) cnul d r~ tl 'onnbly 'be I:l(pl:ctud to disclosc .. thc Idl'nti ty or confidcn1iaJ source. includ ing eState, 10CIlI , or foreign ag.enc ' Or 
atllhor I), or Dny private insti tu tion whIch Furn ished infonnni ion on a confidential basiS', ancl, in the cnse of re(;ord or inforrnution complied 
by ~J criln in ;11 I ~IV ~nforccmef\1 author ity in the coUrse. or il crim inal il1 l't!&tigntioll. or by an agency \:ol1ducti ng a law fu l na tional security 
Intdligt'nce investigatit>n, information fumishc I by ~ con fidonti al SOll rct!, ( EO> wllu ld disclose cchn iqut.'S Dnd procedures fo r law 
c;t1forcemcm tnYC tiglltil1ns or proseculiuns. or woufd disc lose guidel ines for law enlOrcerTJI!nl invcsltgations Or prosl!cut iol1s if sucl) 
tl s~ l osurc could reasonab ly be e pected III risk circtln1wmioll or the lalV, or ( F) could tell onll bly be expected (0 cndang(;)' thl: lir~ or 

physiclIJ sar.:ty or any individvo\: 

(h)( S) CCll111Hned in or relaleu t() eXRm inaljon, operllting, or condilion reports prepared by, un behiM ot', or for the USe 0)' /In agency re~ponslble ror 
the regulation or superVision or rinanciul inslil IliOn; ()r 

(b)(IJ) geul()gi cal alld r,eophyslcal information and dutil., incllJ~ing mnps, concernIng veil s. 

SU BSECTIONS OF TITLE: 5, UNITED STATES CODE, SECTION SS2a 

tI)(5) inj'ormll tio'(l compiled in reasllJ}il'b le enlici patiofJ M ~ civil ;;ctiol1 j:>rocl!edltlg; 

1,1 )( 2) motl!rinl reponing inv,:sIigll livc efl'orts pt!l1i1ining to the enrorcem ~nt or criminal 14w i"cltldlng ' Cforts to prcl'lenll conuol. 01 reduc 
cri l1le Or apprehellli criminals; 

I ~)( I) informalion Wh ich is I.!ur,ently an\1 prop rly classltied pursullnt Iu lin Executive or'der in the in terest orth~ nll ti.onal de/bn 'C (If foreign 
pol icy, for l:x;unp l~, inr~ll'mnt lon Im'(Jlv Jng intelligence sOllrces or methodSi 

\ ~)(2) in eSiigatory mmeriol compi led fOr IllW cnfol'cel1tent purpo..~es , other lhnn criminlli. which did 1101 res\11I in loss or a righi, benefit 01' 

rll'ivilege undcr Fedcml programs. or whIc h would it! 'nti( a SOurce who f\l rrlished informali on pursLJ un t II) a promise ,ll'IlI t his/hcridenti ty 
Ivou !d n~ Icld In confidence ; 

11\)(3) ITlfJ lCriill maintaineci in (;onnection \ 'Ih prOVid ing prot ecti l'c services to the Pres ident of' (he United States or any other indivluulIl pursuant 
to Ihe uUlhority of Til C 18. UntIed Stat~ s C()d\:, Section 3056; 

1.. )( ~) mllliTed by statu]c 10 be maintained untl \l~ed sok ly as statistic;)1 records; 

t,I\)( 5) in ves ti ga tory material com piled solely rClr thc p Irpose ur dcte{rnit1ing suitabi li ty, eligibil ity, or quullfications for Jtcdel1ll iy Ian 
employment Or for a(;I:~SS to classiti etl information, the dlsc losll re of which would revea l the Identity ()r\h~ perSO n who t'umJshtlu 
InfIrmation pursunnl to II promi!le thtll hislhcr identi ty would be held in confidence! 

11.)(6) testJng or ~.~aminatiOI1 matenal used t(.) determine IndiVidual qua lification' fM appoi ntmenl or promotion In Federal Govommenl servIce t h ~ 
rc len -c ot' whlch WI)uld cornpromh the test ing or eX\lrllinQlIon processi 

Ik)(7) mll. \e rla l used to determine potential tor promot ion in the at'm~d services, Ihe disclosure ufw hich wou ld reven l (h' i entity o1'lho person 
who t'urnish..:d t.h~ mSl.:rial pursuunllO Q promise Ihfit his/her idelility wo Id be hel el ;n conlidcnce. 

rflllDOJ 
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