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JOINT TERRORISM , Introduction To The
TASK FORCE (JTTF) FBI .
ORIENTATION ' .

Bureau Operations

(U) The FBI Is America’s iead terrorism federal Invcstigative/law enforcement agency. It conducts many
and varied investigations that are derived primarily through Congressional Legislation or authcrization.
The Bureau also assists state and local entities when help is’ requested

U) Terrorism investigations]

. The investigation can be opened as a result of a complaint or other lnformatlon The TFO may
Ito investigate or collect b7E

Iinformation relati sification for Terrorist

Investigation) are
|:f The SSA can authorize] ] The SAC can authorize] Jafter that
- FBIHQ has to authoriz .

s
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- JOINT TERRORISM , Introduction To The

TASK FORCE (JTTF) FBI
ORIENTATION ' |

Bureau Operations (Con't) .

(U)!S'GY . : | Domestic Investigations and Operations Guide
(D1 predicate the type of Investigative techniques authorized| | Eveiy” :

investigation has its own case identification (ID) number. The first part of the case ID is a humeric b7E
classification and an alphabetic sub-classification. This numeric classification code stands for a distinct

type of investigation. Common case classifications involved with JTTFs are 266 (Domestic Terrorism) and

415 (International Terrorism). Examples are 266H = Anarchist Extremist and 41 Each case

ID also has a two-letter Fleld office designation. For example: NY Indicates the New York Field Office or

Division. Finally, a case ID has a unlque computer generated number. Example: 123456.

(U) An Internationai Te;-rorism investigation orlginéting out of the New York Office with anlznexus )
"would look like: 415 }NY-123456. Field Offices have pocket size, hard copies of this FBI Investigative b7E
Classifications for investlgators and staff. The updates to the hard copy are made on a yearly basis. )

_ QUIT :: PREVIOUS :: NEXT
PAGE: 14 OF 17
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JOINT TERRORISM Introduction To The
TASK FORCE (JTTF) FBI
ORIENTATION

Burcau Operations (Con't)

(V) Investigations within the Bureau are commonly referrad to &s'cases. JTTF cases are opened to
investigate or collect information relating to threats to National Security. Opening of a case usually
involves a communication, most often the Bureau‘s standardized Electronic Communication (EC). This gives
information regarding the predicating offense, information regarding subjects of the case, and other
administrative information. The case agent drafts this communication and receives the appropriate
approvals. An FBI support empioyee opens the case in the Bureau’s Automated Case Support (ACS)
computerlzed case management system, and assigns a case number.

(U) There are several other terms regarding a case that need to be explained:

» Pending
+ Pending Inactive
¢ Closed

QUIT :: PREVIOUS :: NEXT
PAGE: 15 OF 17
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JOINT TERRORISM ' ' Introduction To The
TASK FORCE (JTTF) FBI
ORIENTATION

Bureau Operatiohs ({Con't)

(U) Pending indicates that the case is open and being worked by tiic FBI. There are occasions when a case
is pending, but no investigation or other activity on the case is expected to occur for an extended pericd of
time. These investigations may be placed in Pending Inactive (PI) status by the SSA.

(U) A case is closed upon successful resolution of the investigation, prosecution, or exhausting of all
investigative avenues. Closing of the case is documented on an EC.:

: - QUIT ¥ PREVIOUS :: NEXT
PAGE: 16 OF 17
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JOINT TERRORISM Introduction To The

TASK FORCE (JTTF) o FBI
ORIENTATION

Module Review
(U) FBI Priorities:

e List of ten priorities of the Bureau — with the number one being preventing a terrorist attack on the
United States. -

(U) The FBI has a long and extensive history of fighting crime and the new emphasis on the ten priorities.

v) The FBI is divided into Headquarters and Field Divisions:

» There are many Headquarters divisions and entities and 56 Field Offices
+ Foreign FBI Offices are known as Legats.

U) Bureau investigations are know; Jd . ] bIE
A case can alsol | ’ .

(U) The FBI has its own language demonstrated by the use of abbreviations and case clésslﬂcations_.

) PREVIOUS :: FINISH MO_DULE
PAGE: 17 OF 17 :
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ON 10-14-2011

SEeRRY/fnoToR—
JOINT TERRORISM ‘ FBI Written
'TASK FORCE (JTTF) - Communications And

ORIENTATION . Administrative Details

Overview Of Instructional Goal And Objectives

(U) Goal: The goal of this module is to introduce the new task force member to the types of written
communications, and administrative policies and pro;edurs emploved by the FBI in the fight against
domestic and international terrorism.

(U) Objectives: '

1. Read and review the types of written communications used within the FBI.
2. Gain a basic understanding of the FBI's administrative policies and procedures.

. : EXIT MODULE :: NEXT
PAGE: 1 OF 14
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JOINT TERRORISM : FBI Written
- TASK FORCE (JTTF) : Communications And

ORIENTATION | Ad ministratiye Details

Operational And' Investigative Writing
(U) Electronic Communication

(U) The Electronic Communication (EC) is the Bureau’s standardized internal communication for
investigative tasking (leads) and disseminating information. ECs are how JTTF agents and Field Offices
receive and send important case information. An EC must be written when an investigation is opened. An

EC is a macro (an automated template) that can be accessed from the Corel WordPerfect software
application icon found on the computer desktop.

Importance of Setting Leads
Drafting an EC
Appravals
Uploading an EC
FD-302

o Example
Drafting an FD-302
e Approval .
+ Procedure for Indexing ACS

QUIT :: PREVIOUS :: NEXT |
PAGE: 2 OF 14
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Operational  other Fleld Offices or FBI HQ Divisions
P can assist with the investigation of the
(W) Electronic ¢ case or track outgoing communications
from your office.

(V) The Electro. Td internal communication for
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Operational:
{U) Electronlc ¢

(V) The Electro,
fnvestigative tas
receive and sen
Is a macro (an ¢
- icon found on t-

Drafting an EC - 7 o, : X .
Information on how to draft an EC.can : o
be found in the :

sz internal communication for :
e how JTTF agents and Fleld Offices”

n when an Investigation Is opened. An EC

Corel WordPerfect software appiication

+ Importang
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b7E
. TASK FORCE, (3
"ORIENT,
Approvals . 7
T emation oot ik ehects th
0 i . Information prompt that re e
peratlgnal official Bureau name(s) of Individual(s)

{10 Electronic ¢ responslbfle for approving the Ect.t“nt\ere

(U) The Electro g{,_en'gfé;g,'y'_""'m"e approvals that may jd Internal communication for

Investigative tag e how JTTF agents and Fleld Offices

recelve and seri n when an Investigatlon ls opened. An.EC

Is a macro (an @ Corel WordPerfect software application |

icon found on t ’ !
b6
b7C-
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b7E

EA'JTFF CBT - Windows Internet Explorer
' @\d' R ™

Fo E@ Vew Fovokes Toos Ho o Hep ] R
Lo Favarkes | 03 2i ot itranet

X: lpL'q-.:‘. EP'_";

R P . . . . »
{45 P coT P - 6 A d&p - Papr Sofyv Todsv P
Uploading an €C ro"’ ‘
; - - - -
A sppreved 005 must B2 uplooded tnto the oot mansgement oppication | Automated Caco Syztom (ACS). The

?UCSI;las 3 components: lnvestlgatlve Case Management (ICM), Electronic Case File (ECF), and Universai Index
NT). .

«» ECF is the Electronic Case Flle. It serves as the central electronlc repository for the FBI's official
Investigative textual and non-textual documents.

» ICM Is the Investigative Case Management function. The ICM Includes: opening, assigning, and closing of
administrative and Investigative cases; setting, asslgning, and covering of leads; setting record checks; and
setting,.completing, and tracking of ticklers.

« UNI Is the Universal Index Application that serves as the FBI's General Index reposltory of records
" processing functions for the FBI's Investigative and admlnlsh'atlve cases.

ECs are uploaded elther through FBINET or through the Web-based Automated Case Support (WACS) application
found on the FBI Intranet.
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{2 STFE CBT - Windows Internet Explorer
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*  The FD-302 is a form used to record the
Operational  results of any Investigative actlvity that
. - may result in testimony being given. The
(u) Electronlc € pyrpose of the FD-302 Is to provide an
accurate and complete record of ail

(V) The Electra: vid »d fnternal communication for
investigative tat ﬁwegg;eatcll:x'eloped during an e how JTTF agents and Field Offices
_ recelve and sen n when an Investigation Is opened. An EC
isa macro (anz - ' ' Corel WordPerfect software application
Icon found on t . .
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dows Internet Explorer

Fla Ed Vew Fovorles Tooks Heb

 TASK FORCE(JTY
< QRIENTATIONj
_E:famnle o |
: The FD-302 can be used to document .
0perati°na| the resuits of the followlng

Investigative activity:
() Electronic ¢ -
(V) The Electro; g,ll\:gnggceptlngvor providing . internal communlcation fof
Investigative ta: » Interviews : e how JTTF agents and Field Offices ’
receive and sen « Surveillance results n when an Investigation is opened. An EC !
Is a macro (anz Corel WordPerfect software application

» Subpoena results
Icon found on Y. Trash cover results

« Importang ~ * Amests
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FD-302 (Rev. 10-6-95) DATE 10-14-2011 BY 65179 DMH/ stp/ lsg

vl-
FEDERAL BUREAU OF INVESTIGATION

Date of transcription  _06/02/2006

: JCHM P, SMITH, white male, bocrn: January 1, 1975, S8AN:

© 123-45-6789, 123 First Street, Anytown, N.C. 54321, (704) 987-6543,
-was advised of the identity of the investigating agent and the
purpose of the interview. He provided the following information:

XXXXXXXXXXXXXXXXXXXXXXXXXXX}Q{XXXXXXXXXXXXXXXXXXXXXXXXXXXX
D:6:0:0:0.0:00:0.85°0.:0:0:0 0:0.:0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0 0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.6.0.0.0.0.6.0.6:0.0:¢
.9.0.0.0.9.9.0.9.9.0.9.0.0.0.0.0.6.8:0.0.0.00.0.0.0.0.0:0:0.0.4:0.0:0.0.0.0.0.8:9.0.0.¢.0.0.0.0.9.0.9.0.9.0.0.8.0.0.0.0.0.0.0.9.0.9.4
XXXX., - ' .

Investigation on 06/01/2006 at Anytown, N.C.

. File# 266H-CE-123456 ' : Date dictated -

by 'SA JANE C. DOE

This document contains neither recommendations nor concluslons of the FBL lt is the property of the FBI and is Joaned to your agency;
it and its contents are not to be distributed outside your agency.
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Orafting an FD-302

"One FD-302 Is written for each

Operational ' Investigative action.

(W) Efectronic ¢ Theﬂl;e'shguld l;e no mo;ﬁ tl:jar; flv?
working days between the date o

(U) The Electro;  optajning the information and the date

Investigative tai -
recelve and sent the FD-302 Is wiitten.

is a macro (an z
icon found on t

2d Internal communication for
e how JTTF agents and Fleld Offices
n when an Investigaltion Is opened. An EC

Information on how to prepare an FD- Corel WordPerfect software application_

302 can be found on the FBI Intranet at:
htto://home fhinet. fbl/forms/fd302

+ Importang ; ‘ .
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_ : b7E
ﬁHumc FD-302 - Windmws Internet Explorcr
: \,, !p‘__ [ -,, 1.:.0.fbinet SHEF. 5-: H:z':.t., :4:'_‘,_ e _ — )
FleEleingavwhsTodsH# :___' - e e o
o Favoes | 3 @, Foltnbranct _ .
‘femm‘— ’ : ‘ ) B+ D oo raer seye T e
203 . : v w8 E’GIC
#4 207 . PR Y T N ‘
e
! \'.ayﬂst Content | Background . ) Help
: g } The purpose of the FD-302 is to report i on that may b the FD-302 User's Guide
, Usts i subject of testimony.
| Discuxsions i ED-302 FAQs
! snes :
\Feopieand Growes_ 1 | . Form. inks Submit Feedback
' Word Perfect version 12 has been deployed to all NGW LPO Contact
{ machines, and includes the original macros used prior to the Information .
| NGW conversion. These macros should be utilized to create bl si ;
! new FD-302s for the time being. These macros wili be "_3"0 ,?“;5 u ngit?n o
replaced over the coming months. Once we are certain that orm? Start with Our
we have new versions of these forms that are acceptable Iroubleshooting Guide.
for use in Lthe field, Word Perfect will be removed from all -
users' desktops, Thank you for your paticnce during this
transition penod.
If you have created an FD-302 in InfoPath dunng the penod
when it was the only available option under NGW, the
resources to the right are still available for support.
o = T g mm—y."f "

(2eon TN e, | .. | @ | Broe. [ Doy | 65 T Te Dt
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b7E

Operational.
() Electronic ¢

(u) The Electro,
investigative tag
recelve and sen
is a macro (an @
icon found on t

Approval |

" A Task Force Officer's Supervisory
Speclal Agent on the JTTF approves the
FD-3

=d Internal communication for

e how JTTF agents and Fleld Offices

n when an Investigation Is opened. An EC
Corel WordPerfect software application
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TASK FORCE, (31T
- 'ORIENTATION

Procedure for Indexing M‘."i_ -
The Indexing Guidelines can be found on

Operaﬂonal' the FBI Intranet at:

{u) Electronic € x - -

(U) The Electro; . 2d internai communication for ‘
raceive and sen * TS document Is malntained by the C When an Incestigation Is opened. An EC
is a macro (an @ Office of the General Counsel. Corel WordPerfect software application
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(Rev. 01-31-2003)

ALL TNFORMATION CONTAINED
HEREIN IS UNCLASSIFIED _
DATE 10-14-2011 BY 65179 DMH/ stp/ ls§

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE . . . Date: 06/12/2009
To: All Divisions

From: Kkecords Management

RPAS/5334
Contact: | |
Approved By: Murphy Timothy P - b6
. Hooton William L ' bIC

Drafted By? B , |

Case ID #: 319W-HQ-A1487624

Title: RECORDS MANAGEMENT MATTERS
UPLOADING AND INDEXING DOCUMENTS

Synopsis: Reiterates current policy regarding the. index1ng of
subjects and references. The current policy will remain in effect
until such time that Sentinel is at full operating capacity with
.automated indexing (anticipated in FY2010).

Details: The Manual of Administrative Operations and Procedures
(MAOP) ,. Part 2, Section 2-3, requires the indexing of subjects and

. references of FBI investigations. This communication reiterates the
MAOP policy for indexing and reinforces the need to upload FBI-
generated documents. _

The purpose of indexing is to record individual names; non-
individual names, such as corporations; and property which are
relevant to FBI investigations so that this information can be
retrieved to support an efficient and effective case management system
for current and future investigations.

Index1ng of subjects and references into the Automated Case
Support (ACS) system's Universal Indices (UNI) application creates a
central repository of file information that can be searched to
identify relevant records. UNI is the only searchable source that
contains information about both paper and electronic records. Full
text queries of the ACS system's Electronic Case File (ECF) only
searches for information that is available electronically.

Properly indexing new records is a critical step in using
and managing FBI information on an enterprise level. Many legacy
- applications still use UNI searches as the basis for identifying
relevant records in support of both internal and extermal
investigations. Failure to properly index new records compromises the

ACLURMO020851 FBI1020642




To: All Divisions From: Records Management
Re: 319W-HQ-A1487624, 06/12/2009

FBI's ability to identify all administrative and case information
connected with an individual or organization. Information missed
‘during a search is often referred to as a false negative result.

To illustrate the importance of a complete records index,
Executive Branch agencies request name searches against UNI as a part -
of their investigations to determine suitability for employment;
trustworthiness for access to classified information by U.S.
government employees, contractors, licensees, grantees, military
personnel and other individuals with an officially determined need for
access; or, in the case of aliens, eligibility to remain in the United
States. Therefore, failure to properly index subjects and references
could produce a false negative search result that is then communicated
to other federal agencies. Internally, false negative results may
compromise investigations, analytical work, and the FBI's Freedom of
Information/Privacy Act operation.

Recipients of this communication are advised to'eonsultvMAOP
Part 2, Section 2-3, for. specific indexing criteria, guidelines and
require I ition, the Indexing Guidelines located at

provide specific guidance on searching and entering data into UNI.

In order to be searchable, retrievable, and shareable
through automated means, the text of FBI-generated documents must be
uploaded into the ECF component of ACS. Computer-generated documents
(WordPerfect, Microsoft Word, Excel, etc.), are capable of being '
uploaded into ACS. Delays in the uploading of documents may impede
the progress of related investigations or delay the FBI's ability to
comply with Executive Orders or statutes governing the use and
reporting of FBI information. In addition, uploaded documents are
readily available to all authorized personnel and eliminates the need.
. for the originating office to prov1de copies or summaries of the
document (s) . Monthly reports summarizing the efforts of each
division, field office, and Legat regardlng uploadlng activity can be

found on the Information Technoloqy Operations Division's (ITOD)
website at 4

Offices are advised that uploading a document into ACS does
not negate the originator's responsibility to index subjects and
references into UNI. While the text of uploaded documents may be
searched, such queries will not identify any paper records relevant to
the search criteria. Indexing and uploading are accompllshed through
the use of ACS or Web-based ACS.

b7TE

The indexing capability in Sentinel will not be avallable
until the end of fiscal year 2010. Therefore, all FBI employees must
continue to adhere to the current indexing policy, criteria,
guidelines, and requirements using ACS or Web-based ACS.

ACLURMO020852 FBI1020643




To: All Divisions From: -"Records Managéement
Re: 319W-HQ-A1487624, 06/12/2009

For records related to Confidential Human Sources,
recipients are directed to the Dlrectorate of Intelligence and the
iugbg;;g at: 1|

1

: |derived irom the u dated Attoriiey
General Guidelines of December 2006 .|

Uploading the text of documents and proper indexing saves .
time, money, and personnel resources, and provides immediate access of
. data to collaborating partners through the information sharing

initiative. RMD appreciates the effort of all offices in ensuring

that the FBI's records are accurately .indexed and uploaded making them
readlly identifiable and available as needed.

b7E
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To: All Divisions From: Records Management
- Re: 319W-HQ-Al1487624, 06/12/2009

LEAD (s

Set Lead 1: (Action)

ALL RECEIVING OFFICES

Advise all employees of the contents of this communication.

+*
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JOINT TERRORISM FBI Written
TASK FORCE (JTTF) Communications And

ORIENTATION Administrative I?etails

Overview Of Instructional Goal And Qbjectives
(U) Inserts '

(U) An Insert is a biank sheet for recording the results of ih\)estigatlve activity that is not testimonial, The

purpose of an Insert is to document an investigation in a manner suitable for being included (inserted) into
a report.

(U)click here to see an example.

: QUIT :: PREVIOUS :: NEXT
" PAGE: 30F 14 . :

file://D:\jttfoV2\module2\m2_020.htm . ‘ 8/8/2011
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LWL:cbl . ) . I'e

The fellowing investigation was condﬁcted,by SA

| : lat Inkster, Michigan:

On February 3, 2004, a review of the DOWNRIVER SHERATON
HOTEL guest registry for December 20, 2003, revealed no
information identifiable with | 1 ,
l Jor [ _ ]. 3 ) ,g sc

On February 6, 2004, a records check at the INKSTER
POLICE DEPARTMENT revealed| | received a traffic
citation for a minor traffic violation in

On February 6, 2004, a records check at thé INKSTER
POLICE DEPARTMENT revealed no information identifiable with| |
» ] or| |8 _

ACLURMO020856 FBI020647
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W
JOINT TERRORISM ' FBI Written
TASK FORCE (JTTF) Communications And

ORIENTATION Administrative Details

Overview Of Instructional Goal And Objectives

b7E
“It is the responsibility of the FBI to share terrorism intelllgencé and it is mandated by the
~ National Security Act of 1947, Executive Order 12333, the USA Patriot Act, the Homeland
Security Act of 2002, and the Attorney General’s Guidelines of FBI National Securlty
Investigauons and Foreign Intelligence Collection.”
b7E
li to see an example
QUIT :: PREVIOQUS i; NEXT
PAGE: 4 OF 14 ' :
—OHEREE/FNOPORN
file://D:\jttfoV2\module2\m2_030.htm | 8/8/2011
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—GRERIT/-ANOFORN

JOINT TERRORISM (F:BI Writt;en ons And
’ . aommunications An
TA?)I;; E(:ql'lrigrg‘:)TJF) " Administrative Details

Overview Of Instructional Goal And Objectives
(U) Letter Head Memo (LHM)

(U) The purpose of LHM is to, notify various departments, including the Department of Justice, Office of
Inteliigence Policy and Review (OIPR) and FBIHQ, of the Intent to open an |ntetl|gence case. An Opening EC
must accompany the initial LHM. An LHM is used:

« In those instances when it is not necessary to conceal the FBI as a source;
« When the field furnishes information to FBIHQ in the belief that it is of possible interest to other
government agencies and when it is desired to provide a communijcation suitable for dissemination
other than an investigative report;
« In applicant (except Bureau appilcant), Office of Personnel Management security referral (140A and
140C), and security-type cases, to report the reliability and evaluation of sources;
To set fourth Information J““mmm"ff abroad; : )
« To transmit information t and - b7D
To submit significant data to FBIHQ in nonprosecutable espionage and nationalistic tendency cases o
(65 and 105 classifications). .

L]

(U) click here to see an example.

QUIT :: PREVIOUS :: NEXT
PAGE: 5 OF 14 '
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ALL INFDRHATIDM CONTAINED
HEREIN IS UNCLASSIFIED
DATE 10-14-2011 BY 65179 DMH/ stp/ lsg

U.S. Department of Justice

Federal Bureau of Investigation

In keply, Please Refer to

, Newark, N.J. 07101
Fl!e Np.

May 17, 2002

UNKNOWN SUBJECT;
THREAT TO BOMB
WASHINGTON HIGH SCHOOL,
SPRINGFIELD, NEW JERSEY,
MAY 1, 2002

Start typ:.ng the text here.

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX ‘
.0.9.0.0.9.0.0.0.0.0.9.0.9.¢.0.0.0.0.0.0.4:0:0.0:0.0:0:0.9.9.6.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.9.9.4
D.0.0.0.0.6.9.0.0.0.9.4.9.4.6.0.0.0.6.0.0.9.0.0.00:00.00.9.900.$060900000.999.9.5.00000905069.6.¢
0.0:0.0.0.0.0.0.0.0.0.0.6.0.000.6.6.006066000000:660606006000000.66.0000666.6.99.0.0:¢
0.0.9.0.0.0.0.9.0.0.0.0.0:0.0.0.0:00.0.0.0.0.60.6:00.0:0.9.0.4.0.¢9.09.00.00009.0.50.0.0.09.090.0090.9.6.94
.0:90.0.0.0.0.0.0.0.09.0.8.0960:6.0.9:0.000.09000.906.4.0.000000900000.806000000006.06.0.0.¢
):9.9.9.9.0.9.0.9.9.9.9.0.9.0.0.0:0:0.0.9.0.0.0.9.0. 88

).0.9.0.0.9.0.0.9.9:0:0.0.0:0.09.0.0.0.0.0.0.4:0.0.0.9.9.0.9.9.9.9.4.0.9.9.0.0.9.0.9.9.9.0..9.¢.6.0.4
p.9.8.0.0.0.60.00.0.0.0.6.0.090.09.0.6.0000000.00.00.00.66500090000800.000000009460064
$.9.0.0.0.9.0.90.9.0.9.9.9.0.0.0.0.9.9.9:0.0.0.0.0.0.08

1-U.S. Secret Service, Newark, NJ

1-Newark (174-550)

J3s/def

(2) -

(THE COPY COUNT AND BELOW NOTATION GO ON NEWARK'S COPY ONLY)

This document contains neither recommendations nor conclusions of the FBI. It is the property of the
FBI and is loaned to your agency; it and its contents are not to be distr_ibuted outside your agency.

13
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UNKNOWN SUBJECT;
THREAT TO BOMB ‘
WASHINGTON HIGH SCHOOQL,
SPRINGFIELD, NEW JERSEY;
May 1, 2002 '

Continue typing text here.

.9.0.9.0.0.0.8.0.06006.8.00.06.900060000000600.00000000606880000406060006¢ SN0

P9:0.0.0.00.0.0.00.00.0.000090.0.0.0.0.00.00000.0.0.000.00.60009.06.6.6.0.0.0.0.0.0.0.0.0.0.0.0.6.0.0:¢

$.0.6.0.0.0.6.9.0.0:090.9.0.0.00.0.0.00.00.009900000.006.0000999.006.0:00.000906000.6.6006¢
0.9.0.0.0.0.6.0.0.9.:0.0.0:0.0.0.0.0.0.0.:0:0.0.0.0:0.00:0.0:0.9.0.0.4.0.0.0.0.9.9.0.:9.0:3.0.9:0.0.0.0.0:0.0.:0:0.0.9.4.0.0.
0.9.0.0.0.0.9:6.9.0.0,0.6.0.0.60.00.00.0.0.00.60000.6.00.60600640.09.0.09.60.060609.996.09.9¢.6.9.06.¢
P:9:0.0.0.0:6.6:0:0.0.0.0.9.6.6:0.:0.9.0.0.0.0.60.0.00.0.90.0.0.0.009006.0.0.0.0.0.6:60:00.0.:0.0066.6.9.6.6.6.6:4
0.9:0.0.0.0.9:9.6.0.0.9.0.0:0.0.9:9.0.9.0.0.0. ¢. 48
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UNKNOWN SUBIJECT;
. THREAT TO BOMB
- 'WASHINGTON HIGH SCHOOL,
SPRINGFIELD, NEW JERSEY;
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- - JOINT TERRORISM FBI Written And
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ORIENTATION Admnmstratiye Details

Overview Of Instructional Goal And O‘bjectives o

b7E

QUIT :: PREVIOUS i NEXT
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" ORIENTATION . Administrative Details
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b7E
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JTFF CBT ' o , Page 1 of 1

JOINT TERRORISM FBI Writt;ent And
' Communications An
TAg‘;IF&ﬁ.CAﬁ{JOTJ F : Administrative Details

Overview Of Instructional Goal And Objectives

{(U) FD-515 and FD-542 .

(U) The FD-515 is an Accomplishment Report used by personnel to claim statistics on arrests, Indic&nents,
convictions, disruptions and dismantlements of Organized Crime/Drug Program organizations, Violent
Crime and Major Offender criminai enterprises, and Domestic and International Terrorism Investigations.
Click here to see an FD-515 example,

" (U) The FD-542 is an Investigative Accomplishment Report macro used by personnel to claim investigative
accomplishments involved in the counterintelligence or counterterrorism Investigative process.

(U) Click here to see an FD-542 example.

QUIT :: PREVIOUS :: NEXT
PAGE: 8 OF 14 .
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ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED
) : . DATE 10-14-2011 BY 65179 DMH/ stp/ lsg
FD-615 (Rev. 3—30-2610) ) - Accomplishment Report ' . Date Prepared

Squad supervisor approval o (Accomplishment must be reported and loaded into Date Loaded
(pleaseinitial) | ISRAA wilhin 30 days from date of accomplishment) Dale Loader’s Initiais
— Inveallg;ﬂve Asslstance or Technique Used
Am(eh'e‘ﬂ’:,j“‘:g: 20o) File Number 1. Used, but did not help 3. Helped, substantially
D E ' . 2. Helped, minimally 4, Absolutely esssntial
A“F“”Im E For Sub. invest. Assist. by other FO(s) indicate A, B, C, D for corresponding FO
ugitive
Bankruptcy Fraud [ Stat Agent Soc. Sec. No. Role FO - IAT  Rata FO AT Rate FO AT Rele FO AT
Computer Fraud/Abuse [ — - Fin. Analyst Lab, Fleld Sup
;OWP‘:?: :L P‘:bl]c Official StatAgent Name _ Alrcraft Asst. Pen Reglsters
one, undei .
Sub u!..m.o Anat :g ealea Computer Photo Cover
ImvastAzst e Eave © FTI - - ERT o
Asst, FO@) ] - quad ELSUR/FISC Saarch Wacran!
A. B. C. D. ] ELSUR/T. Il Show Money
Task Force Assisting Agents Soc. Sec. No. X Eng. Field Spt. . |06 Asst
1. . = Eng. Tepe Ex. Swat Team
Legats Asst. Toch. AJEquip.
Assisling Agencies X * Name: . | evin. Purchase Phone Toll Rec
1. 2. - - IniCW Info UCO - Group|l
2 ame: : Lab. Div. Exam UCO - Group |l
A. Complaint / Informalton/ Indlctment F. Conviction _ 3. Civit Rico Matters Date: i
[Federal Duml [Cintemational [ Federst [Jtocal [Jintemational - Also complete "Section G*
Complalnt Date: ConvictlonDates_________ Other Clvil Malters Date:
N L]
Check if CWil Rico Complaint ] Subject Description Code YA Judgme__ : :;u___ —_ .
‘ tcome.__-
Information Date: For 6F, G, H-Include Agency Code Amount$
Indictmeant Date: : [:IFelony or DMlsdemeanor Suspenslon: Years Months.
[ Plea or ] Triai :
8. Locate / Arrest State: Judicial Distriet: K. Adminlstrative Sanction Date:
[OJFederal  [Juocal [ Jintemational Subject Description Code *
G. U.S. Code Violation " Type: Length:
Subject Priodty: [ "] [7]8  [Jc Required for section A, B, F and J . Suspersion | [Permanent
Locate Date: (Federal Only) : Qoebarmem or
Arrest Date: Tite Section # Counts ’ Infunciion Year___ Months_____
] Subject Resisted Arrest - L. Asset Seizure Date:.
[] subject Arrested was Ammed Assat Forfeiturs Date:
i CATS # Mandatory
C. S Date: L Circle below one of the three asset forfeiture:
[JFederal [ Local K _ Admin, Civil Judicial, or Criminal
D. Recovery ! Restitution / PELP X H8 Dat ' Do ot lo$ valug in D
[JFederal [Jrocat [Jintemstionat | H- Sentence Date: - ;
M. ulttal/ Dismissal/ Pretrial Diversion
Recovary Date: Sentence Type: — ., * Aca ?
b Circle one) Date:
Code v Amount $ Indal: ' Years Months. ( )
Code ® v $ S nded: Years______ Months
Amount at Date: .
Restltution Date:, uspe ea . N. Drug v Date
[JCourt Ordered  [Pretrial Diversion : Probation: . Years Months Drug Code ® R
Code®____ . Amount $ Fines: § Welght Code
PELP Date: Fow
. not (ndicate $ In Section D
Code v Amount § — 1. Disruption/Dismantiement: v
E. Host: (s) Rel d Date: .
ges(s) Disruption Date: . 0. Chlld Victim Information
Released by:DTarroﬁle] Other o Child located / identified Dato:
5 Dismantiement Date:
NumberofHostages: Living §
Completion of FD-516a Side 2 Mandatory O [[Joeceased

P. Subject informatlon - Required-for all ﬁlodts excluding biock D (Recovery/PELP), blocks E, I, Land N
' Name Race® Sex Datg of Birth Social Sacurity No. (if available)

For Indiciments/Convicions only:

Dwmmummmmmmwmm or Nigerian Ciime Group
Comgplete FD-515a, Side 1 Blocks A FH
Subjoct ratalod OC/D: ¢ 9/ Gang Strategy targst group, of 8 VEMO Program Nationat Prionty Iniatve targel group -

q aVCMO
Comelote FD-516a, Sids 1 Blocks AC anly..

x Additional information may be added by attaching ancther form or a plain sheat of paper for additional entries.
» Ses codes on reverse side. '

¥ Requires that an explanatlon be attached and foaded into ISRAA for recovery over $1 m and PELP over §5 m, disruption, dismantiement, and drug selzures.

Serial No. of FD-515

.
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For Further Instructions See: 'MAOP, Part II, Scctions 3-8 thru 3-5.3

Reviscd 12-19-2006
PROPERTY CODES
0] Cash
02 . Stocks, Bonds or Negot. Instnonents
03  General Retail Merchandise
04 Vehicles
0S5  HeavyMachinery & Equipment
06  Aircnft
07  Jewehy .
.08 Vessels
09  An, Antiques or Rare Collections
¥ Resi Prnenty
20 All Other
SENTENCE TYVES
CP  Capital Punishment
IS Jail Sentence
LP  LifePanle
LS  LifeSentence
NS No Sﬂuwe(sﬁea is a Fugitiva,
*  Insane has died, is 8 Corporation or
must psy fine only)
PB ion
SJ  Suspension of Jxi) Sentence
YC  Youth Corection Act
PELP CODES
22 Counterfeit
§
Negod
23 CounterfeitPirated Sound
Recordings or Motion Picturcs
24 Bank Thefl Schems Aborted
25 Ransom, Extortion or Bribe
Demand Aborted
26 Theft From or Fraud Against
t Schemo Aborted
27  Commercial o Industrial
Theft Schems Aborted
30 AR Other
RACE CODES
A Asian/Pacific Islander
B B
1 Indian/American
U
W Whie
X Nonindividua

SuBlJI

17 Boss

1G Underboss

1H Coensigliere

U Acting Boss
IK 3

L Soldier
KNOWN CRININALS
2A Top TenorLO. Flwuva
2B “Top Thief

2C Top Con Man

FOREIGN NATIONALS

JA
3B
3

D

3B
3P

Legal Alien

lllegal Alien

‘Porcign Official Whous

. Diplomatic krumumity

U.N. Enployee Wiout
Diplomatic Imnumity

Foreign Student

All Others

TERRORISTS

4A

Known Mamberof a
“Terrorist Organtzation
Possible Terrorist Member

or Sympathizer

AGENCY CODES

AFOSI  AirForce Office of Spedal Investigations
ACIS Army Criminal Investigative Sevice
BATP Bureaus of Alcohol, Tobzcco & Fircarms
BIA Bureau of Indisn Affairs
CBP Customs and Border Pratection
DCAA  Defenso Contract Audit Agency
DCIS Defense Criminal Investigative Senvice
DEA Drug Enforcement Administration
DOC Department of Corrections
Do1 Dept. of Interior
uns Dot W S sl Sowmeiow
EPA - Environmental Proteetion Agency
FAA Federal Aviation Administration
FDA® Food and Drug Administration
HHS Dept. of Health & Human Sesvices
HUD Dept. of Housing & Urban Development
IcE igration and Customs

RS Intemal Revenue Servico

NASA  Naf! Acronsutics & Space Admin

NBIS Nar| NARC Bosder Interdiction

NCIS Naval Criminal Investigative Servico

RCMP Canadian Mounted Police

SBA Small Business Administration

USCG  U.S. Coast Gusrd
*USDS  US. Dwv\ of State

USMS  U.S. Marshals Service

USPS U.S, Postat Service

Usss U.S. Secres Service

USTR U.S. Treaury

Local

Loc

cry City
COUN

sT Sute
OTHR  Otha
JUDGMENT CODES
CJ  Coasent

Judgment
CO  Coust Ordered Sctilement
DF  Default Judgment
DI Dismissal

$5e38%2
SqE
:
&

Verdict for Plsintiff

SUBJECT DESCRIPTION CODES
'UNIONMEMBERS .

5D President
3B Vico-President
Sp Treasurer

56 Secretary'Treasurer
© SH Executive Boand Member

s1 Business Agemt

51 Representative

SK  Orgmizer

SL Business Manzger

SM  Financial Secretary

SN Recording Secwetary

5P Office Manager

Q

SR Shop Stewand

S Member

ST Trustes

suU Other

0

6F  Pederal Law Eaforcement Officer

6G  Federal Employee -GS 13 & Above

6H  Federal Employes - GS 12 & Below
Govemor

6)
6K Lt Govemor
6L Siste Legisiator

6M  Siste Judge/Mogistraie

JUDICIAL OUTCOME

AG
BR

SHYE33=IZQ

Agreement
Bamcd/Reowved |,
Civil Contempt
l;iscipli:wy Charges
Preliminary Injunction
“Temporary Restraining Onhr
Pre-filing Settlement
Restitution
Suspension

‘Voluntary Resipnation
Uther :

SUBJECT PRIORITY

A

Sub]éa wanted for crimes of violence

0f $25,000 or convicted of such a crime

in the past five years,

c

All other subjects.

DRUG COD

coc
HER
H5H
KAT
LSD
MAR
MDM
MET
MOR
OPM

DRUGC WEICHT CODES

8‘5“%2

Gran(s)

Liter(s)
Milliliter(s)

Plani(s)
Dasage Unit(s) .

:
:
;

22222982892

Stats Prosecutor

State Law Enfoscement Officer
Siate - Al Others

Mayor

Local Legistator .
Local Judge/Magistrate

Local Prosecutor

Local Law Enforcement Offices
Local-Al) Others

County Comemissioner

City Comcilman

BANK EMPLOYEES

8A
8B

Al Other Subjects
Company or Corporation

CHILD PREDATORS

9A

92385838

Child Care provider

Athletic Coach
Teacher/Aide

Law Enforcement Personnel
Counselor -
Relative

Stranger

Other

ACLURMO020866
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ALL INFORMATION CONTAINED
. HEREIN IS UNCLASSIFIED
FD-542 (Rev. 01-31-2003) ) DATE 10-14-2011 BY 65179 DMH/ st.p/ isg

FEDERAL BUREAU OF INVESTIGATION

Precedence: ' ROUTINE C Date: 09/10/2004
To: XXXXXX ‘
From: KAXZXXI ,

Squad CT-3 :

Contact: SA XXXXXX XXXXXX, 000-000-0000

Approved By: XXXXXX XXXXXX X -
‘Drafted By: XXXXX XXXXXX X:ced
Case ID #: XXXB-XX-XXXXXX (Pending)

Title: CIVIL AVIATION MATTERS;
INTERNATIONAL AIRPORT (IA)

Synopsis: Document operational activity at Intermaticnal Airport
and claim statistical accomplishments. -

. ¢
Details: On 08/26/2004, a day long security operation was
implemented at IA. The writer and SA XXXX XXXXX, with assistance
from SA's XXXX XXXXX and XXXX XXXXX, CT-3, supported the
following agencies which have various levels of search authority
at the airport: Port Authority Police Department (PAPD); the
Transportation Security Administration (TS); US Customs and
Border Protection (CBP); and US Immigration and Customs
Enforcement (ICE). The operation targeted both pedestrian and
vehicular entrances for employees. Passenger screening .
checkpoints were not within the scope of the security sweep.

"Aside from a number of motor vehicle summons which were
issued by PAPD, along with a number of airport
1dent1f1catlon/alrport escort violations (called "breach of
rules" or "B-O-R's" by the Port Authority), there were two

- reported instances of rampside employees taking prohibited knives
onto the ramp. Both items, of course, were seized. Most
noteworthy, however, were two reported instances of airport

- employees escorting either other employees or contract employees
onto te ramp to board flights, without having gone through
mandatory security screening. Both of these instances were
brought to the attention of TSA investigators.

Several NCIC checks of truck drivers, without alrport IDs
making rampside deliveries, revealed drivers with felony
convictions; however, these drivers are permitted access to the
ramp area with airport-approved escorts.

[
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To: XXXXX From: XXXXXX
Re: XXXB-XX-XXXXXX, 09/10/2004

A large number of immigration status checks were
performed by CBP personnel however, no airport employees were
found to be here in the US 111ega11y

Although PAPD and CBP and TSA personnel perform
occasional Searches as individual agencies, no such multi-agency
security operation has been undertaken in the seven years that
this writer has been assigned to IA: All involved agencies were
in agreement that the operation had been "successful" in terms of
demonstrating tighter security enforcement at both the pedestrian
and vehicular entrances. It was further agreed that such
security sweeps should be conducted on a regular basis. Writer
notes that although he FBI had only a support role in the
-operation, the Bureau presence was not only appropriate, but also
contributory.
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To: XXXXX From: XXXXXX .
Re: XXXB-XX-XXXXXX, 09/10/2004

Accomplishment Informationﬁ

Number: 1 _ : : ;
Type: . OPERATIONALLY CONTROLLED MEETING
ITU: LIAISON WITH OTHER AGENCY
ITU: LIAISCON WITHIN FBT
ITU: SEARCH (NON-CONSENSUAL)
ITU: = WMD COUNTERMEASURES
Claimed By:
SSN: XXXXXXXXX
Name: XXXX XXXXXX
Squad: CT3

Number: 1 .
Type: WMD RELATED LIAISON
ITU: LIAISON WITH OTHER AGENCY
ITU: LIAISON WITHIN FBI
ITU: WMD COUNTERMEASURES
Claimed By: :
- 8SN: XXXXXXXXX
Name: XXXX XXXXXX
Squad: CT3

Number: 1 o
Type: WMD PREPAREDNESS CONTACT DEVELOPED
ITU: LIAISON WITH OTHER AGENCY

ITU: LIAISON WITHIN FBI

ITU: WMD
ITU: WMD COUNTERMEASURES
Claimed By: = :

SSN: ~XXXXXXXXX
Name: XXXX XXXXX
Squad: CT3

Number: 1 : o ' o '

Type: WMD - ASSISTANCE PROVIDED TO LOCAL/STATE/FEDERAL AGENCY
ITU: LIAISON WITH OTHER AGENCY :

ITU: LIAISON WITHIN FBI

ITU: WMD
ITU: WMD COUNTERMEASURES
Claimed By:

SSN:  XXXXXXXXX
Name: XXXX XXXXX
Squad: CT3

Number: 1 '

Type: PREVENT/INTERDICT CRIMINAL ACT
ITU: LIAISON WITH OTHER AGENCY

ITU: - LIAISON WITHIN FBI '

ACLURMO020869 FBI020660




To: XXXXX From: IXXXXXX
Re: XXXB-XX-XXXXXX, 09/10/2004

Claimed By:
SSN: XXXXXXXXX
- Name: XXXX XXXXXX
Squad: CT3

Hunber: 20 ‘
Type: POSITIVE INTELLIGENCE (DISSEMINATED OUTSIDE ki)
ITU: AGENT INTERVIEW .
ITU: LIAISON WITH OTHER AGENCY
ITU: LIAISON WITHIN FBI
Claimed By:
SSN: XXXXXXXXX
Name:  XXXX XXXXXX
Squad: CT3

Number: 1 _ ' :
Type: PARTICIPATE IN DEVELOPMENT OF OPERATIONAL PLAN
ITU: LIAISON WITH OTHER AGENCY
ITU: LIAISON WITHIN FBI
Claimed By:

SSN: XXXX XXXXXX

Name: XXXX XXXXX

Squad: CT3

*
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JTFF CBT | : R Page 1 of 1

SECRE/NOFORN

JOINT TERRORISM FBI ertt:eri .
- TASK FORCE (JTTF) - Communications An
ORIENTATION Administrative Details

Administrative Details
{U) Thwe Utilization and Record ¥eening (TURK) Requirements/Registers

(U) TURK s a system for tracking Agent work effort by program.

QUIT :: PREVIOUS 2 NEXT
PAGE: 9 OF 14 :
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JTFF CBT .. | S _ : : Page 1 of 1

W
JOINT TERRORISM ' FBI Writtén

TASK FORCE (JTTF) . Communications And
ORIENTATION » Administrative Details

Administrative Details
j introduction to Basic Overti

mic Roimhbhnirecement Procedures

(Wl : : 1 e

QUIT :: PREVIOUS :: NEXT
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JTFF CBT N Page 1of1l
: SHORBE/-ANOFORN
JOINT TERRORISM ' FBI Written
TASK FORCE (JTTF) v Communications And

ORIENTATION Administrative Details

Administrative Details’
(U) BIOG

(U) The Domestic Investigatives and Operations Guide (bIOG) has been designed to assist investigative
employees in the performance of their duties. Its purpose is to standardize policy so that criminal, national

security, and foreign intelligence investigative activities are accomplished in a consistent manner. The
DIOG is divided into seventeen parts:

« Scope and Purpose - . A . .
« General Authorities and Principles » Sensitive Investigative Matter / Academic

- Nexus
« Core Values, Roles and Responsibilities f ot
! A > , -« Investigative- Methods
. ;ré\t/zgz sand Civil Liberties and Least Intrusive . Assistance to Other Agencies

Extraterritorial Provisions

Retention and Sharing of Information
Intelligence Analysis and Planning
Undisclosed Participation

Toreign Teligence Otherwise Illegal Activity

{U) The DIOG can be found on the FBI Intranetat{ | , ' ] biE

bTE

.
[
[}
L]
.

QUIT :: PREVIOUS :: NEXT
'PAGE: 11 OF 14 '
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JTFRCBT | | | Page 1 of |

' JOINT TERRORISM FBI Written
TASK FORCE (JTTF) Communications And
"ORIENTATION ‘ Admnplstratlve Details

Administrative Details
(u) maOP

(V) The Manual of Administrative Operations and Procedures {MAOP) is divided into two parts:

» Part 1 contains ruies. and reguiations pertaining to personnei issues.
» Part 2 contains information pertaining to the administrative operations of a Field Office and contains

some instructions for FBI Headquarters.

U) The MAOP can be found o the FBL L : ) .
. _ . b7E

(U) The MAOP Is in the process of being reviewed and replaced by Corporate Policy Office (CPO) Directives
and Policy Implementation Guides, as mandated by EC 319W-HQ-A1487698, Serial 451. As new policy
documents are approved, the appropriate sections of the MAOP will be updated In the CPO Policy and
Guidance Library. Superseded sections will be malntained in the CPO Policy and Guidance Archive.

QUIT :: PREVIOUS :: NEXT
PAGE: 12 OF 14 I
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JTFF CBT

" SECRETANGEARN

JOINT TERRORISM
TASK FORCE (ITTF)
ORIENTATION

Administrative Details

U) national Fercign Intallinence Program Manual (NFIPM)

(U) The NFIPM details the FBI's National Foreign Intelligence program.

(0 Iﬁlnsmmmmmmmnm_l -

PAGE: 13 OF 14
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JTFF CBT | T Page 1 of 1

JOINT TERRORISM FBI Written
TASK FORCE (JTTF) : Communications And

ORIENTATION ) Administrative Details

Module Review

(U) This module introduced the new JTTF Ta-" Force Officer to the following written types of
communication used within the FBI: -

¢ Electronic Communication

« FD-302

o INn .

. |

« Letter Head Memo - b7E
™

e FD-515 and FD-542

¢ Administrative details including TURK, Basic Overtime Renmbursement Pracedures, the MIOP, MAOP
and NFIPM were also intraduced.

. PREVIGUS_ :: FINISH MODULE
PAGE: 14 OF 14 ’
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JOINT TERRORISM Security Briefing
TASK FORCE (JTTF) :
- ORIENTATION

Overview Of Instructmnal Goal And Objectives

(V) Goal: The goal of this orientation is to introduce the new task force member to: security requirements,
clossificetion types, ond leve!s of access and segurity interviews. .

(U) Objectives:
1. Read and review the importance of protecting national security information. -

2. Gain a basic understanding of the FBI's document classification types and other security concerns.
3. 'Read of the importance of a security exit interview. :

/

EXIT MODULE :: NEXT
PAGE: 1 OF 27 '
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—SHEREE/AANCFORI-

JOINT TERRORISM Security Briefing
TASK FORCE (JTTF) '
ORIENTATION

Security Overview

U) Safequarding_Classifled Information—Everyone’s Responsibili

(V) safeguarding classified national security information is
imperative to prevent unauthorized disclosure of Information
that will cause harm to the national defense or foreign
relations of the United States. When safeéguarding classified
information it is your responslbility to: .

"« Protect national security and FBI information an
assets .
+ Alert others to the classification of the information
o Ensure protection of information classified by others

QUIT :: PREVIOUS :: NEXT

PAGE: 2 OF 27
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“SECRET/AOFORN

JOINT TERRORISM Security Briefing
TASK FORCE (JTTF) :
ORIENTATION

Security Overview
U) Classification Guidance Executive Order 12958, Classified Nationa) Security Informatio

(U) The Bush Administration Order set forth a unifofrn system for classifying, declassifying, and otherwise
~ safeguarding National Security Information (NSI).

(U) By ensuring its classification, this Executive Order protects NSI, which, if disclosed, would cause harm
to the nation’s security or foreign relations of the United States.

o QUIT :i PREVIOUS i NEXT
PAGE: 3 OF 27
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JOINT TERRORISM . Security Briefing

TASK FORCE (JTTF)
ORIENTATION

‘Security Overview
(U) Classificatlon

(V) Classification is the elemeént of information security that provides the policy for properly identifying
classified information. This policy defines: ‘ .

» The criteria and limitations of classifying information
» Who has authority to classify documents

o The levels of classification

s The criteria for declassifylng NSI

QUIT :: PREVIOUS :: NEXT

PAGE: 4 OF 27
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Sm
JOINT TERRORISM : ~ Security Briefing

TASK FORCE (JTTF)
ORIENTATION

Security Overview
(V) cClassification Types

(U) Information is classified by the degree of damage its unauthorized disclosure would cause to national
security:

+ Confidential—Damage
* Secret—Serious damage
» Top Secret—Exceptionally grave damage

(U) Terms such as “For Official Use Only” or “Law Enforcement
Sensltive” do not refer to Levels of Classification.

QUIT :! PREVIOUS :: NEXT

PAGE: 5 OF 27
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SECRERAMNOEQRN_ .
JOINT TERRORISM ' Security Briefing

TASK FORCE (JTTF)
ORIENTATION

Security Overview
U) Sensitive Com artmented Info tio CI

(U) SCI is not a classification. It is a restricted access control system used to safeguard a special class of
classified information, most commonly related to intelligence sources and methods.

(V) SCI invoives sensitive sources and/or methods and can be classnﬂed Confidential, Secret, or Top
Secret.

. QUIT :: PREVIOUS i: NEXT
PAGE: 6 OF 27
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SBARBINAIQEQRN
JOINT TERRORISM Security Briefing
TASK FORCE (JTTF) -
ORIENTATION
Security Overview
bIE
_ © QUIT :z PREVIOUS :: NEXT
PAGE: 7 OF 27 _ '
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. ““SECRET7NUFORN
JOINT TERRORISM ' Security Briefing

TASK FORCE (JTTF)
ORIENTATION

Handling Classified Material
(U) Public Release of Classified Information

(U) Classified information m'ust‘not be _publlcly released.

" (U) You must not release unclassified information publicly without specific approval from the Office of
Pubtic and Congressional Affairs (OPCA) or the Security Program Manager and Local Security Officer.

(U) All written, eiectronic, and oral materiai intended for public release must go through a pre-publication
- security review by OPCA and/or the Security Program Manager and Local Security Officer. .

QUIT :: PREVIOUS :: NEXT
_ PAGE: 8 OF 27
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~SRGRBE/ANOFOR
JOINT TERRORISM Security Briefing
TASK FORCE (JTTF)
ORIENTATION

Handling Classified Material
{U) Non-Authorized Disclosure

(U) The consequences of ignoring clearance and access rules are dangerods. If classified information is
disclosed, the results could lead to a potential compromise of FBI information and assets, as well as disrupt
ongoing investigations, and damage national security.

(U) In addition to harming natlonal security and the FBI, unauthorized disclosures can also resuit in

administrative/disciplinary action against and/or prosecution of the individual making the unauthorized
disclosure.

QUIT :: PREVIOUS :: NEXT
PAGE: 9 OF 27 '
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' ON 10-18-2011 :

SECRET//HORORL

JOINT TERRORISM Security Briefing
TASK FORCE (JTTF)
ORIENTATION

Handling Classified Material
ishandling Classi erla

(U) Xnappropriate spills of classified information can:

» Damage national security

» Disclose highly sensitive sources or methods

» Disrupt ongoing operations

» Lead to prolonged and expensive investigations and damage assessment

(U] Classified material violations must be reported within 24 hours to the designated Security Officer {S0).

The SO, Security Compliance Unit, and Supervisory Securlty Officer (S50) investigate such vuolaﬁons. Fuil
cooperation is essential to these investigations. .

(U) The FBI is required to report any damage assessment regarding SCI violations determined as
“SIgmﬂcant"- to the Director of National Intelligence (DNI).

-SW
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ON 10-18-2011 :

_ ——OHERBE//NOFORN—
-JOINT TERRORISM Security Briefing
TASK FORCE (JTTF) ‘
ORIENTATION

Sharing Information With Parent Agency v .
(U) Two questions to ask regarding sharing information with the parent agency: ’

1. Is the person cleared for that level of information?
2. Isthere a need for that person to know the information?

(V) If either question is answered with a "no," then the Information cannot be passed to tha parent
agency.
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ON 10-18-2011 :

m

JOINT TERRORISM Security Briefing

- TASK FORCE (JTTF)
ORIENTATION

Non-Disclosure Rules And Procedures
vy Procedures to Protect against Unauthorized Disclosure

(V) Five procedures protect classlfied information from unauthorized disclosure:

Access

" Marking

. Transmission
. Storage

. Destruction

GhuwNE

smﬁm
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"ON 10-18-2011 ,

JOINT TERRORISM o  Security Briefing

TASK FORCE (JTTF)
ORIENTATION

Non-Disclosure Rules And Procedures
(U) Access—Confideritial, Secret, and Top Secret Material

(U) Access may be granted to people requesting classified material AS LONG AS they legitimately hold the
clearance level commensurate with or above the classification level of the information to be disseminated
AND an authorized hoider in possession of the classified information determines their “Need-to-Know"”

. BEFORE granting them access.
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- JTFF CBT o ' ‘Page10of1
' ON 10-18-2011 -

JOINT TERRORISM Security Briefing.
- TASK FORCE (JTTF)
ORIENTATION

Non-Disclosure Rules And Procedures

(V) Access—Need-to-Know

(U) Need-to-Know is defined as “...a determination made by an authorized holder of classified Information
that a prospective recipient requires access to specific classified information in order to perform or assist

in a lawful and authorized governmental function.” Thus, access is based on need--not position. Coworkers
may not possess a valid “need-to-know.”
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—SEeREE/ANOFOR-
JOINT TERRORISM " Security Briefing

TASK FORCE (JTTF)
ORIENTATION

Non-Disclosure Rules And Procedures
U) Markings—Essential Markings for Classified Documents
(v) It is essential that documents be marked with their classification and access, if applicable, so that

peopie handling them can determine how to safeguard them. CIassnﬂed documents and other media should
have overall markings according to the following criteria:

« The overall classification must match the highest classification level of any information contained in

_ the document and other classified communication media.

« A cover sheet indicating specific classification must accompany every classified document. The overall
classification and access marking should appear:
* 1. ‘At the top and bottom of the front cover,

2. On all document pages, and
3. All TS and SCI documents must be marked and attached to an FD-501,

» At the top and bottom of the outside of the back over.

(w) Click here to see age marking example
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' 0N 10-18-2011 - B
JOINT TERRORISM ’ Security Briefing
TASK FORCE (JTTF) o
ORIENTATION

Noh-Disclosun:e Rules And Procedures

(U) Markings—Essentjal Markings foy Classified Documents -

(U) Each portion or paragraph of the document should be marked to indicate its classification level. Thus,
in the document where 99% of the information Is unclassified and 1% is classified as Secret, anyone
having access to it wiil know exactly which part of the document is classified.

(V) Classification levels of the text (Including SCI accesses and handling caveats) are indicated in
parentheses, l.e., (TS) or (U), immediately preceding or following the portion to which it applies,

(V) Click here to see a portion marking example,

QUIT it PREVIOUS :: NEXT
PAGE: NAN OF NAN ‘
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' ON 10-18-2011 :
JOINT TERRORISM v Security Briefing
TASK FORCE (JTTF) :

ORIENTATION

Non-Disclosure Rules And Procedures
. {U) Restrictive Ha Caveats and C ol Markings

(U) other types of restrictive handling caveats and control markings that may be seen when working with
classified information include:

ORCON~—Originator Controlled (which means that dissemination and extraction of the
information is controlled by the originator and dissemination outside the FBI is allowed ONLY
with the originating agency’s approval.) i
PROPIN-—Caution: Proprietary information Invoived

NOFORN—Not Releasabie to Foreign Nationals

REL—Authorized for release to the country or international organization named (i.e., REL
INTERPOL)
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—SECRED/LANOFORN e

Page 1 of 1

JOINT TERRORISM Security Briefing

TASK FORCE (JTTF)
ORIENTATION

Non-Disclosure Rules And Procedures
[€1))] T:ansmisslon—Secfe; and Confidential Material

(U) When sharing Confidential and Secret classified materlal, remember to
always check the classification level of the reclplent(s) to be sure they hoid
the same classification clearance or above and verify thelr need-to-know. Also,
Confidential and Secret information should not be discussed over non-secure
telephone lines.

(U) You may handle Secret and/or Confidential Material In open storage
facilities—for example, a field office that has been officially deciared as such,

_ but it must be locked in an approved safe at the end of the workday. Make
sure the materials are accompanied by the appropriate classification cover
sheet or label.

PAGE: NAN OF NAN .
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: T SECRETAAQEQRN :

JOINT TERRORISM Security Briefing

TASK FORCE (JTTF) : ' .
ORIENTATION

Non-Disclosure Rules And Procedures

Transmission—-Secret and Confidential Material (con't
" (U) You may send Confidential and Secret material via o el A
the following means: . /"

e ' CLASSIFIED
Secure fax machine

Approved teletype

Approved FBI or DCS courier

U.S. Postai Service (registered mail) or Federal
Express (If a waiver is granted by the Office of
Security at the FBI)—in both cases, the package
must also be return-receipt required and addressed
to a specific addressee who has been determined in
advance to have the requisite security clearance to
receive the information. ’ '

® @ 8O

~ (U) You must transport all Confidential and Secret material in a double-wrapped wrapping, marking the
inner wrapping with the classification and keeping the outer wrapping free of classification markings. You
may also send Secret and Confidential material using an FBI internal mail-routing wrapping.

(U) Make sure all materials are accompanied by the appropriate classification cover sheet or label.

SE EORN
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—BEERBTNOFORN—
JOINT TERRORISM "~ .. Security Briefing

TASK FORCE (JTTF)
ORIENTATION

Non-Disclosure Rules And Procedures
' (U) Transmission—Top Secret Material (TS) -

(U) When sharing TS material, remember to always check the classification and access level of the
recipient(s) to be sure they hold the clearance level commensurate with or above the ciassification level of
the information to be disseminated and verify their need-to-know. Also, never discuss any classified or
sensitive information over non-secure telephone lines.

- (U) With a classification coversheeg or label and an FD501, Top Secret material may be sent by approved
DCS Courier or hand carried between Sensitive Compartmented Information Facilities (SCIFs) in an opaque
double-wrapped wrapping. Mark the inner wrapping with the classlﬂcation, then Insert this wrapping
inside a wrapping that has no classification markings.

(U) If you need to discuss classxf‘ ed or sensilive information, you must do so on a secure iine. Also, copy or

fax classified or sensitive materials only on authorized, secure copiers and to authorized, secure fax
machlnes.

v) FBINet cannot store, process, or transmit TS Information. TS information can be processed onlyona
TS/SCI Local Area Network (LAN) computer in a SCIF,

(V) Finaily, you must store TS materials in approved safes whenever you are not using them, as well as, at
the end of the workday.
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; “SECRET/ /NUFURY
JOINT TERRORISM ' Security Briefing
TASK FORCE (JTTF) :
ORIENTATION

Non-Disclosure Rules And Procedures "
{U) Classified Material Storage

(U) You are responsibie for securing ali classifled material at the end of the
workday in a GSA certified safe with a spin-dial, combination lock. SCI )
material must be secured in a GSA certified safe inside a SCIF when not in
use, :

(U) Combinations to safes should be memorized and restricted only to those
with an authorized need-to-know of the information stored in the safe. Safe
combinations should be protected at the level of the information stored in it.

(U) You may NOT take home classified material at any levei without approval
from the FBI Director, the relevant FBIHQ Security Programs Manager, or
your SAC or Assistant Director.

(V) Floppy disks must be marked with appropriate classification media labels
and handled according to the highest level of classification ever processed on
the disk. : )

(U) Computers are classified af.the highest level of information that has evei' been entered into, stored on,
or produced by the system. .
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T SECRETAACEQRN

JOINT TERRORISM . Security Briefing
TASK FORCE (JTTF) | -
ORIENTATION

Non-Disclosure Rules And Procedures
U) Destruction of Classifi aterial

(U) All classified material should be destroyed whenever the operational or historical need for the
information ceases to exist. Place Secret and/or Confidential documents in classified trash bags or in an
approved crosscut shredder.

{U) Do not place TS or SCI material in classified trash bags. TS or
SCI material must be destroyed either by shredding in an approved
crosscut shredder or disintegrated in an incinerator to a white ash,

(U) When destroying TS or SCI material you must have:

« Two-person integrity--an official and a witness fully controlling
the destruction for its duration and.

+» Both withesses must have clearances commensurate with the
material being destroyed. )
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ON 10-18-2011 ‘
——eSECRET LANCTORN
JOINT TERRORISM Security Briefing

TASK FORCE (JTTF)
ORIENTATION

Non-Disclosure Rules And Procedures
(U) Record of Destruction—the FD-501

(U) You must maintain an FD-501, Record of Destruction, for a minimum of two years. Headquarters
personnel should return this record to the Special File Room 5334, FBIHQ, immediately after destroying a
document. The destroying official and witness must sign and date the form after the document’s
destruction. Fleid offices maintain the FD-501 at the field office. Field offices should contact their local
Security Officer. :

(U) All classified information destruction records wiil contaln the foilowing information:

« Identification of document destroyed
Destruction method used

Time and place of destruction

Reason for destruction '
Name of destroying official and witness

(U) Click here to see an FD-S01
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0N 10-18-2011
JOINT TERRORISM . Security Briefing
TASK FORCE (JTTF)
ORIENTATION

Exit Interviews

(U} Each individual who leaves as a member of the JTTF is to be interviewed and debriefed bv their
respective Chief Securlty Officer. The exit interview should be conducted premptly after tha individual
advises of his/her intended resignation or separation. :
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JOINT TERRORISM Security Briefing

TASK FORCE (JTTF)
ORIENTATION

Module Review

¢ (U) Safeguarding classified natlonai security information is everybody's responsibiiity.
- s (U) Preper handiing of glassifi=d documents and information is critical to protecting the nation.
* (U) There are specific non-disclosure procedures to ensure unauthorlzed release of classified
information.
« (U) If there is uncertainty about handlmg or dealing wﬂ:h classified information contact your
Divislon’s Securlty Officer.

file://DA\jttfoV2\module3\m3_270.htm | | 8/8/2011

ACLURMO020906 FBI020697




JTFF CBT ' : DECLASSIFIED BY 65179 DMH/ stp/ lsg . Page 1 of1

ON 10-18-2011

—SBexET77TNOFORN _
JOINT TERRORISM B Security Briefing

TASK FORCE (JTTF)
ORIENTATION

Overview Of Instructional Goal And Objectives

{U) Goal: The goal of this orientation is to introduce the new task force member to security requirements,
classification-types, and levels of access and scourity interviews,

(U) Objectives:

‘1. Read and review the importance of protecting national security information.

. 2. ‘Gain a basic understanding of the FBI's document classification tvpes and other securlty concerns.
3. Read of the lmportance of a security exit interview.
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. —SECRET//HOFORN- )
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ORIENTATION

Overview Of Instructional Goal And Objectives

(V) Goal: The goal of this module is to introduce the new task force officer to the computer Invéstlgativé '
. reseurges and networks employed by the FBI in the fight against domestic and international terrorism.

(U) Objectives:

1. Gain a basic understanding of the FBI’s unclassified network (UNet) and its databases, applications,
- and systems. o
2. Gain a basic understanding of the FBI's classified network {(FBINet) and its databases, applications,
and systems. : :

3. Read and review the functions and features of the| ] b7E
[ | ; . :

EXIT MODULE :: NEXT
PAGE: 1 OF 21
' “SECRET/ANGFORNL
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ORIENTATION _

UNET

(U) The Unclassified Network (UNet) System is a Sensitive But Unclassified (SBU) information system
designed to provide the Federal Bureau of Investigations (FBI) with mission essential, unattributable (does
not identify system users as FBI), secure high-speed access to the public Internet and other unclassified
open sources of information available from other agencies and organizations within the Executive Branch.

(U) These sources include among others:

b7E
(U) click here to see a screen capture of UNET.
(V) Click here ta see a screen capture of . bIE
’ ) ' "QUIT :: PREVIOUS :: NEXT
PAGE: 2 OF 21 ' : : '
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_'(U) Click here to see a screen shot ofl I
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b7E

(V) Click here to see a screen shot ofl I
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" UNet
Open Source Search Engines
- (U) Open source search enginés such as Google are available through UNet.
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FBINet

(U) FBINet is the FBI's class:ﬁed network. Google is FBINet’s search engine. The following applications are
availdble on FBiNeb

« Automated Case SUoDOrt (ACS)
« "HG DIVIsTon7Field Office Web Siies
+ Sentinal
+ Intranet Resources
+ Outlook
QUIT :: PREVIOUS :: NEXT .
PAGE: 7 OF 21 ’
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e

FBINet .
Automated Case Support (ACS)

(U) ACS Is available through FBINet. ACS consists of:

bTE

. ‘QUITITPREVIOUS i NEXT
PAGE: 8 OF 21
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FBINet

(U) FBINet is an Internal FBI web~based computer network that is capable of carrying information
classified up to the SECRET ievel. it is one cf tho primary backbeones for FBI communications and

information, FBINet P"O‘i'_dﬁ%wmmld database applications mcludlng Automated Case ']57}3
Support (ACS), Sentinel, , '

(U) FBIHQ d!vlsion and Fleld Office web sites can be accessed from the FBI Intranet homepage.

“(U) Click here to see a screen capture of the FBI Intranet.
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‘Module Review

« (U) The FBY’s unclassified network is UNct. It's databases, applications, and systems include:[ ]
and Googie.

.. s databases, applications, and systems include: Google, bIE
ACS;
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Overview Of Instructional Goals And Objectives

(U) Goal: The goal of this module is to introduce the new task force member to the Intelllgence
Community, FBI intzlligence pelicy, and FBI Intelligence Analysts.

(U) Objectives:

1. Gain a baslc understanding of the Intelligence Community.
2. Read and review the FBI's Intelligence policies.
3. Gain a baslc understanding of the Field Intellugence Group and the role of Intelligence Analysts within

the FBI.
‘ EXIT MODULE :: NEXT
PAGE: 1 OF 25 o
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Intelligence Community Overview

) (U)'The United States Intelllgence Community (USIC) is a 17-member federation of Federal Government
agencies, serviges; bureaus; and other prganizations within the executive branch that play a role in the-
collection and dissemination of national intelligence.

(U) The Director of National Intelligence (DNI) leads the Intelligence Community. The DNI is the President
‘of the United States’ principal advisor for national security intelligence matters. The DNI Is assisted by the
Principal and Deputy Directors of National Intelligence and the National Intelligence Council (NIC). The
Office of the Director of National Intelligence (ODNI) manages the Intelligence Community.

QUIT i PREVIOUS i: NEXT
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TASK FORCE (JTTF)
ORIENTATION

{ Intelligence Community Overview
} (Con't)

‘ (U) 17 Members of the Intelligence Community inciude:

¢ Intelligence and C terlntellig of the Alr
Force
e Intelligence and ¢ i ntellig ts of the Army

Central Intelligence Agency
Intelllgence and C intell),
Guard

Defense Intelligence Agency
Department of Energy (Office of !ntelllgenoe and
Counterintelligence)

Department of Homeland Security (Office of Intelilgence and
Analysis)

Department of State (Bureau of Intelllgence and Research)
Department of Treasury (Office of Intelligence and Analysls)
Drug Enforcement Ad ministration (Office of Nati onal
Security Intelligence)

ts of the Coast

-
§
H
1
«
2
&
T
%
@
b

T

Federai Bureau of Investigation

Intellig and Counterintelii { ts of the Marine
Corps

L]
g

patial Inteilig A
Natlonal Reconnaissance Office
National Security Agancy
Intelligence and Counterintelligence elements of the Navv
Office of the Director of Nati onal Inteiligenco

PAGE: 3 OF 25
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TASK FORCE (JTTF) Foreign Int-elllgen‘ce
ORIENTATION And Terrorism

-

“Intelligence Community Overview
The FBI's National Security Branch (NSB

(U) The NSB combines the missions, capabilities, and
resources of the counterterrorism, m
counterinteiligence, and intelligence elements of the

FBI under the leadership of a senior FBY official. The
components of NSB include: |

L
Counterintelligence Division (CD) - ' cD l I c1D l l _Dl I l WHMD [

Counterterrorism Divislon (CTD)
Directorate of Intelligence (DI)
Weapons of Mass Destruction Directorate
(WMDD) . v

(V) In the graphic to the right, click on the boxes
under NSB for a detailed description of each
component.
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Intelligence Community Overview
Executive Order 12333

(U) Executive Order 12333 focuses activities of the Intelligence Community - -
almost exclusively on the capabilities, intentions and actlvities of foreign
powers, organizations, or persons and their agents.
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TASK FORCE (JTTF) . Foreign Intelligence

ORIENTATION And Terrorism

Attorney General Guidelines: First Amendment And Privacy Act Issues
The First Amendment :

(U) The First Amendment of the United States Constitution protects Freedom of Religion, Freedom of
Speech, Freedom of the Press, and Freedom of Assembly.

(U) No FBI investigations are to be conducted solely based upon activities protected by the First
Amendment or other Constitutional rights. In order to conduct an investigation, a nexus to violence,
criminal actlvity, or permissible foreign intelligence or law enforcement purpose must be present.
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TASK FORCE (JTTF) Foreign Intelligence

ORIENTATION And Terrorism

Attor'neyl General Guidelines: First Amendment And Privacy Act Issues
‘Attorney General (AG) Guidelines )

(U) AG Guidelines regulating the conduct of FBX investigative activity in the domestic context have existed
since the 1970s in order to protect First Amendment rights. Foilowing the September 11, 2001 attacks, the
AG Guidelines were updated: AG Guidelines on General Crimes, Racketeering Enterprise, and Terrorism
Enterprise Investigations (General Crime Guidelines) were reissued in May 2002, and AG Guidelines for FBX
National Security Investigations and Foreign Inteiligence Collection (National Security Guldellnes) were
reissued in October 2003.

(U) 8Both the General Crime Guidelines and the National Security Guidelines require that investigative
techniques be used in a manner that protects the rights of Americans and complies with constitutional and
statutory restrictions. In addition, each set of Guidelines prohibits the collection, maintenance, and
dissemination of information without a sound law enforcement basis.
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JOINT TERRORISM . Introduction To
TASK FORCE ( JTTF) C Foreign Intelligence

ORIENTATION And Terrorism

Attorney General Guidelines: First Amendment And Privacy Act Issues
Attendance and Surveillance at Public Events

(U) Agents may not conduct surveiliance of individuals or groups solely for the purpose of monitoring the
exercise of rights protected by the First Amendment. Generally, FBI personnel may only attend public
events and conduct surveillance of persons in attendance for an established investigative purpose as set
forth in the AG Guidelines. An established investigative purpose exists only if the agent can articulate
objective facts and inferences that satisfy the Guideline’s criteria. As with any investigative measure, the

- justification for this activity shouid be supported by appropriate documentation. Agents must always be
mindful of the provision of the Guidelines that requires
consideration of whether a less intrusive technique is available that
could achieve the desired investigative results.

(U) There are two broad categorles of investigative purposas
estabiished under AG Guidelines, either of which could justify
attendance and surveillance at public events:

1. Monitoring an blndividual or group currently under investigation
2. Conducting apn Assessment

(U) The Guidelines do not limit an agent to the origina! purpose of
his/her attendance at a public event if unfolding circumstances
provide additional bases for other investigative activity.
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ORIENTATION _

Attorney General Guidelines: First Amendment And Privacy Act Issues "
Collectin Jaintaining, and Disseminating Info! on

(V) Specific iegal requirements apply to collectlng, maintaining, and disseminating. information obtalned
from the following sources: .

Survelilance ',
. bTE

:'LawﬁEnforcement Unit Records ' .
» Disclosure to Immigration Authorities
¢ Volunteered Information
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T SECRETveRoRN
JOINT TERRORISM - Introduction To
TASK FORCE (JTTF) . /Iim;iei‘lgn Intelligence
nd Terrorism - :
ORIENTATION

Attorney General Guidelines: First Amendment And Privacy Act Issues”
Surve ce ) ’

(U) Information derived from surveillance of subject individuals or groups at public
events pursuant to an open Investigation should be collected, maintained in FBX

records, and disseminated in compliance with the Privacy Act and departmental
olicy. If an agent conducts surveillance of persons under| ]

| |personal identifying information obtained about individuals or groups
rough that surveillance may not be maintained in FBI records -~ absent some
established law enforcement basis.

U) Attendance by an age| ‘ ]
[ - | shouid be

documented In some retrievable fashion. That documentation should be entered in
the appropriate control file and should not include identifying information about
indlviduals or groups in attendance, absent a valid investigative basis as discussed
above,

b7E

U) Identifying information (e.g.,[__ ]
cannot be temporarily collected for the soie purpose of determining
whether a person of investigative interest is in attendance. However, identifying
information can be collected if the presence of the individual at the event In
question has independent investigative significance.

>
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- TASK FORCE (JTTF) Foreign Intelllgence

ORIENTATION | And Terrorism

Attorney General Guidelines: First Amendment And Privacy Act Issues v
Law Enforcement Unit Records '

.

(U) In accordance with a 2002 Department of Education Memo, a Law Enforcement Unit is officially
authorized or designated to enforce laws and maintain the security of the school. Law Enforcement Unit
records may be reieased to anyone without consent or court order if they:

« Have been created for law enforcement purposes

+ Are maintained by the Law Enforcement Unit
» Do not include records obtalned by the Law Enforcement Unit from other educational institutions
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Attorney General Guidelines: First Amendment And Privacy Act Issues
Volunteered Information (March 1996 FBY Alrtel) )

()] FBI policy is not to accept volunteered information that on face value would appear to violate the
Buckley Amendment. However, it is permissible to accept information, other than protected educational

records, from sources (i.e., personal observations, etc). The FBI must return protected information that is
acquired mistakenly and cannot make use of that information.
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Attorney General Guidelings: First Amendment And Privacy Act Issues
Privacy Act Limitations )

(U) The FBI is prohibited from colllecting, maintaining, using or disseminating a “record describing how an. -
.individuai exercises rights guaranteed by the First Amendment. . . unless pertinent to and within the scope
of an authorized law enforcement activity.” Where information describes only the exercise of First

Amendment rights unconnected to an authorized iaw enforcement activity, no record may be made of this
information. )

(U) Do not index the names of individuals in FBI files who may be particlpating in any group activity where
First Amendment concerns exist unless the Individuals are also subjects of a criminai or intelligence

investigation or you can delineate a specific criminal or intelligence purpose for putting that person’s name
in the file. : -

(U) 1t Is not the mere passive receipt of Information concerning the exércise of First Amendment rights
that violates the Privacy Act; The Privacy Act applies when Information is collected and recorded in an
Agent’s notes, report of Investigation or other medium. When information is thus recorded, the FBI must
be able to demonstrate it Is “pertinent to and within the scope of an authorized law enforcement actlvity.”
If public source printed materlal Is retained and put into a file, the Agent must make a handwritten
notation explaining why it was retained.
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TASK FORCE (JTTF) Foreign Intelligence
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Attorney General Guidelines: First Amendment And Privacy Act Issues
Disclosure of Information ‘

w) “No agéncy shall disclose any record contained in a system of records by any means of communication

to any person, or to another agency, except pursuant to a written request by, or with prior written consent
of, the individual to who the record pertains, unless...”

(V) Common exceptions appllcable to FBI lnvestlgatlons include:

o Written request, by a domestic government agency, for civil or criminatl law enforcement purpose,
specifying what and why, signed by the agency head or designee

+ Compelling circumstances affecting the health and/or safety of a person (must notify the person)
Order of court of competent jurisdiction

« Any published "routine use” or "bianket routine use" for the system of records in which the
informatlon is maintained.

(V) Records must be kept of ait dissemination of information, including to whom, the date, nature of
information disciosed, and purpose for which information was disseminated. Knowing/wlllful disclosure of
information not covered by.a Privacy Act exception is a cnminal misdemeanor.

(U) Form FD-999, Liaison with External Organizations, may be used for this purpose.
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Attorney General Guidelines: First Amendment And Privacy Act Issues
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FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE ‘ Date: 09/08/2005
To: All Divisions - Attn: ADIC
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FBIHQ, Manuals Desk o

From: General Counsel

Approved By: Caproni Valerie E’
Thomas Julie F

b6
Drafted By: ) b7c

Case ID #: 62F-HQ-C1413697  (Pending)
66F-HQ-C1384970

Title: PROTECTION OF CIVIL LIBERTIES -- UPDATE

- Synopsis: To update FBI policy guidance, provided on March 19,
2004, on the protection of civil liberties during criminal and
national security investigationms.

Reference: 62F-HQ-C1413697 Serial 30
66F-HQ-C1384970 Serial 8139

Detaila: On March 19, 2004, we provided policy guidance that
emphasized established FBI policy on. the protection of civil
liberties during ¢riminal and national security investigations.
It addressed several important issues in an effort to assist FBI
personnel in meeting the challenge of aggressively pursuing _
legitimate investigative goals without infringing on the exercise
of constitutional freedoms.

One of the issues previously addressed was the FBI's
retention of personally identifying information obtained by
surveillance .conducted during threat assessments under the .
Attorney General's National Security Guidelines (NSIG). The
following updates that previous guidance with more detailed
" comments regarding this specific issue.

The previous guidance stated that, to be retained in FBI
records, such personally identifying information obtained during
threat assessments "must be relevant to an existing investigation

\
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To:  All Divisions From: General Counsel
Re: 62F-HQ-C1413697, 09/08/2005

- ]
' - | by itself or in combination with
other known information, justify a new inquiry or investigation;
or relate to another law enforcement activity the FBI is
authorized by law or regulation to conduct." The underlying
intent was to ensure that those who retain such information do so
for valid purposes. The intent was certainly not to restrict
those who employ threat assessments as a legitimate tool to
. prevent terrorist attacks by[ ]

b7E

The introductory language of the NSIG's Part II, "National
Security Investigations," discusses "critical information needed
for broader analytic and intelligence purposes authorized by
Executive Order 12333 and these Guidelines to protect national
security. " T h tat h "[ilnf jon obtained

b7E

}-1is
accordingly to be retained and disseminated for these purposes as
provided in these Guidelines, or in FBI policy consistent with
these Guidelines, regardless of whether it furthers investigative
objectives in a narrower or more immediate sense.®

Even if information obtained during a threat assessment

' ]
| those who possess personally identifying.
information derived from the threat assessment may retain it for

the national securit oses stated above. In that regard, the
infoxmationl : ] BTE

I In addition, the
information may possibly assist FBIL personnel in|[ |

One cautionary point in this regard must be emphasized.
This type of information--i.e., information obtained during a
threat assessment that has insufficient value to justify further
investigative activity (at least at the time it is obtained)--is
often [ - - i b7E

If it is retained for the purposes addressed above,

measures- should be taken to identify it accurately as threat
‘agsessment information, to protect it from inadvertent
disclosure, and to preclude its use as a basis for any further
investigative activity unless and until such action is authorized
by the NSIG or other applicable regulations.
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To: All Divisions From: General Counsel
Re: 62F-HQ-C1413697, 09/08/2005

Set Lead 1: (Discretionary)
‘ ALI, RECEIVING OFFICES

Read and disseminate as appropriate.

CcC:
Director Mueller
Deputy Director Pistole

EAD Bald
EAD Ashley
b6 .
b7cC
*¢
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‘Main Law Library

. Ti-aining Guide to Materials on the OGC Law Library Website (pdf)

Attorney General Guidelines
Attorney General Orders
Aviation-Related Matters
Border Searches
Buckley Amendment
CDC Team Site
‘[restricted - conta OF access)
CDC Conference Presentations
¢ Church Committee Reports
« Department of Defense Assistance to U.S.
Law Enforcement '
» Digital Evidence and Computer Related
Investigations ]
Director of Central Intelligence Directives
DoD Operational Law Handbook
DOJ IG Reports
DOJ Memorandums
DOJ Office of Investigative Agency Policies
DOJ Orders
0 OBD Orders
DOJ USABook
e Electronic Communications Privacy Act
Enemy Combatants and Military
. Commissions o
Espionage Violations and Authorities
Executive Orders
Export Controls-
Extraterritorial Matters
Fair Credit Reporting Act (pdf)
FBI Chief Division Counsel Critical Incident
© Manual
« FBI Guidance/Policy ECs
o Federal Rules of Criminal Procedure

‘Legislative History of U.S.-Public Laws

Forelgn Terrorist Organizations

Homeland Security Presidential Directives
immigration Issues

Information Sharing Environment
Inspector General Procedures
International Issues

Intelligence Community/National Security
Related Directives

Legal Handbook for Special Agents (pdf)

Maritime-Related Matters

MOQU List (pdf)

Model Memorandums of Understanding
(MMOU)

Memorandums of Understanding (MOU)

® e o e

National Response Framework (pdf)
National Security Act of 1947 (amended

12/2007) (pdf)
(Titie 50. War and National Defense, Chapter 15-—_

National Security) - _
National Security Directives

-United States Public Laws

Office of the Director of National
Intelligence Documents

PATRIOT Act

PATRIOT Reauthorization Act.

Probable Cause (ppt .

(presentation by AUSAi '

Right to Financial Privacy Act (pdf)

(Title 12, United States Code, Sections 3401-3422)
State Electronic Surveillance Procedures and
Laws ' '
Terrorism Related

Treaties

United States Attorney's Manual
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National Fdreign Intelligence Policy

National Fo n Intelligence Poli anual {(NFIPM

':U] _“....mhe NFIPM detalls the FBI's National Foreign Intelligence Program. The NFIPM can be found on t_he FBI
ntranet at: : ]
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ORIENTATION : And Terrorism |

Foreign Intelligence Surveillance Act (FISA)

(V) The Foreign Intelllgence Surveillance Act (FISA) of 1978 prescribes procedures for requesting judicial
authorlzation for electrenic curvcillance anrd physical search of persans engaged in espionage or
international terrorism against the U.S. on behalf of a foreign power. A special eleven-member court,

appointed by the Chlef Justice of the U.S. Supreme Court, called the Foreign Intelligence Surveillance Court
adjudicates FISA requests. ’ :

~ (U) Section 6001(b) of the Intelligence Reform and Terrorism Prevention Act of 2004, known as the "jone
-wolf" amendment, broadened FISA to allow surveillance of any person, other than a U.S. person, who
"engages in international terrorism or activities in preparation therefore." The expanded definition allows
the government to use FISA for surveillance of a non-U.S. person who has no known ties to a group or
entity. -

(U) Recent changes to FISA as a result of the USA PATRIOT Improvement and Reauthorization act of 2005

and the USA PATRIOT Act Additional Reauthorlzing Amendments Act of 2006 can be found: b7E
[ ; ‘
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FEDERAL BUREAU OF INVESTIGATION

Precedence: PRIORITY o Date: 04/07/2006
" To: All Divisioms

From: Office of the General Counsel :
Contact: |

Approved By: Caproni Valerie E
T J ie b6
| I b7C

Drafted By: | I

‘Case ID #: 319X-HQ-A1487720-0GC ‘

Title: (U) USA PATRIOT ACT RENEWAL - NEW LEGISLATIVE CHANGES TO
FCI/IT LEGAL AUTHORITIES. _

Synopsis: (U) Summarizes recent changes to national security
‘ legal authorities as a result of the "USA PATRIOT
Improvement and Reauthorization Act of 2005 (Public Law
109-177) and the "USA PATRIOT Act Additional
Reauthorizing Amendments Act of 2006" (Public Law 109-
178), and describes the preliminary implementation
procedures. ' '

Details: The President signed the “USA PATRIOT Improvement and Reauthorization Act
of 2005" (USA PATRIOT IRA) and the “USA PATRIOT Act Additional Reauthorizing
Amendments Act of 2006" on March 9, 2006. The USAPA IRA makes permanent many of the
sunseting provisions of the USA PATRIOT Act.! Additionally, both laws make significant
changes to many national security legal authorities, including National Security Letters (NSLs)
and certain FISA-related provisions, and impose new reporting requirements. Moreover, the
new laws make changes in several substantive criminal laws, some of which may have
implications in national security investigations.

The National Security Law Branch of the Office of General Counsel is issuing
preliminary guidance on those portions of the two laws relating to national security operations.
The following summarizes authorities contained in sections of the bills, to include a summary of
potential changes in FBI operational procedures. Recipients should note that this is only initial
guidance; more detailed explanations and procedures may follow in subsequent communications.

! The USA PATRIOT Act refers to the “Uniting and Strengthening America by
Providing Appropriate Tools Required to Intercept and Obstruct Terrorism Act of 2001,” which
was signed into law on October 26, 2001.
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- To: All Divisions From: Office of the General Counsel
Re: 319X-HQ-A1487720-0GC, 04/07/2006 :

The USA PATRIOT Act Improvement and Reauthorization Act of 2005 is
organized into the seven titles. Title I, which carries the same title as the overall bill, contains

the significant changes to the FBI’s national security tools.? Titles II through VII contain several
other Acts and miscellaneous provisions:

. Title I - USA PATRIOT Improvement and Beé.nthorization Act

- Title I makes most of the original sunsetf provisions of the original USA
PATRIOT Act permanent, though it creates new sunsets for the authorities in
section 206 (FISA roving authority) and section 215 (FISA access to business
records) of the USA PATRIOT Act, and section 6001 (Lone Wolf provision) of

- the Intelligence Reform and Terrorism Prevention Act of 2004, It also extends the
duration of several FISA tools. Additionally, it makes significant changes to the
National Security Letter statutes. Finally, the USAPA IRA requires new
Congressional reporting of the use of national security tools..

. 'Titl_e I- Terroriét Death Penalty Enhancement
This portion of the USAPA IRA entitled the “Terrorist Death Penalty

Enhancement Act of 2005" makes adjustments to the death penalty procedures for
federal cases, mcludmg certain air piracy cases.

- Title III - Reducing Crime and Terrorism at America’s Seaports Act of 2005
This Title amends certain criminal statutes to strengthen mantlme and seaport
safety. .

. _ Title IV « Combating Terrorism Financing Act of 2005

This Title increases the penalties for terrorism financing, and adds new terrorism-
related provisions to the specified unlawful activities that serve as money
laundering predicates (including operating an illegal money transmlttmg business,
such as the common “hawala” network), -

. » Title V - Miscellaneous Provisions
As recommended by the WMD Comumission, this Title creates a National Security

Division within the U.S. Department of Justice, which is to be led by an Assistant
,Attomey General for National Security.

? Congress drafted the USA PATRIOT Act Additional Reauthorizing Amendments Act -
of 2006 after the USA PATRIOT Improvement and Reauthorization Act of 2005. Congress used
the USA PATRIOT Act Additional Reauthorizing Amendments Act of 2006 to make additional -
adjustments to the nondisclosure provisions of FISA Business Records and National Security

Letters contained in the USA PATRIOT IRA, and to add the “Privacy Protections for Library
Patrons.”
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- To: All Divisions From: Office of the General Counsel
Re: 319X-_—HQ-A148'7'720-0GC, 04/0'_7/2006

. - Title VI - Secret Servu:e Authonzatxon and Technical Modification Act of
- 2005

As the Title suggests, it modifies certain authorities of the Secret Service.
= - Title VII - Combat Methamph gtamme Epidemic Act of 2006

This Title creates regulations for the control of precursor chemicals and enhances
the criminal penalties for meth_amphetamine production.

TITLE I- USA PATRIOT IMPROVEMENT and REAUTHORIZATION
: ACT of 2005.

This EC will not address the new sections of the USAPA IRA in sequence;
‘ 1nstead, the sections will be organized by natlonal security tools.

SUNSET PROVISIONS
Sec. 102. USA PATRIOT Act Sunset Provisions.

Secuon 102 repeals section 224 of the USA PATRIOT Act, makmg most of the
original sunset provisions permanent. This section adopts a new 4-year sunset (December 31,
2009) for sections 206 (roving authority) and 215 (business records) of the USA PATRIOT Act.
The now permanent prov1sxons of the USA PATRIOT Act are the following:

USA PATRIOT Act Description of Provision
2001 Provision _ .
Sections 201 & 202 Expanded Title I predicates. _
Section 203(b) & (d) Information sharing of foreign intelligence obtained in Title Il and
' criminal investigations.
Section 204 Clarification of Intelligence Exceptions from Limitations on
Interception and Disclosure of Wire, Oral and Electronic
Communications.
Section 207 Extended duration of certain FISAs.
Section 209 Seizure of voice mail with a search warrant.
Section 212 Emergency disclosures of e-mail and records by ISPs.
Section 214 | FISA pen/trap authority.
Section 217 Interception of computer trespasser communications.
‘Section 218 - g;léazge in the probable cause (“significant purpose™) standard of
Section 220 Nationwide search warrants for electronic evidence.
3
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To: All Divisions From:. Office of the General Counsel
Re: 319X-HQ-A1487720-0GC, 04/07/2006

Section 223 Civil liability for certain unauthorized disclosures.

Section 225 Immunity for compliance with FISA wiretap.

Procedural Change None at thls time. .lf necessary, addmunal guidance may be
issued in the future.

* Provision ' _ New Sunset Date
FISA Roving Authority December 31, 2009
. FISA Business Records Authority , - December 31, 2009

Sec. 103. Extension of Sunset Relating to Individual Terrorists as Agents of a Forelgn
Power.

Section 6001(b) of the Intelligence Reform and Terrorism Prevention Act of 2004
(IRTPA) addressed the “lone wolf” terrorist by broadening the definition of the “agent of a
forelgn power” for any person other than a United States person to include a person who
“engages in international terrorism or activities in preparation thereof.” The USAPA IRA
extends the sunset of this provision 4 years (until December 31, 2009).

‘Procedural Changes: None at this time. Ifnecessary, additional guidance may be
issued in the future.

.Provision‘ ' _ ~ New Sunset Date
FISA “Lone Wolf” ‘December 31, 2009
FISA DURATION CHANGES

Sec. 105. Duration of FISA Surveillance on Non-Umted States Persons under Section
207 of the USA PATRIOT Act.

Section 105 extends the duration of both initiations and renewals of electronic
surveillance (FISA § 105(e)), physical search (FISA § 304(d)), and pen register/trap and trace
surveillance (FISA § 402(e)) for agents of a foreign power who are not U.S. persons.

Procedural Changes Related to the New FISA Durations: DOJ Office of
Intelligence Policy and Review will implement these changes to the FISA process. The new

durations for non-United States persons are reflected in the chart below. Overall, the new
durations should translate into considerable savings in FBI and OIPR resources. :
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FISA Techunique

The initiations and renewals for United States persons will remain the same.

FISA Technique

FISA BUSINESS RECORD CHANGES®

Sec. 106. Access to Certain Business Records Under Section 215 of the USA PATRIOT

Act.

Section 106 makes the following changes to Sections 501 and 502 of the Forelgn
Intelligence Surveillance Act (FISA) regarding access to 215 Business Records.

Procedural Changes Related to FISA Business Records: FISA Business Records,
which have been the subject of much debate, have been modified to contain more safeguards to
protect civil liberties and privacy. include special procedures and approvals for
certain types of tangible things (i.e. , a directive to develop “minimization
procedures,” the recipient’s right to seek judicia Teview of an order, and a recipient’s right to

disclose an order for the purpose of obtaining legal advice or for assistance in complying with the
order The following charts summarize SIgmﬁcant provisions in the new law.

Scope of FISA Business
Records authority.

3 The changes included in this section also include the changes made by section 3 and 4
of the “USA PATRIOT Act Additional Reauthorizing Amendments Act of 2006.”
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Special Categories of Congress designated particular categories of records for speclal
Tangible Thmgs procedures and approvals. The FBI will adjust procedures to
account for the special designation.

1 = Special Cawgorios.
b7E

* Approval Level for The Director of the FBI may delegate the authority to either —
special categories: « the Deputy Director of the FBI; or

« the Executive Assistant Director (EAD) for Natxonal
Secunty (or any successor position).

No further delegation is allowed.

» Congressional Oversight | Attorney General must provide annual report (April) to the -
of special categories: House Judiciary Committee (HJC), the House Permanent Select
» Committee on Intelligence (HPSCI), the Senate Judiciary
 Committee (SJC), and the Senate Select Committee on
Intelligence (SSCI).

'« Number of FISA business record orders granted, modified, or
denied for the special categories of tangible things.

FISA Business Record The FBI’s facts must show that there are “reasonable grounds to

Standard- Relevance; believe that the tangible things sought are relevant to an
L authorized investigation.” L
* Presumptive Relevance | The tangible things are presumptively relevant if the facts show
| Test: they pertain to —

“(i) a foreign power or an agent of a foreign power;

(i1) the activities of a suspected agent of a foreign power who is
the subject of such authorized investigation; or

(iii) an individual in contact with, or known to, a suspected agent |
of a foreign power who is the subject of such authonzed
mvestlgatlons

FISA Business Record J * The order must describe the tangible things with sufficient
Order: particularity to permit them to be fairly identified.

« Date for return - the order will contain a date on which the
tangible things must be provided.

* Recipient must have a reasonable period of time to produce.
* The Order may only require production of tangible things that
would be available with a grand jury subpoena or a District
Court order (in other words, privileges under the law Wlll apply
to Business Record orders).
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FISA Business Record No person shall dlsclose the fact that the FBI has sought tangible
Non-Disclosure Provision: | things.

* Exceptions to non- A recipient may disclose a FISA Business Record Order to -
disclosue, (1) persons to whom disclesure is necessary to comply; :
(2) an attorney to obtain legal advice or assistance with respect to
the production;

(3) a person as permitted by the FBI Director (or designee).

* Extension of « If the recipient discloses to another person (see exceptions -
nondisclosure to others: above), the recipient shall notify the person of the nondisclosure
requirement.

« The person to whom disclosure is made shall be sub]ect to the
nondisclosure requirement.

« The FBI director (or designee) may ask the recipient to 1dent1fy
the other persons to whom disclosure of the Business Record
order will be made (except that the recipient does not have to
identify the attorney).

Judicial Challenge of FISA | The recipient of a FISA Business Record order may challenge
Business Record authority: | the legality of the order in the Foreign Intelhgence Surveillance
Court.

* Challenging the order: » Recipient may move to modify or set aside the order.
' * FISC may grant the motion only if the order does not meet the
requuements of FISA or is otherwise unlawful.
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* Challenging the non- * Not less than 1 year after the order, the recipient may move to

disclosure provision: modify or set aside the nondisclosure order.

*» FISC may grant such a motion only if there is no reason to

believe that disclosure may endanger the national security of the

U.S., interfere with a criminal, counterterrorism, or

"1 counierintelligence investigation, iiterfere with diplomatic
relations, or endanger the life or physical safety of any person.
» The FISC will treat as conclusive a certification by the

_Attorney General, Deputy Attorney General, an Assistant
Attorney General, or the Director of the FBI that a disclosure
may endanger the national security of the U.S. or interfere with
diplomatic relations.

* Security: * Filings shall be under seal

+Chief Justice of the U.S., in consultation with the AG and the :
DNI, will establish secunty measures. .

Minimization Procedures | Within 180 days of enactment, the Attoi'ney General shall adopt -
for FISA Business specific minimization procedures governing the retention and
Records: _ .} dissemination of FISA Business Record information.

*U.S. Person information: | The minimization procedures should minimize the retention, and
prohibit the dissemination, of nonpublicly available information
concerning unconsenting U.S. persons consistent with the U.S.
intelligence community need to obtain, produce and disseminate
foreign intelligence information. ,

* Evidence of a crime: The procedures should allow for the retention and dissemination
. of information that is evidence of a crime.

Procedural Changes Related to Congressional Oversight of FISA Business
Records: The new law beefs up the Congressional reporting requirements for the FISA Business

Record authonty OIPR will have the responsibility for reportmg the FISA Busmess Record
statlstlcs to Congress.

Reporting Cycle: ' Attomey General will report on an annual basis (April of each
year).

Congressional . *House Permanent Select Commiittee on Intelligence
Committees: | *House Judiciary Committee

*Senate Select Committee on Intelligence

*Senate Judiciary Committee
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Reporting Categories: (1) Total number of applications for FISA Business Records.
(2) Total number of orders granted, modified, or denied.

(3) Total number of orders granted, modified, or denied for the,
|_special categories of tangible things.

b7E

Additional unclassified Annually (April of each year), the Attorney General shall make
report: | an unclassified report on the total number of FISA Business
' Records applications, and the total number of orders granted,
modified, or denied.

Sec. 106A Audit on Access to Certain Business Records for Foreign In'telligence'
- Purposes. _

Section 106A directs the Inspector General of the Department of Justice to
perform a comprehensive audit of the effectiveness and use, including improper or illegal use, of
tt;_e FISA Business Records authority. The audit will take place in twa phases, covering the years
0£2002 to 2006. '

Procedural Changes Related to the Audit of FISA Business Records: The
Inspector General’s Office of the Department of Justice (DOJ IG) started the audit processin =~
January 2006, in anticipation of the new USA PATRIOT Improvement and Reauthorization Act.
It will be incumbent upon the FBI to cooperate with the DOJT IG to complete the two-phased
audit. Per established procedures, the FBI's Inspection Division will be the primary point of
contact for the DOJ IG. Additional guidance may be published as the audit process continues.

Scope of Audit: The IG will perform a comprehensive audit of the effectiveness
and use, including any improper or illegal use, of the
investigative authority.

Tlmmg of Audit: For 2002, 2003, and 2004, the audit should be completed within
one year of enactment (March 9, 2007). :

For 2005 and 2006, the audit should be completed by December
31, 2007. ‘ : ‘

Report results to Congress: | The IG shall submit the audit reports to —

» House Judiciary Committee,

» House Permanent Select Committee on Intelligence.
| * Senate Judiciary Committee.

+ Senate Select Committee on Intelligence. -
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tE;:lxamixlm effectiveness of | Audit will look at the following for effectiveness —
the tool: ‘
. Categones of records obtained.

» The importance to the FBI and the ICof the mformatlon

obtained.

+ The manner in Which th¢ information is collected, retained,

analyzed, and disseminated by the FBI (this will include an

examination of the access to “raw data” provided by the FBI to
other agencies of the Federal, State, local, or tribal governments,

or private sector agencies).

» The minimization procedures adopted by the AG.

» Whether, and how often, the FBI used information to produce
analytical intelligence products for the FBI, the IC, or other
Federal, State, local, or tribal government agencies.

» Whether, and how often, the FBI provided the information to
law enforcement authorities for criminal proceedings. '

Examine the process: ‘The audit process will look at the following:

» How often the FBI requested DOJ to submit an application and
the request was not submitted to the court (including the basis
for the decision).

e Whether the court granted, modified, or denied the application.
* The justification for the failure of the AG to issue
implementing procedures governing the requests in a timely
fashion, including whether the delay harmed national security.

| + Whether bureaucratic or procedural impediments prevent the
FBI from fully using the authority.

FISA ROVING SURVEILLANCE CHANGES

Sec. 108. IXIultipoint Electronic Surveillance Under Section 206 of the USA PATRIOT
ct.

This section modifies FISA sections 104(a) and 105(c), to clarify the amount of
detail the FBI must provide to obtain a FISA roving surveillance order.

Procedural Changes Related to FISA Roving Surveillance: ,

The application must now include a description of the ‘specific” target when the
target is identified by description rather than by name. The section also adds a return
requirement on the FBI in national security investigations. This is consistent with Congress’
intent to provide an extra layer of judicial review and to prevent the potentlal abuse of this

- investigative authority.

OIPR will implement the new requirements for the FISA roving surveillance.

OIPR and FBI OGC may develop more specific guldance on the new process for obtaining this
authority in the future,

10
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Standard for roving
surveillance:

Return requirement: BIE

Consistent with Congress’ intent to provide more oversight, the reporting
. requirements for FISA roving surveillance have been changed.

Procedural Changes Related to FISA Roving Surveillance Congressional
Oversight: OIPR will maintain responsibility for reporting on the FISA roving surveillance.

Reporting qy;:le:' ' The Attorney General will report on a semi-annual basis.

Congressional'  House Permanent Select Committee on Intelligexice
Committees: » Senate Select Committee on Intelligence
* Senate Judiciary Committee

Reporting categories: - | » Total number of applications made for orders and extensions.
‘ * Each criminal case in which information has been authorized
for use at trial, during the period covered by such report.
« Total number of emergency employments and total number of
subsequent orders approving or denying surveillance.

FISA OVERSIGHT CHANGES

In. section 109 of the USA PATRIOT Act Improvement and Reauthorization Act,
- Congress has implemented additional reporting requirements for the use of FISA physical search

authority and FISA pen registers and trap and trace authority. This section modifies the reporting
requirements in FISA sections 306 and 406(b). -

11 -
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Congressional Reporting on FISA Physical Search authority:

Reporting cycle: ' Attorney General will report on a semiannual basis.
Congressional .| » House Permanent Select Committee on Intelligence

Commuitees: = House Judiciary Comimiitice
v * Senate Select Committee on Intelhgence
« Senate Judiciary Committee

Reporting categories: Report the following regarding emergency physical searches -

» s Total number of applications.
» Total number of orders granted, modified, or denied.
 Number of physical searches involving the residences, offices,
or personal property of U.S. persons, and the number of
occasions the AG provided notice.
« Total number of emergency authorizations, and total number of
subsequent orders approving or denying the physical searches.

Congressional Reporting on FISA Pen Register and Trap and Trace authority:

Reporting cycle ' Attorney General will report on a semiannual basis.
Congressmnal * House Permanent Select Commmee on Intelligence
Committees: - | » House Judiciary Committee

* Senate Select Committee on Intelligence
* Senate Judiciary Committee

Reporting categories: Report the following regarding pen registers/trap and trace —

' + Total number of applications.

» Total number of orders granted, modified, or denied.

1 » Total number of emergency authorizations, and total number
subsequent orders approving or denying the pen registers/trap
and trace.

Procedural Changes Related to Enhanced Congressional Oversight: If necessary,
OIPR and FBI OGC will publish guidance in response to the new provisions. OIPR will retain
responsibility for reporting to Congress on FISA related acuvmes .

FISA PEN REGISTER/TRAP AND TRACE CHANGES
See. 128. PATRIOT Section 214; Authority for Disclosure of Additional Information
' in Connection with Orders for Pen Register and Trap and Trace Aunthority
under FISA.
Congress modified the FISA pen register and trap and trace devices authority to
give the FBI access to more information through this authority. The pertinent portion of the new
statute describing the mformatlon available to the FBI is reproduced here (highlights added):

FISA § 402 [50U.S.C. § 1842]. Pen reglsters and trap and trace devices for
foreign mtelhgence and international terrorism investigations.

12
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(C) shall direct that, upon the request of the applicant, the provider of a wire or -
electronic service shall disclose to the Federal officer using the pen register or trap
and trace device covered by the order —

b7E

b7E
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) The chart below summarizes the information available throﬁgh the new
adjustments fo the FISA tool.

bTE

The chart below summarizes the Congressmnal reportmg requuements for the use
of the FISA pen register and trap and trace authority.

Reporting cycle . Attorney General shall report on a semiannual basis.

Congresswnal +» House Permanent Select Committee on Intelligence
Coinmittees: +» House Judiciary Committee

* Senate Select Committee on Intelligence

* Senate Judiciary Committee

Reporting. categones Use of pen registers and trap and trace.

Procedural Change§ Related to Pen Registers/Trap and Trace: OIPR will retain
the reporting respon51b111t1es for the FISA pen register/trap and trace authonty

b7E .

The FBI will now be able to obtain|_ . fL

L;F}mth a FISA pen register/trap and trace, without havmg o couple the request wi
usiness Record request. This provision should make this investigative tool more useful to

14
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the FBI OIPR has already made the changes to its pen register/trap and trace format to take
advantage of the new prowsmn .

EMERGENCY DISCLOSURES

Sec. 107 Enhanced Oversight of Good-Falth Emergency Disclosures Under Section
212 of the USA PATRIOT Act.

: The emergency disclosure provision, codified at 18 U.S.C. § 2702(b¥(8) & (c)j 4),
provides law enforcement with the ability to gain quick access t
under emergency conditions. The USA PATRIOT Act created the e emergenc d1scIosure bIE
provision which explicitly permits, but does not require, a service provider 0
voluntarily disclose to law enforcement information, includin in emergencies
involving a risk of death or serious physical injury. Such disclosures are outs1de of the
compulsory process — subpoena, court order, and search warrant — that is generally required

before law enforcement can obtam such mformatlon from a service provider. See, 18US.C. §
2703.

_ Section 107 makes changes to the emergency disclosure provision of 18 U.S. C.
Section 2702, including the requirement for more Congressional reporting, to deal with the

concer;h that this authority was not subject to sufficient Congressional, judicial or public
oversight, .

Procedural Changes Related to Good-Faith Emergency Disclosures: The Attorney
General must now report annually to Congress on the number of accounts subject to disclosure,
and the Attorney General must report the basis for the voluntary disclosures in mvestlgatlons that
are closed without filing criminal charges.

The FBI will need to track the use of this mvestlgatlve authonty for reportmg
purposes. The FBI will publish additional guidance on this issue as necessary.

Voluntary disclosure by | If the provider, in good faith, believes that an emergency
provider: - involving danger of death or serious physical ifjury to any
5 person requires disclosure without delay.

Reporting cycle: " Attorney General shall report on an annual basis.

Congressional * House Judiciary Committee

Committees: * Senate Judiciary Committee

Reporting categories: ' * Number of accounts from which voluntary disclosures were

, received.

» Summary of the basis for disclosure where the investigation
was closed without criminal charges.
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NATIONAL SECURITY LETTERS*
Sec. 115. - Judicial Review of National Security Letters.

Title 18, Chapter 223 of the United States Code (Witnesses and Evidence) is
anierded to include a new section 3511 svhich provides for the judicial review of NSLs.

Procedural Changes Related to the Judicial Review of NSLs: This new section modifies
the NSL authorities under the-Electronic Communications Privacy Act (ECPA)(18 U.S.C. §
2709), the Fair Credit Reporting Act (FCRA)(15 U.S.C. § 1681u and 15 U.S.C. § 1681v), and
the Right to Financial Privacy Act (RFPA)(12 U.S.C. § 3414), to make it clear that the recipient

~may seek the help of an attorney, and may challenge the legality of an NSL order and its non-
disclosure provision in Federal District Court. A Federal District Court can modify or set aside
an NSL if it is unreasonable, oppressive, or otherwise unlawful. It continues to be important for
the FBI to serve NSLs only if the information sought falls within the statutory categories, and
which are not overly broad or oppressive. '

Future practice will give the FBI an idea of how many NSL challenges can be expected in
a calendar year. If Federal grand jury practice is any indication, the number of NSLs challenged
on a yearly basis should be small. Regardless, the FBI Field Office will need to work with local
Assistant United States Attorneys when a recipient challenges the legality of an NSL or the non-
disclosure provision. Additionally, FBI Field Offices should immediately notify FBI OGC if
they receive notice of any challenge to an NSL or the NSL’s nondisclosure provision. The
following chart breaks down the new provisions (including jurisdictional issues).

The new law also gives the U.S. government a mechanism to address the situation where
a recipient fails to comply with the NSL, which has been missing from the investigative tool in
the past. Again, this procedure will require the assistance of a local United States Attorney’s
. Office.

Judicial review of NSL |  Jurisdiction: In the U.S. District in which the recipient resides
(Recipient may challenge | or does business.
the request);

* Recipient may ask court to set aside or modify request.

» Court will grant the recipient’s motion if the NSL is
unreasonable, oppressive, or otherwise unlawful.

/

4 The changes listed in this section aiso include the changes made by sections 4 and 5 of
the “USA PATRIOT Act Additional Reauthorizing Amendments Act of 2006.”

16

ACLURMO020985 FBI020776



To: All Divisions From: Office of the General Counsel
~ Re: 319X-HQ-A1487720-0GC, 04/07/2006 '

Judicial review of NSL - | * Jurisdiction: In the U.S. District in which the recipient resides

nondisclosure provision or does business. :
ecipient may challenge -
g}e nfndisclosﬁm 8 * Filed within one year of NSL request —

provision): . . .
, s Couirt may modify/set aside tlic non-disclosure if... “no reason
to believe that disclosure may endanger the national security of
.| the U.S,, interfere with criminal, counterterrorism, or
counterintelligence investigation, interfere with diplomatic
relations, or endanger the life or physical safety of any person.”
» Certification/Authority level: Court will treat as conclusive
the certification by the Attorney General, Deputy Attorney-
General, an Assistant Attorney General, or the Director of the
FBI that disclosure may endanger the national security of the
‘United States or interfere with diplomatic relations (unless made
in bad faith).

« Filed one year or more after the NSL. —

» Within 90 days of recipient’s petition, designated government
officials must either terminate the nondisclosure requirement or
recertify that the disclosure “may result in a danger to the
national security of the U.S., interference with a criminal, -
counterterrorism, or counterintelligence investigation, -
interference with diplomatic relations, or danger to the life or
physical safety of any person.” , :
+» Termination/Recertification Authority level: The Attorney
- | General, Deputy Attorney General, an Assistant Attorney

| General, or the Director of the FBI, or his designee in a position
not lower than Deputy Assistant Director at FBI headquarters or
a SAC in an FBI field office designated by the Director shall
either terminate the nondisclosure requirement or recertify that
disclosure “may result in a danger to the national security of the *
U.S., interference with a criminal, counterterrorism, or
counterintelligence investigation, interference with diplomatic
| relations, or danger to the life or physical safety of any person.”
» Conclusive: Certification by the AG, DAG, an Assistant
Attorney General, or the Director of the FBI that disclosure may
endanger the national security of the United States or interfere
| with diplomatic relations shall be treated as conclusive (unless
made in bad faith).
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Failure to Comply: « The Attorney General may invoke the aid of a Federal District
. - | Court.

« Jurisdiction: U.S. District in which the investigation is carried
on, or the person or entity resides or does business or may be
found.

[« Court may compel by ordermg persomenmy to comply.

» Fajlure to obey is punishable by contempt.

Court Proceedings & + Court must close hearings to the extent necessary to prevent an
Security: unauthorized disclosure of NSL.

* Petitions, filings, records, orders, and subpoenas must be kept
under seal to the extent and as 1ong as necessary to prevent
unauthorized disclosure.

+ At government’s request, ex parte and in camera review of
govemml ent’s submissions which may contain classified
materia .

Sec. 116. Confidentiality of National Security Letters.

" Section 116 makes changes to the National Security Letter authorities contained in the
Electronic Communications Privacy Act (ECPA) (18 U.S.C. § 2709), the Right to Financial

Privacy Act (RFPA)(12U.8.C. § 3414), and the Fair Credit Reportmg Act(FCRA) (15US.C. §§
1681u and 1681v).

For example, Congress used this section to clarify the apphcatlon of NSLs [18 U. S.C. §
2709 - telephone toll and transactional records] to libraries. A library is subject to an NSL only
if it falls within the definition of a wire or communications provxder

| Libraries and 18 US.C, § | A library is not a wire or electronic communications service .
2709 (telephone toll and rovider unless the library is providing the services defined in 18
transactional records): EI SC.§ 2510(15)(electromc communication service).

Additionally, this section is used to statutorily establish the NSL nondxsclosure
reqmrements and the exceptions to the nondisclosure requirement available to a recipient.

* Procedural Changes Related i . atiality; i
overstepping this authority, the FBI

' | If you have any questions regarding Etlle
'il\?prlchatlon of this provision| | please direct your questions to FBI OGC
SLB

b7E

. The other sxgmﬁcant changes to NSLs regardmg conﬁdentlahty are common to all NSLs
used by the FBI. In order to activate the nondisclosure requirement, the NSLs must contain a
certification from the Director of the FBI, or a Special Agent in Charge in an FBI field office.
This new legislation allows designation of this certification to the SACs in field offices -
“designated by the Director.” This language reflects Congress’ intention that the delegation not -
occur automatically, but that the Director must choose which offices needed, and were properly
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prepared to exercise, the delegated authority. The Director has made delegations to FBI Field
Offices in a separate communication. Field Offices with delegated authonty will receive
instructions on the process of preparing and issuing NSLs (instructions and updated forms will be
posted on the FBI OGC National Security Law Branch website). The remaining changes are
summarized in the chart below. FBI OGC NSLB will publish additional guldance on this
authority as nccessary. _

Nondisclosure activated by |  FBI certification: There may result a danger to the national
FBI Certification: security of the United States, interference with a criminal,

. counterterrorism, or counterintelligence investigation,
interference with diplomatic relations, or danger to the life or
physical safety of any person, if a recipient discloses that the FBI |
has sought or obtained access to information or records under
NSL statutes.

* Authority level: Director of the FBI, or his designee in a
position not lower than DAD at FBI headquarters, or a Special
| Agent in Charge in a Burean field office designated by the
Director.

Exceptions - Recipient ¢ Recipient may disclose to persons necessary to comply with
may disclose NSL request: | NSL request; °

- Attorney: Recipient may disclose to an attorney.to obtain legal |
advice or legal assistance regarding any NSL request.

Notice: * The NSL shall notify the recipient of the nondisclosure
| requirement.

* Recipient disclosing NSL to an individual necessary to comply
| or, to an attorney, shall inform them of the applicable
nondisclosure requirement.

FBI request for- identity of |+ Only activated at the request of the FBI Director or Director’s
persons to whom recipient | designee. -
plans to disclose NSL:

* Recipient of NSL shall identify the persons to whom disclosure
‘will be made or was made.

« EXCEPT: Nothing requires the person to identify an attorney
to whom disclosure was made or will be made to obtain legal
advice or legal assistance,©

See. 117. Violations of Nondisclosure Proirisions of National Security Letters.

This section makes it a federal crime for an individual to knowingly and with the intent to
obstruct an investigation or judicial proceeding violate the nondisclosure provision of an NSL.

: Procedural Changes Related to Vlolatlons of Natlonal Secungz Letter Non-disclosure:
None at this point.
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Obstruction of an « Individual must have been notified of the nondisclosure
%w/l%s)ﬁgaﬁon (18US.C.§ |provision. -

» Individual must knowingly and with the intent to obstruct an
investigation or judicial proceeding vielate the nondisclosure
provision.

» Punishable by up to five years imprisonment, a fine, or both.

Sec. 118. Reports on National Security Letters.

Section 118 of the USA PATRIOT Improvement and Reauthorization Act of 2005
outlmes a new reporting scheme for National Security Letters.

Procedural Changes Related to National Security Tetter Reporting: This section now
requires that N'SL statistics be reported to the House and Senate Judiciary Committees, in
addition to the House Permanent Select Committee on Intelligence and the Senate Select
Committee on Intelligence. Additionally, Congress has directed that the NSL requests made
pursuant to the 15 U.S.C. § 1681v [Fair Credit Reporting Act] be reported semi-annually to the
House Committee on Financial Services and the Senate Committee on Banking, Housing and
Urban Affairs, in addition to the House and Senate intelligence committees. These provisions
are consistent with Congress’ desire for more oversight of the national security investigative
tools. Finally, Congress has directed that the Attorney General provide an unclassified report
annually (April) which will report the aggregate numbers of NSL requests concerning different
U.S. persons. With the unclassified report, Congress intends for the public to have a better view
of the material Congress sees in conducting its oversight responsibilities.

: The FBI OGC’s Natlonal Security Law Branch and OIPR will prowde futu.re guidance on
the FBI’s role inthe reportmg of NSLs.

Current NSL Reports: *« AG reports on a semi-annual basis.

« Reports will now also be made to the House Judlclary
Committee, the House Permanent Select Committee on

" | Intelligence, the Senate Judiciary Committee, and the Senate
Select Committee on Intelligence.

Enhanced Oversight of 15 | » AG reports ona semi—annual basis.
U.S.C. § 1681v NSLs (for
credit agency consumer
records):

* Reports w111 now also be made to the House Judiciary
Committee, the House Committee on Financial Services, the
House Permanent Select Committee on Intelligence, the Senate
Judiciary Committee, the Senate Housing and Urban Affairs
Committee, and the Senate Select Committee on Intelligence.
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Aggregate Report of NSL. | * AG reports annually (April).

requests:

eqness » Total number of NSL (excluding NSL’s for subscriber
information) requests for information concerning different U.S.
persons.

* Unclassified report.

Sec.119. . Enhanced Oversight of National Security Letters.

Consistent with Congress’ theme of more overs1ght, Congress has directed that the
Inspector General of the Department of Justice shall perform an audit of the effectiveness and

use, including any improper or illegal use, of national security letters issued by the Department of
Justice. -

Procedural Changes Related to the Audit of National Security Letters: ThlS DOJ IG audit
of the use of NSLs, which began in January of 2006, will require the cooperation of the FBL
Congress’ goal in this audit is to obtain detail on the specific functions and characteristics of
NSLs and an analysis of the necessity of this national security investigative tool. As with DOJ
IG’s audit of the FISA Business Record authority, the FBI’s Inspection Division will be the
primary point of contact for the DOJ IG (per established procedures). The FBI OGC NSLB may

‘issue additional guidance as the audit process continues.

inet‘{ltlnremenis of DOJIG | Comprehensive audit of —
t '

* Use of NSLs for 2003 through 2006.

« Description of noteworthy facts/circumstances, mcludmg any
improper or illegal use of NSLs.

Timing of Audit: : « For 2003 and 2004, must be completed not later than one year
. ' after enactment (March 9, 2007).

« For 2005 and 2006, must be completed not later than December
31, 2007.

Congressional 1 » House Judiciary Committee and House Permanent Select
Committees: Committee on Intelligence.

» Senate Judiciary Committee and Senate Select Committee on
Intelligence.
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" | Examine Effectiveness of
NSLs:

The audit will examine:

» Importance of the information acquired by DOJ to the
intelligence activities of DOJ and other members of the IC.

'| » How information is collected, retained, analyzed, and

dissemnated (including access to raw data) to memibers vf the IC
community, and other Federal, State, local or tribal governments,

| or private sector entities.

» How often NSL information was used to produce an analytical

intelligence product for distribution to the IC community, and to
other Federal, State, lacal or tribal governments,

» Whether, and how often, NSL information was provided to law
enforcement authorities for use in criminal investigations.

| < Following enactment of the USA PATRIOT IRA, the number

of NSLs issued without the certification necessary to create a
nondisclosure obligation.

» Types of electronic communications and transactional
information obtained under § 2709, and the procedures DOJ,
used if content information is obtained.

Feagibility of
Minimization Procedures:

| *Not later than February 1, 2007, or upon completion of the

2003/2004 audit, the Attorney General and the Director of
National Intelligence shall jointly submit a report on the
feasibility of applying minimization procedures to protect the
constitutional rights of U.S. persons.

* Report goes to the House Judiciary Committee, the House
Permanent Select Committee on Intelligence, the Senate
Judiciary Committee, and the Senate Select Committee on .
Intelligence.

_DELAYED NOTICE SEARCH WARRANTS

. Sec. 114, Delayed Notice Search Warrants.

The section changes the procedural requirements for the warrants and increases the
oversight of the delayed notice search warrants (18 U.S.C. § 3103a). A major change is the
implementation of a 30 day notice requirement, as opposed to the former requirement of “within
a reasonable period” of the warrant’s execution.

Procedural Changes Related to Delayed Notice Search Warrants: In applicable cases, the
FBI (through the U.S. Department of Justice trial attorney or Assistant United States Attorney)
must provide the facts to a court to show there is “reasonable cause to believe that providing
immediate notification of the execution of the warrant may have an adverse effect.” The
showing will have to be updated for each extension. ‘
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Notification Delay No more than 30 days (or a later date certain if facts justify).
sundue delay of trial is not a basis for a delayed notice.

Extensions of Delays 90 days (unless the facts justify longer)-- .
- | *granted upon an updated showing of the need for further delay.

Reporting Annual reporting to Congress by Court (starting with the fiscal
- | year ending September 30, 2007).

OTHER LAW ENFORCEMENT/CRIMINAL RELATED PROVISIONS
Sec. 104. Section 2332b and the Material Support Sections of Title 18, United States Code.

- This section makes permanent the material support of terrorism provisions in section
6603 o)f the Intelhgence Reform and Terrorism Prevent Act of 2004 (18 U.S.C. §§ 2332b and
2339B

Procedural Changes: None at this time. If necessary, addmonal guidance may be issued
in the future .

- Sec. 110, Attacks Against Railroad Carriers and Mass Transportation Systems..

This section merges wrecking trains (18 U.S.C. § 1992) and attacks on mass transit (18
U.S.C. § 1993) into one section - 18 U.S.C. § 1992. The new law expands the law to cover the
planning for such attacks, so it is now a federal crime to survenl photograph, videotape, diagram,
or collect information as part of a plan for an attack.

Procedural Changes: None at this time. If necessary, additional guidance may be issued
in the future. .

Sec. 111. Forfeiture.

Th1s section expands the authonzauon to confiscate property located within the United
States when it constitutes proceeds used in or derived from trafficking in nuclear, chem1ca1,
blologlcal or radiological weapons technology or material.

Procedural Changes: None at this time. If necessary, additional guidance may be 1ssued
in the future.

Sec. 112. Section 2332b(g)(5)(B) Amendments Relating to the Definition of Federal
' Crime of Terrorism.

‘This section adds drug trafficking in support of terrorism (21 U.S.C. § 960A) and
receiving foreign military-type training from a foreign terrorist organization (18 U.S.C. § 2339D)
to the definition of federal crimes of terrorism (18 U.S.C. § 2332b(g)(5)(B)). .

Procedural Changes: None at this time. Ifnecessary, additional guidance may be issued
in the futute
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. Sec. 113. Amendments to Section 2516(1) of Title 18, United States Code (Title IIT).

This section adds 20 federal crimes related to terronslﬂ to the list of predicate offenses
that may be used as a basis to intercept wire, oral, or electronic communications (18U.S. C.§
2516(1)). The new wiretap predicates include the following:

8 U.S.C. § 37 [violence at international alrports]
. § 43 [animal enterprise terrorism]

. § 81 [arson within special maritime and territorial jurisdiction]
. §§ 175, 1750, and 175¢ [biological agents]

. § 832 [nuclear and weapons of mass destruction threats]

. § 842 [explosive materials]

. § 930 [possession of weapons in Federal facilities] .

. § 956 [conspiracy to harm persons or property overseas]

. § 1028A [aggravated identity theft]
- §
- §
-8
-8
- §
-§

1
1
1
1
1
1
18
1
1
1

1114 [killing or attempted killing of Federal employees including any
member of the uniformed services]
1116 [killing or attempted killing of certain foreign ofﬁcna]s, mcludmg
internationally protected persons)]
1992 [attacks on mass trans1t]
2340A [torture]
2339 [harboring terrorists}]
2339D [receiving military-type training from a foreign terrorist
organization]
. § 5324 [structuring transactions to evade reporting reqmrements]
C. §46504 [assault on a flight crew member with a dangerous weapon] .
. 49 US.C. §46505(b)(3) or (c) [weapons offenses on board an aircraft]

.
—
O o0 00 00 00 00 o0 00 00 00 00 00 00 0000 00
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O QnNn O 000NNnNNA!

Procedural Changes: None at this time. If necessary, additional guldance may be issued
in the future.

Seec. 122. Prohibition of Narco-Terrorism.

This section makes it a federal crime to engage in drug trafficking to benefit terrorism
(amended the Controlled Substance Import and Export Act - 21 U.S.C. §§ 951 et seq.). To
prove this crime, the evidence must show that a defendant had knowledge that the person or'
organization has engaged or is engaging in terrorism.

Procedural Changes: None at this tlme Ifnecessary, additional guidance may be issued
in the future.

S'ec. 123. Interfering with the Operation of an Aircraft.

This section makes it a federal crime to interfere with or disable a pilot or navigation
facility operator with the intent to danger or with reckless disregard for human safety (e.g.,
aiming lasers at pilots) (18 U.S.C. § 32).

Procedural Changes: None at this tnne If necessary, additional gmdance may be issued
in the future.
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Sec.124. . Sense of Congress Relating to Lawful Political Activity. .

Congress uses this section to expwss the sense of Congress that federal mvestlgatlons
should not be based solely upon an American citizen’s membershlp in a non-violent political
organization or their otherwise lawful political activity.

Procedural Changes: None at this time. All employees are reminded, however, that
- neither criminal nor national security investigations of U.S. persons roay be predicated solely on
the exercise of First Amendment rights.
Sec. 127. Sense of Congress.

Congress uses this section to express its sense that the victims of terrorist attacks should
have access to the forfeited assets of terrorists under 18 U.S.C. § 981.

Procedural Changes: None at this hme Ifnecessary, additional guldance may be issued
in the future. _

W
Sec. 126. Report on Data-Mining Activities.
: This section requires the Attorney General to report to Congress on any Department of
Justice (including the FBI) initiative that uses pattern-based data-mining or is developing pattern-
based data-mining. Among several topics, the report is to explain how any pattern-based data-
mining initiatives collect, review, gather, and analyze information, and how the initiatives will
ensure the accuracy of information and protect the privacy and due process rights of individuals.

The statute defines pattern-based data-mining as follows in section 126(b)(1):

(1) Data-Mining. The term “data-mining” means a query or search or other
analysis of one or more electronic databases, where——

(A) at least one of the databases was obtained from or remains under the
control of a non-Federal entity, or the information was acquired initially by
another department or agency of the Federal Government for purposes other than
intelligence or law enforcement;

(B) the search does not use personal identifiers of a specific individual or
does not utilize inputs that appear on their face to identify or be assocxated witha
specified individual to acquire information; and

: (C) a department or agency of the Federal Government is conductmg the
query or search or other analysis to find a pattern indicating terronst or other
criminal activity.

Procedural Changes:

FBI will participate in preparing the repoit.
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TITLE I - TERRORISM DEATH PENALTY ENHANCEMENT .

~ Among several provisions, this Title adjusts the Sentencing Guidelines to create a term of
post-incarceration supervision in connection with a conviction for a federal terrorism crime for
any term of years or for life and makes legal counsel available for death-penalty defendants.

Procedural Changes Related to the Terrorism Death Penalty Enhancement: None at this
time. :

TITLE III - REDUCING CRIME AND TERRORISM AT AMERICA’S
' SEAPORTS ACT of 2005 :

This Title strengthens statutes related to seaport and maritime safety. For example, the
Title prohibits the maritime transportation of weapons of mass destruction for use in a federal -
terrorism crime (18 U.S.C, § 2283). Additionally, it prohibits the maritime transportation of .
terrorists (18 U.S.C. § 2284). The following highlights some of the new provisions in Title III.

Sec. 305. Transportation of Dangerous Materials and Terrorists. -

This section makes it a federal crime to transport aboard a vessel an explosive, biological
agent, chemical weapon, or radioactive or nuclear material with the intent that the material will
be used to commit a federal crime of terrorism (as defined in 18 U.S.C. § 2332b(g)(5)(B)).

~ Procedural Changes:‘None at this time. If necessary, additional guidance may be issued
- in the future. , o . .

Sec.309.  Bribery Affecting Port Security.

‘This section makes it a federal crime to give or take a bribe with the intent to commit
international or domestic terrorism affecting port security.

Procedural Changes: None at this time. If necessary, additional guidance may be issued
in the future. . '

Sec. 311. Smuggling Goods from the United States.
This creates a new federal crime for illegally smuggling goods from the United States.

Procedural Changes: None at this time. If necessary, additional guidance may be issued
in the future. :

TITLEIV - 'COMBATING TERRORISM FINANCING ACT of 2005.

The U.S. Department of Justice indicated that this Title carries forward the overall
strategy to stop terrorist-financing by making several adjustments to criminal statutes. It
accomplishes this goal by enhancing penalties for terrorism financing and prohibiting terrorism
financing through informal money networks, including hawalas. Illegal money laundering
transmissions (18 U.S.C. § 1960) are now predicates for racketeering (RICO predicate listat 18 -
U.S.C. § 1961(1). Terrorism financing (18 U.S.C. § 2339C) and the receipt of foreign military
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training (18 U.S.C. § 2339D) are now added to the money laundering predicate offense list (18
U.S.C. § 1956(c)(7)(D)). Finally, the Title authorizes the U.S. to confiscate the U.S. property.
related to certain acts of international terrorism against a foreign government or international
organization (18 U.S.C. § 981(a)(1)(G)).

TITLE V = MISCELLANECUS.

. The Title creates a U.S. Department of Justice National Security Division which will be
headed by a statutory Assistant Attorney General. '

Sec. 506. Department of Justice Intelligence Matters.

This new section establishes a National Security Division (NSD) within the DOJ, headed
by an Assistant Attorney General for National Security (AAGNS). This reorganization of DOJ is
consistent with a recommendation by the WMD Commission that the “Department of Justice’s
primary national security elements - the Office of Intelligence Policy and Review, and the
Counterterrorism and Counterespionage sections - should be placed under a new Assistant
Attorney General for National Security.” ‘

On March 2, 2006, the U.S. Department of Justice stated the following:
This reorganization would bring together under one umbrella the attorneys from the

. Criminal Division’s Counterterrorism and Counterespionage Sections and the attorneys
from the Office of Intelligence Policy and Review (OIPR), with their specialized
expertise in the Foreign Intelligence Surveillance Act and other intelligence matters. The
new Assistant Attorney General will thus have all three core national security components
under his or her control. He or she will lead a dedicated team acting in concert to
accomplish their shared mission of protecting the national security while simultaneously
safeguarding Americans’ civil liberties. The Assistant Attorney General will also serve
as the Department’s primary liaison to the new Director of National Intelligence, and the .

.new Division will gather expertise from across the Department to create a focal point for

providing advice on the numerous legal and policy issues raised by the Department’s
national security missions. ' -

Procedural Changes: The new Division will contain the Office of Intelligence Policy and
Review, the Counterterrorism Section and the Counterespionage sections. The FBI’s working
relationships with these components will continue as normal. If the U.S. Department of Justice
issues specific guidance at a future date, the guidance will be communicated to the FBI.

TITLE VI - SECRET SERVICE AUTHORIZATION AND
- TECHNICAL MODIFICATION ACT OF 2005.

The Title confirms that the Secret Service is a distinct entity within the U.S. Department
of Homeland Security (DHS). Among several provisions, the Title establishes a “rolling” no
~ trespass zone for individuals under Secret Service protection. It also prohibits fraud in
connections with U.S. identification documents issued for a presidentially designated nationall
significant event. v :

Procedural Changes Related to the Secret Service Act: None at this time. If necessary,
additional guidance may be issued in the future. -
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TITLE VII - 2CO(())lg’lBAT METHAMPHET AM]NE EPIDEMIC ACT OF

Congress meant to provide a comprehensive approach toward controlling the
methamphetamine problem. This Title increases the regulation of domestic and international
commercial transactions in mcthamphctamine precursor chemical and enhances the criminal
sanctions for methamphetamine related crimes, including the smuggling and selling of
methamphetamine. For example, the Title requires sale of products containing ephedrine,
pseudoephedrine, and phenylpropanolamine be limited to a 3.6 grams per customer per day, and
the products be available only “behind the countef’ at sales locations. -

Procedural Changes Related to the Combat Methamphetamine Epidemic Act of 2005:
* None at this time. If necessary, additional guidance may be issued in the future.

Questiqns and Additional Information:
' ., . b6
The National Security Law Branch:I is available to answer questions about bIC

this legislation. In addition, materials relating to the new legislation will be posted on the NSLB
FBI Intranet website, which can be found through the FBI Office of General Counsel website.

LEAD(s):
SetLead 1: (Action)
ALL RECEIVING OFFICES
~ Read and Clear -

*"
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TASK FORCE (JTTF) . Foreign Intelligence
ORIENTATION And Terrorism

415 Policy

(V) International Terrorism investigations are classified as 415 investigations. 415 investigations are
national security Investigations that suppert the FBI's prierity to protect the United States from terrorist
attack. This goal drives the Counterterrorism Division’s (CTD’s) mission to prevent, disrupt, and defeat
terrorist operations. The nature of Internationa! Terrorism investigations must focus on:

E ©7E

(U) Additional information about 415 policy can be found on the FBI
i {S)

b7E

QUIT :: PREVIOUS :: NEXT
PAGE: 21 OF 25 '

file://D:\jttfoV2\moduleS\m5_200.htm 8/8/2011

ACLURMO020998 ' FBI020789




JTFF CBT | o | . Page 1 of 1

“="SETRET77NOFURN"
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266 Policy

(U) Criminal Domestic Terrorism investigations are classified as 266 investigations. The 266 classification
includes any investigation ¢f a crininal act which invelves an individual(s) who seeks to further political
and/or social goals through activities that involve the use of force or violence and violate federal law. The
266 classification was developed to focus on the specific criminal activity of domestic terrorists. If a
criminal violation on the part of a person(s) affiliated with a domestic terrorist group is determined to have
occur;:ed is occurring, or is about to occur, then a criminal investigation should be opened under this
classification.
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Field Intelligence Group

(U) The Field Intelligence Group (FIG) oversees a fleld office’s analytical program. The FIG constitutes a
mechanisit for providing oversight of intclligence csllection, analysis, and dissemination. The FIG provides
direction as to collection requirements, analysis that crosses multiple operational squads, and
dissemination of lnformation and analysis. -
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. ORIENTATION

FBI Intelligence Analysts
(U) Intelligence analysts provide both strategic and tactical support to investigations. Analysts are charged

with identifying intclligence gaps and develeping strategies for filling those gaps. Analysts can: helEaEenﬁ

make connectlong between their cases and developments within the intelligence community
b7E
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JOINT TERRORISM . Introduction To
TASK FORCE ( ITTF) ) Foreign Int_emggnce
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Module Review

{U) The Intelligence Cocmmunity js a fggéraﬁon of Federal Government agencies, services, bureaus, and
other organlzations within the executive branch that play a role in the coliecticn and dissemination of
national intelligence.. s :

FBT inteliigence policy includes:

+ AG Guidelines

' o Nationai Foreign Inteiligence Policy
oI i . b7E -

+ DIOG
» 315 Policy
e 266 Policy

(U) 1Inteiligence Analysts provide both strategic and tacticalstl.lpport to investigations.
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JOINT TERRORISM S Physical
TASK FORCE (JTTF) Surveillance

ORIENTATION

Overview Of Instructional Goals And Objectives

(U) Goal: The goal of this module is to introduce the new task force member to the physical surveillance:
techniques utilized by the FBX in the fighit agalnst domastic and intcraotional terrorism.

(U) Objectives:

1. Read and review an overview of physical surveillance. . '
2. Read and review an overview of] . ] B7E

3. Gain a basic understanding of enemy surveillance techniques.
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ORIENTATION ‘

Bureau Surveillance Overview
Phvslcal Surveillance .
(U) Physical survelliance is a proactive investigative technique utilized to develop intelligence vital to the

detection and prevention of acts of terrorism and espionage, as well as provide evidence needed in the
prosecution of parties responsible for criminal activity. Surveillance coverage can be used for the following

" purposes: ) o
b7E
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Bureau Surveillance Overview
Physical Surveillance (Con't)
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JOINT TERRORISM Physical

TASK FORCE (JTTF) : Survelllance
ORIENTATION

~ Bureau Surveillance Overview
Surveillance Restrictions

(V) There are to be no surveillances conducted in| Junless specific
authority is obtained from the Assistant Director of the FBIHQ Div:sion responsnble for the investigation.
Assistant Directgj basic a surveillance to
be conducted in with written notification

within 24 hours To the Assistant Director of the appropriate FBIHQ Division. If a surveillance is authorized,

there are not to be contacts with the ind being surveilled, other law enforcement personnel or
other indlviduals in the area. ’
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Bureau Surveillance Overview
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(V) A surveillance log should be maintained for the purpose of documenting observations made during
surveillance. The log is a chronological narrative detailing the observations noted during the surveillance.
Prior to initiating the surveiilance,-a team member should be assigned to writing the log. At the end of the
shift each individual should initial on the log the notations of the activities he/she observed. Completed
logs should be incorporated into the case file and indexed. Originai notes should be permanently retained
in a 1A envelope (FD-340a). Logs should be concise and factual. When raporting locations, be as specific as

- possible. Avoid over-reporting or Including unnecessary information since logs are subject to scrutiny in
legal proceedings. All surveillance logs should be reviewed for accuracy since inaccuracies couid be used by
the defense to potentially discredit testimony.

v) See this note reqgarding the alternative use of the FD-302.
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following agents:
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Overview Of Instructional Goals And Objectives

{U) Geoal: The goal of this module is to introduce the new task force member to the investigative techniques .
that m lm‘ormabm/h lligence and gvidence| . | bTE

Objectives:

1. Read and review the investigative techniques:| ' ]

'Read and review the pol'lcles and procedures of | | a Grand Jury
Subpoena, and an Administrative Subpoena. -
-Read and review]| i .
Read and review the policies and rocedures of| ] ] b7E
Gain a basic understanding of| _ 1 '
':Liriﬂﬂmmimmm%sardingl ]
aln a basic understanding of who can assist In ]
Read and revlew the units that comprise] ' ]

. Gain a basic understanding of how to
. Read and,review| . |

hdw N

SLaN aw
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(U) Grand Jury Subpdena

(U) Grant Jury Subpoenas are issued in criminal matters and obtained from the USA’s Office. Service of the
Grand Jury Subpociia is dona either by the Case Agent, another law giiforcément officer or an Investigative

Analyst. Document the serving of the Grand Jury Subpoena and the results of servin the subpoena on the

same communication - for example, a FD 302 b7E

I ] :

(U] If utilizing Grand Jug Subpoenas, do potl ' J b7E
[ The Case. Agent may share

the results of a Grand Jury Subpoena only with individuals who are on the 6(e) list with the case. To get on
the 6(e) list, the Case Agent contacts the AUSA assigned to the case.

(V) While conductlng an investigatlon, once an indictment has been returned, Grand Jury Subpoenas can
no longer be used.

(U) Reminder: The use of certain investigative techniques may require disclosure to the subject, such as

Federal Grand Jury Si USA's Office, National .
Security Law Branch and/or Chief Dlvision  P7E
Counsel, and the substantive unit in the Counterterrorism Division regarding these potential disclosure
requirements when selecting an investigative technique.
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(U) Administrative Subpoena

(V) Administrative Subpoenas (FD-617) are used oniy in criminat investigatlons involving violations of the
Cantrolled Substances Act.(Titlc 21), Health Care Fraud; and Child Pornography.

} _(mmmﬂl\ould be exercised in the use of the Administrative Subpoena, as it is not al I
Primarv use of the Administrative Subooena will be b7E

(U) The Administrative Subpoena is printed in two copies, original and attested copy. The original with
executed return of service will be kept in the case file. The attested copy should be served to the person
named on the subpoena. A copy of the Administrative Subpoena is “electronically” placed in the respective
division subfiles. The Program Supervisory Special Agent or the ASAC signs Administrative Subpoenas.

(U) A FD-302 shouid be prepared on the service and resuits of the Administrative Subpoena. An
Investigative Anaiyst (IA) can prepare and serve the Administrative Subpoena when provided with the"
-appropriate information from the Case Agent. Further, the IA will prepare a FD-302 on the results on the
Adminlstratlve Subpoena. .
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"ORIENTATION

(U) Administrative Subpoena

(Con't)

(U) Information acquired as a result of an Administrative Subpoena is not 6(e) material. Like Grand Jury
subpoenas, once an indictment is returned, Administrative Subpoenas can no longer be used to acquire
records. Trial subpoenas or court orders remain the only options post indictment. Authority to compel

attendance and testimony of witnesses, and require records production relevant to controlied substance
investigations may be granted by the SSRA, OC/DP SSA, or ASAC.
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JOINT TERRORISM . International
TASK FORCE (JTTF) ‘ Operations
ORIENTATION :

(U) Bureau Policy And Procedures
Q. avel and Cou Clearance
(U) In accordance with the requirements of the above MOU, all official foreign

_ travel must be coordinated with the Legat Office covering the country
concerned and the Office of International Operations (0I0). The Legat should

be kept informed as to co ated activity to ensur b7D
The Legat will also be able to comment as b7E
to any other current activity or polltical circumstances in the foreign country, .
whld-l may have some effect on the travel activity.
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(U) Bureau Policy And Procedures
Foreign Travei EC
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»PreSentation Overview

e Lessori Objectives |
e Introduction to the Guidelines
¢ Definitions

e Counterintelligence & Counterterrorism
Investigations .

« Dissemination |
 Reporting Requirements
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Lesson Objectives --
- By the end of the session you should:
*» Understand the basic purpose, scope,
and organization of the FCIG
* be able to apply the “least intrusive
means” principle | N
.o know how to apply the U.S. Person
presumption
e be familiar with the key definitions
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Lesson Objectives -
By the end of the session you should

= kiew what investigative steps can be taken

eknow ]

1 e understand wh|ch investigative techniques
I  areavailable] |

| I

i1« know the rules for disseminating and
reporting information

[

b7E
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Introduction

» E.O. 12333 requires the FBI to:
—conduct and coordinate counterintelligence
activities within the United States

-~ Coordinate counterintelligence activities
| outside the United States with the CIA

~ Collect foréign intelligence

— Produce and disseminate foreign
intelligence and counterintelligence

SeoRel
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Introduction

@ E,0 12333 provides that the FBI's
- responsibilities will be conducted in
accordance with “such regulations as
the Attorney General may establish”

« The FCIG are these regulations

 Most recent version is March 8, 1999 |

ACLURMO021178
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Infroduction :

¢ The FCIG are the basic rules of the road
that give the FBI its direction for-
conducting counterintelligence and
counterterrorism investigations

 They also provide guidance on foreign
intelligence collection and

b7D
b7E
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Least Intrusive Means

e Required by Section 2 4 of E.O. 12333
and Section II1.A.1 of the FCIG.

 The FBI should collect information
under the FCIG using the /east intrusive
means that will provide the quality,
scope and timeliness required in a
manner consistent with the laws and
policies of the United States

B e

Tren o
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status of a subject is not known, the

U.S. Person Presumption

in which the

subject shall be treated as a U.S.

person

b7E
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FCIG Structure
& Scope
“» Definitions

¢ Special Techniques
» Dissemination
* Reporting

e Collection of FCI information

16
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Subjects

* Subjects of counterintelligence
investigations are divided into:
— foreign powers '

- . b7E
— foreign visitors '
- U.S. persons

22
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e e

Forelgn Power

A fereign governmment or any componen regardles:
of whether recognlzed by U.S.

A faction of a foreign nation, not substantially
composed of U.S. persons

Entity.openly acknowledged by a foreign government

Group engaged in international terrorism

Foreign-based political organization, not substantially
composed of U.S. persons

_ Entity directed and controlled by a foreign

government

23
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| JPre-investigative Activities

b7E
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Pre-investigative Activities (Coht.)
-« Examine FBI records, review publicly

available reference material

in

order to obtain /dentifying data
-concerning an unknown person for
indexing purposes

b7E

30
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Pre-Investigative Activities (Cont.)

» Examine FBI records and review
publicly available reference material in
order to obtain /identifying data
concerning a known person for indexing

i pUrposes | |

31
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Pre-investigative Activities (Cont.)

e Conduct back’grbund inquiries

~concerning consenting individuals

- b7D

b7E
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I| Special Techniques

b7E
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Operations Outside the U.S.

» DCI (or designee) and Attorney General
(delegated to section chief) approval is
necessary for investigative activity

conducted outside the United States

! _ : . BIE -

63
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Dissemination

e In General
 To Federal Authorities

¢ To State and Local GoVernment
Authorities ' '

« To Congressional Committees

b7D
b7E
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B

Dissemination in General

» Transmission of information within DOJ
is not dissemination

 Can disseminate publicly available

information that doesn't identify U.S.
persons for any lawful purpose

L0 D i i anaiibuim it
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SpoRcy

Dissemination in General (cont.)

« Non-publicly available information can be
~ disseminated within the intelligence
community '

U.S. persons may be disseminated outside
the intelligence community if the identities

- may reasonably become necessary to
understand or assess the importance of the
information '

* Non-publicly available information identifying

N
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e FBI may disseminate information to
other federal authorities when it:
- within that agency's jurisdiction
— relates to the other agency’s authorized
responsibilities

or other directive

Dissemination to Federal Authorities |

— relates to a crime or violation of regulation

—is required to be disseminated by statute

7
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Sesner

'Dissemination to State and Local
Authorities |
e The FBI rmay disseminate facts or
information relating to crimes to state
and local governments if the

dissemination is consistent with the
interests of U.S. national security

73
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- Dissemination to Congressional
Committees ‘ -

e The FBI can providé briefings and testimony
on maters of general intelligence interests to
the appropriate Congressional committees

e Any further dissemination requires Attorney
General approval

« The FBI must consult with any other agency
with a stake in the information prior to
dissemination

75
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| Reporting‘ Requirements
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JOINT TERRORISM .. International

TASK FORCE (JTTF) Operations

ORIENTATION

(U) Bureau Policy And Procedures
Passports '

(U) Diplomatic passports do not automatically confer any diplomatic
privileges or Inmunities (P8Is) from search, seizure or arrest In a foreign
nation. In order for the bearer of a diplomatic passport to have diplomatic
P&Is in the host nation, the bearer must be a USG employee permanently
assigned to the US Embassy and be named on the diplomatic list of the
nation. Diplomatic passports are issued through liaison between the 010
and State. The issuance of diplomatic passports is within the sole purview
of the Department of State and thelr issuance is strictly controlied. An
official passport is the standard requirement for FBI employees traveilng
abroad on official' business. ) i

(U) The 010 recommends that the official traveler also carry a valid U.S.
tourist passport as a back up for a diplomatic or official passport to be
used under certain limited situations. The use of a tourist passport must
not be presented to enter or depart from the foreign nation orin
connection with other USG official duties or business.
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JOINT TERRORISM _ International
TASK FORCE (JTTF) Operations
ORIENTATION

(U) Bureau Policy And Procedures
Pgssgog-ts (Con't)

b7E

) | JAn official passport Is not to be used for personal or pleasure travel, and any loss should

e reported at once to the division head and the OIO. Since officlal passports and visas provideno -
immunity for the bearer, he/she (the bearer) can be held fully llable for all actions while abroad. This
liability is both civii and criminal under the iaws of the host country, which are often different from those in
the United States. ' :
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JOINT TERRORISM International
TASK FORCE (JTTF) ' Operations
‘ORIENTATION

) Bureau Policy And Procedures
Visas '

(U) Most foreign nations will not issue a visa if the diplomatic or off cial passport will expire in six months
or less of the travel date.

(U)Avisaisa permit, entered on the passport of a national of one country, by the consulate of another.
This permit allows the bearer entry to or transit through, the country issuing the permit. On request, and
with proper notice, the OIO will obtain visas necessary for official travel. A valid dlplomat!c or official
passport with an expiration date greater than six months after the requested travel dates is required to be
sent to the OI0 when applying for a visa.

(U) The time for which visas are issued usually depends on the length of the trip. Applications, pictures,
International Heaith Cards, and other certified documents may be required before visas are issued. Official
travel to most countries requires a visa. The visa is stamped in the U.S. passport used for travel. Visas are
obtained from that country's Embassy or Consulate in the U.S. Foreign diplomatic establishments require a
DOS, Washington, D.C., Passport Office letter before they will issue a visa for official travel. Note that most

" foreign Embassies in the US have specified time frames required for the issuance of a visa. Three to five
workdays are commonly required; however, select nations may require weeks to issue a vlsa. The 010
shouid be consulted at the eariiest time when international travel is planned.
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JOINT TERRORISM : International
TASK FORCE (JTTF) ) Operations

ORIENTATION

(U) Bureau Policy And Procedures
Investigations ‘

(U) FBI Agents have no jurisdiction in foreign countries. Agents do not have arrest powers, subpoena

powers, or the authority to conduct investigations, including foreign national interview in other countries .
without the approval of the COM and the host government] | bTE
~ FBI credentials must be carrled while on official travei abroad; however, use and/or display of cre(enﬂa s :

in a foreign country except for identification in an official capacity is inappropriate.
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JOINT TERRORISM International

TASK FORCE (JTTF) o Operations:
ORIENTATION '

| (U) Bureau Policy And Procédures
Natlonal Soverelgnty

(V) National sovereignty of the foreign nation prohibits FBI Agents from exercising law enforcement or
peace officer status. Notwithstanding the extraterritorial reach of some US statutes, no U.S. law can .
override a foreign country's right to protect the integrity of its sovereignty. A foreign nation.may; however,
agree to permit the FBI to perform limited law enforcement functions when in the company of a
counterpart host nation law enforcement or inteiligence official when the FBI has joint investigative
jurisdiction. Though not limited to terrorist activity, such investigations generaily have been conducted in
the aftermath of terrorist attacks. The FBI's role in these shared investigations requires COM/Legat, OI0
and FBIHQ approvals, in additlon to host nation approvai and are usually limited to victim/witness
_interviews and routine forensic examinations.

. (U) Unless the above approvals have been granted, FBI Agents from domestic offices may not

~ independently conduct investigations in foreign countries, inciuding foreign nationai interviews without
concurrence of the host government. Exceptions to this prohibition are authorized when a foreign national
appears at an embassy or consulate voluntarily (walk-ins) or when an Amerlcan citizen voiuntarily appears
for interview on these dipiomatic premises. However, the interview of an American citizen or foreign

" national in-country, not on U.S. diplomatically protected premises, requires the above approvais and host
nation authority. Such off-premises interviews would normaliy be conducted by the host government
authorities. .
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JOINT TERRORISM International
TASK FORCE (3TTF) Operations
ORIENTATION

(U) Bureau Policy And Procedures _

Interviewing Persons in Police Custody in a Foreign Count

(U) Persons interviewed by FBI Agents while in police custody in a foreign country must be given the usual
warning of rights under American Federal law provided there is no objection from the foreign police officer.
If he/she objects, feeling the warning is not consistent with the law of his/her country and might work
unfavorably on prosecution of the subject there, the officer should be requested to give the warning as

required by the law of his/her country. Record the wording of this warning and the time and circumstances
of its Issuance, - ) ] : . o

4
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JOINT TERRORISM "~ International
TASK FORCE (JTTF) ~ Operations

" ORIENTATION

(U) Bureau Policy And Procedures
Counterintelligence Activities
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JOINT TERRORISM ~ ° ' International -
TASK FORCE (J3TTF) v Operations
ORIENTATION ‘ ,

» (U) Bureau Policy And Procedures
Extradition - '

(U) Internationai extradition is the formal process by which a person found in one country is surrendered
to another country for trial or punishment. The process is reguiated by treaty and conducted between the
U.S. government and the government of a foreign country. It differs considerably from interstate
extradition or Interstate rendition. Extradition, in most instances, may be granted only pursuant to a
treaty. Responsibility for extradition matters lies with the DOJ and the DOS. A simple telephone call to a
foreign poiice agency wiil not resuit in having a subject arrested and returned to the U.S. by host nation
law enforcement officials.
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JOINT TERRORISM International
TASK FORCE (JTTF) | Operations
ORIENTATION | -

(U) Bureau Policy And Procedures
Subpoenag

(U) It is possible, pursuant to U.S. law, to have a subpoena Issued for a national or resident of the U.S. ina
forelgn country, directing the witness to appear hefore a U.S. court. However, Legats cannot automatically
serve subpoenas in other countries. It may be a vioiation of sovereignty. Foreign laws may restrict the
serving of such subpoenas. U.S. Attorney’s Offices work closely with the Department of Justice’s Office of

International Affalrs to select a method of obtaining the witness’s presence in the U.S. In i%

may be done in concert with ap American copsular official acting on a request by the DOS
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JOINT TERRORISM - International
. TASK FORCE (JTTF) ~ Operations -

ORIENTATION

(U) Bureau Policy And Procedures
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JOINT TERRORISM International

TASK FORCE (JTTF) Operations

ORIENTATION

(U) Bureau Policy And Procedures
Other Investigative Techniquies: Consult Legat in Host Nation .
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" JOINT TERRORISM International

TASK FORCE (JTTF) Operations

ORIENTATION

(U) Bureau Policy And Procedures
Legat Responsibilities

(V) Legats are responsible for conducting and coordinating all investigative matters overseas, including
cases where domestic FBI Agents are deployed from the extraterritorial squads. The Legat is there to
ensure that the anticipated Investigation proposed by the office of origin does not raise sovereignty issues
with the host government and that all matters have been coordinated with the embassy in accordance with
the COM MOU. The Legats must be part of the investigative planning and decision making in order to fulfill
the Director’s expectations with respect to their roie in overseas investigations.
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JOINT TERRORISM
TASK FORCE (JTTF)
ORIENTATION

International
Operations

(U) U.s. Department Of State Information And Updates

Iravel Advisories

(U) Travel advisories are Issued byA the DOS for countries where potenﬁal terrorist threats and potential
unrest exist. Visit http:/ /www.travel.state.gov/travel/cis_pa_tw/tw/tw_1764.html for a current list of
travel advisories. (Note: The DOS refers to travel advisories as "Travel Warnings” on their website. The

~ terms are Interchangeable )
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JOINT TERRORISM International
TASK FORCE (JTTF) ‘ Operations
ORIENTATION '

A

(U) U.s. Department Of State Information And_Updates
Post Reports 4

(U) Post Reports provide information
regarding countries in which U.S.
Embassies are located. The information
provided includes a brlef history and
description of the country’s area,
geography, climate, population, public
institutions, arts, science, education,
commerce and industry, transportation,
communication, health and medicine,
housing, food, ciothing, supplies and
services, education, recreation and social
life, officiai functions, pets, etc. (Note:

3 Conpniy ‘ : )
The DOS refers to post reports as XTI £ 2 o i St et - s
“Background Notes" on their website. The il & soeirmmtmss
terms are interchangeable.) . :
T Sy AR oA A aeeiaegd

° Saw Asmet 1G4 Nompad P " Lon
Visit www.state.gov/r/pa/ei/ bgn/ fora e Tt e o e T b s ;
_full list of countries. uuwuﬁ‘iuﬁﬁ“%mmm 3
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JOINT TERRORISM : International

TASK FORCE (JTTF) Operations
ORIENTATION : -

(U) Temporary Duty Pre—Deponment Planning
Personal Property:

(U) Household maintenance Issues, household security issues, and automotive needs should be reviewed
and addressed prior to deployment :
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(U) Temporary Duty Pre-Deployment Planning
Personal and Family Matters

(V) The pre-separation period is stressful for all family members, especiaily for parents and chlildren.
Communication between yourself and loved ones is of vital importance, and can help alleviate the stress
and tension often associated with deployment. The key to successful and authentic communication with
family members is to be honest. Prior to deployment, is the time to open up lines of communication
between you and famiiy members. Honestly discuss with family members feeiings about the assignment or
deployment, and identify fears and expectations. Discuss any contingencies or unforeseen changes you

" might imagine. Personalities might change, especially those of the children. By the time you return home,
goals may have changed for either you or your spouse or partner.
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ORIENTATION

(U) Temporary Duty Pre-Deployment Planning
Medical ) .

’ (U) An important pre-deployment responsibility Is fo visit the Health Care
Programs Unit (HCPU). :

b7E

» Q_l.!IT 1t PREVIQUS :: NEXT -
PAGE:; 49 OF 53 :
. . ' %ém//norom

file://DA\jttfoV2\module9\m® 470 htm o | 8/972011

IEE———

ACLURMO021230 FBI1021021



JTFF CBT | - B Page 1 of 1

, \?é//uosom
JOINT TERRORISM :

" International
TASK FORCE (JTTF) Operations
ORIENTATION
(U) Temporary Duty Pre-Deployment Planhing
lagat
(V) During deployment there méy be times when legal matters must be taken =~ 77 -

mnnnm
ekl Adrbas

care of in your absence. Consult an attorney for any legal questions
concerning your particular situation. Wills and Powers of Attorney are just as
critical for a single FBI employee as it is for his/her married empioyee.

".-.

muu—nﬁ&uu .
1 b6

- b7C
=

f e e i
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ORIENTATION | |

(U) Temporary Duty Pre-Deployment Planning
‘ rinancial and Insu;gng:.n.

w) Youi' insurance carrier may provide worldwide assistance with traveler’s medical insurance and
terrorism coverage for FBI employees. Be sure to review how your Federal and Bureau benefits and
. insurance coverage work while you are overseas serving the FBI. .
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(U) Temporary Duty Pre-Deployment Planning

Dcployment Rriefin

(U) After an employee has been identlfied as a candldate for deployment, management may hold a brlefing.
The Depioyment Briefing will accomplish several objectives by communicating the following:

The nature and objective of the depioyment.

All relevant, available intelligence. .

Potential dangers involved, and discussion regarding physical security during the depioyment.
Necessary precautions. )

Anticipated time frame and schedules.

Chain-of-command. }

Emergency contacts and plans for deployment termination/emergency evacuation.

EAP facllitated education relating to separations, stress and coping skills.

Support services avallable via EAP, Health Services, Office of Genera} Counsel, Office of International
Operations, etc,

Dissemlnation of pre-deployment checkllists, tips, and famlly support Information.

+ Establish a time-perlod for candidates to prepare and set tentative dates for the next briefing.

e @ ® 9 0 ¢ ¢ 0 o
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TASK FORCE (JTTF) : Operations
ORIENTATION . '

(U) Module Review

b7D
. EB resentative stationed in an American Embassy abroad, is responsible for llalson b7E
and intelligence agencies in matters of interest between these agencles and Co
FBIHQ. FBIHQ personnel and domestic field offices requiring investigative assistance abroad should
utilize the services of the Legat. '
« Specific policies and procedures should be followed when planning to travel outside the United States.
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JOINT TERRORISM | Middle East/Arab
' TASK FORCE (JTTF) Culture And
Familiarization

ORIENTATION

Overview Of Instructional Goals And Objectives
* (U) Goal: The goal of this module is to Introduce the new task force officer to Middle East/Arab cuiture.

()] ijectives:
1. Read and review a history of the Middle East.

2. Gain a basic understanding of Isiamic religion and society.
3. Read and review an overview of radical fundamentalist terrorist groups.

r
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History Of The Middle East
{U) The Beginning of the Middle East

(U) The earliest civilizations in the region now known as -
_ the Middle East were founded in Mesopotamia and Ancient  Map o Masg lamlL_,L,é;__“

Egypt. The Sumerians, Babylonlans, Assyrians and others o \." neveh N

built important states. From about 500 B.C. onward, Vollowud ~

several empi dominated t ion. ' :

av mpires dominated the region 1, %‘ S Ass
(U) In the 1st Century B.C., the Roman Republic absorbed /"J
the entire eastern Mediterranean area, and under the s
Roman Empire, the region was united with most of Europe . . 1 IRAQ
and North Africa in a single political and economic unit; [

this unity facilitated the spread of Christianity. The ruie of 4 .
Rome was succeeded in the 4th Century A.D. by the rule of w Acess of Mesopolemis
the Byzantine Empire centered in Constantinople, which © Cities of lasopotomis
ruied from the Balkans to the Euphrates River. The Persian 4 B0tolnoto s -
Empire controlled much of the Middie East beyond the

Byzantine Empire. Until the 7th Century, Anatolia (Turkey), Syrla, Palestine, and Egypt were all Christian
and Greek speaking, united culturally and politically under the rule of the Byzantine Empire, while
Mesopotamia (modern Iraq) formed a buffer zone between the Byzantine and Persian Emplres.
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JOINT TERRORISM Middle East/Arab
TASK FORCE (JTTF) Culture And

ORIENTATION . Familiarjgation »

History Of The Middle East
(V) The Rise of Islam

(V) The rise of Islam in the Arabian Peninsula was a decisive event in the creation of

the Middie East as a distinct cultural region. The followers of Muhammad occupied ¥
Palestine, Mesopotamia (Iraq), Syria, and Egypt. The Byzantines succeeded in

preventing the Arabs from seizing Anatolia, which remained Christian until the arrival -

of the Turks 400 years later. The majority of the popuiation In the areas conquered by

the Arabs converted to Islam within two generations, creating a permanent culturai

frontier between Europe and the Musiim world.

(U) During the 9th and 10th Centuries, the Arabs remained unchallenged in the zone )

between the Nile and the Tigris Rivers as well as in North Africa and most of Spaln. The Arab cities of Cairo,
Alexandria, Basra, Damascus and Baghdad, supported a iarge population, a prosperous trad!ng economy,
and a rich cultural iife,
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History Of The Middle East
{11) The Rica of _gm_gh:gg ’

(U) By the mid-11th Century, the Seijuk Turks had migrated
south from central Asia, and conquered Persia, Iraq, Syria,

, Palestine and the Hejaz, defeating the Byzantines and
conquering Anatolia and later Egypt. The Seijuk Turks ruied
mast of the region for several hundred years, until the empire
began breaking up. The fragmentation of the region allowed
the Christian west to re-enter the region during the European-
led Crusades. The Crusaders, however, where unable to
establish a permanent presence in the area.

(U) By the 15th Century, a new empire had arisen in western
Anatoiia, ruled by the ottomans who united the entire Middie
‘Eastern region under one ruie. The Ottomans continued by
conquering Greece, the Balkans, and most of Hungary;
however by 1700, the ottomans had been driven out of
Hungary and began a cultural and technological decline. The
Middle East began looking to the west for money in order to
build up the region. . ’
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History Of The Middle East
(U) British and French Involvement

(U) When the Ottoman Empire collapsed in the 1900s, the British and the French enacted a secret treaty
(Sykes-Picot Agreement) to partition the Middie East between them. Thus, the British and French
established a permanent presence in the area. Great Britain, fearful of potential threats to their
economically critical trade with India, began occupying the Middie Eastern counties of Egypt, Sudan, and
Somalia. During World War I, the British taok over Palestine and Mesopotamia, and freed Arabia from the
Turks, ensuring their independence under pro-British rulers. Post-war settiements between the Ailies left
Britain in control of the Middle East in the 1920s. It was during this time of British control that territories

~on the Arabian Peninsula came together as Saudi Arabia and gave rise to Arab nationallsm as a strong
influence. In addition, the British implemented the Balfour Declaration.

(U) The Balfour Declaration put In writing Britaln’s Foreign Secretary, Arthur Balfour’s, promise to “view
with favor” the creation of a Jewish homeland, should the Jews support Britain in the war effort. Soon after
World War I, Jews known as Zionists began their campaign to return Israel to “Ancient Israel.” Jews by the

. thousands began immigrating to Palestine, buying land from absentee Arab owners, and settiing in
virtually independent, self-contained settlements. Balfour's Declaration created an ethnic and religious
divide that is still a major cause of confiict in the area today.
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History Of The Middle East

(V) Independence in the Middle East

(V) During the 1920s and 1930s, Iraq, Syria and Egypt moved toward mdependence. In Palestine, the
conflict between the forces of Arab natlonallsm and Zlonlst colonization was exacerbated by the 1947
United Nations plan to partition Palestine to create both a Jewish state and a Palestinian state. The
Palestinians rejected the plan, and the Zionist settlers declared Israel a state in 1948, sparking a war in
which the Palesti nlans, supported by neighboring Arabs, were defeated.

(U) The departure of European powers from direct control of the reglon, the Increasmg Importanca of the
oil industry, and the establishment of Israel marked the creation of the modern Middle East.

“Hgkny + THE PALESTINE - [Toeoxib
e ... POST ..|==
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Islamic Religion And Society
(U) The Founding of Islam

Muhammad is the founder of the religion of Islam, and considered by Muslims to be the final prophet from

- God. Muhammad, at the age of 40 In 610 A.D. went on a retreat to Mecca and purportedly began hearing
the voice of God telling him new, pure scripture. Muhammad recited the scripture to family, friends, and,
later, growing numbers of beiievers. The scriptures were later put into a holy book calied the Quran.
Muhammad followed the scriptures absolutely, without deviation, and expected those who believed in
Islam to do the same. To help him interpret the meaning of the scriptures, Muhammad gathered a group of
cliose relatives, friends, and confidants, who become his Al Shura Council.

(U) When Muhammad started preaching in 612 A.D., he brought to the Arabian Peninsula a unifying
influence. Islam, in effect, unified the Arabian Peninsula as a nation, by giving the inhabitants a:

Common name - Muslim
one leader to follow -~ Muhammad

*
L]
« A common goal in iife —~ to worship God and spread his word (Islam) to others
« A single language for all to use - classic Arabic
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Islamic Religion And Society
(U) The Founding of Isiam (Con't)

(U) Not all people in Mecca, especially the rich merchants, welcomed Muhammad’s revelations regarding
Allah’s desire for sacial justice among humans and prostration before him (Allah). When Muhammad’s clan
ieader died, Muhammad lost his protection in Mecca. In 622 A.D., Muhammad fled to Medina, a city north of
‘Mecca, where he and his followers found protection from the two Arab tribes ilving there. Muhammad’s

departure from Mecca is called Hijrah, and the Hijrah is cansidered the officlai beglnning of Islam and the
start of the Muslim calendar.. '

(V) Muhammad and his followers settled in Medina, where Muhammad continued his preaching. At first,
Muhammad preached unity under one God with the Medini Jews, but the Jews wanted nothing to do with
Muhammad or Islam. As time passed, the Jews became intoierant of Muhammad’s message and the spread -
of Islam. The Medini Jews joined with the Meccan Arabs, who pursued Muhammad to Medina to stop
Mubhammad’s spread of Islam. In 630 A.D., Muhammad marched an army to Mecca and retook the city.
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U) Islam after Muhammad's Death

(U) After Muhammad died in 632 A.D., the senior leaders of Muhammad;s Al Shura Council fearing that the
community could easily fall apart without strong leadership, moved quickly to decide the following:

. The Islamic government wouid conslst of a khalifa (caretaker) or caiiph, and
¢ A representative council couid override the caliph if he overstepped his bounds.

-

(U) The Council elected the oldest member, Abu Bakr el-Saddeq, as the ieader; however, many followers
were unhappy with the Al Shura Council’s decision and belleved that All Ibn Abi Talib, Muhammad'’s cousin
and son-in-law, as the blood relative, should be the first caiiph. Ali eventually became the fourth and final
caliph.

Two years into Ali‘s rule, a rival tricked All and seized power. This event set off vendettas and counter-
vendettas that triggered three events:

» Ali's assassination
+ The challenge against All’s son Hassan as leader
+ The murder of Ali’'s second son Hussain in a battle at Karbala (Iraq)
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Islamic Religion And Society
(U) ¥slam after Muhammad’s Death (Con't)

(U) Ali's followers calling themselves Shlas, considered these three acts. treasonous, and they permanently
_split from the main group, which was later cailed Sunni.
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(U) shia Muslims -

(U) shia Muslims’ follow All’s secular interpretation of Islam. Ali and his followers, as seculars, believed
that if God wanted people to enter Islam by force or sword, he would have used the word youdkhloun
(meaning “being pushed or forced”) in the Quran. Instead, he used yadkhloun (meaning “by their own free
will”). Thus, Ali believed that Abu Bakr was too militant, and his actions would prevent Jews, Christlans,
and pagans from freely flocking into Islam. Shia Muslims:

« Strongly believe in the tenets of Isiam; however, they follow a less strlngent (literal) lnterpretation of
the Quran.

¢ Label as sinners all who do not believe that only blood descendants of Muhammad (and Ali) should be
caliph,

« Follow a complete Iegal code called the Jafari Schooi of Thought.
+ Believe in the sinlessness and infallibility of their Imams (religious leaders).

+ Dominate only in Iran, though they also have a significant presence in Iraq, Lebanon, and Saudl
Arabia.

« Tactically, the Shia are more apt to cooperate with any other entity, including the West, if doing so
will give them an advantage against the Sunnis. .
« Comprise approximately 10-15% of the Muslim community.
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{U) Sunni Muglims

(U) Sunni Muslims’ follow Abu Bakr’s fundamentalist interpretation of Islam. Abu Bakr believed that no one
could repent without being pushed. Thus, people must “be repented” by force. Abu Bakr did not think Ali
and his Shia followers were capable of effectively leading the Muslim armies against the idol worshlpers,
Jews, and Christians. Sunni Muslims: :

« Believe that elections should determine callphs.
"« Havea conservatlve, traditionalist view of Islam,
» Believe in a literal interpretation of the Quran, and believe that anythmg outside of what the Quran
teaches is unacceptable.
¢ Follow the Sharia law.
+ Controi how the Quran is printed and distributed. ‘ ‘
+ When Sunni‘s hear Muhammad’s name they must speak the following phrase: Sallallahu alayhi wa
sallam, meaning “the peace and blessings of God be upon him.”

Consider the Sunnah of Muhammad the second most important source of Islamic doctrine. The Sunnah

is written using the filter of Muhammad’s words, actions, and experiences.

¢+ Comprise 85-90% of the Muslim community.

+ Have been prolific in spawning numerous and varied fundamentalist extremist terrorist organizations.
Sunni core doctrine and end state have remained the same and they continue to strive for Sunnl
Islamic domination of the world to prove a key Quranic assertion that no system of government or
religion on earth can match the Quran’s purity and effectiveness for paving the road to God.
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U) Qur: = Holy B of 1sla

(U) The Quran is the principal source of every Musiim’s faith and practice, and it
consists of 114 surah (recitations) with a total of 6236 ayat (verses).

(U) The surah are arranged by length, which is believed by Musllms to be divinely
inspired. The major themes of the Quran include:

The absoiute authority of God.
The accountability of humans for their deeds.
The impermanence of this life.

The importance of foilowing the examples and teachings of Muhammad.

" (V) The Quran is viewed as a Iegal document containing the doctrlnes that must
be followed to behave acceptably, In order to find salvation on the Day of
Judgment. It governs every aspect of life—politics, government, economics, education, child-rearing
practices, male/female reiationships, family structure, values, jobs, friendships, hobbies, and interests.The
Quran requires those who practice Islam to embrace and follow the Arkan al Islaml, or Five Plliars of

Islam. The actions required by the Five Pillars of Islam are integrated into every Muslim’s daily and yearly .
routines.

(U) The Five Pillars are Shahadah, Saiat, Zakat, Saum/Sivan, and Hajj.
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(V) shahadah ~ Declaration of Faith
(U) Also known as the Muslim Creed, the Shahadah (witnessing) is a declaration of the two founding

principles of Islam spoken in a specific formula, Translated, the Shahadah means, “I declare there is no
god except God,” and *Muhammad is the Messenger of God.”

(U) Muslims recite the Shahada a minimum of 17 times every day in their daily prayers. The first pillar
reminds Muslims about the reality of dedicating their lives to God who is the only one worthy of devotion,

praise, and worship. The first Islamic pillar aiso helps Muslims remember their pledge to practice what
Muhammad, as God’s last Prophet, preached. .
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(U) Salat - Prayer

(V) In addition to personal supplications to God spoken or thought throughout the day, Muslims must pray
(perform a specific religious ritual) five times each day at specific prayer times.

Fajr—before sunrise
Zuhr--just after noontime
*Asr—in late afternoon
Maghrib—just after sunset
‘Isha-at night

w Muslims must ensure that they meet the following seven requirements:

Pray oniy at prayer time ) ) ’

Perform the ritual of wudu— the washing of hands, face, and feet with water to become rltuaily pure
Wear clean clothes

Be in a clean place !

Wear pants, a shirt, scarf or veil over hair (women only) and/or robe to cover the body

Face the direction of Mecca

Have the proper focus for prayer .
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Islamic Religion And Society '
(U) Zakat — Almsgiving

(V) 1slam fights the temptation of avarice by requiring its practitioners to give up a fixed portion of their
annual savings to be distributed to the poor. The third pillar is a 2.5% rellgious tax. Muslims must pay the
tax to help them overcome the human natural tendency toward greed. .

(V) According to Surah 59:9 of the Quran, “Those who are saved from the greed of thelr own selves, they
are the ones who will prosper.” Fulfilling a desire for materlal possessions can distract Muslims from thelr
real purpose in life, which Is surrendering themselves to God.
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Islamic Religion And Soclety
U) Sau =~ Fasti

(uv) Because God desplses gluttony as a terrible sin, the fourth pillar helps Muslims overcome gluttonous
- desires. Islam requires Muslims to fast as a means of self-purification and self-restraint. Such fasting -
- allows them to focus on the purpose of life by bringing constant awareness of God’s presence.

(U) Physmally able Muslims must fast from sunrise to sunset (during the daylight hours) every day during
the month of Ramadan. Fasting means abstaining from:

. All food and liquids

¢ Inhaled substances

¢ Sexual actlvity

+ Nutritional or non-essential oral medicines

(U) In addition to abstaining from ingesting or inhaling anything during the daylight hours, fasting also
requires Muslims to refrain from all normally undesirable behaviors. Thus, they cannot fight, curse, argue,
lie, gosslp, or commit other such sins.
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Islamic Réligion And Sdciety
{U) Hajj ~ Pilgrimage

(U) Even before Islam, hajj was an Arab custom. Arabs from all over the Arabian Peninsula would travel to
the heart of Mecca to perform customary rituals at the Kabah, an ancient cube-shaped shrine. The fifth
plllar continues a customary practice.

(U) All Muslims must make a pllgrlmage to Mecca during the
pilgrimage month, the twelfth month of the Islamic lunar calendar, at
least once or twice in their life. However, they must do this only if
they can afford the trip without depriving their families.

QUIT :: PREVIOUS :: NEXT
PAGE: 18 OF 61 ‘

file://D:\jttfoV2\module10\m10_125.htm : ) | 8/9/2011

ACLURMO021252 FBI021043



JTFF CBT S -  Pagelofl

-szemﬂﬁepem .
JOINT TERRORISM Middle East/Arab
TASK FORCE (JTTF) ‘ gultyl_r:rgglon
ORIENTATION amili

Islamic Religion And Society
(V) Iélgmlg Place of Worship: Masjid or Mosque

(V) The focal point of the Islamic community, the masjid is far more than simply the Muslim piace of
_ waorship. Muslims routinely congregate at thelr masjid for prayer (especiaily the five daily prayers),

teaching, meditation, reading, study, and reflection. Many mosques also go by the title Markaz al Isfami
(Islamic Center). :
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(U) Culture and the Islamic religion are closely linked because Muslims believe that God controls all things
in life; Islam affects a Muslims whole way of living.

)] Arabs and Middle Easterners belleve a religious afflilation Is essential for every person in‘their soclety.
Mainstream Arabs place a great value on piety.
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Islamic Religion And Society
(U) Arab Mén and Women

(U) Arab men and women are careful about appearances when they meet, and Arab and Middle Eastern
women go out of their way to avoid situations in which they would be alone with a man who is not a close
relative. When men and women, other than close family relatives, do interact together for personal
reasons, they do so with others present and generally at some kind of shared activity or social event.
Women always attend mixed social events with their husband or other male relative.

(U) Arab and Middle Easterners consider it improper for a man and woman who are not closely related to
be alone in a room together with the door shut or to travei with one another,

{U) Societal norms for interactions between men and women vary among Arab countries, with the more
fundamentaiist Islamic countries being stricter in enforcing “proper behavior.”
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{U) Interactions Between Western Men and Arab or Middle Eastern Women

(U) Foreigners must be aware of the restrictions that pertain to contact between Arab men and women and -
consider their own appearance in front of others.

e Arabs ga]h a negative impression when too much familiarity is shown toward a person of the opposite
sex, and in turn, they may interpret that you are a person of low moral standards.

« Western men may greet Arab women at a social gathering, but they should include other people in the
greeting.

« In many Arab countries men and women separate into their own conversation groups at social
gatherings. - S :

« Married Western women may greet and visit with Arab men if accompanied by their husbands.

o Westerners can expect to spend much of their social time in all-male or ali-female groups.
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(U) Societal Structure

(U) Most Arab and Middle Eastern counties have three soclal classes assigned varying degrees of privilege:

» (U) Upper class
o (V) Middle class
» (U) Lower class

Nomadic Bedouin, who remain independent from the general society, don't fit into any of the social class
structures. .
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{U) The Arab and Middle Eastern upper Cidss cunsisi ul.

+ Rovaity :
« Large and Influentiai families
« Some wealthy individuais :

Florelgn tesidents of Arab and Mlddle Eastern countrles generally galn the privtleges and esteem of the upper
class.

~

Soclety In general expects certaln kinds of behavior in public from members of the upper class who wish to keep
thelr good Image and standing. Upper class persons generally do not:

« Perform manual iabor In front of others

« Dress and groom themselves when out in public

» Intimately soclalize with people from other classes

« Mix people of different social classes at thelr parties or events
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.+ Government employees
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» Moderately prosperous merchants
"« Clerlcs
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Other than the nomadic Bedouin, anyone now w Uit upper u widdic 53505 suicmaticalhy fall Inkn the Inwar }
class. Such groups include: :

« Peasant farmers
« Urban poor . . L.
» Village poor : L.
» Servants/manual laborers wcinize/Restore
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Nggn;ﬂlc Bedouln, who remain independent trom the yenwai sudety, duin't fit Inte ooy of the sodlel glaee
S res. . :

The functional socfal unit In Bedouln soclety is the wandering group - a number of extended famllles, all of who
usually trace their descent to one common patrilineal ancestor. Such a unit camps together, wanders together in
search of pasture for its animals, practices endogamy, and ha trongly developed feeling of coheslon.

. —Mmmx :20/Restore
Bedouins comprise about 10% of the Arab population.

ACLURMO021261 FBI021052



JTFFCBT | | ~ Pagelofl

“SEeRaT.LAIOEORN
JOINT TERRORISM " Middle East/Arab
TASK FORCE (JTTF) g:r[glill::rgg‘tjion
ORIENTATION .
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(V) Family Structure '

(U) Arab society is bulit around the extended family system with strong relationships evident with both the
immediate and extended family. Extended families who live together have a definitive structure according
to status and controi with the adult male head of the household havmg the highest status and daughters of
the head of the household having the lowest status.

(V) The Quran dictates that men should be the head of the family. Many Arah men often remain in their
father’s household, while Arab women always move to live and raise their chiidren within their husband’s
household.

(U) Men are the pubiic face of a famiiy, making all decisions that affect the familly’s weifare. Women have a
clearly defined place in the famlly that exists “behind the scenes” or out of the public eye, and publicly
women are always expected to defer to the wishes of the males in their family.
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Islamic Religion And Society
(U) Family Obligations

) Td Arab and Middle Easterners, family loyaity is second only to Islam, and adult men are responsible
for caring for all family members, including the extended famiiy.

J
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Radical Fundamentalist Terrorist Groups
(U) Al-Qa'ida

(U) Formed in 1988, by Usama bin Laden to unite the Arabs in Afghanistan, Al-Qa'ida is
the first muiti-national terrorist group of the 21st century. Al-Qa'ida, comprising all .
extremist fundamentalist Sunni Muslims, has the following goals:

1. Establish Islamic states throughout the world
2. Overthrow non-Islamic states throughout the world
3. Expel U.S. and western influences from the Persian Gulf region

(U) Al-Qa‘ida allies itseif with other Islamic extremist groups, including the National
Islamic Front and the Iranian Shiite organization, Hizballah, to achieve its goals. Bin
Laden, as Al-Qa'ida’s leader, foilows the origlnal concepts of Muhammad as written In
the Quran, Sharia, and Hadith.

(V) Bin Laden does not make excuses for using terrorism because he believes he has Allah’s blessings to
commit violent acts and engage in mass casualty and catastrophic terrorism. Bin Laden promotes the belief
that those who martyr themselves for Islam will go straight to heaven, with all sin forgotten. Because not
all Muslims are assured a place in heaven, this belief accounts for the number of suicide operations Al-
Qa'ida and other terrorists are willing to take. The broad-based ideology followed by Al-Qa'lda appeals to
the young and continues to draw supporters, even in its currently weakened state.
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Radical Fundamentalist Terrorist Groups
(U) Al-Qa'ida (Con't)

(U) In 1998, bin Laderi announced the formation of a new organization called “Islamic World Front” for the -
Struggle Against the Jews and the Crusaders, making all non-Islamic nations and peoples a potential target

. for Al-Qa'ida, Under this banner, he issued a fatwa (contract) stating that “it is the duty of all” Muslims to
kill U. s. citizens, both civilian and military, and their allies everywhere, and they can do so without fear of
reprisal from Allah. In fact, some Muslims believe that they will face Allah’s wrath on the Day of Judgment
if they do not carry out fatwas issued by the religious leaders.
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(U} Al-Qa’ida_Command and Control

(U) Usama bin Laden is widely recognized as Al-Qa’'lda’s founder and leader. His consultative council, the
Majlis al-Shura, has a rotating membership. Bin Laden appoints individuals he trusts to key positions
(basing such decisions on family ties, friendship, and nationality).

(U) Al-Qa'ida’s organizational headquarters has operated out of Afghanistan, Sudan and Egypt. After the
Taliban was removed from power in Afghanistan, members of Al-Qa'ida dispersed into smail groups. Al-
Qa'lda is now spread across South Asia, Southeast Asia, and the Middle East. It may also have a presence
in Mexico and the trl-border area of South America.
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{(U) A_]-ga'ida Activities

(U) Major terl"orist attacks include:

+ Bombing U.S. Embassies in Nairobi, Kenya and Dar es Salamm, Tanzania (August 1998). At least 301
peopie were killed and more than 5,000 were wounded.

¢ Directing the attack on the USS Cole in the port of Aden, Yemen (October
2000). Seventeen U.S. Navy personnel were killed and 39 were wounded.

« Hijacking and flying four airplanes. Two of the airpianes crashed into the

World Trade Center‘s twin towers, One alrplane crashed into the

Pentagon in Ariington, VA, and one airplane that was targeting either the

capital or the White House in Washington, D.C., crashed into a fieid in

Shanksville, PA (September 11, 2001). Over 3,000 individuals were

kilied/missing and thousands were wounded.

Firebombing a synagogue In Tunlsla (April 11, 2002). Nlneteen people :

were killed and 22 were wounded.

¢ Bombing a hotei in Mombasa, Kenya where at least 15 individuais were
kiiled and 40 were wounded (November 28, 2002),
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(U) The Middle East has a complex history that impacts national and international relationships today.
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Module Review

Congratulations, you have completed the"Joint Terrorism Task Force Orientation” course.” After
cempleting the attached survev pleage select "Finish Module” at the bottom of the page to return to the
course menu. ) ’ :

The purpose of this survey is to to gain a better understanding of your views concerning the overall
effectiveness of the oniine course you have just compieted. Please take the time to write comments,
particularly if you disagree or strongly disagiee with an item, since this type of feedback is especially
useful in improving future training. -

" All responses are anonymous and the resuits will be compiled, analyzed, and reported as group data,

Thank you for your participation.
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