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Introduction

In addition to collecting processing and reporting intelligence the FBI is als

with the responsibility of identifying understanding prioritizing and counter

intelligence threats that are faced by the United States This activity is know

counterintelligence

Counterintelligence involves more than simply catching spies counterespion

concerned with understanding and neutralizing all aspects of the intelligence

operations of foreign nations As defined in Executive Order 12333

Counterintelligence means information gathered and activities conducted to

against espionage other intelligence activities sabotage or assassinations

for or on behalf of foreign powers organizations or persons or international

activities but not including personnel physical document or communicatior

programs

This e-learning course is designed to educate FBI personnel in the National

Branch Information detailing the Counterintelligence Mission and Investigat

Authority Foreign CounterintpIlirinrP Prnrirm flhirtiv Case Managemer

Related Legal/Security issuesj Foreign IntelligencE

StjrviilnrAti- Recruitment EspionageI lAssets Surveillan

_______________kiill be presented Additionally this course will introduce nu

resources for learning more about counterintelligence operations Upon succ

completion of this course you will be presented with certificate of completi

be eligible for advanced training

NEXT

GoIeTh1g Gsler

DATE 1O262O11
CLASSIFIED DY 65179 Dfll/SBS

PEASON L4
DECLASSIFY ON 1O262O36

ALL INFOPEATION CONTAINED

NENEIN IS IThICLASZIFIED EXCEPT

WHEPE PHObJIJ OTIIPbJISE

8/25/2011

b7E

Introduction to Page NaN of NaN

Counterintelligence BOOKMARXS STUDENT NOTES REFERENCES GI

Courrinlelllnnce tofai to the FEIs

cIfaten pravonftng faroigo counltoe

from
çjnIherrig into1Irgnc boLjf tho

UnttodSites

ls

MAIN MENU

PREVIOUS

hI

b7E

Click here to view timeline of twenty years of esnionage

FB1023984ACLURM024269



introduction to Counterintelligence Page of

IJ Goiintar ntilUgencn eosto th FBI
offottin povntngforoi coun1ri
from athorng inteJliganc about thc3

UnLod States

Foregin Counterintelligence FCI Mission

Investigative Authority

Objectives

At the end of this section you will be able to identify and or apply to mv
situations

The definition of Counterintelligence CI
The FBIs Counterintelligence Goals

Investigative Authority
Economic Espionage

The member agencies of the U.S Intelligence Community USIC
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Counterintelligence Defined

Intelligence is the timely and accurate information about the activities

intentions of foreign powers organizations and persons and their agents

the national security of the U.S This information can be referred to as foreic

intelligence or positive intelligence Given the climate of todays world it is

that United States Government officials have access to foreign government

information e.g economic political military strength etc

Counterintelligence CI refers to the FBIs efforts

in preventing foreign countries from gathering

intelligence about the United States The FBI is

responsible for all CI activities within the United

States as well as most espionage investigations

around the world Only when the individual is

member of the Armed Services and is not assigned to

diplomatic mission does the Uniform Code of

Military Justice apply instead The FBI has jurisdiction

over uniformed military tersonnel when assigned to

dinkirnatirnisciond
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Authority

Differences between Criminal FCI investigations

IJ In many respects FCI investigations are conducted like criminal investig

however there are two principal distinctions between counterintelligence an

investigations These distinctions are in terminology and investigative authoi

Click here for examples of differences in terminology between Criminal and FCI Investi

.b
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Foreign Counterintelligence Mission Investi

Authority

FCI Program Goals Investigative Priorities

The three primary objectives of the FBIs FCI Program are

bi

Ib7E

The FCI Programs investigative priorities are

b7E
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Foreign Counterintelligence Mission Investi

Authority

Investigative Authority

RI The FBI receives its CI and counterespionage CE investigative authorit

Legislative Enactment Executive Orders and the Attorney General AG Gui

The Attorney General Guidelines provide information regarding when to

RI
investigation The National Foreign Intelligence Program NFIP Marnial nrov

guidance on which stegs to take in conducting the investiaation.I

Click on the following links for more information on the FBIs investiç

authority

Each FBi DivisLon h2s cs lo tha

tiUonaI FareLgn Inte5gsnca Pro9rsm

NFIP Minuoi avaubic rn hard copy or

1leckanlcafly This aBed document

pcovdcs geidarice an apptyin the AG
Guiddinca ir the FBte edminialnilivo

mutes on cc Uc1i09 an incstigaiiori
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In October 1996 President Clinton signed the

Economic Espionage Act EEA of 1996 The EEA

makes the theft and misappropriation of trade

secrets Federal crime Before the enactment of the

EEA there was virtually no Federal statute that

outlawed the theft of trade secrets Federal

prosecutors were limited to using laws such as the

Interstate Transportation of Stolen Property Act the

Computer Fraud and Abuse Act and Mail and Wire

Fraud statutes to prosecute individuals charged with

the theft of trade secrets Due to the inadequacies

and limitations of these laws in prosecuting the theft

of trade secrets it became evident that Federal

statute was needed to specifically identify the various

acts defined as economic espionage and to address

the national security aspects of the crime

feder Beeu of Lrwesbgabon CeLgenco Thinng Center
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Foreign Counterintelligence Mission Investi

Authority

Economic Espionage

The development and production of trade secret information is an integr

virtually every aspect of U.S trade commerce and business Therefore th
of trade secrets is essential to maintaining the health and competitiveness

segments of the U.S economy The theft misappropriation wrongful receip

and/or use of U.S trade secrets and other economic information particularl

foreign governments and their agents poses direct threat to the health an

competitiveness of the U.S economy and national security

The thou rnrsoppropriatimi wrongful

iccaipt translrn andcr use or u.s trade

secrets mid other rwuc inlormahon

pmucuierty ty foreign govürrnnenls and

their agents poses direct threat to the

health end compe iieness of Ihe U.S

economy and rbatiorral ccar6y
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Economic Espionage Act of 1996

The EEA employs two-tiered approach designed specifically to combat

economic espionage and more conventional forms of trade secret theft and

misappropriation

BOOK1IAR1S STUDENT NOTES REFERENCES GI

Under the EEA the Government must prove beyond reasonable doubt

Undor the EEA the 3oornrnent
met prove beyond cenobte doubt

thaL the dolondorit tou obtained

deslnyod or conveyed nfometion
the delendoat kncwi.ho ir5crmatien we

ola poprtatory nature or the

nfomationatoIen wjm in fauta

seaot

The defendant stole obtained destroyed or conveyed information

The defendant knew the information was of proprietary nature or

The information stolen was in fact trade secret Under Section 1831 the Govc

must prove that the defendant knew the offense would benefit foreign governr

instrumentality or agent Under Section 1832 the Government must prove the

intended to convert the trade secret to the economic benefit of anyone other tha

the defendant knew the owner of the trade secret would be injured and the trac

related to or was included in product that was produced or placed in interstate

commerce

Click on the following links for explanation of the Economic Espion

1996

MAIN MENU Title i8 U.S.C Section i8si Economic Espionage

Tit1e i8 U.S.C Section i8i Extraterritoriality

Title 18 U.S.C Section 18t2 Theft of Trade Secrets
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Foreign Counterintelligence Mission Investi

Authority

Member Agencies of the LJSIC

The FBI is one of 16 agencies that make up the USIC The USIC is led

Director of National Intelligence DNI

Click here to read more information on the USIC Members
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True

False
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Introduction to CounterIntelligence

Review Question
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Objectives

At the end of this section you will be able to identify and or apply to mv
situations
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Foreign Counterintelligence Program Objectiv

Pelton former communications specialist

NSA for 14 years was identified as spy for the

Union based on facts provided by KGB defector

Yurchenko Arrested in Annapolis on November

Pelton admitted making contacts with the Soviets

year after he left NSA At the time he was faced

serious financial difficulties Pelton reportedly vh

Soviet Embassy in Washington D.C where he

sell classified information and subsequently madc

trips to Vienna Austria where he was debriefed

by the KGB During his employment in NSA Pel

access to wide range of highly sensitive informs

allegedly received $35000 from the Soviets betw

and 1983 for information about highly classified

intelligence collection projects targeted at the Sm
Pelton was indicted on December 20 1985 on six

related to espionage Following highly publiciz

Pelton was convicted June 1986 on one couni

conspiracy and two counts of espionage On Decc

1986 he was sentenced to three concurrent life se

Federal Beau of tmiestigation CouleMeenco Truii Center
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Ronald William Pelton

National Security Agency
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Washington DG Dcc 19Th Nov iaai

was Ronald Peltorts handler
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It was the biggest mistake of my life

On walking into the Soviet Embassy

Washington D.C on I15/1980

Ron Pelton

b7E

FBI024005ACLURM024290



Introduction to Counterintelligence Page of

Foreign Counterintelligence Program Objectiv

Countering the Threat National Security List

The National Security List NSL identifies countries and issues that thre

national security of the United States Established in 1992 it is compiled an

annually by the FBI and U.S Department of ustice DOJ in cooperation wit

Department of State While the Issue Threat List has remained cqnsistnt ti

ThrF glThiprt tn rhnri hqPr rn riirrnt vntc Th FRTI

country or foreign power must meet certain criteria to be placed on th

Determining factors include countrys level of intelligence/terrorist activit

nature of its intelligence/terrorist threat capabilities or its political military

economic alignment

There are eight issues on the NSL that threaten U.S national security

Responsibility for conducting investigations against these threats are divided

and in some case may be shared between the FBIs Counterintelligence Divi

Counterterrorism Division CTD and Weapons of Mass Destruction Directora

Click on the topics below for detailed information regarding the threats basE

2002 National Security list

MAJN j\4ENJ Country Threats

Issue Threats
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Countering the Threat Investigative/Operationa Strategies

MAIN MENU

PREVIOUS

NEXT

Fder1 Bcau of Imretigabon Certognce TnI9 Comer

DATE 10282011

CLASSIFIED NY 65179 D1ISN8
PEASON EC

DECLASSIFY ON 10282036

ALL INFOP1ITI0N CONTAINED

IIPEIN IS UNCLASSIFIED EXCEPT

UNEPE SHOIThT OTNEP16ISE

lb

b6

b7C

lb

8/25/2011

h7E

introduction to-Counterintelligence Page of

Introduction to Page NaN of NaN

Counterintelligence BOOKMARKS STUDENT NOTES REFERENCES GI

II

b1

lb

FB1024007ACLURM024292



Introduction tO Citeiligerite Pa of

MAIN MENU

Page NaN of NaN Z1
BOOKMA1KS STUDENT NOTES REFERENCES GI

FCI Program Objectives
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Important Terms and Definitions

Counterintelligence CI Information gathered and activities

conducted to protect against espionage or intelligence activities

sabotage or assassinations conducted by for or on behalf of foi

powers organizations or persons or international terrorist activi

but not including personnel physical document or communical

security programs

Foreign Intelligence Fl Information relating to capabilities

intentions or activities of foreign powers organizations or persc

international terrorist activities
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Introduction to Page NaN of NaN
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Foreign Counterintelligence Program Objectiv

ounteringthe-Thrf

While the FCI Program has traditionally participated iril

lb
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b7E

MAIN MENU

PREVIOUS

NEXT

Foreign Counterintelligence Program Objectiv

Countering the Threat Collection and Dissemination of

The FBIs Counterintellicience Division ha

edent Bcau of liwestigation cwdegone Thuw Cerr

ALL INFOPiATIOM COWFAINED
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Countering the Threat CD Intelligence Analysis
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Efforts to formalize FBI analysis were initiated in October 1973 as rest

recommendation by the Presidents Foreign Intelligence Advisory Board The

initially created unit to conduct research and analysis of Ft and FCI matter

was composed entirely of SA personnel In January 1977 then Director Clar

approved the idea of creating cadre of career Intelligence Research Specia

referred to as Intelligence Analysts lAs allowing the SAs to return to inve

duties Implementation of the Analytical Program also provided basis of co

investigative areas as SAs characteristically rotate on two-to-four year cy

Since 1977 the FCI Analytical Program has grown from one unit with 20

hundreds of analysts at FBIHQ and field offices Analysis has become an effe

adjunct to the FBIs national security investigative programs with lAs being

as experts in their specific geographical topical and country disciplines Adc

FBI analysts now play an integral role in supncwtinci nnnoina FBI invecticitio

las directly participating in decision-making

for both the FBI and the USIC

Federal Btreau ot imesti9aton Cooteeie Taug Center

ALL INFOPBIKIION C0NTAItED

EIN IS UnCLASSIFIED

DATE 10282011 BY 6.5179 DiI8BS

8/25/2011
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Jnilye pbj art intcgraI role in

pporUn9 ongoing FI invatiga1ions on

jtlV nrlnIini in

decleion-makind

br both the FBI end the

b7E
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ALL ITJFORIIATION CONTAIBED

P1IN IS UNCLASSIFIED

DKIT 1O-26-2O11 BY 65179 DUNSBS

8/25/2011
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FCI Program Objectives

Countering the Threat Domain Support

The mission of the Domain Suprort Section DSS is to

lb

flflThi mission

44
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All of the above
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DATE 1O262Ofl
CLASSIPIED NT 65179 Df/SB9
PEASON L4
DECIASSIF ON 1O2O2036

ALL INFORMATION CONTAINED

PEPEIN IS UNCLASSIFIED EXCEPT

WPPE PHONE CaTPERUISE
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DATE 10262011
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REASON L4 vci

DECLASSIFY ON 10

ALL ItFFOREATION CONTAINED

IIPEItF IS UNCLASSIFIED EXCEPT

UNEPE SHOWN OTNEPNISE
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Introduction to CounterIntelligence

Review Question

TRUE /FALSE

True

False

lb
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DATE 1O26SO11
CLASSIFIED BY 65179 DNE/SBS

PEAZOTh L4
DECLASSIFY ON 1O2B2O36

ALL INFORflATIOI6 CONTAINED

NEPEIN IS UNCLASSIFIED EXCEPT

WNEPE 5160FF OTNERWISE
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TRUE/FALSE
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True
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DATE 1O262O11
CLASSIFIED BY 6.5179 D5/SBS
REASON 1.4 oco

DECLASSIFY ON 10262034

ALL INFOPflATIOM CONTAINED

NEPEIN IS TJ4CLASSIFIED EXCEPT

T4ERE SHONE OTNEFSSISE
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TRUE FALSE

Yes

No
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Introduction to CounterIntelligence

Review Question

TRUE/FALSE

b7E
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charts in preventing foreign coun1xes
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Utiitcd Ststos
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Introduction to CounterIntelligence

Review Question

TRUE FALSE

I.i True

False
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b7E
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Umtect Stata
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DATE 1O262O11
CLAPPIFIED NT 65139 Dfl1/Z85

REAS0M 1.4 Cc

DECLASSIFY 0N 10282036

ALL IMFORNATION CONTAINED

NEKEIN IS DECLASSIFIED EXCEPT

TPE SHOWN OTNERWISE

8/25/2011
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MULTIPLE CHOICE

Page of
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DKrE 11212O1I
CLASSIFIED 65179 D/SBS
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DECLA55IF1 ON i1212O36

ALL INFORHATIOJ CONTAINED

NEPEIN IS tTNCLASSIFIEri EXCEPT

6NEPE SHOTSN OTHERWISE
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FBI Intelligence Analysts
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DATE 1O262O11 BY 65179 DUNISNS
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rn
At the end of this section you will be able to identify and apply to invest

situations

11
ssessments

Prethca for preliminary investigations Pr
Predicate for full investigations Fl
Objectives of an investigation

Case resolution and administrative requirements

Difference between interviews and interrogations

Case conclusion

How to mark handle and destroy classified material

ederaI Beau of esUgaton CeWegence Tianng Center

DECLASSIFIED BY 65179 iijss
ON 1OO2O11
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Counterintelligence
_____________
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Case Management and Related Legal/Securit
Issues

Objectives

1J Harold fOcholscn was aristed on
November 16 196at Du7ce

tutotnallenal Ahpwt as he was aboui to

beard flight La Switzerland On his

poison were fouhd rollsof film bowing

miages ol Top Secret docrnnentsTe

date Nicholson is the highest ranking

CIA oIicer GS..1 charged with

espionage Ku was antanccd to 23

yews impisonmentin 97

b7E

b7E
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dei1 Bau of hwestiaton CotneiiteJgcne Traig Cctcr

DATE 10262011
CLASSIFIED 8Y 65179 DUN/SBS

PEASOSI 14 DC

DECLASSIFY ON 10 26

ALL INFOPIIATION CONTAINED

NEPEIN IS UNCLASSIFIED EXCEPT

W1EP SF05311 OTHEFUISE

L_
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Case Management and Related Legal/Securit

Case Management Overview

The information presented in this module provides an overview and insic

investigative caseload management It is neither comprehensive nor indicati

prescribed methodology in caseload management Rather this information

presented to illustrate how an investigative caseload may be managed

b7E
8/25/2011
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Case Management and Related Legal Securit

Ti- imrtnri-ni- I-n hr1-cm Fhc 1minIrFivp cnrtc of your

RI Effective and efficient management of your cases wilt require that indivic

matters are prioritized
and addressed in an orderly timelv manner For exar

hv nI

___________________________________________________________frour case inve

should be prioritized based on Investigative and administrative requirements

constraints and available resources

Cia nvoti9itions huuIdbe The first element in case management involves the determination if ba

prioritizd bcd fl IFtjIIi predicate exists for initiating an investigation
admina1riivo req remena ImC

eonstoiints arid avaiIabo rec41rces

MAIN MENU

ECI Fact

Between 1950 and 1975 most prosecuted espionage cases involved

uniformed personnel and civilians employed by the U.S military

b7E

b7E

PREVIOUS

NEXT

Fcderal Bau of tjatkn Corenee Thij Center

DECLASSIFIED 65179 DJSB5
ON 1O282OI1

b7E
8/25/2011
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Basis for Investigation
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Case Management and Related Legal/Securit
Issues

Ii4ssessments/PreI1minav Investigations

b7E
Thp rpviged AG Guidelines 10/31/2003 provides for three levels of inve

activityl ssessments preliminary investigations and full investigatic

ssessments is the proactive collection of information concerning

the national security including information on individuals groups and orgar

possible investigative interest and information on possille taraets of intern

terrorist activities or other national security tIjrtc ie.J

ITl1e1 Iassessments may be

priur Lu upeiiiiiy ri Ui ri

PTsneial1y addresl iThey are lirr

least intrusive investigative tchnintipc yilhlnd ars conducled in

biL Fchirr PIs are conducted t____________________________________________

b7E _____________________iare Ito
colljt information that willi__________________________________________

invisliaIiva lcchnkju rilabI and to determine if basis exists for full FCI investigation

iirrconUitedin E1
P1 initiated by field office must be approved by the SAC if the investi

JTT
involves sensitive national security matter Other PIs may be approved by

or his/her designee an ASAC or squad Supervisor with the responsibility for

I1VLAJI E1NIJ security investigations

Select link to view more information on the following

PREVIEOUS tssessmentActivities

7K

Predications for PT

INTXIT P1 Investigative Techniciues

Federal Beau of cst3gaion Cotrdeænteenie Traiig Contir

DATE 1O2S2O11
CLASSIFIED BY 65179 DO1./SBS

REASON 1.4

DECLASSIFY OJ 1O282O35

ALL INFEJPflATION COETAINED

HEPEIN IS TJNCLASSIFIED EXCEPT

NNEPE SHOTJN OTHERWISE

b7E

8/25/2011
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Full investigations can be opened on b7E

on U.S persons USPERs or others involved in foreign intellig

activities here are three categories of USPERs individuals born in the Unit

naturalized U.S citizens or permanent resident aliens If persons status

unknown the person is presumed to have USPER status but an Fl can still

should the case facts warrant it

FT initiitM hv field office must be annroved byl

he nnrnverI hvl

111 I-It-I

Is ziro authDrzc4d on the bons ol

speiic ond erliounblo 1aLs gMrg
reason bIi

h7F

mv tlco he tnnroved hvl

PREVIOUS

NEXT

DATE 1O262O11
CLASSIFIED DY 65179 DTNT/SBS

pEASvvTr

DEClASSIFY ON 1O262036

ALL INFODI1iTION CONTAINED

NEREIN IS UNCLASSIFIED EXCEPT

TjINTE 51105115 OTIERIJISE

b7E 8/25/2011

Ic

Issues

Full Investigation

bi

b7E

Predications for FIs

1LJN IIEN1J Fl Investigative Techniciues

For additional information concerning predications for initiating FIs and inve

techniques available to FCI investigators when conducting full investigations

following links
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Objectives of an Investigation

U.S Air Force Cooke deputy commander of an Air Force Titan missile cr

arrested on May 21 1981 and charged with passing classifier

information to the Soviets which seriously compromised U.S
missile capabilities during the 1980-81 time frame On his ow

Cooke began to phone and visit the Soviet Embassy in late

offers to provide classified information Cookes motives were

fully established but it is reported that he was attempting to

his credentials with the Soviets for the purpose of academic ri

is also known that he sought employment with the CtA on at

occasions Believing that Cooke was part of larger spy ring

prosecutors offered him immunity from prosecution for full

After being given immunity Cooke admitted to providing des

defense information to the Soviets The U.S Court of Military

ordered his release in February 1982 and Cooke resigned his

commission

Federal Bxeau of Lesbgaton Ccoeenoe Trag Center

DATE 1OS62O11
CLASSIFIED DY 65179 DSDT/SBS

PEASvvN 1.4 Cc

DECLASSIFY OE 1O282O36

ALL INFUPflATION CONTAINID

FEIN IS TThICLASSIFIED EXCEPT

NIIERE SHUNT OTRWISE

lb 8/25/2011
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Christoper Cooke

lb
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hi
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Click here to listen to an audio intercept of Christopher Cooke
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Individual Case Resolution

An FCI investigator has the flexibility and discretion to resolve his/her

investigations in manner suited to their individual investigative style This

section is by no means meant to be all-inclusive or serve as rigid model of

should be resolved it is leinp oresented as source of guidance for base le

resolution Each cas willi_______________________
IlherØrore eacn case snouia oel

The extent of an investigation can be influenced by many factorsI

IThe subject lactivity may also influence

conduct of the investigation

PREVIOUS

NEXT

Federal Bteau of Irrstgation CeiWegence Traig Corder

DECLASSIFIED BY 05179 DYIO/505

ON 10282011

8/25/2011
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Issues

Background Checks

Wln condiidlno an FCI investigation P1 or Ffl at minimum FCI oer

should
4W6t

b7E

conducthig an FCI ia9lOfl

b7E
If applicable th

MAIN MENU

PREVIOUS

NEXT

Federal Btxeau of estiation Coi.rdoMeene Thiliny Cerde

DECLASSIFIED SY 65179 DfISBS
ON 1O262O11

b7E
8/25/2011
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Administrative Requirements

Federal Beau ef IrnresVgalion Ctr4oence Tfung Center

DErLiS5IFIED BY 65179 DFLSBS
....i.v2B2fl1

b7E 8/25/2011

Each of your individual cases will have certaiq
miniFraHv rpriiiirmr

cenrihrd wifh t-h rrndiict of your investigationi

however it is imperative that you are aware of thE

time ractors invoiveci witn your PIs and FIs

Click on the following links for specific time factors involved with PIs and FIs

Preliminary Investigations

Full Investigations

b7E
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Inteiviews

Once the requisite information is gathered from internal and external sot

decisioil

b7E logical investigative steps have been conducted during the course of P1 th

next step may bd IHowever ill

ll

prncpaI ii hataI law

on foir mcnt ufic genL ihuuId

posaaa that of being able tetalk tt _____________________________

peope The majority of alt casea ale

eeled by effectively communmtln and In preparing fo

deatirig with people

b7E
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DATE 1O252O11
CLASSIFIED 65179 Dlffi/SBS

FEASON 14
DECLASSIFY ON 1O28-2O36
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Conducting Interviews

cihiprt flFrFiM gn rnndrirlprll

lb

Napersen shall be ompeled Ui
f-hp iid rf Fh iflFri%AI ru chru il-Il

erimnal cec to be lrn against

himB nor be duprivod ot liFe liberty or

pxoperty without due process oF hw

5th
Arrerldmenhi

1.J and/or Investigation is necessary

FCI Fact
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NEXT

Federal Bureau of 1rreatigaton Ccjenre Traig Corder

DECLASIFIEI BY 65179 D61hJ5B5

1v567O11

b7E

8/25/2011

FB1024033ACLURM024318



Introduction to Counterintelligence Page of

b7E

Friar to aubiact n1eviewf _.lt

uV

MAIN MENU

Prior to subject interview your investiqation miqhl -I
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Federal Bureau of 1rwestiabon CouazWeIence Traig Center
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ON 10262011
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Determining Threat to National Security

1J
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Case Conclusion

b7E

___________________________Iyou will have to determine how to conclude yo

investigation

PT if wrrted may be upgraced to an FII______________________ b7E

if the information or allegation that predicated the P1 has

resolved it may be closed

At the conclusion of an either be closed admin

ID7E

car

UL
__________________________ b7E

oIc or upon LJio rro1 Ule

ubjcL
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Marking Classified information

To effectively manage FCI cases it is essential that FBI personnel be

knowledgeable of pertinent classification issues The following classification

overview is presented as an aid to FCI personnel who conduct CI investigatic

All classified documents have standard identification markings These

include overall classification Confidential Secret and Top Secret portion

for each paragraph such as TS and classification explanati

includes Classified by or Derived from Declassify on and reason for

classification

The overall classification of document reflects the highest classification

contained in the document All classified documents are conspicuously mark
overall classification at the top and bottom of each page Information concer

marking of classified information is contained in the Manual of Investigative

and Guidelines MIOG

The FBI uses portion markings at the beginning of paragraphs but man
agencies use portion markings at the end of the portion

Executive Order 12958 requIres that classified national securfty information classifi

information be marked to place recipients on alert about its sensitivity

Classification Reminder

INE.XIT Marking Classified Information Exercise

Fedetal 6seau of Irwestigatbn Coxerite9encQ Trag Center

ALL INFONflATION CONTAINED

NEPEIN IS tINCLASSIFIED

DATE 1O26ZO11 NY 6.5179 DNESNS
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Thr Uiae levols 01 classiticaLiorL

TO SECRET SECRE17 and

COtFIDEt4TIAL Donot use other

texan such as Oflicil Use Only or

.AdminnlxutieeIy Co deetiE to idenIiy

clessi lied mittens security inlcmallan
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PREVIOUS
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Handling Classified Information

the reeponibily ci cO FI
pcrsorncI pcpc1Iy herdk ci6d
hiormiticn rn odcr tcprevr Ioi

ci dcIciurc oiU1at1iornaborL
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FBI personnel must adhere to the following procedures in all cases invol

routing of classified information within FBI Headquarters or FBI field offices

dend Bciu Iuve5tgtQn Cgerbtcgence Taig cnte

ALL UIFOREATION CONTAINED

NEREIN IS tThJCLASSIFIED

DATE 1028--lOll BY 6.5170 D8BS

8/25/2011

Top Secret documents containing Sensitive Comoartmented Iriformati

must have an attached form FD-5011

FB1024037ACLURM024322



Introduction to Counterintelligence Page of

PREVIOUS

NEXT

BOOKMARXS STUDENT NOThS REFERENCES

Case Management and Related LegaI/Securit
Issues

Copying Classified In formation

Before copying classified information FBI personnel must ensure that th

being used is authorized for the reproduction of classified material In additi

an authorized copier FBI personnel must

Ensure all copies are properly marked

Not make excess copies

Execute FD-501s for Top Secret and SCI documents
Retrieve the original and all copies when finished

Correct machine malfunctions if possible

Dispose of classified waste properly

FCI Fact

co-worker reported in 1986 that Michael Allen was spending exce

time at the photocopier in their office This report led to investigation by

Investigative Service hidden camera was installed near the photocopier

Allens office The resulting videotape showed Allen copying documents an

them in his pocket He confessed to passing classified information to Phili

Intelligence in an effort to promote his local business interests He was fof

guilty of ten counts of espionage

Federal Bieau of trwesUgaton Coeeece Thnng Conte

ALL INFOPJATIUN ivrrAINEr

IEREIN IS TJNELASSIFIED

DATE 1O262O11 BY 65179 DNI5BS
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Proportf dispose of clusaied waste

MAIN MENU

FB1024038ACLURM024323



Introduction to Counterinteiligefice Page of

Introduction to Page NaN of NaN

Counterintelligence

Case Management and Related LegaI/Securit
Issues

Transporting and Storage of Classified In formation

Transporting Classified Information

On those occasions when an individual must personally transport classifi

material to locations outside FBI facilities the individual acting as courier mi

thpt the material receives adenuate orotection Protective measures must in
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Storage of Classified Information

Claificd infoicThon

ei in GSA approwd secttritf

con9lrnPr
nr ntwr nnnrrd rtn

Classified information should always be stored in GSA approved security

or other annrnved storaae areas Security containers or safes must hav
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8/25/2011
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Destruction of Classified In formation
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In the course of daily business the FBI handles wide variety of sensiti

classified information When no longer needed this information shoud be pr

discarded into specially marked trash receptacles This trash should be colle

before being destroyed

Classification Reminder
Individuals who believe that information in their possession is inappropriately classifi

inappropriately unclassified are expected to bring their concerns to the attention of resp

officials

There are two approved methods for the destruction of all paper product

unclassified magnetic media such as videotape audiotape and floppy disks

ALL INFORMATION CONTAINED

FWREIN IS IINCTASC .IFIED

DATE 1O-25ZO11 BY 55179 DNE1ZEB
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Case Management and Related Legal/Securit

It is the responsibility of FBI personnel to safeguard

classified information during discussions with other cleared

personnel It is integral that such discussions only be with

personnel who have proper need-to-know Need-to-know

is defined as the determination by an authorized holder of

classified or otherwise protected information that access to the

information is required by another appropriately cleared

individual to perform their duties

Telephone conversations involving discussions of classified

infnrmifinnl I______________
ii ru
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Intelligence Oversight Board

The Intelligence Oversight Board lOB is charged with reviewing activiti

Intelligence Community and informing the President of any activities that an

violation of the Constitution the laws of the United States Executive Orders

Presidential Directives Among its other responsibilities the JOB has been gi

authority to review the FBIs practices and procedures relating to foreign mt

and foreign counterintelligence collection

ib
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The FBI and other members of the Intelligence Community must report

intelligence activities of their organizations that they have reason to believe

unlawful or contrary to the Constitution U.S laws Executive Orders Presidi

Directives or other guidelines or regulations approved by the Attorney Gen
ccordance with Executive Order 12333 All FBI employees have an obligatic

otential lOB matters to the Office of the General Counsel OGC and the In

ivision within 14 days of discovery of the potential error or violation

In addition to the foregoing on quarterly basis each field office and Fl

Headquarters division is required to submit to OGC document certifying th

employees of the office or division were contacted concerning the reciuireme

renort potential lOB matters If the JOB violation involves thel

ALL IJFUPN1TIOI CONTAINED

NEREIN IS TJNLTLASSIBIED

DATE IO262O11 BY 65179 D/SBS
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Throughout the latter half of the 20th Century Federal

law enforcement agencies observed an ongoing battle

between the demands governing law enforcement and
ho rassivo uao rnd a5ua or

virathpbythoFBitheragouiciaaIod intelligence gathering functions This was especially true in

to the formation oEho Ghiirth CommiUce the realm of national security wiretaps In 1968 Congress
In thmId-1O7O ad1he ovenkiai

panie orhe Foron Intciiigerice
passed Title III of the Omnibus Crime Control and Safe

SurieiIanceAdot197O Streets Act which provided legal framework allowing for

wiretaps in criminal investigations However national

security wiretaps were not addressed by this legislation and

thus were still subject to Executive Branch discretion

The aggressive use and abuse of wiretaps by the FBI and other agencies

formation of the Church Committee in the mid-1970s and the eventual pass

Foreign Intelligence Surveillance Act of 1978 FISA directly addressed the us

wiretapping in national security investigations but it was not until the passa

Intelligence Authorization Act of 1995 that physical searches were incorpora

FISA The FISA Statute was amended in October 2001 with the passage of

Act Among other matters these particular amendments extended the time

certain electronic surveillance and physical searches conducted pursuant to

Federal Bueauof Lrrresbgabon CoteencC Trag Center

DECLASSIFIED ST 55179 DI../SES

OF 1O262O11

8/25/2011

lb

introduction to Page NaN of NaN
Countcnntdlltgence

Surveillance Act

Introduction to FISA

iiTh FRI MIIJ

lb7E

MAIN MENU

PREVIOUS

NEXT

LJ FoUowin lMjj

rcination o1Prc
Soriate Seect Cot

the Churth

studied overnmor
v.ilh respad

ct vtrnL Led by

Prank Church
cer1dLctcd Wi

invsiiabor altI

FB1024054ACLURM024339



Ifitröduction to Counterintelligence Page of

MAIN MENU

PREVIOUS

NEXT

FISA Court

Obtaining FISA Court order requires that the Government do three thir

Describe the target

Describe the place to be searched or facilities to be surveilled and
Describe how the search or surveillance is to be carried out
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FISA Application Requests

Cavanagh an engineering specialist for Northrop Corp

holding Secret clearance was arrested on December 18
and charged with attempting to sell classified documents

aircraft technology to the Soviets FBI Undercover Agent

posing as Soviet officials met on several occasions with

in Los Angeles Cavanagh was subsequently arrested whe

provided the UCAs with classified documents In later in

with the FBI Cavanagh advised he had recently separator

wife faced mounting financial difficulties arid feared that

be denied Top Secret clearance because of indebtedness

Cavanagh pleaded guilty to two counts of espionage and

1985 was sentenced to two concurrent life terms in prisor

BtectU Qtlrwe3ttOfl CoWecno Trag Cower

ALL IIIFOPNATION C0NTAflIti
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the Rapublic oF Sotix Africa horn 1979

to 1983
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are chosen by the Chief Justice of the U.S Supreme Court from the Federal

Court pool from locations across the country The judges each serve sever

N1/%j 1JE1J term The FISA Court its weekly in the DOJ Main Building
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Investigative Tool

TJ Like interviewing or interrogation and physical or photographic surveilla

use of electronic surveillance or physical search under FISA is just another

investigative tool used to determine the truth and establish evidence about
b7E
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