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Issue Identification

Investigative Authorities

Investigative Techniques

FBI Paperwork

Practical Considerations

Points of Contact

SRET

SEET
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GOAL
Provide incoming Task Force Officers with basic skill set to

conduct FBI investigations in an effective and efficient manner

while assigned to JTTF squad

Familiarize TFOs with Domestic and International Threat groups

and provide knowledge on additional resources to enhance

knowledge of these groups

Introduce TFOs to FBI administrative policy and procedures that

govern and provide guidance on FBI operations

Provide basic-level course that promotes interactive

participation and collaboration among various agencies

RET
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7C
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SE
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SEEJ
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Leads from Headquarters

Intelligence Analyst

Document in
1E
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SRE

The Complaint t1

Initial compiaintsl

SFkFI

Th
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SFFT
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SET

10
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ET

Can analyze historical information contained in

ii

iii

FE

iv
an

11
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tEl

12
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SET

Where are we now

7E
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FcR
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Available databases for include

17

Chicagc

14

ET
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Lexis Nexis

15

SEI
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SECET

16
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SEE

17

b7

SERET
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SEET

Fellow JTTF aaenciesl

SEET

18
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SET
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ERE

Domestic Investigations and Operations Guide

DIOG authorizes the following levels of

investigative activity

SEET

Assessments

Type

Type

Type3

Type4

Type5

Type6

Predicated Investigations

Preliminary Investigation P1

Full Investigation Fl

Enterprise Investigation

20
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SEET

SFFT

h1E
httd
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SET

Do not require particular factual predication

Do require an authorized purpose

May be carried out to detect obtain information about or

prevent or protect against federal crimes or threats to the

national security or to collect foreign intelligence

The basis cannot be arbitrary or groundless speculation

Can not be based solely on the exercise of First

Amendment protected activities or on the race ethnicity

national origin or religion of the subject

22

SET
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During an assessment the FBI may

Type Seek information proactively or in response to

investigative leads relating to activities constituting violations of

federal criminal law or threats to the national security

Type Seek information proactively or in response to

investigative leads relating to the involvement or role of

individuals groups or organizations relating to activities

constituting violations of federal criminal law or threats to the

national security

Type Identify and obtain information about potential targets of

or vulnerabilities to criminal activities in violation of federal law or

threats to the national security

Type Obtain information to inform or facilitate intelligence
23
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SE

During an assessment the FBI may cont

Type Seek information to identify potential human sources

assess the suitability credibility or value of individuals as human

sources validate human sources or maintain the cover or

credibility of human sources who may be able to provide or

obtain information relating to criminal activities in violation of

federal law threats to the national security or matters of foreign

intelligence interest

Type Seek information proactively or in response to

investigative leadsrelating to matters of foreign intelligence

interest responsive to foreign intelligence requirements

24
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SE1

26
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SE%ET

Reguest

SET
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ET

Results of

b7P

28
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SRE

Access and examine/obtain FBI and DOJ

records eg _I

29

SHF
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SE

30

fl
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ET

h7

NCIC/DMV Results

Florida DL commercial endorsement_____

Owns 1999 Pickup truck Tag No ABC-i 23

VIN

31

FBI026855ACLURM027148



SET

Generally documentation of database checks is

achieved by noting___________

32

SET
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SET

Check records maintained by and request

information fromJ

Use the resources provided through the JTTF

Utilize NJTTF resources

33
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SECRET

hE

SECREF
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SET

b6
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EE

36
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E$E
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SEET

Interview subiects

of

Interview or reauest information from members

Surveillance

Any potential sources

SET
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RE

Other Assessment Investigation

Other developments
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hOE
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EE

The Attorney General Guidelines authorize

second level of investigative activitypredicated

investigations Predicated investigations that

concern federal crimes or threats to the national

security are subdivided into Preliminary

Investigations and Full Investigations

41

ST
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Justification

h7E

b7E

42
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PreliminaryInvestigations Pis may be carried out to

detect obtain information about or prevent or protect

against federal crimes or threats to the national security

preliminaryinvestigation cannot be initiated or used solely for

the purpose of collecting against Positive Foreign Intelligence

Requirements or for conducting enterprise investigations

The immediate objectives of Pis include

Determining whether federal crime has occurred or is occurring

If planning or preparation for such crime is taking place

Identifying locating and apprehending the perpetrators

Obtaining evidence needed for prosecution

Identifying threats to the national security

______SRET
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EE

Open P1 when

Information or an Allegation

Indicates the Existence of Threat to National

Security

44
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SEET

Open Full when

Specific and Articulable Facts

Give Reason to Believe that Threat to National

Security Exists

45

FT
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SEET

All Assessment Techniques Plus

Interviews/Pretext Interviews with SAC approval of

Subjects and Others

Tasking Recruitment of Sources

Inquiry of Foreign Law Enforcement Intelligence or

Security Agencies

Undercover Activities and Operations

Domestic Investigations and ODerations Guide DIOG Overview
46

SET

FBI026870ACLURM027163



Mail Covers

Surveillance physical photo video

Physical Searches Where No Warrant Needed
_____

Use of Monitoring Devices egg closed circuit TV

Consensual monitoring including computer monitoring

Polygraph Exams

47

SET

ST
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SEET

National Security Letters

Access Stored Wire/Electronic Communications Le
mail

Pen Registers/Trap-n-Trace

Business records/tangible items with FISA

Grand Jury Subpoenas

Electronic Surveillance Title Ill FISA EQ 12333

Physical Searches/Mail opening Search warrant FISA

EO12333

48

FBI026872ACLURM027165



SE

Ii 17sIs

if

pibaaahe nfirmaliDn

ces and Occ pnne1

Mcees xanie reccctls mantaed by ustifwrnatk om edfedeaLafe ra1 trib cr rigagaeimwnia enlibes or

aities

Usecnlin erviceead iesirceernonpmFrmca
Use and itismian soires in an on ithAGGuidel1nes Rea thseConldHtrnanurces

Iewccxuet in maticicrn nth aipubn4p entibes

byemmnaorpiateenlities

Itiailaxnzs

FiysjiaI 5earotiet ocnal pwaorctisna1edbecauseThmaseepeetan
of pdvaoye.rashaeers

Cooseionikfng aticins iud1ng cnaenEuai cræn ueattio satievewytieCDC or the FlOC
1flhereaemcobic1Q wmstane soed ni mustb proedbythnaiDhdsiomor if1teis1is1ion conons

fceereoradweat othe naonsisecutUy by the Ffaone SDhiisiari

Use cidaeediUision dntF

Pcraph axamlmalksis

omipaisnzy pm uthyw.1rluiç dJsynd sa1rnanas and t4alianal Seaauity aFedsraI Giand iry
subpoenaafphcnndeleonaWsubiberreccdscar be used durb te and 2sssnentsenIy

alions and franctinal reccals

Use of pen reses and brapand 1raedevies

Fcreneenaeoaltedan wtderTi VII cFSA

Fitysiral ajnth$ng mail

FBI026873ACLURM027166



How decision is made to transition case from

Assessment to PreliminaryInvestigation or

Full Investigation

Referral for further investigation documented in

Opening of P1 should be documented in an

Electronic Communication EC
WhatisanEC..

50
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ET
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SECRET

51

jzz

SF CRET
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Electronic Communication EC
Letterhead Memorandum LHM
FD-302

FD-542

National Security Letter NSL

Grand Jury Subpoena GJS

FD-930

52
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SERE

If it is not on paper...it

didnt happen

You are writing for your

supervisor or chain of

command

Every type of document

you want to write has

been written before..

Don Reinvent the Wheel

____SEJ

53
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Intelligence Community Classification Markings

54

Within the FBIs Security Division
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SEET

UNCLSIEDIIFOR OFFiCIAL USE ONLY

Desk Reference
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Need to complete

Opening EC to several HO
units

ntry form

sEhE

automated

56
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EET

The preferred_method of documentation on

Terrorism cases

Method by which leads are assigned and

tracked

Can contain several investigative steps or an

overall summary
57

SEFT
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SE
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SET

To document investigative action completed

research and analysis

Written in WordPerfect

SeIectthe atthetopof the page

SET

FBI026883ACLURM027176



SRE

b7E

60
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SRE
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SET
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ET
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SET
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IWia

it it
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SEFT

64

FBI026888ACLURM027181



SIFT

65

b7E
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SRET

h7E
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SET
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SRE

SRFT

67

Case ID Numbers

Titling Your Case
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Assigning Case ID Numbers

415 Classification

The 415 classification

SE

FBI026892ACLURM027185



SRET

b7E

______________________________________________ 69

ET
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Subject i.e name

Ef

70
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SE
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EE
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SEET

Determine the classification

Should be one brief statement about the

information in the communication

73

sgET
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Contact

Approved By

Drafted By Idjy
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Fictitious Case For Training Purpose Only
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.b7E
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SEIhT
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ET

77
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SET

77
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Fictitious Case For Taiuig urposa Only

QWQ

FEDERAL BUPEAU OF INVESTIGATION

Lrcrdence ROUPINEI 14/2009

To

Fxon Miaji

Contact

pprovedBy

paftedBy Idjy

ID Pending

T.J

II

ITALQADA

Sync Po cpen captioned
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sT

All Bureau case paperwork must be uploaded to

insure that it is properly routed to the case file in

_____and searchable_through_____ and
_____
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Background information from

Set necessary leads

b7

SERET

80
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SRET

The opening EC for Preliminary Investigation

b7E

shall fully identify

81
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pi ODenina EC
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SENT

SET

83
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EE

Per DIOG Sensitive Investigative Matters SIMS
Require CDC review SAC approval and written notification to

the appropriate FBIHQ Unit Chief and Section Chief

Written notification must be made to the US Attorney as soon as

practicable but no later than 30 calendar days after initiation of

investigation

If arises after the initiation of P1 investigative activity must

cease until CDC review and SAC approval is acquired and

notice is furnished
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Does your investigation involve

_______ bTE
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SET
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Definition of

Presumptions

87
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SEWI
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MISSION
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Summary

What do we have so far
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Assess the situation

h7E

SRET

SET
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h7E
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EC Required SSA Approval

SEtT

100

Ii
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SEXRET

Who should conduct surveillance

______SET

101

activities

FBI investigative
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SEET

Simple/Straight forward

102

SERE __________________________________________________
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SEET

7C

104
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ROUI ________________

To
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smE1 Sçd___ ftP
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Surveillance results
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FD-302

EC
FD-542

Which document should we use when

SFT

107
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LE

108

SflET
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SRET

To document an interview Grand Jury Material Receipt

of Evidence Surveillances

Discoverable document

SeIect
FD
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SLF
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SET
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SEhE
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SIET
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Fictitious Case For Training Purprees Only
9WI9

D-542 Fn ua--wj

FEDERAL BUREAU OF INVESTIGATION

Erecsedence ROIJTINU Date 12/20/2009

Mians

From Miami

Contact SAl

Approved By

braftcdByr djy

Case ID 13 Pending

Titiet%

3enopsis

Derived -20080301
Deciassif 41220

kntpiis TT\
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LE

119

SRF
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h7
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SEET

01
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SET
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EI

b7E

T2b
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SEET

Standard Relevant to

126
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h7E

127
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SET
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SET
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S4ET
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SE1ET
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SFFI
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717
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DIE
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EET

149
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SE

FBI026976ACLURM027269



SEET

SEWRET
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SREF
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Practical

Exercise

157

SE
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Summä ry

Where are we now
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EE
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SEET

Convert Preliminary Investigation to Full

Investigation

Based on what Articulated Facts

LE

159

SgET
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b7E
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ID

.$EET
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SEFT
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Full lnvstintion LHM
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SRET
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S16ET
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SET
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SET
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CriminalCase________

7T
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EE

b717
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1711

711
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69
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Both available in crirninal___

Both improved by Patriot Act
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Some cases

bE

172

ST
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Requires good reason________

1-71-

1-
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SEET

b7E
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Physical surveillance
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711

hI

b7E

717
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SEET
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_____us Shia who holds strong beliefs in support of the Muslim

religion

Is planning to travel to Jordan to visit his sick father

is concerned because his citizenship has been held up in FBI

Background for over year

rears the loss of his green card

Ihad falling out
withl_____________________
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7E
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SEET

4th Amendment protections apply

Reasonable expectation of privacy REP

Most communications have REP

184
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SEET

If REP Need either

Consent and presence of one or more of the parties

or

Court Order Title III or FISA

Applies to
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_________ FD-472

0__ ___________
FD-473 b7E
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Show is sympathetic to extreme Islam

BUT does not support use of violence

Our Investigation of_______

h1
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says It is sin against Allah to kill innocent civilians in

the name of God

unintelligible. owes me $5000 because helped him

steal truck
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SET

The FBI is Law Enforcement and Intelligence

Agency

The goal is not to simply investigate and arrest perpetrators of

completed crimes but to also collect intelligence to prevent

future crimes and to allow criminal/terror organizations to be

penetrated and dismantled
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The methods used for gathering intelligence in

criminal investigations were prohibited in

terrorism investigations prior to 9/1

Judicial rules and DOJ internal procedures prohibited

coordination between intelligence and criminal investigations

even on the same target

No institutional structure or process in place for fully

functioning intelligence operation

US Patriot Act tore down this legalistic wall

The development of an FBI intelligence program

to better confront threats required changes
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ET

The development of preeminent intelligence

program allows the FBI to understand current

and future national security and criminal threats

by ensuring all critical information is identified

collected evaluated analyzed and

disseminatedto the widest extent possible

The intelligence program allows for the FBI be

more fully aware of its domain at local

regional and national level
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The central mission of the FBIs Intelligence

Program is to meet current and emerging

national security and criminal threats by

Aiming core investigative work proactively against threats to US
interests

Providing useful appropriate and timely information and

analysis to the national security homeland security and law

enforcement communities
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Interview Results

______ngaged in community support activity that led to

collecting food clothing toys etc

Men brought items to house in the suspect boxes

shows agents an empty garage

No knowledge of Hydrogen Peroxide

Evasive response to questions about stolen tanker

Good rapport was built between land agents
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Interview Associates
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Case Agents meet with Supervisor
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Why is the case being closed Provide details

Possible options
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