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Investigative Authorities

Investigative Techniques

- FBI Paperwork

Practical Considerations

Points of Contact
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* GOAL

— Provide incoming Task Force Officers with a basic skill set to
conduct FBI investigations in an effective and efficient manner
while assigned to a JTTF squad. ‘

— Familiarize TFOs with Domestic and International Threat groups
and provide knowledge on additional resources to enhance
knowledge of these groups.

— Introduce TFOs to FBI administrative policy and procedures that
govern and provide guidance on FBI operations.

— Provide a basic-level course that promotes interactive
participation and collaboration among various agencies.
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e Document in
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e The Complaint |« |

— |nitial complaints b7E

SECRET
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e Where are we now?
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* Available databases for include:
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ChiC&gO b7E
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e | exis Nexis
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e Fellow JTTF agencies
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e Domestic Investigations and Operations Guide
(DIOG) authorizes the following levels of
investigative activity:

* Assessments * Predicated Investigations
— Type 1 — Preliminary Investigation (PI)
— Type 2 — Full Investigation (FI)
- Type 3 - Enterprise Investigatioh'. .
— Type 4
— Type 5
— Type 6
20
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e Do not require a particular factual predication

e Do require an authorized purpose

* May be carried out to detect, obtain information about, or
prevent or protect against federal crimes or threats to the
national security or to collect foreign intelligence

* The basis cannot be arbitrary or groundless speculation

e Can not be based solely on the exercise of First
Amendment protected activities or on the race, ethnicity,
national origin or religion of the subject

22
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o During an assessment, the FBI may:

— Type 1: Seek information, proactively or in response to
investigative leads, relating to activities constituting violations of
federal criminal law or threats to the national security

— Type 2: Seek information, proactively or in response to
investigative leads, relating to the involvement or role of
individuals, groups, or organizations relating to activities
constituting violations of federal criminal law or threats to the
national security :

— Type 3: Identify and obtain information about potential targets of
or vulnerabilities to criminal activities in violation of federal law or
threats to the national security

— Type 4: Obtain information to inform or facilitate intelligence
e A s ]
SERRET |
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. Duri'ng an assessment, the FBI may (cont.):

— Type 5: Seek information to identify potential human sources,
assess the suitability, credibility, or value of individuals as human
sources, validate human sources, or maintain the cover or
credibility of human sources, who may be able to provide or
obtain information relating to criminal activities in violation of
federal law, threats to the national security, or matters of foreign
intelligence interest

— Type 6: Seek information, proactively or in response to
investigative leads, relating to matters of foreign intelligence
interest responsive to foreign intelligence requirements
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e Request

LTE
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* Results of

28
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» Access and examme/obtaln FBI and DOJ

records (e.g. ).
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SFRRET

e NCIC/DMV Results
—  Florida DL commercial endorsement b7C
—  Owns 1999 Pickup truck Tag No. ABC-123
— VIN:

31
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achieved by noting

SEXQET

» Generally, documentation of database checks is

LR
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» Check records maintained by, and request

information from,

o Use the resources provided through the JTTF

o Utilize NJTTF resources

33
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¢ |nterview subject(s)-

e Interview or request information from members

of

e Surveillance?

Any potential sources?

”SJZ&ET

b7E
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e Other Assessment Investigation

o QOther developments

SE&ET
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» The Attorney General Guidelines authorize a
second level of investigative activity—predicated
investigations. Predicated investigations that
concern federal crimes or threats to the national
security are subdivided into Preliminary
Investigations and Full Investigations

41
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o Justification:

{3
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SEORET

* Preliminary Investigations (Pls) may be carried out to
detect, obtain information about, or prevent or protect
against federal crimes or threats to the national security

- A preliminary investigation cannot be initiated or used solely for
the purpose of collecting against Positive Foreign Intelligence
Requirements, or for conducting enterprise investigations

e The immediate objectives of Pls include:
— Determining whether a federal crime has occurred or is occurring
— If planning or preparation for such a crime is taking place
— ldentifying, locating, and apprehending the perpetrators
— Obtaining evidence needed for prosecution

— Identifying threats to the national security 43
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Open a Pl when:
Information or an Allegation

 Indicates the Existence of a Threat to National
Security | -

a4
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-Open Full when:

Specific and Articulable Facts

Give Reason to Believe that a Threat to National
Security Exists

45
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All Assessment Techniques Plus:

Interviews/Prétext Interviews with SAC approval of
Subjects and Others

Tasking & Recruitment of Sources

Inquiry of Foreign Law Enforcement, Intelligence or
Security Agencies

Undercover Activities and Operations J

Domestic Investigations and Operations Guide (DIOG) Overview 46
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o Mail Covers .

e Surveillance (physical, 'photo, video)

» Physical Searches Where No Warrant Needed

* Use of Monitoring Devices (e.g. closed circuit TV)

e Consensual monitoring (including computer monitoring)

* Polygraph Exams

S%{ET
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* National Security Letters

e Access Stored Wire/Electronic Communications (i.e. e-
mail)

e Pen Registers/Trap-n-Trace

e Business records/tangible items with FISA

e Grand Jury Subpoenas

¢ Electronic Surveillance (Titl'e 111, FISA, EO 12333)

Physical Searches/Mail opening (Search warrant, FISA,

EO 12333)
A 48
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UMCLASSIFIEQIFOUD

Invest’igahve Methods ﬁummas '

mmcatcf methyilds un&ra parhnular Dperaﬁonal ach

|

Obdain, hlicly avaable information
"} Acvess and examiwe FBI and olfier DO secords, and abtininfrmation from any FBI or DOJ perseanel
Access and exariine records maintained by, and request infanmaticn from, olher federal, stale, [ocal, tribal, or fonsign governmental entities or
BgeRCEs
| Use online services and resources {whether nonprofitor commeraial)
Usa and recruit human sources in confommity with AG Guidelines Regarding iheUseanBLCmﬁdamal Human Sources
: Intmw cn»:quert m‘brmafm from mambers of e publmind ma‘te enﬁbes
Accept nfermalion valuntarily provided by governmendaior pmai&enhhes
" Engage in obsenvation o suvelllance nok requiring a courtorder
Mail covers

i Physical searches of parsonal orneal property where 3wanantnrnw:tader:smﬂegatyfemmd ‘because there is no reasonable expectation
- of piacy {e.p., trash cowers)

Consensual moniteaing ofmmmmhuns. mduding cv:nsensua! ccrrgmber mminnng. ﬁsul:ge:iﬁo !ssai resreu:bym GDC er the FBI OGC.
Whese 3. sensitive monifoing creumstance is imvoived. marntorhg must be approved by the Criminal Division or, f thednvestigalion concems
forsign infaligense ora threat {othe national sacurity, by the Mabicnal Secinty Division

i Use ddnsed-dsmitxt‘&lehisicﬁ direction laders, sed other monitoring devicss, subject inJepal review by the COCor FBI GGG
Pelygraph examinations
Undercower speralions.

Compulsory process as aulhorized by [aw, includiog Fedsraiemml Jury and nﬁEf subgoenas and Nalionat Secunty Letfers {Federal Gmnd Jury
subpcenas foe telephone and elzctronic mail subsoriber eoords oan be used during type T and 2 Assessments

{ Accessing stored vine and eleclonic commurications and transacticnal records
Use of penregisiens and frap and trace devices
Blecironio surveillance: '
Forelign dnisligence colfection under Tite W of FISA
Pysical searches, inchusing mail eperings, where a wamant or coart erder is legally wequired because thera s an expectaion of privacy
UMCLA
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How decision is made to transition case from
“Assessment” to “Preliminary Investigation” or a

“Full Investigation”

"Referral for further investigation” documented in

Opening of Pl should be documented in an
Electronic Communication (EC)

‘What is an EC...?

50
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e Electronic Communication (EC)
* Letterhead Memorandum (LHM)
e FD-302

* FD-542
* National Security Letter (NSL)‘
* Grand Jury Subpoena (GJS)
e FD-930
52
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‘?Emf‘ ot

MR

e If it is not on paper...it
didn’t happen

* You are writing for your
supervisor or chain of
command

e Every type of document
you want to write has
been written before...

Don’t Reinvent the Wheel!!

53
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SECRET

o Within the FBI's Security Division,

* Intelligence Community Classification Markings:

54
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UNCLABSIFIEDIFOR DFFICIAL USE ONLY

FEUSHCOISPCAU REVISED Juty GBmma

UNC IHEDVIFOR OFFICIAL USE ONLY

SE‘KQET
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 Need to complete:

— Opening EC to several HQ
units

- entry form >
(automated)

56
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e The preferred method of documentation on

Terrorism \cases '

e Method by which leads are assigned and
tracked

o Can contain several investigative steps or an

overall summary

sgbAﬂ
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¢ To document investigative
research and analysis

e Written in WordPerfect

o Select the

/

action, completed

at the top of the page
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e Case ID Numbers

e Titling Your Case

E7E
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e Assigning Case ID Numbers

— 415 Classification

— The 415 classification

SEQ@EI
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e Subject (i.e. name)
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e Determine the classification

e Should be one brief statement about the
information in the communication:

73

SHORET

ACLURMO027190 FBI026897



(-

- dodunent transmission of

7
From: Miami

H

] Contact: SA

{
Approved By: SSA

i)rafted By: | a3y

Case ID #: (U) {(Pending)

%t'itle:’” o |

Vis_ynopsisf:”'m To open camtionedl |

Derived from: BI TRGGE 20080615
Declassify Ons: 034

%nclosure {s): (U) One (1)the electx:onicl

H

Details: Predication for the Investigation:

Fictitious Case For Training Purpose Only

%cm Preminary Invexstigation Initiated: 12/1 ; i
expire 06/14/2
i
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i

Fictitious Case For Training Purpcss Only

QMR

i FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE s 12/14/2009

5

COUNESHESEROREM

o e e

rom: Miawgi

Contact: ﬂAl

R

ppproved By: SSAI |

prafted By: | lraiy
1

{Pending)

é::ase ID = (U)
Te( : |

IT - AL QAHDA

':U:' ) ét‘itla:

()

;|

ynopsis*:'”m To open captioned I I
A i 3 3
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b7E
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e All Bureau case paperWork must be uploaded to

insure that it is properly routed ta

) the

and searchable through

ase file in
and
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 Background information from v |

e Set necessary leads
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e The opening EC for a Preliminary Investigation
shall fully identify:
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e Per DIOG, Sensitive Investigative Matters (SIMS)

— Require CDC review, SAC approval, and written notification to
the appropriate FBIHQ Unit Chief and Section Chief

— Written notification must be made to the US Attorney as soon as

practicable but no later than 30 calendar days after initiation of
investigation

— If arises after the initiation of a PI, investigative activity must
cease until CDC review and SAC approval is acquired and
notice is furnished
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Does your investigation involve

b7E

LTE
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¢ Presumptions

Siﬁit 1
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Summary

What do we have so far?
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Obian publicly saiable information
| Apcess and examine FBI and ciher DO reconds. and abtsinvinformation fom any FB! ar D04 personnel k
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Useaicbsedf—cuwttw&wsma direction fnders, and pther monitoring demes. sabject folegal review by the 0OG or Fel QGG
Pelygraph examma'ﬁons
" Undesoovar operations

Compulsary process as authorized by law, including Federal Glmd Jury and other subpoenss and National Smm’ty Letiers (Federal Grand Jory
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— *EC Required, SSA Approval
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FBI investigative

aciiilities.

e \Who should conduct surveillance?
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~ e Simple/Straight forward
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FEDERRL BUREAU OF INVESTIGATION

Tresedeace: ROUTINE. Date: A4,

Tor ‘Sﬁmmmi:l AltneCage Ages ) &
$:2(Won
“Fron: S8, B7E
Cantact: 3
Approved By: ‘B’_S‘
il Number(s)s

Tide: ___I I_
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DAY OF WEEK: [19un [ Mon {TTues { I Wed { Tbur (456 1Sat
SHER B Seond,_e
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e FD-542

— Which document should we use when????
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* To document an interview, Grand Jury Material, Receipt
of Evidence, Surveillances

» Discoverable document
o Select FD-302
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H

Invetiatin on~ 12/04/2009 . Port Everglades, FL

Fils & : Dats dictated 12/05/2009

by

This dc;cumam coutairs neither reconunendations nor coneksions of the FBI. It is the property of the FBI and is loamed to your gency;
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' :Draftcd By: I

‘é':asa Im #: (455

Pictitious Case For Training Purposes Only

FEDERAL BUREAU OF INVESTIQATION

Precedence: ROUTINE

I

1
To: Mienmi
¥

£

From: Miami

NS

g
pate: 12/20/2009 !

! Contact: BAl

i\pproved By:

[a3y

(Pending)

iﬂt‘itle-: - M)

H
{
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)
Synopsis: |

Dexived F : 3 I8GG-20080301
Declassif H 41220

an |
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Summary

Where are we now?
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e Convert Preliminary Investigation to Full
Investigation?

— Based on what Articulated Facts??
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Criminal Case:
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e Both available in criminal

e Both improved by Patriot Act
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e Some cases
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* Requires good reason
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* Physical surveillance |
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0

. is a Shia, who holds strong beliefs in support of the Muslim
religion

. s planning to travel to Jordan to visit his sick father -

. is concerned because his citizenship has been held up in FBI
Background for over a year

. ears the loss of his green card .«

. |had a falling out with b7
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* 4t Amendment protections apply

» Reasonable expectation of privacy (REP)

» Most communications have REP
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» |f REP - Need either:

— Consent and presence of one (or more) of the parties,
or

— Court Order (Title lll or FISA)

* Applies to:
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e Advise AUSA (previously “concurrehce”)
CDC and ASAC approval
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* Shows is sympathetic to extreme Islam b7

— BUT, does not support use of violence
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— says, “It is a sin against Allah to kill innocent civilians in =’

the name of God”

—  “...unintelligible... owes me $5,000, because | helped him
steal a truck”
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* The FBI is a Law Enforcement and Intelligence
Agency

— The goal is not to simply investigate and arrest perpetrators of
completed crimes, but 1o also collect intelligence to prevent
future crimes and to allow criminal/terror organizations to be
penetrated and dismantied
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* The methods used for gathering intelligence in
- criminal investigations were prohibited in
terrorism investigations prior to 9/11

— Judicial rules and DOJ internal procedures prohibited
coordination between intelligence and criminal investigations,
even on the same target

— No institutional structure or process in place for a fully
functioning intelligence operation

— US Patriot Act tore down this legalistic “wall”

* The development of an FBI intelligence program
to better confront threats required changes
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* The development of a preeminent intelligence
program allows the FBI to understand current
and future national security and criminal threats
by ensuring all critical information is identified,
collected, evaluated, analyzed, and
disseminated to the widest extent possible

e The intelligence program allows for the FBI be
-~ more fully aware of its domain at a local,
regional, and national level
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 The central mission of the FBI’s Intelligence
Program is to meet current and emerging
national security and criminal threats by:

— Aiming core investigative work proactively against threats to U.S.
interests

— Providing useful, appropriate, and timely information and
analysis to the national security, homeland security, and law
enforcement communities
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o What is oo
e Can it help?
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* Interview Results

- engaged in community support activity that led to -
collecting food, clothing, toys, etc.

—  Men brought items to house in the suspect boxes

- shows agents an empty garage -

— No knowledge of Hydrogen Peroxide

—  Evasive response to questions'about stolen tanker

—  Good rapport was built between and agents %
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e Polygraph?

-~ o Re-interview?

e |Interview Associates?
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Case Agenis meet with Supervisor
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» Re-interview:
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e How?
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e Purpose of an
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e Why is the case being closed? Provide details.
Possible options:
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e Summary of the results
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