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Subject Classified Addendum of One Source Manual

Attachments

RECORD 134-0

Classified Addendum 1-6.wpd

will be out of the office until April 11 and if you have any questions on issues brought up you can

contact me then Thanks for giving me the opportunity to review and comment on this important

undertaking can see lot of work went into this project

ClTC lbS
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h7E

All

sked basd on my four years as an Asset Coordinatçr to review the classified addendum to the

One Source Manual While found the addendum very well put

together there were some issues that either had questions on disagreed with or needed clarification as

to why it was placed in here as requirement My thought are my thoughts only based on my
experience and the policies from the past as well as new issues that have come to light in the source

administration

Please let me make this clear This addendum needs to be vetted through CD and CTD am assigned

to CD but was not assigned this task through the CD front office My comments should in no way be

considered approval of the CD to go forward with this addendum
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have made my comments in red and are included in the attachment Again they are my comments and

not to be considered official CD approvals
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ON 2011

Instructional Objectives Based on Career Path Competencies
Level Performs well with occasional guidance

COMPETENCY Writing Effectively

Given scenario complete al Ito the State Department

Given scenario complete the paperwork required to open ar__________

Given raw intelligenc nd other information including source and method

information write for dissemination

Given scenario write an LHM to notify DOJ of Preliminary Investigation

10-day rule

Given scenario write an LHM to the victim organization in Full Investigation

Given scenario write an BC to open Preliminary Investigation

Given scenario write an BC to convert PT to Full Investigation

Given scenario write an EC to close Full Investigation

Given scenario write an BC to close P1 without ever making it an Fl

10 Given information from source report th
b7E

11 Given scenario document complaint

12 Given an espionage scenario write an BC to set leads appropriately

13 Given scenario develop an investigative plan

14 After interviewing source in role-play situation document the interview in an

BC

15 Write surveillance log documenting all pertinent target behaviors and contacts

during surveillance role play

16 Perform and document records/database check on the subjecti

b7E

17 As part of group and given scenario containing the necessary

facts/information write an initial FISA request

FBI031172ACLURM031652



RET
18 As part of group and given scenario containing the necessary information

write FISA renewal request

19 In all CI documents prepared appropriately apply the CI lexicon

COMPETENCY Organizing Planning and Prioritizing

20 Given case scenario write specific investigative plan that documents

objectives and proposed investigative methods/techniques

21 Given set of cases prioritize them according to the CI National Strategys

Strategic Goals

COMPETENCY Communicating Orally

22 During role play practical conduct al Iscenario

documenting it appropriately

23 During role play practical conduct ____________I1nteuiew and document

appropriately

24 Given CI Awareness presentation brief half the class for 15 minutes

25 Create and write plan to liaise with local academic institution

26 Put into small group and presented with several obstacles to liaisonlcommunity

outreach efforts in scenario discuss with the team the most appropriate methods

for overcoming each obstacle

27 Given three different scenarios devise and document plan for developing an

asset and/or initiating specific kind of CI case

28 During role play and given case scenario brief the analyst on your team

regarding investigative findings issues and concerns and appropriately task the

analyst

COMPETENCY Relating Effectively with Others

29 In role play situation of file review and given two specific case scenarios

brief your SA on investigative progress proposed strategies and investigative

plans

RE
FBI031173ACLURM031653



30 Given specific case scenario complete file review sheet using the appropriate

CI lexicon and accurately and concisely summarizing your investigative

objectives and progress

COMPETENCY Attending to Detail

31 Given specific case facts and take from FISA search or target surveillance

accurately complete an FD-1 92 Evidence Sheet for submission of evidence

COMPETENCY Thinking Critically Evaluating/Judging

Information and Making Decisions

32 Given thorough description of Field Office domain and its entities identif the

three most important entities and defend your choices from PRP

33 Given thorough description of Field Office domain and its entities as part
of

small team

prepare vulnerability and CI threat assessment of the relevant domain

entities

brief panel of executives on

the level of FIS activity in the Field Office domain fron PR
identify and articulate the intelligence obj ective land

assets of the top priority countries in the domain from

PRP
identify and describe the intelligence operations of the top

priority countries in the domain from PRP
ii FIS capacity to acquire/proliferate CBNRE WMD information

and/or materials in your Field Office domain

iii FIS capacity to penetrate USIC/USG programs and/or contractors

with your Field Office domain

iv FIS capacity to compromise Critical National Assets in your Field

Office domain

fully document all information suggesting the presence of

determine for whom the division should establish strong asset base

top priority countries

ii ØmigrØ countries

34 Explain what sufficient coverage against ar1ieans from PRP

CR
35
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COMPETENCY Showing Initiative and Motivation

36 Given description of several immigrant communities in specific city prioritize

their CI importance according to the CI Programs country priorities and threat

list

37 Describe the purpose of the Counterintelligence Working Group in each Field

Office from PRP

38 Identify who should participate in the CIWG and explain why from PRP

39 Identify the things Field Office should routinely review i.e all travel

advisories VISA traffic pertinent index information etc from PRP

40 Given calendar for the year and the first date of specific events i.e CIWG

meetings all-source threat assessments file reviews etc complete calendar of

events for entire year from PRP and other sources

COMPETENCY Adapting to Changing Situations

41 Given scenario of unique CI situation and as part of small group discuss and

present to the class possible ways to successfully address the situation

RE
FBI031175ACLURM031655
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CE FT UN

Goals Objectives of CI Investigations and

Operations Course

At the end of the blocks of instruction given during the first week of the CI Investigations

and Operations Course students will

CI National Strategy

identify and/or apply to investigative situations the definition of

Counterintelligence CI IMIS

identify and/or apply to investigative situations the FBIs Counterintelligence

Goals IMIS

know the FBIs National CI Strategy and the role of the individual FBI Case

Agent in carrying out the CI mission BT Must change performance word
not measurable as is

discuss the Bureaus CI objectives AS

identify thel FBI CI cases BT

identify the number one goal in FBI CI cases BT
_______________

lb

list thel lof the FBIs CI Program BT

list thel or accomplishing the goals/objectives of the CI

Program BTIGF

restate the FBI Strategic Focus in the CI National Strategy GF

10 articulate the role of the FIG in the CI Program BT

11 describe the types of different operations the FBI uses to meet the FBIs CI

objectives AS

CI vs Criminal Cases

12 understand the investigative principles and practices that made particular cases

success or failure BT Must change performance wordnot measurable as

is

FBI031176ACLURM031656



Significant CI Cases

13 be knowledgeable of the FBIs significant CI cases.BT Mustchange

performance wordnot measurable as is

14 recognize the newly emphasized rple of the FBI as lead foreign intelligence

collector BT Must change performance wordnot measurable as is

___________________________

15

bi

16 b7E

17

18
bi

b7E

19

20

21

22

23

24
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Classified Information/Issues

25 explain classification and security issues that impact classifying information AS

26 articulate the difference between classification and access restrictions GF/TE

27 articulate the level of damage to the nation that would result from disclosure of

information classified at each level GF/TE

28 provide derivative classification actions TE

29 mark classifled information appropriately OF/TB

30 handle classified information appropriately GF/TE

31 wrap classified information appropriately for transport or mailing GF

32 store classified information appropriately OF/TB

33 destroy classified information appropriately OF/TB

34 state who can classify and declassify information GF/TE

35 mark classified document appropriately OF/TB

36 name the three classification markings required on classified documents as

overall portion and descriptive information TB

37 describe the information comprising the descriptive information part of classified

markings OF

38 given classified document with or without handling and/or access restrictions

determine if it is appropriately marked as required OF/TB

39 given three examples of information review excerpts from the classification

guide to determine if the guide says that the information should be classified and

classify the information accordingly with all appropriate markings TE/GF

40 use the FCI Classification Guide to apply the appropriate derivative classification

markings on several documents TB/OF

41 articulate recent changes to classification policies as result of BO 13292 BT

42 list the two methods of classifying documents BT
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43 know the proper locations of classification markings on an FBI document BT
Must change performance wordnot measurable as is

44 articulate explain the difference between classification level and handling

restriction BT

45 recognize appropriate methods for protecting storing and destroying classified

information BT Must change performance wordnot measurable as is

46 explain document markings/standards AS

47 discuss the appropriate methods to store and handle classified material in secure

and prescribed manner AS

Proliferation of WMD Information/Technology and Trade Secrets

48 explain the Bureaus counter-proliferation responsibilities AS

49 identify the various programs utilized by CD-6 AS

50 explain the various services that LanguagesServices has to offer in translation

thatters AS

CI Investigative Authorities

51 restate the CI Authority given to the FBI to conduct CllTerrorism investigations

AS

52 identify and apply to investigative operations the relevant statutory and Executive

authorities relating to CI BT

53 given chart of investigative authorities determine ifeach applies to CI or

criminal cases and if CI what kind of case GF

54 given three scenarios determine which section of the AGG applies GF

55 given three investigative scenarios determine the techniques you could use under

the AUG GF

56 given three investigative scenarios determine if the AGO have been applied

correctly GFuse in SSA course

se
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The USIC

57 identify and apply to investigative operations the key USIC agencies and their

responsibilities BT

58 given various scenarios involving intelligence or other information coming into an

FBI CI squad determine which other agencies in the USIC need to receive it in

what format and when GF

59 given various scenarios involving investigative leads to the FBI CI squad

determine in each case which other agencies in the USIC should be contacted

how and in what ways they could/should help GF

National Security List NSL

60 identify and apply to investigative operations the various categories contained

within the National Security List BT

61 given scenarios of several cases determine investigative priorities of the cases

based solely on the National Security List GF

62 given scenarios of several cases determine if each falls within the National

Security List and name which category it falls under if yes e.g country or issue

threat GF

63 list the issue threats noted in the National Security List as terrorism espionage

proliferation of WMD targeting USG economic espionage national information

instrastructure perception management and foreign intelligence activities GF

biL

65 identify and apply various and appropriate sections of the AGO to investigative

and operational situations BT

NFIP Written Communications

66 summarize the issues needed for reporting writing AS

67 identify the three types of NFIP written communications as ECs LHMs and FD
302s BT

68 explain how each type of NFIP written communication is used BT

RE
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69 given three scenarios explain which type of written communication would be

appropriate OF

70 apply proper report writing procedures for NFIP communications within the FBI

and to outside agencies BT

71 apply effective writing techniques to improve clarity and persuasiveness BT
need to specify the techniques to apply

Information/Intelligence Sharing

b7E

72 protect sensitive sources and methods in written communications BT
communication of sources and methods use the proper source markings/codes in

the communications apply proper classification markings to the document

containing source and method information

Assets and Asset VaLidation

73

74

lb

75

76

77 given three scenarios involving handling assets state whether or not the

operational requirements were met OF

78 given three scenarios involving handling assets state whether or not the

administrative requirements were met GF

79 explain asset validation and vetting procedures AS

80 be knowledgeable of the FBFs Asset Validation Review Process BT
specific scenarios for application Must change performance wordnot

measurable as is

81 be familiar with and apply the principles of the psychology of asset handling

BT Must change performance wordnot measurable as is

SCJ1t
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82 given four different situations with different assets describe the best way to

handle the asset in each apply the principles of the psychology of asset handling

OF

83 given two scenarios of assets in an operational environment formulate plan for

contact with their assets commensurate with the risk that asset faces in the

opçrational environment BT

FISAs

84 explain the various
aspects

of FISA AS too vaguewhat does aspect mean

how many aspects must they explain

85 identify other potential CI resources that are available to them AS too vague
how many resources what kind of resources

86 restate thel IAS

87 cite the importance/significance ofi IAS

b7E
88 identif IAS

89 know thcl IBT Must change performance

wordnot measurable as is

90 know th Ito address KBT Must change

performance wordnot measurable as is

91 know the overall importance and value Ito the CI mission BT
Must change performance wordnot measurable as is

92 tell whyl lare
so important to resolve AS

Interviews/Interrogations
bJL

93 describe the difference between CI interviews arid interrogations AS

94 demonstrate th Imethod of establishing rapport AS
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EC
95 know the significance and importance redundant of the differences between CI

and criminal interviews BT Must change performance wordnot
measurable as is

96 practice and refine their introductory interview skills with new perspective

regarding the shortfalls and benefits of various methods of initiating CI

interviews BT

Analysis

97 describe the importance and need for analysis in CI case AS

98 be knowledgeable of the FBIs analytical capabilities and products BT Must

change performance wordnot measurable as is

99 be knowledgeable of the value and importance of on-going analysis BT Must

change performance wordnot measurable as is

Report Writing/Dissemination

100 explain the importance ofi____ AS Ib7E

101 identify pertinent positive intelligence information from BT

102 disseminate pertinent positive intelligence to the appropriate people/groups

through the appropriate channels and in the proper format BT

103 be knowledgeable of the document format and dissemination process BT
Must change performance wordnot measurable as is

104 be familiar with the role and responsibilities of the Reports Officer BT
Must change performance wordnot measurable as is

Cross Cultural Issues Asian Hispanic Slavic Middle Eastern

105 explain why they should explore the various significant cultural

aspects/influences that may impact an interview and in establishing rapport

AS

106 be knowledgeable of the various cultural issues and difference that directly
bi

m1pact theCaseAgertsI
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scE
Must change performance wordnot measurable as is

1b7

107 articulate the definition ofi IWT/DE

108 give at
leastj__________________________________ BT/DE

lb

109

110

111

Jurveillance

bl

lb
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121

122

123

bi

b7E

124

125

126

127

128

129

130 relate to capabilities and advantages of using SSG Teams DE Must

change performance wordnot measurable as is

i3i
lb

132
listl

the National Strategy that address Counter-proliferation issues

DE

133
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136 list at leas Ihelpful in initiating Counter-proliferation cases in the

Field DE

137 better plan for interviewing an actual kbject DE Must change
bIL

standard wordwhat constitutes better b7E

138 protect the source of information about the meeting DE

139

140

141 identify at ieastl IDE

142 observe role players conductin land then discuss the potential
b7E

success and pitfalls of each DE

143 contrast and compare the differences betweeni Idependent upon

environment DE

144 identify personality motivations and characteristics of Robert Hanssen that

would be indicators of concern DE

145 identify investigative procedures taken in the Hanssen case DE

h7E

147 observe the result of good surveillance techniques and use of SSG in the

outcorPe of this case DE Must change performance wordnot
measurable as is

148 identify cases in which one could potentially use UC Operation DE

149 identify employees who would be candidates for UC roles DE

150 identify the training required for candidates of UC roles in order to obtain UC

approval DE

151 identify administrative procedures for developing and maintaining UC OP

DE

11
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152 assemble information on their CI case subject or asset that will be useful to the

BAP DE

153 identify proper procedures for requesting and obtaining BAP assistance DE

154

155 IbI

b7E

156

157

158 articulate the historical perspective that led the FBI to the FISA DE

159 articulate FISAs implications in todays world of CI and CT DE

160 identify the appropriate FISA-related statutes DE

161 identify the mechanics of the FISA Process DE

162 list the components of FISA Package DE

163 explain the FISA Court DE

164 explain Minimization Procedures DE

165 explain the difference in rights between U.S Person USPER and non
USPER DE

166

167

168

169

170

12
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171 identify and describe focal points of at least three Proaram priorities to include

the
12 Counter-proliferation and31 IDE

172 be aware of the Section structure by Unit and point of contact DE Must

change performance wordnot measurable as is
bIL

lb

174 define the Goals Objectives and Investigative Responsibilities of the

Counterespionage Section CD-4 DE

175 describe the CD-4 Section structure by unit DE

176 identify legal authorization to conduct espionage and economic espionage

investigations DE
lb7E

177 list the objectives of
thel DE

178 articulate how these objectives are employed to counter the Econ Esp threat

IDE

179 list the field office reporting requirements regardIng Counterespionage and

Economic Espionage cases DE

180 be aware of points of contact within the Section DE Must change

performance wordnot measurable as is

181 lisI__________ of an espionage case IDE

182 identify espionage statutes DE
_____________________ bIL

183 list at leas lespionage cases originate DE b7E

185 describel leases DE

186 be exposed to case examples of espionage DE Must change performance

wordexposure to information is not valid student performance not

measurable

187 identify the responsibilities of thel______________ Section DE b7E

13
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ca
188 identif appropriat points of contact within_____ DE

i89

_______________________________________________IA11 instructional objectives

should be able to stand alone

191

-i92

193

194 articulate the need for thorough asset validation DE

195 understand

DE Must change performance

wordnot measurable as is

196 better formulate successful approaches to individuals on the college campus

through whom they could obtain investigative assistance DE Must change

standard wordwhat constitutes better

197 better formulate successful approaches to individuals in the scientific

community through whom they could obtain investigative assistance Must

change standard wordwhat constitutes better

198
II ii

bi

199

200

201

202
b7E

203

204

14
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2051

206 discuss the mutual goals working relationships and liaison efforts between the

two agencies DE

207 describe how an espionage case can be reactivated DE

208 better plan investigative efforts in DE Must change standard word bi

what constitutes better

209 avoid potential pitfalls in DE

210

211

212 articulate the value of conducting thorough research of all records/databases

available for corroboration of evidence DE

213 relate to compare explain the differences and similarities of FBI and DOD
CI agencies in different branches of the military DE Must change

performance wordnot measurable as is

214 describe by chart the DOD CI organization DE

215 articulate the Global Mission and Major CI Initiatives of DOD CI DE

216 list the DOD CI objectives DE
_________________________ lb

217 list at leasti which FBI DOD CI can work in

unison DE

218 articulate how technical attacks on target can provide wealth of investigative

information DE

219 identify how traditional data intercepts are used to collect internet

communications DE

220 describe required procedures to implement technical attacks to include FISA

authority DE

221 bl

_________________________________ bE

SRT 15
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222

-b7E

223

224 identify thel_______________________________

225 employ the CI strategy with reference to the CI strategic pyramid KD

226 use the pyramid td show where to focus CI investigative priorities KD

227 know what cases they have that are supervised by this Section as well as to have

point of reference for assistance in their cases KD Must change

performance wordnot measurable as is

228

bi

b7E
229

230 develop walk-in strategy for the field office from dealing with interviewing

walk-in to re-contact plan KD

231 know the importance of having walk-in plan prepared and on the shelf

KD Must change performance wordnot measurable as is

232 apply lessons learned during the walk-in lecture to an interview KD
Students will be critiqued on strengths and weaknesses in order to identify

methods that work for them in walk-in interview situation

233 identify howl ban be used and the resources in the

Intelligence Community that can assist to counter those threats KD

234 identify analysts at FBTHQ they can request information on their targets 1D

235 imi1ement th Ithey
learned in the

1ock of instruction KD

236 understand the importance of continually vetting and validating their sources

as well as the information the sources provide KD Must change

performance wordnot measurable as is

237 identify risk factors of sources KD

238 identify the types of visas most frequently used to enter the US KD

ST 16
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239 know when and how to request an NFPO KD Must change performance

wordnot measurable as is

240 discuss the different techniques they learned over the course and apply them to

this case study KD

241 Write clearly and concisely using style and level of writing appropriate

for the intended audience CTM

242 Extract pertinent details from various sources of information and summarize

them logically and effectively in writing CTM

243 Effectively communicate abstract concepts in writing CTM

244 Set investigative priorities appropriately CTM define appropriately

according to CD National Strategy priorities

245 Systematically and methodically plan CTM Adopt systematic and

methodological approach to planning

246 In CI scenario determine when and how you would marshal and use the

available field office personnel time and other resources effectively CTM

247 Anticipate problems in an investigation and develop contingencies to avoid

them CTM

248 Adapt speaking style and comments to the audience CTM focus on classified

vs unclassified

249 Speak clearly audibly and fluently using Standard English and effective

vocabulary CTM

250 Use non-verbal communication skills appropriate to situation CTM

251 Listen and attend to others CTM

252 Persuade others as appropriate to accept and work towards objectives CTM

253 Assess individuals and/or situations and adjust own interpersonal style to deal

effectively with others CTM

254 Persuade others and gain cooperation from them CTM

255 Treat others in respectful and diplomatic fashion CTM

256 Compromising when appropriate to resolve disagreements CTM

17
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257 Maintaining professional role and demeanor in emotional situations CTM

258 Quickly and accurately perceive patterns
and specifics when attending to detail

CTM

259 Take thorough notes during CTM

260 Gather analyze information and draw sound conclusions from information

CTM

261 Discern pertinence merits and deficiencies in logic and credibility of

information CTM

262 Integrate diverse _____ information to detect relationships and patterns of what

kind CTM

263 Understand own and others capabilities behaviors and motives CTM

264 Decide on and commit to reasonable course of action in_____ when

CTM

265 Generate alternate solutions to problem consider risks and choose best

alternative CTM

266 Put for the effort and initiative necessary to accomplish ajob like what
CTM

267 Work under difficult or trying circumstances when necessary such as
CTM

268 Learn from constructive criticism CTM

269 Demonstrate initiative in developing skills needed to do the job well CTM

270 Adjust to unanticipated events and circumstances CTM

271 Demonstrate resourcefulness creativity and overcoming obstacles CTM

272 Remain level headed and effective under stress CTM

273 List
thel IPRP b7E

274 Given sample of entities within Domain choose thel

entities and explain why PRP

18
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275 Identify and arcuiatc lof the top

priority countries in territory specified in scenario PRF

276 Name what each Field Office should have PRP CIWG Name how often it

should meet PRP quarterly

lb

277 Explain how the Field Office can use the CIWG to help with its Domain PRP b7E

identify and understand it conduct it and

develop operations

278 Identify for what each Field Office should have and use system to routinely

review as basis

for opening new cases and investigations PRP

279 Identify and articulate the operations of those top priority countries PRP

280 Determine how often each Field Office must complete ad

281 Determine with whom the Field Office should partner when conducing aif

___________

282 Explain what
sufficiItcoverag Imeans PRP

bl

283 Determine for whom each field office needs to establish strong asset base the

____________________________________________________PRP

284 Given two scenarios identify and describe issues and policies impeding the ftill

implementation of the CI National Strategy PRP

Must revise most of the following Instructional Objectives from the CI

Investigations and Operations IMIS course They are too broad as written they

should identify only one performance word and clarify most standards Identify and

apply as performances fall into two different levels of performancewhich is required

for the task Also standards given are more topics i.e Economic Espionage and

than standards and dont clarify what about the topic should be identified or applied lb

How does one apply economic espionage or ani un case situation Also how many

investigative situations must the student apply them to Will they all be different or

continuing building case standard given i.e Economic Espionage

285 identify and/or apply to investigative situations investigative Authority IMIS

286 identify and/or apply to investigative situations Economic Espionage IMIS

287 identify and/or apply to investigative situations the member agencies of the U.S

Intelligence Community USIC IMIS

19
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288 identify and/or apply to investigative situations thel I1M1S

289
hI

b7E

290

291 identify and/or apply to investigative situations how collected positive

intelligence is disseminated to USIC agencies IMIS

292 identify and/or apply to investigative situations how Intelligence Analysts can

be used to support FCI operations IMIS

293 identify and/or apply to investigative situations Threat Assessments IMIS

294 identify and/or apply to investigative situations the predicate for preliminary

investigations P1 IMIS

295 identify and/or apply to investigative situations the predicate for full

investigations Fl IMIS

296 identify and/or apply to investigative situations objectives of an investigation

IMIS

297 identify and/or apply to investigative situatiçns case resolution and

administrative requirements IMIS

298 identify and/or apply to investigative situations the difference between

interviews and interrogations IMIS

299 identify and/or apply to investigative situations case conclusion IMIS

300 identify and/or apply to investigative situations how to mark handle and

destroy classified material IMIS

301

302
bl

b7E

303

SgJ 20
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304

3U5

306

307 identify and/or apply to investigative situations electronic and physical

surveillance IMIS hi

308 identify and/or apply toimestigativesituation

IMIS

309

3lO

311

312 apply to investigative situations and become familiar witl

land their use in PCI investigations IMIS not measurable b7
performance

313 apply to investigative situations and become familiar with the history and

purpose of FISA IMIS not measurable performance

314 apply to investigative situations and become familiar with FISA Court order

requirements IMIS not measurable performance

315 applyto investigative situations and become familiar with the FISA

application process IMIS not measurable performance

316 apply to investigative situations and become familiar with th________________

lIMIS not measurable performance .b7E

317 apply to investigative situations and become familiar with the definition of

espionage IMIS not measurable performance

318 apply to investigative situations and become familiar with Title 18 U.S.C

794a and its application to espionage investigations IMIS not

measurable performance

SRT 21
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319 apply to investigative situations and become familiar with Title 50 U.s.c

783b and its application to espionage investigations IMIS not

measurable performance

320 apply to investigative situations and become familiar with how espionage

cases are prosecuted IMIS not measurable performance

321 apply to investigative situations and become familiar with whati

is IMIS not measurable performance

322 apply to investigative situations and become familiar with the FBIs objectives b7E

regardin____________ IMIS not measurable performance

323 apply to iqvestiative si uations and become familiar with interview concerns

regarding IMIS not measurable performance

22
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tATE 1222C11

cLAFIEl

PAiBN iHi

DECbAIr OB 12222rJ36

LL IFUPISATICtM rIjrrAINE

II Ii CLAtTEIEt EcET

Ii BHtiN OflJLE

Highlight Key

Add to IMIS Iniroduetioji to Ci

Covered in JMISbut not InCIOPS

Covered in CIOPS but not in IMIS

Suggested Rewrite of CIOPS
Objectives

Suggested Rewrite of CIOPS
Objectives

Fundanientals of FBICI

CIOPSIIMJS Course Comparison

Original CIOPS Objectives Original IMIS Objectives Objectives

describe the types
of different

operations
the FBI identify

and/or apply to investigative
situations the

uses to meet the FBIs CI
objectives AS definition of

Counterintelligence Ci

explain
the

investigative principles
and

practices identify
and/or apply to

investigative
situations the

that made
particular

cases successor failure FBIs
Counterintelligence

Goals

BT

identify
the number one goal

in FBI CI cases BT

discuss the Bureaus CI objectives AS

identify th In
FBI CI cases BT

Key Historical Events

Covered in CIOPS Can Cover in IMIS Suggested Objectives

discuss the FBIs
significant

CI cases BT

b7
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-i
Basic Concepts Proactive Stra1e

Covered in CIOPS Covered in IMIS Suggested Objectives

Covered in CIOPS Can Cover in IMIS Suggested Objectives

Covered in CIOPS Covered in IMIS Suggested Objectives

_____________

The Adversary

hi

b7E

hi

b7E

Covered in IMIS Suggested Objectives
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Covered in CIOPS Covered in IMIS Suggested Objectives

Classificalion and
Security

Issues Also covered in FISA and Information Sharin IMIS on Virtual Academy

Covered in CIOPS Covered in IMIS Covered in FISA Info Sharing Suggested Objectives

explain
classification and

security wrap
classified information

issues that impact classifying appropriately
for

transport
or

information AS mailing OF

articulate the difference between describe the information comprising

classification and access restrictions the
descriptive

information
part

of

OF/TB classified markings OF

articulate the level of damage to the articulate the difference between

nation that would result from classification and access restrictions

disclosure of information classified at OF/TB

each level OF/TB

provide
derivative classification

actions TB

mark classified information state who can classify
and

declassify

appropriately OF/TB information OF/TB

handle classified information

appropriately GFITE

store classified information

appropriately OF/TB

destroy
classified information

appropriately OF/TE
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state who can classify
and

declassify

information GFITE

name the three classification articulate the level of damage to the

markings required on classified nation that would result from

documents as overall portion and disclosure of information classified at

descriptive information TE each level GF/TE

given classified document with or given classified document with or

without
handling

and/or access without handling and/or access

restrictions determine if it is restrictions
determine if it is

appropriately
marked as required appropriately

marked as requed

GFITE GF/TE

given three examples of information

review
excerpts

from the

classification guide to determine if

the guide says
that the information

should be classified and classify the

information accordingly with all

appropriate markings TE/GF

use the FCI Classification Guide to

apply the
appropriate

derivative

classification markings on several

documents TE/GF

articulate recent changes to

classification
policies as result of

EO 13292 BI

list the two methods of
classifying

documents BT

kiiow the proper locations of

classification markings on an FBI

document BI
articulate the difference between

classification level and handling

restriction BT
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CD-6 Special Prolects

Covered in CIOPS Can Cover in IMIS Suggested Objectives

explain
the Bureaus counter-proliferation

responsibilities AS

identi the various programs utilized by CD-6 AS

Threat briefings to include trends intentions section policy

Fl Service baseline MO targetsi

Covered in CIOPS Can Cover in IMIS Sueested Objectives

Operational Strategies

Covered in CIOPS Can Cover in IMIS Sueeested Objectives

Can Cover in IMIS

recognizeappropriate
methods for

protecting storing
and

destroying

classified infonnation BT

explain document

markings/standards AS

discuss the
appropriate

methods to

store and handle classified material in

secure and prescribed manner AS

Covered in CIOPS Can Cover in IMIS Suggested Objectives

Targeting priorities

Covered in CIOPS Suggested Objectives

FBI031202ACLURM031682



Language Services Overview

-t

FCI
Authority Covered in

depth
in FISA and

Information Sharing IMJS

Nonstatutory authority EOs etc

Covered in CIOPS

restate the CI
Authority given to the FBI to conduct

Cl/Terrorism
investigations AS

Covered in IMIS Suested Obiectives

Statutory authority

Covered in CIOPS

restate the CI
Authority given to the FBI to conduct

CT/Terrorism investigations AS

identiIj and apply to
investigative operations

the

relevant
statutory

and Executive authorities
relating

to CI 31

Covered in IMIS Suested Objectives

The USIC review

Covered in CIOPS Covered in IMIS Suggested Objectives

identify and apply to
investigative operations

the

key USIC
agencies

and their
responsibilities 31

given various scenarios
involving intelligence or

other information coming into an FBI CI squad

determine which other
agencies

in the USIC need to

receive it in what format and when GF

Covered in CIOPS Can Cover in IMIS Suggested Objectives

explain
the various services that Languages

Services has to offer in translation matters AS
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given various scenarios
involving investigative

leads

to the FBI CI squad determine in each case which

other
agencies

in the USIC should be contacted

how and in what ways they could/should help GF

The National
Security

List

Covered in CIOPS Covered in IMIS Suggested Objectives

identify and apply to investigative operations
the

various
categories

contained within the National

Security
List BT

given scenarios of several cases determine

investigative priorities
of the cases based

solely on

the National Security List GF

given
scenarios of several

cases determine if each

falls within the
oversight

of the National
Security

List and name which
category

it falls under if
yes

e.g country or issue threat GF

list the issue threats noted in the National
Security

List as tenorisifi espionage proliferation
of WMD

targeting USG economic espionage national

information
instrastructure perception management

and foreign intelligence activities GF

Report Writing Dissemination Basics covered in Fl4 and Information Sharing IM

Covered in CIOPS Can Cover in IMIS Suggested Objectives

summarize the issues needed for
reporting writing

AS

identify
the three

types
of NFIP written

communications as ECs LHMs and FD-302s BT

explain
how each

type
of NFIP written

communication is used BT

7E

FBI031204ACLURM031684



FBI Asset Issues

b7

Covered in IMIS Suggested Objectives

Asset validation and
vetting

Covered in CIOPS Covered in IMIS Suggested Objectives

explain asset validation and
vetting procedures

AS

given three scenarios explain
which

type
of written

conanunication would be appropriate GF

apply proper repoi writing procedures for NFIP

communications within the FBI and to outside

agencies BT

apply
effective

writing techniques
to improve clarity

and persuasiveness BT need to
specili

the

techniqpes
to apply

protect
sensitive

sources
and

mthods
in written

conlinunications BTI Icommunication of

sources and methods use the proper source

markings/codes in the communications apply

proper classification markings to the document

containing source and method information

Covered in CIOPS Covered in IMIS Suggested Objectives

given two scenarios of assets in an operational

environment formulate
plan

for contact with their

assets
commensurate with the risk that asset faces in

the
operational

environment BT

Reporting requirements

Covered in CIOPS

FBI031205ACLURM031685



explain
the FBIs Asset Validation Review Process

81 specific
scenarios for

applicationi

given
three scenarios

involving handling assets

state whether or not the
operational requirements

were met GF

given
three scenarios

involving handling assets

state whether or not the administrative
requirements

were met GF

bi

b7E

PCI Authodty NSLB

AG Guidelines/NSIG

Covered in CIOPS Covered in Suggested Objectives

Asset handling

Covered in CIOPS Covered in IMIS Suggested Objectives

apply
the

principles
of the psychology

of asset

handling 81

given
fourdifferent situations with different

assets

describe the best way to handle the asset in each

apply the
principles

of the psychology of asset

handling GF

Adnunistrative issues

Cnvered in CIOPS Covered in Suggested Objectives
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identii and
apply

various and
appropriate

sections

of the AGG to investigative
and

operational

situations BT

given
chart of investigative authorities determine

if each
applies to CI or criminal cases and if CI

what kind of case OF

given three scenarios determine which section of

the AGG applies GF

given
three

investigative scenarios
determine the

techniques you could use under the AGG GF

CI Resources

Covered in CIOPS

identif
other

potential
CI resources that are

available to them AS

Can Cover in IMIS Sueested Objectives

Covered in IMIS b7E

10

given three
investigative scenarios determine if the

AGO have been
applied correctly GFuse in

SSA course

Covered in CIOPS

restate thel IAS

cite the importance/significance ol

AS

Sunested Obiectives

Reasons for knowing thel Iprocess

Covered in CIOPS Covered in PillS Suggested Objectives

FBI031207ACLURM031687



overe in PS

h7E

b7

-L 11

b7

Covered in IMIS Suggested Objectives

Covered in CIOPS Covered in IMIS Suggested Objectives

Covered in CIOPS Covered in IMIS Suggested Objectives

Covered in CIOPS Covered in IMIS Sueeested Obiectives

The FCI
Irechnigue

Covered in CIOPS Covered in IMIS Suggested Objectives

identi the
types ofi IAS

know IBT

know thd lo address in

BT

the overall importance and value

the CI mission BT

tell wh are so important
to resolve

AS

FBI031208ACLURM031688



FCI lnterviews/Interrogaüons Basic FGJJnIeniew Overvie

Covered in CIOPS Covered in IMIS Suggested Objectives

describe the difference between CI interviews and

interrogations AS

FC Interviews

Covered in CIOPS Covered in IMIS Suggested Objectives

demonstrate thel method of

establishing rapport AS

know the
significance

and importance redundant

of the differences between CI and criminal

interviews BI

practice
and refine their

introductoiy
interview

skills with new
perspective regarding

the

shortfalls and benefits of various methods of

initiating CI interviews BT

FCI
Intrrogations

Covered in CIOPS Can Cover in IMIS Suggested Objectives

Practical Exercise

couon questions
and problems encountered interviews

Covered in CIOPS Can Cover in IMIS Suggested Objectives

b7

.b7

Analysis

12
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be knowledgeable of the various cultural issues

and difference that directly impact the Case Agents

Si
Covered in CIOPS Covered in IMIS Suggested Objectives

describe the importance nd need for analysis in

Cl case AS

be knowledgeable of the FBIs analytical

capabilities
and products 31

be knowledgeable of the value and importance of

on-going analysis 31

Positive
Intelligence

Repoitin Overview

Covered in CIOPS Covered in IMIS Suggested Objectives

pain the
importance oDAS

identi pertinent positive intelligence
information

from 31
disseminate

pertinent positive intelligence to the

appropriate people/groups through
the

appropriate

channels and in the
proper

format 31
be knowledgeable of the document format and

dissemination process 31

be familiar with the role and
responsibilities

of the

Reports Officer 31

Cultural Considerations

Covered in CIOPS Can Cover in IMIS Suggested Objectives

explain why they should explore the various

significant
cultural

aspects/influences
that may

impact an interview and in
establishing rapport

AS

b7E

hi

1b7

13
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Can Cover in IMIS

Can Cover in IMIS

Suggested Objectives

Suggested Objectives

b7

Jj

TI

Covered in CIOPS Can Cover in IMIS Suggested Objectives

Covered in CIOPS

Covered in CIOPS

Iundanienta1s

Covered in CIOPS Can Cover in IMIS Suggested Objectives

articulate the definition ol tBT/DE

give
at

leas_______________________________

BT/DE

b7E

Covered in CIOPS Covered in IMIS Suggested Objectives

The vulnerability of mere presence

Covered in CIOPS Can Cover in IMIS Suggested Objectives

14
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Can Cover in IMIS Suggested Objectives

bI

b7E

Admin requirements

Covered in CIOPS Can Cover in IMIS Suggested Objectives

Environmental requirements

Covered in CIOPS

Human Factors

Covered in CIOPS Can Cover in IMIS

Technical issues

Cnverd in iOPS

Suggested Objectives

Can Cover Ill IMIS

......IconcePts

Sueested Objectives

Covered in CIOPS Covered in IMIS

________________________________________________________________

Suggested Objectives

Covered in CIOPS Can Cover in IMIS Suggested Objectives

RE 15
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h7

Surveillance Photography

Covered in CIOPS Can Cover in IMIS Suggested Objectives

recognize optima environments camera
settings

and
positions

and
techniques

for effective

pçggpy of surveillance subjects BT

Covered in CIOPS Can Cover in IMIS Suggested Objectives

request
and employ an 556 squad in

investigations

BT

incorporate
the surveillance

capabilities
of 856 in

an investigation DE/BT

Covered in CIOPS Covered in IMIS Suaested Obiectives

Case Presentation

Covered in CIOPS Can Cover in IMIS Suggested Objectives

Surveillance Planning and ExecutionlSSG Cpabiities

hi

b7

16
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Briefing for Surveillance Exercise

Covered in CIOPS Can Cover in IMIS Suggested Objectives

hi

b7E

Surveillnr.PrrHc1

FollthcI meeting with an unknown ibject and ID the unknown subject

17

hi

b7

articulate at leas Ihat must be

conducted while free of surveillance fBI

articulate at leasi Ihat can be

conducted while under surveillance BT
relate the difference between criminal and CI

surveillance DEl

SH

b7E

relate to
capabilities

and advantages of
using

550

Teams DE

Covered in CIOPS Can Cover in IMIS Suggested Objectives

conduct
pre-surveillance survey

of an area BT

spot potential problems in an area during pre

surveillance survey BI

initiate surveillance at the
appropriate

time
during

role play after being divided into surveillance

teams provided with surveillance scenario

information and briefed on the surveillance and

having already reported
to the

starting point
of the

surveillance exercise DE

FBI031214ACLURM031694



Gusev Case Presentation 550

Covered in CIOPS Can Cover in IMIS Suggested Objectives

Counterproliferatioll Case Presentation

Covered in CIOPS Can Cover in IMIS Suggested Objectives

OtheNational 5ate that address

Counter-proliferation issues DE

list at leas e1pfisl
in

initiating

Counter-proliferation cases in the Field DE

Rotating
Interview Practicals

Subjects
from Wednesdays surveillance problems each problem lhr long with

critique provided eveiy
student does an interview

Covered in CIOPS Can Cover in IMIS Suggested Objectives

protect
the source of information about the meeting

DE

b7

hi

17

18
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hi

h7

h7

hi

b7

redericksburg

Cnvered in CIOPS Can Cover in IMIS Suggested Objectives

identi at leas IDE

observe role
players conductin___________

then discuss the
potential success and

pitfalls
of

each DE

contrast and
compare

the differences between

Ilependent upon
environment DE

Hansscn Case Presentation

Covered in CIOPS Can Cover in IMiS Suggested Objectives

identif personality
motivations and characteristics

of Robert Hanssen that would be indicators of

concem DE

identi investigative procedures taken in the

Flanssen case DE

observe the result ot good surveillance
techniques

and use of SSO in the outcome of this case DE

UndercQver
Operations

Covered in CIOPS Call Cover in IMIS Suggested Objectives

identi cases in which one could
potentially use

UC Operation DE

identi employees
who would be candidates for

UC roles DE

identi the
training requfted

for candidates of UC

roles in order to obtain UC approval DE

19
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identify
administrative

procedures
for

developing

and maintaining UC OP DE

Behavioral Analysis Program

Covered in CIOPS Can Cover in IMIS Suggested Objectives

assemble information on their CI case subject or

asset that will be useflul to the BAP DE

identify proper procedures for
requesting

and

obtaining
BAP assistance DE

hi

h7

Covered in CIOPS Covered in IMIS Suggested Objectives

FISA Also covered in EISA and information Sharing IMIS on Virtual Academy

Covered in CIOPS Covered in IMIS Covered in FISA Iizo Sharing Suggested Objectives

explain
the various

aspects
of FISA

AS

explain the FISA Court DE

History Basic Short Overview Basic Overview1 Covered in depth in FJSA and Information Sharing IMIS

Covered in CIOPS Covered in IMIS Covered in FISA Info Sharing Suggested Objectives

articulate the historical
perspective

that led the FBI to the FISA DE

20
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articulate FISAs
implications

in

todays vor1d of Cl and CT DE

21

Statute/Minimization Basic Overview Covered in depth in FISA and Information Sharing IMIS

Covered in CIOPS Covered in IMIS Covered in FISA Info S/wring Suggested Objectives

identify the
appropriate

FISA-related

statutes DE

explain
Minimization Procedures

DE

explain
the difference in rights

between U.S Person USPER and

non-USPER DE

Drafting Application

Covered in CIOPS Covered in FISA hifo S/wring Suggested Objectives

identify
the mechanics of the FISA Process DE

list the components of FISA Package DE

kasic Short Overview

Covered in CIOPS Covered in IMIS Covered in FISA Info Sharing Suggested Objectives

Using UPS

Covered in CIOPS Can Cover in IMIS Suggested Objectives

describe UPS devices DE
describe what

type
of

investigative
information can

be extracted from UPS devices DE
describe

requbenients
of UPS installation

Authority

FBI031218ACLURM031698



identify and describe focal
points of

FrOg pæbititdhiIudetheil

Counter-oroliferation and 31

be aware of the Section structure by Unit and
point

of contact DE

Threat briefings to include trends intentions section policy

Covered in CIOPS Can Cover in IMIS Suggested Oblectives

b7

compare different
types

of GPS devices including

their installation and
power source requirements

and data analyzation DE

bection
Briefing

Covered in CIOPS Can Cover in IMIS Suggested Objectives

define thel

overall Mission and
Responsibilities DE

hi

b7E

Fl Service baseline MO targetsi

Covered in CIOPS Can Cover in IMIS Suggested Objectives

Operational Strategies

Covered in CIOPS Can Cover in IMIS Suggested Objectives

Targeting priorities

Covered Ill CIOPS Can Cover in IMIS Suggested Objectives

22
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b7E

Fl Service baseline MO targetsi

Covered in CIOPS Can Cover in IMIS Suggested Objectives

23

Defector Speaker

Covered in CIOPS Can Cover in IMIS Suggested Objectives

Section
Briefing

Covered in CIOPS Can Cover in IMIS Suggested Objectives

define the Goals Objectives
and

Investigative

Res onsibilities of the Counterespionage Section

DE

describe th ection structure by unit DE
list the field office

reporting requirements regarding

Counterespionage and Economic Espionage cases

DE

be aware of
points

of contact within the

Section DE

Threat
briefings

to include trends intentions section
policy

Covered in CIOPS Can Cover in IMIS Suggested Objectives

Operational Strategies

Covered in CIOPS Can Cover in IMIS Suested Objectives

FBI031220ACLURM031700



b7

jSection Briefing

Covered in CIOPS Can Cover in IMIS Suggested Objectives

Threat briefings to include trends intentions section policy

Covered in CIOPS Can Cover in IMIS Suggested Objectives

24

Targeting priorities

Covered in CIOPS Can Cover in IMIS Suggested Objectives

Economic Espionage Working with the Business Community

Covered in CIOPS Can Cover in IMIS Suggested Objectives

identify legal
authorization to conduct espionage

and economic espionage investigations DE
list the

objectives
of th

DE

articulate how these
objectives

are employed to

counter the Econ Esp threat DE

Espionage Investigations Overview

Covered in CIOPS Covered in IMIS Suggested Objectives

iiI espionage case DE

identify esoionaae statutes DE

list at leasti espionage cases

originate DE

FBI031221ACLURM031701



1e

Working with the
ScielltificlUniversity Community

Covered in CIOPS Can Cover in IMIS Suggested Objectives

understand

b7

25

Fl Service baseline MO targetsi

Operational Strategies

Covered in CIOPS Can Cover in IMIS Suggested Objectives

Covered in CIOPS Can Cover in IMIS Suggested Objectives

Covered in CIOPS

Targeting priorities

Can_Cover in_IMIS

identify the
responsibilities

Suggested Objectives

1mm

identify appropriate points
of contact withi

mm bi

FBI031222ACLURM031702



befter formulate successful
approaches to

individuals on the
college campus through whom

they
could obtain

investigative assistance DE

beer formulate successful approaches to

individuals in the scientific community through

whom they could obtain investieative assistance

Working
with

Covered in CIOPS Can Cover in IMIS Suggested Objectives

Covered in CIOPS Can Cover in IMIS Suggested Objectives

discuss the mutual goals working relationships
and

liaison efforts between the two agencies DE

discuss the mutual goals working relationships
and

liaison efforts between the two agencies DE

26

bi

b7
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Espionag kase PresentationGeorge Trofimoff Case Presentation

discuss the mutual goals working relationships
and

liaison efforts between the two agencies DE

rnirttI 1wp Can Cover in IMIS Suggested Objectives

describd leases DE
he einned emnls nfsninni flV

Working With DOD

Covered in CIOPS Can Cover in IMIS Suggested Objectives

relate to the differences and similarities of FBI and

DOD CI
agencies

in different branches of the

military DE

describe by chart the DOD CI organization DE

articulate the Global Mission and Major CI

Initiatives of DOD CI DE
list the

DQT
rr nhietives flF

list at leasi un which FBI

DOD CI can work in unison DE

Engineering Research
Facility

Covered in CIOPS Can Cover in IMIS Suggested Objectives

articulate how technical attacks on
target

can

povidŁ wealth of
investigative

information DE

identifi
how tiditional data

intercepts are used to

collect Internet conununications DE

describe
required procedures

to implement

technical
attacks to include FISA

authority DE

b7E

b7

27
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___________________________
nvere in CIOPS Can Cover in IMIS Suggested Objectives

identifyl

KD

Implementing the National CI Strategy in the Field

Covered in CIOPS

use the pyramid to show where to focus CI

investigative priorities 1D

use the pyramid to show where to focus CI

investigative priorities 1D

Can Cover in IMIS

b7

Threat
briefings to include trends intentions

section
policy

Covered in CIOPS Can Cover in IMIS Suggested Objectives

Fl Service baseline MO targets

28

IOveview

Suggested Objectives

Section
Briefing

Covered in CIOPS

know what cases
they

have that are
supervised by

this Section as well as to have
point

of reference for

assistance in their cases 1D

Can Cover in IMIS Suggested Objectives

FBI031225ACLURM031705



Operational
Strategies

Covered in CIOPS Can Cover in IMIS Suggested Objectives

Targeting priorities

Covered in CIOPS Can Cover in IMIS Suggested Objectives

bi

b7

Covered in CIOPS Can Cover in IMIS Suggested Objectives

Covered in CIOPS Can Cover in IMIS Suggested Objectives

Handlin Overview

Covered in CIOPS Can Cover in IMIS Suggested Objectives

Covered in CIOPS Can Cover in IMIS Suggested Objectives

develop
Ifor the field office

b7

29
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b7

Covered in CIOPS

Break outs with Analysts

identify analysts at FBIHQ they can
request

infonnation on their targets KD

hitch Practical Exercise

Can Cover in IMIS Suggested Objectives

Covered in CIOPS Can Cover in IMIS Suggested Objectives

implernen

they
learned in th of instruction

KD

Asset Validation Oveiview

Covered in CIOPS Covered in IMIS Suggested Objectives

articulate the need for thorough asset validation DE

know the importance of having

KD

apply
lessons learned

during
th

KD Students will be
critiqued on

strengths and weaknesses in order to identify

niethods that work for them in _____________

situation

CYBER Presentation

Covered in CIOPS Can Cover in IMIS Suggested Objectives

identify ho lean
be used and the

resources in the
Intelligence Community that can

assist to counter thosethreats KD

FBI031227ACLURM031707



Working with Dept of State

Covered in CIOPS Can Cover in IMIS Suggested Objectives

know when and how to
request

an NFPO KD

Espionage Case PresentationJohn Walker

Covered in CIOPS Can Cover in IMIS Suggested Objectives

discuss the different
techniques they

learned over the

course and apply them to this case study KD

CD Executive Address

Covered in CIOPS Can Cover in IMIS Suggested Objectives

understand the importance of
continually veing

and validating the sources as well as the infomiation

the sources provide KD

identify
risk factors of sources KD

identify the
types

of visas most
frequently

used to

enter the US 1D

31
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DATE 12 3O11 ALL NFOPRATION rONTaINE

rLIFnr 517 tffiEATTTF Al NEPEN WkLaIFIEt ELErT
lIE HTTh THE1

LEuLAIF ON 12

Basic CIOPs Course Redesign

Working Draft

Course Goal

Orientation To The Counterintelligence Environment Understanding the Landscape and Players

WEEK ONE
The U.S Intelligence Community and the FBIs place within it

Section One Goal

Overall Section One Objective

INSERT MOTIVATIONAL PIECE HERECover the importance of PCI to the U.S and the

damage FIS and spies have caused the U.S

9/11 Commission Report NCIX and the U.S National Strategy fromi h6

Explain how the FBI has responded to the 9/11 Commission .s reconnnendations for

fixing the intelligence problems in the FBI Describe CDs role in this
strategy

Define the National Counterintelligence Strategy of the U.S qs the first formal mission

statement/or strate2ic as an instrument of national security

Articulatel

Articulatel
b7E

Articulatel

Articulatei

FBI National Security Service NSSIntegrating Analysis and Action

Describe the purpose behind the creation of the New FBI NSS and

Role ofCD

Describe the impact of the new FBI NSS on the Program Strategic Plan

Role of CTD

Role of DI

Counterintelligence Division Organization and the Reasoning Behind It
Counterintellinence Proaram Goals

Nanel 1u7E

Prevent proliferation of WMD information technology and materials

FBI031229ACLURM031709



Prevent penetration of the USIC

Prevent penetration of other government agencies and contractors

Prevent the compromise of Critical National Assets

Conduct sophisticated operations against priority countries

Explain how knowing these priorities affects your Job

Given scenario includingl

prioritize the tasks accordin to the Goals

Given scenario includingl

prioritize the tasks according to the CI Goals

Counterintelligence Program Strategies

State the Program Strategic Focus

Protect the United States against foreign intelligence Fl operations and

espionage

Interface with and know the domain

Listl land explain why they are

considered sign Ulcant

Given detailed scenario articulate the CI relevance or

irrelevance of each domain entity

Engage in strategic partnerships

Explain the importance of developing partnerships with strategic

entities in your domain

i-ipn rpnnrir pynlpinincr ciii pnttip.c domain select the

Conduct sophisticated operations

Stat4

Understand the threat

Given detailed description of specflc domain describe the

threat

Inform and influence policy makers

Describe what kinds ofpolicies and who you the FBI can

influence within your domain

U.S Intellinence Community

Listl

Nain with whom the FBI deals

Summarize the collection capabilities of and what the USIC can do for the FBI

Define each of the Jbllowing acronyms
USIC US intelligence Community

FIG Field Intelligence Group

NJC National Intelligence Council

etc

Members and Their Missions

Name lwith whom you will have the most contact as

S1bT

b7

b7E

b7E

FBI031230ACLURM031710



From list choose the USIC agencies primarily responsible for collecting and

anaiyzing

From lid choose the USIC agencies primarily responsible for collecting and

analyzinl

FrOm 11cr choose
tf-e

USIC agencies primarily responsible for collecting and

analyzing

From list choose the USIC agencies primarily responsible for collecting and

analyzin

From list choose the USIC a.encies primarily re3ponsible for collecting and

analyzing

FBI ____________________________

Nanu which the FBI is involved

Summarize the collection capabilities of and what the FBI can do for other

members of/he USIC

Exolain why the FBI must becon an intelligence-driven organization
lb

h7E

Working as CI Community Member

National CI Working Group

course objective

Regional CI Working Group

USIC U.S Intelligence Community

Local CI Working Group

Bi-lateral Agency Partnerships

FBI-DOD Technology Task Forces

Non-USIC Domain Entities

U.S Government

Business Alliances

Sensitivities Concerns and Strategies for Resolving Conflicting Interests Interests

FBI Outreach Programs

Academic Alliances

Sensitivities Concerns and Strategies for Resolving Conflicting Interests

FBI Outreach Programs

Agents in Laboratories Initiatives

Sensitivities Concerns and Strategies for Resolving Conflicting Interests

FBI031231ACLURM031711



WEEK TWO
Global Players Common and Conflicting Interests

The Americas

Historical and Cultural Perspectives

Political and Economic Issues

Intelligence Objectives Capabilities and Past Practices

Europe and the European Union

Historical and Cultural Perspectives

Political and Economic Issues

Intelligence Objectives Capabilities and Past Practices

Middle East

Historical and Cultural Perspectives

Political and Economic Issues

Intelligence Objectives Capabilities and Past Practices

Africa

Historical and Cultural Perspectives

Political and Economic Issues

Intelligence Objectives Capabilities and Past Practices

Asia

Historical and Cultural Perspectives

Political and Economic Issues

Intelligence Objectives Capabilities and Past Practices

Transnational Groups or Movements

Historical and Cultural Perspectives

Political and Economic Issues

Intelligence Objectives Capabilities and Past Practices

Operating in the Counterintelligence Environment

WEEK THREE INTRO
Acting as Responsible Consumers and Producers of Intelligence The Currency of

Counterintelligence

Defining Intelligence

Sources and Types of Intelligence

FBI031232ACLURM031712



Intelligence Collection Requirements

Ensuring the Validity of Intelligence at All Levels

WEEK THREE
Conducting Basic CL Investigations

Objectives of Basic CI Investigations/Operations

To identify intelligence service objectives officers assets and operations

To collect and disseminate valid intelligence regarding suspected and/or identified

intelligence activities

To neutralize and wherever possible exploit the adversarys intelligence activities

To gain greater proficiency in the conduct of CI investigations and operations

Categories of Basic CI Investigations

b7E

Foreign Visitors

Authorities

Basic Techniques

CI Communications

Contacts

Authorities

Basic Techniques

CI Communications

Applying Sophisticated Techniques

Recruitmenti

Define____________________________________ b7E

Undercover Operations

FISA/Technical Operations

Physical Surveillance FISUR and Countersurveillance

WEEK FOUR
Introduction to Advanced CI Investigations and Operations Recognizing Hostile

Operations Applying Countermeasures Initiating Our Own Operations

FBI031233ACLURM031713



Espionage

Proven Strategies Best Practices and Lessons Learned

Post Mortem of Selected CI Cases

Successful Strategies

Innovative Thinking in the CI Environment

Denial and Deception

bi

lb
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LATE iOii
FE TP Li

DELAIfl OI U3

ALL FJFJPflhTIrI riJTIJEL

IZI LE
BERE HOdN TI IE

7/13/2011

QFORN

Introduction

SET//

Definition

bi

lb

lb

b7E

lb

lb

FBI031235ACLURM031715



7/13/2011

What Wouldi IDo

ORN

$tJOFPJ
Not

ORN

FORN

bi

lb

lb

lb

lb
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Ifyou take away nothing else..

7/13/2011

SRN
Examplel

bi

b7

lb

b7

Otheri_____

Used sparingly

4QFORN

bi

h7E

FBI031237ACLURM031717



7/13/2011

ORM

rFORN

S$FORN

.II.J

---.1 ..UNOFORN

hl

lb

lb

b7E

IOFORN

lb

b7E
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7/13/2011

lb IL

bi

lb ii

S4NOFON 4NOFORN

bi

lb
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Ill_Ill

7/13/2011

eoFORN

---
jOFORN

Ii

II
ii

II I_I ii

--

Ii

1.1
ii

II I_I ii

II

I_I
II

SFORN

OFORN

bort

hi

lb

b7E

bi
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7/13/2011

Is

IS

hi

b7C
b7E

hi

b7E

What not to do...

1QFORN

Basic Elements

_ENFORN

Basic Elements

b7

FBI031241ACLURM031721



7/13/2011

RQORN
Basic Elements

There is NO perfeci________

Whatisagood idea today might be

terrible tomorrow

4QORN
Basic Elements

bi

b7

reminder..

bi

b7

---
SQFORN

Objective________________

bI

FBI031242ACLURM031722



7/13/2011

Is

hi

lb

hi

lb

--

RET17IN

RN

2RETlJNO

hi

lb

NoUnot force residents to call the police

FBI031243ACLURM031723



II II

7/13/2011

1a

II II ii
--

Ii 1.1 ii

S9OFORN

II II

FORN

Relationshi

cJOFORN

REMEMBER...

bi

lb

bi

b7E

Bottom Line

II II

lb

10
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7/13/2011

11

Typical uses

SORN-OFORN

lb

b7E

lb
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7/13/2011

lb

b7E

----

In Short..

Examrles

Questions

12

FORN

lb

b7E

o/E
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ATE

FIE 19L
FuN
DELAI LII-

jl
ALL INFORflATION CflNTAINED

FEIN ThI1LA IFIED CEPT

Whyl

Executive Order E.O 12333

Designates the FBI as the lead agency for CI

matters in the U.S

Proven methods of exploiting adversary

weaknesses

Proven counter-measure tactics

bi

b7E

bi

h7E

Introduction To

What youre seeing

isnt necessarily whats

happening

DoIv -3

Ooks 25X1

Signals Visual Recognition Signal VRS

FBI031247ACLURM031727



Aldrich Ames Signal Site 37th St NW D.C

Drops

Dead Drop

lb

b7E

FBI031248ACLURM031728



Newspaper Classifieds

--

Toolsi

Concealment Devices

Secret Writing

Disguises

Internet and Computers

Electronic Devices

Prepaid

Cell phones

Phone cards

Integrated vehicular GPS

lb

b7E
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bi

b7E

lb

lb

\/
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Generall Princip1es

Are UNIVERSAL

lb

b7

lb

b7

lb

b7
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Objectives1

sI

Li

lb

lb

lb

lb
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hi

lb

hi
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b7E

hi
b7E

hi

lb

Is
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b7E

biL

b7E

Questions

biL
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DATE

CLAIFIED h51 D1E1EATr T1.b1
FE

DELLCIFT Oil 21

ALL INFIPEATION EUTAIED
UI EL

lOT1IJ flTTI

Whyl

Executive Order E.O 12333

E.O 12333 designates the FBI as the lead

agency for
counterintelligence

matters in the

U.S

Proven methods of exploiting weaknesses

of the adversary

Proven methods of counter-measures

SJERT
Ii

Introduction To

What youre seeing isnt necessarily

whats happening
Derived From 0-3

Declassify On 25X1

bI

b7E

Signals

cjiynnll

II

Visual Recognition Signal VRSI
lb

b7E
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Drops

DeadDrojI

b7
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bi

b7E

lb

lb

bl

b7E

s4
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Newspaper classified ads

lb

b7E

Internet

Voice over Internet Protocol

Draft folders for email accounts

Wa
Encryption

Electronic devices

Cellular phones/cameras

Blackberries/burst transmissions

Thumb drives

bl

b7E

lb

Pro-paid phone cards

Pro-paid cell phones

Integrated
vehicular GPS systems

FBI031259ACLURM031739



frrends

General

Fire UNIVERSAL

If you dont know what to look for you

wont see

lb

lb

b7E

bl

b7E
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b7E

hi

hi

h7E
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Introduction
tol

Questions

lb
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TE 2011

BASICI

ALL INFORT1TIOU LflJNTAINEI

AIN TflILAIFIED EPT
TThPE LHOTCU 0TPJJIE

SE1NOFORN

LA IFIED

ELAIfl UN 2UJb

Objective and Goal

Objef14uo

To understand bask reach

the bŁiow gow

You can See Lot When You Observe Things

YogBerra
Because..

SImpIlcityIs the UltimateSophlstlcation

LeonardoDavinci

ss4cnTc

Goal b6

bE

Is

Is

Ioefinition

7/13/2011

bi

lb

bi

b7E
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OFORN 7/13/2011

NOFORN

Clip from San Diego Beach

lb

b7E

lb

b7E

lb

lb 711

4-
Horizontal

Chalk Mark

________________________________ _____________________________________________________

rx-
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NOFORN

RcfJOFORN

7/13/2011

with little humor

bIL

lb

hi

lb

hi

lb
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3CNOFORN

lb

b7E

lb

b7E

7/13/2011

bi

lb

NOFORN
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CNOFORN 7/13/2011

lb

b7E

ŁTNOFORN

lb

b7E

hi

b7E
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NOFORN 7/13/2011

bIL

_______________________________________ lb

hi

lb

Is

EOFORN

FBI031268ACLURM031748



7/13/2011

DEAD DROPS
Robert Hanssens Ellis drop site and

package from 2/18/01

IL

5NOFORN

Aldrich Ames Dead Drop Site Pipe Wheaton

MD Early 1990s

Ames Dead Drop Site Bridge WDC

Hanssens Lewis Dead Drop Site

ELLSS Drop Site ceder foothrldgo
Package dropped by Hnen ot Eli

earvlenoVIrglnIo FeUD
2/28/01

Material From John Walkers Last Dead Drop

FBI031269ACLURM031749



IENOFORN

Ii 1.1 ii

--

II I_I iiIi

I_I ii

S1LT NOFORN

7/13/2011

Ill_Ill

little humor

b7E

01

lb

Ill_Ill

iI

II II
--
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NOFORN

SSAI Icrrc

Questions

Lets review

b6

lb

7/13/2011

bi

b7E

bi

b7E

NOFORN

Jo

.9
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LJATE 2J 2011

EDL

tECLA IP7 flN 12 L.3h

hI

NOFORN

IINOFORN
ALL IHF0P1ATIN C0TAINED

IPEI TJ IF

IIE

t- 3.T rbl

iE

TYPES OF

How they do their job with CI coverage

fieiion25X1

bi

b7E
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DATh J11
FO tATLLA IFIED 6E19 TTP

rEPI
7/18/2011

1tPE HO1N uTFPTTIE12

OPERATIONAL ACTIVITIES
b7E

PartIII

He couldnt have done anything

He was only out of sight of the

eye for less than seconds

rnNOFopN NOFORN

lb

________________________ ___________________________
OFORN NOFOR

bI

b7E
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bi

b7E
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Is

I3

ATE

PLI
50J
t-E LA IFT OIl 203

AL OP41-T rr 7/18/2011

lPE Ill IS WflLA FIEL LEPT

T9 H0L1I flTIPUIE

lb

b7F

Definition

communications plan isCOMMUNICATION
PLANS

What we have here is

failure to communicate

Strother Maria

Cool Hand Luka

RN

b7E

What Commo Plan does

r.nmmirnic.afirrns nlan in tisrid th

Types of Commo

Electronic

Phone

Pager

Internet

.Enrat

zoroRN

bi

b7E

Types of Commo Types of Commo

Written

QFOOriFRN
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7/18/2011

Signal Issues

II

I1 II

lb

.Z4OFORN
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ALL IIFOP1ATION CuNDINEt

PIJ IS TJIICLASSIFIED EXCET

SE /1 NOFORN i- OT1N flTIKTJI 7/18/2011
tTh 011

LIIEti SY i517itEAUjSTF1

ON

____________________ _____________________________

4JINoFORr

b7E

sI

1Thnics
bi

iS Ib7E

NOFORN

INTRODUCTION TO

What youre seeing isnt

necessarily whatshappening

FBI031277ACLURM031757



%f
NOFORN 7/18/20 11

lb

b7E

NOFORN
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DATE 3-C11
ALL DJFORflATION CflNTAINED

REITh T1LAIFIEt ETEPT
LA5 IFIED 1EALT Tr b1 FI HO u1P 7/18/2011

PEKIaII

c______________ biCONDUCTIN _____________ b7E
OPERATIONS

_____________________________

bi

b7E

ol

b7E
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ALL IllF0fl1TI0N 00L AIIUL

PIlI T1NLA 5IFEL EPT
TTfEE rjj TkP1TIt

lb

lb

TE J1 03 01

FIDO AT

PEA II 14
iI 7r 20

What youre seeing isnt necessarily

whats happening

bI

IS

.Sinas

Signzl

.1

Signal Site

.Signa1s

Visual recognition signal VRSA

I- DropS

Drop

Dead Drop

FBI031280ACLURM031760



II

II

Drops

Droi Sitel

I_I

II

.I

II
61

IIII

r.I

II II

II
I..I

IJ
II 61 II

.I

I1 II

r.I

II 61 II

I_I
IIII

II

II 61 II

II

II
I..1

II

b1

lb/F

.11

Miscellaneous

bl

b7E
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lb

bl

lb

lb

part II

Application ol

Training
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ITrends

General

6rpTTh.ITVP1SAT

If you dont took for it you wont see it

Concealment Devices

lb

lb

lb

b7

lb

lb
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......

.........

lb

lb

part III

las it is employed

hi

lb

lb

b7E
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II II

I1

IIII

I1

II

11 --

Ill_Il

II

II iI II

II

II IIII

1.1
II

lb

lb

lb

lb
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DATE O1O O1i
CLA .IFIED

PE5uD or
DELAIF UN fl1T13- rj

Overview

Thel_____________________________ was very well received by the attendees and

proved to be an excellent model for instruction within realistic time constraints and

needs/objectives of the FBI Most attendees indicated the course was very helpful and

informative1

As guide for course relevance CITC instructor staff recommend using

the demonstrated proficiency exhibited by the attendees which should provide an accurate

assessment of the understanding the attendees have obtained concerning1

methodology and the mind-set behind it Soeciflcallv uoon successful completion og thel

attendees should be able tol

Icoverd by thel

course of instruction

The attendees fromI4- learned the theory and how said theory is put into practice

concemingi An advanced level of

operational understanding was demonstrated coupled with high level of confidence by all of

th 104-1 attendees during the final tthase last two davs of the course The attendees

absolutely believed that they couldi

WORKiNG PAPERS

ALL JFO1IATI ETAINED

P.E 131

TNEPE H1TTN flTNERbJI

SUMMARY OF EVALUATIONS
104-1

.b

LE

Io

Week

01/26/2004 02/06/2004

Note Copies of individual course evaluations can be obtained by contacting CD/CITC

lb7C

Overall Average of Scores based on 1-5 scale with being the highest rating 4.58 b7E

b6

CITC Comment

bi

lb

.b

lb

lb

The attendees od 104-1 SAs from variety of field offices attendedl lof

advancd instructi1on oni during which the attendees were provided

general Ireview and advanced training in both operational_application oil land

This was immediately followed by al Ipractical exercise

during which the attendees were placed into mock operational setting workingl

Thel lattendees enthusiastically worked long hours throughout the

FBI031287ACLURM031767



practical exercise segment of the course often exceedingl

Even with the limited amount of training received by the attendees during the

final phase of the practical portion of the course they were able to effectivel

Morale throughout the course was extremely

high with the attendees voluntarily taking on additional operational acts Each act required

casing report an operational plan deconfliction and_implementation/execution Further

attendees were asking to receive additionall istating that it was niether fun

nor as good learning experience withoutl

In the opinion of the
instruct2r

sthff 11 of the

attendees ofl 104-1 cöiipletedThecoise with agreaterunderstandingi

II

based on the lessensiearnedl IThe attendees views of the

reIevance of th their work in CI were overall very high as evidenced through their

reviews reported here

Review of Attendee Feedback Each Feedback entry is followed by related student

comments

Review oil

The segment entitled Review of Iw good refresher and

was very helpful 17

Initially concepts known to me appeared common-sense and that finer techniques could not

be taught in such short period at all for some people But the outstanding instructors

presented the
topics in such manner that really drove-homc

Should have hands-on during 1st week where student does an operation

Good refresher

Review as briefand adequate

Great infor very helpful

CITC Comment No comment review

Iwas helpful The attendees indicated how good
b7E

the instructors were in suggesting very

WORKiNG PAPERS

Si

FBI031288ACLURM031768



Super valuable information

Instructors suggested very goôtideaan apprOaches______________________________

CITC Comment This block of instruction is an essential although tedious part of the

training

sI

The segmententitied iad very useful and informative

infOrmation The attendees indicated they was not comfortable in doing some pfthel

operations

Outstanding job

Presentation were very informative and helpfuL

CITC Comment This block of instruction is an essential although tedious part of the

training

Operational Site Tours

The segment Operational Site Tours as very informative

This part of the course is essential to understanding the concepts

The tour not only aided in concentualizin and appreciating sites but seeing previously used

sites brought home the realüy ofour work

WORKING PAPERS

Instructor were extremely helpful and encouraging

hi

b7

lb

b7E

Good useful information

b7E

FBI031289ACLURM031769



___________________________________________ b7

An actual demonstration of au

much time spent following the instructor car around the videos
dej1icted

good

sites Suggest students do more on the frOwæOr
oodchanneis

then Instructors evaluate

b7

Would have been helpful to see how instructor woidd run throuh

Students could observe how instructorwouldanalyzel_____________________________________

and actually use it with the students at his side

Because ofIntegrated Operation Course many was already familiar with some of the sites

little too long and cold However great visual learning tool

CITC Comment This block of instruction is an essential part of the training Recommend

thati

and that each group is assigned an instructor Some of the instruction was lost to some of the

attendees due to lack of proximity to an instructor during the tour

The segment entitled was

great

b7

Wonderful review but could have been done the same day as the Operational Site Tours i.e

demonstrate how you couldd Ito
one of the Operational sites

affected demo also would like to be in the lead/demo car the whole time riding in trail

vehicles did not teach much

Good Class

CITC Comment Excellent training exercise which would be improved through better

communication radios and/or greater numbers of instructors one for each vehicle

The
segment

_______________________
Iwas

very informative b7E

VORKING PAPERS
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Was very beneficiaL became more aware ofwhat exactly could be usedforl

Great Ideas

Weather affected present ationI______________________________________________________ This

class was the class was looking for the techniques were outstanding

Let the group observe an instructor commit the aczj

Needs more hand on

Good Review

CITC Comment This block of instruction is an essential nart of the training Recommend

and that each group is assigned an instructor Some of the instruction was lost to some of the

attendees due to lack of proximity to an instructor during the tour

Review of Past Week Lessons

Although the segment entitled Revie ofPast Week Lessons was very good

Terrflc block of instruction Very helpful

CITC Comment No comment

Phase Practical Application

The segment Phase Practical Application vas very appropriate

Needed more time to prepare long days Felt likel__________________________________

Extremely Intense Very beneficial Unique opportunity might consider holdin__________

the course in the same city/area Bottom Line best training
Ive ever had in any profession thus

far Thanks for putting this together Keep up the excellent work
b7

Too Long- the schedule for each day.. Exhausting at times Too Short time allowed for area

familiarization and to plan out operations acts would suggest picking dferent area for the

operational activity expanding the operational area to include more than just

us
too small and is not the most cosmodlitäæ environient many

SEWORKING PAPERS

FBI031291ACLURM031771



the US are located in large metropolitan cities and give way to more possibilities for operational

sitesi
Instructors are all excellent presenters and really

made attending the
04-Oil Ia positive privilege

bi

b7E

CITC Comment The intense level of activity as well as compressed environment are essential

to the realistic nature of the course The training schedule was extremely demanding but no more

so than similar training provided by other members of the intelligence community The practical

portion of the exercise would be enhanced with the inclusion of an analyst or two who would

receive concurrent training ml Iwhile also working with SSA instructors to learn how

operational planning de-confliction and mis-direction are employed by the opposition

CITC instructor staff are exploringi an operational area instead of

_________________________
does have certain limitations and while still

compressed area offers greater flexibility for routes etc __________Ican be predictable with five

or six main choke points and little flexibility once those points are crossed Any change in venue

is not so pressing that it would occur prior to the initiation of FY-05

WORKING PAPERS

This was the culmination of everything we learned was able to effectively conduct any

operation survey or evaluation required to include appropriately

The instruction was that thorough that good

Byfar best training have received from the Bureau The only recommendation could make

would be to hold the demonstrations for the first few days and then allow the class another day or

so for area familiarization -possibly relocate the course to larger area we ended up running

into each other too much.

Excellent training

learned tremendous amount during Phase It was bit confusing at first as to what the

ground rules were and what was expected ofme However it became clear al

The staff did an outstanding job with the resources available but it is apparent that the Bureau

need to devote more people and resources to providing this
type of crucial relevant training

h7E

lb
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II III
STATISTICAL COURSE EVALUATION FOR

CD/OTU DSTRUCTION

Week2 1/26/2004 2/5/2004

Block of Instruction Instructors Name Total

Review

Operational Site Tours

116111

Ii _______________________________________

Review of Past Week Lessons

lb IL _______________________________

Phase Practical Application

Annapolis

Totals/Overall Average

______________________

WORKING PAPERS
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Class Roster

Last Name First Name MI FO

WORKING PAPERS

LA

MM

SF

LA

WF

DE

DE

CE

SF

LA

h7C
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Introduction To

What youre seoing

isnt necessarily whats

happening

Whyl

Executive Order E.O 12333

Designates the FBI as the lead agency for CI

matters in the U.S

Proven methods of exploiting adversary

weaknesses

Proven counter-measure tactics

t3e/$J kl1-4--

41

lb

b7E

LATI

TJUCLA

TN OTI
CE

bI

b7E

Visual Recognition Signal VRS

bI

CeLL

bc

b7C
b7E

tATT b1vtofJ L1
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Aldrich Ames Signal Site 37th St NW D.C

Drops

Dead Drop

lb

lb

Aldrich Ames Signal Site 37th St NW D.C Aldrich Ames Dead Drop Site Pipe Wheaton MD

FBI031296ACLURM031776



Newspaper ciassiliecs

lb

b7

lb

b7

Internet and Computers

Electronic Devices

Prepaid

Cell phones

Phone cards

Integrated vehicular GPS

hi

b7 11
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sI

lb

b7E

sII

bI

b7E

b7
lb
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irvci11cine Mrninii1ticnv

t4t

lb

lb

bi

h7E

bi

Generall

Are UNIVERSAL
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lb

lb

Objectives

lb

b7E

lb

lb
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lb

lb

lb

lb

lb

lb
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s4

lb

b7

lb

lb
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lb IL

b7E

lb IL

b7E

Questions

bIL
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1-

reviewQnethods to evaluatel

effectiveness

list the most snccesful ways to defeat the

useofi

explain ho1 lusage has changed in

the past 50 years __________

assess how the change iii j.isage

affects those seeking to defeat foreign

JpteI1igence services

LU PIT AE
FPEIN WILLS IFIED EJEPT
TTRE H0TtN 1aTtRTjJIE

Familiarize the audience witH

Objectives

-definel ________
consider the purposes oil

detaill

ett

LATE 01 fl O1

REASON 1.4

EA

CounterinteUigence

Division

Counterintelligence

Training Center

lb

b7

lb

lb

Evaluate the effectiveness of technique

11

-1-
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Evaluate the effectiveness of techniciue

---

Aldrich Ames Signal Site 37Th RSts D.C Aldrich Ames Signal Site 37th St.s NW D.C

Horizontal

Chalk Mark

Evaluate the effectiveness of technique

Aldrich Ames Signal Site Pole Arlington VA

____

Horizontal

ClalkMark

onPole

b7

lb

lb

-2-
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Evaluate the effectiveness of technicue

document photography

STR

lb

lb

lb

Ibi

lb

document photography

digital scanners

secret writings

concealment devices

-3-
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document photography

digital scanners

b7

document photography

digital scanners

secret writings

EL

Secret Writing writing by any method that renders it

invisible to ordinary inspection

Pour little lemon juice in glass

Writeamessagewiththejuice

Heat the message with an iron to make it visible

The message should appear brown

Whistler Elementary School Chicago IL

lb

lb

lb

lb

-4-
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document photography

digital scanners

Concealment Devices

Concealment Devices Jimmys Nickel Microfilni

il Ii .1

J.i4 314113 144I 4I4i3

t13 fl4il 3i.i 3i.7 1171 6433

t113ii 2341

410 ii I.oo 14i t444 4i4 33li7 941I

l4411 t6 14.4 i4I 2I71 411443

44216715143
13. 4i 441 43 400 El 417413

4.744 1151313

1441/1 111414 c1 74i 14 13444 fl 400
A317 471342

11111 4/ W4 44t1 .1.3 4174 .31613 71011141613

7.11 4....1i iii ../4 134133 132314715

35770 774130 ljDOS

14714 t4 346.13 715700446130130 134ol

.i.to oc .37fl 13570 63i4 i445

t417 1114.4 71 4.47711317 131 3335 1347113 3131147

131113 II 11 .41 .4141 1.104.1412 5740134141 0741.4

.145
14144 1.3 14.4 7421 13143 .4741 18646 45134

5.i 6..1A io o-t 131731 313 1818

145
13131413

141131 1114 1.1113 4811141344841 13.114 76113334174 611147

1413331 44314 314170 11138 4113134 64241

secret writings

concealment devices

lb

lb

Concealment Device

An innocuous object

designed or adapted as

container for hiding

material or equipment

money film documents

cameras radios etc

Concealment Devices Jimmys Nickel 1953

-5-
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Concealment Devices Jimmys Nickel Microfilm

document photography

digital scanners

secret writings

concealment devices

Is

Is ---

lb

lb 711

lb

lb 711

lb

lb 711

-6-
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Lol

lb

bit

lb

Newspaper Ads

Internet Internet

lb

REJ
-7-
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3L

bi

b7E

Items Used for Signaling John VahIcer
Signal Site WDC Area 1980s

ie xCPe .k5t

Js
_i

.1 .5 i5i 5i

ShS
r1

.1

d.4..

ideiitified-textl

serve in

Ia4ONTE resklence on May 25 2001 AJJkIarll in supports

--- CrJo.MoI Camplotot 4-ait Warrant and Search WarrsnlnforAai Saks Manic

Dead drops
-1

-- Signals- Tnternet Newsnaier

AdvertisementI

LL
lb

-8-
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b7

Summary

ldeflned

-10-
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Page 92 bi TIlE

Page 93 bl b7E
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Page 94 hi b7E
Page 96 hi b7E

Page 97 hi b7E

Page 99 hi b7E
Page 100 hi b7E

Page 101 hi b7E

Page 105 hi b7E
Page 106 hi b7E

Page 107hi b7E

Page 108 hi b7E
Page i09 hi b7E

Page un hi b7E

Page iiibib7E
Page 112 hi b7E

Page 113 hi b7E

Page 114 hi b7E
Page 115 hi b7E

Page 116 hi b7E

Page 117--hi b7E
Page 118 hi b7E

Page 119 hi b7E

Page 120 hi b7E
Page 121 hi b7E

Page 123 hi b7E

Page 126 hi b7E
Page 134 hi b7E

Page 136 hi b7E

Page 137bib7E
Page 138 hi b7E

Page 139 hi b7E

Page 140 hi b7E
Page 142 hi b7E

Page 144 hi b7E

Page 147hi b7E
Page 149 hi h7E

Page 150 hi h7E

Page 151 hi h7E
Page 152 hi h7E

Page 153 hi b7E

Page 154 hi b7E
Page 156 hi b7E

Page 296 hi b7E

Page 305 hi b7E
Page 323 Duplicate

Page 324 Duplicate
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