DATE:

0l-03-2012
CLABEIFIEDL BY 5170 /DHH/BAW/STE/bls

REASON: 1.4 (c)

DECLAZSIFY OH:
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e

(31

(8

0l-03-2037
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| Fundamentals of |

“What you’re seeing isn’t
- necessarily what’s happening.”

ALL INFORMATION COMNTAINED .
HEFEIN IS UHCLASSIFIED EXCEFT
WAERE SHOUH OTHERWISE

Definition
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Termfhology

Terminology
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DATE:
CLa
X FEASOM:
‘ DECLASEIFY ON:

01-03-20L2

SEIFIED BY &5179/DMH/BAN/STE/bls
1.4 (o}

01-03-2037

“BESREL

COMMUNICATION
PLANS
“What we have here is a

failure to communicate”
Strother Martln
Cool Hand Luke

What a Commo Plan does

-2 A communications plan is used to:

Types of Commo

« Electronic — continued

- ACLURMO31799—

ALL INFORMATION CONTAIMEL 7/14k2011
HEEEIN IX UHCLAZSIFIED EXCEPT
WHERE SHOUN OTHERWISE
Definition
« A communications plan is
a setof means tc
communicate agreed upon
by L7E
SECRI ORN
Types of Commo
« Electronic
— Phone
—Pocer bl
b7E
— internet
< Email
SE N
Types of Commo
« Written bl
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DATE: 01-10-2012 - 7/14/2011
CLASSIFIED BY 65173/DMH/BAW/STE/bls
FEAZON: 1.4 (c) ALL INFORMATION CONTAINED
DECLASSIFY ON: 01-10-2037 HEREIN I§ UNCLASSIFIED EXCEPT

WHERE SHOWN OTHERWISE

VEHICULAR ACTIVITIES VEHICULAR ACTIVITIES

“He couldnt have done anyting. ||

(8]

|sign of life

IPho{ography

—ETPNN
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DATE: 01-03-2012

CLAZSIFIED BY e5179/DHH/BAWASSTP/bls

REASON: 1.4 (c,d)
DECLASSIFY ON: 01-03-2037

&
CONCERNS

_ TECHNICAL ISSUES |

711412011

ALL INFORMATION CONTAINED
HEFEIN I35 UNCLASSIFIED EXCEPT

WHERE

SHOWH OTHERWIGE

= Cell phone
= Wireless laptop
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_SESRET__ 71412011

ALL IHFORMATION CONTAINED
HEFEIN IS UNCLASSITIED EXCEPT
WHERE SHOWH OTHERWISE

DATE: 01-03-201z2

CLASSIFIED BY &65179/DIMH/BAW/STP/bls
RFEAZON: 1.4 (c)

DECLASEIFY ON: 01-0353-2037
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: 7/14/2011

ALL INFORMATION CONTLINED
HEFEIN I3 UNCLAZSIFIED
DATE 01-03-201l2 BY &51l72/DHH/BAU/STP/bla

Name: Name:

Ht wt: Ht:I I Wi

Hair: Hair:

Eyes: Eyes:

Scars / Marks: Scars / Marks:

Hobbies / Interests: Hobbies/ Interests: Museums, Histerical Sites
Vehicle Info:

Vehicle Info:

Name:|
N
Hair: Hair: ‘
Eyes: Eyes: o
¥ b6

Scars / Marks: Scars / Marks: B

- - , . . . . b7E
Hobbies / Interests: Military history, Sight seeing, | Hobbies /Interests: History, Sports

Bock stores, running |

Vehicle Info:
Vehicle Info:

Name:

Ht:l I Wit:

Hair:

Eyes: Eyes:

Scars / Marks: ’ Scars / Marks:

Hobbies / Interests: Bird watching, Hiking, Hobbies / Interests: Reading, Writing, Science
American history Journals, Jogging

Vehicle Info: Vehicle Info:,

ALCL TTT)\/T{\’21894

YO LU ICIVIUD

|
FBI031324



Name:

Ht wt:

Hair:

Eyes:

Scars/Marks:

Hobbics / Interests: History, Hiker

Vehicle Info}

Hair:

Eyes:

Scars / Marks: | |

Hobbies / Interests: Literature, Religion, History,

7/14/2011

Name:

He: [ ] th_

Hair:

Eyes:

Scars / Marks: |

Research, Athletic Activities

Hobbies /I Archi I and Religi

Vehicle Info

Hair:

Eyes:

Scars / Marks: I |

Hobbies / Interests: Cycling, Running, Art,

-3 5

Py
-1
MmO

Nature Walks Historical Sites
Vehicle Info:
Vehicle Info:
ACEURMO31805

FBI0O31325
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ALL INFORMATION CONTATNED
HERETIN I3 UNCLASSIFIED
DATE 01-03-2012 BY 5173/ /DMH/BAW/STP/bls

INSTRUCTIONS FOR

N

CI SURVEILLANCE COURSE

=

PHASE 2___—
o

4

= Upon arrival in| !r chec
I.m_..-th.LEILGS affin"CP k-g‘

Ri) at hotel
» Check-in at hotel starts at 3p
= Stow luggage in vehicle or in GP

i
B

| wln generai

The rest is designated bn the
maps you have been provid_e_d\

3{“,
/4

—

CONTACTS

= Do not stopl

» Do not|

= Do noj|

A

CLIL
A2

QAL
UO

ITXCITT

FblU31526




SUNDAY

ODDS & ENDS ISSUES ONE SHIFT ONLY

= Ensure you notify the CP if you change ho » 10am : Briefing for ALL TLs,-AT &—?
rooms ,/; r’/m}: AMALVSTS in c?!a - ('L;
= The most benefit is gajiied when’;l misnbia =i % J!
observations and information is xchanged’ = 10:45am: TLs brief their teams in the 15“
rigularly betwe?In “snde;” | \ floor meeting room,‘then deploy .
= This is not an “all or nothing” co etltlon. .
It is a training course to make bg;. sides, = 12 noon: Coverage BEGINS
better at what they are being trained to do. » 6pm: Coverage ENDS

[N}
The CITC SSAs are legall ounsupervisors
- during this training. galyy 2 ) » 6:15pm: Teams debriefin 1 Toor

= THIS IS A TRAINING EVENT — DO NOT.____ meeting room y ——
Je O ARDIZE }',?:UR ELL-BEING, T’J*DE\,\,;g_' x 6:30pm: TLs, ATLs-&Analysts debriefin—
OR THAT OF THE PUBLI) 51 cp 1]

MONDAY thru WEDNESDAY
TWO SHIFTS DAILY

DAY SHIFT %
= 8am: Briefing for ALL TLs, JATLs & ANALYSTS in CP A

= 8:30am: TLs brief teams in 12 floor meetm( roam, deploy
» 9:30am: Coverage begins. 3
= 3:00pm: Coverage ends

= 3:15pm: Surveillance teams debrief with \TL, ATL &
Analysts in 15t floor meetmg room of h .)te

= 3:30pm: ALL TLs, ATLs'& Analysts debxief.:in 5t
floor CP

= 4:15pm: Staffsexchange_mi:i 5 t t

FRIDAY
'WRAP UP & DEPARTURE

» Ensure equipment |§ turned in f

= Ensure critiques are\completed and

¢

returned
» Final contact with CITC Staff
» Departure =

N—

N

~ FBI031327




ALL INFORMATION CONTAINED
HEEEIN I3 UNCLASSIFIED
DATE 01-03-201z BY &5175/DHH/BAU/STP/bls

Information

Physical Characteristics

Vehicle:

Clothing/wear:

Demeanor/habits

Driving mannerisms

Miscellaneous

FBI THREAT RATING 1 is lowest; 5 is highest)

FBI0315206




HEFEIN I3 UNCLASSIFIED
DATE 01-03-2012 BY 65179/DIMH/BAW/5TP/bls

ALL INFORMATION CONTAINED
|

- demeanor has been assessed as

driving:

on foot:

— -ACLURM031869——— FBI031329



! ALL INFORMATION CONTAINED

HEFEIN I3 UHCLASEIFIED
DATE 01-03-201%2 BY 65179/DMH/BAU/STP/ble

suspicious behavior:

In general

- Some unnecessary

- At least]
Specifically .
1315, 30 April);
(1340, 30 April);
(1909, 01 May);
(2010, 01 May);
(2024, 01 May);,

AQ[TTh\/fﬂ’I]Q]O
YO LUT Uo101

e — FBI031330
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(2103, 01 May)

ACLURMO3+8+H FBI031331



ALL INFORMATION CONTAIHED
HEREIN I35 TNCLAGEIFIED
DATE 01-03-201z BY o5179/DMH/BAW/STP/bls

|0bservations

covered 30 Apr evening shift, 02 May day and evening shift, 03 May

Local cover stops

30 Apr

02 May

suspicious behavior

b7E

ACLURMOII12-— FBIU31332




Specifically

b7E
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ALL INFORMATION CONTAT
EEREIN I3 UNCLASSIFIED

LATE 01-03-2012 BY oL5lV7e9/DHH/BAW/5TP/bls

Physical Characteristics

HEL:

Vehicle:

Clothing/wear:
no information available

Demeanor/habits

Driving mannerisms

Miscellaneous

FBI THREAT RATING: 1 is lowest rating; 5 is highest)

FBI031334



&LL INFORMATION CONTAINED
HEFEIN I3 UHCLASSIFIED
DATE 01-03-2012 BY 65179/DHH/BAN/STF/bls

observations

covered on 30 Apr day, 01 May evening, 02 May day

On foot:

residential area;

blue jeans;

In vehicle:

LIURMO \ — -
uu1\1v1v31815 FBIOW‘



Local cover stops:

bB7E

~ACLURMO3HE16— ~ FBIO31336



ALLL TNFORMATION CONTATHED
HEREIN I% UNCLAZSIFIED
DATE 0l-03-2012 BY o5179/DHH/BAW/STE/bls

Team 5

driving:

on foot:

EURMO31817 - FBI031337



—SECRET#NOFORN- 7/14/2011 1

v DaTE: 01-03-2012 ALL INFURMATION CONTAINED
CLASSIFIED BY 65178 /TMH/EAN/STP bls - :
/DHH/BANSTE /b HEFEIN I% UNCLASSIFIED EXCEPT

FEAZON: 1.4 (c}
Lt = i I1a
DECLASSTFY ON: 01-03-2037 WHERE RHOWN OTHERWISE

.~
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------------------- Definition

(5 [ —

(3] |oBsecTivES General Terms )\
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7/14/2011

REVIEW

® Definition

e Concepts

* Objectives

e Elements

o Components
e Techniques
e Types
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w ' ALL INFORMATION CONTAINED © 7142011
¢ HEREIN IS UNCLASSIFIED EXCEFT
DATE: 01-03%-3017 WHERE ZSHOWH OTHERWISE

z
CLASSIFIED BY
FEAZON: 1.4 |
DECLASSIFY OM: 01-03-2037

GoLlTEDMH/BANSTE fola
]

i FBI CI OBJECTIVES FBI CI OBJECTIVES
THF FRIs ~ .
COUNTERINTELLIGENCE MISSION
(51 | wavwesom:
OBJECTIVES
M -
(8
F‘I‘?\[‘CI;QBJECTIYES FBI CI OBJECTIVES OUR #1 GOAL... _
e > Y bl
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“SESRETNUEORN

DATE: 0OL-05-2012
CLASSIFIED BY 65179/DMH/BAV/STE/bls
e FEAZO0M: 1.4 (c!

ALL INFORMATION CONTAINED
EEPEIN I3 WNCLASZIFIED EXCEFT
WHEFE SHOWH OTHERWIGE

7/14/2011

Communications

8y
HES

|Miscellaneous

181

8
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DATE: 01l-05-2012

CLASSIFIED BY 65179/DMH/BAW/STE/bls
FEASON: 1.4 (c) EE&H( ALL INFORMATION CONTAINED
DECLASSIFY ON: DL-05-2037 HEREIN 15 UNCLASSIFIED EXCEPT

WHERE SHOWH OTHERWIZE

:I INFORMATION ] k7R

AREA EAMILIARIZATION e e maps
o Intemet
n Areas of concem

| ||u§QRMAT|0N ] HINEORMATION ]

u Other
o Newspapers
o Phonebooks/ “yellow pages”

18]

bl
b7E
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(8 - And ngw ... ]

.it's time to gell—
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| DATE:

CLABSIFIED BY cEl79/DMH/BAW/STP/bls

Ql-10-2012
REASOH: 1.4 (o)

DECLASSIFY OM:

0l-10-2037

__SEBRETC

ALL INFORMATION CONTAINED
HEFEIN IS5 TNCLASSIFIED EXCEFT
WHEFE SHOWN OTHEEUISE

“The Klingons are engaging their
‘cloaking’ device, Captain !”

(&)

(81
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b7k
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| FINAL THOUGHTS ...
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ALL TNFORHATICH CONTAINED ' i
HERETN I35 TRCLASSIFIED
DATE 01-03-2012 BY 64173 /DMH/BAU/ETR/bLs 7/14/2011

INSTRUCTIONS FOR MOVE TO OPERATIONAL AREA
PHASE 2 « Upon arrival i » Ingeneral :
; CD/CITC Staff i « Northern border
? x Check-inat ho'tel starts at 3pm  Western border 4 bIE
A » Stow luggage in vehxcqe oril
! « Once checked in with cqc staff, » Southern border
‘ area familiarization. immedlately » Eastern horder
CT SURVEILLANCE COURSE
CONTACTS CONTACTS
T —
time {even off-du )
DI
_a Doiof]
» Do not] —
SUNDAY MONDAY thru WEDNESDAY
0DDS & ENDS ISSUES ONE SHIFT OMLY TWOSHITS DALY
» Ensure you notify the CP if you change, ho » 10am ; Briefing for ALL TLs, ATks: &—r DAY SHIFT
rooms
« The most benefit i amr‘) ANALYSTS i 5 flogrCP « Sam: Breg fr ALL Tl 'I,Els BAULYSTS o
ohservau nd in orimation is Bxchanged » 10:45am: TLs brief thelr teamd in the 1# floar CP
regularly + 8:30am:TLs brlef teams In 3¢ floar meeting room, deploy L7E
» This is ot an “all o nothing” competition; u 9:30am: Caverage hegins | Vi

1 The CITC §5As are Jegally youréﬁperwsors
during this trafning, '

« THIS 1S A TRATNING EVENT - DO 0T .|
JEOPARDIZE YOUR WELL-BEING} THEX
WELL-BEING OFJOUWLLOW UDENTS;™|
ORTHAT OF THE PUBLIC.= |

1 12 noon; Coverage| hEGINS
» 6pm: Coverage ENDS

« 6:15pm: Teams debrief in {floor
meeting room

floor meeting room,]lhen deplo \

" L

» 6:30pm: TLs, ATLs-&cAnalyets debnef i)
5 floor CP i

a 2:00pm: Coverage ends
» 3:15pm: Survellance teams débelef with TL, ATL &

Analysts In 2% floor meetlng mwom umo
13 30pm AL TLs, ATLS & Anatysts debrief In 5%

floor CP t
1 4:15pm:5taﬁsexchin§enq@ts_ ? '

IWaldh e R Wit K Welal

NANCTDUINIVIUITOZU




7142011

MONDAY thru WEDNESDAY : THURSDAY FRIDAY
TWO SHIFTS DAILY ONE SHIFT & CLOSING ACTIVITIES WRAP UP & DEPARTURE
» Sam: Briefing for ALL TLs, ATLs & ANALYSTS.in
AIGHT HIFY ] 5 floor (P ' (’T -
v 8:30am: TLs brlef teams In Mermeeting oom, i ¢
o 3309 T, ATL . Ayt om BOTH s ol S x Ensire equipment 5 turned
debrifjbref n 5 floor CP | » %:30am: Coverage beglns x Ensue critiques arelcompleted and
« dpm:Tlsbretteamsin 2 Tormeeing oo, deploy o 300pm: Coverage ends | returned |
| v 3:15pm: Surveillance teans debrfef with 7L, ATL ) . g
v A:15pm: CITC Staffs exchange notes & Analyss n 2% fior megting room offote x Final contact with CITC Staff
. ! .3:30pm:MTLs,ATls&Arjalysqdcbd:(l 3 oot CP x Departure ‘ .’ .
» 5;00pm: Coverage begl/ris = [ 4pm-5pm:£qulpmen}’tum-ln '{ . p
» 10:00pm: Coverage ends v 7pm-8pm:“All-hands” meeting in LARGE 1+ floor X
» 10:15prt Teamsdetvlef o 12 iy Q meegroom | < C e Q
-1n:sapm:Tls,Ama5\nnmE'aib‘r1effpsﬂ' or CP » Spm: Fil out overal coursereritigle @

IWaldh s o b Wt E NelaY.] .
NNCTTUINIVIUITOZT



ALL INFORMATION CONTAINED
HEFEIN I3 UNCLASSIFIELD
DATE 01-05-Z012 BY o317V /DMI/BAU/5TF/bls

ATTENDANCE :

(U) As customary at in-services, attendance is mandatory
for all course sessions. Absences for reasons of illness may be

authorized by st be approved by
OTU Unit Chief with a

cenfirmatory BC following. This requirement is to ensure the
attendee is in an on-duty status and thus protect the attendee's
rights in the event of accident or death.

IN-SERVICE TRAINING AND REGISTRATION (ITAR):

(U) ITAR and FBI e-mail will be the mechanism to register
for the class. OTU requests that immediately after being advised
of their selection to attend this training, attendees:

(1) Contact your Field Office Training Coordinator, submit
a FD-878 (Self-nomination for In-service Training) or your
supervisor can submit a FD-879 (Supervisory Nomination); and

(2) vVia internal FBI e-mail tol lat FBIHQ (D5) -
using the subject]| | and provide the bTE
following information via email:

(1) Official Bureau Name and preferred name for
classroom name plate;

(2) SsaN;

(3) Bureau EOD and when assigned to|
matters;

(4) Advise the mode of transportation to/from
Quantico (e.g., Bucar, airline, etc.),

(5) Field Office assignment of attendee and
telephone number where to be reached.

(U) Additionally, if an office determines that it will be
unable to send its nominee (s), should be notified
as soon as possible in order to afford other personnel awaiting
this training the opportunity to attend.

ACE FBI031348



§

ALL INFORMATION COHTAINED
HEREIN I5 UHCLASSIFIED
DATE 01-05-2012 BY o5172/DMH/BAE /5T /bla

START @

STOP #1 :

ey
|
™

STOP #2

STOP #3 |

STOP #4

ACLIIDAINN 10O

NCOCTDUINIVIUITOZ

FBI031349



** BREAK FOR LUNCH **

STOP #5 |

b7E

DEBRIEF, Return to vehicle & leave

FBI031350




DATE: 0l-05-2012
. CLASSIFIED EY 65179 /DME/BAV/STP/bls ;:E{Eﬁ%i%E:f:
REASON: 1.4 ()
DECLASSIFY ON: 01-05-2037

OPERATIONAL SITE TOUR |

ALL INFURMATION CONTAIHED
HEREIN IS5 UNCLASSIFIED EXCEFT
WHEFE SHOWH OTHEEWISE

LOCATION #1 4

CAR RETRIEVAL

FOOT EMPLACEMENT

bl
b7E

-1-

ACITIIRAN NIRRT
TOOT

ITYC LU IXIVIUD

FBl031551




o

LOCATION #24 4

bhTE

ALL BACK IN VEHICLES

LOCATION #2B

BACK IN VEHICLES .|

LOCATION #3]

bl
bTE

(31

~ FBI031352



bTE

LOCATION #4 .| |

-3-
—SEERET

ACELIRNAOR 12
J T

TNC LU IOvVIUD TO

FBIU313595



LOCATION #5 |

LOCATION #6

()

Students exit — BRING MAPS !!1

bTE

bl
bTE




LOCATION #1

Students exit — BRING MAPS 1! heR

ACLURMO31835 — '
FBl031359



__LOCATION #2
bTE |
LOCATION #3 ;
b7E

Students exit

Back in vehicle
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(&)

LOCATION #5A4

BACK IN VEHICLES.

LOCATION #5B |

BACK IN VEHICLE |

~ FBI031358




LOCATION #6 |

bl
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Back at the. vehicle, have students look at maps

PR ~ FBI031359




R lDA’.’E: 01-05-Z01:2

CLABSIFIED BY SEL70/DME/BAN/STE/bls
FEASON: 1.4 (o)

9/29/2003 9:53 AM
ALL INFORMATION CONTAINED
HEFEIN IS UNCLASSIFIED EXCEFT

. DECLASSTFY ON: 01-05-2037 WHERE SHOWI OTHERWISE
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SEC

e

8

.

ey

SEC

9/29/2003 9:53 AM

[ X X ]
000
L X 2<2+%+]
[ 223
VOHLO
SH0:,
BHo.,

e Combass and maps

e Paper & writing utensils

e Food & water

—SECRET-/NOFORN— 4
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SEC

9/29/2003 9:53 AM

1)

(8]

ACLURMO031842

FBI0313562




SECRET 1 NOFORN— 9/29/2003 9:53 AM
i

E.,
90
[+
DO
b
(8
e This is NOT
—SEGRETHNOEORN ’
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. b7E
18 _
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—SEGRETHNOFORN—— 4
ACLURMO031843 —
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(31

9/29/2003 9:53 AM

Q000000
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- - ACLURMO31844 —
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9/29/2003 9:53 AM
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i:§§iﬁ?ﬁnmaqyai 9/29/2003 9:53 AM
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9/29/2003 9:53 AM
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9/29/2003 9:53 AM
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DAIE: 01-05-z0l2 ALL INFORMATION CONTAINED
~CLAZSIFIED BY 65173/ /DMH/BAW/STE/bls _SFeREL HEIALIUN L -
- HEFEIN IS UNCLASSIFIED EXCERT

REASOH: 1.4 (c) WHERE SHOWN OTHERWISE

DECLAGSIFY ON: 01-05-2037

Introduction To

bl
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(3]

Why

« Executive Order (E.O.) 12333
* E.O. 12333 designates the FBI as the lead

agency for counterintelligence matters in the
U.S.

— —ACLURMO31850— -
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(51

+ Newspaper classified ads.

10

- —ACLURMO31858 — —FBIU3T378




(8]

(2 -

SEoRel

Tools of the Trade

— WiF1

+ Electronic devices
— Cellular phones/cameras

— Blackberries|

— Thumb drives

SEERET

11

FBIO31379



+ Pre-paid phone cards
* Pre-paid cell phones

GPS systems

+ Cell phone
+ Cell phone

bl
b7E
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SERET. 12

FBIO3T380



(5]

(5

SRRl

Training

Trends

+ General principles and
techniques are UNIVERSAL

— If you don’t know what to look for, you
won’t see it!

ACLURMO31861—— -
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The "Bad Guys”

The "Good Guys”

Dart 3: Real World Practice
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SECREFHGRORIL

| Introduction

i

 The FBI's Role in Counter Intelligence
Surveillance

x Goals of this course
« What is expected of you




| . SECRERNORCRT
FBI's role in Counter
_| Surveillance

» Unique Jurisdiction for CI investigations
inUS

~ n Sole coordinating responsibility for FI
collection within the US per EO 12333

» Unique Jurisdiction for Criminal
Espionage Investigations




_SECREFHGRORIL

FBI's Objectives in Counter
| Surveillance

N




SECRET-HERORIL.

| Course Goals

ul|

» This is an introductory course

» We will use a combination of classroom
and ‘on the street’ exercises to teach
the basics of counter surveillance and

team work

By the end of this course, you will be

able to ........
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_ SEEREPHNBRORI

r Participate
n Ask questions
» Think differently---especially if your career

as all crimina

earn from yo

others

| What is expected of you

and no espionage

Ir mistakes and the mistakes of

« The time for mistakes is in the training scenarios

against role p

[ayers, not in the real world,

SFCREFHOETR 7




See the world through the eyes of
your enemy
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| The "Bad Guys”

x Players (who are they?)




Who are they?
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- [Miscellaneous
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What they do...
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Putting it all together..
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I: S :I ‘ A "
|| The “Good Guys”
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= Final Thoughts
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(81 -

8

~|... Final Thoughts

—CEORET NPT

|, Part 3: Real World Practice

bl

« ROle Players as the "bad guys”
» Assigned teams as the “good guys”
= May the best team win
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DECLAZSIFY ON: 0l-05-2037

ALL INFOPMATION CONTAINED
HEREIN I5 UNCLASEIFIED EXCEFT
WHERE SHOWH OTHERWISE

VULNERABILITIES

(g

“If you can't beat ‘em, you're not
looking in the right places.”

Classified by 3022; r assify on X1




#1 VULNERABILITY

.
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(8]

VULNERABILITIES

(&)~

g

= The same tools are in EVERY service's ‘toolbox’
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5
VULNERABILITIES
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VULNERABILITIES
x TRAINING
bl
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VULNERABILITIES
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VULNERABILITIES
= HUMAN NATURE
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WHEFE SHOWH OTHERWISE

e "pefsons','l" -

ALL INFOEMATION CONTAINED

HEREIN I% UNCLAZZIFIED ERCEPT SECRE—

o 0 ribrne ford

DATE: 0l-05-2012

CLAZEIFIED BY 65179/ /DMH/BAW/STF/bl=

FEASOM: 1.4 (c)
DECLAZSIFY ON: 01-0

have the

‘Weakest Link - likc a chain] 5 only as strong as its weakest link]

o Pr Ob'lem"empl'oyees"are"'i'n"al'l"bureau:racied'

5-2037

ASK: Do you know of any weak link

() -

(31 -

150

e

151

NI

__Retirements- just like vulnerable individualg

S RivalrieSI

- Political dimension|

- Ethnic issiies: will divide or create division

loyalties and favoritism. .

Sub-groups create

ooy
NG

FBI0314712
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DATE: 0Ll-05-2012 ) )
CLASSIFIED BY 65175 /DMH/EAW/STE/bls S I ALL INFORMATION CUNTAIMED

FEAZON: 1.4 (o) HEREIN In UNCLASSIFIED EXCEFT
DECLAZSIFY ON: 01-05-2037 WHERE ZHOWH OTHERWISE

CASE OFFICER TALKING POINTS: WEEK 2, DAY 1, AM (Block #2)(50 minutes) :

[1] TRAINING RECEIVED

21 This ain't serendipity and individual guesses.

bl
bTE

CASE OFFICER TALKING POINTS: WEEK 2, DAY 1, AM (Block #3)(50 minutes):

' The Vulnerabilities|

CASE OFFICER TALKING POINTS: WEEK 2,DAY 1, AM (Block #4)(50 minutes):

e FBI03T413
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DATE: 0L

ALL INFUPMATION CONTAINED

: 01-05-2012
- o T A TYIFTD
CLASSIFIED BY 65179 /DMH/BAU/STP/bls M HEREIN 13 THELASSIFIED EXCEFT

FELZ0M: 1.4 (o)
DECLASEIFY OM: 01-05-2037

WHERE SHOWN OTHERWISE
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COUNTERINTELLIGENCE
PROGRAM
2009

bl
/
¥ /o~ 2
—sweree-COUNTERINTELLIGENCE DIVISION
Introduction: Tell a little about self
Can one you tell me the most significant change the mission change the
Bureau has undergone in recent years? /_.
CT tHe¥F 2 /a/? Selinld
b7
How about w; ger a reactlonary force are we? Proactlve - -
Preventative /5 e aolF /{,ﬁ?{»?
CI Program has made significant changej veiy/_ meuch in line with that shift in
overall policy change for the Bureau A ag‘«« 20072
(’v‘«;‘/* e o@/ec// o~ , e/ O e/ < af—/ﬁ w af Cr
N”aner about catching folks doing stuff - but instead about making sure they
are unsuccessful in doing it in the first place.
~—_ .
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SESRET

and espionage:

- Secret

conddcHizence Program 2888
L ission “

o Protect the US against foreign intelligence operations

 ldentify the most threatening foreign intelligence collectors;
Disrupt and deter their activities;

bl
b7E

Most Threatening - Not‘all

7

__Prioritize what vou work —ICan’t address the universe.l

Ao
(5] \

(g

Of that information — we want to make sure ot}

We want to make sure we are working what really matters |

12
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(WMD), delivery systems and technology

gy Prevent -Penetration of US Intelligence Community
® (USIC) and U.S. Government agencies/contractors.

Prevent - Loss of compromise of critical national assets
and critical U.S. information and technology

Resﬁpond to

PIVISION

Prevent -
. b7E

y \WMD - Director was interviewed recently by the Today show on the 100t
aniversay and was asked what is the number 1 thing that he worries about. -
Nuclear weapon falling into the hands of a terrorist. While we don’t work CT
matters - that’s our number one priority as well.

Z}fes - the Insider Threat (acquire the trust of the taxpayers of America)
whatever the reason — sell, give it away to others

~ N

< Dest7T

M Know the right questions to ask and make sure we work to get the answers.
FBIl agents have been doing it for a hundred years.

SEERET

—— - ACLURMO3+896—— ,
FBI031416
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Counterinteivence Pr
Counterinieigence Program

L ‘ ;

o How Do Ve Accomipiish Cur Mission
o Know Your Domain
o Strategic Partnerships
= Sophisticated Operations
Understanding and Predictive Threat Analysis

Disseminating What We Know to Others - Policymakers

] 4

sverst, COUNTERINTELLIGENCE DIVISION

Define DOMAIN — Everything (Any suggestions for a definition here)
Call on someone

Partnerships — IC, Other USG, Private Sector, Academic Alliance...Working Groups

19"0‘

L5 ‘Sophisticated Operations 31;#

Predictive Threat Analysis - |
contribute to information which leads to the identification of other threats.

Make sure you are asking the right questions.
Dissemination — Cl has always been way ahead on this and it is hard for us.

. ¢ G 'Q[' /UM
LA resources dickhe dilf Ops et
AT wel J

4

ACCA S @ 0@6@& 7

ACLURMO031897

XKavioo 1077

L /- e 4
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| 1 2 K3
- Counterintelligemee
~ PP IR 2 - T
Defining the '_
v Puil Together What We Already Know

= |nvestigations

¢ Human Source Information

= Other Intelligence Community (IC) Reporting
Public Sources

What Do We Need to Know? - GAPS
Identifies where we should direct our efforts
Expands the borders of our investigations

_ ~sesxet COUNTERINTELLIGENCE DIVISION

How do we determine what the current threats and how are we mindful for

looking to the future for new ones.

bTE

4. Can anyone think of otherl

/""—_/2: éyﬂaﬁ'r— KZ@/" v
e ACLURNTSIRL

ccrarr e DO

~ FBIO31418
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This Used to Drive me crazy
(51
bl
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18] ~The FBl-has-been incredibly successful]
(5] We are just now getting a comfort level in addressin
things that don't necessarily logk like threatq
8
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(51

EDHJ’_‘hfrem Sfemre
Foreign Intelligence Threat — 2009

L7E
B}é COUNTERINTELLIGENCE DIVISION
First thing we need to do is to identify those things/entities that pose the most
significant risks to our national security.
Some negotiable on this based on where you are.
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12/20/2007 -
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T R |- ExceptionstotheRule 1 n7e
(5]
Prevent -
Prevent -
Prevent -
Enhance -
| Tetree COUNTERINTELLIGENCE DIVISION
EXAMPLES : Of the exceptions:
& i
Then there will be other times where is either so overwhelming 233
(8) . or unlque that it presents an opportunity.
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13}
(44
-
/2]
L
-
- S
—— . Enabling Strategies:
f== | Workforce Expertise Resources Intelligence Management Accountability
0 * Training « Distribution of staff *SACs
« Experience « HQ Program Managers
i « Continuity
|

WLl Ss&€ TH/ ¢ AN

WOW

s way ahead of the curve ball

Ties into what we want to accomplish

Looks complicated

Where do you fit in?

This seved o

Q/L°°,\

SpeReT” 12




CONGCLIDATED CPERATIONS PLAN

o Strategic Goal — Prevent WMD Proliferation

- What We Know
What We Don't Know — Unanswered Questions

Databases

| ——seaat COUNTERINTELLIGENCE DIVISION

is going to give you one stop shopping for

It will identify

It will tell you what we know — READ

What we don’t know

READ
Identifies where to look for help/

A CL

—
o —
i
=
[
(§/%)
W
o)
O
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13
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© ReS0UITES
o People
o Equipment
¢ Information

~ Continuing Demand|

Communicating Changes|

Technology

v ] ~deoret OUNTERINTELLIGENCE

DIVISION

Resources:

People — Evervdav new requests|

Equipment — Tons of new technology

URMO3
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| — Enabling Strategies: -
= | Workforee Expertise Resources Management Accountability
O * Training « Distribution of staff *SACs
» Experience « HQ Program Managers
« Continuity

WOw

I:lway ahead of the curve

Ties into what we want to accomplish

Looks complicated
Power Pyramid

Summary

Enabling Strategies
Boots on the ground in the enabling strategies
% Who-What-When-Where-Why

YOU are a key component in the workforce

%Where do you fit in?

15
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SEBREE

CUCLLT T

- YWhere Doss SSG Fit?

¢ Who = What = When - Where- Why - How

“Srores COUNTERINTELLIGENCE DIVISION

—SEGRET-

— ——— ACLURMO031909 —
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Iy Regponsibilities

~ Professionalism
o Proficiency

o Physically fit

< Psychically ready

~seczgt COUNTERINTELLIGENCE DIVISION

17
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Any questions
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ALL IHNFORMATION COHTAINED
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-; | Sutumarx | oF
‘ L VULNERABILITIES
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DATE: 0l-06-201z2 T
CLASSIFIED BY oSl7%/DMH/BAW/STE/bls R

FEASON: 1.4 (c) HEREIN IS UNCLASSIFIED EXCEFT  7/13/2011
DECLASSIFY ON: 01-06-2037 WHERE SHOWN OTHERWISE
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Cl-06-z0l:2

CLASSIFIED BY o5179/DHH/BAW/STE/bla

REAGON: 1.4 {c}

DECLASSIFY

0M: 01-06-Z037
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- Can S Lok Wt Yoi Osrie Things”

“Sim‘phcﬂ is the Ultimate Sophistication.”

Yogi Berra
Because...

Leonardo Davinci

ALL INFORMATION CONTAIHNED
HEREIHN 15 UNCLAZSIFIED EXCEFT
WHERE ZHOWH OTHERWISE 711312011
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Clip from San Diego Beach
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. With a little humor
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.With a little humor
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Questions??
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DATE: 0l-06-201:2

m CLASSIFIED BY o3175/DHH/BAN/STE/bls

FEAGON: 1.4 (c
DECLASEIFY ON:

p—

S8 and that is, their spies.”

“There is one evil I dread,

Crorao Wachinaton
i S

(51
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ALL INFOPHMATION CONTAINED
HEREIN I35 UNCLAZSIFIED EXCEFT
WHERE SHOWH OTHERWISE

“You Cani See A Lot When
¥ You Observe Things”
A Yogi Berra
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=« Polyalphabetic ciphers were first
invented and used in the 15t century.

= Confederates used a brass cipher
disk.

» Black Light ink,
= Lemon juice and hot iron.

()
T

/%« Short Wave Radios
1

T

4 FBI031454
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» Chalk marks, tape, colored tacs,
objects (coke cans)
TUTTOREENGEARIL. 2
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Hln WIFI | Internet Access
4= Hot Spots / WIFI
‘* » Public Internet Terminals
» Chat rooms / internet cafes
« Bulletin Boards
« Blogs
S PUTETNOPORN— 33 STCRYTTICTOM 34
F
ixINEWS ) .
paper Ads A1 s One time disposable cell phones
(3 S Y
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e Photography

= Digital scanners
«Mini cameras
«Phone cameras
«Digital cameras

i

47

« Quill pens during revolutionary
war.

= Coins, silver dollars, nickels.
» Coke cans, shaving cream cans,

"FBI1031459
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T Final Thoughts
bl
hIE

Techniques
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@ y RULES OF ENGAGEMENT

Rules of Engagement

7 4 |» Maps of Fredericksburg

EQUIPMENT

3%xds Cell Phones

63

Communication
RN OR M ] I

1

“FBI031462




iSJ .

(31

DATE: 01-06-2012

CLASSIFIED BT 65178 /DMH/EBAW/STEF/bla
FEASON: 1.4 (c)

DECLASSIFY ON: 01-06-2037

"‘, Counterintelligence

ALL INFORMATION CONTAINED
HEREIN I35 UNCLASSIFIED EXCEPT
WHERE SHOWN OTEERWIZE

Introduction

Survelllance

 “You Can See A Lot When
+  You Observe Things”
Yogi Berra

Part 1:

See the world
through the
eyes of your

enemy

b1l
b7E
What They Do:
| ‘Who are they?
L ___‘, And what do they
. do?
b1
b7E
1
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re seeing

9
isn’t necessarily
what’s happening”

“What you

— Miscellaneous
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Vehicular Act

"4 + These are the basics of what you’re likely

Communication

Internet Access

+ Hot spots

+ Public Internet Terminals

»

to experience during your regular duties

42/
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Surveillance
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RULES OF ENGAGEMENT

Rules of Engagement Cont.
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