DATE: 0L-05-2012 & ALL INFORMATION CONTAINED
CLAZZIFIED EY &5170/DEH/BAW/STE/bls HEREIH I3 TUNCLAZSSIFIED EXCEPT

PEASON: 1.4 [c} WHEFRE SHOWN OTHERUISE
DECLAZETIFY ON: 01-06-2037

Vehicular bl
bE

Vehicular -

bl
b7E

Foot

. Q //‘ E

T B

|: S :I Following can be, but are not usually done in the Gap:

. Casing

|: S :l ®  Clandestine Photography

oReL X

FBI031475




(&)

(8] o

|- Other Considerations ‘

(8] - .

()

|—|Trends

bl
bTE

Trends

bl

. b7E

| e
S2
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(5

bl
b7E

Tactical Use of

bl

bTE

X

FBI031477



(8

Strategic Use of|

Strategic CI Use of|

| |wz'z‘h a Source

| Iwifh a Source

with a source

Review/Disciuission

© Review the various forms 01:|;een

today

b1
b7E

b1
b7E

bl
bTE




' - b7E
Fundamentals of:l

Questions?

X

T FBI031479




DATE: 0l-06-2012

CLASSIFIED BY o5172/DMH/EAV/STE/bls=

FEAGON: 1.4 {c}

DECLASSTFY

OM: 01-06-Z037

COUNTERINTELLIGENCE]

| OPERATIONS COURSE #09-02

Classroom and Evening Practicals

September 7th - Monda{y - fravel Day - Meet at the Hotel at night (Time to be determined)

September 8th - Tuesday — Introduction and Area Familiarization

7:30 ~ 8:00 I:Istudents to get their Badges|:|wi ey know where to

8:00 — 8:25

8:25-8:30

9:25 -9:30

9:30 - 10:25

10:25 - 10:30

10:30 — 12:30

12:30 - 1:30

1:30 -6:30

6:30 - 7:00

go for the badges. :wi'l_ens_um th (around 7:00 AM

and ready to go and give the info and badge to one of the |
students to get everyone| [will get back to the CITC by 7:30 for the
opening and intros, etc. ‘

ALL INFORPHMATION CONTAINED
HEREIN IS UNCLAZSIFIED ERCEFT
WHEFE SHOWH OTHERWIZE

Opening Comments, Intros, Qui ion, and Objectives (Give time to read what
will be taught for the day — ongdi ians”, “The Operational
Environment”, “Activities, Profiles, an nalysis” )

Break

Break

The OTp erational Environment —~ Guest Speaker:|

are given their cover, their legend and assignment.
" Area Familiarization
Planning for your Assignment

Break

Activities, Proﬁles|:lnalysis — Guest Speaker|:|

Operational Site Selpat

W hat tn cnnsider for

-
R C

Repérts (Have copies ready to hand ouf)

Lunch

nd Field Work Assignment
egarding and

Dinner

AN

b7E

b6
b7C
b7E

bl
b6
b7C
b7E

Do
bTIC
bTE

b6
b7
b7E




51

(5]

(&)

(8]

(5

{3

]

September 9th - Wednesday

bl
b6
7:30 - 8:00 ‘Time forl |to read what will be taught for the day) b7cC
o ensuy bv 7:20 and request students to read all material forthisday b7E
8:.00-8:15 Review of Area Familiarization, exercise, and objectives for the day —I:l
8:15-8:20 Break
8:20 - 10:00
bl
b6
b7C
b7E
10:00 - 10:05 Break
10:05 - 11:00 bl
b6
""""""""""""" b7C
b7E
11:00 - 11:05 Break
11:05 - 12:00
bl
bé
b7C
b7E
= Review
12:00~1:00  Lunch in Boardroom
- 1:00-2:00 | >
b7C
bTE
2:00-~2:30 Provide tasking for Field Work and Nightly Exercise Assignment -|:l :
Lock up the Classroom and get back to the CITC.
2:30-6:00  Fie pent:| '""’""iéI'té'S’El?’f‘ﬁf‘i"4 l
bl
b6
bIC
078
6:00 —-7:00 Dinner
7:00-10:00 Field Work Assignment

FBI031481




Sheer

- b1
(8 ”Septeirrnber 10th - Thursday:l | | be

........................ )

7:30—-8:00  (Review al teading material-— prepare for test) — o-ensure B7E
thei [by. 7:20 and. ready to go. Ensure thel understand K

what they have read thus far.

8:00--8:15 » Review of =xer0|se/ test/ and objectives for the day: Op Site Selection with.
T Techniqt]és T Critiqt]e

. 815-820 Break .
b6

8:20 - 9:30 Introduction to|:|(Pick out'video that they have not seen before) —I:l 239
9:30 -9:35 Break -

9:35—~10:30  Introduction tq |

© 10:30-10:35. Break

10:35-11:30  Introduction td |

11:30 — 12:00 - Wrap Up & Briefing on Field Work Assignment

12:00 -1:00 _Lunch in Board Roorm:

':S:' 100300 N
"= Techniques, stratégies, operatlons and| | :bé

= Lesson's Learned fb,] c

b7E

o stay w:th:hurmg this last presentation.and
provide.transportation for him back-to his-Hotel)

3:00~6:00 Field'Work Assignment
6:00--7:00 ‘Dinner

7:00 =Done  Field Work Assignment

ACLURMO31962 - ~ FBI031482



1)

(&)~

(3]

(5)

. 10:30 - 1:25|

September 11th - Friday -

7:30-8:00

8:00 —8:15

o 8:16-9:25

9:25 - 9:30

10:25-10:30

11:25-11:30

12:30 - 1:30

1:3022:15 |-

2:15-2:30
2:30 -6:00
6:00 -7:00

7:00 - Done

(Give time t

reading material

ensure th

o read what will be taught for the day, review all

repare for test, review operational sites ) -
by 7:20 and ready to go. Ensure the

understand what they have read thus far.

Review of exercise, test. and objectives for the day / Critique -l:l

bl
b6
b7C
b7E

bl
b6
b7C
b7E

Break

Break

Break

Lunch in board Room

bl
b6
biC
b7E

Break

Practice

Dinner

TRAVEL TO

CHECK-IN

FBl031485




’ ?Eyﬁg

September 12th Saturday

8:00 - 8:30 Meet in the Hotel Conference Room - Critique for Friday -:l

bl
9:00-12:00  Finish the Field i i ion for followin -ﬁgc
e week’s practical: b7E
(AII| |ére to-do-the Op Sites, casing, and runs ahead of next wéek)
12:00-1:00 Lunch
() e — L
1:00-6:00 _Anea_EamjﬁarimﬁorI N e

6:00-7:00 Dinner

7:00 - 8:00 Meeting in Hotel Conference Room —Wrap up and prep for next week.

September 13th Sunday

Day of Rest

FBI031484



. < A DRHATION CONT: ;
CLASSIFIED EY 65179/DMH/BAW/STE/ f T AR
i P B3 LT3/LHE/BAI/STE /LS WHERE SHOWN OTHERWISE
REASON: 1.4 (c)

DECLAZSTIFY ON: 01-06-2037

COUNTERINTELLIGENCEl OPERATIONS COURSE #09-02
Classroom and Evening Practicals

L7E
September 7th - Monday - Travel Day - Meet at the Hotel at night (Time to be determined)

September 8th - Tuesday — Introduction and Area Familiarization

7:30-8:00 students to get their Badges

8:00 - 8:25 Opening Comments, Intros, (jﬂjﬁ? and Objectives (Give time to read what
o
rofiles,

will be taught for the day ~ nsi ions”, “The Operational bTE
Environment”, “Activities, and nalysis™ )
bl

b7E

8:25 - 8:30 Break

(5] gag_go5 -

9:25-9:30 Break

9:30-10:25 The Oieraﬁonal Environment b8

are given
Area Fammarizauon
Planning for your Assignment

10:25-10:30 Break

10:30 — 12:30 Activitirr—nmﬁbd:lmm-—‘
. |ﬁmﬁider fo .
bTE

- |f0|

( Have copies ready to hand out)

12:30-1:30 Lunch

1:30-6:30 Field Work Assignment-l |

Students will be required to answer questions regarding| | b7E
to help facilitate area familiarization.

6:30-7:00 Dinner

_ ACEURMO31965 - - FBI03T485
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(8l i
September 9th - Wednesday
7:30-8:00  (Timefo____Jto read what will be taught for the day)
8:00 - 8:15 Review of Area Familiarization, exercise, and objectives for the day - b1
8:15-8:20  Break b7k
8:20 - 10:00
.
10:00-10:05 Break
(8) 10:05 —~ 11:00 ‘
............................... bl
' b7E
11:00-11:05 Break
|:5:| 11:056 - 12:00
L7E
» Review
12:00-1:00 Lunch in Boardroom
bl
(5] -1.00=2:00._| b7E
2:00-2:30 Provide tasking for Field Work and Nightly Exercise Assignment
) |
': ] :' 2:30-6:00 _Field Work Assignment]
bl
(&) 6:00 — 7:00 Dinner
7:00—Done  Field Work Assignment




April 10th - Thursday -

[5)7:80=8:00(Reviewal| feading material — prepare for test) -
8:00 - 8:15 " Review exercise/ test/ and objectives for the day: Op Site ‘Selection with
- Techniques / Critique ~

8:45=8:20 -Break
8:20-9:30 - Introductiont] _____[Pick outvideo that they have niot seen beforé) -
9:30-9:35  Break -

9:35-10:30  Introduction to|:|—

_ - bTE
10:30 - 10:35 Break 7
10:35-11:30 Introductionto__}-
11:30 = 12:00 Wrap Up & Briefing on Field Work Assignment ,
12:00 - 1:00 Lunch in.Board Room
e 4:00—3:00 T
- Technlques, shtrate‘gle.s, goperations; and ecrmtmg" " b6
= Lesson’s Learned . ) ) biC
T bIE -

to. rejterate the brief.to the:rregardivng ‘what they need to
do and lock up the : ' ,

3:00 -6:00 Field Work: Assignment.
B:00=7:00  Dinner

7:00 - Done. Fi_eld Work Assignment

3@2{@

— ACLURMO031967

FBIO31487



bl
b7E

(&) September 11th - Friday -

7:30 —8:00 .(Give time to:to read what will be t | eview all bTE
‘ ' reading material, prepare for test, review - .

8:00-8:15 Review of exercise, test, and objectives for the day./ Critique —

. 8:15-9:25 i
~ ' bl
(G ot -t b7E
' 9:25-9:30  Break
(5) - -0:30-1025 |
: :bl
10:25-10:30 Break 27E
|:S:| e
. 10;30 = 11:26}
11:25.—11:30. Break
(811130 =12:30]- |
_bl
12:30~1:30  Lunchrin Board Room ‘ bR
(8 1:30-—2:15|
2:15-2:30: . Break
2:30°-6:00 Practice] -
6:00-7:00  Dinnef - B . bTE
7:00~Done  TRAVEL TO| CHECK:N
SEURET
ACEURMO31968 — -

“FBI031488
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9:00-12:00  Finish the Field ianrments: , o .
. wesk's nractical

SE?{(ET

8:00 - 8:30 Meet in the Hotel Conference Room - Critique for Friday —

April 18th Saturday

p Sites] iead-of nextweek)

12:00-1:00 Lunch

6:00—7:00.  Dinner
7:00 - 8:00 ]Vleeting in Hotel Conference :Room.— Wrap up-and prep for next week.

April 19th Sunday
Day.of Rest

Thejrest» of schedule follow# ‘the SOC schedule as the|:|operate against.the 4 SOC
Teams. . - '

" bl
b7E

bl
bTE

L7E

FBI031489
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- w ’ TR T 3
DATE: 01-06-2012 ML ALL INFORMATION CONTAINED

CLASSIFIED EBEY &65178/DMH/BAW/STE/bl=

PEARON:

1.4 () . WHERE SHOWN OTHERWIZE

DECLASSIFY ON: 01-06-2037

(55

\@

ok
QQ&\\\ }"‘
s

COUNTERINTELLIGENCQ |OPERATIONS COURSE #09-02
Classroom and Evening Practicals

September 7th - Monday - Travel Day - Meet at the Hotel at night (Time to be determined)

September 8th - Tuesday — Introduction and Area Familiarization

7:30 - 8:00 tudents to get their Badges

8:00-8:25 Opening Comments, Intros, Orientation, and Objectives Readm
:nsidrrations”, “The Operational Environment”, “Activities, Profiles, and

nalysis” - |

. 825-8:30  Break

8:30-9:25 | with

(&)

Guest§feakers| | G OVEF-CONSIdFALIONY

9:25-9:30 Break

9:30-10:25 The j Environment | |with Guest Speakers|:|
and|

are giver

Area-FaMITAITZATON and PIanmng 1o your Assiomment
10:25 - 10:30 Break

10:30 - 12:30 _Activities, Proﬁle§l \nalysis —I |With Guest Speakers

Operational Site Selgetian

r“ilsider for

r fo H

Operational Site Repaorts/ Surveys

12:30-1:30 Lunch

1:30 ~ 6:30 I_M_Iﬂﬂ Field Work Assianment —
redgardin I

1 I
6:30 - 7:00 Dinner

HEREIN IS5 UNCLASSIFIED EXCEFT

" b6

b7cC
b7E

bl
b6
bTC
bTE

b6
bicC
b7E

b6
b7cC
b7E




(8 - ,
Septémber 9th - Wednesday — ' : :i%
- 00
7:30 - 8:00 - pic
I: S :I bT7E
8:00-8:15 Review of Area Familiarization, exercise, and objectives for the day

8:15=8:20 Break

8:20 -10:00
gy
bl
b7E .

10:00 - 10:05 Break

: 10:05 = 11:00 ’
. %
[ e ————————— | o

11,00 - 11:05 Break

|:' e 11 :05 - 1200

,,,,,,,, bl

bLTE
+  Réview : ’
‘ 12:00~1:00  Lunch.inBoardroom - - . ' . A
(51 400-200 | \
. 2:00-2:30 ‘Provide tasking for Field Work and Nightly Exercise Aésignment —|:|

(5] e 2:30--6:00. - Field Work-Assignment: -area fam for quads 2 and 4; site selectior]
bl
bé
b7c

T * : : ijE

6:00-7:00  Dinner
7:.00-10:00  Field Work Assignment

ACEURMO03197 :

FBI03T491
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September 10th - Thursday -I:l

7:30-800

8:00-8:15

B15=8:20
8:20-9:30

9:30-9:35

. 9:35-10:30

© 10:30-10:35

10:35-11:30

11:30 — 12:00

12:00 — 1:00 -

""Réiiiéwal‘ reading material — prepare for test

Review of exercise/ test/ and objectives for the day; Op

with

3:00 - 6:00
6:00 - 7:00.

7.00 — Done

Field Work Assignment -

- Dinner

Field Work Assignment

Technigues./ Critique :ﬁé
Break b7c .
bTE
Introduction to
.Break
Introduction to
Break
Introduction to
W,
Lunch in.Board Room
- bl
»  lechniques, strategies, operations, and e
= Lesson’s Learned . BIC
- bTE

~ FBIU37T492



September 1 1th-Fr|day <
Y e 0230 8:00 Review -AI-LInfo and reading material — Prep for test. ol
8:00-8:15 Review of exercise, test, and abjectives for the day / Critique - k};;ﬂc
8:15 - 9:25 BIE
9:25 - 9:30 Break
9:30 - 10:25
I: s :I »»»»»»»»»»»»»» o b1
10:25-10:30 Break b7E
10:30 - 1125
gy
11:26 - 11:30 Break
11:30-12:30 |
|: g :, e bl
- 12:30-1:30  Lunch in board Room b7E
1.30-2:15
(8] 215-230  Break
2:30 -6:00 Car Escapel .
| b6
6:00-7:00  Dinner g
7:00 ~ Done

ACEURMO03 1973

FBI031493



SEpRCL

September 12th Saturday

8:00 - 8:30 Meet in the Hotel Conference Room - Critique for Friday —I:l

9:00~12:00  Finish the Field Work Assignments bl
. b7E
12:00-1:00 Lunch

(@y  1:00-6:00. _Area Familarization|

6:00-7:00 Dinner

September 13th Sunday

Day of Rest - Get some Sleep. You will need it.

N ' FBI031494
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- ntn‘m: 0L-06-2012 ALL INFORMATION CONTAINED
CLASSIFIED BY 65179/DMH/EAN/STE/bls HEFEIN IS UNCLASSIFIED EXCEPT
REASON: 1.4 (o) S T/NOFORN WHERE SHOWE OTHERWISE

DECLAZEIFY OH: 01-06-2037

2
181
181
R
bl
bTE
15
SpekETINOFORN .

Prepared by SSAI:' b7C

q
g
q
g
K

ACLURMO3IOT7S ' FBI03T495



(8

IV.OPERATIONAL ACT EXAMPLES

3

b

N

SE%QT/N OFORN

Prepared by SSA I:l

bl
b7E

bl
bTE

bl
b7E

ol
LTE

b6
bTC

" FBI03149%6




bl
b7E

(5]

(31

] e —

=
e’

k7B

bl
b7E

SE¥RETINOFORN |
b6

Prepared by SSA I:l oo

“FBI031497



s@:{QT/NOFORN

(&)

bl
bTE
V. Final Thoughts
bl
b7E
S%T/NOFORN
b6

Prepared by SS4| b7c

Z

ACLURMO031978 FBI031498



W

v MDLTE: 0Ll-06-2012

CLAS3IFIED ET £5170/DEH/BAV/STF/bls
FEASON: 1.4 ()
DECLASSIFY ON: 0Ll-06-2037

()

(3]

S;@T ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED EXCEPT

WHERE 5SHOWN OTHERWISE

COUNTERINTELLIGENCEl |OPERATIONS COURSE #09-01

Practical Application Week bl

Cover For Status

(5]

‘Each student will conduct'a| |fo|lowed by anl|

b7E

(8]

(81—

bTE
I

September 14 - 18

Day Shift (9 am —1 pm) Night Shift (5 pm -9 pm)

8- 8:15: Bri 4 — 4:15 Briaf

8:15— 8:30 4:15 - 4:30

8:30-9:00 T 4230 - 5:00 : bl

8 -1 Shift =—— — 5 - 9 Shift b7E

1-1:30 Back to CP 9 - 9:30 Back to CP

1:30 — 3 Debrief / determine status 9:30 - 11 Debrief / determine status

M Kick-off points Kick-off points
bl
b7E

T  Kick-off points Kick-off points
bl
b7E

w Kick-off points Kick-off points
bl
b7E

FBI031499



(3]

(8]

(&)

Th  Kick-off points ’ Kick-off points
100 am kick o
9:30 am kick o

1:00 End of the jer=y)

S 2:00-300 |
3:00 - 5:00 Clean up/check in gear
5:00 - 6:00 Class Debriefing —Class Video in Hotel Conference Room
6:00 - 7777 Class Party and dinner at

Saturday September 19 — Travel day - Go home and get some well earned Sleep.

bl
bTE

bl
b7E

FBIO31500



L.

DATE: 01-C6-Z0lZ
CLAGSIFIED BY &51705/DMH/BAW/STE/blsz
FEASON: 1.4 {c}
DECLAZSIFY

(3]~

81

=1

O

01-06-2037

COUNTERINTELLIGENCE]

ALL INFORMATION CONTAIMED
HERFEIN IS UNCLASSIFIED EXCEPT

WHERE ZHOWH OTHERWIGE

|OPERATIONS COURSE #09-01

Practical Application Week

Cover For Status

b7E

bl

b7E

8- 8:15: Brjef
8:15-8:3(
- 8:30°="9:0(

Day Shift (9 am -1 pm)

9 —1 Shift

_1-1:30Backto CP R |
1:30 — 3 Debrief / determine status

M 1,2,5,6 Kick-off points

- 4:30 = 5:00

Night Shift (5 pm - 9 pm)
4 - 4:15 Brjef
4:15—4:33’2

5 -9 Shift
9 -9:30 Back to CP
9:30 - 10 Debrief / determine status

3,4,7,8 Kick-off points

T 3,4,7,8 Kick-off points

1,2,5,6 Kick-off points

w 1,2,5,6 Kick-off points

3,4,7,8 Kick-off points

bl
bTE

bl
b7E

bl
b7E

5

€EURMO031981 -

]

FBI031501



sEReET
Th 34,78 Kick-off points 1,2,5,6 Kick-off points
8y
. F
9:00 am kick off —
9:30 am kick off
1:00 End of the pracfical
2:00 - 3:00 - |
o 3:00-5:00 prc m gear
|: g :| e 5:00 - 6:00 Class Debriefing —Class Video in Hotel Conference Room
6:00-800  Class Party and dinner at|
Sdnt | Monday (14™) | Tuesday (15%) | Wednesday (16™) | Thursday (17°) | Friday (18" |

1 _

2

3

4

I R I SR B
. 5

6

7

8

Saturday - Travel day - go get some Sleep.

Sty

—ACEURM031982

bl
bT7E

bl
b7E

bl
b7E

FBIV31502




COUNTERINTELLIGENCE

0l-06-2037

51759 /DEH/BATI/5TP/bls=

ALL INFORMATION CONTAINED
HEREIN I% UHCLASSIFIEDL EXCEPT

WHERE

SHOWH OTHERWISE

|OPERATIONS COURSE #09-01 bIE

Practical Application Week

Students (Official: 1, 2, 3, 4, Comm: 5,6, 7, 8)

Cover For Action

— Ddy STt (I ant — T pimy)

g - Pt
DATE: (01-06-201
CLASSIFIED BT 6
PEASON: 1.4 [c)
DECLASSIFY 0OH:
(5]
e
"M
3
gy
I
T
(Sh
()

bl
b7E

12586 Kick-off naints

3478 Kick-off nnints

bl
b7E

3478 Kick-off noints

12586 Kick-off noints

—ACEURMO31983 -




(51

8y

gy

1,2.5.6 Kick-off points

Spoact

3,4,7.8 Kick-off points

bl
bt
b7C
b7E

1,3, 6,8 will

1.2.5.6 Kick-off points

bl
bé
b7cC
bT7E

3,4,5,

7,8 will do a3l

Ay

Al Play (Will be doina | |

9:00 am Kkick off
9:30 am kick off

2:00-3:00 |

3:00 - 5:00
6:00 - 8.00

Clean up/check in gear
Video/Class Party in hotel conf room, dinner

bl
b7E

@19

Monday (20") | Tuesda

Wednesday (22™) |
1

i

ieet

Meeting

Meet

Meeting

- Meet

Meet

N T Friday (24"

loieiogied
-1,

-1

=0

o — . —

Will need a total of four (4) fole p

layers for each day.

'FBI031504




e

; ¢
DATE:

)i
5

-

Ol-0s-2012 & T
CLAISIFIED BY 65173/DMH/EAN/STF/blz -

REAZON: 1.4 {ci

DECLAZSTIFY ON: 01-06-2037

(3]

()

T8:30-0:25. |

COUNTERINTELLIGENCH | OPERATIONS COURSE #09-01

ALL INFURMATION CONTAINED
HEREIN I UNCLASSIFIED EXCEPT
WHERE SHOWH OTHEEWIZE

Classroom and Evening Practicals
Instructor Schedule

April 13th - Monday - Travel Day

April 14th - Tuesday - Introduction and Area Familiarization

8:00 - 8:25 Opening Comments, Introductions, Orientation, and Course Objectives

8:25 - 8:30 Break

*»  The Adversary

9:25 -9:30 Break

9:30~10:25 Area Familiarization |
»  Planning for your Assignment

10:25-10:30 Break

10:30-12:00 Area Fe_amiliarizatiorl Continued) -I:l

What to consider fo o 'I"(’Cp’u'
© i foer |.| |
12:00-1:00 Lunch

1:00-6:00 |:|Exercise l
»  Students will be required to answer| [questions regarding

|to help facilital&area familiarization.
= Students will be required to| |

6:00 - 7:00 Dinner

o7E

bl
b6
b7cC
b7E

bl
b6
b7¢C
b7E




13)-

April 15th :Wédrié"s'dayi

St

bl
bé

8:00 ~9:00 Review of] exercise, and objectives for the day —:l b7C
bTE

9:00-9:10 Break

9:10 - 10:00

(5

bl
b6

10:00-10:10 Break b7¢C
b7E

10:10 - 11:00

I
(81
11:00~11:10  Break
11:10=12:15
12:15-1:15 Lunch in Boardroom
‘ bl
115 ~2:15 b6
b7cC
L7E
(g} .. 215-6:00
6:00 - 7.00 Dinner
7:00 ~Done  Complete Exercise Reduirements

——ACEURMO31986

FBIV315006




PR
v

(81

(3)

Vas

April 16th - Thursday ||

8:00 - 8:30
8:30 - 9:45

9:45 - 9:50

9:50 - 10:50

10:50 - 11:00 Break

12:00 -~ 1:00

1:00 -2:00

2:00 - 2:05

505 = 400 |

4:00-4:30

4:30-6:00

6:00 - 7:00

7:00 - Done

b6
Review of exercise and objectives for the day / Critique -:I 2;?
Introduction to|:|- Guest Instructor
»  Terminology
s Tronds
bl
Break b7E
Intraduction ol |- Guest Instructor
bl
b7E
11:00-12:00 I:,__J»Guest Instructor BTE
= inal comments, review o
Lunch
| | b6
" b7¢C
" bIE
Break ot
b6
bicC
= Techniques, strategies, operations, and bTE
= Lesson's Learned
Brief on Practical Exercise -I |
* Topera
o Two
Field Wark
77777777777 bl
"""" b7E
Dinner
Field Work

S

ACLIIDAIN210Q7
T707

YO LU INIVIUY

FBI031507




S
(&) o
April 17th - Friday -
8:00 —'8:30- Review of exercise and objectives forthe.day / Critique -I:l
) bl
) P— 8:30 —9;25 ve
b7C
o e bTE
9:25-9:30  Bfédak
9:30 - 10:25
-
1025 -10:30 Break
10:30 -~ 11:25 Getting a:Second Meeting | |
‘ bl
_____________________________ b6
- b7C
|: S :I e bL7E
11:25 = 11:30. Break :
11:30— 12:30
R
““““ b1
b6
b7C
b7E
ey 12:30 =1 130 Lunch
130—215 e Continued -
2:15-2:30 Break
2:30 -6:00 Practice off ~Guest Instructors
j6:00‘— 7:00 Dinner " BIE
7:00-Done  TRAVEL TO CHECK:IN
.8 T 4
ACLURMO0319882 = -

~“—FBI031508
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April 18th Saturday
B G0 12:00  Obsenvaton b1

* 09:00-10:30 Group One bR
= 10:30-12:00 Group Two

12:00-1:00 Lunch

1:00 —Done  Area Familiarization Preparation for Following Week’s Practical bTE
Al must be completed by close of business and reviewed by

instrucToT: —
April 19th Sunday
Day of Rest
MT
— Al RI03+989

NANCTDUINNIVIUITTIO

FEIU3T509



ALL THNFORMATION

CONTAINED

HEFEIN I3 UNCLASSIFIED
DATE 01-13-2012 BY &5173,/DMH/EAUW/3TE/bls

Now Hit the Street !! (3)

Now Hit the Street !! (4)

b7E

Return to office (5)

Getting there is half the fun,
right?? “ROAD TRIP!111”

bT7E

Questions??

Good Luck and Have Fun!!

A

AP AW Fa¥al WaVaVal

X

P@ \ w2 wp wy

CLL
<

TOUVIVI T 7T

FBI031510
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DATE: 01-06-2012 ‘ , )

CLASSIFIED BY 65175/DMH/BAV/STE/bls SlsﬁﬁET e s il

FEASON: 1.4 (c] HEREIN 1§ UNCLASSIFIED EXCERT 7/13/7011

DECLASSIFY ON: 01-06-2037 WHERE SHOWH OTHERWISE

OBSERVATION:
o/ PRINCIPLES
OBSERVATION: ’
»Act of sceing or fixing the mind upon somethiag for the purpose .
. of recognizing and retaining some fact or occorrence b7E
« Requires conscions an cilort

OBSERVATION ' A otsss ot sronors

> Voluntary attention to the activity they are undertaking

> Involuntary atteotion if it does not fit within an individval’s

SKILLS frame of ref¢ hing/! that draws i
Perception:

> Everyone perccives his/her surronndings uniquely

»Bascd on backgrouad, culture, expericaces

» Overcome preconceived ideas through trainisg and

concentration

Retention:

» Capturc what you sec

8y

(31

" ~ OBSERVATION: :
| ~ PURPOSE .

IR m—

v P TrSOnar SeCurmny
* Briefing and debriefing

* Assessment

(&)

- OBSERVATION:

aa(;()£§1¥s

bl
b7E

8

ACTITIRMNM Q01 - " . _J
1;\_/1.4\_/1\1\'1031/ T FBIOW



: s?@zr
7/13/2011

(3]
(31 |
bl
b7E
OBSERVATION: FEATURES OF PEOPLE
RETENTION METHODS Impacted by gender, race and age
bR
OBSERVING PEOPLE
b6
b7C
b7E

A




7/13/2011

(steyied
{ENGINN
O

b6
b7cC
b7E

|

DESCRIBE
A PERSON

bé
b7cC
b7E

FBI031513




7/13/2011

b6
bicC

FEATURES OF CARS

* Plate number

+ Color, make, model

* Signatures: scratches, hubeaps, dents,
license plate covers, decals

« Profile of individuals in vehicle

OBSERVING CARS

%’%"‘i‘ﬁ

* Key in on the plate &
* Know your makes
and logos ppT i ey

 Look for identifying
_ marks

» Avoid pitfalls (colors,
common types) g
» Taxis

A€

OBSERVE A CAR

bs
bicC

ET

FBIO31514




7/13/2011

S

b6
b7C

DESCRIBE A CAR

b6
b7C

b7C

T

ACLURMO31995

FBIO3T515



SEsH
. 7/13/2011

b6
piC
DESCRIBE A CAR
TWO TRUTHS
» Observations skills, coupled with area
knowledge, can save your life in high _
threat situations ilf S -

* Under stress you will lose the ability to
make valid observations unless you
practice




g

\ DATE: 01-06-2012 Q T ALL INFORMATION CONTAIHNED
CLAZZIFIED BY 65178 /DMH/BAW/STE/bls HEFEIN IS5 UNCLAZSIFIED EXCEPT
FEAZOH: 1.4 (e} . WHERE 3HOWN OTHEEWIGE

DECLAZSIFY OM: 01-0&-2037

THE GAME ON THE WHO AM 1?
(5] STREET
bl
bT7E
(51
(B) -
MY GOALS TODAY: GROUND RULES:
bl
b7E
(51
o R S
1
s?‘éﬂ

IXCLDOINIVIUIJ T

FBIO31517



(8]

i53>“=, ‘\\“n,‘\a\\ bl |

b7E

I

b7E

(Sj\EK\ ‘"»-_k‘\\‘\\\\‘\ bl

ey | LET’S LOOK AT SOME g
o b7E

(8]

SERRET

MLURMO31998'—' _— FBIO31518



()

I MIGHT DO THIS:

) . bl

b7E

(8)
I MIGHT TRY THIS:
(51
bl
b7E
(&)
(&)
bl
b7E

SEBRET

_ ~ACLURMO031999 = FBI0O31519



e

5

| (4)

15

3

bl
b7E

bl
b7E

QUESTIONS?

COMMENTS?

bl
b7E

FBI031520
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DATE: 01-03-201< ALL INFORMATION CONTAINED
CLASSIFIED BT 65179/DMH/BAV/STE hls HERETN 5 IMCLASSTFIED EYCEPT
FEASON: 1.4 (c) S U VHERE SHOWN OTHERWISE
DECLASSTFT OH: 01-09-2037
e
| INTRQDUC I
(5) [
i — bl
! - b7E
1 “What you're seeing lsn’t
i necessarily what's: happenmg.”
(81
(51
|:S:| —e
(51
[ bl
hTE
R
] R S
I
(8]
|:S:| A e ———
|- Miscellaneous
LR |
bl
bTE

"FBI031521




DATE: 01-09-201z
~ "CLASSIFIED BY 65179/DMH/BAW/STP /bls
FEAZOHN:

DECLAZSTIFY ON:

1.4 (o)

01-08-2037

m ALL IHFORMATION CONTAINED

HEREIN I5 TUNCLASSITIED EXCEPT 7/15/2011

WHERE 5HOWH OTHERWIZE

OPERATIONAL

Part|

ACTIVITIES |

See the world through the eyes :

of your enemy ...

bl
b7E

OTHER CONSIDERATIONS :

5
151
(8]
T

e Compass and maps

bl

o Paper & writing utensils

T b7E

e Food & water

a0

bl
b7E

SDedET

ACLURMO032002

FBI1031522



DATE: 01-0%-z012 ] )

CLASSIFIED BY &517%/DHH/EAW/STE/bl= S T ALL INFORMATION CONTAINED
PEAZO0N: 1.4 [c} HEFEIN I5 UNCLAS3IIFIED EXCEFT
DECLAZSIFY OM: 01-05-2037 WHEFE SHOWH OTHEEWIZE

Fundamentals ofI:|
° Fundameniais of Lesson Gverview
bl
b7E
This course will introduce youtothe
| [s universal. fundamentals g;
Tools of theI
() Objectives
: A;g,ggga;{f';a;; course students will: bl

© Be able to detect various forms o b7E
© Describe various forms and levels o

© Usci:in an operational training
environment,

© Understand basi;i;lthat can be
used with a Confidential Human Source (CHS)

8y

bTE

SEDRET

AT TTD\/T{]’I’)OO3 -

Y C L OUTXIvVIUO Z

FBI031525



SERRET

s

Ops Phone Calls

e Ops Acts bl

b7E |

Markihg ll:l

5 T .

b7E

(8

Technical Operations

e
bl
b7E




IR

(8

ey

(8y

bl
b7E

bl

(2

1

bIE

SDREET |

““““““““““““ i FBI031525




7/13/2011
(8-
(5
bl
bTE
(8-
REMEMBER....
81
bl
bTE
(5
in Short...
13
bl
bTE
4

M032006- --

AC
7XYC

—
o]

T

m
q

T

7

FBI031526
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SD?@T 7/13/2011

Examples:

b1
b7E

' 7
@ﬁ

ACEBRM032007 ~ FBI031527




(g

151

(3

(50

7/13/2011

bl
b7E -

bl
b7E

bl
b7E




5}4{7 | 711312011
Things to Avoid Things to Do
(5]
bl
b7E
|: S :| ........................................
Revie Review - Overall
B
bl
b7E
Questions???’

' 8

ACLEIIRAO22000

““““““““““““ “FBI031529




DATE: 01-082-20l12

CLAGSIFIED BY oil7a/DMH/BAW/STE /bls HEREIN I5 THCLASSIFIED EXCEFT
FEAZ0I: 1.4 (o) WHERE SHOWH CTIHERWISE
DECLASSIFY ON: C1-09-2037

-t
S%\ET ALL INFOREATION COHTAINED

) -

“...oh, snap!! What just N bTE
happened?!!”
| L When to use it
bl
bTE

Safety Issues

I |
bl

bTE

SE}#‘U
B — ACEERMO032010 -— ~ FBI031530




(3] -

181

I

-

Things to Remember

bl
bH7E

st}qu

ACLILIDAINDNNT1
JZUTT
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DATE: 01-0%-Z012

CLASSIFIED BY ©Ll78/DIMH/BAW/STF/bls
FELZOI: 1.4 (o)
DECLAZSIFY ON: 01-09-2037

ALL INFURHATION CONTALHED
HEREIN I% UNCLAZSIFIED EXCEPT
WHERE 5HOWH OTHERWIZE

é Area Familiarization &

@ Area Familiarization

For Surveillance bE
1t’s just one slice of the TACtical b7C
SSAI I Surveillance Pie. b7E
For Only For Official Use Only
Lesson Overview
In this lesson yo
Jamiliarization a
Fos Official Usc Only For Official Use Only
. Area Familiarization
Objective ¢ ,
[ |System Categories
At the end
of this lesson you will be able to:
(1) Use th4:|system of area
Jamiliarization b7E
2
For Official Use Only For Official Use Only

5
- ACLURM®32642=

~  FBI031532

b7E




s?ﬁz*r

Area Familiarization - Area Familiarization
ystem System
|_| I_l bIE
For Official Use Only For Official Use Only
Area Familiarization Area Familiarization
System ystem
bTE
For Official Use Only Torotca Usc oy
Area Familiarization Area Familiarization
ystem System
b7E
For Official Uso Only For Official Use Only

FBI031533




(5]

8

Before you hit the street,
it “on-line”

For Offcial Use Only

Correlatel |research with

Yo ensure safety

-Any others ??

For Officiat Use Only

b7E

For Official Use Only

b1
b7E

Now Hit the Street !! (1)

Now Hit the Street !! (2)

bl
b7E

-Start working your keport
-Notate all parking lots
-Notate the Visitor Centers

“Toroscysony

FBlU31534




ey

Now Hit the Street !! (4)

(3]

bl
b7E
-Continue working the| |report
with more specifics -Continue/Complete | |report
M R only
Getting there is half the fun
R . ’
eturn 1o office (5) right?? “ROAD TRIP!!!!”
-Return and study thelIIreport "1
=Doan’t waste it - it’s vonr wark ;b7 F

131

Questions??

Good Luck and Have Fun!!

For Officia! Use Only

For Official Use Only

S%T

FBIU31535




4 *
: S ET ALL INFOFMATION CONTAINED
DATE: 01l-0%-2012 HEREIN I3 UNCLASSIFIED EXCERT
CLASSIFIED EY 65179 /DMH/EAVW/STE /bls VHERE SHOWN OTHERWISE

FEAZOH: 1.4 (c)
DECLASSTIFY 0OM: 01-09-2037

(8 I — bl
Area Familiarization
': g :' | Youknow; it’s-like he had been here before, bl
but we know this is his first triptothe U.S. | 7T bTE
He must be a quick study.” A
Overt Information Overt Information Continued (2)
& Maps
u  Localarea maps
u  Intemet ;
bB7E

©  Mass transportation
Buses
g Subways
o Trains

S T

A CILIIRANAOON)

IYCTIDUINIVIUIOZUTO - ‘FB‘W* N



SeseCT

O&é?i'fnformaligf?, Continued (3)

A Nibae

bl
b7E

RN

(&)

bl
b7E

18
151

2
SHET

ACEURM032017 - — “FBI031537



(81

()

(&)

© Take

Maps

ST

ACLIITRANQA2ONTR
7Y UTo

bl
b7E

bl
L7E

TOUTCOVIUIDZUT

FBIU31536




?"‘T 01'09'3;”12 o & T ALL INFORMATION CONTALINED
CLASSIFIED BY 65179 /DMH/BAV/STE /bls HERETH IS UNCLASSIFIED EXCERT
FEASON: 1.4 (c) WHERE SHOWN OTHERWISE
DECLASSIFY OH: 01-09-2037

(3l

26 [ Teaching Point:
(8 e

Comment:

bl
bT7E

Y .

27 Teaching Point:

To acquaint the student with the concept of] |

Comment:
(Examples of Ames and Hanssen) bTE
28 Teaching Point:

To acquaint the student Withl

Comment:

(Lonetree and Hanin Cases)

29 Teaching Point:

I:S:I R — e

Comment:

|: S :| R S

It 1s doubtful N
that he thought that but, if he did, would that reduce his criminal ot
liability? -

31 Teaching Point:

o ACL

9-




(5)

(8]

Comment
32 | Teaching Point
""""""""""""""" bl
b7E
Comment
33 | Teaching Point
bl
Comment bTE
34 Introduction to Segment re Spy Cameras
35 Comment
b7E
36 Segment re Concealed Devices
37 Teaching Point

A variety of common devices found in many homes or offices have
been used to secrete intelligence.

-2-

FBIV31540




(81

15

5:12}@:!

Comment

A variety of common, everyday devices have been utilized by
intelligence services to enable their agents to conceal information and
equipment. Several of these devices appear on this and the following
slides.

Teaching Point

The situation drives the design of the concealment.

39

Comment

Again, a common item used to conceal something used in espionage.

40

-Comment

Everyone has one or more of these.

41

Introduce Segment re| Fs Countered

42

Teaching Point

Comment o
The methods that will be discussed are listed on the slide.

43

Teaching Point

Comment

Teaching Point

| Comment

Mention also:

SE\9<ET

- ———ACEURMO032021

bl
b7E

bl
b7E

-3-
FBI031541

y




(31

SERRET

Teaching Point

Comment

46

‘1'eaching Point

Comment

Describe the Verona Case and what it revealed about Soviet intelligence
operations and activities in the US. Julius and Ethel Rosenberg were
guilty.

Point out how difficult it is today to break encrypted messages.

47

Teaching Point

| Comment

(5

(e

151

43

Comment

49

Teaching Point

Comment

Ha\
- ACEURMO3 -

bl
be
bi7cC
b7E

bl
b7E

bl
b7E

-4-

FBI1031542




| Teaching Point:

|: g :I 50
Comment
o bl =
|: s :I I b7E
Teaching Point:
_ Comment
(S)
52 | Teaching Point
() b7E
Comment
e
53 | Training Point
I I
Comment bl
DISCUSS THE BENEFITS OF RECRUITMENT citing cases b7E
involving Oleg Gordievsky, Boris Yuzhin, Kim Philby, and Vasili
Mitrokhin.. Discuss the impact of the Robert Hanssen case on the FBI
and of the Aldrich Ames case onthe CIA.
T R

SEE@ET
. - ACLURMO0%2023

-5-

FBI031543




SE?‘;ET

(&)

(8]

bl
Photos are of Arkady Shevchecnko, Mitrokin, Philby, Guy Burgess, b7E
Donald Maclean, Ed Howard, Ames, Hanssen, Felix Block, Dmitri F.
Polyakov, Valeri Martynov, and Sergei Motorin .
Criterion Test Questions:
bl
BIE

s@@r
_6_

"LURMO632024— - -
AG FBI031544
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I

Test Answers:

bl
.'bf—/E

Equipment:

5@457 _7_

‘7 -~~~ FBIO31545 -




srz)‘\%r

Equipment/Aids for Instructor: Power Point Projector and VHS
Equipment/Aids Required for Instructor: Power Point projector and VCR
Equipment/Aids Required for Students: None.

Power Point Slides or Overheads: Power Point Slides.

Handouts: Yes.

Bibliography:

Ronald Kessler. Moscow Station. New York: Charles Scribner’s Sons, 1989.

Ronald Kessler. The Spy in the Russian Club: Charles Scribner’s Sons, 1990.

Sherry Sontag and Christopher Drew. Blind Man’s Bluff. New York: Public Affairs,
1998.




DATE: 0l-05-2012

CLASSIFIED BY 65179 DMH/BAU/STP/hls
FEASON: 1.4 (o,d)

DECLASSIFY OH:

01-08-2037

SEpAey

ALL INFORMATICHN CONTAINED
HEFEIN I3 UNCLAZZIFIED EXCEFT

WHERE SHOWN OTHERUIZE

CONTEMPORARY]

b7E

FBIO371547
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SEedET

Agenda

1. Contemporary Defined
Old Spies and New Focus

Old Problems and New Techniques
Cyber Attacks

Stenanography

Satellite Interception

N oo v o~ WD

Gizmos

Comment
Agenda for presentation. See slide.

b7E

FBIO371548



SEpRET

Contemporary

Defined

‘ Teaching Point

Provide student a definition of “contemporary

Comment
See slide.

1111111111

b7E

b7E

FBIO3T549



SERRET

Old Spies and New Focus

Information vs. Bullets

—

Teaching Point :

Information pertaining to technology, business and science has replaced military information
as the most important focus of intelligence services operating throughout the world.

Comment

In the final days of the Cold War, the crumbling Soviet Union possessed the nuclear
weapons to destroy the world but lacked the economic and informational infrastructure to
compete as a world power. While the preeminent weapon for most of this century was the
hydrogen bomb, it has been replaced by the awesome capability of a single electron! Future
superpowers will be those nations with the greatest capability to harness the power of the
electron for both economic and "digital" warfare.

The desire of foreign spies to uncover and obtain "military secrets" will continue, but with
variations. We are witnessing the migration of a national defensive infrastructure that has
historically been based on "bullets" into one based upon "information.” Success by spies
targeting an opponent's "information” will ultimately prove more valuable.

New technologies are changing the traditional methods and techniques, the|:|by
which spies operate.

1 http://www.cnn.com/SPECIALS/coId.war/experience/spies/melton.essay/

b7E

b7E

FBIV31550




Old Spies and New Focus

Friend or Foe

THE ENEMY

\ WE HAVE MET
AND HE 15 US.

N

Teaching Point

With the end of the Cold War, the strong East vs. West alignment in the world
has diminished leading to a redefinition of intelligence based on national
interests.

Comment

Even at the height of Cold War solidarity (the enemy of my enemy:is my
friend), the major superpowers collected intelligence and attacked the ciphers,
or codes, of our friends as well as our enemies. The national interests of
former friends and foes are now being redefined in terms of competing
economic interests.

Some observers believe that cultural and historic friendships between nations
will continue to fade as they are replaced by trading partnerships and other
interdependent economic relationships. The friend of my enemy may also be
my friend -- if the price is right. Military alliances will be designed to protect,
perpetuate and enhance underlying economic partnerships. The victors in
global economic warfare will form regional economic alliances that will share
information and together strengthen their collective -- and individual --
economic power.

Gen. Yuri Kobaladze of the SVR - the Russian Foreign Intelligence Service,
successor to the First Chief Directorate of the KGB -- recently stated "there are
friendly nations, but there are no friendly intelligence services". 1

1 http://www.cnn.com/SPECIALS/cold.warlexperience/spies/melton.essay/

FBIO3T551
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Old Spies and New Focus

information Gathering

b7E
Analyle Uptians
Contemporar:li

Teaching Point
The traditional methods of collecting and communicating intelligence have changed in

ways that could not be imagined just a few years ago.
Comment
The following outlines some technology advances that have dramatically impacted

intelligence services’ methods: ‘
1. Satellite collection. The satellite program began nearly 30 years ago'provide:'ci the

United States with the capability to digitally observe events on Earth in near "real

time."

. b7E
2, Communications interception|

3. Speech recognition software, new to the consumer market but utilized by intelligence
agencies for more than 25 years




%

Old Spies and New Focus

Diminished Personal Risk

Teaching Point i?ﬁ
' In some important ways, espionage agents can accomplish certain tasks using modern

technology that previously required great personal risk.

Comment

During World War 1, the OSS (U.S. Office of Strategic Services) ang
koordinated resistance activities in occupied Europe to disrupt
ltransportation and manufacturing. These daring individuals

risked death to sabotagd

In the digital world, however, potential targets have shifted. Even with the emphasis of
advanced computer developments, all nations depend on imbedded computer chips of
varying age -- sometimes decades old. These critically important components control the
switching systems in power grids, telephone systems and transportation networks. The
devastating effect of losing an antiquated but functioning system becomes a reality when
the key person charged with its upkeep is eliminated. The result of assassinating a political
leader pales when compared with the effect in future wars of eliminating key computer
programmers and network specialists.

For professional intelligence services, their primary goal is, and will remain, the acquisition
of information, not murder. Oleg Tsarev, a retired officer of the KGB's First Chief
Directorate and author, accurately stated that "intelligence stops when you pick up a gun.”

7
SE/PI{ET

- ACLURMS32033- —

FBIV3195595
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Old Problems and New Techniques

Communicating

ContemporaryE kT7E

‘ Teaching Point
Profound changes in technology have dramatically affected the methods
employed to communicate to and from espionage agents.

Comment

Communication of instructions, money and tasking to a spy and of information

from the spy to the intelligence service that operates him is, of course, one of

the greatest vulnerabilities inherent in an espionage operation. Modern

technologyl | bIE
| have presented huge improvements in the ability of

spies to communicate and challenges to counterintelligence.

- ACLURM

D
s
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®
=
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Old Problems and New Techniques

Malware Utilization

. SCANNING COMPLETE.
NO SPYWARE REPORTED.

HEH. \
MISSED
ME.

Conhempomry:P

‘ Teaching Point

To acquaint the student with use of malware by hostile intelligence services.
Comment .
Disruption of the enemy’s capabilities has long been a goal of intelligence services.

Wikipedia defines “malware” as software designed to infiltrate or damage a computer system,
without the owner's informed consent. The term is a portmanteau of "mal-" (or perhaps "malicious”)
and "software", and describes the intent of the creator, rather than any particular features. Malware
is commonly taken o include computer viruses, worms, Trojan horses, spyware and some adware.
In law, malware is sometimes known as a computer contaminant, for instance in the legal codes of
California, West Virginia, and several other U.S. states."

In the new world of the digital spy, these same activities can be accomplished, at no personal risk,
from a computer terminal thousands of miles away. By digitally sabotaging enemy computer
networks, cyber-spies can accomplish the same result as their OSS and redecessors.
vulnerability of the national information infrastructure of most countries -- the interlocking computer

}- make Pearl Harbor in 1941 appear
well protected. At the same time, billions of dollars are being spent to shore up unprotected
computer networks, and accelerated programs are being developed to exploit the computer
networks of our enemies as we prepare for future "cyber wars."

|is over before it has begun. .
1 http://fen.wikipedia.org/wiki/Malware

b7E

b7D
b7E




SE?&ET

Cyber Attacks

m Malware

— Virus

— Worms

— Trojan Horse T
m Spoofing
m Phishing
m Spector and Spector CNE
m eBlaster
= Rootkit

b7E

Contemporan: 10

‘ Comment
Slide provides outline of what will be covered. Note that only a general
description of the technique will be provided as the lecturer is not an engineer.

ok “

— ACEURMO32036 ———————FBI031556
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Cyber Attacks

Virus

A virus is a self-replicating/self-
reproducing-automation program
that spreads by inserting copies of
itself into other executable code or
documents.

A computer virus behaves in a way similar to a biological
virus, which spreads by inserting itself into living cells.

Extending the analogy, the insertion of a virus into the
program is termed as an "infection”.

Contempomn:u

. Teaching Point

Acquaint students with a computer virus and its potential impact.
Comment
See slide and next two slides.

S@ﬁET 11
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Cyber Attacks
Virus

The infected file (or executable code that is
not part of a file) is called a "host". Viruses
generally do not affect network
performance, as their malicious activities are
mostly confined within the target computer
itself,

Viruses are one of the several types of
malicious software or malware

Predominant negative effect of viruses is
their uncontrolled self-reproduction, which
wastes or overwhelms computer resources.

o
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Cyber Attacks
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Virus
Some viruses have a delayed payload, which is sometimes

called a bomb.

For example, a virus might display a message on a specific
day or wait until it has infected a certain number of
hosts.

A time bomb occurs during a particular date or time.

A logic bomb occurs when the user of a computer takes an
action that triggers the bomb.

S —
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Cyber Attacks

A computer worm is a self-
replicating computer program,
similar to a computer virus.

A worm is self-contained and does
not need to be part of another
program to propagate itself.

Contemporary:m LIE

Teaching Point _
Acquaint students with a computer worm and its potential impact.
Comment

See this slide and next slide.

Pictured is Sven Jaschan who was arrested near Rotenberg, Germany, on ,
May 8. He subsequently confessed to creating the Sasser worm. The 18-year-
old was apprehended following a tip to Microseft Corp. from a group of people

in the culprit's home state of Lower Saxony.

The Wikipedia defines the Sasser worm as a computer worm that affects
computers running vulnerable versions of the Microsoft operating systems
Windows XP and Windows 2000. Like other recent worms, Sasser spreads by
exploiting the system through a vulnerable network port.

The effects of Sasser include the news agency Agence France-Presse (AFP)
having all its satellite communications blocked for hours and the U.S. flight
company Delta Air Lines having to cancel several trans-atlantic flights because
its computer systems had been swamped by the worm.?

1 http://en.wikipedia.org/wiki/Sasser_worm
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Cyber Attacks
Worms

They are often designed to exploit the file transmission
capabilities found on many computers.

The main difference between a computer virus and a worm

is that a virus cannot propagate by itself whereas worms
can.

A worm uses a network to send copies of itself to other
systems and it.does so without any intervention.

In general, worms harm the network and consume

bandwidth, whereas viruses infect or corrupt fileson a
targeted computer.

b7E
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Trojan Horse Cyber Attacks

m ATrojan horseisa
malicious program that is
disguised as legitimate
software.

m The term is derived from
’_clbe _clas}:slical m hh of the
rojan Horse. They may
loo[l useful or interesting
(or at the very least
harmiess) to an
unsus?ecting user, but are

actually harmful when
executed.

Contempoles
.

Teaching Point

To acquaint the student with the concept of the Trojan horse program.
Comment

Trojan horse programs cannot operate autonomously, in contrast to some
other types of malware, like viruses or worms. Just as the Greeks needed the
Trojans to bring the horse inside for their plan to work, Trojan horse programs
depend on actions by the intended victims. As such, if trojans replicate and
even distribute themselves, each new victim must run the program/trojan.
Therefore their virulence is of a different nature, depending on successful
implementation of social engineering concepts rather than flaws in a computer
system's security design or configuration

ACLURMO32642
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Trojan Horse Cyber Attacks

Two common types of Trojarn horses:
1. Corrupting useful software, a cracker inserts malicious
code that executes while the program is used.

Examples: weather alerting programs, computer clock setting
software, and peer to peer file sharing utilities.

2. Masquerading standalone program as something else

1. Examples: Using a game or image file to trick the user into
some misdirected complicity that is needed to carry out the
program's objectives

Contemporary:U

Teaching Point

To acquaint the student with the concept of the Trojan horse program.
Comment -

See slide.
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Spoofing Cyber Attacks

m A technique used to gain unauthorized access to
computers.

» The intruder sends messages to a computer with
an IP address indicating that the message is
coming from a trusted host.

» To engage in IP spoofing, a hacker must first use
a variety of techniques to find an IP address of a
trusted host and then modify the packet headers
so that it appears that the packets are coming from
that host.

Contemporan::ls LTE

Teaching Point

To acquaint the student with the technique of computer spoofing and its
potential use by an intelligence service.

Comment

From the FBI website: "IP Spoofing" is a technique used to gain unauthorized
access to computers, whereby the intruder sends a message to a computer
with an IP address indicating that the message is coming from a trusted port.

Spoofing is generally used as a means to convince individuals to provide
personal or financial information that enables the perpetrators to commit credit
card/bank fraud or other forms of identity theft. Spoofing also often involves
trademark and other intellectual property violations.

b7E




Phishing Cyber Attacks

m The act of sending an e-mail to a user falsely claiming to
be an established legitimate enterprise in an attempt to
scam the user into surrendering private information that
will be used for identity theft.

= The e-mail directs the user to visit a bogus Web site
where they are asked to update personal information,
such as passwords and credit card, social security, and
bank account numbers, that the legitimate organization
already has.

m The Web site is set up only to steal the user’s
information.

‘ Teaching Point

To acquaint the student with the technique of computer phishing and its
potential use by an intelligence service.

Comment

Contempomry:w b7E

According to Computer World, phishing isn't really new -- it's a type of scam
that has been around for years and in fact predates computers. Malicious
crackers did it over the phone for years and called it social engineering. What
is new is its contemporary delivery vehicle -- spam and faked Web pages.

Phishing (sometimes called carding or brand spoofing) uses e-mail messages
that purport to come from legitimate businesses that one might have dealings
with -- banks such as Citibank; online organizations such as eBay and PayPal,
Internet service providers such as AOL, MSN, Yahoo and EarthLink; online
retailers such as Best Buy; and insurance agencies. The messages may look
quite authentic, featuring corporate logos and formats similar to the ones used
for legitimate messages. Typically, they ask for verification of certain
information, such as account numbers and passwords, allegedly for auditing
purposes. '

! See http://www.computerworld.com/securitytopics/security/story/0,
10801,89096,00.html
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Teaching Point

To acquaint the student with the technique of computer phishing and its potential use by
an intelligence service.

Comment

The following from the Washington Post, (By Brian Krebs | February 13, 2006; 1:50 PM
ET ). A source recently forwarded a link to one of the "best" phishing attacks I've ever
seen. This one -- targeting the tiny Mountain America credit union in Salt Lake City,
Utah - arrives in an HTML-based e-mail telling recipients that their Mountain America
credit union card was automatically enrolled in the Verified by Visa program, a legitimate
security program offered by Visa that is supposed to provide "reassurance that only you
can use your Visa card online."

The e-mail includes the first five digits of the "enrolled card," but those five digits are
found on all Mountain America bank cards, so that portion of the scam is likely to be
highly convincing for some recipients. The message directs readers to click on a link and
activate their new Verified by Visa membership.

Now here's where it gets really interesting. The phishing site, which is still up at the time
of this writing, is protected by a Secure Sockets Layer (SSL) encryption certificate issued
by a division of the credit reporting bureau Equifax that is now part of a company called
Geotrust. SSL. is a technology designed to ensure that sensitive information transmitted
online cannot be read by a third-party who may have access to the data stream while it is
being transmitted. All legitimate banking sites use them, but it's pretty rare to see them
on fraudulent sites.

— ACLU
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pector and Spector CNE

= The Most Intelligent Internet Monitoring and Surveillance
Software available. Rated #1 spy software by PC
Magazine.

» Records Emails, Chats, IMs, Web Sites, Programs Run,
Keystrokes Typed, Peer to Peer File Sharing, Screen
Snapshots —

Plus - Offers Internet Access Blocking and Instant
Notification Alerts. bIE

Teaching Point
To acquaint the student with the technique of monitoring the use of computers.
Comment

Immediate email alerts notify you whenever certain words (and phrases) you
specify are typed by the user or are contained in an email, chat, instant
message or a web site. (Spector CNE's email recording is so comprehensive
that it covers Outlook, Exchange, AOL, Hotmail, Yahoo and any SMTP/POP3-
based architecture.)

Spector CNE can be remotely configured and installed FROM any computer
on the network TO any computer on the network, and the recordings can be
viewed from anv PC on the network.

b7E
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Spector and Spector CNE Cyber Attacks

Spector CNE:

Corpofate se: dutomatically captures and lets
you review your employees’

= emails sent and received
» chat conversations and instant messages
» files downloaded

= web sites visited YTy Spector CNEsthe Corporate
. i r3 Network Edion of Specior Pro-

= applications launched winnes of the PC Magaaine
EDITORS £ditors Choice Award fot Best

. keystrokes typed IR  Activity Monitoring Software,

b7E

‘ Teaching Point

To acquaint the student with the technique of monitoring the use of computers.
Comment

See slide for comments.

In addition, by taking screen snapshots, Spector CNE creates the equivalent of
a digital surveillance tape so that you can see the exact sequence of
everything your employees are doing on the computer.
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Cyber Attacks
eBlaster .
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Teaching Point

To acquaint the student with various commercial techniques of monitoring the
use of computers.

Comment

Slide depicts eBlaster website and the claim that it can monitor “evgrything
they do on line as easy as checking your email.” the site also provides the
following “example:”

* You are at work and your child is home from school.
* She receives an email from John at 3:00 PM.

« Within seconds, you receive a COPY of that email sent to your email
address.

- A few minutes later, she replies to John's email.
« Within seconds, you receive a COPY of what she sent to John.

In addition, eBlaster spy software records ALL emails, chats, instant
messages, web sites visited, keystrokes typed, programs launched and peer-
to-peer (P2P) files downloaded - then sends it to you via email in the form of a
detailed Activity Report.

Receive your Activity Reports as frequently as once every hour or once a day -
it's your choice.
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Cyber Attacks
Rootkit

m Rootkit: a set of software tools frequently used by a
third party (usually an intruder) after gaining access to
a computer system.

m These tools are intended to conceal running processes,
files or system data, which helps an intruder maintain
access to a system without the user's knowledge.

ContempomD4 ’ b7E

Teaching Point

To acquaint the student with the rootkit which can be used to conceal running
processes, files or system data, thereby helping an intruder to maintain access
to a system whilst avoiding detection. the use of computers.

Comment
Definition of: rootkit on this slide and next slide.

Discuss in relation to the Regan and Hanssen cases.

A type of Trojan that keeps itself, other files, registry keys and network
connections hidden from detection. It enables an attacker to have "root"
access to the computer, which means it runs at the lowest level of the
machine. A rootkit typically intercepts common API calls. For example, it can
intercept requests to a file manager such as Explorer and cause it to keep
certain files hidden from display, even reporting false file counts and sizes to
the user. Rootkits came from the Unix world and started out as a set of altered
utilities such as the Is command, which is used to list file names in the
directory (folder).

The word "rootkit" came to public awareness in the 2005 Sony CD copy
protection scandal, in which Sony BMG music CDs surreptitiously placed a
rootkit on Microsoft Windows PCs when the CD was played on the computer.
Sony provided no mention of this in the CD or its packaging, referring only to
security rights management measures.

24
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Cyber Attacks
Rootkit

m Rootkits are known to exist for a variety
of operating systems such as Linux,
Solaris and versions of Microsoft
Windows.

m A computer with a rootkit on it is called a
rooted computer.

» The word "rootkit" came to public
awareness in the 2005 Sony CD copy
protection controversy, in which Sony
BMG music CDs placed a rootkit on
Microsoft Windows PCs
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Steganography

b7E

Teaching Point

To acquaint the student with steganography which can be used to conceal
information. '

Comment

Steganography is the art and science of writing hidden messages in such a
way that no one apart from the intended recipient knows of the.existence of
the message; this is in contrast to cryptography, where the-existence of the
message itself is not disguised, but the content is obscured.[1].

Steganography simply takes one piece of information and hides it within
another. Computer files (images, sounds recordings, even disks) contain
unused or insignificant areas of data. Steganography takes advantage of these
areas, replacing them with information (encrypted mail, for instance). The files
can then be exchanged without anyone knowing what really lies inside of them.
An image of the space shuttle landing might contain a private letter to a friend.
A recording of a short sentence might contain your company's plans for a
secret new product. Steganography can also be used to'place a hidden
"trademark” in images, music, and software, a technique referred to as
watermarking.

[1] http://en.wikipedia.org/wiki/Steganography

‘ 26
SF};(RU |

ACLURMO32052

"FBI0O31572



Sg}i{ET

Steganography
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. Comment

While steganography often borrows ideas from—or works in concert with—
encryption, it is not encryption. The aim of encryption is to scramble a
message so that a third party cannot unscramble it, even if that third party
knows full well that the intercepted communication is encrypted. The goal of
steganography is to hide the fact that a message is being sent in the first
place. Thus, old and new technologies ranging from invisible ink to spread-
spectrum communications are forms of steganography. In the digital age,
steganography involves techniques that allow the hiding of messages within
digital media.
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Satellite Audio Interception and Photography

PR —

Teaching Point

To acquaint the student with use of Satellites for Audio Interception and
Photography.
Comment

A spy satellite (officially referred to as a reconnaissance satellite or recon
sat) is an Earth observation satellite or communications satellite deployed for
military or intelligence applications. Until the 1970s and even the 1980s, many

. reconnaissance satellites that took photographs would eject canisters of

photographic film, which would descend to earth and be retrieved in mid-air as
they floated down on parachutes.!

The first satellites ejected canisters.

1 http://en.wikipedia.org/wiki/Reconnaissance_satellite
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Satellite Audio Interception and Photography

‘ Training Point

Provide the student an understanding of the basic facts of the espionage case pertaining
to Andrew Daulton Lee and Christopher Boyce who compromised US satellite systems.

Comment

Andrew Daulton Lee and Christopher Boyce. United States citizens and Los Angeles
natives, were portrayed by actor Sean Penn in director John Schlesinger's 1985 movie
The Falcon and the Snowman based on the book by Robert Lindsey. The book and the
film documented the true to life espionage activities of Lee (a heroin and cocaine dealer
by trade, hence his nickname, "The Snowman") and his childhood friend Christopher
Boyce during the mid-1970s. The Boyce character (nicknamed "The Falcon" because of
his long interest in the sport of falconry) was played in the film by actor Timothy Hutton.

For nearly two years, Lee (the adopted eldest son of a wealthy physician) traveled to
Mexico City operating as the courier for an espionage scheme which had consisted of his
delivering to Soviet Embassy officials classified documents concerning how to decrypt
secure US government message traffic and detailed specifications of the latest US spy
satellites. These documents were supplied by Boyce, a code clerk employed with the
large US defense contractor TRW, headquartered in the Los Angeles community of
Redondo Beach. Boyce (whose father was an aerospace corporation security officer and
a retired FBI agent) held a top secret clearance and worked in the company's "Black

Vault" (classified communications center.)[1]
. [1] http://en.wikipedia.org/wiki/Andrew_Daulton_Lee
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Satellite Audio Interception and Photography

Asgsial Photes of the Vekol Road Site

These acrial photos show the Vekol Road site. the Jocation of the monthly EVAC Deep Sky star paitys

The photographs were obtained fiom TerraServer. a uassive d base of acrialsatellite mnagery obtamed
front the US Geological Survey and Spi-2. whith markets forncrdy classified Sovict satcllite huagery.

e

bL7E
Conlemporary:IED

Teaching Point

To provide an understanding of the wide use of satellite photography to collect
intelligence.

Comment

East Valley Astronomy Club — Star club uses the TerraServer to place
instructions on line for its parties. The photos on the Terraserver were taken
by Soviet spy satellites.
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Audio Gizmos
RipFlashtm Plus Features:

MP3/WMA (Windows tm Media Audio) Player and MP3
Recorder 128MB Four Hour CD Quality (WMA) Playback
(2hourMP3 Record) Up to 30 Hour Voice Recording
(MP3 encoded)

Backlit Display with full ID3 tag data
Compact size ; 2.32 x 3.46 x0.67 in (WxHxD)

Built -in Microphone and Speaker (MP3 Voice
Recording)

Line-in for direct recording from any analog audio
source

Smart Media Card Memory Expansion Slot

‘ Teaching Points

To acquaint the student with the affect of new technology on the availability of
effective devices that can be used to collect and communicate intelligence
information.

Comment
See slide for description of device.!
Twww.asisonline.org/lac/executive/teletech.ppt

b7E
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Audio Gizmos
Olympus DS-660 Features:

32MB of built-in memory; up to 11 hours
recording time.

USB docking station

Voice Activation -- automatically begins and
stops recording as it senses volume

Recording time: SP mode - 5 H; LP mode —
11 H

Site — 108 x 41.5 x 21 mm
Weight — 75g (including batteries)

Contemporary:|32

‘ Teaching Points

To acquaint the student with the affect of new technology on the availability of
various effective devices that can be used to collect and communicate
intelligence information.

Comment

New Audio Recorders with USB connectivity.
See slide for description of device.’

' www.asisonline.org/lac/executive/teletech.ppt
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Spy Phone (Unlocked) » $1,799.00

Standard

Triband GSM: 1900 / 900 / 1800 (Works Worldwide)
Weight 76g, Bimensions102mm X 44mm x 13mm
Display Monochrome,

Battery Talk Time: 300 mins, Standby: 260 hrs
Features

Audio Gizmos

= Built in Speakerphone

» You can listen in on whoever takes the spy phone at
anytime.

= Can dial out and receive any phone call, like any other
cell phone.

» Transmission occurs only when the eavesdropper calls
the cellular bug from a preprogrammed number.

b8

Teaching Points

To acquaint the student with the affect of new technology on the availability of various
‘ effective devices that can be used to collect and communicate intelligence information.

Comment

The telephone is programmed with a telephone number and when anyone calls the spy
phone, it rings and operates as a normal telephone but when the phone is called using
the telephone with the number that was previously programmed into the spy phone, it
automatically answers without any ringing or lights coming on and the dispiay stays the
same as if it is on ordinary standby. There is no other spy telephone available that can
do all this. This phone can be used with any sim card.

By a simple press of a button, a seemingly standard cell phone device switches into a

- mode in which it seems to be turned off. However, in this deceitful mode the phone will
automatically answer incoming calls, without any visual or audio indications whatsoever.
In most cases, such spy phones are concealed within the targeted area, for instance,
inside a houseplant. A well placed bug phone can be activated on demand from any
remote location (even out of another country). Such phones can also préve valuable in
business negotiations. The spy phone owner leaves the meeting room, (claiming a
restroom break, for instance), calls the spy phone and listens to the ongoing
conversation. On return the owners negotiating positions may change dramatically.

Available in a dual band model for Europe as well.
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b7E

Teaching Points

To acquaint the student with the affect of new technology on the availability of
various effective devices that can be used to collect and communicate
_intelligence information.

Comment

VolP is nothing new, in fact services such as Skype have made it easy, cheap
as well as extremely popular. In order to beat such service, it is obvious that
new entrants are going to need several tricks up their sleeve to woo the
customers.

The following is from the skype.com FACs:
Is Skype secure?

Yes. When you call another Skype user your call is encrypted with
strong encryption algorithms ensuring you privacy. In some cases your
Skype communication may be routed via other users in the peer-to-peer
network. Skype encryption protects you from potential eavesdropping
from malicious users.
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Audio Gizmos
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Teaching Points

To acquaint the student with the affect of new technology on the availability of
various effective devices that can be used to collect and communicate
intelligence information.

Comment

Ubistar (An Korean company) has some up with just what the doctor ordered.
They are selling memory sticks (most of us have these) in capacities that
range from 64 megabytes right up to 1 Gb. These memory sticks can carry
the software for connecting to the internet and using a VolP system. Since
most of us need and carry these anyway, there is no additional hardware that
you are being asked to tag along.

The only thing that adds to the stick is the microphone and ear phones. Ubistar
offers the device in a choice of 3 colors - Green, Pink & Silver. The phone
dialer comes along with the memory stick and needs to be loaded on the PC.
Simply plug in the memory stick into the USB port and attach the ear phones.
As with other VolP systems you can be connected to another PC, landline or
cell phone. Vice-versa, these people can also contact you on your IP phone.
An added benefit that Ubistar has thrown is that of allowing you to send MMS,
SMS and e-mails with the software that comes along with. Its an excellent
idea, one which justifies buying the VolP memory stick all by itself.

b7E
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Audio Gizmos

Casio Audio Recorder:

30 Second Record capability
30 Pages of TeleMemo Data
$69

MP3 watches also available

. Teaching Points
To acquaint the student with the affect of new technology on the availability of
various effective devices that can be used to collect and communicate
intelligence information.

Comment
See slide.
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Video/Photo Gizmos

Has a
RANGE UP TO

Micro Camera 300 Feet!

« 300 Foot Transmission Range
« Operates on a Single 9 Volt Battery
« Matching Wireless Receiver Included
» Field Of View 60 Degrees

» Pinhole Style Lens

« $79 - $99 with audio capability

S o -

. Teaching Points
To acquaint the student with the affect of new technology on the availability of
various effective devices that can be used to collect and communicate .
intelligence information.

Comment
See slide.
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Video/Photo Gizmos

Scanner Pen

Try it nowt

« Handheld Scanner

- Top model can store

3000 pages of text

« Has IR transfer capability

« $100 - $200

Contempomry::ia b7E

Teaching Points

To acquaint the student with the affect of new technology on the availability of
various effective devices that can be used to collect and communicate
intelligence information.

Comment
See slide.
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Video/Photo Gizmos
Casio Watch Camera:

mRecording system JPEG (176 x 144 pixels),
16,770,000~ color data

mRecording medium Built-in Flash Memory
(1 MB)

mMemory capacity Up to 100 images*1

(JPEG format); auto memory of shooting

' date/time

L] Focusing;( distance approx. 30 cm, compensation possible
Zoom 2X digital zoom

= Shooting mode Outdoor, Indoor, Dusk; brightness control

m Databank function Up to 24 characters/ima%fs (uppercase
alphabetic characters, numbers, symbols), thum nail
search function

m IR Data Communication, range 10 CM MaX ., emporan] o

b7E

‘ Teaching Points
To acquaint the student with the affect of new technology on the availability of
various effective devices that can be used to collect and communicate
intelligence information.

Comment
See slide.
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Video/Photo Gizmos
Pen Cam Mega P-3

Multi-function : Digital still camera/PC camera/digital
camcorder

1.3 megapixel CMOSInternal memory

Image capacity - 8 MB built-in SDRAM (for avi movies)116
MB built-in Flash memory (for digital stills)

1248 x 960- up to 50 pictures

640 x 480- up to 160 pictures AVI
Dimensions - 1.61 x 1.34 x 4.6 inches;
68 grams (without battery)

ContemporaDO b7E

. Teaching Points _
To acquaint the student with the affect of new technology on the availability of
various effective devices that can be used to collect and communicate
intelligence information.

Comment
See slide.
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Gizmos
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ContemporaryDi b7E

’ Teaching Point
Agents can innovate and create their own techniques to communicate sensitive
intelligence.

Comment

Robert Hanssen, who compromised a number of CIA and FBI recruitments and used the
FBI computer-system to determine if he was being investigated, wrote a letter to his
Russian handlers that was reprinted in an FBI affidavit. In it Hanssen proposed that,
rather than bother with risky rendezvous in the muddy woods, he just send Moscow
encrypted stolen documents via his Palm pilot (he wanted to upgrade from a Palm il to a
Palm VIl). Hanssen made it clear he wanted to be of greater help. He told the Russians
that he needed a faster and more secure means of communicating with them, perhaps
with a new Palm VIl organizer with wireless Internet capability. If he had a faster way to
contact the Russians, the letter states, he might have been able to warn Moscow that a
listening device had been found at the State Department. "Such matters are why | need
rapid communications...It can save you much grief."

The human side of all this is illustrated by Boris Yuzhin, a KGB officer who was recruited
by the FBI. Yuzhin was arrested and held prison in Moscow and his FBI handler, SA
Larry Williams, in SF thought he had been executed. Yuzhin was released after the wall
fell and was interviewed by a CNN TV crew in Moscow at the time of the demonstrations
in front of the Russian Parliament Building. CNN had been looking for a Russian who
spoke English and found Yuzhin. Larry saw the interview, shouted “he’s alive,” and
arranged for Boris to come to the US. Boris is now happily retired in SF where he lives on

a GM-14 pension.
41
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Countering the Cyber Threat

Graphical Passwords
Biometric Passwords
Secure Coding
Encryption

Identifying Vulnerabilities

Comprehensive Proprietary Information Protection
Program

Teaching Point

There are various methods by which we can counter the cyber threat.
Comment

See slide and describe each of the capabilities listed.

bTE per FBI

bl per FBI
b7E

Note a weakness is that we can have procedures and rules and fail to follow

them. For example,

e

AGCLILIIDNN22INELR

Referral/Direct
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Countering the Human Threat

i
m Recruitments |

m National Clandestine Service (NCS)

‘ Countering the Human Threat is this all there is?

s%l 43
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Countering the Human Threat

Pitts

Lessenthien

Trofimov

comsrpuan

bl

DTE
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Countering the Human Threat

Recruitments

Ccntemporary:45

Discuss t

Fexl
he benefits of recruitment i.e. ' Hanssen bIE
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Countering the Human Threat

National Clandestine Service (NCS)

The new entity will oversee human intelligence operations conducted by the 15
U.S. agencies involved in spying, including the FBI and the Defense
Intelligence Agency, a branch of the Pentagon. "This is another positive step in
building an intelligence community that is more unified, coordinated and
effective, and is better positioned to meet the increasingly complex intelligence
challenges of the future," said John D. Negroponte, director of national
intelligence. "The NCS will serve as the national authority for the integration,
coordination, dé-confliction and evaluation of human intelligence operations
across the entire intelligence community," Negroponte said in a news release.

SEP@T 46
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Secret Writing — writing by any method that renders it
invisible to ordinary inspection

...Whistler Elementary School, Chicago, IL
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Global Positing Satellite (GPS);

| Tnterner; acconunodation addTesses, siol(

wave radio, newspaper advertisements

Global Positing Satellite (GPS)

Telenhone

® Global Positioning System (GPS)...
-1
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b7E
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2 “Dodge Diplomat, 1971, needs engme wo 000 Ve a

phone number where I can call. I'will call and leave :z'phonc
number where a recorded message can be left for me in one

@ hour. Iwill say...

@

Internet
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DATE: 01-09-2012
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DECLASSIFY ON: 0L-00-2037
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ALL INFORMATIOH CONTAIRED
HEREIN I5 UNCLASSIFIED EXCEFT
WHEFRE SHOWN OTHEEWISE

Federal Bureau of Investigation
Counterintelligence Training Center

Lesson plan for

__Length of lesson: 2 hours

Target Audience: New agents, analysts, surveillance teams@and

intelligence community members with little or no experien

Counterintelligence

Instructor: SSA|

Instructional Methods Used:

Exercise i

: ”%Lecture from PowerPoint

Exercise 1 defeating opponents

Date prepared: 09/27/2004

on paper.

Additional information: Lesson plan can be lengthened by an hour if
students are provided maps and instructional exercise to develop a

—

is planned in groups of no more than four.

bl
b6
b7c
b7E

bl
b7E
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. - list four purposes of]

e

Statement of Goals and Objectives

Goal: _
Familiarize the audience With|:|terminology and usage by , -biE
Intelligence Officers.

Objectives:

At the end of this 2-hour block of instruction, students will be able to:

RN —

- list the four methods of evaluating the effectiveness otI:|

Bl
B7E
- list the three most successful ways to-defeat the use of|:|
- explain hva:lusage has changed in the past 50 years. _
' : bl
bTE
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- Work to be done prior to class entering room|

| sEpﬁU

Equipment Requirements

Equipment for Instructor

Computer with Microsoft PowerPoint installed or a PowerPoint reader
Easel with pad or white board

Fat magic markers or Dry Erase ma.rkers

Projector for computer

Projection Screen -

PowerPoint Slide presentation entitled:l

b7E

Equipment for Students

Pens or pencils
Notepads
PowerPoint handout; three slides to each page

(Option for additional hour of instruction for exercise: Copies each, for
students, of an identical street map or a portion of a local street map. Maps

bl

must have enough clarity for the studentsto]

bIE

TR

" A CTLIRAMAO22.000
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Lesson Plan

Introduction of self and topic

Goal:

Familiarize the audience withlIlterminology
and usage by Intelligence Officers.

Objectives:

At the end of this 2-hour block of instruction,

| students will be able to:

~define

- list four purnoses od |

Slide #1

- ligt the four methods of evaluating the effectiveness
o

o ,

- :IW hsage has changed in the
past 50 years. i

| - assess how the changein[

- list the three most successful ways to defeat the use .

' S&'F.’,J

Slide#2,3 -

Make sure audience is
familiar with terms

(Objective #1)

Slide #4

Define

Discuss with students the

similarities between
lusagel |

Go over each element of
definition:

A




(8

Ask student to take out
list of found
in room. Evaluate each

used to see
how it meets these four
criteria.

Service
Mission
Clandestine
(Objective #2 — List four purposes of] D Slidé #5
Purposes: .
bl
E7E
(Objective #3 List for methods of evaluating A
the effectiveness o Slides #6 to #14
Photographs
bl
DTE

SEB‘&ET

ACLITRAO22200D
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| Iis the best example of
this. , -

| Compare the list of four
| evaluating factors with

-which ways can best be
defeated.

T°So howdo youfd,éfear;gcédw rrrrrrrrrrrrrrrrrrr

(Objective #4 Ways in which| |

. Slides #1510 #20-

“Explained that each-will
be detailed in the . -
. following slides:

b1
bTE

A CT ITRALQ22N002
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(81

SE>4(ET

Slides #21 to #25

bl
b7E

Example: 1995 —Michael Stephen Schwartz,
US Naval Commander charged with
passing DOD classified documents
on classified diskettes to Saudi naval
officers from 1992 to 1994 while
assigned in Riyadh. He was charge
with four counts of espionage and

- five counts of removing classified
materials to his home. In a plea he
received .an “other than honorable”
discharge and lost all retirement and
military benefits. The Virginian-
Pilot (Nofolk, VA, May 25, October
14, 1995; Washington Post,
September 13, 1995.)

bl
b7E
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| The Sword and The Shield, pg 141-142.
(1999, Basic Books, Inc.)] |

Show video of] I cue the tape to the

segment onf
Concealment Devices Slides #25 to #32
An innocuous object demgned or :
adapted as a container for hiding
material or equipment (money,
film, documents, cameras, radios,
etc) ,
(Objective #5 Describe ten types of] | Slides #33 to #38
~ discussed in which stolen information is GPS note - Robert
- transmitted Hanssen had purchased
a GPS shortly before his -
arrest.
Telephone note -
1. Global Positing Satellite (GPS); Anna Montes, who
| spied for Cuba hada
3 _Internet:
5.7short wave radio,
6. newspaper advertisements; |

7. telephone,

s€9ﬁgr

- ACEURMO32095 ——

bl

b7E

bl
b7E
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““““ e bl
DTE
(slides on Internet; newspaper advertisements) | Stida #30 o #42
;o
(slides onl IShort wave radio) Slide #43 to #47
Anna Montes used short
wave radio to '
communicate with Cuba
H |
bl
b7E
Slides #48 to #56
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each other. The package is dlsomsed to
conceal 1ts conteénts.

Exarhnle:| |

' ‘.Example 1996 Robert C. Kim, Office of Naval

. Intelligence. A civilian who was arrested -

- outside a diplomatic recéption at Ft. Myers,

- Virginia-as he stood beside.Capt. Baek Dong
-11 of Korean Embassy Naval Attaché. Kin
was a native of Koréa who became a citizen *
and passed-dozens of classified, some. TS, and-
-documents tc Baek: Convicted of conspiracy
to comimit espionage. Washington Post, Sept -
26, 1996, Oct 2, 1996, LA T1mes May 8,

1997 .

bl
b7E

- ways to-defeat fhe;use-oﬂ:bm

' _ 'changed in the last 50 years)

B (Obj éct'igze‘._#&‘ List tli’e-thr‘ee most “s,uc‘c;es'sﬁltlr

e

(Ob_] ect1ve #7 — Explam how|:Ihas

(Ob] ectwe #8 Assess how-ch: nge.; ine
'sggerrever the past 50-vears

| the past 50 vears.Discuss the change in
| usagg

Discuss hovs}:}Jsage has chaxi ged in

[Make two observations about the

: | Ihas increased, and the-method .of

‘changes 1| | Note that the type of

bl
b7E -
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transferring materials has become more
sophisticated and, arguably, easier, with the onset of
the Internet and digital means.

For example,|:|in the last 50 years
has changed in a cumulative way. The methods of

stealing secrets from 50 and even 10U years ago arée
still in use; however, new methods have been added
to the spies' toolboxes. In years past, a spy was
limited to the bulk of film or the mechanics (tools
and time) of reducing film to a microdot. The
alternative was to transfer massive amounts of
bulky paper. Today, digital scanning and
transference permits a spy to amass and transfer
large amounts of material for espionage in very
small packages. For example, all the materials
stolen by the|

In addition, the methods of transferénce of
._stolen materials have changed. The use of the

Assess how the change in| |usa,<.r,e .

.over the past-50-vears|

| One example

of changes 1n| Jand the wdy law
enforcement can seek to defeat these changes

bl
b7E
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Counterintelligence investigators must
seek to update their arsenal through continual
training to be aware of methods used by spies.
Counterintelligence investigaiors fust

b7E

Discuss how the
marked in the

room at the beginning of |-

the class is obvious if

ou are looking for
b Ask the class

‘what they think are some
of the most effective

b7E

What have we accomplished? Now you
should be able to: ‘
- defing

- list four purposes le:|
- describe five ways is stolen,

3]

- list the four methods of evaluating the
effectiveness o .

- list the three most successful ways to
defeat the use o ,
- explain how usage has changed
in the past 50 years.

- assess how the change i |usage

Remember to ask if
there are any questions.

(Remove in
room.)

b1
kTR
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DATE: Ol-10-2012 ALL INFORMATION CONTAINED

CLASSIFIED BY 65175 /DMH/EAW/STE /bls MEREIN T8 WHCLASSIECED BXCEFT
EEASON: 1.4 (o) WHEFE SHOWH OTHERWISE

DECLASETFY OM: 01-10-2037

-Counterintelfigence _}
- Division

Counterintelliigence
Training Center

Goal: Familiarize the audience withI I A
Objectives: 3 bTE

- review four methods to evnluatel |

effectiveness
-list the sful ways to defeat the R

use o. . b TR
- explain ho sage has changed in | .

the past 50 years. i
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| Evaluate the effectiveness of a technique
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* SE | ALL INFORMATION CONTAINED

DATE: H1-10-2012 HERLIN IS UNCLASSIFIED EXCERT
CLAZSTFIED BY 65179/DMH/BAW/STP/bls LR Lo DRLLAMSLES -
WHERE SHOWN OTHERWISE

REASON: 1.4 (c)
DECLASSIFY OM: 01-10-2037

THE GAME ON THE
STREET
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MY GOALS TODAY:
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GROUND RULES:
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LET’S LOOK AT SOME
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I MIGHT DO THIS:
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I MIGHT TRY THIS:
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QUESTIONS?

COMMENTS?
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DATE: Cl-10-20lz
CLASSIFIED BY obl73/DHO/BAWASTE /bl
izl

FEASO0H: 1.4
DECLASEIFY OM: 01-10-Z037

ALL INFORMATION CONTAIMED
HEREIN IS UNCLAISIFIED EXCEPT
SHOWE OTHERWISE
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DATE: 01-10-201L2

CLAZSIFIED BY oLl75/DHH/BAW/ZTR/bls
RELSOH: 1.4 (o}

DECLASSTIFY ON: 01-10-2037

15)

INTRODUCTION TO

“What you're seeingisn’t .

‘necessarily what's 'ha'Ppening_?; N

STERE]

ALL INFUORMATION CONTAINED
HERFEIN I5 UNCLASSIFIED EXCEFT
WHERE SHOWN OTHERWISE

[- Miscellaneous
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DATE: 01-10-2012

CLASSIFIED BY €5179/DMH/BAW/STP/bls
FEASOH: 1.4 (c)

DECLAZZIFY ON: 01-10-2037

sEpéEr

ALL INFORMATION CONTAINED
HEREIN I5 UNCLASSIFIED EXCEFT
WHERE SHOWN OTHERWISE

Operational Security for
the Asset and the Agent

SS.
Counterintelligence Training Center

Why do we need OpSec?

b6
b7C
bT7E

% Security for the Asset

+ Planning

()

bl
b7E

¢ Security for the Asset

@ Security for the Asset

+ Meetings:

bl
b7E

SE

ET

“ACLURMO32115
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Security for the Asset

+ Information handling security:

; Security for the Asset

Some tools for the trade:

8

g Security for the FBI and USG

] ¢+ What are you giving away?
i Communication is not always a two-way
street!

€ 5 Security for the Asset

4 + Emergencies:

¢ ‘ Security for the Special Agent
&

Reviewing Asset Performance

bl
b7E

bl
bL7E

bTE




8y Remember

+ Does it make sense? B
3 I5 it physically pocsible? b7E

£« Is it consistent with my training, knowledge

| and experience?

Your Asset Is Not Your Friend
.
b7E

QUESTIONS??




DATE: 0l-10-2012 SEQQT
‘CLASSIFIZED BY 65179/DMH/BAN/STE/bls
REAZON: 1.4 (c) Lo
DECLASSIFY ON: 01-10-2037 Outline of Activities 1
v ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED EXCEPT
WHERE SHOWN OTHERWISE
_ _ Content Outline/Activities Instructor Notes |
I: S :I . Qlide-41
Wwi1Ae # 1
Introduction
Thus far in this portion of the training course, you have been afforded a
few hours of training regardingljl Included in this|
training have been discussions regarding:
bl
bTE
'.'"Sl'idé"#Z'l
‘ bl
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SMT

QOutline of Activities

Content Qutline/Activities

|

Instructor Notes
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SERRET

~Outline of Activities

| , Content Outline/Activities |  Instructor Notes
bl
bIE
Slide #3
' 'Personnel"ProblemeJ
bl
bLTE
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SECRET

Outline of Activities 4

Content Outline/Activities ,Instruct-or Notes
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Outline of Activities

Content Outline/Activities

Instructor Notes
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Outline of Activities : 6
l Content Outline/Activities |  Tnstructor Notes
(8) -
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5|
5|
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. Outline of Activities 7
Content Qutline/Activities . ) Instructor Notes
(81
81
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Outline of Activities ‘ 8

Content Outline/Aéﬁvitiés" S

| Instructor Notes |
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, Outline of Activities 9
| Content Qutline/Activities |  Instructor Notes
(5]
bl
b7E
IR
Slide #6 “Final
Final Thoughts: Thoughts™
(8
b1
b7E
At this point the instructor should allow for questions.
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DATE: 01-10-2012

CLASSIFIED BY &517%/DMH/EAW/ETEF/bl=
FEASON: 1.4 (o}

DECLASSTFY ON: O1l-10-2037

L3

ALL INFORMATION CONTAIHNED
HEFEIN I3 UNCLASSIFIED EXCEFT
WHERE RHOWN OTHERUISE

Lesson Plan

Preparation Date:

Target Learner Group:

bl
(3] o7
Lesson Length: One Hour
Prepared By: SSA| | b6
b7C
Methods Used: Lecture; Classroom Discussion

February, 2006

Basic Counterintelligence Operations .
(CIOPs)

ACLURM®32127
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FBl031647



SEPRET
Jtems and Materials

Items/Materials to Teach the Class:

1. Power point projector
2. CD of presentation

Items/Materials for Each Student:

1. Handouts of presentation

— AC




SEpRET
DATE: 01-10-2012 Outline of Activities 1
CLASSIFIED EY 65175 /DMH/EAU/STP/bls ALL INFORMATION CONTAINED
LEASON: 1.4 ic) HERETH I3 UNCLASSIFIED EXCEPT
DECLASSIFY OH: 01-10-2037 WHERE SHOWN OTHERWISE
R 1 [InstrpctorNotes |
l: 5 :I Slide #1]
Introduction
|: 5 :I “Rarliar "‘Xle Ajdeiisdad ths canirente of) bl
b7E
""S']i'dé"#Zl
bl
b7E
(57
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Outline of Activities 2

¥

- ContentOutlme/Activities. - | TInstructor Notes
Other Considerations: ) Slide #3 “Other
Get awav from the vehicle: : Considerations”

(5
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Outline of Activities 3

. .~ ContentOQutling/Activities - .- | Tnstructor Notés
Compass and Maps:

8y | Paper and writing utensils:

Disguise: ,,, _
1S bl
b7E

e

Food and Water-

|:S:| B B

| Slide #5-

bl
b7E
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Outline of Activities 4

Tastructor Notes

[¢p!
sy

ide #6 |
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bl
bT7E

| Slide #8

| This requires no personal
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Outline of Activities 5

| Instructor Notes

bl
bT7E

1851

| Slide #9
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b7E
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Outline of Activities

| TostructorNofes

{'Stide #10

| Stide #11

Spenc
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DATE: 0L-10-201Z

Statemeént of Objectives

Instructional Goal: .

At the conclusion of this class, the student will be able to articulate the concept of

| The studerit will be able Io conceivd

ALL INFOUEMATION CONTAINED
e ‘1?' Fagll o) I’: ‘I" & ] ‘]' Pl I‘I" ;
gézfﬁ;ﬂ? f? ?“”'4' DHI/BAM/STE/bLs M , . HEREIN IS UNCLASSIFIED EXCEPT
: bl L1 . o )
; THETE SHOWN OTHERWIS
DECLASSIFY ON: 0l-10-2037 WHERE SHUWH OTHERWISE

bl
b7E

Instructional Objective:

At the conclusioﬂ of the class, the student will be able to:

AFT T1IRANMA2D12Q
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ALL THFORMATION CONTATHED

HERETIH I3 UNCLASSIFIED

DATE 01-10-2012 BY 65179/ DMH/BAN/STP/bl=

Lesson Plan

“Introduction to ’ o
Lesson Length: 2 Hours
Prepared By: SSA| b6
B7C

Methods Used: Lecture, Discussion, Powerpoint
Preparation Date: | ~ January, 2006
Target Learner Group: Basic Counterintelligence Operations

(CIOPs)
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Jtems and Materials

Items/Ma;erials to Teach the Class:

. Lesson CD

. Powerpoint Projector

. Screen (or blank wall)

. Chalkboard and Chalk (or flipchart and markers)

L O

Items/Materials for Each Student:

1. Powerpoint Presentation handouts (optional at instructor discretion)

' FBI031662
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DATE: O1-10-2012 Outline of Activities

CLASSIFIED BY 65179 /DMH/BAW/STF/bls
FEASON: 1.4 {c)

DECLASSIFY 0N: 01-10-2037 WEERE 3HOWN OTHERWIZE
.~ Content Outline/Activities | Instructor Notes
Introduction
This block of instruction will concern[ | We are going to discuss | Stide #1

1

ALL IHNFORMATION CONTAINED
HEEEIN IS UNCLASSIFIED EXCEPT

the v»,aysl is utilized, why it is utilized, and why it is effective.
Many of the methods we will discuss have been in use for a number of years,
and while not “electronically” technical, or sophisticated nonetheless.

as been in use as long as| | The warrior
king Sun Tzu authored his classic work, “The Art of War” in about 500 B.C.
In this work-considered by many to be the definitive martial treatise-there is

an entire chapter in this devote i ng.
|was a )

|

“BEverything has a definition”; This is how our adversaries conduct their

activities and get their job done.|

(31

Our use of| |
assists us in the enforcement of EQ 12333.

------- E012333 provides the FBI with primacy in CI matters; EQ12333
signed in late 1940s------

8

“Tntraduction To

| I%Deﬁnitioh

Slide #3
“W'hy ]

Slide #4
“Categories of
Operational Acts”.

‘ol

bTE

bl
bTE
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| Instructor Notes

Slide#5

Slide photo is mailbox near Ames’ residence
Slide photo is park sign near Hanssen’s residencg
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Slide #18
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bIE
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Slide #20 “Other 1
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(5 Communications.”

e i o FBI031667




) SFSRET
” Outline of Activities

I . Slide #21 “Tools of
T ——— the Trade”

(g
bl
b7E
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Slide #22
“Clandestine
Communications-The

Next Generation” b1
bTE

“Internet”

e “Electronic Devices”
bl

b7E
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Slide #23

o e “Clandestine

TR Communications-The
Next Generation?”
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Outline of Activities

gy _ __|  Tnstructor Notes |
(8] ! b1
DTE
Slide #24
“Clandestine
(5] Communications-The
Next Generation?”
“The Internet’]
|: S :l ............... . bl
b7E
Slide # 25 *Training”
“Training”
bl
bTE
(5]
Stide#26 ||
“UNIVERSAL” - The methods and techniques of the services are verv Trends”
{51 | similar; although some differences will be exhibitec bl
DTE
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(8 Outline of Activities 8
T ContentOutlmolAchvifies — T Tastructor Notes__
G — Slides #27-36
bl
bTE
Instructor Points:
IR
Summary

At this time, the instructor may field questions from the class, bearing in
mind that subsequent blocks of instruction will provide more in-depth
information regarding many of the principle discussed in this introductory
class.
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DATE: O1-10-2012 SEKET : ALL INFORMATION CONTAINED

CLASSIFIED BY S5175/DIG/BANSSTF/Dls . HEEFIN IS UNCLASSIFIED EXCEPT

REASON: 1.4 (c) - "WHEEE SHOWH OTHERWISE
DECLASSTFY OM: 01-10-2037

Statement of Objectives

Instructional Goal:

{5} . After the block of instructio
ability to recognize various forms off o1
bIE

Instructional Objective:
After two hours of instruction, students will, from memory:
1. Be able to name the three types of operational acts.

2. Have the ability to identify no less than 5 operational acts by definition.
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Course 2B - Contemporary:l

DATE: 01-10-2012
CLAZSIFIED BY o5173/DMH/BAW/STF/bls
FEAZON: 1.4 (c)

June 6, 2006 DECLASSIFY ON: 01-10-2037
22 Teaching Point
To acquaint the student with thel
Iil ALL INFORMATION CONTAINED
C ¢ HEFEIN If UNCLASSIFIED EXCEPT
ommen VHERE SHOWN OTHERWISE b7E
See slide for comments
23 Teaching Point
To acquaint the student withl
Comment
b7E
24 Teaching Point
Comment
iti bTE
Definition of:
< MPRI=s 1 M
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Course 2B — Contemporar)j o
June 6, 2006

* The word "rootkit" came to public awareness in the 2005 Sony CD copy
protection scandal, in which Sony BMG music CDs surreptitiously
placed a rootkit on Microsoft Windows PCs when the CD was played on
the computer. Sony provided no mention of this in the CD or its
packaging, referring only to security rights management measures.

25 Comment

b7E

The word "rootkit" came to public awareness in the 2005 Sony CD copy
protection controversy, in which Sony BMG music CDs placed a rootkit
on Microsoft Windows PCs.

26 Teaching Point

To acquaint the student with steganography which can be used to conceal
information.

Comment

Steganography is the art and science of writing hidden messages in such
a way that no one apart from the intended recipient knows of the
existence of the message; this is in contrast to cryptography, where the
existence of the message itself is not disguised, but the content is
obscured.!"

Steganography simply takes one piece of information and hides it within

another. Computer files (images, sounds recordings, even disks) contain _
unused or insignificant areas of data. Steganography takes advantage of bIE
these areas, replacing them with information (encrypted mail, for

instance). The files can then be exchanged without anyone knowing what

really lies inside of them. An image of the space shuttle landing might

contain a private letter to a friend. A recording of a short sentence might

contain your company's plans for a secret new product. Steganography

can also be used to place a hidden "trademark" in images, music, and

software, a technique referred to as watermarking.

[1] http://en.wikipedia.org/wiki/Steganography
27 Comment

<MPRIJ= - SEDRET Pa
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Course 2B — Contemporary bTE

June 6, 2006

28

29

< MPRIS=

B errmrmmrmarroy

b7E

Teaching Point

To acquaint the student with use of Satellites for Audio Interception and
Photography.

Comment

A spy satellite (officially referred to as a reconnaissance satellite or recon
sat) is an Earth observation satellite or communications satellite deployed
for military or intelligence applications. Until the 1970s and even the
1980s, many reconnaissance satellites that took photographs would eject
canisters of photographic film, which would descend to earth and be
retrieved in mid-air as they floated down on parachutes.1

The first satellites ejected canisters.
1 http://en.wikipedia.org/wiki/Reconnaissance_satellite
Training Point

Provide the student an understanding of the basic facts of the espionage
case pertaining to Andrew Daulton Lee and Christopher Boyce who
compromised US satellite systems.

Comment

Andrew Daulton Lee and Christopher Boyce. United States citizens and
Los Angeles natives, were portrayed by actor Sean Penn in director John
Schlesinger's 1985 movie The Falcon and the Snowman based on the
book by Robert Lindsey. The book and the film documented the true to
life espionage activities of Lee (a heroin and cocaine dealer by trade,
hence his nickname, "The Snowman") and his childhood friend
Christopher Boyce during the mid-1970s. The Boyce character
(nicknamed "The Falcon" because of his long interest in the sport of
falconry) was played in the film by actor Timothy Hutton.

For nearly two years, Lee (the adopted eldest son of a wealthy physician)
traveled to Mexico City operating as the courier for an espionage scheme
which had consisted of his delivering to Soviet Embassy officials
classified documents concerning how to decrypt secure US government
message traffic and detailed specifications of the latest US spy satellites.
These documents were supplied by Boyce, a code clerk employed with
the large US defense contractor TRW, headquartered in the Los Angeles
community of Redondo Beach. Boyce (whose father was an aerospace

Page{
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Course 2B — Contemporary:l

June 6, 2006

30

31

32

33

< MPRIS=

D ommcnon ey

corporation security officer and a retired FBI agent) held a top secret
clearance and worked in the company's "Black Vault" (classified
communications center,)m

m htti:)://en.wikipedia.org/wiki/Andrew_Daulton_Lee
Teaching Point

Lo provide an understaiiding of the wide use of satellite photography to

collect intelligence.

Comment

Teaching Points

To acquaint the student with the affect of new technology on the
availability of effective devices that can be used to collect and
communicate intelligence information.

Comment
See slide for description of device.1

1 www.asisonline.org/lac/executive/teletech.ppt

Teaching Points

To acquaint the student with the affect of new technology on the
availability of various effective devices that can be used to collect and
communicate intelligence information.

Comment

New Audio Recorders with USB connectivity.
See slide for description of device.'

1 www.asisonline.org/lac/executive/teletech.ppt
Teaching Points -

To acquaint the student with the affect of new technology on the
availability of various effective devices that can be used to collect and
communicate intelligence information.

Comment

b7E

b7E

FBI031677
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Course 2B — Contemporary: © bIE

June 6, 2006

34

35

<« MPRIS=

(B oommreaions ey

bTE
Teaching Points
To acquaint the student with the affect of new technology on the
availability of various effective devices that can be used to collect and
communicate intelligence information.
Comment
b7E

The following is from the skype.com FACs:
Is Skype secure?

Yes. When you call another Skype user your call is encrypted with strong
encryption algorithms ensuring you privacy. In some cases your Skype
communication may be routed via other users in the peer-to-peer
network. Skype encryption protects you from potential eavesdropping
from malicious users.

Teaching Points

To acquaint the student with the affect of new technology on the
availability of various effective devices that can be used to collect and
communicate intelligence information.

Comment

b7E

g3
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June 6, 2006

36

37

38

< MPRIJ=

B ommrans o

b7E

b7E

Teaching Points

To acquaint the student with the affect of new technology on the
availability of various effective devices that can be used to collect and
communicate intelligence information.

Comment

Casio Audio Recorder:
30 Second Record capability
30 Pages of TeleMemo Data
$69

MP3 watches also available

Teaching Points

To acquaint the student with the affect of new technology on the
availability of various effective devices that can be used to collect and
communicate intelligence information.

Comment
Micro Camera
* 300 Foot Transmission Range
e  Operates on a Single 9 Volt Battery
¢ Matching Wireless Receiver Included
¢ Field Of View 60 Degrees
* Pinhole Style Lens
* $79 -$99 with audio capability
Teaching Points

To acquaint the student with the affect of new technology on the
availability of various effective devices that can be used to collect and
communicate intelligence information.

. Bl
SEPRET
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Course 2B — Contemporary
June 6, 2006

Comment

Scanner Pen
¢ Handheld Scanner
¢ Top model can store
¢ 3000 pages of text
¢ Has IR transfer capability
e §100- 8200

39 Teaching Points

To acquaint the student with the affect of new technology on the
availability of various effective devices that can be used to collect and
communicate intelligence information.

Comment

Casio Watch Camera:

e Recording system JPEG (176 x 144 pixels), 16,770,000~ color
data

e Recording medium Built-in Flash Memory (1 MB)

e Memory capacity Up to 100 images*1 (JPEG format); auto
memory of shooting date/time

¢ Focusing distance approx. 30 cm, compensation possible
Zoom 2X digital zoom

¢ Shooting mode Outdoor, Indoor, Dusk; brightness control

e Databank function Up to 24 characters/image (uppercase
alphabetic characters, numbers, symbols), thumbnail search
function

¢ ]R Data Communication, range 10 cm max
40 Teaching Points

To acquaint the student with the affect of new technology on the
availability of various effective devices that can be used to collect and
communicate intelligence information.

Comment
Pen Cam Mega P-3
e Multi-function : Digital still camera/PC camera/digital camcorder |
o megapixel CMOSInternal memory

* Image capacity - 8 MB built-in SDRAM (for avi movies)116 MB
built-in Flash memory (for digital stills)

<MPRI~ Pageds.
oot SBeET 7-
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Course 2B - Contemporary| M TE

June 6, 2006

e 1248 x 960- up to 50 pictures
o 640 x 480- up to 160 pictures AVI
e Dimensions - 1.61 x 1.34 x 4.6 inches;
o 68 grams (without battery)
41 Teaching Point

Agents can innovate and create their own techniques to communicate

G b7E FBI
sensitive intelligence. VB per

Comment

42 Teaching Point
There are various methods by which we can counter the cyber threat.
Comment bl per FBI
See slide and describe each of the capabilities listed. b7E

Note a weakness is that we can have procedures and rules and fail to
(%) . follow them. For example)] |

Referral/Direct
<MPRI)= ' Pagsdt
e e N
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June 6, 2006

43

44

45

46

47

48

49

, MT
Course 2B — Contemporary

b7E per FBI

Comment

Will caver in this segment a few comments about the following
techniques:

I'l Recruitments

W National Clandestine Service (NCS)

Comment

Pitts
Lessenthien
Trofimov

Comment

Earl Pitts.

Comment

Kurt Lessenthein.

.. Recruitment

Comment

George Trofimoff.

Comment

Referral/Direct

bl per FRI
bTE

bl per FBI
b7E

Discuss the benefits of recruitment i.e. Hanssen|

Comment
National Clandestine Service (NCS)

The new entity will oversee human intelligence operations conducted by

the 15 U.S. agencies involved in spying, including the FBI and the

Defense Intelligence Agency, a branch of the Pentagon. "This is another
positive step in building an intelligence community that is more unified,

coordinated and effective, and is better positioned to meet the

increasingly complex intelligence challenges of the future," said John D.
Negroponte, director of national intelligence. "The NCS will serve as the
national authority for the integration, coordination, de-confliction and

evaluation of human intelligence operations across the entire intelligence

< MPRIS=
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Course 2B — Contemporary

June 6, 2006
. o b1
community," Negroponte said in a news release. BIE
(5] GoalTo instill in the student an understanding of the sionificant issues and techniques
relating to]
Objective: T'o provide the siudent with a conipreliensive and lively explanation of the
15 - use of contemporary|[
Criterion Test Questions:
b1
bTE

(81
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T -10-
SEPRET
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(3]

e

SERRET

Course 2B — Contemporary

June 6, 2006
, bl
18. What is b7E
-1 9 Name- two-cases-where the technique was used.
20. What is the name of the new entity that will oversee human intelligence
operations conducted by 15 U.S. agencies?
Test Answers:
bl
b7E
< MPRI=
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Course 2B — Contemporary
June 6, 2006

Equipment:

Equipment/Aids for Instructor: Power Point Projector and VHS
Equipment/Aids Required for Instructor: Power Point projector and VCR
Equipment/Aids Required for Students: None.

Power Point Slides or Overheads: Power Point Slides.

Handouts: Yes.

Bibliography:

Roﬁald Kessler. Moscow Station. New York: Charles Scribner’s Sons, 1989.

Ronald Kessler. The Spy in the Russian Club: Charles Scribner’s Sons, 1990.

Sherry Sontag and Christopher Drew. Blind Man's Bluff. New York: Public Affairs,
1998.

David Wise. Spy. New York: Random House, 2002.
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Course 2A — Early

e

WHERE

ALL INFORMATION CONTAINED
HEFEIN I% UNCLAZSIFIED EXCETT
SHOWHN OTHERWIZE

June 6, 2006
DATE: 0l-10-Z014
. . CLASSIFIED BY ©Sl79/DME/BAU/STE/bl=
Federal Bureau of Investigation REASDN: 1.4 (c,d)

DECLASSTFY ON:

01-10-2037

e

ACT TTD\/T{\’)’?}K(

. . b6
Title of Instruction: |:| b7C
b7E
Time of Instruction: Two (2) Hours.
Target Group: FBI Special Agents and other selected personnel.
Instructor;
Method of Instruction: Lecture, group discussion
Additional Information: None
February 1, 2008.
Goal: To instill in the student an understanding of the sicnificant issues and technigues
relating tof b1
: B7E
Objective: To provide the student with a comprehensive and lively explanation of the
useoffl .
Lesson Plan
Slide # Teaching Points/Comments
1 Introduction
2 Teaching Point:
Provide a definition of and explain where it fits in
understanding an intelligence operation. bl
bTE
Comment:
3 Teaching Point:
<MPRIJ= Page 1
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Course 2A — Eariy

June 6, 2006

(51

= MPRIJ=

i B) coremrcasons concany

Comment:

Teaching Point:

Comment:

Teaching Point:

Communication can be made in secret writing.

Comment:

Explain the difference between cryptology and cryptography.
Teaching Point:

Comment:

Teaching Point:

Teaching Point:

bl
bIE

bl
b7E

b7E

FBI0O31687
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Course 2A - Early

June 6, 2006
9
10
11
12
@%&BRI%

b7E

decrypt the message.

Comment:

Comment:

Second click produces the translation - Point out the key words in it to
illustrate the method of communication.

Teaching Point:

bl
. b7E

(Photos of secret writing containers and examples of secret writing used
during the American Revolutionary War).

Comment:

b7E

Teaching Point:

Page 3
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June 6, 2006

13

14

15

16

< MPRES=

[ S

Many apparently innocent items can be used to hide secret messages. b7E
Comment: ’
Teaching Point:
Comment:
bTE
Teaching Point:
Some relatively simple methods can be highly effective.
Comment;
bl
b7E
Teaching Point:
Comment:
B7E
Teaching Point:

g %T Page 4
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June 6, 2006

Comments

b7E

17,18,19,20,  Teaching Point:

Ac?uaint the student withl

Comment:

b7E

21 Teaching Point

Comment b7E

22,23 Teaching Point:
Acquaint the student with the use of]

Comment: bR

< MPRE=

= sty
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June 6, 2006

24

25

26

< MPRIS=

i Dermmarmcsions

b7E

Teaching Point:

To acquaint the student with|

Comment:

b7E

Teaching Point:

To acquaint the student witl

Comment:

bTE

Teaching Point:

To acquaint the student with the concept of

Comment:

SEPRET

ACTIIIRNAN2D171
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Course 2A - Early

June 6, 2006

27

28

29
-

30
31

(8]

< MPRI=

(B ey coromy

b7E

Teaching Point:

To acquaint the student with the concept of]

Comment:
(Examples of Ames and Hanssen)
Teaching Point:

b7E

To acquaint the student with the

Comment:
(Lonetree and Hanin Cases)

Teaching Point:

bl
b7E

Comment:

Introduction to Segment re Clandestine Electronic Devices

-Teaching Point:

To acquaint the student with the various different kinds of electronic

devices utilized in espionage transactions.
Comment
Describe devices listed in slide.

¢ Listening Devices

ACILIIDNAN2D 17D
z

bl
b7E

Page 7

1
Y C LU IIVIOIZ T 7

FBIU31092




s E\}QET
Course 2A — Early

June 6, 2006 b7E
32 Teaching Point
Listening devices can be placed surreptitiously to collect information.
Comment
13-
33 Teaching Point
bl
(5]~ b7E
Comment
(o
34 Introduction to Segment re Spy Cameras
35 Comment
bTE
36 Segment re Concealed Devices
37 Teaching Point
A variety of common devices found in many homes or offices have
been used to secrete intelligence.
Comment
A variety of common, everyday devices have been utilized by
intelligence services to enable their agents to conceal information and
equipment. Several of these devices appear on this and the following
slides.
38 Teaching Point
< MPRI-) Page 8
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Course 2A - Early

S@{ET

June 6, 2006 b7E

The situation drives the design of the concealment.

39 Comment

40 Comment
Everyone has one or more of these.

4] Introduce Segment re is Countered

42 Teaching Point

HE

Comment ‘
The methods that will be discussed are listed on the slide. };%E

43 Teaching Point

(&) -
Comment
31
44 Teaching Point
(3)

Comment 1;% B
Mention also:

45 Teaching Point
Comment b7E

<« MPRIS=

(D omammon ooy
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46

47

48

49

(51

50

<MPRIJ=

Do oren

Teaching Point

Comment

LTE

Describe the Verona Case and what it revealed about Soviet intelligence
operations and activities in the US. Julius and Ethel Rosenberg were

guilty.
Point out how difficult it is today to break encrypted messages.

Teaching Point

Video may be used to surveil an espionage meeting]

bT7E

or a variety of other intelligence activities.

Comment

Generally, video is an important technique when CI has an idea of
where an activity may occur. Then the placement of video cameras may

collect intelligence or evidence to be used in a prosecution.

Comment

Comment

bl

b7E

Teaching Point:

To acquaint the students with the reasons for-conducting surveillances.

Comment

There are various reasons for conducting surveillances, not just to

observe the subject,
SEE?ﬁgT

ACTIITDRNIQ2D 1748
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b7E
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51 Teaching Point:

To acquaint the student with the different types of surveillance

Comment

b7E

52 Teaching Point

To acquaint the student with the technique of

Comment

b7E

53 Training Point

Comment

DISCUSS THE BENEFITS OF RECRUITMENT citing cases

involving Oleg Gordievsky, Boris Yuzhin, Kim Philby, and Vasili

Mitrokhin. Discuss the impact of the Robert Hanssen case on the FBI iﬁE
(8 and of the Aldrich Ames case on the CIA.

Photos are of Arkady Shevchecnko, Mitrokin, Philby, Guy Burgess,
Donald Maclean, Ed Howard, Ames, Hanssen, Felix Block, Dmitri F.
Polyakov, Valeri Martynov, and Sergei Motorin .

< MPRIs Page 11
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S ET bTE

Course 2A — Early
June 6, 2006

Criterion Test Questions:

bi
b7E
Test Answers:
b7E
«MQK@». Page 12

B e ey
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Course 2A - Early

June 6, 2006
(5]
bl
b7E
(5)
Equipment:

Equipment/Aids for Instructor: Power Point Projector and VHS
Equipment/Aids Required for Instructor: Power Point projector and VCR
Equipment/Aids Required for Students: None.

Power Point Slides or Overheads: Power Point Slides.

< MPRE= | . Page 13
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Course 2A — Early St?m

June 6, 2006

Handouts: Yes.

b7E

Bibliography:

Ronald Kessler. Moscow Station. New York: Charles Scribner’s Sons, 1989.

Ronald Kessler. The Spy in the Russian Club: Charles Scribner’s Sons, 1990.

1998.

David Wise. Spy. New York: Random House, 2002.
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M

Sherry Sontag and Christopher Drew. Blind Man’s Bluff. New York: Public Affairs,
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DATE: 01-11-2012

. - - s ey o ALL INFORMATION CONTAIHNED
CLASSIFIED EY 5175 /DMH/BAW/STE/bls S FERETH IS UNCLASSTFIED EXCEPT
FEARON: 1.4 (o) S ' -

_ WHERE SHOWN OTHEEWISE
DECLASEIFY ON: 01-11-2037

Agenda -
. contemporary [ loerne
. OldSpies and NewFocus. bIE
. Old Problems and New Techniques
. Cyber Aftacks ' :

. Stenanography
. Satellite Interception
. Gizmos

[

R Contempqrary-Deﬁned ' " Old Spies and New Focus
g : : : Information vs. Bullets
bTE
Old Spies and
Information Gathering
b7E

LUL\lVlU FBI031 700




SECRE]

- 0Old Spies and New Focus

" Diminished Personal Risk

Old Problems and New Techniques

Malware Utilization

.Cyber Attacks

A virus is a self-replicating/self-
reproducing-automation program
that spreads by inserting copies of
itself into other executable code or
documents

A computer virus behaves in a way similar to a biological
virus, which spreads by inserting itself into living cells.

Extending the analogy, the insertion of a virus into the
program is temmed as an “infection®

ACTIIIDANAN2DN1Q

R

Old Problems and New Techniques

Communicating

n Mal;Nare .

- Virus - ‘

~ Worms

~ Trojan Horse ‘
m Spoofing
= Phishing
m Spector and Spector CNE
m eBlaster
= Rootkit

Virus

The infected file (or executable code that is not part of a
file) is called a "host". Viruses generally do not affect
network performance, as their malicious dctivities are
mostly confined within the target computer itself.

Viruses are one of the several types of malicious software
or malware

Predominant negative effect of viruses is thelr tncontrolled
self-reproduction, which wastes or overwhelms computer
resources.

F

b7E

Cyber Attacks l
|
!

1l

o’

b7E

I C LU INIVIUIDZTO
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i

Cyber Attacks

Some viruees hivve & delayed payiosr, which is sometimes
called a bomb.

For example, a virus mrght display a message on a specific
gay or wait until it has infected a certain number of
osts. : .

Atime bomb occurs during a.particular date or tlme.

Alogic bomb occurs when the user of a computer takes an
action that triggers the bomb.

' Cybér Attacks

S |

waimisas
replicating computer program,
similar to a computer virus, b7E
* Aworm is self-contained and does
not need to be part of another
program to propagate itself.

)

-

: Cyber Attacks
= Worms °

They are often designed to exploit the file transmission
capabilities found on many computers.

- The main difference between a computer virus and a worm
. isthat a virus cannot propagate by itself whereas worms
can.

A worm uses a network to send copies of itself to other
systems and it does so without any intervention.

" In general, worms harm the network and consume
bandwidth, whereas viruses infect or corrupt filesona
targeted computer

" Trojan Horse Cyber Attacks

Two common types of Trojan horses:

1. Corrupting useful $oftware, a cracker inserts malicious
code that executes while the program is used.

Masquerading standalone program as something else

1._

2,

conemionr [ |

Trojan Horse. Cyber Attacks

ATrojan horse is a
malicious-program that is
disgui ed as legitimate
soft
The term is derived from bIE

the classical myth of the
* Trojan Horse, They may

I l% useful oF interesting

(or at' the veryleast

harmless) to an

unsusPectIng user, but are

actual y harmful when

executed.

Spoofing (fyber Attacks

= Atechnique used to gam unauthorized access to
computers.

= The intruder sends messages to a computer with
an IP address indicating that the message is
coming from a trusted host.

= - To engage in IP spoofing, a hacker must first use
a variety of techniques to fi nd an IP address of a
trusted host and then modify the packet headers
SI? thﬁt it appears that the packets are comlng from
that host.

b7E

1
|
v
|
i
E
!
\
|
i
1

R
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Phishing . Cyber Attacks

m The act of senqu an e-mail to a user falsely claiming to
be an established legitimate énterprise in an attempt to
scam the user into surrendering private information that
will be used for identity theft. ~

= The e-mail directs the user to visit a bogus ?_Q;I;g
where they are asked to update personal information,
such as passwords and credit card, sodial security, and
bank account numbers, that the legltlmate organ zation
already has.

i
|
1
|
|
|
|
|

m The Web site is set up only.to steal the user’s o ; - e e '
information. e . — b7E

mnnx _ 10

Cyber Attacks Cyber Attacks

"Nty i Mebuon, Gitve” "

Spector and Spector CNE .

f
Q@@ird |
Spector CNE: ‘

4:31‘*0'3&"

RPN
|
|
i

Corporate se: automatically capmres and lets
e you review your employees’
Spector and Spector CNE . - emails sent and received -
1 chat conversations and mstant messages
, files downloaded _
| websitesvisited oot QY rbe oo
. s wawm.

1 applications launched 3 visadetciopes
i
i
|

keystrokes typed BT actiy Montoriog Softvase b7E

» The Most Intelligent Internet Monltorlng and Survelllance
Software available. Rated #1 spy software by PC
Magazine.

m Records Emails, Chats, IMs, Web Sites, Programs Run,
¥ Keystrokes Typed Peer to Peer File Shanng, Screen
Snapshots —

Plus - Offers Internet Access BIOEKIHQ and instant
Notification Alerts,

conensers [ = | " cnweoen [

= U O S WS S

SR L  Cyber Attacks R - Cyber Attacks
eBlaster ' : ) il Rootkit
’ ) = Rootkit: a set of software tools frequently used by a

= The ONLY software (i third party ‘(usually an mUuder) after gaining access to

in the world that PEZ] A% Skr 40-0aDE NEWS LAl ONEWS | a computer system
. ‘ computer system.
mﬁ;‘:&t;;i;he" @‘*8'“‘”5 0 - Taestans | m These tools are intended to conceal runmng processes,

Proarieon sy

] ; o ~ der maintain
outgoing email, E"“m*.’.’,‘f&;';mu e — files or system data, which helps an intruder ma

chats and instant ) J , access to a system without the user’s knowledge,
messages - then . TmTiE | g v
IMMEDIATELY - s ; : : o7
forward you an ST S : ’

EXACT COPY

ACLURMY FBI031703




Rootkit

Cyber Attacks

= Rootkits are known to exist for a vanety of operating '
systems such as Linux, Solaris and versions of Microsoft
Windows.

m A computer with a rootkit on it is called a rooted computer.

m The word "rootkit" came to public awareness in the 2005

Sony CD copy protection controversy, in which Sony BMG
music CDs placed a rootkit on Microsoft Windows

|
B
|

i

Satelllte AUle Interceptlon and Photography

ACTLLIIDANIQA2N1Q
O

s
Satellite Audio Interceptlon and Photography —1

Sivm ;sdruu : o

I
|
!
)

—
Satellite Audlo Interceptlon and Photography

Aerial Photos of the Vekol Road Site
B Tuesc serial photes shew the Vehol Road ntx, the breaton of the monthly EVAC Decp Sky 1607 paatys

ll Tho phatogrepin were sbtased Gom TemsSenver,
odrost s Grolegeal Survey and Spa-t, i e r.mm,«a.m:.d Seniet satckue imiszery.

1
i
|

b7E

b7E

b7E
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IS T
_ . , . | ! ' . Audio Gizmos

P Audio Gizmos Olympus DS-660 Features: - 4

1

[

RigPashtm Flus Features: 32MB of built-in memory; up to 11 hours
' . | of bui
‘MP3/WMA (Windows tm Media Audio) Player and MP3 recording time. i p .

Recorder 128MB Four Hour CD Quality (WMA) Playback
(2hourMP3 Record) Up to 30 Hour Voxce Recording | i USBdocking station

(NP3 encoded) Voice Activation -- automatically begins and \ =¥ b7E

‘Backlit Display with full ID3 tag data _ .. : | stopsrecording as it senses volume . f
iCOmpact size ; 2.32 x 3.46 x0.67 in (WxHxD) - | Recording time: SP mode - 5 H; LP mode -1t
iBuilt -in Microphone and Speaker (MP3 Voice ! ‘ H ‘ i
Recording) ) | Site—108x41.5x21mm

rLIne-m for direct recordmg from any analog audio
'source

Smart Media Card Memory Expansron Slot ——

Weight ~ 75g (including batteries)

Auclro GlszS
Spy Phone (Unlocked) » $1,799.00 i - : ]
Standard -

Triband GSM: 1900 ]900/ 1800 (Works Worldwlde) ot | | - 5

Weight 769, Dimensions102mm x 44mm x 13mm | [ . ves Gt atimcsn

Display Monochrome, | ‘ ; \ r

Battery Talk Time: 300 mins, Standby: 260 hrs | i e o b7E
Features ‘ { ‘ -

= Built in Speakerphone

= You can listen in on whoever takes the spy phone at
anytime,

= Can dial out and receive any phone call, hke any other
cell phone.

» Transmission occurs only when the eavesdroppercalls
the celluar bug from a preprogrammed numctzerm -
dhcnporan

AUdIO Gizmos

e—
I i % ' Y 17
f M o e i I Casio Audio Recorder:

LS My £ > i
30 Second Recard capability
30 Pages of TeleMemo Data

$69

MP3 watches also available

e

ACTILIIDNAN2N1Q4L
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Video/Photo Gizmos

Micro Camera

= 300 Foot Transmission Range

* Operates on a Single 9 Volt Battery

« Matching ereTess Receiver Included i '
« Field Of View 60 Degrees

* Pinhole Style Lens

« $79 - $99 with audio capability

" Video/Photo Gizmos
Casio Watch Camera:

. MRecording system JPEG (176 X 144 pixels),
+ 16,770,000~ co!or data -

MRecording meduum Built-in Flash Memory
(1MB) .

EMemory capacity Up to 100 |mages*1
(JPEG format); auto memory of shooting
date/time
= Focusing distance approx. 30 cm, compensatlon possible
Zoom 2X digital zoom
m_Shooting mode Outdoor, Indoor, Dusk; brightness control

= Databank function Up to 24 charactersfimage (Uppercase
alphabetic characters, numbers, symbols), thumbnail
search function .

= IR Data Communicatlon, range 10 cm maxc_m"m- .

Scanner Pen
«» Handheld Scanner

« Top model can store
L

3000 pages of text
 Has IR transfer capability
« $100 - $200

R

Pen Cam Mega p-3

Multi-function : Digital still camera/PC camera/dlgltal
camcorder

1.3 megapixel CMOSInternal memory

Image capacity - 8 MB built-in SDRAM (for avimo
MB built-in Flash memory (for dlgltal stllls)

1248 x 960- up to 50 pictures {

: 640 x 480- up to 160 pictures AVI ’
Dimensions- 1.61 X 134 X 4.6 Inches; A% ; l

|

i

Video/Photo Gizmos

les)llﬁ

b7

68 grams (without battery)

Countering the Cyber Threat

|

FBI031706
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| Countering the Human Threat

bl

': it :' = Recruitments 7 7: I : bTE
» National Clandestine Service (NCS) Lessenthien
Trofimov
(3]
bl
b7E
Contemper
(8
bl
b7E
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Countering the Human Threat

National Clandestine Service (NCS)
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DATE: 0Ol-11-2012 )

CLASSIFIED EY 65170/ /DMH/EBAW/STP/bla
REASON: 1.4 {(c)
DECLASSIFY ON: 01-11-2037

Qouﬁtérlﬁtelligence »

Division
Counterintelligence
Training Center

* DEFINITION

(8-

181

ACTIIIDNIN2D]

SE

ALL INFORMATION CONTAIMED
HEREIN I% UNCLAZSZIFIED EXCEPT

WHEEE

SHOWH OTHERWISE

7/15/2011

b7E

bl
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SEBRET 7115/2011

(3]

(31
bl
b7E
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SEORET
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7/15/2011

(3]

bl

b7E

b7E

bl

L7E

(8-

ACTIIRANAQ2D1QD

Fbl031712

z

YO LU INIVIUIJZT




SE?QE I

(8]

HTF
I =QUIPMENT Concealment Devices
(5] BN ™ Concealment Devices .
. |

b7E

m Photography
- Cameras
—Scanners,

Document PhOtograhhy
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DATE: 0l-11-2012

CLASSIFIED BY obl7o/DMH/EAW/STP /bls
REASON: 1.4 (c.d)

DECLASSIFY ONW: 01-11-203%

S J iT ALL IHFOEHMATION CONTAINED

HEFEIN I3 UNCLAZZIFIED EXCETT
WHERE =HOWH OTHERWISE

Federal Bureau of Investigation

Title of Instruction:
Time of Instruction: Two (2) Hours. be
b7C
Target Group: FBI Special Agents and other selected personnel. b7E
Instructor:| |
Method of Instruction: Lecture, group discussion
Additional Information: None
February 1, 2008.
Goal. T instill in the student an understanding of the significant issues and techniaues
relatingtd
bl
T bR
) JE— Ob] ctive: To provide the student with a comnrehensive and livelv exnlanation of the
useof[
Lesson Plan
b7E

Slide # Teaching Points/Comments

1 Introduction

2 Teaching Point:

Provide a definition of] Iand explain where it fits in
understanding an intelligence operation.

5 T -1-

ACTIIRNMO2D 104
A3 w}

ACEURNO32156 — FBl031716




(8] R Comment:
3 Teaching Point:
5
bl
bE
Comment:
15
4 Teaching Point:
-] R
Comment: E%E
] R |
5 Teaching Point:
Communication can be made in secret writing.
Comment:
Explain the difference between cryptology and cryptography.
6 Teaching Point: o
| Comment:

.~ ACLURMO032197 FBI031717




s@ﬁ\@ET

7. Teaching Point:
8 - | Teaching Point:
. bTE
Comment:
9 Comment:
Second click produces the translation - Point out the key words in it to
-illustrate the method .of communication.
10 Teaching Point:
(51
bl
b7E
.| (Photos of secret writing containers and examples of secret writing used

FBI031718




Spe 1

during the American Revolutionary War).

11 Comment:

12 Teachi
Many apparently innocent items can be used to hide secret messages.

Comment: bIE

13 Teaching Point:

Comment:

14 | Teaching Point:
Some relatively simple methods can be highly effective.

Comment:

.
.......................... bl
bT7E

15 Teaching Point:

Comment:

-4-

Fbl0317/19




16 Teaching Point:
Comments
17,18,19,20, | Teaching Point:

Acquaint the student with the

Comment:

21

Teaching Point

Comment

b7E

b7E




22,23

Teaching Point:

Acquaint the student with the use of

Comment:

b7E

24

Teaching Point:

To ac?uainlt the student withl

Comment:

b7E

25

Teaching Point:

To acquaint the student with

Comment:

b7E

-6-

FBI031721
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ALL INFORMATION CONTAIHED
’ HEREIN I5 UNCLASSIFIED ECERT
S ET NOFORNPDPATE: 01-11-2012 WHERE SHOWH OTHERWIZE
CLASSIFIED BY 65175 /DMH/BAN/STE/bls
REAZON: 1.4 {c}
DECLASSIFY ON: 01-11-2037

- , e
“There is one evil I dread,
and that is, their spies.”

George Washington b6
b7cC
b7E

“You Can See A Lot When
You Observe Things” -
. . jrm—— Yogi Berra
sp‘qnoroau
bl
|: S :l “ b7E
S%NOFORN %NOFORM
Primary Purposes of
. "What's happening N
is much more =
) hall b7E
5 than what
you're
seeing”
1
| ACLURM032202 e




' SE}Q{W NOFORN

Clandestine Communication Clandestine Communication
Techniques Personal
bl
b7E
s?ﬁuomu 8
. %NOFORN . .
Personal Techniques
. bl
(5] b7E
FIE
o %NOFORN s%nnom
Personal Techniques Personal Techniques
bl
I:S:I \ b7E

FBI0O31723




sa}éET NOFORN

(&)
y ,
(3]
bl
b7E
%NOFORN .
Personal Techniques
I R
| Impersonal Techniques
bl
b7E
(&) ernorons
(2

SE%QET NOFORN ' 3

A f‘I_[TD\/H\’I’J’II\A‘_
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| SE?’{{ET NOFORN

SEPRET NOFORN %ET NOFORN 20
..... £-
1 %Emoroun #{NOFORN

Impersonal Techniques iImpersonal Techniques

b7E
e
ol . Ferows
Impersonal Techniques mpersonal Techniques
bl
b7E
()

-
B
]
-
B

A22204,
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SEGRKRET NOFORN

b7E
%ETNDFORN
mpersonal Techniques
S W _
bTE
l%‘NOFORN A 2 . SﬁETNOFORN 38
S%NOFORM . .
mpersonal Techniques
bl
b7E

SE NOFORN 9

syg/@ET NOFORN 5
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SEPRET NOFORN

Puder nororn
mpersonal Techniques

Brian Patrick Regan

b7E

20,000 pages of classified documents buried'in
}Xg 19 locationsggWginia and Maryland:,
NOFORN 3

(&)

sHRev voron

imCarlos and Elsa Alvarez - CTE
%mProfessors at Florida

; International University
«Arrested 2006

ROFORN 3%

FBI031/727




SE T NOFORN

s%rrnow %NOFORN
(4] Impersonal Techniques
bl
I: S :I 1 b7E
%SFORN 7
/
SQ‘&TNOFORN 39 ‘ S%TNOFORN 4
b7E

‘xjxé::s’x}&nu;ﬁuwﬁgu‘gg%%i o

nanNanRanAARORBINRA]

SECRET NOFORN 7
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e

T NOFORN

SE

b7E

b7E

i

NOFORN
Impersonal Communication

o
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2
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o
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ET NOFORN

%Nomn

wy - El |
;%uom 49
%nom
! Communication Techniques
Bl el
|:E:| B
%’NQW 51
Hherrorom |
Summary — |
(5

X Information Acquisition
= Digital Steganography .
bTE
» Cryptography
S%‘NQFORN 0
%NOW
Miscellaneous
bl
""""" L7E
S%NOFORN 52
} j Final Thoughts
= Universal Vs. Unique to Service i%E

= Something unusual or not right

' w US considered the major leagues

= Their nation’s best and brightest /
trained and equipped

— talk to SSGs, Senior Agents,
HQ or CITC

%‘r NOFORM

FBIU31730




Questions?

4 U ARRIED AT ORY. JINES SExSED FE N ECLECTED ToLoex.
‘}Assm msswm\w ; ,

R NEAT BRI

b7 —

SRRET NoFoRN

Techniques

= For Tuesday Practical Exercises

Scroro
Act Demonstrations
» Tuesday AMJ

!*qnomn 8

Surveillance Practical

In Afternoon

L 4

n

[ §

. W

L]

n

u

" [EQ.QLEmn.lacemgnLLBTtrieval

L}
ssXa HOFORN 5
s?ﬁ NOFORN

%’ NOFORN
4

SE NOFORN

y RULES OF ENGAGEMENT

se)ﬁ!r NOFORN ]

b7E

b7E

10
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NOFORN

NOFORN

Rules of Engagement

b7E
%NOFORN 61 #QNOFORN 62
%WW #QNOFORN
Rules of Engagement EQUIPM ENT
b7E
S=May the best team win
SE'%[NOPORN 63 %OFORN 4
Do e g
Agent Communication
< 2 w Concepts / Tools / Techniques
,,,,,,,,,,,, bl
VVVVVVVVVVVVVVVVVVVVVVVV NOFORN 65 SE,%NOW 66 b7E
T NOFORN 11
ACEURMO
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SEGRET NOFORN 12
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) 'DATE: 01-11-2012 ALL INFORMATION CONTAIHNED
‘ CLAZSIFIED BY o51%3/DMI/BAWSSTE /bla s T HERFEIN 15 UNCLASSIFIED EXCEPT
FEAROH: 1.4 (o) WHERE SHOWN OTHEEWIZE

DECLASSIFY 0ON: 01-11-2037

Introduction To

bl
b7E
“What you’re seeing
isn’t necessaril y what’s
happening.”
B X1
why[ b
A+ Executive Order (E.O.) 12333 bl
~ Designates the FBI as the lead agency for CI b7E
matters in the U.S.
* Proven methods of exploiting adversary
weaknesses
+ Proven counter-measure tactics
e e
k1
(8- b7E
% P
1
1
o ACTUR




b7E

(5]

b7E

' S T
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b1
L7E
(5] o
Packages
) b1
bTE
Clandestine Communications:
Tools of the Trade The Next Generation
. bl
. b7E
5 ’
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[raining

Ly |
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bl

b7E

bl

b7E
bl
b7E

Principles
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%

He

SE\?&QET
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b7E

Objectived

bl

L7E

bl
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Questions??
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ALL INFORMATION CONTAINED
HERETN I5 UNCLASSTFIEL
DATE 01-11-201& BY 65173/ /DMIH/BAW/5TP/bla
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. b6
Time of Instruction: Two (2) Hours. B7C
b7E
Target Group: FBI Special Agents and other selected personnel.
Instructor;
Method of Instruction: Lecture
Additional Information: None
June 6, 2006.
Goal: IJ
b7E
Objective | |
Lesson Plan
Early
Slide # Teaching Points/Comments
1 Introduction
2 Teaching Point:
Provide a definition of and explain where it fits in -
understanding an inteliigence operation. B7E
Comment:
T E— Lomment:
3 Teaching Point:
PRI Page 1

Course 2A - Early
June 6, 2006

Federal Bureau of Investigation

Title of Instruction: Early

fizm s oo e ormogres e o o [ p—

sr:}é\[r

-

ALL INFORMATION CONTAIRELD
HEREIN IS UNHCLASSIFIED EXCEFT
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Course 2A ~ Early

June 6, 2006 L7E
Comment:
(81
bl
bTE
4 Teaching Point:
The exchange of information must be
Comment:
5 Teaching Point:
Communication can be made in secret writing.
Comment:
Explain the difference between cryptology and cryptography.
6 Teaching Point:
Comment:
7 Teaching Point:
bTE
8 Teaching Point:
Comment:
elgmpm%m
=

FBI031743




Course 2A — Early

June 6, 2005
9
1
10
11

<MPRISs

o (E) commancatans sompuy

SEPRET

bTE

Teaching Point:

Secret Writing (SW) still plays a role in spying.

Comment:

Second click produces the translation - Point out the key words in it to

illustrate the method of communication.
bl
b7E

Teaching Point:
Invisible ink may be used to conceal writing.

Comment:

Invisible ink is a substance used for writing, which is either invisible on
application, or soon thereafter, and which later on can be made visible
by some means. The use of invisible ink is a form of steganography, and
has been used in espionage. Other uses may include property marking,
hand stamping for readmission, and marking for the purpose of
identification in manufacturing.*

* http://en.wikipedia.org/wiki/Invisible_ink

Comment:
Page 3
SE T
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Course 2A — Earlj bTE
June 6, 2006
12 Teaching Point:
Many apparently innocent items can be used to hide secret messages.
Comiment:
13 Teaching Point:
7
Comment: rE
14 Teaching Point:
Some relatively simple methods can be highly effective.
Comment:
(3]
bl
b7E
15 Teaching Point:
Comment:

< MPRIS= Page 4
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Course 2A — Early

b7E
June 6, 2006
(Mention Schevchenko case in NY)
16 Teaching Point:
Comment:
17 Teaching Point:
Acquaint the student with
Comment: b7E
18 Teaching Point
Comment
b7E
19 Teaching Point:
Acquaint the student with the use o}
Comment:
< MPRID= Page 5
1T omemencasons compuy
Sperc]
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SI#ET |
b7E
Course 2A —~ Early

June 6, 2006

20

21

22

<MPRIS=

i) sommnancn wovary

Teaching Point:

To acquaint the student with

Comment:

b7E

Teaching Point:

|_Ig_lnajm the student with

Comment:

bTE

1 eacﬁmg Yomrt:

To acquaint the student with the concept o]

Page 6
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Course 2A - Early:l o7E

June 6, 2006

23

24

26
27

=MPRIS=

antB) comurasona comvany

__Comment:

Teaching Point:

To acquaint the student with the concept of]

Comment: b7E
(Examples of Ames and Hanssen)
Teaching Point:

To acauaint the student with the)

Comment:
(Lonetree and Hanin Cases)

Teaching Point:

Comment:

bl
- bR

Introduction to Segment re Clandestine Electronic Devices
Teaching Point:

To acquaint the student with the various different kinds of electronic
devices utilized in espionage transactions.

Comment
Describe devices listed in slide.
e Receivers

o Listening Devices

Page 7
SE T
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on .
Course 2A - Early . bl

June 6, 2006

b7E

g
28 Teaching Point:
Radio receivers have been used to provide direction to espionage
agents.
Comment
b7E
29 Teaching Point
Listening devices can be placed surreptitiously to collect information.
Comment
J 1
I: E :I e bTE
30 Teaching Point
bl
Y b7E
Comment
b7E
31 Teaching Point
Radios have been
) — Comment
“““ bl
b7E
«kg,fpm%m SE[}*RT Page 8
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Course 2A — Early S ; J bTE
June 6, 2006

32 Teaching Point
Comment
(85
bl
b7E
33 Teaching Point
Comment
b7E

(Photographs and explanation of devices)

34 Introduction to Segment re Spy Cameras
35 Agenda for Section

See slide.
36 Teaching Point

To acquaint the student with the Robot electronic camera which was
used in a number of espionage operations.

Comment

<= MPRIS= Page 9

1 B) commrnacons smowny

AL IIDNIN22020
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June 6, 2006

37

38

39-41

42 - 44

45
46

<MPRIS=

(D cvry

S
Course 2A ~ Early ] b7E

Comment

Teaching Point

To acquaint the student with

Comment

b7E

Teaching Point

To acquaint the student withl

Comment

Teaching Point

To acquaint the student with

Comment

b7E

Segment re Concealed Devices
Teaching Point 7

A variety of common devices found in many homes or offices have
been used to secrete intelligence.

Comment

A variety of common, everyday devices have been utilized by
intelligence services to enable their agents to conceal information and
equipment. Several of these devices appear on this and the following
slides.

Page 10
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Course 2A - Early SE?éQ b7F
June 6, 2006

47 Comment

48 Comment

Another concealment for a camera —

49 Teaching Point

The situation drives the design of the concealment.

Comment

| [concealment device. b7E

50 Comment
51 Comment

Again, a common item used to conceal something used in espionage.
52 Comment

Again, a common item used to conceal something used in espionage.
33 Comment

Everyone has one or more of these.
54 Comment

BTE

<MPRIS= \[ é Page 11
R} Y S
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Course 2A — Early

June 6, 2006
55
56
I:S:l R
57
181
(5
58
LBy
N
59
60
< MPRIS=

(B commrncaons conpany

SERKET

b7E

Introduce Segment re |is Countered
Teaching Point
Comment
The methods that will be discussed are listed on the slide. b1
Teachins Paoint bIE
Comment
Teaching Point
Comment

bl

bTE
Mention also:
Teaching Point

ptect

bTE

Comment

bountermeasures are as varied as are CI Officers.

Teaching Point

Comment

Describe the Verona Case and what it revealed about Soviet intelligence
operations and activities in the US. Julius and Ethel Rosenberg were
guilty.

Point out how difficult it is today to break encrypted messages.

SE\?éET Page 12
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~ Course 2A - Early
June 6, 2006

61

62

63

- 65

66

<MPRE)~

(B cowmrciucrn comany

SECRET

Teaching Point

b7E

Comment

Teaching Point -

Video may be used to surveil an espionage meeting,

Comment

bTE

Generally, video is an important technique when CI has an idea of
where an activity may occur. Then the placement of video carneras may

collect intelligence or evidence to be used in a prosecution.

Comment

Teaching Point

To acquaint the student with the technique of surveillance

Comment

bl
b7E

Teaching Point

To acquaint the student with the technique of

Comment

bTE

Training Point

Page 13
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Course 2A — Early

June 6, 2006

s?ﬁg

~<MPRIS

D ormrentrcon

Comment

DISCUSS THE BENEFITS OF RECRUITMENT citing cases
involving Oleg Gordievsky, Boris Yuzhin, Kim Philby, and Vasili
Mitrokhin. Discuss the impact of the Robert Hanssen case on the FBI
and of the Aldrich Ames case on the CIA.

b7E

bl
b7E

Photos are of Arkady Shevchecnko, Mitrokin, Philby, Guy Burgess,
Donald Maclean, Ed Howard, Ames, Hanssen, Felix Block, Dmitri F.
Polyakov, Valeri Martynov, and Sergei Motorin .

S%T Page 14 .

FBI031755




Course 2A ~ Early
June 6, 2006

Criterion Test Questions:

-

oT7E

bl
bT7E

Test Answers:

ACIIIRNMO2222 4

Page 15
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(5

5% b7E
Course 2A - Early

June 6, 2006

bl
b7E

Equipment:

Equipment/Aids for Instructor: Power Point Projector and VHS

<=MPRIS Page 16
miymw'{vm S Iﬁz _!_
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SRR

Course 2A - Early|
June 6, 2006

Equipment/Aids Required for Instructor: Power Point projector and VCR

Equipment/Aids Required for Students: None.
Power Point Slides or Overheads: Power Point Slides.

Handouts: Yes.

b7E

Bibliography:

Ronald Kessler. Moscow Station. New York: Charles Scribner’s Sons, 1989.

Ronald Kessler. The Spy in the Russian Club: Charles Scribner’s Sons, 1990.

Sherry Sontag and Christopher Drew. Blind Man's Bluff. New York: Public Affairs,

1998.

David Wise. Spy. New York: Random House, 2002.

<= MPRIJ=
ol SEpRET

Page 17
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S\%ET ALL INFORMATION CONTAINED
HEFEIN I3 UNCLASSIFIED EXCEPT
Course 2B — Contemporary

WHERE ZHOWH OTHERWISE
June 6, 2006

Federal Bureau of Investigation DATE: 01-11-2012
CLASSIFIED BV oLl7%/DMH/BAW/STE/bls
REAZON: 1.4 (o)

Title of Instruction: Contemporarlel DECLAISIFY ON: 01-11-2037 gig c
bTE
Time of Instruction: Two (2) Hours
Target Group: FBI Special Agents and other selected personnel
Instructor:
Method of Instruction: Lecture
Additional Information: None
June 6, 2006.
Sy R
“Goall
bl
Objective b7E
15)
Criterion Test Questions:
bIE

= MPRI= Page 1
e SEDRET
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Course 2B —~ Contemporar)

June 6, 2006
[ ]
[ 1
130
bl
b7E
[ 1]
[ ]
|:S:I . e ———
Test Answers:
b7E

<MPRIS= Page 2
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Course 2B — Contemporary
June 6, 2006

bl
b7E

Equipment:

Equipment/Aids for Instructor: Power Point Projector and VHS
Equipment/Aids Required for Instructor: Power Point projector and VCR
Equipment/Aids Required for Students: None.

Power Point Slides or Overheads: Power Point Slides.

Handouts: Yes.

@MPLRI%‘,E» . Page 3
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S T I
Course 2B — Contemporary

June 6, 2006

b7E

Bibliography:

Ronald Kessler. Moscow Station. New York: Charles Scribner’s Sons, 1989.

Ronald Kessler. The Spy in the Russian Club: Charles Scribner’s Sons, 1990.

Sherry Sontag and Christopher Drew. Blind Man’s Bluff. New York: Public Affairs,
1998.

David Wise. Spy. New York: Random House, 2002.
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DATE: 01-11-2012 N .
CLASSIFIED BT 65178 /DMH/BAW/STE/bls Skt I
FEASON: 1.4 (c)

DECLASSIFY ON: 01l-11-2037

For i nl

CITC OUTREACH BRANCH

The CITC Outreach Branch supports three functions that span beyond traditional

LLL INFORMATION CONTAIMED
HEREIN IS UNCLASSIFIED EXCEFT
SHOWH OTHERWISE

Counterintelligence training in the FBI, to include expanded and.new CI training for agent and
non agent personnel, CI training and awareness for members of the Intelligence Community (IC),

and added liaison with the IC.

CITC TRAINING AT THE

SSG Training: Training new SSG members has been a function of the Outreach Branch

for many years. In January 2007 we began to transition the training to familiarize the
| personnel with CITC training responsibilities. The
training materials CITC provided td linclude newly-updated presentations and

lesson plans for the following: |

in

bo
b7cC
b7E

This involves approximately 12 hours of training and is taught on demand for

The POC for this training i

bl
b7E

For

sEq‘H

ACITIIDNA2DD042
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(&)

15)

15)

[POC 1 SSA]

CITC TRAINING PROVIDED TO OUTSIDE AGENCIES

CITC Outreach provides training to: the Interagency Training Center (ITC), the
Counterintelligence Field Activity (CIFA), the Defense Intelligence Agency (DIA), the
Intelligence Community Officer Course (ICOC) a joint IC course, the National
Geospatial-Intelligence Agency (INGA), the United States Secret Service, and the
National Counterintelligence Executive (NCIX).

- ICOC Training; CITC Qutreach provides training for the Intelligence Community

Officer course a] Reston, VA. This course is for GS-15 and above in the
USIC. The one-hour training module is entitled NSB and Federal Partners and provides
an overview of NSB and how the FBI works with our Federal Partners. Prior to 2006, this
FBI was not provided a slot for this teaching, but the Outreach team requested and
became a regular part of this instruction. The training takes place every four-five weeks.

The POC for this training is| |

ITC Training: CITC Outreach provides training for the IT(] |

The one hour training module is entitled Omega 4 and provides] |
with an understanding of what strategy and resources the FBI would apply to them if they

were trying to operate in the U.S. The ITC training facility is located in located in|
|[POC for this training is SSAl |detailed to the ITC

Bill Kline, ITC Director |

CIFA training - CITC Outreach works closely with CIFA's Joint Counterintelligence
Training Academy (JCITA), on their CI Staff Officer's Course. The one hour training
block is entitled NSB and Federal Partners. It provides an overview of NSB and how the
FBI works with our Federal Partners. The training site is
POC for this training is| | Course Director, JCITA,| |

DIA training - CITC Outreach provides training for the Joint Military Intelligence

bl
b6
b7¢C
b7E

bl

ko
b7C
b7E

bl
b6
bic
b7E

ke
b7C
bTE

A FBI031764




; 'investigaf;ion. The DVD is a starting point to provide training regardin

s?@r

For Offietal¥dse Only

Training Center (JMITC), part of Defense Intelligence Agency (DIA), at their facility at
| |and once a year to a Combatant Command. The one hour training
block was entitled NSB and Federal Partners. This is the same block provided to DIA

personnel af POC for this training is] |
IMITC,] |

COUNTERINTELLIGENCE YESTERDAY AND TODAY course

CITC contracted for and reviewed a pilot of 38 hours of unclassified training blocks on
the importance of counterintelligence to national security. In June 2005, CITC Outreach
personnel assisted in securing a five-year contract with four companies and out of those
five companies, MPRI was awarded the contract to produce these blocks of CI training.
In FY07 itis planned to hold the course in Boston and Cincinnati field offices.

POC for this training is] feel),and TJoffice).

Technology Transfer DVD
CITC Outreach Branch commissioned a DVD of a fictional technology transfer case

- The DVD
will be placed on the Virtual Academy and be followed by blocks of specialized
instruction.

POC for this training is SSA |:| POC at the Biograph i

Additional POCs who have intermittently worked with Outreach Branch are:

bo
bic
b7E

b6
b7C

bl
be
b7C
b7E

bl
b6
b7cC
b7E

Recruitment Center

For i nly
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AL THFORMATION CONTATHED
HEREIN I% TMCLASSIFIED
DATE D1-11-2012 BY A5179/DMH/BAN/5TR /s

Sun Mon Tue Wed Thu Fri Sat
1 2 3 4 5 § 1
Managing C1 Managing C1 Managing Cl Managing CI Managing CI
Investigation & Investigation & Investigation & Investigation & Investigation &
Operations 0701 Operations 0701 Operations 0701 Operations 0701 Operations 0701
| |_ QT
§ 9 10 11 12 13 14
Holiday
15 16 17 18 19 20 2
CIOPS 0701 CIOPS 0701 CIOPS 0701 CIOPS (701 CI0oPS 0701
0T
n 3 pL 25 % 7 28
CIOPS 0701 CIOPS 0701 CIOPS 0701 CIOPS (0701 CIOoPS 0701
Week 2
2 30 i
CIOPS 0701 CIOPS 0701
Week 3
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2006
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ALL IHFORHATION CONTAINED
HEREIN 13 WHCLASSIFIZD
DATE 01-11-2012 BT 63173/DMH/BAE/5TE/bls

Sun Mon Tue Wed Thu Fri Sat
1 2 3 4
5 6 7 § 9 10 1
CIOPS (701 CIOPS 0701 CIOPS 0701 CIOPS 0701 Holiday
Week 4
12 13 14 15 16 17 18
C1 Espionage Course | CI Espionage Course | CI Espionage Course | CI Espionage Cowrse | Cl Espionage Course
0701 OT 0701 0701 0701 0701
19 0 )| py) 3 yL 25
Thanksgiving
2 4 yrs 2 30
ClYesterdayand | CIVesterdayand | CI Yesterdayand | CI Yesterday and CI Vesterday znd
ﬁ Today Today Today To dayy

IWaldh e st W .V V. WT...]

2006
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ALL THFORMATION CONTAINED
HERETH T3 THCLASSIFIED
DATE 01-11-2012 BY 65173 /D00 BAN/ T2 /bla

December

Sun Mon Tue Wed Thu Fri Sat

1 2

Counterproliferation

for CI Investigors
0701
3 4 5 6 1 § 9
C Cl c Cl Cl b
Course 0701 QT | Course 0701 Course 0701 Course 0701 Course 0701 };?m
Sk
10 11 12 13 14 15 16
C Operations | C Operations | CI Lperations {l (Operations C:bperations
Course QT Course Course Course Course
0701 0701 0701 0701 0701 b6
bic
bIE
17 18 19 20 U py) %

WMD and CP WMD and CP WMD and CP

bo
1

TR 3 % 27 3 B 3 Wi

Holiday

3

2006
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ALL INFORHATION CONTAINED

HERETN I3 THCLASSIFIZD
DATE 01-11-2012 BT 65173/DMH/EAE/5TR/bls

S Mon Tue Wed Thy Fri Sat
1 2 3 4 5 6
Holiday
7 8 9 10 11 12 13
CP Regional Seminar Wﬂﬂjr CP Regional Seminar
14 15 16 17 18 19 20
Holiday
)| py) Ik yrl 25 26 7
8 2 ki i
1COC 11-12
|
SAC & Program SAC & Program
Manager Conf Manager Conf
Flag, Rm. BQ Flag, Rm. HQ

Tk dh e s S W SaVa VoV W Fa¥

2007
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ALL INFORRATION COMTAINED

HEREIN 15 THCLASSIFIED

1 [b7C
b7E

F ’ DATE 01-11-2012 BY 93179 /DME/ERN/ 3T/ bis
Sun Mon Tue Wed Thy Fri Sat
I 2 3
- M [0-11]
4 5 6 7 § 9 10
Cl Espionage Course | CI Espionage Course Cl Espionage Course
T - a
|
Cl Espionage Course | CI Espionage Course
11 12 13 14 15 16 17
CIOPS 0702 CIOPS 0702 CIOPS 0702 CIOPS 0702 CloPS 0702
Qr SAC & Program SAC & Program
Manager Conf Manager Conf
18 19 20 11 ) B pr
Holiday CIOPS 0702 CIOPS 0702 CIOPS 0702 CIOPS 0702
CIOPS (702
Pi) 26 Al 28
CIOPS 0702 CIOPS 0702

FBY and Federal

Partners
CIOPS 0702
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ALL IKFCREATION CONTAINED
AERETE 1% TNCLASSEXIED

DATE C1-11-2012 BY 65173/DHH/BRV/STE/bls

Sun Mon Tue Wed Thy Fri Sat
1 2 3
CIOPS 0702 CIOPS 0702
CP Practical (TBA) b
1C
4 5 £ 7 8 9 10
3:30 - 4:45pm CIOPS (702 CIOPS 0702 CIOPS 0702
CIOPS 0702 b5
b7c
TOPS 0702 b17 |
11 12 11 14 15 16 17
CIOPS 0703 CIOPS 0703 CIOPS (703 CIOPS 0703
qr b |
b7e ;
_ CIOPS 0703 . bTE |
18 v 2 P n 23 yy ‘
CIOPS (703 CIOPS (703 CloPS 0703 CIOPS 0703 CIoPS 0703
25 2 1 28 29 30 3
CIOPS 0703 CIOPS 0703 CIOPS 0703 CIOPS 0703 CIOPS 0703

2007
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ALL INFORMATICH CONTATNED
HEREIN T URCLAGSIFIED
[ETE 01-11-2012 BY 65173/DML/BAN/AT?/bla

Sun Mon Tue Wed Thy Fri Sat
1 2 3 4 5 6 7
3:300-4:45
CIOPS 0703 CIOPS 0703 CIOPS 0703
CIOPS (703 CIOPS 0703
8 9 19 1 2 13 14
FIS 10-11 ETSI0] FTS 10-11
EASTER
I I
putse Ch CP CP
T0_QT
15 16 17 18 19 20 n
(1 Coutse | C) C (l Cl
0707t Course UT0Z Course 0702 Course 0702 Course 0702
11-12
n PA] P %5 26 e 28
CP Overivew/Tools for | CP Tools CP Tools CP Tools CP Tools
[4s location Spy
Museum (funding Cl Dperations | CI Dperations | CI Dperations | CI Operations
pending Course Course ' Course Course
I 0702 0702 0702 0702
Cl Operations
Course Q
0702 Lum
9 30
CIOPS 0704

qr

AT 1D o

VO TDUINTVE
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. b7C

bTE

b6
bic
bTE
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bIE
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ALL TNFORMETION CONTATHED
HEREIN I5 THCLAS3IFIED

M DATE 01-13-2012 BY §5179/DUH/BLY/STE/ble
Sun Mon Tue Wed Thy Fri Sat
1 2 3 4 5
CIOPS 0704
CIOPS (704 CIOPS 0704 CIOPS (704
6 7 8 9 10 11 o
(O 114D
CIOPS 0704 CIOPS 0704 CIOPS 0704 CIOPS (704 k6
B7C
TIPS U0
13 14 15 16 17 18 19
Mother’s Day CIOPS 0704 CIOPS 0704 CIOPS 0704 CIOPS (704 CIOPS 0704
20 A 2 23 24 25 26
CIops (704 CIOPS (704 CIOPS 0704 CIOPS 0704 CIOPS 0704
Al 28 2 30 3
Holiday
|

2007
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ALL INFORKATION CONTAINED

HERETH 15 UWCLASSIFIED
June DATE 01-11-2017 BY 65L79/0HH/BAV/STD /bla
Sun Mon ’ Tue Wed Thy Fri Sat
1 2
3 4 = 6 7 8 9
CIOPS 0705 time TBA CIOPS 0705 CIOPS 0705 CIOPS 0705
QT FBI and Federal
Partners
CIOPS 0705
b6
biC
10 11 12 13 1 18 16 WIE
M
CIOPS 0705 | CIOPS 0705 CIOPS (705 CIOPS (705
CIOPS (703
17 18 19 20 | 2 23
Father’s Day CIOPS 0705 CIOPS (703 CIOPS (705 CIOPS 0705 CIOPS 0705
24 25 26 27 28 29 30
CIOPS 0705 CIOPS (705 CIOPS 0703 CIOPS 0705 CIOPS 0705
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FEFEIN I3 URCLASAIFILD

J 1 DATE 01-11-2012 BY e5179/DHH/BAW/5TR/bls
Sun Mon Tue Wed Thu Fri Sat
| 2 3 4 5 6 7
Holiday
8 9 10 11 12 13 14
CIOPS 0706 CIOPS (0706 CIOPS (706 CIOPS 0706 CIOPS (0706
QT
15 16 17 18 19 0 1 b
.10
bic
CIOPS 0706 | | CIOPS 0706 CIOPS 0706 CIOPS 0706 IR
CIOPS 0706
2 23 21‘ 25 26 : 2 28
| j CP Seminar CP Seminar o
CIOPS 0706 CIOPS 0706 o“h
CIOPS 0706 CIOPS 0706 WE
CIOPS 0706
29 30 3t
CIOPS 0706 CIOPS 0706
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ALL INFORMATION CONTATHED

HEFEIN I3 THCLASSIFIZD
DATE 01-11-2012 BT 63173/DHH/EAE/5TF/bl3

Sun Mon Tue Wed Th Fri Sat
1 2 3 4
CIOPS 0706 CIOPS (706 CIOPS 0706
3 3 7 g 9 10 il
Cl Cl Cl Cl C
Courge 0703 QT Course 0703 Course 0703 Course U703 Course 0703
12 13 14 15 16 17 18
Clfor Intelligence | Clfor Intelligence | CI for Intelligence | CIfor Intelligence | CI for Intelligence
Analysts 0701 QT | Analysts 0701 Analysts 0701 Analysts 0701 Analysts 0701
19 20 U n Ik yrt 25
1COC 11-12 Managing CI
Managing CI Managing CI Managing CI Investigations and
Investigations and Investigationsand | Investigationsand | Operations 0702
Operations 0702 QT | Managing CI Operations 0702 Operations 0702
Investigations and
Operations 0702
2 1 8 2 30 i
Cl Operations | CI Dperations | CI Dperations | CI Dperations | CI Dperations
Course 0703 QT Course 0703 Course 0703 Course U703 Course 0703
|
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Sum Mon The Ved Thy Fri Sat
1
2 3 4 5 6 1 §
Holiday
9 10 u 12 13 14 15
ClforIntelligence | CI for Intelligence | I for Intelligence | Clfor Intelligence | CI for Intelligence
Analysts Course 0702 | Analysts Course 0702 | Analysts Course 0702 | Analysts Course 0702 | Analysts Course 0702
Qr
16 17 18 19 0 n
C1 Humint Operations | CI Humint Operations | CI Humint Operations | CI Humint Operations | CI Humint Operations
Course 0704 QT | Course 0704 Course 0704 Course (704 Course 0704
23 yr 5 2% 7 yi ph,
[COC 111
CIOPS 0707 CIOPS 07-07 CIOPS 0707 CIOPS 07-07
CIOPS 07-07
30

o
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(8] .. CITC. offers training in. and or conducts, the following training

(31—

8y

ALL INFORMATION CONTAIHNED

DATE: 01-11-z01z HEREIN IS5 UNCLASSIFIED EXCEFT
CLASSIFIED BY S5173 /DME/EAW/3TE /bls SMT WHERE SHOWHN OTHERWIZE

REASON: 1.4 {c)
DECLASSIFY ON: 0L-11-2037

e Joint Counterintelligence Training FBI .

bTE

1.-Cross=agency training (FBI| ?

1) Slots in the CITC’s Counterintelligence Investigations and Operations Course (four
week intermediate CI training)

2) Executive Manager’s Course

3) FBIHQ Unit specific conferences

4) Blocks of instructioi in Hostile Environment Training Course

~ 5) Blocks of instruction in New Officer Training

6) Two CD-ROM interactive interview simulation courses

bl
bTE

s?rﬁj -
N ACTIIIRNMOZDDLEQ
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7

2) Training prior to 9/11/01?

CI cross training prior to 09/11/01 consisted of FBI Unit specific conferences and
Integrated Field Operation (surveillance) courses.

3) Traiming after 9/11/01?
ClI training after 9/11/01 is as listed in #1 above.
4) Number of people involved in such training?
Unclear whether this means people instructing the training, receiving the training, or what

period they are interested in.

5) Nature of training before/after 9/11/01?

See numbers #1 and #2 above.
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FEDERAL BUREAU OF INVESTIGATION

Precedence: PRIORITY Date: 12/3/2008

To: N1l Diviesions Attn: Chief Division Counsel
Human Source Coordinators

From: Directorate of Intelligence

Office of the General Counsel
Investigative Law Unit
Contact:

Approved By: Favreau Kevin
Caproni Valerie E

Lammert Elaine N . be
Thomas Julie F b7C
| | b7A
bTE
Drafted By: tblm
Case ID #:l | (Pending)

Title: INVESTIGATIVE MATTERS;
LEGAL GUIDANCE: INTERIM LEGAL GUIDANCE REGARDING USING AN
ASSESSMENT UNDER THE NEW ATTORNEY GENERAL GUIDELINES TO
IDENTIFY, ASSESS, VALIDATE OR MAINTAIN THE COVER OR
CREDIBILITY OF A CONFIDENTIAL HUMAN SOURCE

Synopsis: To provide interim legal guidance regarding techniques
which may be utilized for the assessment of Confidential Human
Sources (CHSs) under the Attorney General's Guidelines for
Domestic FBI Operations (AGG-DOM) pending development of policy
by the Directorate of Intelligence (DI).

Details: (U) On November 26, 2008, the Attorney General signed
an order providing, in substance, that any lawful technique, not
just “assessment techniques,” can be used by the FBI to identify
potential human sources and assess their suitability ox
credibility. In anticipation of this added flexibility, the AGG-
DOM and the Domestic Investigations and Operations Guide (“DIOG”)
provide the flexibility to utilize techniques to vet or validate
a source that are not permissible in other types of assessments.
Because it is prudent to ensure that the techniques and approval
levels contained in the Confidential Human Source Manuals
complement and are consistent from a policy perspective with the

UNCLASSIFIED
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UNCLASSIFIED

To: rﬁll;DiEiaiQn§_1From: Office of the General Counsel _—
Re: 12/3/2008

b7E

approach taken in the DIOG, until further policy is issued, the
techniques authorized to identify, assess, validate or maintain
the cover or credibility of a source are limited to those
tcchnigues identified specifically in Section II.A(4) of the AGG-
DOM. Because the vetting and validating of a source are not
appropriate subjects for a grand jury investigation, although
grand jury subpoenas for subscriber information may be issued in
certain types of assessments, they cannot be used for this
purpose. Thus, until you receive further guidance from OGC and
the DI, only the following techniques may be used to identify,

assess, validate or maintain the cover or credibility of a
source:

1. obtaining publicly available info;
2. accessing and examining FBI and DOJ records;
3. accessing and examining records maintained by, and

requesting information from, other federal, state,
local, tribal or foreign government entities or
agencies;

4. using online services and resources (whether nonprofit
or commercial);

5. interviewing or requesting information from members of
the public and private entities;

6. accepting information voluntarily provided by
governmental or private entities; and

7. engaging in observation or surveillance not requiring a

court order.

UNCLASSIFIED
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To: All Divisions From:
Re: 12/3/

LEAD (s) :
Set Lead 1: (Action)

ALL, RECEIVING OFFICES

UNCLASSIFIED

Office of the General Counsel
2008

For dissemination by Chief Division Counsels to all
appropriate Field Office personnel including all Confidential

Human Source Coordinators.
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HEREIN I UNCLABSIFIED ERCEPT FE&ZOM: 1.4 (o)
SHOWH OTHERWISE DECLASSIFY ON: 01-12-2037
CIOPS/IMIS COURSES
Topical Comparison
CIOPS IMIS
Fundamentals of FBI-CI Fundamenials of FBI CI
e Definition of CI o  Definition of CI
® 3 Primary CI Objectives o 3 Primary CI Objectives
e Key Historical Events o 5 CI Program Goals
* Basic Concents (Proactive) o
* [ ]
<]
o b7E
o
Differences between Criminal and FCI Cases/Terminology
The Adversary
L]
o mission
Classification and Security Issues Classification and Handling Classified Information
®  How to classify and mark o How to mark
»  Standard Identification Markings »  Standard Identification Markings b6
o Transporting/routing classified information » _ Transporting/routing classified information b7c
d s  Copying classified information b7E
»  Storing classified information »  Storing classified information
o  Safeguarding classified information »  Safeguarding classified information
A History of FCI Authority | ) _
e Non-statutory authority (EOs, etc.) Overview
e Statutory authority Overview
e The USIC (review)—Role in the IC USIC Members and their Role in the IC
e The National Security List Overview NSLs—definition
o Country Threats e  Country Threats
o Issue Threats o  Issue Threats
Report Writing & Dissemination
FBI Asset Administration Issues FBI Asspts
° [Source . I [Source
L Asset | sset bIE
. Asset o | sset
. ¢ Summary o |
e Plonan Ass?t'
o Asset background investigation

FBI031783




bl

bé
(8 SE%ET by
b7E
CIOPS IMIS
‘ o Minimum investigative techniques to use
o Initial asset interview
o | |
¢ Reporting requirements e Asset Reporting
o A&iﬁinistrative issues e  Administrative Issues
o Asset payments/assoc. expenses o Asset payments/assoc. expenses
o Asset case funding o Asset case funding
o Closing an asset o Closing an asset
FCI Authority | | FCI Authority (Overview)
e Statutes o Title 18 (Sections 1831 and 1832)
o Title 50 e Title 50
e EO 12333 e EO 12333
o FISA e« TFISA
e EEA 0of 1996 ¢ Economic Espionage Act of 1996
* NSIG e TFCIAGG
o Threat Assessment Activities o Threat Assessment Activities
o PIs o PIs
¢ predications for e predications for
o investigative techniques e investigative techniques
o FIs o FIs
e predications for o predications for
» investigative techniques » _investigative techniques
o Converting a PI to a Full o Converting a PI to a Full
o Case Resolution/Closing
CI Resources
The| [—Purpose Recruitment—Purpose
e Reasons for knowinﬂ o
: : b7E
o
The FCI [echnique FCI| [
o Types e Types _
®  Subjects e Subjects HTE
e Primary objective ¢  Primary objective
. I . | I
e Interviews| | o Interview| kpproach)
1 1
FCI Interviews/Interrogations FCI Subject Interviews
s Subject interviews
2
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cIlOPS ' ‘IMIS

Analysis

Positive Intelligence Reporting (1IRs)

Cultural Considerations

bTE

Fundamentals

Admin requirements
Environmental requirements bl
Human Factors ' b7E
Technical issues
concepts
Foot-based |

e Vehicle-based |

0;‘....

e Surveillance Photography

|:S :I Surveillance Plannine and Exeontion — — Surveillance-1 |

e ELSUR vs. Physical Surveillance;

ey ex
N
1

SSG Capabilities

Counterproliferation

Undercover Operations

Behavioral Analysis Program Behavioral Analysis Program (defined)

] —
FISA FISA
e  History e History (Church Committee)
o  Statute/Minimization e FISC
s Drafting Application e FISA Application Process
. e As an Investigative Tool
3
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A ILIRMNARDID LS
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(3]

-|Ana Belan Montes (Espionage)

George Trofimoff (Espionage and Surveillance)

4

SERRET

ACLIIDNMAOIILA

bl
b7E
CIOPS IMIS
LI R
Using GPS
Eecnomic Eapiuiiage - Working with the Business | Economic Espiona’ge Act of 1996
Community
Espionage Investigations - Espionage Investigations
e Defined
e Principle Statutes
o Title 18 (defined and quoted)
o Title 50 (defined and quoted)
o Comparison of Titles 18 and 50
o Intelligence Authorization Act of 1990
o EO 12333 ' )
¢ Counterespionage Section at DOJ
Implementing the National CI Strategy in the Field iiE
Caseload Management/Prioritization (investigative
association)
e  Minimum FCI investigative efforts required
e FCI case administrative requirements
CIOPS Case Presentations IMIS Case Presentations
kssG) Ronald William Pelton (Espionage)
[ Hanssen (Espionage) Christopher M. Cooke (Espionage) o1
| George Trofiinioff (Espionage/Reactivatior| Thomas Patrick Cavanagh e
John Walker (Espionage) = Dimitri Fedorovich Polyakov] ... .- BIC
,,,,,,,,,,, I | Colonel Oleg Penkovsky| H7E

YO L UINIVIUDZZO0

FBI0317/86
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T

Kim Philby (DA)

Randy Miles Jefferies (Espionage)

Kurt G. Lessenthien (Espionage)

Topics/Lessons Covered in CIOPS but not in IMIS

Briefings

USIC Briefings

o Dimner meeting (optional)

Section Briefings

e CD-1

bl
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SERRET

Practicals
|: o :I oo "Break the [ee” Practical Exercise (Role Players)—
questions and problems| [

() e I

¢ —Rofating [nterview Problems (Role PlayersH

bl
| o

[Demonstrations

(51

Topics/Lessons Covered in CIOPS but not in IMIS

Cuban Missile Crisis Narrative
Surveillance of Pitts
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Basic CI Operations

Topical Areas to Cover

& How cases typically begin

() 7 ’ 2}7&1

e LHMs
o Who to write to
o What to write for
o Timelines for writing

e Definitions

b1
e Techniques to use when working a CI case bk
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HEREIN IS UNCLAZSIFIED EXCEPT a T CLAZEIFIED BY 65175 /DHH/
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DECLASSTFY OM: 01-12-2037

Meeting with CD Assistant Section Chiefs
Feedback/Recommendations Regarding CIOPS

June 16, 2005

Attendees:

General Comments

on subjects—teach thoroughness across programs.

Techniques vs -get best practices from SC’s in CD.

Goals/stats are NOT global in nature. Prosecution??

b6
biC

b7E

b7E

b7E

Country and culture information. Set a homework assignment BEFORE reaching class to
find and give information on where on the Intranet they can find information.

Key concepts to focus on:

bTE

Movement/Analysis

sE*?ég
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SEGQET

Agents should do movement analysis and other analyses as part of their basic homework.
They can use MS Access or other programs to produce a timeline of sorts, as well as a
database in which to hold all kinds of information (combine surveillance logs with
telephone tolls, etc.).

b7E

Country/Culture

Introduce them to the CI4 World Factbook on the Intranet.

Paperwork

Need to work on documentation!!! They use too much passive voice, “the Source
said...”

They need to know how to write intelligence debriefs. Need clear, complete ECs. We’re
getting piecemeal information—no logical follow-up (who, what, when, where, why,
how questions answered) based on responses to initial questions. For example, how did
the source get the information? What kind of subsourcing has occurred?

Must be done by example. Get it on paper and to HQ.

IIRs—there’s a rush to put stuff out to the community, but we’ve got NO FOLLOW
THROUGH. (They ask the first question, but don’t go beyond it.) Then the community

has a whole lot of questions.

Our Agents are submitting drafts as final products.

S?{ET
R _2_
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SECRET

Raw report doesn’t mean necessarily that you can’t use your judgment. Use the assets to
produce intelligence. Think like an IO when dealing with the asset/source.

What is the Agents job? FBI jurisdiction. WE put out the informationNOT[ |

PAPERWORK: LHMs and be VERY poor. Agents are giving no thought to source
protection when writing their .HMs. Get examples of this. Include in the training what
other agents DO and DON’T need to know. What’s admin data vs. important info. They

must figure out what information is important ONLY to the FBI and leave that OUT of
the LHMs.

They need to stop putting in so much unnecessary detail. They are BURYING the
important information in the body of their documentation.

Assets

IIRs—there’s a rush to put stuff out to the community, but we’ve got NO FOLLOW
THROUGH. (They ask the first question, but don’t go beyond it.) Then the community
has a whole lot of questions.

Assets—a lot of damage can be done with the [TRs—we can lose our credibility. For
example, we cannot simply take for granted everything our assets say.

The Agents are shooting stuff to Pistole or Director Mueller, past the CD Operational
Divisions, as urgent reports—but a lot of the stuff IS NOT credible. Our assets CAN and
DO misfeed information to us (perhaps not even knowingly—they may be getting their
information from too many subsources).

We need to focus on
information, not just any information.

b7E

bTE

b7E

In class: Debrief a source and have them deal with it. How to write it up.

ALWAYS be skeptical with source information.

Liaison/Working with Other Agencies

SEV{ET
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sgf{ﬂ:r

The days of our keeping the information to ourselves are gone. The ASAC and SSAs

still have a no-share attitude. We MUST get rid of this. We need to look at information
and try to get not only what we want, butl |

Please call HQ FIRST before sharing information OR taking leads based on gaps from
others in the IC community (i.e., commerce, customs, NR or their area desks). Always
coordinate with HQ FIRST!

Learn the roles of the NR and their area desks.

Havg explain how NR operates vs. the CI Center vs. the country desks. They
ARE different from each other.

NR is an INTERFACE only (not the authority) between the FBI and

The students MUST read the MOU with| |

SIT DOWN with your| | Make it clear that ALL they do MUST be
coordinated through the FBI. The need to SHARE in the production of this. If you are
not careful, you’ll lose operational control to Ask HQ FIRST BEFORE running
joint

Jurisdiction and export violations. :lgives a good presentation on this. Deputy
t FBI rep. from Customs. Add what’s common in this among all the
programs. All the different agencies/entities spend A LOT of time in liaison.

Changed laws—NSA, Commerce, State, Customs—need a consensus of all on their
roles.

On joint investigations—the investigation currently tends to consist of reporting what the
other agency is doing instead of investigating things themselves. They are seeming
overwhelmed and/or lazy based on the streamlining HQ is seeing. (They give status
reports saying the same thing time after time.)

Coordination with HQ Substantive Units

Get country and culture information—put into page-long laminated “cheat sheets.”

Casework

b7E

k6
bicC

b7E

bTE
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e b1
(5 b7E
2.
T
3.
(5] o 4. Espionasd
They need to start using BASIC
INVESTIGATIVE techniques EVERY time they open a‘ ase. DON’T take
(8 shortcuts and 2o right to a sophisticated operation, They MUST prepare for it.
bl
b7E
(I E— s
(&) . Supervisor Course:
=y SSA= supervisor course vs Kupervisor course. fﬁ%E
(51 SSAsneed Espionage ang raining.
Assistant Section Chief Taskings:
1. ID cases to review (| |not necessarily be
£
use. N b7C
2. get examples/samples of good & bad writing bTE

3. give best practices on|
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New Agents Instructional Objectives for Intelligence
Investigative Training Unit (ITU), TDD

General ITU

-

List the cotg capabiiities of the FBI to inciude investigative, intelligence, strateqgic

partnerships, investigative technologies, and forensic capabllmes

List and describe six databases commonly used in FBI investigations;

Explain how to access the databases described above; o

Describe the information that can be obtained from each database.

Describe, in general terms, how an FBI investigation is opened,;

Recognize and differentiate between the various parts of an FBI file number,

Define the meaning of FBI “serials” and “sub-files.”

List and describe at least six investigative techniques used in FBI investigations;

Explain the “least-to-most intrusive” approach to the use of investigative techniques in

FBI investigations;

10. Describe the three levels of investigative activity as set forth in the AGG for General
Crimes and identify which investigative techniques can be used at each levet;

11. Recognize three differences between Criminal and National Security investigations as it
relates to the use of inyestigative techniques.

12. Define the meaning of%nvestigations; bIE

13. Working from least to most intrusive, select appropriate investigative techniques to apply
in reactive investigations (specifically fugitive and bank robbery investigations).

14, Define domestic terrorism and differentiate between domestic and international terrorism,

15. Define and describe four domestic terrorism organizations currently operating in the
United States;

16. Differentiate between left-wing, right-wing, and other domestic terrorism organizations;

17. Working from least to most intrusive, select appropriate investigative techniques and
apply those techniques to a domestic terrorism fact situation;

18. List and describe the three-part process for telephone information gathering;

19. Differentiate between the functions of pen reaisters and trap and traces;
20. Describe how to_conduct 4

21. List and discuss| |
22. Describe an investigative plan appropriate jof the new 1a

23. Define the terms “White Collar Crime,” “Fraud,” and “Criminal Intent !

24. List and describe the investigative techniques commonly used in financial crimes
investigations; and

25. Describe the bnd explain its applicability to financial crimes
investigations.

26. Describe the role of the Federal Grand Jury in criminal investigations;

27. Differentiate between Administrative Subpoenas and Grand Jury Subpoenas;

28. List five Title 18 statutes used in financial crimes investigations and outline the elements
necessary to prove these violations.

29. Recognize common schemes and be able to select and apply the appropriate

' Investigative techniques, working from least to most intrusive, for each type of fraud

scheme;

30. Compare which investigative techniques generate the best evidence in a fact situation.

31. At the end of this two-hour block of instruction, students should be able to:

32. Define asset forfeiture and differentiate between civil and criminal forfeiture;

33. Define money laundering and identify two Title 18 statutes applicable to money
laundering violations;

34. Outline the elements necessary to prove the two money laundering statutes;

35. At the end of this four-hour block of instruction, students should be able to:

©CEND OB WN
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36.
37.

38.

Appreciate the importance and necessity of contributing to the FBI's intelligence base;
Define and differentiate between confidential informants, cooperative witnesses, and
assets.

Distinguish categories and classifications of sources, inciuding alpha designations,
substantive file numbers, code names and symbol numbers.

39_D.|scuss.th.el_| land identify potential pitfalls within each step of the

40.

63.
64.

. Describe the necessary steps/process when an open source engages in unauthorized

66.
67.

68.
69.

70.

. Define consensual monitoring and distinguish it from non-consensual monitoring;
72.

. Identify
. Differentiate between the e:
. Define and describe the period for

Describe the common motivations of sources in FBI investigations and their role in
source development and use;

Confidential Informants;

. Define and describe source "admonishments;”
. Define "Otherwise lllegal Activity (OIA)" and distinguish between Tier 1 and Tier 2 OIA.
. By the end of this two-hour block of instruction, students should be able to:

. Lis n FBI investigations;
. Explain the steps necessary io havel ) |
. Describe what it means to |

. Explain the approval process necessary fq |
. Explain what approval authority is necessary { |
. Define whalt constitu .

. Differentiate betweer
. List and define five UCO sensitiveé circumstances;

a. Relate the basic legal and administrative requirements of a Title Ili;

b. Determine whether a specific criminal violation is a Title ilI predicate offense for
wire or oral interceptions;

¢. Conduct the three-pronged analysis regarding core of Title Ili affidavit;

. Define the concept of “enterprise theory of investigation” and describe how it is applied to

FBI investigations;

. List three statutes often used to prosecute criminal enterprises;
. Define the concept of “criminal intelligence investigations” and distinguish between REls

and TEls;

. Describe administrative steps to open a cooperative witness;
. List and describe steps necessary to conduct consensual monitoring.
. By the end of this two-hour block of instruction, students should be able to:

Demonstrate a strategy of how to apply investigative techniques to a fact situation, using
the “least-to-most” intrusive approach;

. Prepare a summary of the elements of a specific financial crimes-related statute and

explain what investigative techniques would be appropriate for proving a violation of that
statute;

By the end of this two-hour block of instruction, students should be able to:

Describe how to open an individual as a confidential informant;

criminal activity;

By the end of this two-hour block of instruction, students should be able to:

Discuss how to get authority to use various sophisticated investigative techniques, such
as undercover operations and Title lil wiretaps.

List steps necessary to make controlled drug purchase.

Distinguish between types of existing law enforcement partnershlps and legal
underpinnings for those partnerships.

Appreciate the importance of liaison to the FBI's ability to serve the American public.

Describe the approval authorities and paperwork necessary to properly engage in
consensual monitoring;

ACL TTD\/T!\’)’T’?’76
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73. Appreciate the importance that electronic surveillance has to an investigation, particularly
" as it applies plea negotiations and to a jury.

Case Management

1. Describe, in general terms, the structure and organization of the FBI;

2. Define the role of the Special Agent in federal investigations and differentiate this role
from that of the AUSA;

3. List and briefly describe the four phases of an investigation.

Intelligence Requirements

1. Define the meaning of intelligence requirements;

2. Discuss how intelligence requirements are formulated;

3. List the steps necessary to locate appropriate intelligence requirements for whatever
investigative matter is being worked.

-3-
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DATE 0l-12-201l2 BY 65179/ /DMH/BAU/5TE/bls

09/13/06

Counterintelligence Program for New Agents

Course Goals- This course addresses the key aspects of Counterintelligence (CI) threat,
strategy and operations. Students will obtain a brief history of CI, a basic understanding of the
objectives of CI, and the role of CI arid criminal agents in mecting those objectives. The

instructional design of the training will include lecture, tests and practical problems.

Instructional Objectives -

Day #1
Introduction to CI - A History - Upon completion the student will be able to

identify critical events in CI history, and the goals and objectives of the CI program. The student

will be able to recognize, identify, and explain various methods of] |

|

Day #2

Day #3

b7E

b7E

bTE

b7E
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Day #5

bTE
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DATE 01-17-2012 BY 65179/DMH/BAW/3TF /bls=

1

i A-Nl:lDemonstration Exercises bTE

Role players should be in place by no later than 8:45AM. Kick-off will begin at 9:00,
role players are expected to speak to each of the 4 groups for twenty minutes. At 9:40
students will break for 20 minutes and at 10:00 will be in place for last 2
demonstrations. Role players should inform, engage and encourage student
pariicipation,_At the end of all demonstrations, prior to lunch students will gather on the

south side o for briefing regarding afternoon practical. Students are not to
use radios for AM practical. Punctual from breaks.

Role players AN Name : Name Observer

| | | | igc

SRAC role player

Instructors: b6

bicC

-1-
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Role players should be in place for PM exercise by no later than 12:00.

10 and monitor reminders:
Monitors should be in place no later than 12:00 to meet their teams at degi d
spots and promptly begin demonstration at 12:15. Monitors will contact @

|to indicate the kick-off of demonstration and at the end of first

demonstration.

[Os can place students out of play if too aggressive. Starting point is ending point. At
conclusion have students gather as a team and note on 3X5 card how many
operational acts they observed. Include on 3X5 location, type and any descriptive data

‘noted. 10s and monitors should walk through SDR with students for final review and
comments. (Please ensure students are familiar with terms such as: | |

Please release students

no later than 3:30pm. At the end of day please return a|l| |to
CITC instructors.

Student reminders:
Students are working as SAs of WFO during PM exercise, WFO surveils

does not but proceeds to Surveillance reports that
endaged in apparent op activity in and observes what appears to
be a between 10 and UNSUB in vehicle with VA tags. Tags traced tg |
Students should look for] All vans parked
parking Tot.

ACILIIDNAN2DDNON
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PM Locations

Intelligence Officer

Monitor

Library -|

Visitor Centerl|

(Parking Lot)

Need tag#

At least three not seen by students, SRAC
can change jacket.

b6
b7C
b7E

b6
b7C
b7E
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8:00-8:50

13)

HE
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Counterintelligence Surveillance Course 08-01 Agenda

i

Classroom

Conference Room

L |

Room 310

Room 410

I

Introduction, Administration, & Course Informat
room

Class

ion

3:00-10:30

Groﬁﬁflux

Group 2

CI Objectives:

Group 3
Introduction to

Fundamentals of

Activitiess

Acts, Configuration,
Environment, and Flow

Qperational |

Group 4

Grpup 4

12 15 1:15

CI Obiectives:

Group 2
Introduction to

Fundamentals of

| Activities]

Acts, Conflguration;’

Qperational

Environment, and Flow

LUNCH

 Graup 3

1:15-2:45

i

wl

HE
.

£

5

Group 3
CI Objectives:

3:00-4:30

GIoUp 2

CI Objectives:

Groqpfi”

Intfoduction to

Fundamentals of
Operational”

Activities:

Acts, Conf1gurac1on,
Environment, and Flow

Grou 2

Group 3

Group 4
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DATE: 01-1Z-Z012

CLASEIFIED BY 65179 /DHMH/BAW/STE/hls
RELZO0M: 1.4 (o)

DECLASEIFY OMN: 01-12-2037

ALL IHFORMATION CONTAINED
EEFEIN I5 UNCLASEIFIED EXCEPT
WHEFE ZHOWH OTHERWIGZE

COUNTERINTELLIGENCE SURVEILLANCE COURSE #08-01

August 25, 2008:

0800 - 8:50 Introduction, Administration, and Course Information

0900 - 10:30__Counterintellicence Obijectives:
bl
|: o :I ,,,,,, e bTE
10:45 - 12:15
] E—— e
12:15-1:15 Lunch
(s 1:15- 2:45  Introduction t@m“‘“ of I
- Operatiorial Activities B
bTE

3:00 - 4:30

4:45-5:30  Discussion and Review in Classroom

5:30 Break

shyﬁ |
_1_
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‘ ‘_Arugust 26, 2008:

0800 - 8:50 |

@ oo o

bl
b7E

12:00-1:00 Lunch
1:00 Surveillance Practical Problem

5:00 Conclude Surveillance Practical Problem

SE

ACTIIIRNADDNQA
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August 27, 2008:

0800 -11:30 Surveillance Practical and

Demonstrations

12:30 - 1:30 Lunch (Box lunches from Academy Available upon request)

1:30- 5:00 Continuation of Surveillance Practical and Demonstrations

August 28, 2008:

0800 =10:00]

12:00 - 1:00 Lunch

b7E

1:00 Surveillance Practical Problem
5:00 Conclude Surveillance Practical Problem
SE%T 3
ACEURM032287

FBI031807




August 29, 2008:

0800 Imstructions for Phase II:
Rules of Engagement
Boundaries
Expectations
Logistics

b7E

1000 familiarization

August 30 - September 5, 2008:
0700  Command Post Opens

2330 Command Post Closes

September S, 2008:

1000 Dismissal

SERRE] “
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ALL INFORMATION CONTAINED DATE: 01l-12-2012 7/15/2011
HEFEIN I3 UNCLAZSIFIED EXCEPT CLASSIFIED BY 65179 /DMH/BAW/STF/bls
WHEFE ZSHOWH OTHERWISE FEAS0H: 1.4 (c)

DECLASSIFY OM: 01-12-2037

DEFINITIONS

bl
b7E

(8)-

WHO UTILIZES weesor [N
' ; bl

b7E
Cryptology/Cryptography or Secret Writing
The term "cryptography" (“secret writing," from the Greek o . = bl
kryptés, "hidden," and grdphein, "to write") is often used ‘ ' . bR

to refer to the field as a whole, as is "cryptology" ("the . ) ;
study of secret writing"). I . L U - MetodserRgneemir Contay

J -« InJuly 1777, British General Wifliam
#  Howe senta message, rolled up and
insertedin the quill of a large feather; ta
\| General John Burgoyne. He would invade
Pennsylvania, he wrote, rather than meet
up with Burgoyne in New York.

FBI1031809




SEDRET
7/15/2011

From he Coleciars o the Chrpewe Libary

A simple method of secret writing that the Americans
never caught on to: :

When a mask, usually posted by separate mailing,
was placed over the letter, the self-contained
section with the covert message was revealed.

An apparently unexceptional letier from General Henry
Clinton contained a secret message hidden in plain sioht.

b7E
Sir. W. Howe
is gone to the [ e
Chesapeake bay with J i :
the greatest part of the Pl
army. | hearhe s 2
tanded but am not ”
certain. | am here with
left & d too smallaforce
eit 1o comman to make any effectual
diversionin your favour.
| shall iry something
at any rate. l{ may be of use
1o you. | own {0 you 1 think
SrW's move just at this time
the wors! he could take.
R . R . Mach joy on your success,
The intended message, in which
not being able to persuade Howe 10 move up 0
New York instead of Pennsylvania: "Sr W's move bIE
just at this time / the worst he could takr"“- !
Secret Writing
b7E

FBI1031810




7/15/2011

bl
b7E

Human Exchanae
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b7E

bl
b7E
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SEREET 7/15/2011
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bl

I: S :I Human Operatives

‘ ‘ bl
|: ] :' . : ‘ Sleeperilisgal N TE
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bl
b7E
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SEPRET

7/15/2011
,: g :, .
Clandestine Electronic Devices
bl
b7E
Liste’nin.g Devices
bh7E
(5]
(51
bl
B7E

SEPRET
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b7E
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Concealment Devices

7/15/2011

bIE
A Variety of Concealment Devices
Have Been Used
bTE
Canraalmant nn.‘\:inae Concealment Devices
bTE
9
ET
ACHEHRME32295

FblU31615




SEB{ET | 71152011

Concealment Devices

bIE
Concealment Devices Cdncealmént bevices

bL7E
Concealment Devices )

: , Countering
b1
bTE
Recruitment "'
10

SI}QT
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(8]
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bl
b7E
18
bl
b7k
Cryptanalysis .
b5

11
S%{ET
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7/15/2011

b7E
__________________I_
SURVEILLANCE
bl
b7E
SURVEILLANCE ‘ Listening Devicés \
)
bl
DIE
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Course 2B — Contemporary

June 6, 2006
. ALL TNFORMATION CONTATNED
Federal Bureau of IIlVCStlgatIOIl HEFEIN I3 UNCLASSIFIED
. DATE 02-07-2012 BY 65179/DIMH/EAW/STP/bls
Title of Instruction: ContemporarylZl E*ﬁz ¢
bTE
Time of Instruction: Two (2) Hours
Target Group: FBI Special Agents and other selected personnel
Instructor:
Method of Instruction: Lecture
Additional Information: None
June 6, 2006.
Lesson Plan
Contemporary
Slide # Teaching Points/Comments
1 Introductory Slide.
2 Comment
. . bTE
Agenda for presentation. See slide.
3 Teaching Point
Provide student a definition of ”
Comment
4 "_Teaching Point
b7E
Comment
In the final days of the Cold War, the crumbling Soviet Union possessed
the nuclear weapons to destroy the world but lacked the economic and
informational infrastructure to compete as a world power. While the
preeminent weapon for most of this century was the hydrogen bomb, it
< MPRI3= Page 1
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Course 2B — Contemporary
June 6, 2006

has been replaced by the awesome capability of a single electron! Future
superpowers will be those nations with the greatest capability to harness
the power of the electron for both economic and "digital" warfare.

The desire of foreign spies to uncover and obtain "military secrets" will
continue, but with variations. We are witnessing the migration of a
national defensive infrastructure that has historically been based on
"bullets" into ene based upon "information." Success by spies targeting
an opponent's "information" will ultimately prove more valuable.

New technologies are changing the traditional methods and techniques,

the by which spies operate.
1

http://www.cnn.com/SPECIALS/cold.war/experience/spies/melton.essay/
5 Teaching Point

b7E

With the end of the Cold War, the strong East vs. West alignment in the
world has diminished leading to a redefinition of intelligence based on
national interests.

Comment

Even at the height of Cold War solidarity (the enemy of my enemy is my
friend), the major superpowers collected intelligence and attacked the
ciphers, or codes, of our friends as well as our enemies. The national
interests of former friends and foes are now being redefined in terms of
competing economic interests.

Some observers believe that cultural and historic friendships between
nations will continue to fade as they are replaced by trading partnerships
and other interdependent economic relationships. The friend of my
enemy may also be my friend -~ if the price is right. Military alliances
will be designed to protect, perpetuate and enhance underlying economic
partnerships. The victors in global economic warfare will form regional
economic alliances that will share information and together strengthen
their collective -- and individual -- economic power.

Gen. Yuri Kobaladze of the SVR -- the Russian Foreign Intelligence
Service, successor to the First Chief Directorate of the KGB -- recently
stated "there are friendly nations, but there are no friendly intelligence
services". !

1 http://www.cnn.com/SPECIALS/cold. war/experience/spies/ melton.essay/
6 Teaching Point

The traditional methods of collecting and communicating intelligence
have changed in ways that could not be imagined just a few years ago.

Comment

The following outlines some technology advances that have dramatically
impacted intelligence services’ methods:

< MPRI3= Page 2
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June 6, 2006

bTE

7 Teaching Point

In some important ways, espionage agents can accomplish certain tasks
using modern technology that previously required great personal risk.

Comment

b7E

<= MPRIJ=
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Teaching Point

Profound changes in technology have dramatically affected the methods
emploved to communicate to and from espionage agents.

Comment

Teaching Point

To acquaint the student with use of malware by hostile intelligence
services.

Comment

Disruption of the enemy’s capabilities has long been a goal of
intelligence services.

Wikipedia defines “malware” as software designed to infiltrate or
damage a computer system, without the owner's informed consent. The
term is a portmanteau of "mal-" (or perhaps "malicious") and "software",
and describes the intent of the creator, rather than any particular features.
Malware is commonly taken to include computer viruses, worms, Trojan
horses, spyware and some adware. In law, malware is sometimes known
as a computer contaminant, for instance in the legal codes of California,
West Virginia, and several other U.S. states.’

In the new world of the digital spy, these same activities can be
accomplished, at no personal risk, from a computer terminal thousands of
miles away. By digitally sabotaging enemy computer networks, cyber-
spies can accomplish the same result as their OSS and SOE predecessors.
The vulnerability of the national information infrastructure of most
countries -- the interlocking computer networks that regulate
communication, commerce and defense -- make Pearl Harbor in 1941
appear well protected, At the same time, billions of dollars are being
spent to shore up unprotected computer networks, and accelerated
programs are being developed to exploit the computer networks of our
enemies as we prepare for future "cyber wars."

Computer viruses have been developed and deployed that will be
activated in time of war. Imagine the consequence of embedding a
"Trojan horse" in the operating system software that runs 90 percent of

Page 4
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the computers of both friends and foes. A "Trojan horse," once activated,
can selectively disable the computer infrastructure of a hostile opponent
and cripple its economy, communications and defense. The war is over
before it has begun.

1 http://en.wikipedia.org/wiki/Malware

10 Comment

Slide provides outline of what will be covered. Note that only a general
description of the technique will be provided as the lecturer is not an
engineer.

11 Teaching Point
Acquaint students with a computer virus and its potential impact.
Comment
See slide and next two slides.

A virus is a self-replicating/self-reproducing-automation program that
spreads by inserting copies of itself into other executable code or
documents.

12 Comment
Virus
The infected file (or executable code that is not part of a file) is called a

"host". Viruses generally do not affect network performance, as their
malicious activities are mostly confined within the target computer itself.

Viruses are one of the several types of malicious software or malware

Predominant negative effect of viruses is their uncontrolled self-
reproduction, which wastes or overwhelms computer resources.

13 Comment

14 Teaching Point
Acquaint students with a computer worm and its potential impact.
Comment
See this slide and next slide.

Pictured is Sven Jaschan who was arrested near Rotenberg, Germany, on
May 8. He subsequently confessed to creating the Sasser worm. The 18-

@Mpm%m ‘ Page 5
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15

16

17

<MPRI3=
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year-old was apprehended following a tip to Microsoft Corp. from a
group of people in the culprit's home state of Lower Saxony.

The Wikipedia defines the Sasser worm as a computer worm that affects
computers running vulnerable versions of the Microsoft operating
systems Windows XP and Windows 2000. Like other recent worms,

Sasser spreads by exploiting the system through a vulnerable network
port.

The effects of Sasser include the news agency Agency France-Presse
(AFP) having all its satellite communications blocked for hours and the
U.S. flight company Delta Air Lines having to cancel several trans-

Atlantilc flights because its computer systems had been swamped by the
worm.

1 http://en.wikipedia.org/wiki/Sasser_worm
Comment

Worms

They are often designed to exploit the file transmission capabilities found
on many computers.

The main difference between a computer virus and a worm is that a virus
cannot propagate by itself whereas worms can.

A worm uses a network to send copies of itself to other systems and it
does so without any intervention.

In general, worms harm the network and consume bandwidth, whereas
viruses infect or corrupt files on a targeted computer.

Teaching Point
To acquaint the student with the concept of the Trojan horse program.
Comment

Trojan horse programs cannot operate autonomously, in contrast to some
other types of malware, like viruses or worms. Just as the Greeks needed
the Trojans to bring the horse inside for their plan to work, Trojan horse
programs depend on actions by the intended victims. As such, if trojans
replicate and even distribute themselves, each new victim must run the
program/trojan. Therefore their virulence is of a different nature,
depending on successful implementation of social engineering concepts
rather than flaws in a computer system's security design or configuration.

Teaching Point 7

To acquaint the student with the concept of the Trojan horse program.
Comment

Two common types of Trojan horses:

1. Corrupting useful software, a cracker inserts malicious code that

Page 6
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executes while the program is used.

Examples: weather alerting programs, computer clock setting
software, and peer to peer file sharing utilities.

1. Masquerading standalone program as something else

1. Examples: Using a game or image file to trick the user -
into some misdirected coiplicity that is nceded to earry
out the program's objectives.

18 Teaching Point

To acquaint the student with the technique of computer spoofing and its
potential use by an intelligence service.

Comment

From the FBI website: "IP Spoofing" is a technique used to gain
unauthorized access to computers, whereby the intruder sends a message
to a computer with an IP address indicating that the message is coming
from a trusted port.

Spoofing is geherally used as a means to convince individuals to provide
personal or financial information that enables the perpetrators to commit
credit card/bank fraud or other forms of identity theft. Spoofing also
often involves trademark and other intellectual property violations.

b7E

19 Teaching Point

To acquaint the student with the technique of computer phishing and its
potential use by an intelligence service.

Comment

According to Computer World, phishing isn't really new -- it's a type of
scam that has been around for years and in fact predates computers.
Malicious crackers did it over the phone for years and called it social
engineering. What is new is its contemporary delivery vehicle -- spam
and faked Web pages.

Phishing (sometimes called carding or brand spoofing) uses e-mail
messages that purport to come from legitimate businesses that one might
have dealings with -- banks such as Citibank; online organizations such
as eBay and PayPal; Internet service providers such as AOL, MSN,
Yahoo and EarthLink; online retailers such as Best Buy; and insurance
agencies. The messages may look quite authentic, featuring corporate
logos and formats similar to the ones used for legitimate messages.
Typically, they ask for verification of certain information, such as
account numbers and passwords, allegedly for auditing purposes. !

1 See http://www.computerworld.com/securitytopics/security/story/0,

< MPRI= Page 7
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10801,89096,00.html
20 Teaching Point

To acquaint the student with the technique of computer phishing and its
potential use by an intelligence service.

Comment

The following from the Washington Post, (By Brian Krebs | February
13,2006; 1:50 PM ET ). A source recently forwarded a link to one of the
"best" phishing attacks I've ever seen. This one -- targeting the tiny
Mountain America credit union in Salt Lake City, Utah -- arrives in an
HTML-based e-mail telling recipients that their Mountain America credit
union card was automatically enrolled in the Verified by Visa program, a
legitimate security program offered by Visa that is supposed to provide
"reassurance that only you can use your Visa card online."

The e-mail includes the first five digits of the "enrolled card," but those
five digits are found on all Mountain America bank cards, so that portion
of the scam is likely to be highly convincing for some recipients. The
message directs readers to click on a link and activate their new Verified
by Visa membership.

Now here's where it gets really interesting. The phishing site, which is
still up at the time of this writing, is protected by a Secure Sockets Layer
(SSL) encryption certificate issued by a division of the credit reporting
bureau Equifax that is now part of a company called Geotrust. SSLis a
technology designed to ensure that sensitive information transmitted
online cannot be read by a third-party who may have access to the data
stream while it is being transmitted. All legitimate banking sites usé
them, but it's pretty rare to see them on fraudulent sites.

21 Teaching Point
To acquaint the student with the technique of monitoring the use of
computers.
Comment
bTE
< MPRIJ= : Page 8
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